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SUMMARY

The objective of this research is to address several foundational challenges associated
with Brain-Computer Interface (BCI) systems. BClIs have emerged as a compelling modal-
ity for human—machine interaction by enabling direct communication between the brain
and external devices, effectively bypassing the physical limitations of the human body.
These systems rely on detecting electrical brain activity to infer a user's intent and translate
it into actionable commands for machines. Non-invasive BCIs, particularly those based on
electroencephalography (EEG), have become a dominant modality in BCls due to their ease
of use and safety, in contrast to invasive alternatives that require surgical procedures. As
of 2024, EEG-based non-invasive BCls accounted for approximately 59.3% of the global
BCI market share. However, despite their promise, EEG-based BCls have yet to achieve
widespread public adoption and continue to face several core limitations.

First, because EEG captures electrical signals from the scalp, the recorded activity is
attenuated by the skull and often contaminated by signals from unrelated brain regions,
leading to a low signal-to-noise ratio. This degradation reduces the accuracy and reliability
of downstream classi cation models. Second, EEG signals exhibit strong non-stationarity
both within and across users. High inter-subject variability makes it dif cult to generalize
models trained on one individual to others, necessitating labor-intensive retraining for each
new user. Third, the collection of EEG data typically involves extensive calibration proto-
cols and constrained laboratory conditions, resulting in limited publicly available datasets,
especially those suitable for training modern deep learning models. Beyond these techni-
cal hurdles, BCls also suffer from a lack of robust, general-purpose applications and often
face usability constraints due to inef cient signal acquisition pipelines. These issues col-
lectively hinder the deployment of real-time, online BCI systems and ultimately limit the
integration of BCls into everyday technologies in the same way that modalities like text

and speech have achieved.

XX



In this work, we adopt a systems-level approach to address the fundamental challenges
limiting the advancement of Brain-Computer Interface (BCI) technologies. Rather than
treating these issues in isolation, we frame them as interconnected subproblems within the
broader BCI ecosystem, encompassing signal acquisition, decoding, generalization, and
real-world usability to improve the end-to-end functionality and adaptability of BCI sys-
tems. In this view, limitations of one component can be offset by the resources of another,
which could be data from other users, predictions from other models, or complementary
neural signals. This resource-aware approach reframes the high subject speci city and
non-stationarity of EEG signals from barriers to exploitable resources for secure biometric
authentication. For enabling generalization in EEG signals and to overcome limited labeled
data, we leverage resources like other users and models through transfer learning, enhanc-
ing target embedding separability and aligning them with source distributions via few-shot
learning, active learning, Gaussian mixture modeling, meta-learning, temporal Riemannian
geometry, and optimal transport.

We further extend this principle by treating other humans as active resources for collec-
tive prediction. Multi-human learning aggregates predictions from multiple users, leverag-
ing diversity to stabilize error-related potential (ErrP) classi cation. Finally, we treat other
neural signals as a complementary subsystem resource. We introduce Response Coupling,
where two neural signals are interfaced and their mutual information is used to enhance de-
tection accuracy, suppress noise, enable precise synchronization, and provide unsupervised
quality estimation. The framework concludes with the application of resource-aware think-
ing to zero-shot learning across signals and label spaces, with some preliminary results
in emotion recognition to illustrate potential zero-shot learning system designs. Together,
these contributions show how systematically identifying and exploiting available resources
enables robust, versatile BCls that move beyond the incremental progress typical of con-

ventional approaches.
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CHAPTER 1
INTRODUCTION

Brain-Computer Interfaces (BCIs) have been the subject of growing interest, both aca-
demic and industrial, in recent years. BCIs have shown great promise to be the next in
line as likely alternatives to traditional Human-Computer Interaction (HCI) devices like
keyboards, mice, etc. Not only do BClIs enable direct communication between users and
machines without any peripheral nerves or devices, but they also stand in for the tradi-
tional modes of providing input where the latter modes are not viable (for instance, speech
impediments, paralysis, etc.). BCls have existed for a long time, though until late, they
have mostly been used for medical purposes. However, current research has unlocked sig-
ni cant possibilities for BCl usage for healthy individuals in the domain of entertainment,
wellness, security, and other interactive applications. With the ready availability of portable
BCI headsets, BCI has become a promising avenue for adding to the way we communicate.

BCI systems have come a long way since their genesis in the late 19th century when
Adolf Beck and Robert Caton independently discovered the presence of electrical oscil-
lations in the brain of different animal species [1]. The last few decades have seen con-
siderable strides made in different types of BCI systems that can esselisigyto the
brain's activity and report it. The different types of BCIs range from highly intrusive, very
high resolution at the granularity of a single neuron technology like patch clamp to lower-
delity but larger scale approaches such as the EEG (electro-encephalogram) and fMRI
(functional MRI). The EEG, especially, is an interesting mechanism to listen to the brain
because of its high temporal resolution (almost real-time) and complete non-intrusiveness.
It has emerged as a key building block to consumer-grade BCI devices that are now being
used for mainstream applications such as gaming and wellness.

This has re ected in the overall growth of the global BCI market over the years. The



Brain-Computer Interface (BCI) market is undergoing rapid expansion, fueled by techno-
logical advancements, rising demand in healthcare and consumer applications, and growing
investments in neurotechnology. With applications ranging from medical rehabilitation to
entertainment and smart home control, the BCI landscape is becoming increasingly diverse

and commercially viable.

1.1 Market Growth

In 2024, the global BCI market is valued at approximately USD 2.62 billion [2]. Projections
indicate a remarkable expansion to USD 12.40 billion by 2034, re ecting a compound
annual growth rate (CAGR) of 17.35% during the forecast period from 2025 to 2034 (refer
to Figure 1.1a). The BCI market can be segmented into invasive, partially invasive, and
non-invasive interfaces. Non-invasive BCls dominate the market, accounting for over USD
2.1 billion in revenue in 2024, up from USD 1.75 billion in 2022. In contrast, invasive and
partially invasive interfaces are growing more modestly, reaching USD 250.3 million and
USD 225.3 million respectively in 2024. The demand for non-invasive solutions such as
EEG-based systems remains high due to their safety, affordability, and ease of deployment.
In terms of components, hardware dominates the BCI market, comprising approxi-
mately 63.97% of the market in 2024. This includes devices such as EEG headsets, ampli-
ers, electrodes, and signal acquisition systems. Meanwhile, software accounts for 36.03%,
encompassing signal processing algorithms, machine learning models, and data visualiza-
tion platforms. Although hardware leads today, the role of software is growing rapidly as
Al and deep learning continue to enhance signal decoding and real-time interaction. The
medical sector represents the largest end-user segment, with a 46.41% share of the market
in 2024 (refer to Figure 1.1b). This includes hospitals, rehabilitation centers, and neurolog-
ical clinics leveraging BCI for therapeutic and diagnostic purposes. Military applications
follow with a 19.05% share, driven by investments in cognitive augmentation and human-

machine teaming. Research centers account for 9.58%, while the remaining 24.96% is



distributed across other sectors including education, sports, and consumer technology.

(a) Global BCI market size from 2024 to 2034 (b) BCI Market Share by End User (2024)

Figure 1.1: Global BCI market numbers and their share

Geographically, North America leads the BCI market with a 39.84% share, driven by
strong R&D funding, a large patient pool, and the presence of major players. Europe holds
28.29% of the market, followed by Asia Paci c at 20.17%. Latin America accounts for the
remaining 11.71%. The Asia Paci c region is expected to witness the fastest growth due
to increasing adoption of neurotechnology and rising healthcare infrastructure investments.
Electroencephalography (EEG) remains the dominant technology in BCI systems, captur-
ing 59% of the market share in 2024 [3]. EEG's appeal lies in its affordability, ease of use,
and suitability for wearable applications. Other technologies such as Magnetoencephalog-
raphy (MEG) and functional MRI hold smaller shares, typically limited to research and

specialized clinical use.

1.2 BClresearch in the last 35 years

The remarkable growth of the Brain-Computer Interface (BCI) market in recent years is
underpinned by decades of sustained research and innovation. In this section, we present
a snapshot of the dominant modalities and evolving trends that have shaped the BCI re-
search landscape. Over the past three and a half decades, Brain-Computer Interface (BCI)
research has undergone a dramatic transformation, from a niche academic interest to a

multidisciplinary eld bridging neuroscience, biomedical engineering, and arti cial intel-

3



ligence. The eld has evolved in scale and scope, with a growing number of publications
spanning diverse scienti ¢ domains and regions. We borrow some data from an excellent
bibliometric analysis [4] on brain-computer interfaces from 1990 to 2020 and then use the
study's methods to extend this data to 2024. More speci cally, in accordance with [4], we
retrieve articles and review papers from the Science Citation Index Expanded and Social
Science Citation with a search formula of “brain-computer interface*” or “brain-machine
interface*” or “brain machine interface*” or “brain computer interface*” or “direct neural
interface*”. Figure 1.2 shows the total number of BCI publications as well as the region-
wise numbers for the top-3 countries/regions.

BCI research output has grown exponentially since 2005, with a particularly sharp rise
after 2010. From fewer than 100 publications per year in the 1990s, the annual output
reached over 1,750 publications by 2024 [4]. This dramatic increase signals both the mat-
uration of the eld and a broadening interest from academia, industry, and government
sectors. Geographically, the United States has been a longstanding leader in BCI research
output. However, in the last decade, China has emerged as a major contributor, signi -
cantly narrowing the gap. Germany has consistently contributed to the eld throughout this

35-year window, maintaining a stable and signi cant presence.



Figure 1.2: Total BCI publications with country-wise trends from 1990 to 2024.

An analysis of the top 20 Web of Science (WOS) research areas (shown in Figure 1.4)
reveals a densely interconnected thematic structure in BCI research. Dominant categories
such asNeurosciencesBiomedical Engineeringand Computer Scienc@ncluding sub-
elds like Arti cial Intelligence, Cybernetics, and Interdisciplinary Applications) have
formed the core of BCI literature for decades. These areas often co-occur, re ecting the
inherently interdisciplinary nature of BCI development.

As shown in Figure 1.3, emerging elds such dsuroimaging Medical Informatics
and Psychologyhave gained increasing prominence over the last 10-15 years, indicating
a shift toward cognitive, diagnostic, and patient-centric applications. Particularly, after
2010, the growth in publications relatedAdi cial Intelligence andBiomedical Engineer-
ing shows the increasing integration of machine learning in signal decoding and real-time

system feedback.



Figure 1.3: Co-occurrence map of top Web of Science categories in BCI research. Figure
taken from [4]

Figure 1.4: Clustered bubble chart of thematic density in BCI research areas. Figure taken
from [4]

Together, these data point to a robust and accelerating global expansion of BCI re-
search. The eld is characterized by strong interdisciplinary foundations and increasing

international collaboration. What began as theoretical work on signal interpretation has



now matured into a rich research landscape with real-world applications in healthcare, re-
habilitation, smart environments, and human-machine interaction. The last 35 years have
set the stage for a future where BCI technologies play a transformative role in medicine,
accessibility, and beyond. During this time, the volume of BCl-related publications has
grown signi cantly, with EEG-based non-invasive BCIs accounting for the majority of this
output. This growth re ects the community's sustained effort to address foundational prob-
lems while exploring practical applications, making EEG-BCI one of the most active and

interdisciplinary sub elds within BCI research.

1.3 EEG-BCI Research Landscape

To capture the evolving research landscape in EEG-based Brain-Computer Interfaces (BCIs),
we performed a structured survey of roughly 100 recently published (predominantly in the
last decade) review papers spanning over 1,500 unique primary studies. This synthesis
captures how research has evolved over the last two decades, both in terms of the core
challenges the community is addressing and the methodologies employed to solve them.
We categorized each paper based on its publication year, primary research problem, and
dominant methodology, providing a holistic view of the eld's structure and its emerging

trends.

1.3.1 TemporalTrendsin ResearctOutput

The eld of EEG-BCI research has experienced exponential growth, particularly after 2010,
with a signi cant surge between 2018 and 2023. This trend aligns with broader develop-
ments in Al, increased availability of commercial EEG headsets, and growing interest in
neurotechnology across academic, clinical, and commercial domains. For our analysis, the
distribution of papers we selected does not identically represent the BCI publication dis-
tribution by year. Rather, we present the yearly distribution of our selected papers that we

included in our research landscape. This distribution is shown in Figure 1.5.



Figure 1.5: Distribution of EEG-BCI papers by year sampled by us in our meta-analysis

1.3.2 Key ResearcliProblemsn EEG-BCI

We created a two-dimensional map in Figure 1.6 of the research landscape to better under-
stand how speci ¢ problems align with speci ¢ methodologies. This EEG-BCI research
landscape is visualized as a matrix mapping common research problems to correspond-
ing solution methodologies. Rows represent major methodological approaches (e.g., signal
processing, deep learning, experimentation), while columns represent key challenges faced
in BCI research (e.g., detection/denoising, non-stationarity, data scarcity). Each cell con-
tains the names of authors who have published work addressing the corresponding problem-
method pair. Time-based coloring or arrangement may be used to indicate the temporal
distribution of research contributions across different periods. This visualization highlights
the diversity of approaches taken to tackle core BCI challenges and reveals areas of concen-
trated and sparse research activity. To further understand where research is concentrated,
we generated a continuous heatmap that re ects density across the method—problem space.
Our analysis of all the papers surfaced six major problem categories, each addressing a

unique bottleneck in EEG-based BCI development:



(a) EEG-BCI Research Landscape: Method vs. Problem with Time-based Coloring

(b) Continuous Density Heatmap of EEG-BCI Research by Problem and Method

Figure 1.6: EEG-BCI Research Landscape partitioned by Method vs. Problem



Detection and Denoising:EEG signals are notoriously noisy, with contamination from
muscle artifacts, eye movements, and environmental sources. The EEG signal has to travel
through a thick layer of the skull, scalp, and other surfaces with varying conductivities
which impairs the signal characteristics. Since EEG also has low spatial resolution, the
resultant signal recorded at the electrodes is a mixture of the desired signal and undesired
interference from neighboring parts of the brain. This makes maintaining an acceptable
level of signal-to-noise ratio a fundamental challenge for BCI systems. Many papers aim
to isolate relevant neural components using preprocessing, source separation, or signal en-
hancement algorithms. Some excellent articles and review studies that dive deep into this
and tackle the problem of signal detection are [5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17,
18, 19, 20, 21, 22, 23, 24, 25, 26]

Non-stationarity: BCI signals like event-related potentials (ERPs) tend to exhibit a lot
of variance among individuals which make their generalization across sessions or subjects
dif cult [27]. This variance often manifests itself in the form of a "covariate shift" [28]. As
a consequence of this, it is dif cult to create universal models which are subject-agnostic
as the existing models trained on BCI signals often do not generalize well to unseen data.
EEG signal distributions change over time and across subjects. This undermines model
generalization. Research addresses this via domain adaptation, transfer learning, and tem-
poral modeling. Studies like [29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44,
45, 46, 39] shine some more light on this problem.

Application Design: Another issue stalling the broader impact of BCI research is its
narrow application focus. Most published studies still revolve around classic paradigms
motor imagery, P300 spellers, SSVEP-based selection, and error-related potentials (ErrP).
While these are scienti cally valuable, they are often disconnected from real-world needs.
Part of the reason is that experimental designs for these scenarios are harder to formal-
ize, more heterogeneous, and introduce uncontrolled variables. However, avoiding them

keeps the eld locked in benchmark loops, where progress is measured only by marginal
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accuracy improvements on narrow tasks. Broadening the scope of BCI applications, while
integrating signal processing and adaptive learning, will not only make BCIls more useful
but also expose the systems to realistic constraints, improving their robustness and value.
More information can be gathered by reading the following research articles [47, 48, 9, 49,
50, 51, 52, 53, 54, 55, 56, 57, 58].

Data Scarcity: EEG data is expensive, time-consuming, and dif cult to collect. Un-
like image or text datasets, EEG signals require specialized equipment, participant avail-
ability, careful experimental design, and often clinical oversight. As a result, most EEG
datasets are limited. This scarcity makes it extremely dif cult to train large-scale models
or to validate generalizability across populations. Furthermore, deep learning approaches,
which are becoming increasingly popular in the eld, are notoriously data-hungry. Many
of these models are benchmarked on small, publicly available datasets, often without rigor-
ous cross-subject or cross-session validation. Efforts to combat data scarcity include data
augmentation using signal transformation, synthetic data (e.g., GANSs), or temporal slicing,
few-shot learning, and transfer learning to adapt models trained on one user or task to an-
other, contrastive representation learning to improve embedding quality with fewer labels,
etc. Some studies that talk about this are [59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,
72].

Usability and Adaptation: Even the most accurate BCI systems often fail outside
controlled environments. This is primarily because usability (how easy, reliable, and com-
fortable a system is for real users) is rarely the main focus in algorithmic development. The
usability challenge arises from several intertwined factors like long calibration times, men-
tal fatigue, headgear discomfort and lack of feedback. Papers that explicitly target usability
typically come from HCI or experimental BCI sub elds and focus on adaptive systems,
user-in-the-loop training, and metrics like satisfaction or frustration. However, most ML-
driven BCI research does not directly incorporate these insights. Studies like [73, 74, 75,

53] talk more about this bottleneck.
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Other: Topics such as ethics, benchmarking, reproducibility, as well as improving BCI

literacy among the end users fall under this umbrella [76, 77, 78, 79].

(a) Distribution of EEG-BCI Papers by Problefb) Distribution of EEG-BCI Papers by Method

Figure 1.7: Distribution of the review papers by research area and solution methodology

1.3.3 SolutionMethodologies

Our categorization also included the dominant methodology used by each paper. These are
typically signal processing techniques like Itering, ICA, CSP, wavelets, and Riemannian
geometry that are still the most used, particularly for detection and non-stationarity prob-
lems. More recently deep learning based techniques have been rapidly gaining ground.
Deep learning is used for end-to-end decoding, representation learning, and generative
modeling. CNNs, RNNs, transformers, and contrastive learning dominate this space. Thirdly,
some of the problems related to combating the lack of datasets as well as pioneering new
applications, are addressed by dataset curation and experimentation. These papers focus
on paradigm design, stimulus con guration, and real-time human-in-the-loop validation.
They are common in application and usability research. Traditional Machine Learning Al-
gorithms like SVMs and LDA still offer strong baselines, especially when interpretability
and small datasets are involved. Lastly, Hybrid Methods, which involve combining ele-
ments (e.g., signal processing + DL, or EEG + EMG) are emerging as strong candidates to
bolster BCI signal detection.

Detection and denoising are addressed by nearly every methodology, re ecting its
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foundational role. Non-stationarity is heavily tackled using signal processing and deep
learning. Application-oriented research often uses experimentation or hybrid frameworks.
Data scarcity drives deep learning innovation through augmentation and representation
learning. The densest clusters appear at the intersection of signal processing with detec-
tion/denoising and non-stationarity. Deep learning is being applied more broadly across
domains, while experimental work dominates application-related papers. This analysis re-
veals underexplored intersections, such as usability-focused work using hybrid or Al-driven
methods. This landscape-level analysis of over 1,500 EEG-BCI papers also highlights the
eld's rapid expansion and maturing structure. While signal processing and deep learn-
ing dominate current approaches, the full potential of hybrid systems, adaptive learning,
and usability-centered designs remains underexploited. As previously pointed out, one of
the key limitations observed across these BCI research efforts, particularly in EEG-based
systems, has been the scarcity of large, diverse, and openly accessible datasets. To better
understand how this constraint is evolving, we examined the trend of BCI data availability

over the last decade as well.

1.3.4 UpwardTrendof EEG DataAvailability

In recent years, the landscape of EEG data availability has shifted dramatically. What was
once a domain constrained by sparse, inaccessible datasets has evolved into an era of rapid
and open data proliferation. We looked at the temporal availability of public EEG datasets
across 5 popular BCI dataset repositories, namely, Kaggle, OpenNeuro, Science Data (SD),
Hugging Face, and journals such as Frontiers.

The year-on-year growth for EEG datasets has been exponential. The last year repre-
sents a peak in both annual and cumulative contributions to public EEG datasets. In just the
past year, Kaggle contributed 145 datasets, SD contributed 83, and OpenNeuro contributed
78, demonstrating how both machine learning communities and neuroscienti ¢ consortia

are fueling this growth. The detailed breakdown of yearwise datasets is shown in Table 1.1
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Table 1.1: Number of EEG datasets added in the last 7 years

Year SD OpenNeuro Frontiers Kaggle HF Total

2024-2025 83 78 16 145 64 386
2023-2024 42 77 19 80 27 245
2022-2023 31 62 11 60 1 165
2021-2022 40 48 15 27 - 130
2020-2021 11 32 19 47 - 109
2019-2020 9 17 12 13 - 51

2018-2019 8 6 3 4 - 21

and visualized in Figure 1.8.

(a) EEG dataset growth every year (b) Cumulative EEG dataset growth every year

Figure 1.8: EEG dataset growth statistics from the past 7 years

This increase in data availability is beginning to reshape the EEG and BCI research
landscape. Access to more diverse, multi-subject, and cross-paradigm datasets provides
the necessary foundation for developing more robust, generalizable models. The implica-
tions are particularly signi cant for data-driven techniques like deep learning, which have
long struggled under the constraints of small-scale EEG datasets. With this in ux, models
can now be trained and evaluated across varied tasks, recording environments, and user
populations, substantially improving their potential for real-world deployment. Beyond
model training, the growth in EEG datasets enhances reproducibility and benchmarking.
Open data allows researchers to evaluate their models across standard benchmarks, con-
tributing to transparent reporting practices and fair comparisons. As more datasets become

publicly available, the community can also begin to explore transfer learning, domain adap-
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tation, and cross-dataset generalization in ways that were previously infeasible. This shift
enables a move toward data-centric research paradigms that prioritize dataset quality, con-
sistency, and representativeness alongside algorithmic innovation. Importantly, the surge
in available data also lays the groundwork for the development of new and diverse appli-
cations. While the eld has historically focused on paradigms like motor imagery, SSVEP,
and P300 spellers, the availability of large and varied datasets now supports exploration
into more ecologically valid use cases. These include cognitive workload estimation, affect
recognition, continuous attention tracking, and hybrid BCI systems for smart environments.
The scale and pace of EEG dataset releases signal a fundamental transformation in how
BCI research can be conducted. The availability of over 600 datasets in the last two years
alone underscores the community's shift toward large-scale, data-driven science. Moving
forward, the focus must shift from simply collecting more data to leveraging these resources
with scienti c rigor. If done effectively, this new phase of data abundance has the potential
to accelerate the development of adaptive, generalizable, and deployable BCI systems that
go well beyond what was previously possible. Tackling some of these fundamental road-
blocks will clear the path for BCI systems to be adopted in everyday applications. Thus,
investigating ways to address these underlying barriers forms the basis of this thesis. In this

context, we underline our research contributions below.

1.4 Research Contributions

Guided by the systems perspective outlined earlier, this research frames the challenges
of non-invasive Brain—Computer Interfaces (BCIs) not as isolated problems but as inter-
connected subsystems within a larger BCI ecosystem. From this viewpoint, limitations in
one subsystem can be addressed by strategically leveraging additional resources available
elsewhere in the system. These resources, whether they take the form of data from other
users, predictions from other models, or complementary neural signals, are systematically

integrated to improve performance, generalization, and robustness across diverse BCI sce-
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narios. Our work asks a set of recurring questions whenever such a resource is introduced:
What is the best possible resource that can be used in a problem? How can the resource be
most effectively exploited for the target task? And what conditions determine its usefulness?
The details of each contribution are presented in the following chapters.

In the rst line of work, we address the high subject speci city and non-stationarity of
EEG signals, traditionally regarded as major barriers to cross-user generalization, by treat-
ing them as exploitable resources for secure biometric authentication. Here, the guiding
guestions areWhat resource or user-speci ¢ neural or behavioral signature can we cap-
ture that is both easy to elicit and robust to variability? what additional modalities can en-
hance usability without degrading performance? Can an unsupervised approach achieve
similar veri cation accuracy without intrusive calibrationn chapter 3, we present an
EEG-based authentication approach that leverages the uniqueness of an individual's eye-
blink patterns, a modality that is easy to elicit, comfortable, and robust. We further extend
this to a fully unsupervised variant that dispenses with adversarially prompted blinks, in-
stead relying on multiple natural blinks for reliable veri cation.

Building on this resource-based philosophy, we address the scarcity of large labeled
datasets by utilizing data, models, and users as resources to improve classi cation gener-
alization for BCI systems. This naturally raises the questionsvikat information from
other users can be leveraged to bootstrap a new user's model and how? What is the mini-
mum amount of labeled data required to achieve reliable generalization? Which adaptation
strategies (like active learning, ne-tuning, etc.) yield the best balance between accuracy
and calibration effort? Are there other resources than user data and pretrained models that
can be leveraged to generalize these signétsChapter 4, we investigate transfer learning
approaches that adapt a model trained on one user to perform effectively on unseen users,
minimizing source—target divergence through techniques such as few-shot learning and ac-
tive learning. In chapter 5, we formalize this into a two-stage process: (1) enhancing the

separability of target embeddings, and (2) optimally transporting them to align with source
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distributions. This is achieved through unsupervised and minimally supervised techniques,
including Gaussian mixture modeling, meta-learning, temporal Riemannian geometry, and
optimal transport. Extending this idea from leveraging individual user data to harness-
ing group-level signals, we expand the system's scope by introducing other humans as a
resource for collective prediction. In chapter 6, we explore multi-human signal aggrega-
tion, combining predictions from multiple users to stabilize error-related potential (ErrP)
classi cation. When coupled with few-shot learning, this approach achieves up to a 50%
improvement in cross-user classi cation performance, demonstrating the power of collec-
tive inference in a multi-user BCI setting.

Finally, we treat another neural signal as a valuable subsystem resource that can en-
hance the decoding of a primary signal. The central questions hera\dreh neural
signal pairings yield the strongest predictive relationships? How to best combine these
signal modalities so that they complement rather than diminish each other? In what ways
can the decoding of one subsystem be used to infer the state of another? And which aspects
of the secondary signal are most informative for the target decoding tastt?apter 7, we
introduce the concept of response coupling by integrating steady-state visually evoked po-
tentials (SSVEPSs) with ErrPs. By modeling their mutual information, we show that SSVEP
dynamics carry predictive cues about the presence and properties of ErrPs. This coupling
improves detection accuracy, enhances noise suppression, enables precise synchronization,
and supports unsupervised signal quality estimation. chapter 8 concludes by synthesizing
these contributions through the lens of resource-aware system design for BCls, empha-
sizing how additional signals can be treated as predictive resources for zero-shot learning
(ZSL) across signals and label spaces. We present preliminary results on emotion recog-
nition datasets where a subset of known labels is used to classify unseen labels without
additional supervision. Although these ndings are exploratory, they suggest a promis-
ing direction for exploiting predictive relationships between signals and labels to improve

generalization and reduce data requirements. This line of inquiry opens a range of future
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research opportunities which we discuss in future work, advancing toward the long-term

vision of a uni ed, resource-aware brain decoding system.
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CHAPTER 2
LITERATURE SURVEY

The term "Brain-Computer Interface” (BCI) was made popular in the 1970's, even though
BCI research on humans dates back to as early as the 1920's. In 1924, While studying
the neurological basis for behavior in humans, a German scientist called Hans Berger
recorded his rst brain signals using a BCl device. He published his paper, "Uber das Elek-
trenkephalogramm des Menschen" in 1929, showing that the human brain produced electric
currents, and they were altered by physiological states such as wakefulness or sleep, or cer-
tain medical conditions, such as tumor [80]. In the next section, we provide a summary of

the important work done in developing these paradigms.

2.1 BClresearch

Enterprising research on BCI's started ourishing in the 1970's, when many researchers
worked on establishing direct brain-to-machine communication [81]. In 1973, a Belgian
researcher called Jacques C. Vidal talked about "evoked potentials”, which were variations
in brain activity as a response to a speci ¢ sensory stimulus or event. Research on evoked
potentials, also synonymously used with "Event-Related Potentials" (ERP), gained mo-
mentum in the '80s. In 1988, Farwell demonstrated that subjects can communicate 12 bits
per minute without talking, using the P300 ERP in his paper, "Talking off the top of your
head" [82]. In 1991, Falkenstein showed the presence of the "Error Potential” or ErrP in
humans when they detected that an error had been committed in an experimental trial [83].
In the same year, Wolpaw presented a system to mentally control a cursor using the 8-12Hz

-frequency band [84].
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2.1.1 Typesof BCI

Broadly speaking, BCls can be divided in two major categories, namely, invasive BCI, and
non-invasive BCI (some publications refer to a third category called semi-invasive BCI as
well). Invasive BCI refers to the systems where sensors and electrodes are surgically placed
inside a subject's scalp or grey matter, whereas non-invasive BCI refers to systems where
the electro-chemical activity in the brain is externally recorded from the scalp.

Invasive BCI methods have some advantages, like higher signal resolution and superior
signal quality. They also require risky procedures, which makes them not as attractive
as non-invasive methods to the general population. Electrocorticography (ECoG) is one
such invasive procedure that places electrodes on the exposed part of the brain and gathers
electrical activity. Invasive BCI electrodes come in different forms, such as single-unit
BCls or multi-unit BCls, and they often have lengths in the order of millimeters [85]. They
are implanted directly on the surface or inside the grey matter. Despite the high signal
quality, the need for surgery has limited this form of BCI to mostly medical applications.

Non-Invasive BCls are also divided into several categories. The most popular non-
invasive BCI technology is Electroencephalography (EEG) which uses electrodes placed
directly over a subject's scalp to record brain activity. EEG has excellent temporal resolu-
tion but suffers from poor spatial resolution. Other forms of non-invasive BCI systems are
Magnetoencephalography (MEG), functional Magnetic Resonance Imaging (fMRI), near-
infrared spectroscopy (NIRS), among others. Most of these systems require bulky and
expensive equipment to record signals and are therefore impractical for everyday usage,
unlike EEG. MEG measures the magnetic elds induced by the brain's electrical currents.
While it provides good temporal resolution, it uses bulky and expensive equipment which
makes its usage impractical. fMRI measures the changes in blood ow that occur as a re-
sult of brain activity. While also expensive, it also suffers from poor spatial and temporal
resolution. NIRS uses infrared light to measure the changes in the blood composition as-

sociated with different brain activities. It is portable just like EEG, but suffers from poor
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Figure 2.1: Spatial and Temporal resolution for common BCI paradigms. Figure taken
from [86]

temporal resolution. Figure 2.1 showcases these differences in a graphical manner. The g-
ure is taken from a 2009 paper by Marcel Gerven [86]. EEG remains the most popular BCI
system out of all invasive and non-invasive paradigms. As of 2016, EEG-based research

accounted for 71.2% of all research on BCI systems [87].

2.1.2 Non-invasiveBCI SignalParadigms

BCI systems are enabled by various kinds of signal paradigms. Chief among them are
event-related potentials (ERPS), Steady-state evoked potentials (SSEPSs), Slow cortical rhythms
(SCRs), etc. Based on the stimulus type, evoked potentials and steady-state evoked po-
tentials can further be classi ed as visually-evoked, auditory-evoked, or somatosensory-
evoked potentials.

The earliest research on ERPs focused on studying uctuations in the EEG signals when

a subject was presented with a sensory stimulus. In 1964, Walter showed a correlation
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between a subject's ERPs and the associated expectation and mental processing leading
up to a response [88]. ERP research gained momentum with the discovery of associated
components like the P300 (as a measure of stimulus evaluation time) [89], the ERN (as a
measure of the brain processing an error) [90], etc. The earliest research on SSEPs was
conducted in the 1930's and 1940's when Adrian studied the rhythmic patterns of brain
activity [91]. In 1966 Regan published his results on steady state visually evoked responses
when users were subjected to modulated light [92]. Researchers have studied SSVEPs
under varying conditions like varying the color of the light stimulus, the frequency of the
ickering, the patterns presented in the stimuli, etc. [93]. SSVEPs are very commonly
used for enabling BCI spellers and direct brain-computer communication devices. SSVEPs
occur when subjects are exposed to rhythmic light intensity variations, such as ickering, at

a xed frequency [94], with the response being phase-locked to the stimulus [95]. Research
on SSVEPs started as early as the 1930s when Adrian studied the rhythmic patterns of brain
activity [91]. In 1966, David Regan observed that thé&requency band was independent

of the frequency of the modulated light for his subjects [92]. Muller [96] studied the impact

of selective attention on the steady-state response in the 20-28Hz range.

[97] postulated that SSVEPSs are aresult of the entrainment of the brain's natural rhythms
rather than the superposition of ERP components. SSVEPs have been particularly used in
developing data transfer applications like spellers and classi cation systems. [98] show-
cased a speed of 46bits/min in a phone-number dialing application using SSVEPs. SSVEPs
have been primarily detected using PSDA (power spectral density analysis) and CCA
(canonical correlation analysis), while some spatial Itering algorithms based on CSP
(common spatial pattern) have also been used [99]. Wang et al [100] used ICA decomposi-
tion and lead selection close to the occipital lobe electrode to obtain an average information
transfer rate of 42bits/min.

Motor Imagery signals are produced in the motor cortex of the prefrontal cortex when

a subject imagines a limb movement [101]. Motor Imagery signals generally achieve ac-
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curacies between 75-90%, depending on the dataset used [102, 103, 104]. P300 signals
typically show higher accuracy due to being elicited over a longer duration and involv-
ing multiple brain regions [105, 106], whereas ErrPs are mainly observed in the Anterior
Cingulate Cortex (ACC) [107]. SSVEPs are detected with higher reliability, achieving
accuracies of 80-95% [108, 109].

2.2 EEG and Blinks

Despite the promise and ubiquity of popular biometric approaches (particularly ngerprint
and face recognition), these systems are shown to be vulnerable. Face recognition-based
authentication systems can easily be falsi ed using arti cially printed 3D masks [110].
Fingerprint systems are prone to security leaks based on arti cial or gummy ngerprints
[111]. The neuronal ring pattern captured through EEG is known to be unique [112]
and can be used as novel information for biometric-based authentication. The anecdotal
evidence is thus obtained for the feasibility of developing an eye-blink-based authentication
system [113].

[114] proposes a novel biometric authentication system using eye-blink waveforms col-
lected through the Neurosky Mindwave EEG headset on Fp1l electrode (We use Fpl and
Fp2). For 25 subjects, [114] achieved the identi cation accuracy of 97.3% and error rate of
3.7%. Here, data collection is performed with 6-8 trials on each subject, with 8-12 natural
eye blinks in each trial (20-second duration for each trial). It assumes that eye blinks are
the signals with maximum peaks and hence is prone to any other EMG based artifacts. It
also averages 25 user blinks to generate a test sample which would be very burdensome
to a user. [115] builds upon this work and combines eye-blinks based authentication with
EEG signals during relaxation and visual stimulation (VEPSs - visually evoked potentials)
to boost the accuracy to 99.4%. [116] combined ERPs obtained through Rapid Serial Vi-
sual Presentation (RSVP) with eye-blinks to increase accuracy from 92.4% to 97.6% with

a mean false accepted rate (FAR) of 3.90% and a mean false rejected rate (FRR) of 3.87%
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on 40 subjects. [117] relied on EOG recordings (placing electrodes around the eye cor-
ners) and eye-movements to authenticate users. The system was tested on 40 users with
accuracy ranging from 96% to 100% across users. [118] also uses EOG to achieve 90% to
100% accuracy across 30 subjects. In both works, EOG signals were recorded from users
while following a moving target with their eyes producing rapid vertical or horizontal eye

movements known as saccades.

2.3 Improving Cross Generalization of Error Potentials

2.3.1 BCI signaldetection

Addressing low SNR in BCI signals and poor generalization has been a fundamental aspect
of BCI research. Traditionally, BCI signal detection has been done using statistical [119]
and spatial ltering techniques [120], however more recently, deep learning methods are
used as well. Historically, the most popular techniques to increase BCI signal SNR has
been Common Average Reference lters and Laplacian lters [121, 122]. Common Spatial
Patterns (CSP) is also a widely used supervised spatial Itering technique for EEG-based
BCI signals which pertains to two-class classi cation systems [123]. Filter bank com-
mon spatial patterns (FBCSP), another algorithm for two-class discrimination, enhances
the performance of CSP by performing an autonomous selection of discriminative subject-
speci ¢ frequency range for band-pass Itering of the EEG measurements [124]. Owing
to the limited spatial resolution offered by EEG-based BCI, integration with fNIRS (which
provides high spatial resolution) to create a multi-modal framework has also been the sub-
ject of some works as well [125]. In order to remove subject-speci ¢ sources of noise
from EEG-based BCI signals, extraneous signals, more formally known as artifacts, that
often contaminate the recorded EEG signal of interest, need to be removed. These artifacts
usually originate from (but are not limited to) eye blinks, eye movements, cardiac signals,
etc. [126]. [127] analyses the eye blink artifact and distinguishes it from eye movement

artifacts. Similarly, [128] studies the manifestation of cardiac activity-related potentials
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in the EEG signal. [129, 130] propose a method of removing ocular artifacts by utiliz-

ing Electrooculography (EOG). One of the more sophisticated methods to achieve artifact
rejection is detailed in [131, 132] where independent component analysis (ICA) is used.
Recently, machine learning has also been evaluated as a promising solution for handling

artifacts [133], [134].

2.3.2 ErrPDetectionandCross-usefseneralization

As a brief refresher, ErrP is a measure of the brain detecting/processing an error (for in-
stance, seeing a robot perform a task incorrectly). In 1991, Falkenstein showed the presence
of the Error Potential signal in humans in a choice-reaction experimental setup [83]. ErrPs
are extremely valuable for BCI applications as they provide a generalized notion of error
detection in a diverse set of tasks [90] across a wide variety of input modalities (e.g., audio
[83], visual [135], somatosensory [136], etc.). ErrPs have a lot of promise and have been
used in applications for improving the performance and reliability of BCI spellers [137],
correcting and adapting Al systems, as well as aiding in learning for Al agents like correct-
ing a robot's mistakes [138] and accelerating learning for a reinforcement learning agent
[139]. ErrP has been used in applications for improving the performance and reliability of
BCI spellers [137], correcting and adapting systems to accelerate reinforcement learning
for Al agents [140], etc. However, their generalization accuracy is inadequate owing to
their high variability among individuals. For this purpose, we use Error Potential signals as
our signal of choice in this thesis to evaluate our algorithms.

Historically, signal detection for BCls like the ErrP has been done using spatial Itering
techniques [120]. Common Average Reference lIters, Laplacian Iters [121], and Common
Spatial Patterns (CSP) have also been widely used as supervised spatial ltering techniques
for EEG-based BCI signals.

There have also been algorithms speci cally for denoising and characterizing ErrP sig-

nals. The traditional state-of-the-art method for ErrP detection uses XDAWN spatial |-
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tering [141] and Riemannian Geometry [142]. This method works equally well for other
ERPs (Event-related potentials) such as P300 [143]. [144] improved upon this method by
introducing af ne transforms which make the data reference across different users identi-
cal which improves the accuracy of cross-user generalization. Typically, spatial Itering
techniques have worked well for ErrP detection compared to deep learning models ow-
ing to the lack of large amounts of ErrP datasets being present. However, more recently,
deep learning models [145] have emerged which outperform traditional spatial Itering ap-
proaches for some speci c tasks. There have also been works that utilize combined detec-
tion [146] from multiple sources for improving ErrP generalization. There have also been
RNN-based zero-shot learning methods [147] for classifying object classes using EEG.
DeepConvNet and ShallowConvNet proposed by [148] are deep learning models for EEG
decoding and visualization. EEGNet [149] introduced the concept of depthwise and separa-
ble convolutions for EEG-based networks and outperformed both DeepConvNet and Shal-
lowConvNet while using fewer parameters for 3 classi cation tasks namely, P300, ERN,
and MRCP (Movement-Related Cortical Potential). EEG-Inception [145] utilized incep-
tion architecture for decoding ERP-based BCI signals. However, the traditional BCI-NER
XDAWN ltering algorithm [142] outperformed EEGNet and EEG-Inception for cross-
user ErrP transfer learning and is the state-of-the-art method for ErrP generalization. Due
to the cumbersome nature of collecting BCI data, there is generally a lack of availability
of massive datasets pertaining to different brain signals. This has historically precluded
deep learning and other data-intensive methods to achieve state-of-the-art performance for
BCI compared to their spatial Itering counterparts. Having said that, in the recent past,
deep learning models that use shallow architectures as well as fewer parameters have also
outperformed spatial Itering approaches. For instance, [147] used generative adversar-
ial networks (GANS) for object classi cation by using an EEG stream. EEGNet [149],
DeepConvNet, ShallowConvNet [148] have also been other notable contributions.

While these methods provide incremental performance improvements, they do not ad-
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dress the fundamental reason for poor generalization in ErrP signals, which is the incon-
gruous probability distributions in the train and test domains. To address this challenge,
several works have used domain adaptation techniques like optimal transport [150] to mod-
ify the probability distribution of the signal data in the feature space. Regularized optimal

transport [151] is an effective technique for aligning disparate probability distributions by

keeping similar labels close to each other. [152] used regularized optimal transport with
class labels to improve the transfer learning of P300 signals. Similarly, [153] used regu-
larized optimal transport in the domain of semi-positive de nite (SPD) matrices and used

the Riemannian distance metric to align ERP (Event-related potential) signal distributions.
However, these methods often do not provide suf cient cross-user accuracy for ErrP sig-
nals (more details in section subsection 5.4.1) due to a lack of target class distribution

information.

2.4  Augmenting BClIs by interfacing them with auxiliary signals

To fully understand the need to augment existing BCI signals, we rst need to understand
the underlying detection bottlenecks associated with these signals. Event-related potentials
(ERPs) such as P300 and Error-related potentials (ErrPs) are key signals in BCls, often used
in decision-making and error detection applications. P300 is typically detected with 60-
85% single-trial accuracy [154, 155, 156] across studies, while ErrPs range from 60-75%
[157, 31]. Due to its utility in training autonomous agents [158], error correction in human-
in-the-loop systems [159] and reinforcement learning [139], ErrP detection has received
signi cant attention, using spatial Itering techniques like xXDAWN [160] and Riemannian
Geometry [157], as well as deep learning models such as ConvNets and EEGNet [148, 31].
The complexity of brain signals also restricts BCI applications to speci c tasks (e.qg.,
spellers, error detection, attention shifts, etc.) rather than general-purpose use, as un-
derstanding unconstrained thought from EEG remains limited [161]. Additionally, brain

data collection is costly and cumbersome, resulting in relatively small datasets and lim-
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iting broad application development [162]. A detailed overview of these challenges can
be found in literature review papers [27, 163, 164]. Research continues to address these
barriers, focusing on enhancing signal detection, transfer learning, and usability through
spatial Itering [160, 165, 166, 167], machine learning [157, 168, 169], and deep learning
advances [31, 37, 145, 170, 171, 172].

In terms of characterizing these brain signals in an analytical fashion, some works have
proposed task-speci ¢ nonlinear model equations ERP responses. For instance, [173] pre-
sented time-variant modeling of the brain using adaptive- Iter theory, [174] modeled the
ERP response using neural eld theory, while [175] described modeling brain response
and evoked potentials [176] using neural action potentials. Detecting evoked potentials
(EP) and event-related potentials (ERPS) is typically based on estimating these nonlinear
model parameters via statistical or machine learning models. However, due to the inherent
complexity and variability of the response functions, these methods either end up being
very task-speci c or suffer from poor accuracy and reliability [27, 28]. On the other hand,
it is much easier to detect certain other kinds of brain signals for which the brain behaves
almost like a linear time-invariant (LTI) system. One such example is the SSVEP which
is elicited in the brain when a human observes rhythmic variations of visible light inten-
sity. The brain's response to modulations of visible light and the resultant SSVEP has been
modeled as an LTI system in literature [177, 178] and its detection and characterization
is also based on this. Works like [179] also consider the human visual system as a linear
time-invariant system with minimum phase shift and a constant delay. An LTI model for
SSVEPs can then be used in the Fourier domain and is characterized as the following.

There have also been works that aim to enhance the usability of BCls by improving user
attention [180, 181] and increasing the detection accuracy of speci ¢ brain signals [182, 31,
159]. To enhance practicality, dry electrode-based headsets have been developed to replace
cumbersome headsets requiring conductive gels [183, 184, 185, 186, 187]. To reduce

extraneous signals and artifacts in EEG systems, numerous solutions eliminate artifacts
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from sources such as eye blinks [188, 189, 190], external movements [191, 192, 193, 194],
and intramuscular signals [195, 196]. Efforts have also been made to demonstrate the
potential of BCl and EEG for certain general-purpose applications such as neural signal-
to-imagined speech detection [197], brain-to-text communication via handwriting [198],
speech perception [199], and image recognition using neural signals [171, 170].

Throughout decades of literature, there is evidence that investigates the brain's inade-
guacy in terms of multitasking [200, 201]. This limitation gives rise to interference between
different brain signals in the presence of competing stimuli [200, 202]. [203] explored the
performance decrements during dual tasking which activated the same part of the cortex
using fMRI. [201] also observed fMRI overlaps during multitasking and found that it is a
result of interactions between concurrently running processes. Speci c to ErrPs, this in-
teraction has also been experimentally observed between ErrPs, EMG signals, P300, and
even eye blinks. In 1985, [204] coined the term "response competition” to describe the
interaction between EMG and ErrP activities which prolonged the execution of the users'
response during a choice-reaction task [205]. Similarly, [83] noticed reduced P300 ampli-
tudes in the presence of larger ErrP amplitudes, and [90] detected reduced "error-squeeze”
force in the presence of larger amplitudes of ERN (Error related negativity).

More speci cally, response competition is a neural phenomenon where the simulta-
neous evocation of competing responses modi es certain properties (like latency) of the
evoked signals [206, 207]. Response competition, studied in the context of choice-reaction
tasks, has also been shown to increase activity in certain brain areas when competing stim-
uli or responses are present [208]. Our motivation for an interaction-based detection system
is also supported by extensive evidence in the literature on enhancing speci ¢ brain activ-
ity by reinforcing it with rhythmic neural activity. Rhythmic neural activity plays a pivotal
role in various cognitive processes such as sensory perception, attention, and memory [209,
210], and reinforcing these oscillations linked to these functions has been shown to enhance

the respective brain activities [211, 212, 213].
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The choice to use SSVEPs in our research is rooted in the aforementioned neurosci-
enti c research demonstrating how rhythmic brain oscillations play a key role in strength-
ening cognitive functions. There are different explanations for the underlying mechanism
behind SSVEPs, which are seen either as the superposition of transient neural responses
[214], or as a resonance effect in brain circuits tuned to particular frequencies [215, 216].
Thus, modulating the primary stimulus with ickering stimuli may preferentially activate
speci ¢ neural circuits by aligning with their resonant frequencies [217], or modulate brain
functions sensitive to the icker frequency [218].

Although neuroscienti c literature on the neural interactions induced by the concurrent
elicitation of ErrPs and SSVEPs is limited, similar interactions have been explored in the
context of other event-related potentials (ERPs) such as P300, particularly within hybrid-
BCI applications [219, 220, 221]. These studies have provided some insights into the
nature of their interactions. For instance, Li et al. [222] investigated the mutual effects
of concurrently eliciting SSVEP and P300 signals and found that SSVEP stimuli increased
the amplitude and delayed the latency of P300 signals. Similarly, Wang et al. [223], in their
hybrid BCI setup, observed that concurrent SSVEP stimulation did not interfere with P300
signals. They reported that SSVEP amplitude was enhanced in the presence of P300, while
P300 amplitude remained comparable to that in a P300-only BCI setup. Understanding the
neuroscienti c mechanisms underlying the interaction between ErrP and SSVEP signals is
a critical and open area of research. Investigating these interactions could provide deeper
insights into the neural processes involved and contribute to advancements in hybrid BCI
systems. Although we have not encountered studies that explicitly address this interaction,
we believe that such research would be valuable for the neuroscience and BClI communities.
A deeper exploration into this topic remains an important direction for future work. To
the best of our knowledge, no prior studies have investigated the concurrent elicitation of
SSVEPs and ErrPs with the aim of enhancing ErrP detection accuracy.

We refer to this method of combining signals as response coupling wherein the detec-
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tion accuracy for a signal that is otherwise noisy and elusive is ampli ed by being con-
sidered in tandem with another signal (that is either arti cially stimulated or is naturally
occurring) [224]. This method differs from hybrid BCI systems, which use two or more
signals in a redundant manner to independently compensate for each other's shortcomings
and improve performance [225, 226, 219, 220, 221, 227]. Examples of hybrid systems in-
clude combinations of SSVEP and EMG [225], P300 and Motor Imagery [226], P300 and
SSVEP [219, 220, 221], and SSVEP and MEG [227]. A thorough overview of signi cant

hybrid-BCI research can be found in some review studies [228, 229].
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CHAPTER 3
BIOMETRIC AUTHENTICATION USING EEG EYE-BLINK SIGNALS

Biometric authentication has fast evolved to be the default authentication mechanism on
smartphones and other mobile devices. Apple's reported statistics show that 89% of its
users have a Touch ID enabled smartphone use the Touch ID [230]. There are distinct
advantages to using biometrics, including the fact that biometrics are much harder to ma-
nipulate and that the burden on the user is very light unlike in password-only authentication
where the user is expected to remember long and obfuscated passwords. With users facing
an authentication challenge dozens of times in a single day ([230]), there is a distinct need
for an approach that is both lightweight in terms of user burden and strong in terms of se-
cureness. There are two types of attacks that authentication challenges protect against. The
rst is against a casual attack, where someone randomly picks up the mobile device and
tries to use the device. Current biometric authentication approaches like Touch ID and Face
ID are reasonably secure against such casual attacks. However, existing approaches have a
bigger vulnerability to targeted attacks. In theory, an attacker can rely on a high-resolution
photograph of the user's ngerprint to compromise Touch ID in a matter of minutes [231,
232]. While Face ID is a much newer biometric authentication mechanism, there already
have been successful attempts to compromise certain aspects of it [233]. One of the draw-
backs of sucimorphologicalbiometric solutions is that the biomettemplateused for the
authentication is static and hence any means to get access to that template is suf cient to
compromise the authentication process. Thus, there is considerable motivation to continue
to develop newer and safer biometric authentication solutions. There are other biometric
solutions such as those that rely on the user's voice [234] where the authentication chal-
lenge can be eandomized promphus making it dif cult to compromise. However, voice

biometric solutions have some obvious limitations such as the voice of the user changing
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because of a cold, etc. [235]. Another class of biometrics is one that relies on physiological
data of the user rather than simply morphological data. Extreme examples of physiolog-
ical data include DNA or saliva composition. While these are more robust in terms of
secureness, they have a high cost of implementation both during initial setup, and for every
authentication veri cation. In this chapter, we consider a more accessible physiological
data for a user — the user's electroencephalogram (EEG) data for a speci ¢ adtiok—

ing. With EEG growing to be a bona de and easy to use [236] input modality in several
applications such as communication [237], lifestyle [238], wellness [239], RL [240], ap-
plications and the consequent wider availability of EEG headsets off-the-shelf, access to a
user's EEG data is easier than it has ever been. At the same time, it is shown that blinks are
actions for which the EEG signals are strongly identi able [241].

Thus, the key question we answer in this chapter is the follow@an the user's EEG
signals, captured when the user blinks, be used as accurate and secure biometric authen-
tication data? We answer this question by relying on a dataset of EEG signals collected
through controlled experiments [241] with twenty users where the users are prompted to
blink, and the corresponding EEG signals are captured through a commercial On-The-Shelf
(OTS) EEG headset. We show that a naive approach that relies only on simple features of
the blink signal is not accurate enough. We then present a set of systematic strategies to
improve the features and show tlitas indeed possible to devise an effective authentication
solution that relies on a user's EEG signals captured when the user is blinkiegise the
dataset to evaluate the algorithm, and show that the solution has an accuracy dd@2%out
The rest of the chapter is organized as follows:

In section Il, we brie y cover our motivation behind using EEG and blink signals and
provide a mathematical de nition of the problem. In section Ill, we describe the data col-
lection methodology and explain the eye-blink anatomy on EEG. In section IV, we discuss

our methodology in detail and evaluatehe system along with comparing it against related

1Code: https://github.com/EkanshGupta/blink_auth
2Data: http://gnan.ece.gatech.edu/eeg-eyeblinks/
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works. In section V, we summarize the related work in this domain, and nally conclude in

section VI.

3.1 Background and Problem De nition

3.1.1 Biometricapproaches

Biometric authentication is based on the physiological or behavioral characteristics of an
individual and is more secure, and harder to fake over traditional authentication approaches
like passwords or smart-cards. Today, facial recognition, voice recognition, ngerprints,
and iris tracking are widely used and popular authentication technologies. In these meth-
ods, a unique template of the user biometric is stored locally on a device (e.g., the math-
ematical representation of a ngerprint measurement), and is compared against the mea-
surement obtained when someone is attempting to unlock the device. If they are found to

be nearly identical, device access is granted to the user.

3.1.2 EEGandBlinks

Despite the promise and ubiquity of popular biometric approaches (particularly ngerprint
and face recognition), these systems are shown to be vulnerable. Face recognition based
authentication systems can easily be falsi ed using arti cially printed 3D masks [110, 242].
Fingerprint systems are prone to security leaks based on arti cial or gummy ngerprints
[111]. Given the exposure of these traits (i.e., face pictures, touch prints) to the external
world, it is easy to forge and steal the biometric traits of an individual user, e.g., face
from social media pictures, and ngerprint from the objects that a user touches. These
vulnerabilities motivate the design of a novel biometric authentication system which is
unique for the users, and also much harder to clone or fake.

EEG (Electroencephalography) is the measurement of the electrical activity of the
brain, captured from the outer surface of the scalp using metal electrodes. Inside the human

brain, billions of neurons communicate with each other through electrical impulses, result-
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ing in the residual EEG on the scalp. This neuronal ring pattern captured through EEG

is known to be unique [112], and can be used as novel information for biometric-based
authentication. Individual differences in human eye-blinking patterns are studied in terms
of rate, patterns, frequency, strength, etc [243, 244]. Eye-blink waveforms on EEG present
a very high variability across users [241]. The anecdotal evidence is obtained for the fea-
sibility of developing an eye-blink based authentication system [113]. This modality holds

the promise of providing a fast and user-friendly experience to identify and authenticate the

users.

3.1.3 Discussion®nlimitationsof EEG

One of the major challenges of using EEG as an authentication mechanism is the stability
of these signals. Physiological or psychological states can have a signi cant impact on
the EEG. EEG signals in states such as fatigue, feeling angry or upset, may not match the
unique EEG template of the user, created while training, and hence would reduce the True
Positive Rate (TPR) of the system, essentially restricting the user to access their device.
It demands and motivates the research in understanding the variability of EEG under dif-
ferent mental states, and enabling the authentication systems with robustness against such
physiological and psychological states.

Another limitation is that the system requires the user to wear an EEG wearable headset.
Today, biometric sensors are embedded in mobile and computing devices, enabling secure
authentication without any external hardware requirements. However, in recent years, these
devices have become commercially relevant for day-to-day applications, including educa-
tion, gaming, self-regulation and entertainment. It is expected that in a decade time-frame,
EEG wearables are going to be ubiquitous and will augment the current communication

devices.
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3.1.4 Problemde nition andkey assumptions

In this work, we consideN usersuy; us; ; Uy . Our goal is to develop a syste®) such
that the local copy o6 oni'" user device, i.e.S;, gives access to only blinks of user
and restricts all other users to access the device through their blinks. Hence, for an ideal

authentication system design S, the below should hold,

Si(u)=1;8i 2 [1;N]

Si(y)=0;8i;j 2[LN]i 6]

In this chapter we try to nd out if a blink waveform collected from a user can be ef -
ciently used for authentication. Now, while this has been attempted in earlier works, it
suffers from some limitations. We show subsequently that this does not fetch a satisfactory
accuracy on our data. It also averages 25 blinks from a user to generate a test sample which
would translate to a user needing to blink 25 times before getting access to a system in the
real world, which is quite burdensome on the user. We access this problem by trying to
accurately classify users based on their blink waveforms collected from 20 different users.
In our work, we make the following assumptions while a user is trying to authenticate

the system with blinks:
» We assume that the electrode-cap placement for each user is consistent across trials.

* We also assume the consistency of the physiological and psychological state of the
user. E.g., the user is not involved in mental-strenuous tasks or is not physically

moving her head or facial muscles.

3.2 Data Collection Methodology and Dataset

To study and characterize the individual differences of blink patterns of users, we have

used theEEG-IO dataset collected in our previous work [241]. BEG-IO, a total of 20
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subjects were recruited in the age range of 22 to 30 years old following the approval of
the Institutional Review Board (IRB). Subjects were asked to sit in front of a computer
screen and wear an electrode-cap (BIOPAC CAP100C was used). We used the electrode
gel to establish contact between Fpl, Fp2 electrodes with the scalp. Two additional ear
electrodes were used to serve as a reference and noise removal. The electrode cap was
further attached to the OpenBCI board [245], sampling the raw EEG signals at 250Hz.
The OpenBCl device transmitted the sampled EEG to a computer device over the wireless
channel.

Subjects were asked to perform a single eye-blink when presented with a green-cross
on the screen. A total of 25 such external stimulations were presented for each subject
every 3-4s (depending on the subject's preference). We usdlitilealgorithm to extract

the eye-blink signatures from the continuous EEG signal [241].

Eye-Blink pro le on EEG: The act of eye-blinking distorts the electric eld around the
eyes (due to opposite polarities of the cornea and the retina), and interferes with the EEG
signals on the frontal electrodes (mainly Fpl and Fp2 according to a 10-20 electrode sys-
tem). This results in a trough-shaped pattern on the EEG captured from the frontal elec-
trodes. The shape of a typical blink signal waveform is shown in Fig. Figure 3.1 (Signal
baseline corrected to zero-level). The manifestation of an eye-blink on EEG is highly
asymmetric in time and can be divided into closing and opening of eyes. The blink slope
is directly correlated with the velocity of eye-lid movements while closing or opening the
eyes. The strength of the eye-blink is re ected as the amplitude of the signal. Blink dura-
tion is the total time taken by the human during the blinking process.

The signal level from the leftmost point in the waveform to the minimum-value marks
the onset of a blink (during which the user closes his/her eyes). The remaining part is the
blink offset whereby the user open his/her eyes. The duration of the onset, offset and other

subtle variations in the blink signal can occur due to the nature or pattern of the way the
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user blinks and hence can be used to derive differences between individual users based on

these signal variations.

3.3 Blink based authentication

In this section, we explore the variations of the physiological behavior of the users while
the user is performing an eye-blink and its manifestation on the blink pro le on EEG. We
explore such variations with the goal of handcrafting features that can help us distinguish
between users based on their eye-blink patterns. We relied dlitilealgorithm in [241]

to extract the eye-blink signatures from the continuous EEG dataset which learns the blink
template in an unsupervised manner. We removed the high-frequency components from
the EEG blink data by passing it through a low-pass Iter. All the frequency components
above 10 Hz were discarded. We also manually reviewed the blink patterns of users and
removed the data for four users from any further evaluations. These users had very noisy
and distorted blink waveforms (as shown in Fig. Figure 3.2), which could be due to a lot of

movement during the experiment, or improper placement of the electrode cap.

3.3.1 Naivefeatures

[114] performed blink-based authentication with an accuracy of 97.3% on their collected
dataset. However, we could not access the dataset collected by the authors. Hence, we used
the features described in [114] on our dataset and used them to classify the 16 users based
on their eye-blink signals. Speci cally, we consider the mean, variance, slope, energy, area,
amplitude and duration of the signal.

We implemented the problem in the form of a multi-class classi cation. A Support-
Vector Machine (SVM) with a Radial Basis Function (RBF) kernel was used as the classi-
er to train this multi-class data. Each of the 16 users contributed about 50 blinks (taken
from 2 channels for approximately 25 blinks each) taking the total number of blinks to

800. 80% of each user's blinks were used for training the multi-class classi er and the
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(a)
Figure 3.1: Blink EEG pro le

(a) corrupted blink 1 (b) corrupted blink 2

Figure 3.2: Eye-Blink EEG pro le and inconsistent blinks
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remaining 20% of each user's blinks were used for testing. The training data was then
passed through a Principal Component Analysis (PCA) block to extract a combined set of
features that would retain 90% of the total variance of all the features. This classi cation
(averaged over 5 different trials) performed with a mean True Positive Rate (TPR) of 53%
with the minimum average accuracy for a user going as low as 27%. This can be explained
by the distribution of the blink data with respect to these features. Fig. Figure 3.3 (a),(b),(c)
shows that the extracted features are non-separable for users when we consider (a) mean,
(b) variance, and (c) peak, duration and area, as the features. Here, each colored cluster of
points represents blink signals from a speci ¢ user. We also extended the blink signal into
its left and right neighborhoods to gauge if user-separability can be achieved with features
extracted from the neighboring signals. We considered Fourier transform and energy bins
as the additional features, but the mean TPR remained at 53%. Fig. Figure 3.3 (d) presents
the Fourier bins (summed for three intervals). It can easily be seen that Fourier features

also do not present separability across users.

3.3.2 Featuregapturing ner variationsin ablink

The inferior performance of the features discussed above is due to the simplifying assump-
tions made on the blink patters. The features discussed in the above sections, consider
eye-blink as an atomic process and computes features based on central tendency measures,
or summary statistics. This fails to capture some of the user-speci c variations that happen
only during a brief duration. For e.g., during the onset of a blink, the waveform could dip
quickly and then slowly reach the minimum or vice versa. This could also be true for a
brief duration during the offset. 2 blinks may have the same duration yet one might be
relatively atter or sharper than the other. [246] studied human blinks data and established
the ne granularity of temporal and spatial characteristics of human blinks.

The issue with the features tried so far is that most of them operate on the entirety

of the blink signal as a whole as a result of which, we fail to capture some of the user
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(a) Features with means (b) Features with variances

(c) Features with peak, length and area (d) Features with 3 FFT bins

Figure 3.3: Feature separation based on features

Figure 3.4: Probabilistic model of eye-blinks modeled as a joint distribution
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speci ¢ variations that happen only during a brief duration inside the whole blink signal.
For example, during the onset of a blink, the waveform could dip quickly and then slowly
reach the minimum or vice versa. This could also be true for a brief duration during the
offset. 2 blinks may have the same duration yet one might be relatively atter or sharper
than the other.

We model each blink as a joint distribution over the signal value and the sample number (ref
Figure 3.4. By this model, eye-blinks can be modeled as a sequence of random variables
over amplitude, given a sample number The amplitude of an eye-blink for ayyisera

sample numbesy, follows a distribution, with probability:

Px (XS = sg) = fx(X; So)y, (3.1)

An eye-blink is then a collection of the random variables at each sample. The joint
probability of an eye blink is given by the joint distribution of these individual random
variables. However, the probability of a sample is not independent of the probability at a
prior sample, which makes this joint distribution a little convoluted. Hence, as a simpli-
cation measure, we simplify the joint probability to a probability over amplitude. The
variation of user-speci c blinks can be modeled as a marginal distribution over the EEG
signal values. Since we capture the marginal distribution of the blinks for each user, this
captures more user-speci ¢ information than elementary features like mean, variance, etc.
Since these details deal with the distribution of points within limited and speci ¢ subsets
of the entire blink signal, they can be visualized and described using histograms.

Based on these intuitions, we incorporated the value-histogram (histogram calculated
on the blink signal values) and slope-histogram (histogram calculated on the single deriva-
tive of the blink signal) and used their bins (range of values for which the frequency of
values is calculated) as additional feature vectors. We see that this increases our True Posi-
tive Rate (TPR) of single blink detection to 71%. A more detailed comparison with [114] is

presented in Fig. Figure 3.6 with respect to True Positive Rate and False Positive Rate per
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(a) blink 1 (b) blink 1 value and slope histograms

(c) blink 2 (d) blink 2 value and slope histograms

Figure 3.5: differentiating blinks based on histograms

user. As seen in the gure, the users show signi cantly better TPR and FPR (false positive
rate) compared to the algorithm in [114]. Our average FPR was 2.03% as opposed to 3.2%

of [114] while their average TPR was 52.4% compared to our average TPR of 71%.

3.3.3 Multiplicity

To achieve a frustration-free and usable system, the TPR should at least be 90%. Redun-
dancy can help increase the reliability of a system. To reduce the prediction error, we rely
on the multiplicity of blinks, i.e. we would bundle blinks, and the user would have to

blink k times to access the system. We try to take advantage of the multiplicity of blinks
to reduce the prediction error of our system.

Based on the number of blinks (i.&), we would bundle, each test sample would com-
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Figure 3.6: Performance comparison of proposed features vs [114]

prisek blinks. Each blink in this set would be separately used for evaluating the probability
vector of the blink belonging to a particular user and then a summation of these probability
vectors would be used to decide whether the whole sdt fiihks) belongs to a particular

user. There have been similar attempts to use multiplicity to increase the accuracy of blink
detection. [114] generates a test sample after averaging 25 blinks from a user. While it
fetches a TPR of about 96%, not only is it burdensome and extremely undesirable for a
user to blink 25 times to gain access into a system, we show here that our approach can
beat this score in as low as 5 blinks.

However, there is a trade-off between the TPR and user convenience, when we increase
the required number of blinks by adding redundancy in the system. We ran experiments for
multiple values ok and show in Fig. Figure 3.7 that TPR increases rapidly for a multiplic-
ity value of 2 and 3 after which it starts to taper off and converge. In an independent study
performed in [247] to calculate user comfort score for multiple blinks, 3-blinks were rated
as comfortable by the users. The confusion matrix for this case is shown in Fig. Figure 3.8
and the user-speci c values for true positive and false positive percentages are shown in
Fig. Figure 3.10. With our proposed algorithm, the system achieved an aggregate TPR of
92% with 3-blinks, with an aggregate per-user False Positive Rate (FPR) of 0.7%. Hence,
we conclude that 3-blinks based authentication is comfortable while being reliable and rel-
atively convenient for a user to manage. With an aggregate accuracy of 92% with 3 blinks,

we think this is a sweet spot that can be used.
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Figure 3.7: Average TPR as a function of blinks combined

Figure 3.8: Bundling blinks confusion matrix for multi-class classi cation
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3.3.4 A purelylocal approximation

In the previous subsection, we have achieved the system TPR of 92%. However, the imple-
mentation of the proposed approach requires the training data of all users to be stored in a
cloud. This approach explicitly demands that the system needs to be re-trained whenever a
new user is added, which is computationally expensive and not scalable, practically.

Another interesting and competing approach would be to have a system authenticating a
user using only the user's data. Through this approach, a local copy of the trained classi er
weights (trained solely on corresponding user blinks), can be stored locally on the user
device to allow the authentication. The local approximation system would be desirable due
to its massively reduced computational costs and will also ensure user-privacy. However,
as the classi cation algorithm (i.e. one-class SVM in this case) is not exposed to the blinks
of other users, it is less accurate.

We tested our algorithm on a one-class SVM model to see its performance. We tested
this using two modes. In the rst approach, we train a classi er per-user using 80% of the
blink signals for that user and tested it one blink at a time. In the second approach, we
bundled multiple blinks during the testing phase and combined their individual predictions
using a hard voting mechanism. Each blink within the sample test case set was classi ed
using the one-class SVM and a decision on the whole set was taken based on the class
(whether it is an outlier or not) the majority of the blinks were classi ed into. We used 3, 5
and 7 blinks to test the aforementioned bundling approach and the results are presented in
Fig. Figure 3.9
The TPR for the one blink one-class case was 60% with an average per-user false positive
rate of about 5.79%. While the TPR in the cases for 3 and 5 blinks is roughly 73% which
improves to about 80% for 7 blinks, the main advantage is seen as the average per-user FPR
goes down to 4.04% in the 3 blink system, 2.7% in the 5-blink system and to 2.2% in the
7-blink system. This progression can be observed in Fig. Figure 3.9 where, as we increase

the number of blinks in the test set, we see that the non-diagonal elements of the matrix
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(a) One-class with 1-blink (b) One-class with 3-blinks

(c) One-class with 5-blinks (d) One-class with 7-blinks

Figure 3.9: Bundling blinks in one class classi er

(which correspond to misclassi cations) reduce in number and also get darker (indicating
a decrease in their percentage occurrence). This shows that an unsupervised approach for

blink-based authentication can be realized by combining a set of blinks.

Figure 3.10: Performance Evaluation for multi-class SVM
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3.4 Summary

In this chapter, we have shown that an ef cient and accurate blink-based authentication
method can be developed using features that capture granular differences in user blinks,
as opposed to the central tendency measures or summary statistics. We show that such
a system can either be a cloud-based infrastructure that uses the data of multiple users
or it could also operate in an unsupervised manner while only using the concerned user's
data. Our work performs on a multi-class classi cation while combining 3 blinks with a
TPR of 92% and an average per-user FPR of 0.7%. The performance for the unsupervised
classi cation yields a TPR of 80% and an average per-user FPR of 2.2%. We plan to
extend the future work in two main directions - (i) consider a more diverse set of features
to improve the TPR while reducing the FPR of the system (ii) thorough testing of the
system for a broader set of users, with multiple trials, and across different environmental
conditions and mental states. This work can be improved in the future by studying mental
states and taking them into account, utilising more features for separating users and also

testing it on a larger set of users across multiple trials.
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CHAPTER 4
SINGLE USER SEMI-SUPERVISED GENERALIZATION FOR
BRAIN-COMPUTER INTERFACES

In this chapter, we look at single-user generalization [248] for BCI signals like the ErrP.
More speci cally, this chapter deals with using a semi-supervised approach to modify sig-
nal embeddings using the minimization of source to target JS divergence, using few-shot
learning, as well as cost-effective active learning. The second approach, which is detailed
in the next chapter, looks at bifurcating the problem into two components, namely, im-
proving the separability of unseen signal embeddings, followed by optimal transport of the

embeddings to maximize transfer accuracy.

4.1 Background

EEG-based BCI (Brain-Computer Interface) technology has emerged as an attractive modal-
ity for humans to communicate with computers and the real world. Over the past decades,
humans have used multiple forms of methods to interact with computers, ranging from
text input, keypresses, screen taps, and ngerprints to more recently, more spontaneous
modalities such as voice inputs, hand gestures, etc. In this context, the human brain, being
the architect of all thoughts, is a useful candidate to be tapped into and used for enabling
technologies like cyber-physical systems and body area networks. BCI devices have been
used extensively in body area network applications ranging from sleep quality detectors
[249], wearables for measuring stress [250], hands-free authentication [251], etc. They
are also used in cyber-physical systems for human-in-the-loop (HITL) models where a hu-
man's implicit reactions are recorded and communicated to a machine for applications like
accelerating reinforcement learning agents [139], etc. BCIs are important for body-area

networks and other cyber-physical systems as they provide the bridge between the user and

49



the network without having the user explicitly communicate.

Despite the promise, BCl-based systems encounter a two-fold challenge. Since the
EEG signals registered by BCI devices are recorded from over the scalp, they exhibit ex-
traneous signals and suffer from poor SNR. This introduces challenges in the usability of
devices and wearables as it leads to a decline in their performance in the form of reduced
accuracy, improper readings, false alarms, etc. Secondly, there are signi cant individ-
ual differences in brain signals which makes them vary across users, tasks, environments,
etc. As a result, it is more dif cult to design universal BCI systems that work in an all-
encompassing manner without the need for subject-wise calibration or re-training. For
instance, a wearable that catalogs a user's mood, which is trained on a speci ¢ user's brain
signals, may not be accurate for other users due to the variability of brain signals across in-
dividuals. This necessitates re-training or re-calibration of wearables with the data of new
or unseen users, thereby wasting power and enormous amounts of time and effort for the
user. To address the generalization problem, various solutions have been proposed, which
range from using spatial Itering [144], and transfer learning using approaches like domain
adaptation and optimal transport [252], to more recently, deep learning techniques as well.
These approaches either do not provide suf cient transfer learning accuracy or are highly
data-intensive, which again requires re-training over new datasets.

In this chapter, we address the generalization problem of EEG-based BCls in a human-
in-the-loop (HITL) cyber-physical system. We create a cyber-physical system with HITL
and utilize EEG-based BCI to provide input to the system from the human without hav-
ing them explicitly communicate. In our IRB-approved user study, we have multiple test
subjects observe an Al agent navigate a maze in an Atari-based game environment, where
the agent takes occasional incorrect actions. We work with a speci ¢ brain signal called
the Error Potential signal (ErrP), which is observed in a subject's brain after observing an
erroneous response committed in a given environment [83]. We aim to improve the gen-

eralization detection accuracy of this signal. We use transfer learning to adapt detection
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(a) Electrode map (b) Study subject

Figure 4.1: Experimental framework

models to unseen data using signal space probability, few-shot learning, and con dence
interval-based sample augmentation. We show that our method approaches the accuracy of
a standalone model while requiring only a fraction of the training overhead needed by such

a model. More speci cally, our research contributions are as follows:

1. We apply transfer learning to ErrP signals by reconciling two disparate signal distri-

butions (corresponding to two different individuals) in the probability space.

2. We employ few-shot learning to improve the generalization accuracy of ErrP signals
and we further improve the cross-user accuracy by augmenting our algorithm in an

unsupervised manner using samples predicted within speci ¢c con dence intervals.

The remainder of the chapter is structured as follows. Section subsection 2.3.2 talks
about the related work done for ErrP detection and transfer learning. Section section 4.2
talks about our system setup and the data collection. Section section 4.3 shows our method
using divergence analysis along with few-shot learning with classi er transfer and unsuper-
vised augmentation and evaluates it. Section section 4.4 discusses our results and compares

them with existing methods, and nally, Section section 4.5 concludes the chapter.
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4.2 Experimental Setup and Data Collection

To collect our signals, we use an EEG-based BCl headset. Itis a BCI cap with 20 electrodes
with the corresponding electrode placement presented in Fig Figure 4.1a, with a refresh
rate of 125Hz. To elicit the ErrP signal in the subjects’ brains, we create an openAl-gym-
based environment that shows a computer agent trying to navigate a maze. The agent is
programmed to make occasional incorrect actions, which is being observed by a human
wearing the BCI headset. The wrong moves by the agent elicit an ErrP signal in the user's
brain. Every time the agent made a correct move, the signal elicited in the subjects' brains
was tagged as a non-ErrP signal and for every wrong move, the corresponding brain signal
was tagged as an ErrP signal. We ran the experiment on ten human subjects between the
ages of 18-30 (mean age 26.7, 2 female). The total duration of an experiment per subject
was about 45 minutes. The computer agent made moves at the interval of 1.5 seconds and
the likelihood of making a mistake was chosen to be 0.20. This experiment and all its
related protocols were approved by the Institutional Review Board.

To remove high-frequency noise, we pass the signals through a 4th-order Butterworth
lter with cutoff frequencies equal to 0.5Hz and 40Hz. We then discard some channels that
are not proximal to the area of the brain responsible for ErrP signals. We therefore select
10 electrodes namely Pz, P3, P4, F4, Fz, F3, Cz, C4, C3, and Fp2. We also choose a time
window of 1.2 seconds after the onset of the agent move for processing the individual sig-
nals. To evaluate our method, we use balanced accuracy which is the average of speci city
and sensitivity of a model, as it is more accurate for class imbalances (Non-ErrP signals in
our experiment are 4 times as likely as ErrP signals as the probability of an incorrect move
is 0.20) and punishes models which are overly selective or sensitive towards a speci c class

label.
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4.3 Method and Analysis

We start our analysis for cross-user ErrP transfer learning by using the xXDAWN + Rieman-
nian Geometry framework [253], as this method provided the highest cross-user accuracy
results [149]. A brief explanation of this model is also provided in [149]. For training,
XDAWN spatial Itering is applied on the raw signals to generate average signal templates
[160]. Then, these templates are correlated with the individual raw signals to create covari-
ance matrices for each signal sample. Then, electrode selection through backward elimina-
tion is performed [254] and nally, the matrices are projected on a Euclidean space and are
classi ed using a linear classi er, like the ElasticNet [255]. The model pipeline is shown in
Fig Figure 4.3a. As a starting point, we calculate the average per-user classi cation accu-
racy of the 10 users' data by performing a 5-fold cross-validation on each user and obtain
an average balanced accuracy of 76.6%. For a transfer learning algorithm to be functional
and practical, it should be reasonably close to this mark. We then calculate the inter-user
classi cation accuracy pertaining to each user pair. In order to do this, we iteratively train
our classi er on individual subjects while using the remaining subjects as test subjects. We
present these accuracy results in Fig Figure 4.2a, where each cell can be interpreted as the
accuracy achieved when a classi er is trained on the subject denoted by the row and tested
on the subject denoted by the column. We calculate the average of this matrix and get
a total average intra-user transfer accuracy of about 59.3%. The accuracy matrix for this

experiment is given in Fig Figure 4.2a.

4.3.1 AugmentingAf ne transformswith Variancenormalization

[144] showed that during the classi cation of PSD matrices across sessions or users, there
are "shifts” in the reference points of data across sessions due to unavoidable parameters.
This causes the entire dataset to shift with a constant distance which leads to poor general-

ization. Af ne transforms counter this shift by centering the mean matrices of all users on
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(a) Cross-user accuracy matrix for xXDAWN in @) Cross-user accuracy matrix in % for xDAWN
after af ne transform and variance normalization

Figure 4.2: Transfer learning generalization numbers for XDAWN algorithm before and
after af ne transform

the identity matrix. We augment this transformation by normalizing the variance of these
signals. [256] de ned the variance for a group of PSD matrices in the Riemann space as

the expected value of the squared Riemannian distance from the mean.

= ((Pi;M))=N; (4.1)

i=1
whereP; represents a sample matrid is the Riemannian mean of all suéh's, and
(P""; M) is the Riemannian distance betwdgrandM . To normalize this variance to
1, P; is shifted such that its distance frolh reduces by a. This can be achieved by
computingP,"*" for everyP; which lies betweei®; andM such that:

(Pi;M)

(R"™M) = (4.2)

P"*" is the weighted Riemannian mean betwégrand M whereP; is weighted by a
factor of £ andM is weighted by a factor of—X. The results after af ne transform and
variance normalization are shown in Fig Figure 4.2b with the average of the matrix being

62.1%. While the generalization accuracy marginally improves, it is still poor. We use
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(a) Model 1: XDAWN classi er default pipeline for target signals using supervised target samples

(b) Model 2: XDAWN classi er pipeline for target signals using supervised source and unsupervised
target samples

Figure 4.3: Detection model pipeline and the pipeline with the unsupervised target samples

our diverse weak predictors obtained from each training user to boost our overall transfer
accuracy using ensemble methods. We employ a simple ensemble method of pooling the
classi cation probabilities from all predictors for a given test user and then using soft-
voting to calculate the target label. After applying this ensemble method to our classi er,
we see that our accuracy improves to 68.9%. The detailed nhumbers are shown in Table
Table 4.1. In the next subsection, we investigate the reasons behind the poor generalization

across users and the means to address it.

4.3.2 Modeltransferfor reducingdivergence

In this subsection, we lay out our motivation for transferring speci c components of our
model pipeline from a training user to a test user. The chief source of achieving poor gener-
alization accuracy on ErrP signals is the underlying disparity in the probability distribution

the classi er anticipates and the probability distribution of the target data (test data). As
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Figure 4.4: t-SNE 2d-visualization of source and target distributions in Riemannian space

(a) Jensen-Shannon Divergence between sour¢b) Jensen-Shannon Divergence between source
and target samples for model 1 = 2.9 and target samples for model 2 = 2.45

Figure 4.5: Jensen-Shannon Divergence for the two models
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we can see in Fig Figure 4.4, the fundamental reason why we achieve poor generalization
accuracy is the non-overlapping nature of the source distribution (the distribution that the
classi er is trained on) and the target distribution (the distribution that the classi er is tested
on). We measure this disparity between the two distributions using the Jensen-Shannon Di-
vergence (JSD). We use JSD instead of Kullback-Leibler Divergence (KLD) as the latter
requires the two distributions to be absolutely continuous w.r.t each other, an assumption
that is not valid in our dataset. To address this, we use JSD, which is a modi cation of
KLD, that mitigates this lack of overlap by creating a mean distribution as follows:

A+B. 1 _A+B
+ —_ _—
> ) 2DKL (Bjj >

Dss(A'B) = 3Dk (A ) @3)

whereA andB are our source and target distributions respectively. Since we do not
have the probability distributions of our data, we calculate it from our data vectors us-
ing a kth nearest neighbor method proposed in [257]. To approximate the KL-divergence

between two distributiond andB, we have:

ay (Xi)

Dk (AjjB) = b(x)

(4.4)

d
n -1 log

+ log m ;
n 1
whereay(x;) andb(x;) are thek' nearest neighbors iA andB respectively from the
point x;, d is the total dimension of each vector, amdandn are the number of samples
present in distribution®\ and B respectively. A higher value of JSD means more dis-
parate distributions while a lower value indicates more similar distributions. We calculate
JSD between our source and target datasets for two instances of our model. In our rst
instance, the class templates of the target user are generated by target user class labels (ref
Fig Figure 4.3a). In our second instant, the class templates are generated by the labels of
the source user. We repeat this experiment for every pair of source (training) and target

(test) users and plot the JSDs in a matrix for each instance. As seen in Fig Figure 4.5,

the average JSD for the instance where the target covariance matrices are generated by the
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source labels is lesser (mean JSD = 2.45) compared to the instance when target covariance
matrices are generated by the target labels (mean JSD = 2.9). This suggests that the distri-
bution generated by the source labels is closer to the source distribution (that the classi er
is trained on for cross-user generalization) than what is generated using target labels. Thus,

for generalization, we transfer the source xDAWN generator to the target model.

4.3.3 Classi ertransferwith few shotlearning

We also note that the xDAWN algorithm is sensitive to the average user signal template
and that one user's signal data does not perform well on another user's data given the
discrepancy among user templates. We can see this variation across non-target and target
prototypes in different channels in Fig Figure 4.6b. This motivates us to incorporate some
of the target user's signal data for spatial Itering and thereby adapt the model to inter-
user variation. However, using the target user's signal data comes at a calibration overhead
as generating supervised samples is time-consuming. Using a suf cient quantity of the
target user's data will improve accuracy but will extensively burden the user with training
overhead. On the other hand, prioritizing no training overhead will provide us with poor
transfer learning accuracy. In this trade-off between reducing the training overhead for the
user and achieving an accuracy reasonably close to the intra-user detection accuracy, we can
nd a sweet spot with few-shot learning, where we estimate the template of the target user
using a "few” samples of the target user itself. We run our analysis for 3 different values of
shots, namely N=5, 10, and 15 to span a varying spectrum of training overhead and cross-
user accuracy. Additionally, we can see the mean target and mean non-target matrices as
visualized in Fig Figure 4.6a and make a few observations. Since the classi er classi es
PSD covariance matrices, it does not explicitly store the signal templates of individual users
but rather their covariance with the template waveform. This makes it a better candidate
for generalization and transfer compared to signal templates of individual users. In gure

Figure 4.6a, the twam n matrix heatmaps denote the mean target and mean non-target
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(a) Typical target and non-target PSD means. Courtesy: [258]

(b) The variation in average signal prototypes for 2 different users. The blue-green wave-
forms denote target prototypes and the red-orange waveforms denote the non-target pro-
totypes

Figure 4.6: Template differences and motivation for classi er transfer

covariance matrices. This is a typical target and non-target mean matrix observed for users
and it does not show a lot of variation across users. Accordingly, a classi er transferred
in a cross-user setting is expected to generalize well across users. Therefore, we reuse the
training classi ers for evaluating this few-shot learning method.

We conducted the experiments associated with uNirg5; 10; 15shots from each tar-
get class for template estimation while we transferred the classi er as-is from the training
data. The results are summarized in Table Table 4.1. Despite an increase in non-ensemble
transfer accuracy compared to the naive transfer learning methodology (implying better
cross-user generalization for few-shot learning), the ensemble accuracy is still lower. Look-

ing at the average test variance for few-shot learning, we can infer that the current method-
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Table 4.1: Accuracy numbers for few-shot learning with classi er transfer

Method  Transfer Accu- Ensemble accu- Average  test Average train-

racy (%) racy (%) variance ing variance
Naive TL 62.1 68.9 26.73 30.34
FSLN=5 59.04 61.9 14.35 30.31
FSL N=10 63.34 66.4 14.33 28.31
FSL N=15 65.84 68.4 13.89 30.98

Table 4.2: Accuracy numbers for few-shot learning with adaptive classi er and supplemen-
tary unsupervised shots

Method  Transfer Ensemble After K-shot sup- Average Average

Accuracy accuracy  plementation test vari- training

(%) (%) ance variance
Naive TL 60.9 68.9 - 25.9 30.7
FSLN=5 64.5 70.5 73.1 11.9 25.6
FSL N=10 66.4 72.1 74.6 15.2 26.7
FSL N=15 68.2 74.0 75.3 12.4 27.9

ology has almost half the variance than that of the naive transfer learning method, which is
because it is affected by a higher bias. Given this high bias, our ensemble classi er does
not have the required diversity to make a robust decision and hence the ensemble accuracy

of the classi er is poor despite having superior generalization transfer accuracy.

4.3.4 Diversifying trainingsampledor reducingclassi er bias

The few-shot learning methodology suffers from high bias since we are using very few
samples to generate the mean prototype of the target user. This makes our prototype heavily
biased toward the initial 5, 10, or 15 samples we choose from the target classes. To get rid
of this bias, we need to diversify our starting samples such that prototype calculation is
robust to variations in the initial selection of few-shot samples. For this, we include the
training user's signal samples in the few-shot prototype estimation step and also include
the initial few-shot samples for training the classi er making the classi er "adapt” to a

target user's samples. This makes the classi er robust to changes in the initial few-shot
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sampling, leading to a more powerful classi er. We present the accuracy numbers for this
in Table Table 4.2 where we see that not only does the generalization accuracy increase but
it is accompanied by an increase in the ensemble accuracy along with a reduction in the
average test variance. This signi es that after adapting the classi er with N-shot samples,

there is less variance in the prediction from multiple users.

4.3.5 Unsupervisedsupplementationsingcon denceintervals

The results suggest that as we increase the number of shots in the few-shot learning paradigm,
we can get closer and closer to achieving the same accuracy for cross-user transfer learning
as we get for the standalone intra-user machine learning method. However, each additional
shot during training implies increased time spent on user calibration. In our experiments,
for the 1.5s variant of the maze game, it took about 136 seconds to get 17 ErrP and 67
non-ErrP samples. The average cost of obtaining 1 ErrP sample (which is the limiting
step in our experiment) was 8 seconds. So a 10-shot learning paradigm requires about a
minute's worth of user time for calibration. If we can increase the number of shots without
burdening the user with additional calibration time, we can achieve both, a low calibration
time, and a reasonably high detection accuracy. We can realize this by making two obser-
vations, namely, i) Even with weak classi ers, we can reasonably assume within a speci ¢
margin of error, that we are making some correct predictions without validating them, and
i) Given that our ensemble classi er is robust to variations in the N-shot samples, we can
afford to introduce some stochasticity in the correctness of some of the samples. We do
this at the end of the rst round of classi cation by selectiigunsupervised samples from

both classes with high output probability. Once we select these samples, we assume that
their predicted label is their ground truth label and bunch them with the initial N-shot sam-
ples used for prototype estimation. Then we repeat the algorithm witN euK shots and

get the ensemble accuracy. We can accomplish this by either batch learning or continuous

online learning. In our experiments, we worked with batch learning but it can easily be
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Figure 4.7. Comparison with current state-of-the-art models w.r.t accuracy and calibration
overhead (measured in required training samples)

extended to online learning where the algorithm chooses the next best sample in sequential

order and updates itself to become a better predictor.

4.4 Results and Discussion

The nal results are shown in Table Table 4.2. We can see that for 10-shot learning (FSL
N=10) after K-shot supplementation, we achieve an average cross-user accuracy of 74.6%
which approaches the average accuracy of a standalone intra-user model (76.6%) while
only requiring 20 total samples from the target user (as opposed to an average of 450
samples needed for the standalone model) while also reducing the overhead on the user by
an order of magnitude (as shown in Fig Figure 4.7).

In our experiments, the optimum value fiér was observed to be 10. We obtain this
value by using a range of values for K from 0 to 15. We compare this algorithm with
EEGNet for cross-user ErrP detection [149], the ensemble and 1-bagged model of cross-
user xDAWN algorithm [253], and the traditional intra-user accuracy that is obtained when

training and testing on the same user (using the same state-of-the-art xDAWN algorithm).
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For EEGNet, we used the implementation described in [149] and for every test subject,
considered the signals of the remaining 9 subjects as training data. For the 1-bagged model
of xDAWN, we bagged the remaining 9 subjects for each test subject and trained the model
on them, while for the ensemble model, we used soft-voting for 9 classi ers trained on 9
individual training subjects (the same methodology we use for our few-shot learning clas-
si er). The same parameters for XDAWN as the ones mentioned in [253] were used with
the exception of the number of initial electrodes which were 10 in our experiments as op-
posed to 56 in [253] and [149]. The comparison is shown in Fig Figure 4.7. We can see

3 N-shot learning approaches (5-SL+, 10-SL+, and 15-SL+ with the '+' denoting unsuper-
vised augmentation) which outperform the existing cross-user transfer learning approaches
and approaches the average accuracy for the standalone intra-user model which requires
lengthy amounts of time for user calibration (about 12-13 minutes in our experiments)
compared to N-shot learning approaches which require about 40, 80, and 120 seconds of
training overhead respectively. While EEGNet and xXDAWN do not require any calibration
they do not provide a high enough accuracy compared to our model. The blue bars show-
case the accuracy that is achieved by a method (higher is better) and the orange bar shows
the associated user samples required for user calibration as an overhead (lower is better).
So in the trade-off between user convenience and higher accuracy, the presented algorithm
hits the sweet spot of reducing the calibration time by an order of magnitude while also

approaching the standard accuracy of an intra-user classi cation model.

4.5 Conclusion

In this work, we present a few-shot transfer learning approach with unsupervised K-shot
supplementation to generalize ErrP brain signals across human subjects which has the ad-
vantage of approaching the intra-user ErrP decoding accuracy while using only a small
fraction of the samples needed for a standalone model. We provide comparisons of this

approach with existing state-of-the-art statistical as well as deep learning transfer learning
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approaches for ErrP signals.
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CHAPTER 5
OPTIMAL TRANSPORT OF UNSEEN EMBEDDINGS FOR GENERALIZING
BCI SIGNALS

To further address the problem of generalizing detection models to unseen signal signal
embeddings, this chapter details an approach that looks at bifurcating the problem into
two components, namely, improving the separability of unseen data, followed by optimal
transport of the signal embeddings to maximize transfer accuracy.

As previously mentioned, poor generalization adversely impacts the usability of a wear-
able, which makes its mitigation crucial. We address the generalization problem by looking
at the probability space of a signal and formulating our problem as a method to reconcile
disparate distributions. Mathematically, we aim to reconBile;jXs) andP(L;jXt),
whereX s andX t represent source and target distributioRgLjX s) is the class condi-
tional probability for our source dataset (the dataset on which we train our classi er), and
P(LijX 1) is the class conditional probability for the target dataset (where we evaluate our

model).L; stands for oui" class label.

5.1 Motivation

Covariate shift [259] is one of the contributing factors for poor generalization (ref Fig
Figure 5.1). It is described as a shift in the probability distribution of a target/test dataset
relative to the source/training dataset. Numerous solutions have been proposed to mitigate
the effects of covariate shift which range from spatial Iltering and domain adaptation to
deep learning methods. While these approaches attempt to estimate cleaner versions of
these signals and marginally improve generalization, they do not fundamentally align the
two distributions in the probability space. In this chapter, we look at different factors

that contribute to poor generalization and demonstrate that while poor generalization is
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attributed to the covariate shift of the data, there are two distinct phenomena in the data
that contribute to this covariate shift. We show that poor class separability and marginal
distribution shift both contribute to a degradation in the generalization performance for new
and unseen data. While the former can be addressed by the usage of better spatial lters, the
latter can be mitigated by a combination of unsupervised and semi-supervised methods. We
dissect the different factors contributing to poor generalization across users and propose an
algorithm that not only aligns a high dimensional source and target probability distribution
but also matches the positive and negative class labels with the target dataset, achieving
seamless generalization that approaches the performance of a regular classi cation model,
thereby signi cantly accelerating model adaptation and reducing calibration time by an
order of magnitude. We demonstrate our algorithm on a real-world dataset of the error
potential signal (ErrP), a brain signal that is well known for its poor generalization accuracy

[260]. Our research contributions are as follows:

1. We closely examine the speci c factors behind poor generalization and estimate an
upper bound for two hypothesis classes for the generalization accuracy for our data,

given supervised and unsupervised methods.

2. We propose a novel algorithm that uses partially estimated class centroids to adapt
to a target domain and demonstrate our results on an ErrP dataset. The proposed
algorithm comes within 95.6% of the accuracy of a label-assisted classi er while
only using 5% of the labeled samples, thereby accelerating the process of adapting

to a new user by an order of magnitude.

5.2 Problem De nition and Solution Direction

In this chapter, we use the same ErrP dataset that we used in the previous chapter. To obtain

the data collection and preprocessing details, please refer to the previous chapter.
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