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SUMMARY

There are many applications in which a mobile agent wants to avoid having its intent
known to an observer. Additionally, a mobile agent may want to have deceptive actions
that convey an intent other than its true objective. Examples of this include preserving pri-
vacy in a high-surveillance environment or confusing an opponent in an adversarial setting.
However, this desire for deception can conflict with the need for an efficient path. Optimal
plans such as those produced by RRT* may have low path cost. However, optimality can
lead to predictability, in that observers can often predict the intent of an optimal agent. Sim-
ilarly, a deceptive path that moves in such a way to confuse the observer may take too long
to reach the goal. This work attempts address this trade-off by drawing inspiration from
adversarial machine learning. Presented in this thesis is a novel planning algorithm, dubbed
Adversarial RRT*. Adversarial RRT* attempts to deceive machine learning classifiers by
incorporating a predicted measure of deception into the planner cost function. Adversar-
ial RRT* considers both path cost and a measure of predicted deceptiveness in order to
produce a trajectory with low path cost that still has deceptive properties. Performance
of Adversarial RRT* is demonstrated with two measures of deception, using a simulated
Dubins vehicle. Adversarial RRT* can decrease RNN accuracy across paths to 10%, com-
pared to 46% accuracy on near-optimal RRT* paths, while keeping path length within 16%
of optimal. This work also presents two simulated use cases of Adversarial RRT* planner.
In one use-case, the planner attempts to safely deliver a high value asset to a predetermined
location while an adversary observes the vehicle’s path and tries to interrupt the delivery. In
the other use-case, fixed-wing delivery drone dynamics are approximated using a Dubins’
vehicle model and Adversarial RRT* is demonstrated as a method to preserve the privacy

of the recipient of an aerial delivery.
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CHAPTER 1
INTRODUCTION AND BACKGROUND

This work presents a novel algorithm for deceptive path planning that leverages sampling-
based motion planning and adversarial machine learning. This chapter introduces the aims

of this work and relevant background information.

1.1 Introduction

Deceptive path planning (DPP) aims to minimize the probability of an external observer
identifying the planner’s intended destination. DPP has relevance in applications in ad-
versarial environments and for preserving privacy. Some examples of relevant DPP appli-
cations are maintaining privacy when traversing an environment with heavy surveillance
or confusing an opponent in a game. This work includes an example use case in which
a DPP algorithm could be a security measure against piracy in the delivery of high-value
cargo. While past works have examined deception, they have primarily focused on deceiv-
ing humans [1, 2] or deceiving domain-specific algorithms [3, 4]. However, deep learning
methods are increasingly applied to difficult problems and predicting agents’ intent based
on observations is among these. Deep learning has been shown effective for trajectories
forecasting and navigational goal recognition from time-series data [S]. Since they pro-
vide computational speed and autonomy, these methods may provide improvements over
the performance of human experts in the future. Furthermore, recent research has shown
that deep learning algorithms outperform domain-specific algorithms for navigational goal
recognition in terms of prediction accuracy. [5]. This serves to illustrate the potential of-
fered by deep learning techniques and motivate the likelihood that they will be used for
goal recognition in the future. As such, there exists a need to investigate how deceptive

measures can be taken against neural-network based observers.



Randomness has proven to often be an effective policy for deception [6]. Naturally, a
randomized path planner may have some inherently deceptive characteristics. A highly-
randomized path planner, such as Rapidly-Exploring Random Trees (RRT) [7], may pro-
vide paths that can be unpredictable, but the path cost (length, time, energy, etc.) is sub-
optimal [8]. This means that an agent executing an RRT path might be deceptive, but
excessive costs incurred by sub-optimality may be disadvantageous. Furthermore, RRT
takes no consideration of deception performance, and could occasionally produce plans
that are not deceptive. As such, the randomly generated path could be predictable.

Optimized sampling-based algorithms such as RRT* [8] obtain optimality by mini-
mization of a given cost function. While this is advantageous for achieving objectives or
reaching goals quickly or efficiently, optimality of actions often indicates the intent of the
actor [9], which would degrade deceptiveness.

To address this trade-off, this thesis seeks to develop a deceptive path planning algo-
rithm inspired by adversarial machine learning concepts [10, 11, 12]. Specifically, the
adversary observer is assumed to be using a neural-network to classify the intended goal of
an agent based on trajectory. The methods presented here consider actions to deceive this
observer while still minimizing path cost. This is achieved by integrating a deception score
term into the RRT* optimization function using a Recurrent Neural Network (RNN) that
approximates the observer. This produces low-cost paths that have deceptive properties.

The resulting algorithm is dubbed “Adversarial RRT*.”

1.2 Background

This thesis examines the scenario of traversal to one of a set of goals in an adversarial
setting[3, 13]. One agent, the planner, must reach the predetermined goal in a fixed en-
vironment, while avoiding obstacles. Meanwhile the adversary agent, the observer, must
determine the planner’s intended goal as quickly as possible. This section reviews the rel-

evant literature pertaining to DPP, motion planning, goal recognition, deep learning and



adversarial machine learning. Each section highlights potential gaps this work seeks to

address.

1.2.1 Sampling-Based Motion Planning

Sampling-based path planners have become widely popular path planning methods because
they offer computational simplicity in difficult, high-dimensional path planning problems.
Some popular categories of sampling-based motion planners include RRT and the opti-
mized RRT* [7, 8]. These algorithms have demonstrated applications for many systems
and have probabilistic completeness guarantees under general conditions [7]. The most
basic RRT algorithm is implemented with line-segment edges, but it can be adapted to kin-
odynamic systems, for instance, by using Dubins’ paths [14]. Therefore, sampling based

planners are a good starting point for an adversarial planner.

1.2.2  Goal Recognition

Goal recognition consists of predicting the unobserved goal of an agent when given a se-
quence of its observed states [15, 16]. This thesis focuses on navigational goal recognition,
or predicting the desired goal of a mobile agent. The deceptive path planning algorithm
proposed in this thesis seeks to disrupt a neural-network based navigational goal recogni-
tion observer.

Predictability and legibility of robot manipulator motion has been discussed and char-
acterized in existing work [9, 2, 17]. These works focus on the development and charac-
terization of deception paradigms effective in deceiving human observers. A mathematical
description of legibility and predictability of motion is given in Eq. (9) of [9]; legible be-
havior is defined as a sequence of actions which convey an agent’s true intention. This is
notable since optimality is closely associated with legibility[9, 17], in that a path which is
efficient from origin to goal more clearly conveys the agent’s target.

Related work examines leveraging goal prediction paradigms to deceptive path plan-



ning [18, 4]. One goal prediction strategy that has been leveraged for deceptiveness is cost-
based goal recognition [18, 13]. Cost-based goal recognition uses domain observations and
cost-to-go predictions to determine if an agent is behaving rationally and to predict which
goal is best for that agent. This paradigm is inverted to plan deceptive paths.

Metrics similar to those in [2] are leveraged as reward functions for Q-learning in a
reinforcement learning framework in [4]. The objective in this work was to create deceptive
policies for privacy-preserving path planning. The work in thesis is differentiated from the
reinforcement-learning approach through the applicability to kinodynamic systems, as well

as leveraging adversarial machine learning.

1.2.3  Deep Learning

Deep Learning, especially deep neural networks, have been used to automatically encode
planning domain knowledge from observations in goal recognition problems [19, 20]. Deep
learning has shown promise in predicting object trajectories and navigation goals given se-
quential position measurements [21, 5]. Recurrent Neural Networks (RNN), are particu-
larly suited to handle sequential inputs [22, 23]. Therefore, deep learning techniques are

promising candidates for navigational goal recognition applications.

1.2.4  Adversarial Machine Learning

Machine learning has shown promising results for classifying mobile vehicle trajectories
[19, 24]. While promising for goal recognition, machine learning algorithms are vulnerable
to adversarial attacks [10]. These adversarial attacks generate inputs that can degrade the
target neural network’s accuracy or confidence in prediction [12]. Analysis has shown
that non-random perturbations of inputs are a method of modifying the output of a neural
network to a chosen output class. Furthermore, image classification algorithms can be
deceived by injecting small changes to select input pixels [10]. These injections can be

addition of noise to an existing image [11] or alteration of a single, strategically selected



input channel [25].

However, for generating adversarial example equivalents for robotic paths, these strate-
gies do not transfer well. The strategy of perturbing points on a precomputed feasible path
is made difficult by the requirements to obey the robot’s dynamic constraints, efficiently
produce a plan, and avoid collisions with environmental obstacles.

While adversarial machine learning examples and techniques may leverage knowledge
of the target network’s architecture or parameters, they can also generalize well, meaning
they can fool unknown networks as well [10]. This means that a DPP algorithm based
on an particular adversarial technique or exploiting a particular network architecture may
fool many types of network architectures. This thesis incorporates adversarial machine
learning into an optimized sampling-based planner to deceive navigational goal recognition

algorithms.

1.2.5 Functional Requirements

There is value in a deceptive path planning algorithm that can deceive a neural-network-
based navigational goal recognition algorithm. It is additionally valuable for this method
to extend to dynamical systems in that the deceptive considerations do not violate dynamic
constraints or collide with obstacles. Furthermore, this algorithm should be able to balance
between deceptiveness and path cost. As such the functional requirements for the DPP

algorithm explored in this work are that the algorithm:

1. is able to fool neural network goal recognition algorithms;

2. produces dynamically feasible paths that avoid collisions; and

3. can balance between deceptiveness and path cost/optimality.

1.2.6 Contributions

The main contributions of this work are:



. the creation of two deception methods that leverage adversarial machine learning to

deceive neural-network based observers,

. incorporation of deception into an optimized sampling-based kinodynamic planner

(Adversarial RRT*),

. the validation of the proposed method on a Dubins vehicle, and

. the quantitative analysis of deception across planner and observer configurations.



CHAPTER 2
MATHEMATICAL FORMULATION AND ALGORITHMIC APPROACH

This chapter provides the formulation of the DPP problem and the algorithmic approach to
addressing it. First, a mathematical formulation of the DPP problem is defined. Next, the
Adversarial RRT* Algorithm is outlined, with particular focus on how it differs from RRT*

and platform specific modifications made to adapt the algorithm to a Dubins’ vehicle.

2.1 Mathematical Formulation

This section provides the formulation of the DPP problem that this work seeks to address.
The formulation of the planner, observer, and the planner goal recognition model are

given.

2.1.1 Planner Formulation

The Planner is one of two competing agents in the proposed deceptive path planning sce-
nario. In this thesis, the planner is a dynamically constrained mobile ground robot, whose
state is given by s; = (x4, ys, 0;). The planner will traverse to a goal in one of several goal
regions, g € G; € G = {G1, G, ..., G, }, in a 3-dimensional environment, X C R?,. The
environment has obstacles, O C X, and goal sets G where G and O are disjoint.

A path is defined to be a continuous integral curve of the robot’s dynamic constraints
which connects the planner’s initial state, so = (2o, Yo, ), to its final state, s, = (x¢,yy,0f) €
g. A discretization of a path is described as S = (s, ..., sy) where ||(s;+1) — (si)]|2 < e
A feasible path is any path, P, which does not collide with any obstacles in the environ-
ment: Feasible(P) <= V(z;,y;,0:;) € P, (i, y:,0:;) ¢ O. For the purposes of this
work, s, = (xy,ys,0f),0f € R such that the goal location is independent of orientation.

An example of the environment is shown in Figure 3.2. Some viable paths through that



environment are shown in Figure 3.4a.
The planner produces one viable path, Py, to the selected goal. The focus of this paper
is on the design of a planner which minimizes a cost, J. This cost should balance path

performance and deception.

2.1.2 Observer Formulation

While the planner attempts to “hide the real” by preventing its actions from showing its
intended goal (as described in [2]), its adversary the observer performs navigational goal
recognition [5]. The observer uses observation of the planner vehicle trajectory to predict
its intended goal. At each time period, the observer generates a probability for each goal
candidate in the environment, represented as a multinoulli distribution[22], parameterized

by the vector ¢ € [0, 1]™ over the set of n goal sets, G; € G, where

Ci(St) = P(GZ|St) (21)

The planner’s objective is to produce a less legible path (a legible path conveys the
planner’s intended goal, described by Eq. (9) of [9]), but must also consider the optimality
of the planned path. The planner treats deception as an inversion of probabilistic goal
recognition as in [26], meaning our planner must devise a plan which is both efficient in
terms of distance traveled, and deceptive in terms of causing the observer to have low

confidence in the correct target goal.

2.1.3 Navigational Goal Recognition for Path Planning

It is necessary to approximate the goal recognition behavior of the observer for the pro-
posed method of deceptive path planning. This work assumes the planner has access to
some function f* which approximates the true distribution P(G;|S), modeling the ob-
server’s expectation of the likelihood of each goal being selected. The planner incorporates

a neural network which has learned f* from observing near-optimal paths, which can be



leveraged to plan a path which is both efficient and deceives the observer. For this work, an
RNN is used as our approximation for the observer. This is called the “planner observation
model.”

It was assumed that f was learned by observing near-optimal paths, and as such, f*
would approximate f by also learning from near-optimal paths. In general, an observer
need not assume it is observing an optimal agent. However, creating an observer that is able
to quantify agent optimality or rationality poses its own challenges.Generating datasets to
train such a complex observer would require require a diverse set of planning algorithm(s)
capable of generating the behaviors of such agents. Moreover, the quality of this observer
would be linked to the diversity of deceptive paradigms modelled in the dataset. Further-
more, it development of an observer can accurately predict the intent of both optimal and
deceptive agents is a field with ongoing research [26, 18]. This work chooses to build a
naive observer that does not anticipate deceptive actions being taken against it. Future in-
vestigation should examine if Adversarial RRT* could generalize to fooling an observer
that expects deceptive behavior, though it is likely that this is dependent on the ability to

model f* similarly to the underlying assumptions made by the observer.

2.2 Adversarial RRT# Algorithm

This work makes modifications to an RRT* framework provide deception in path planning.
This is accomplished by adding a deception into the RRT* cost function. RRT* was se-
lected as a base algorithm because it provides rapid, optimized motion planning. Deceptive
considerations are added to the planning process though approximating the targeted ob-
server’s output using the planner observation model RNN. During the planning process,
path observations of potential path segments are passed to this RNN, which outputs pre-
dicted likelihood that each goal is the selected goal given the observations. This prediction
is used to compute the deception metric for the path segment.

The following subsections describe the RRT* algorithm developed for this task, mod-



ifications to include the adversarial cost function, and platform-specific modifications for

the Dubins’ vehicle model.

2.2.1 RRT* Utilities and Data Structures

This subsection defines utility functions and data structures used in RRT* and Adversarial
RRT*.

For this work, a node for the RRT* algorithm is taken to be x = (s, 0, x,, X,, ¢), where
s is the vehicle state at the node, o, is trajectory of states along the path to the node from
its parent, x,, is the parent node, x. € X, references any children nodes, and c is the cost to
reach the node.

For Adversarial RRT*, the node datastructure is augmented with several new entries.
The planner observation RNN hidden state at the node is stored as hzyy. This allows the
RNN to be re-initialized at that node for future predictions. References to children nodes,
x. € X,, are stored to facilitate cost re-propagation. The Adversarial RRT* node is defined
asz = (s,0, hgyn, Tp, Xe, €).

The following are RRT* and Adv. RRT* helper functions.

CALCCOST(x) : calculates the cost of a node according to the cost function. For RRT*
with a Dubins’ vehicle, cost is Dubins’ path length. The Adv. RRT#* cost function is
described in subsection 2.3.2. For Adversarial RRT*, the planner observation model is
called and the node is populated with the corresponding hidden RNN state here.

CosT(z) : Returns the already-computed cost of a node.

EDGE(z) : Returns the edge tuple associated with a node (between the node and its
parent).

OBSTACLEFREE(z) : Returns a boolean indicating if the path o to a node from its
parent is free of obstacles.

NEAREST(G,x) : Returns the nearest node (in Dubins path length) to x contained in the

vertices, /' (a component of the graph, (7).
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NEAR(G,x) : Returns a subset of the graph, G, containing nodes within a pre-configured
radius (in Dubins path length) of the input node x.

STEER(...) : creates a path between two nodes according to a steering procedure. It
also populates the data structure for the output node.

REPROPCOSTS(...) function is required for the adversarial cost function, which utilizes
the planner observation model (RNN) output. When rewiring occurs in the RRT* frame-
work, it not only modifies the cost of that rewired node, but also of the down-branch portion
of the tree as well. Future predictions from the planner observation model (RNN) depend
upon the hidden state, which is modified by rewiring. Thus, the cost and RNN hidden
states of down-branch nodes must be recursively re-propagated, starting with the rewired

node and iterating through its children.

Algorithm 1 Adversarial RRT* Recursive Cost Repropagation

1: function REPROPCOSTS(Z ewire)

2 Trewire-COST — CALCCOST(Z ewire);
3 for x.niid € Trewire-children do
4: REPROPCOSTS(Z pi1d)
5
6:

end for
end function

BESTPATH(...) returns the lowest-cost path by searching V, for the goal node that
reachest the goal with the lowest cost. From this node, the function steps back through the

branch, adding subsequent parent nodes to the path, P, until the start node is reached.

2.2.2  RRT* Algorithm

This section details the RRT* algorithm, which is used as a starting point for develop-
ment of the Adversarial RRT* algorithm. Later sections will provide the details of these

modifications.

11



Algorithm 2 RRT* Best Path

1: function BESTPATH(G)
2 P10

3 (V,.E,V)) < G;

4: T < ARGMIN(V));
5: P+ PUux;
6

7

8

9

while z.parent is not None do
T < x.parent;
P+ PUux;
: end while
10: return P
11: end function

Main Function:

The RRT* algorithm [8], shown in Algorithm Algorithm 3, consists of initialization, it-
eratively extending the graph and, lastly, constructing the best path from the graph. To
initialize the algorithm, the first node is created from the given start position, which is used
to initialize the vertex set, V. The edge set, £/, and goal nodes set, V,, are initialized as
empty. Together, these three sets form the graph, (G. Also during initialization, obstacle
locations and the goal region are given.

The Extend procedure is a single iteration of the process by which the graph is extended
and the environment is explored. To start the Extend proceedure, a node is sampled at
random. This node, in addition to (G, and the goal region are passed as arguments to the
EXTEND(...) function. This function extends the graph, and returns the updated sets of
nodes, V’, edges, E', and goal nodes V. Extension of the graph occurs for a predetermined
number of iterations (denoted by N), then the BESTPATH(...) function is called to return

the lowest cost path in the graph.

Extend Procedure:

EXTENDC(...), in Algorithm Algorithm 4, takes a randomly sampled node, z, attempts to

make a connection to the graph, G, and checks if the designated goal region, X,y is

12



Algorithm 3 RRT* Algorithm

1: function RRT* (2,5, Xgoar)

2 V « {ﬂfimt}; FE (Z); ‘/g < @;
3 for :=1to N do

4 G+ (V,E,V,);

5: Trand < SAMPLE(Z);
6

7

8

(V’,E’,Vq’) < EXTEND(G,Zrand,Xg);
G+ (V’,E’,Vg’)
end for
0: return BESTPATH(G)
10: end function

reachable via the newly added node. It also check for collisions with obstacles.

EXTEND(...) begins by finding the nearest node in GG using NEAREST(...). The STEER(...)
function creates a path from the nearest neighbor to the sampled node and returns a node
Znew at the sampled node. The path from the steer procedure is checked for collisions using
the OBSTACLEFREE(...) function. This obstacle check is done to guarantee the node has at
least one viable parent before trying to find the best parent.

If OBSTACLEFREE(...) finds that z,,,, is reached without collision, the set neighbors,
Xnear» Within a specified radius of the new node are checked to see if the cost to reach ¢,
can be reduced via another parent. This “best-parent search” is outlined in lines 9-15 of
Algorithm Algorithm 4. In this process, STEER(...) is used to create a path from each node
in X,cqr 10 Tpew. The lowest-cost obstacle-free path and its corresponding parent node is
selected, which corresponds to the parent of x,,;, in the algorithm.

After the best parent for the new node is found, an attempt is made to connect x,,,;, to
the goal (lines 18-21 of Algorithm Algorithm 4). This determines if the goal set is reachable
from z,,;,, which is important for two reasons. First, this allows the algorithm to keep track
of possible paths to the goal for constructing the final solution. This is important because
RRT* is only probabilistically complete. As such, a path is only guaranteed to be randomly
sampled as the number iterations gets very large. Forcing the goal-set reachability check

allows the algorithm to be run for fewer iterations while still finding a goal in most cases.

13



Second, this makes the RRT* more adaptable to applications in which constraints such as
fuel or battery consumption or max range are added to the vehicle model. This step allows
a sampled node to be discarded if the goal set is not reachable due to such constraints. After

this check, the graph is updated with the new information.

Rewire Procedure:

The rewire procedure occurs in lines 22-33. Rewiring iterates through each node x,,.., €
Xnear and determines if the cost to reach x,,.,, can be improved through x,,;,. This is done
by creating a path from z,,;, t0 Z,cq using REWIRE(...). The cost of the rewired node,
Trewire 18 compared to the cost of x,,.... The rewire occurs and the graph is updated if
Trewire achieves lower cost than x,,cq,-

In a traditional RRT* implementation, REWIRE(...) and STEER(...) are interchangeable.
This work specifies some platform-specific modifications to the Rewire function, discussed
later, which is why the distinction is made. After the rewire process occurs, EXTEND(...)
returns the updated graph.

In the specific case of Adversarial RRT*, cost is dependent on the planner observation
RNN output (as discussed in detail later). Due to the recurrent nature of the RNN, a rewire
not only changes the RNN output and costs of the rewired node, but also down-branch
outputs of the planner observation RNN. As such, after rewiring, down-branch costs and
states are recursively updated. This occurs in the REPROPCOSTS(...) function in Algorithm

Algorithm 1. This is not necessary in RRT*.

2.2.3 Platform Specific Modifications

The work in this thesis relies on a Dubins’ vehicle model to test the effectiveness of the
discussed planning methods. The mobile platform used is assumed to travel at constant
forward velocity and be constrained by a non-zero minimum turning radius, p,,;, > 0 [27].

RRT* and Adversarial RRT* algorithms were tailored to the Dubins’ vehicle model by

14



Algorithm 4 RRT* Extend

1: function EXTEND(G,2,X j0a1)

2:

R A

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:

V,.E V) <~ G
VI Vi E' « E; V] < Vg3
Tnearest < NEAREST(G,x)
Tnew STEER(xnearest’x);
if OBSTACLEFREE(Z,,.,,) then
Tin < LTnews
Xpear ¢ NEAR(G,2);
fOl’ all Tnear € Xnear/mnearest dO
xnew,near A STEER(xneamx);
if OBSTACLEFREE(Ze1 neqr) and...
..COST(Zpew near) < COST(Z i) then
Tmin < xnew,near;
end if
end for
Tmin.parent.children.APPEND(Z,.n)
V'« V'Uxpin; B < E'UEDGE(Z i)
Zgoal < STEER(Zyin,Xg)

if OBSTACLEFREE(Z g0q;) and x40, € X, then

‘/g/ < V;; U L goals
end if
for all x,,cr € X, e do
Trewire < REWIRE(xminaxnear)
if OBSTACLEFREE(Zcyire) and...
COST(Treire) < COST(Z1eqr) then
Tnear-Parent < Trewire.parent;
Tnear-0 < Trewire-05
E' < F'/JEDGE(Zpeqr);
E' <~ E,UEDGE(xTewire);
G’ < REPROPCOSTS(G,Zpear);
end if
end for
end if
return (V/, E’, Vg’)

35: end function
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modifying the following cases.

In the Dubins’ vehicle specific implementation in this work, NEAREST((,x) and NEAR(G,x)
use distance in Dubins’ path space for distance calculations.

In STEERC(...), start state is defined as s, = (xi, s, 6;), and end state is defined as
Sto = (xy,yy). Final heading 6 is free since the point in R? is sampled.

Finally, a distinction is made between REWIRE(...) and STEER(...) for the Dubins’
vehicle RRT* implementation. REWIRE(...) produces a path that solves a full-state (x,y,
and ¢) boundary value problem, taking into account the full state of the ’to” node, whereas

STEER(...) ignores 6 portion of the ’to” node state.

2.3 Using Goal Recognition in an Adversarial Framework

This thesis uses an approximation of a goal recognition neural network to provide measures
of deception in the planning process. Two seperate, distinct neural networks are used in
this work. One neural network, the observer model, is the target of the deceptive path
planning. The planner is attemptin to fool this network. The other neural network discussed
is the planner observation model. This is designed as an RNN trained (on separate data,
from a clean initialization) to classify the goal similarly to the observer model. This will
provide an expected measure of deception which can be used to compute the deceptive cost
function. Both neural networks learn using mutually exclusive datasets of near-optimal
paths. Figure Figure 2.1 shows the architecture of the planner and how each neural network

factors into the work in this thesis.

2.3.1 Planner Observation Model

The planner observation is intended to model the function of the observer model. As such,
it 1s leveraged during Adversarial RRT* to provide a quantification of how a given path
may deceive the target observer model. This thesis describes a novel approach to incor-

porating the planner observation model into a sampling-based kinodynamic path planning
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Adversarial RRT* Planner

Dubins’ Path Edge
v

Planner
Observation

Observer
Model

RRT*

Final Path T

Extend/
Rewire
Goal 1

Model (RNN)

Prediction

Edge Deception Metric

Figure 2.1: The Adversarial RRT* planner architecture.

algorithm.

This is accomplished by developing a planner observation model RNN that can be
queried with a path input to provide a prediction of the vehicle’s intended goal. This will
serve to approximate the observer RNN output, during path planning.

The planner observation model computes the likelihood that each goal region has been
targeted by the planner agent.

The output is obtained using the Softmax convention in Equation 2.2, where z contains
the scores for each neural network target class, z;. The resulting predictions are leveraged

to compute the deception score in Adversarial RRT*.

ep()
> canl(z) 22

softmax(z); =

2.3.2 Adversarial Cost Function

An objective of this work is to create a motion planner that can balance optimizing path cost

with deceptiveness. As such, an optimization cost function has been developed to reflect
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this functional requirement. .J,., captures to the traditional path cost associated with the
path. Typically this will be time or path length. This work selects path length as Jyu,

shown in Equation 2.3.

Jpath :/ ds (2.3)
path

The total cost in the adversarial cost function, .J, combines path cost, Jp., and decep-
tion score, D, where v € [0, 1] scales the weight of the deception score. This is shown in
Equation 2.4 The Adversarial RRT* planner employs this cost function to minimize path

cost while still accounting for deceptive properties.

J = Jpan — D (2.4)

Previous existing works give formulations for strategies to acheive deceptiveness [2,
3, 4]. Some strategies shown to be successful and applicable to this work include dissim-
ulation (or maximizing entropy) and simulation of other potential objectives (or moving

towards wrong goals).

Adversarial Cost Formulation

For the formulation of the cost function in this thesis, two deception scores are examined:
Shannon’s Entropy [28], which captures observer ambiguity between candidate goals; and
a Goal Simulation[3] metric, which tends to encourage high observer confidence in an
incorrect goal. This is shown in Figure 2.2a. Note how the high-entropy path shown in
green maintains observer ambiguity between the two goals.

The Shannon’s Entropy metric is:
Dentropy(X> = - Z P(£’L> 1Ogn P('r’L) (25)
i=1

Where X is the planner observation RNN’s goal predictions, and P(x;) is expected like-
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lihood in the planner has selected i-th goal location given the path. Similar to [3], the

Simulation metric is formulated as:

Dsimulation(X) = max [P('T1>] - P(xgoal) (26)

i\igoal

The deception score can be computed for a path observation, s, using either metric, as:

D(s) = / (D(X]s))ds. @.7)

An illustration comparing a path simulating a wrong goal to the optimal path is shown
in Figure 2.2b. Note how the green path simulating goal B causes high observer confidence

in the wrong goal.

H(K) =03 I l

Goal A

High-Entropy l

Path

.'.._' Observer Optimal Path

H(x) =1 Confidence .--

H(¥) =08 /inGuals.ﬁ.
.... and B

Start HiX)=1 Start

Goal A

Path Simulating

Goal B \.

_.. Observer

/ Confidence
in Goals A
and B

Low-Entropy.
[Optimal) Path

(a) Entropy Score (b) Goal Simulation Score

Figure 2.2: An illustration of the two deception scores in this work.

It should be noted that all integrals are discretized into their equivalent summation in
the implementation of the Adversarial RRT* algorithm. They have been described here as

integrals for theoretical generality.
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Cost Function Implementation

The deception score, D, is implemented by leveraging concepts from adversarial machine
learning. A planner observation model is created to approximates the behavior of the ob-
server the algorithm is targeting. In this thesis, an RNN architecture is used for both mod-
els. In this way, the planner can query a goal prediction for a path segment as it is planned,
providing a measure of how deceptive the path could be to a potential observer. The cost
function formulation is shown in Equation 2.8. The first term inside the integral is the
path length. The aD(X|s) term, captures the predicted deceptiveness based on the planner

observation RNN output.
Cost(s) = / (1 —aD(X|s))ds, «€]0,1] (2.8)
path

The o parameter is a tuning parameter that weights the deception cost. When o = 1, the
greatest possible value of both deception costs (upper bound of 1) will produce a path cost
of 0. On the other hand, o = 0 generates a path identical to that of RRT* with a path length
cost.

The modifications made to the cost function deviate from the original RRT* formulation
[8] because path cost at the tail of the given path now depends on information from the
prior path. Therefore, there is no guarantee Adversarial RRT* will converge on a path that
is optimal with respect to our combined cost function, if such a feasible path exists. This is
because the principle of optimality may be violated. However, the aim of this work is not to
optimize deception, but to provide dynamically feasible modifications to the near-optimal
path in attempts to increase overall deceptiveness of the path. As such, RRT* provides a

good planning framework.
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CHAPTER 3
SIMULATED RESULTS

This chapter discusses the simulations used to evaluate the deceptiveness and overall per-

formance of the Adversarial RRT* and the findings of these experiments.

3.1 Overview of Simulated Experiments

This section provides an overview of the simulated experiments used to evaluate the per-
formance of Adversarial RRT*. First, an overview of the simulation environments across
the various experiments is given. Then, the procedures used to generate training and exper-
imental data is outlined. Finally, details about the observer and planner observation RNN

architectures are given.

3.1.1 Simulation Environments and Experiments

An example environment is shown in Figure 3.1 with a start state and a set of 5 candi-
date goals. The planner plans a feasible path to one of the goals, selected at random, that
balances path cost (length) and deception. A neural-network observer predicts the goal of
the planner based on observations of the vehicle trajectory. The observer is assumed to be
a naive adversary with access to its own planner (RRT*) but unaware that any deceptive
actions are being taken against it. Performance comparisons are made between RRT, stan-
dard RRT*, and Adversarial RRT* on a Dubins vehicle model. RRT has potential to be
highly deceptive, but is suboptimal. As such, it is anticipated that RRT paths will provide
a benchmark for deceptiveness, but will have higher path costs. RRT* paths will serve as a
baseline for optimality. No algorithm should produce paths that are, on average, lower cost
than RRT* (since it it asymptotically optimal), but deceptiveness of RRT* should be very

low.
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This work also examines the performance of Adversarial RRT* against a vehicular ad-
versary agent, referred to as a pirate. The pirate uses the observer predictions outputs and
attempts to reach the most likely goal of the asset/planner. The left panel of Figure 3.1
shows the planner and pirate behavior with RRT*, while the right panel of Figure 3.1
shows the planner and pirate behavior with Adversarial RRT*. Note how the path qual-
itatively changes between RRT* and Adversarial RRT*. Also note how and the observer
confidence has much greater variability when predicting from observations of Adversarial
RRT* paths. Also notice the effects of the deceived observer confidence on the pirate be-
havior. Performance can be measured using the observer average prediction accuracy, as
well as the rate at which the deceptive asser agent is able to defeat the pirate agent.

Finally, another scenario examines how this technique could scale to larger maps and
more application-realistic vehicle dynamics. Specifically, a fixed-wing delivery drone is
modelled, using simplifying assumptions, to be a Dubins’ vehicle with a constant speed of
90 m/s and a minimum turning radius of 300 m. This drone operates in a 10-km square
map (shown in Figure 3.2d) and must make a delivery to one of 5 delivery sites. Deceptive
path planning will be employed in this scenario to maintain the privacy of the recipient
of the delivery. Performance between RRT* and select Adversarial RRT* algorithms are

compared using this platform.

3.1.2 Dataset Generation

In this work, the observer model uses a neural network (RNN) to predict the intended
goal of the planner. The planner observation model neural network aims to approximate
an observer in order to deceive it (but it is trained on different data). It is assumed the
application scenario for the observer can be modeled by a simulation environment, in that
the observer can simulate training examples to learn how to predict for the given scenario.
Specifically in this work, the observer is assumed to be a naive adversary with access to

its own planner (RRT*) to construct a training dataset. For training these neural networks,
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Figure 3.1: Illustration of the “Pirate Deception Scenario”. Red circles are obstacles. The
5 colored circles are possible goals. Below each is the observer confidence in each goal

over time.
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RRT* was used to produce two mutually exclusive training sets, each with 40,000 paths to

5 goals in a fixed map. In this work, 4 different maps, shown in Figure 3.2, are utilized.

The average best path cost over 100 paths as iterations increase is shown in Figure 3.3.
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Figure 3.2: Additional environments simulated in this work.

The start state of the vehicle for each path is sampled from a multivariate normal dis-
tribution to generate a more diverse dataset. Initial position in each path was randomized
around a nominal mean position with a 1-meter standard deviation from the nominal start
location. Initial heading is randomized with a normal distribution with £45-degree stan-
dard deviation about the nominal initial heading. The Dubins’ vehicle had 1-m/s velocity
and 1-m minimum turning radius, except in the aerial vehicle case. Simulations were per-

formed on an Intel Core 17-8700U 3.2GHz processor with 32GB RAM.
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Figure 3.3: Avg. cost over 100 paths with increasing iterations.

3.1.3 Observer and Planner Model Configuration

The observer model considered in this work is an RNN using the Long Short-Term Memory
(LSTM) layer. This is also the architecture of the planner observation model. The observer
model architecture involves an LSTM layer with 1024 units followed by 4 fully-connected
layers of decreasing dimension. The output is acheived through a Softmax layer. The RNN
architecture is advantageous since it accepts variable input size, making it well-suited for
the sequential nature of trajectory data. This architecture is similar to the goal prediction
RNN in [23] that predicts goals from time-series observations. The RNN’s used in this
work include additional dense layers to provide more capacity and increased performance.

The planner observation model has identical structure to that of the observer model.

3.2 Results of Simulated Experiments

This section presents and discusses the results from the simulated experiments.

3.2.1 Adversarial RRT* Performance Against RNN Observer

This section discusses the performance comparison between Adversarial RRT*, RRT*,

and RRT. Paths from each algorithm were evaluated by comparing the performance of the
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observer RNN on the paths. This naive observer was trained only using RRT* data and is
not aware of any adversarial attack.

Paths were generated with each algorithm using 250 iterations for RRT* and Adv.
RRT*. A range of o values between 0 and 1 were tested. The random sampling was seeded
with the same sequence of random number generation seeds between the algorithms. Fig-
ure 3.4 shows a comparison of paths generated by RRT* (a) and Adversarial RRT* (b). The
RRT* paths are near-optimal and take the most direct route to the goal. The Adversarial
RRT* paths increase path length from optimal, but in doing so are able to maintain high
ambiguity between the goals as long as possible. It can be seen that Adv. RRT* paths to
different goals (shown using the Entropy cost function) tend to overlap until much later in

the path before diverging to the respective goals.
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Figure 3.4: Paths using 250 iterations of each algorithm.

This analysis uses the observer RNN to make predictions on RRT, RRT*, and Adver-
sarial RRT* paths. Figure 3.1 compares how the RNN performs on each algorithm’s paths
over time. Note that the Adversarial RRT* path differs from the RRT* path in that it travels
in such a way as to increase the selected deception metric.

This analysis examines observer accuracy as a performance metric. The observer
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achieves a correct prediction when its highest-confidence output class corresponds to the
correct goal location. It is of interest to examine prediction accuracy over time to determine
how early the observer typically converges on the correct goal. The average cumulative
RNN accuracy, which is the average RNN accuracy across the entire path, is examined
later.

Figure 3.5 shows the observer RNN accuracy on sets of paths from each algorithm
over time. Is reversed from the intuitive direction (shown as timesteps from goal). This
means as time from goal increases, the vehicle moves away from the goal, toward the start
position. This adjustment allows the varying-length paths to be aligned according to a
common condition (all paths reach the goal, but take different amounts of time to do so).
The RRT* curve ends earliest since, moving backward from the goal, the start position is

reached sooner due to a lower-cost path.
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Figure 3.5: Accuracy on 500 paths planned with each algorithm.

This shows that both RRT and Adv. RRT* with Entropy (o« = 1) maintain low accuracy
longer than RRT*, after which the RNN converges to higher accuracy. RRT slightly out-
performs Adv. RRT* w/ Entropy. Adversarial RRT* w/ Goal Simulation (o« = 0.6) further

decreases RNN accuracy and prevents convergence to high accuracy.
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3.2.2 Comparison of Algorithm Performance

The cost function developed for Adversarial RRT* allow for longer paths to be selected
as long as they increase the selected deception metric. In this case, deviation from the
optimal path increases deceptiveness. Figure 3.6 shows performance frontiers for each
Adversarial RRT* algorithm with varying « values. a = 0 is equivalent to the RRT*
algorithm. Observer RNN accuracy on RRT paths for the same Dubins’ model is also
shown as the blue star. Each data point represents an average of results from 500 paths each
from the three maps (1500 paths total). The vertical axis is average accuracy of the observer
RNN on paths generated with the indicated algorithm configuration. The horizontal axis
is path length. A high-performing deceptive path planning algorithm will be found in the

lower left portion of the graph, since it will have near-optimal path length, while causing

low RNN accuracy.
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Figure 3.6: Performance of each algorithm with varying « values.

The paths produced by RRT are able to degrade observer RNN performance because
of the highly randomized way in which RRT constructs paths. As a result of RRT subopti-

mality, however, average path length is 40% higher than optimal.
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While slightly less deceptive overall Adv. RRT* with Entropy can still approach RRT-
level deceptivenss (RNN accuracy of 17%) as o approaches 1, but is able to acheive closer-
to-optimal average path length compared to RRT.

Adv. RRT* with Goal Simulation is able to provide higher performance in both path
optimality and deceptiveness. It acheives higher levels of deception (10% RNN accuracy)
than the RRT and Entropy paths, while maintaining average path length within 16% of

optimal.

3.2.3 Pirate Deception Scenario Performance

This section discusses a use case for deceptive path planning in which an agent delivers
an asset to a predetermined goal region (chosen from a set of candidates) before a pirate
adversary can detect and reach the goal region to interrupt the delivery. Here, both the
asset and the pirate are equally-maneuverable Dubins’ vehicles (1 m/s speed and 1-m turn
radius). The pirate has an initial position approximately in the centroid of the candidate
goals.

The pirate is provided with 1-Hz surveillance from the observer RNN that gives the
expected likelihood that the asset has selected each goal candidate based on the its observed
trajectory. The pirate uses RRT* with 150 iterations to reach the most likely goal from its
current state and executes the planned path until the most-likely goal changes or the asset
reaches its goal. On the other hand, the asset will employ various deceptive path planning
techniques to fool the observer, in an attempt to delay or prevent the pirate reaching the
goal.

A select example of this simulation is shown in Figure 3.1. The top-left panel shows
the pirate (black) response to an RRT* asset path (blue). When the asset uses RRT*, the
pirate is able to interrupt the delivery by reaching the goal before the asser. The segment
of the asset path prior to the pirate reaching the goal is plotted as a solid blue line. After

the pirate reaches the goal, the blue path is dashed, indicating the asset did not complete its

29



objective. The top-right panel demonstrates the pirate behavior in response to to an asset
using Adv. RRT* with Simulation (o« = 0.4). In this case, the asset acheives its objective of
reaching the goal before the pirate, as shown by the truncated pirate path. In this example,
the asset employing Adv. RRT* is shown to fool the observer used by the pirate by using
path segments that simulate paths to other goals (the “goal simulation” strategy).

500 paths of RRT*, Adv. RRT* with Entropy, and Adv. RRT* with Simulation were
generated using the map shown in Figure 3.4a. 52.8% of RRT* paths are successful in
reaching the goal region before pirate, while 75.4% of paths from Adv. RRT* with Simu-
lation (o = 0.4) and 74% with Entropy (o = 1) are able to defeat the pirate successfully.
This example application shows how deception of an adversary’s observation mechanism

may improve an agent’s performance in adversarial games.

3.2.4 Larger Drone Delivery Scenario

To illustrate potential for this method to extend to various vehicle dynamics, a similar
navigational goal prediction scenario modelling a vehicle and map suited to a particular
real-world application. Specifically, this simulation models a drone delivery example in
which a fixed-wing delivery drone must maintain privacy while delivering a package to
one of several regions. To model the fixed wing plane, a Dubins’ vehicle with fixed speed
of 90m/s and a turning radius of 300m was selected. The map, shown in Figure 3.2d, is
roughly a 10-km square, representing a longer-range delivery scenario. The RNN training
and experimental protocols were similar to the other experiments and scenarios presented
in this thesis.

This simulated experiment compared privacy performance of the plane using RRT* to
identical planes using two Adversarial RRT* configurations (Simulation with o = 0.4, and
Entropy with o = 1). Average observer accuracy on RRT* paths in this simulation was
47%. Accuracy on Adv. RRT* paths was lower, at 19% with Simulation (o« = 0.4) and

27% with Entropy (o« = 1). Adv. RRT* path lengths increased from optimal by 29% for
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Simulation and 22% for Entropy.
This demonstrates the applicability of the Adv. RRT* framework to other vehicles and

applications.
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CHAPTER 4
CONCLUSION AND FUTURE WORKS

This thesis proposes a novel deceptive path planning technique inspired by adversarial
machine learning. This technique integrates two different deception cost functions based on
querying an adversarial neural network into a sampling-based planner. A Dubins’ vehicle
dynamic model is used to demonstrate the kinodynamic nature of the planner in a simulated
environment. This planner, called Adversarial RRT*, is evaluated against an observer RNN
attempting to perform navigational goal recognition. In these experiments, Adversarial
RRT* reduces classification accuracy and delays the onset of high observer confidence.
Other scenarios in which Adversarial RRT* can be leveraged are presented. The pirate
deception scenario demonstrates that Adversarial RRT* can improve the security of a high-
value delivery. The drone delivery scenario shows the applicability of the algorithm to other
dynamic systems.

This work reveals several areas of potential future investigation. One such avenue is
exploring the extensions of Adversarial RRT* to platforms with more complex dynamics
and constraints.

Another area worth investigating is a more comprehensive approach to deception that
could scale to multi-agent scenarios and adversarial games. For example, in the pirate
deception scenario, taking into account the pirate’s dynamics and kinematics as part of the
deception paradigm may provide significantly improved success rates. On the other hand,
discovering ways to fool a pirate that follows a more complex policy for acting given the

observer output is a potentially useful endeavor.
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