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SUMMARY

This dissertation improves the field of automated black-box REST API testing through
novel methodologies that address limitations in current approaches. As REST APIs have
become the backbone of modern microservices architectures and web applications, effec-
tive testing has grown increasingly vital. Existing tools demonstrate significant shortcom-
ings in leveraging API specifications, identifying dependencies between operations and
parameters, and generating effective test inputs. This research presents a series of innova-
tive solutions that progressively enhance testing effectiveness, coverage, and fault detection
capabilities in complex REST API ecosystems.

The research begins with a comprehensive analysis of ten state-of-the-art REST API
testing tools across 20 RESTful web services. This analysis revealed critical inefficiencies
in three main areas: finding API operation dependencies, identifying inter-parameter de-
pendencies, and generating effective test input values. These findings underscore the need
for more sophisticated approaches to improve overall testing effectiveness.

Building on these insights, the first major contribution is a novel methodology lever-
aging Natural Language Processing (NLP) techniques to extract valuable semantic in-
formation from human-readable parts of OpenAPI specifications. This approach bridges
the gap between human-readable documentation and machine-readable specifications, en-
abling more effective automated testing. Using a custom Word2Vec model with con-
stituency parse tree analysis, the methodology transforms natural language into structured
testing constraints. This enhances test generation by identifying implicit parameter con-
straints, revealing inter-parameter dependencies, and enabling realistic test inputs. A pro-
totype implementation demonstrates the methodology’s effectiveness across diverse API
specifications.

The second major contribution advances API testing through the application of Large

Language Models (LLMs) with few-shot learning capabilities. This innovation extracts im-
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plicit operational constraints, complex parameter relationships, and semantic dependencies
hidden in traditional approaches. By leveraging contextual understanding in LLMs, the
methodology creates comprehensive testing artifacts that capture nuanced API behaviors
without extensive training data. A proof-of-concept implementation demonstrates how this
approach effectively augments OpenAPI Specifications with enriched knowledge, address-
ing limitations in earlier methods while generating semantically appropriate test inputs.

The third major contribution shifts the focus to adaptive testing strategies through an in-
novative methodology based on reinforcement learning. This approach employs Q-learning
algorithms to dynamically prioritize API operations and parameters based on execution
feedback, addressing the challenge of redundant test inputs common in existing tools. By
integrating feedback from API requests and responses, the methodology enables efficient
exploration of API behavior even with incomplete specifications. A prototype implemen-
tation demonstrates how this reinforcement learning approach significantly improves test
coverage and fault detection through feedback-driven adaptive testing strategies.

The fourth major contribution advances API testing through a methodology that focuses
on fine-tuned and quantized small-language models. This approach uniquely incorporates
dynamic natural language from server responses to refine test inputs and rules during execu-
tion. By balancing model size and accuracy, the methodology enables efficient deployment
in resource-constrained environments while maintaining high performance. The results
demonstrate how specialized language models enhance API testing capabilities while uti-
lizing natural language elements in server responses to guide the testing process.

The final contribution presents an advanced methodology integrating Multi-Agent Re-
inforcement Learning (MARL) with a Semantic Property Dependency Graph (SPDG) and
Large Language Models. This approach addresses the challenge of vast API search spaces
through collaborative specialized agents for dependencies, operations, parameters, and val-
ues. By optimizing these testing steps simultaneously, the methodology achieves higher

efficiency in test generation. The implementation demonstrates how SPDG reduces search

XVil



space complexity while temporal Q-learning enables dynamic prioritization, representing
an advancement in creating efficient testing strategies for complex APIs.

In conclusion, this dissertation presents a series of innovative methodologies that sig-
nificantly advance automated black-box REST API testing. Each contribution builds upon
previous ones, addressing critical limitations in existing approaches and expanding test-
ing capabilities. By leveraging cutting-edge technologies in language models and machine
learning, this research establishes a foundation for more efficient and effective testing prac-

tices in increasingly complex REST API ecosystems.
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CHAPTER 1
INTRODUCTION

In the realm of digital interactions and services, REST (Representational State Transfer)
APIs play a critical role, enabling seamless communication and data exchanges across di-
verse software platforms [1, 2]. REST, a paradigm pioneered by Roy Fielding, underscores
principles such as scalability, flexibility, and statelessness, thereby facilitating the integra-
tion of various services without requiring deep mutual knowledge between client and server
beyond what is defined in the API itself [3]. This architectural style is widely adopted in
modern software engineering, exemplified by a vast array of services documented on plat-
forms like APIs Guru [4] and Rapid API [5]. These platforms not only showcase the preva-
lence of REST APIs but also highlight the necessity of clear, structured documentation
provided by specifications such as OpenAPI [6], formerly known as Swagger [7]. These
specifications, by outlining available operations, data formats, and response types, provide
a clear, structured framework that not only aids developers in understanding and accessing
APIs but also enhances the compatibility with software tools designed for improving API
reliability and performance. The integration of RESTful web services with OpenAPI spec-
ifications has significantly facilitated the development of numerous black-box testing tools,
designed to automate the generation of test cases [8, 9, 10, 11, 12, 13, 14, 15, 16, 17].
However, while these tools have evolved to automate and streamline the testing pro-
cess, they are not without limitations. Automated REST API testing tools often struggle
with achieving extensive code coverage and effectively exploring the REST APIs which
include API dependencies, inter-parameter dependencies, and parameter constraints. The
tools typically employ a variety of testing strategies including Breadth-First Search (BFS),
Depth-First Search (DFS), random walks [18], combinatorial testing, model-based search,

and evolutionary algorithms. Yet, these approaches frequently fall short in effectively ex-



ploring the vast search space of API behaviors, especially in scenarios with incomplete or
vague parameter and response schemas [19, 20]. The limitations in current testing method-
ologies underscore a crucial gap, revealing the necessity for more advanced testing mech-

anisms that can adapt to the complexities of modern RESTful APIs.

1.1 Problem Statement

Despite advances in automated REST API testing, existing black-box techniques face fun-
damental challenges that limit their effectiveness in real-world scenarios. Current ap-
proaches rely on static information from API specifications, combined with search-based
algorithms that lack the adaptability to navigate complex API behaviors effectively. This
dissertation addresses three critical limitations in the state of the art:

First, conventional REST API testing tools struggle to generate contextually appropriate
test inputs, particularly for domain-specific parameters that require semantic understand-
ing. Without this capability, tests frequently produce invalid requests that fail to explore
meaningful API behaviors or trigger relevant faults.

Second, existing approaches have limited ability to identify and leverage dependen-
cies between API operations and parameters. These dependencies—often implicit or docu-
mented only in natural language descriptions—create complex preconditions for successful
API interactions that current tools cannot systematically discover or utilize.

Third, the search space for meaningful API test sequences grows exponentially with
API size, making exhaustive exploration infeasible. Current search strategies (random,
evolutionary, or combinatorial) lack the intelligence to prioritize promising paths effec-
tively, resulting in inefficient testing that misses critical API behaviors.

This dissertation hypothesizes that modern machine learning techniques—particularly
natural language processing, large language models, and reinforcement learning—can ad-

dress these limitations by:

1. Extracting implicit knowledge from natural language API documentation

2



2. Generating semantically valid test inputs tailored to specific REST API contexts

3. Learning adaptive testing strategies that effectively navigates REST API operation

dependencies

4. Developing collaborative multi-agent approaches that specialize in different aspects

of the testing process

Specification Improvement

ISSTA 2023 J ICSE-NIER 2024

NLP2REST RestGPT

Introduction

ISSTA 2022

Empirical Study Testing Method Improvement

ICSE 2025 &
ase 2023 | FSE2025 | cstbamelios

ARAT-RL LlamaRestTest AutoRestTest

Figure 1.1: Progression of the research approaches developed in this dissertation. The
research begins with identifying limitations through an empirical study, then develops
methods that build upon each other. The approaches evolve from NLP-based extraction
(NLP2REST) to large language model integration (RestGPT), then to reinforcement learn-
ing (ARAT-RL), specialized language models (LlamaRestTest), and finally multi-agent sys-
tems (AutoRestTest).

1.2 A Framework for REST API Testing Enhancement

This research begins with an empirical study identifying three key limitations in exist-
ing REST API testing approaches: ineffective input generation, overlooked dependencies,
and inefficient search space exploration. To address these challenges, as shown in Fig-

ure 1.1, I first developed NLP2REST, which applies natural language processing to extract



valuable information from API documentation. Building on insights from this work, Rest-
GPT leverages large language models to more accurately identify constraints and generate
contextually appropriate test values. Moving beyond specification enhancement, ARAT-
RL introduces reinforcement learning for adaptive testing strategies, which LlamaRestTest
further refines by incorporating specialized, efficient language models. The research culmi-
nates in AutoRestTest, which employs a multi-agent approach that combines the strengths
of all previous techniques while adding semantic dependency modeling. Each approach
progressively addresses more complex aspects of the testing challenge, with later methods

building upon concepts and techniques established in earlier work.

1.2.1 Empirical Study of Current Testing Approaches

First, I conducted a large-scale empirical study [19] comparing 10 state-of-the-art REST
API testing tools on a benchmark of 20 real-world RESTful web services. This evalu-
ation—based on code coverage achieved and unique failures triggered—revealed critical

limitations in existing approaches:

1. Difficulty in generating valid input values, especially for domain-specific parameters

2. Limitations in detecting dependencies between API parameters

3. Inefficiencies in exploring the vast search space of API dependencies

These findings provided the foundation for subsequent contributions by identifying spe-

cific areas where improvement was most needed.

1.2.2  Specification Enhancement for REST API Testing

Second, I developed techniques to enhance API specifications by extracting information
from natural language documentation that traditional tools overlook. This contribution
focuses on bridging the gap between human-readable documentation and machine-readable

specifications through:



1. Natural language processing techniques to extract parameter constraints, dependen-

cies, and examples (NLP2REST, Chapter 4)

2. Large language models to more accurately identify rules and generate contextually

appropriate parameter values (RestGPT, Chapter 5)

These approaches extract and formalize the human-readable information in API speci-
fications, enabling existing testing tools to generate more effective test cases without mod-

ifying their core algorithms.

1.2.3 Advanced Testing Methodologies with Machine Learning and Language Models

Third, I explored how various machine learning techniques and language models can im-
prove the testing methodology itself, moving beyond specification enhancement to create

more intelligent and adaptive testing approaches:

1. Reinforcement learning for adaptive test case prioritization and execution (ARAT-

RL, Chapter 6)

2. Fine-tuned small language models for resource-efficient testing (LlamaRestTest, Chap-

ter 7)

3. Multi-agent reinforcement learning for collaborative API exploration (AutoRestTest,

Chapter 8)

This progression demonstrates how different machine learning and language models
can address increasingly complex challenges in REST API testing, with each approach

building on insights gained from previous ones.

1.3 Research Framework and Contributions

This dissertation is guided by one central research question.



Question: Can machine learning techniques and language models enhance the effec-
tiveness of black-box REST API testing by increasing code and API coverage, improving
fault detection, and addressing limitations of traditional approaches?

To systematically address this complex question, I decomposed it into five specific
research questions, each exploring a different aspect of how machine learning can improve

REST API testing:

1. Can natural language processing extract useful information from OpenAPI Specifi-

cation to improve REST API testing? (RQ1)

2. Can large language models improve test input generation and parameter constraint

identification in REST API testing? (RQ2)

3. Can reinforcement learning be applied to create adaptive testing strategies that effi-

ciently explore the REST APIs? (RQ3)

4. What benefits can specialized, fine-tuned language models bring to REST API testing

in terms of both effectiveness and computational efficiency? (RQ4)

5. Can a multi-agent approach coordinate specialized testing components to improve

the effectiveness of REST API testing? (RQS)

Each of these questions is addressed in a dedicated chapter with specific approaches

and findings as outlined below.

1.3.1 RQI: Natural Language Processing for API Documentation

Approach: This work introduces Natural Language Processing (NLP) techniques to ex-
tract valuable information from human-readable parts of OpenAPI specifications for REST
API testing. Prior to this work, automated testing tools largely ignored the rich information
contained in natural language descriptions within API documentation - content that humans

can easily interpret but machines typically cannot. This approach focuses on identifying
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parameter type/format, inter-parameter dependencies, parameter constraints, and examples
from these textual descriptions.

The approach employs a custom Word2Vec model trained on a corpus of OpenAPI
specifications and related documentation, enabling it to capture domain-specific semantic
relationships. The use of constituency parse trees allows for a deeper understanding of
sentence structure, facilitating more accurate extraction of complex constraints and depen-
dencies. A two-phase process of rule extraction and validation ensures the accuracy of
the extracted information. The rule extraction phase identifies potential rules, while the
validation phase uses both static analysis and dynamic checking against the actual API
implementation to refine and verify these rules.

Answer: Yes, as demonstrated in Chapter 4, NLP techniques can successfully ex-
tract valuable testing information from API documentation. Experimental evaluations with
NLP2REST demonstrated substantial improvements in test generation, including increases
in successful API requests, code coverage, and unique server error responses detected.
By bridging the gap between human-readable documentation and machine-readable spec-
ifications, this approach enhanced the effectiveness of existing testing tools by enriching

OpenAPI specifications with previously untapped information.

1.3.2 RQ2: Large Language Models for Test Input Generation

Approach: This work uses the power of Large Language Models (LLMs) to extract rules
and generate contextually relevant parameter values from API specifications. This ap-
proach addresses limitations of previous techniques by utilizing advanced natural language
understanding and generation capabilities to process both machine-readable and human-
readable components of OpenAPI specifications.

The methodology employs carefully crafted prompts, including guidelines, specific
cases, grammar highlights, and output configurations, to instruct LLMs on how to inter-

pret API documentation and generate appropriate rules and values. The approach focuses



on extracting four types of rules: operational constraints, parameter constraints, parameter
type and format, and parameter examples. Unlike NLP-based approaches that require val-
idation phases to improve precision, this LLM-based methodology achieves high accuracy
without expensive validation processes due to the superior ability to understand context and
nuance in natural language descriptions.

Answer: Yes, as detailed in Chapter 5, Large Language Models can significantly im-
prove constraint identification and test input generation. Preliminary evaluations showed
that RestGPT outperformed previous approaches such as NLP2REST in precision and
ARTE in generating valid inputs. By leveraging LLMs’ advanced capabilities, RestGPT
effectively enriches API specifications with valuable information that can be used by exist-
ing testing tools to generate more effective test cases, improving code coverage and fault

detection accuracy.

1.3.3 RQ3: Reinforcement Learning for Adaptive Testing

Approach: This work introduces a novel approach that leverages reinforcement learning
to enhance REST API testing. The methodology addresses the limitations of previous
techniques by employing an adaptive testing strategy that intelligently prioritizes operations
and parameters during the API exploration process.

The core of this approach is a Q-learning based algorithm that dynamically adjusts the
importance of API operations and parameters based on feedback received from the API.
This allows for focused testing on areas of the API that are more likely to increase code
coverage, efficiently navigating the vast search space of possible API interactions. Unlike
previous approaches that treat all operations and parameters equally, this reinforcement
learning methodology optimizes the testing process through experience-driven exploration.

Another key feature of this methodology is its dynamic construction of key-value pairs
from both request and response data, allowing for the identification of hidden dependencies

and resources that may not be evident from the API specification alone. Additionally, the



approach employs a sampling-based strategy for processing API feedback, enabling more
efficient exploration of the API’s behavior.

Answer: Yes, as demonstrated in Chapter 6, reinforcement learning can create effec-
tive adaptive testing strategies. Experimental evaluations showed ARAT-RL consistently
demonstrating superior performance when compared to state-of-the-art tools like RESTIer,
EvoMaster, and Morest across various metrics, including branch, line, and method cover-
age, as well as the number of faults detected. This research demonstrates the potential of
applying machine learning techniques to the challenging domain of API testing, paving the

way for more effective adaptive testing strategies in the future.

1.3.4 RQ4: Specialized Language Models for Efficient Testing

Approach: This work introduces an approach that leverages small language models to
enhance REST API testing. The methodology addresses the limitations of previous tech-
niques by employing fine-tuned and quantized language models to dynamically generate
test inputs and identify inter-parameter dependencies during the testing process.

The core of this approach consists of two key components: a language model for iden-
tifying inter-parameter dependencies (LlamaREST-IPD) and another for generating input
values for operation parameters (LlamaREST-EX). These models are created by fine-tuning
a base language model (Llama3-8b) for their specific tasks. The dependency identification
model is trained using a carefully constructed IPD database containing 551 parameters with
documented inter-parameter dependencies, while the value generation model is trained on
an extensive EX database of over 1.8 million parameters mined from APIs-guru. To im-
prove efficiency, both models underwent quantization, reducing their size and computa-
tional requirements while maintaining high performance.

A notable feature of this methodology is its ability to incorporate server feedback into
the testing process. Building upon the reinforcement learning foundation established in

ARAT-RL, LlamaRestTest integrates these specialized language models to dynamically



adapt its testing strategy. When testing encounters difficulties processing an API operation,
the language models utilize both parameter descriptions and server response messages to
provide dependency rules and example values.

Answer: Yes, as shown in Chapter 7, specialized language models can improve test-
ing effectiveness while maintaining computational efficiency. In comparative evaluations,
LlamaRestTest demonstrated substantial improvements over existing state-of-the-art tools
in terms of code coverage, operation coverage, and fault detection capability. This research
demonstrates the potential of using smaller, more efficient language models to achieve
state-of-the-art performance in API testing, striking an optimal balance between effective-
ness and computational efficiency while building upon the reinforcement learning based

framework established in previous work.

1.3.5 RQS5: Multi-Agent Approaches for Testing Coordination

Approach: This work introduces a framework that employs a multi-agent approach to
enhance REST API testing. The methodology addresses limitations of existing techniques
by integrating Multi-Agent Reinforcement Learning (MARL) with a Semantic Property
Dependency Graph (SPDG) and Large Language Models (LLMs).

The core innovation of this approach lies in treating REST API testing as a separable
problem where four specialized agents—API, dependency, parameter, and value—collaborate
to optimize API exploration. This multi-agent structure allows for a more nuanced and ef-
fective testing strategy, as each agent can focus on optimizing its specific aspect of the
testing process.

A key component of this methodology is the SPDG, which simplifies the search space
for dependencies using a similarity score between API operations. This graph structure
enables more effective identification and utilization of relationships between different API
operations, guiding the selection of dependent operations for API requests. Additionally,

the approach incorporates LLMs to handle domain-specific value restrictions, generating
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more realistic and contextually appropriate parameter values that improve the overall qual-
ity of test cases.

The MARL framework employs value decomposition techniques that enable these agents
to efficiently coordinate their actions while learning from shared experiences. Through
value decomposition, the system appropriately distributes rewards to each agent based on
their contribution to successful API interactions, allowing them to make independent deci-
sions while maintaining a cohesive overall testing strategy.

Answer: Yes, as demonstrated in Chapter 8, a multi-agent approach can effectively
coordinate specialized testing components. Experimental evaluations demonstrated Au-
toRestTest’s effectiveness in combining the strengths of multi-agent reinforcement learn-
ing, semantic modeling of API dependencies, and the capabilities of large language models.
The approach significantly outperformed state-of-the-art tools in terms of code coverage,
operation coverage, and fault detection, including being the only tool able to trigger certain
internal server errors in production systems. This research represents a significant ad-
vancement in REST API testing by demonstrating how specialized agents can collaborate

to tackle the complex challenge of API testing.

1.3.6 Answering the Central Research Question

After systematically investigating each research question, we can now answer our central
question: Can machine learning techniques and language models enhance black-box REST
API testing effectiveness?

Answer: Yes, machine learning techniques and language models significantly enhance
REST API testing effectiveness. Our empirical results demonstrate consistent improve-
ments in code coverage, API operation coverage, and fault detection compared to tradi-
tional approaches. The progression from NLP-based extraction (NLP2REST) to large lan-
guage models (RestGPT) to reinforcement learning (ARAT-RL) to specialized language

models (LlamaRestTest) and finally to multi-agent systems (AutoRestTest) demonstrates
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increasingly sophisticated ways machine learning can address the limitations of conven-

tional black-box testing methods:

1. Input Generation Challenge: Language models can generate semantically valid in-

puts that respect domain-specific constraints, significantly reducing invalid requests.

2. Dependency Detection Challenge: The semantic dependency graph and language
models successfully identify both explicit and implicit dependencies between opera-

tions and parameters, enabling more effective test sequence generation.

3. Search Space Navigation Challenge: Reinforcement learning and multi-agent ap-
proaches provide adaptive strategies that efficiently explore the vast API behavior

space, focusing on promising paths.

These results confirm that machine learning offers substantial improvements to REST
API testing, not merely as incremental enhancements but as fundamental shifts in how
testing can be approached. The techniques developed in this dissertation collectively rep-
resent a new paradigm for API testing that leverages Al to overcome limitations that have

persisted in traditional approaches for years.

1.4 Organization of the Dissertation

The remainder of this dissertation is organized as follows:

* Chapter 2 presents background information and terminology related to REST API
testing, establishing the foundational concepts necessary for understanding the re-

search.

* Chapter 3 provides an extensive empirical study on state-of-the-art REST API test-

ing tools, identifying their strengths, limitations, and opportunities for improvement.
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Chapter 4 introduces the NLP-based Rule Extraction Method (NLP2REST), detail-
ing how natural language processing techniques can extract valuable rules from API

documentation.

Chapter 5 presents the LLM-based Rule Extraction and Value Generation approach
(RestGPT), explaining how Large Language Models can enhance specification un-

derstanding and test input generation for API testing.

Chapter 6 describes Adaptive REST API Testing with Reinforcement Learning (ARAT-
RL), elaborating on how Q-learning can dynamically adjust testing strategies based

on API feedback.

Chapter 7 discusses Language Model-based REST API Testing (LlamaRestTest),
demonstrating the effectiveness of combining reinforcement learning with fine-tuned,

resource-efficient language models.

Chapter 8 details the Multi-Agent Approach for REST API Testing (AutoRestTest),
explaining how specialized collaborative agents can improve API coverage and fault

detection.

Chapter 9 concludes the dissertation by summarizing the key findings, discussing

limitations, and outlining directions for future research.
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CHAPTER 2
BACKGROUND ON REST APIS

2.1 Background

2.1.1 REST APIs

REST APIs are web APIs that follow the RESTful architectural style [3]. Clients can
communicate with web services through their REST APIs by sending HTTP requests to
the services and receiving responses. Clients send requests to access and/or manipulate
resources managed by the service, where a resource represents data that a client may want
to create, delete, or access. The request is sent to an API endpoint, which is identified by a
resource path, together with an HTTP method that specifies the action to be performed on
the resource. The most commonly used methods are POST, GET, PUT, and DELETE, which
are used to create, read, update, and delete a resource, respectively. The combination of
an endpoint plus an HTTP method is called an operation. In addition to specifying an
operation, a request can optionally also specify HTTP headers containing metadata (e.g.,
the data format of the resource targeted) and a body that contains the payload for the request
(e.g., text in JSON format containing the input values).

After receiving and processing a request, the web service returns a response that in-
cludes, in addition to headers and possibly a body, an HTTP status code—a three-digit
number that shows the outcome of the request. Status codes are organized into five suitably
numbered groups. 1xx codes are used for provisional purposes, indicating the ongoing
processing of a request. 2xx codes indicate successful processing of a request. 3xx codes
indicate redirection and show, for instance, that the target resource has moved to a new
URL (code 301). 4xx codes indicate client errors. For example, a 404 code indicates that

the client has requested a resource that does not exist. Finally, 5xx codes indicate server
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"/products/{productName}": { 12 }1,

1

2 "get": { 13 "responses": {

3 "operationId": 14 "200": {

4 "getProductByName", 15 "description":

5 "produces": 16 "successful operation",
6 ["application/json"], 17 "schema": {

7 "parameters": [{ 18 "Sref":

8 "name": "productName", 19 "#/definitions/Product"
9 "in": "path", 20 },

10 "required": true, 21 "headers": {}

11 "type": "string" 2}}}}

Figure 2.1: An example OpenAPI specification.

errors in processing the request. Among this group, in particular, the 500 code indicates an
Internal Server Error and typically corresponds to cases in which the service contains a bug
and failed to process a request correctly. For this reason, many empirical studies of REST
API testing tools report the number of 500 status codes triggered as the bugs they found

(e.g., [8,9,10,11, 12, 13, 14, 15, 16, 17]).

2.1.2 OpenAPI Specifications

Service interfaces are commonly documented through specifications that enumerate avail-
able operations along with their corresponding input parameters, output data types, and
potential response codes. The OpenAPI Specification [6] (formerly Swagger) represents
a widely adopted standard format for such documentation. Alternative specification lan-
guages include RAML [21] and API Blueprint [22], which serve similar purposes.

Figure 2.1 shows a fragment of the OpenAPI specification for Features-Service, one
of the benchmarks in this study. It specifies an API endpoint /products/{product-
Name} (line 1), that supports HTTP method GET (line 2). The id for this operation is
getProductByName (lines 3—4), and the format of the returned data is JSON (lines 5-
6). To exercise this endpoint, the client must provide a value for the required param-
eter productName in the form of a path parameter (lines 7-12) (e.g., a request GET
/products/p where p is the product name). If a product with that name exists and the

service can process the request correctly, the client would receive a response with status
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code 200 (line 14) and the requested product data. Lines 18—19 reference the definition of
the product data type, which contains information about the product, such as its id, name,
features, and constraints (I omit the definition for lack of space).

Two operations have a producer-consumer dependency relationship when one of the
operations (producer) can return data needed as input by the other operation (consumer).
For example, operation GET /products/{productName} has producer-consumer re-
lationship with operation DELETE /products/{productName}/constraints/{con-
straintId} (not shown in the figure). This is because a request sent to the former can

lead to a response containing a constraint id needed to make a request to the latter.

2.1.3 Large Language Models

Large Language Models (LLMs), such as the Generative Pre-trained Transformer (GPT)
series, are at the forefront of advancements in natural language processing (NLP) [23]. A
language model, in essence, is a type of artificial intelligence that understands, interprets,
and generates text in a way that is similar to how humans use language [24]. These models
are trained on extensive collections of written text, allowing them to learn a wide range of
linguistic patterns and styles.

The GPT series, including well-known models like GPT-3, are examples of these ad-
vanced LLMs [25]. Trained on diverse and vast datasets, they have shown remarkable skill
in producing text that is strikingly human-like, making them valuable for a variety of ap-
plications. This breakthrough has broadened the horizons of NLP, leading to its application
in challenging areas ranging from education to customer service [26, 27].

GPT-3 and its successors demonstrate the effectiveness of LLMs, particularly in their
versatility to handle a wide array of language-related tasks [24]. These tasks can be as sim-
ple as writing coherent text or as complex as answering questions and translating languages.
This versatility is a testament to their advanced capabilities, making them instrumental in

pushing the boundaries of both theoretical and practical aspects of language technology [28,

16



29, 24].

Quantization of Large Language Models

Quantization is a technique used to reduce the computational resources required while min-
imizing the loss in model accuracy [30]. This process involves converting the standard
floating-point representations of a model’s weights and activations into lower-precision
formats, such as 16-bit or 8-bit, or even lower [31, 32]. The primary advantage of quantiza-
tion is the significant reduction in memory usage and computational demand, which allows
these models to be deployed more efficiently [33]. The implementation of quantization can
be performed in several ways, including post-training quantization and quantization-aware
training. Post-training quantization involves applying quantization techniques after a model
has been fully trained, which is simpler to implement and allows users to select various op-
tions depending on their resources, but it might lead to higher degradation in accuracy and
efficiency. Quantization-aware training, on the other hand, simulates lower precision dur-
ing the training process itself, which can help mitigate the loss in model accuracy as the

model learns to adapt to the quantization effects [34].

Fine-Tuning of Large Language Models

Fine-tuning is a technique for adapting pre-trained Large Language Models (LLMs) to
specific tasks, allowing them to perform better on specialized datasets by improving their
prediction accuracy. A notable advancement in this area is the introduction of Lora (Low-
rank Adaptation of Large Language Models), which modifies only a small set of param-
eters during training, specifically the attention mechanism’s low-rank components. This
approach minimizes the computational overhead and reduces the number of parameters
updated, facilitating efficient fine-tuning of large models [35]. Building on the principles
of Lora, QLora (Quantized Low-rank Adaptation) incorporates quantization into the low-

rank adaptation process to further decrease the memory and computational demands. By
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reducing the precision of the low-rank factors, QLora maintains model accuracy while en-
hancing computational efficiency, making it ideal for deployment in resource-constrained

environments [36].

2.1.4 LLM Prompting Techniques

Prompting techniques have significantly transformed the application of LLMs in complex
problem-solving and decision-making tasks [37]. Prompting essentially involves provid-
ing LLMs with contextual information or a series of instructions, guiding their responses
and leveraging their inherent language understanding and generation capabilities for spe-
cific tasks [38]. A notable advancement in this domain is the Chain-of-Thought Prompting,
which structures prompts to facilitate a quasi-reasoning process within LL.Ms, thereby con-
siderably enhancing their problem-solving abilities [39]. Another innovative technique is
Iterative Bootstrapping, which refines LLM reasoning by incorporating the model’s pre-
vious responses into new prompts [40]. This iterative approach creates a feedback loop,
enabling the model to build on its past outputs, leading to a more nuanced understanding

and sophisticated response generation.

2.1.5 Reinforcement Learning and Q-Learning

Reinforcement learning (RL) is a type of machine learning where an agent learns to make
decisions by interacting with an environment [41]. The agent selects actions in various sit-
uations (states), observes the consequences (rewards), and learns to choose the best actions
to maximize the cumulative reward over time. The learning process in RL is trial-and-error
based, meaning the agent discovers the best actions by trying out different options and
refining its strategy based on the observed rewards. The agent must also decide between
exploring new actions to gather more knowledge or exploiting known actions that offer
the best reward based on its current understanding. The balance between exploration and

exploitation is often governed by parameters, such as € in the e-greedy strategy [41].
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Q-learning is a widely used model-free reinforcement learning algorithm that estimates
the optimal action-value function, (s, a) [42]. The Q-function represents the expected
cumulative reward the agent can obtain by taking action « in state s and then following
the optimal policy. Q-learning uses a table to store Q-values and updates them iteratively
based on the agent’s experiences. In the learning process, the agent takes actions, receives
rewards, and updates the Q-values using the Q-learning update rule, derived from the Bell-

man equation [41]:

Q(s,a) + Q(s,a) + afr + 7 max Q(s',d) — Q(s,a)] 2.1

where « is the learning rate, 7y is the discount factor, s’ is the new state after taking action
a, and r is the immediate reward received. The agent updates the Q-values to converge to
their optimal values, which represent the expected long-term reward of taking each action

in each state.

2.1.6  Multi-Agent Reinforcement Learning

Multi-Agent Reinforcement Learning (MARL) extends the concepts of single-agent rein-
forcement learning to scenarios involving multiple interacting agents. Each agent in MARL
simultaneously learns its policy while interacting not only with the environment but also
with other agents [43]. This interaction can lead to complex dynamics because the agents’
actions can affect the state of the environment and the rewards of other agents. MARL can
be cooperative, competitive, or mixed, depending on the nature of the interactions between
the agents.

In cooperative MARL, agents work together towards a common goal, such as optimiz-
ing a shared reward function. A key challenge in this setting is credit assignment, where
agents must discern their individual contributions to the collective outcome [44]. Compet-
itive MARL, on the other hand, involves agents whose goals are typically at odds, leading

them to learn strategies that outperform or block their opponents.
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A significant aspect of MARL research focuses on developing mechanisms for effective
communication and coordination among agents. Learning to communicate, in particular,
involves developing protocols that allow agents to share relevant information to improve
their decision-making processes. Furthermore, scalability remains a critical challenge due
to the exponential growth in the number of interactions and the state space as the number

of agents increases.

2.2 Related Work

2.2.1 REST API Testing Techniques

Automated testing for REST APIs has seen various strategies. White-box and black-box
approaches, such as those in EvoMaster, leverage evolutionary algorithms to refine test
cases dynamically, with a focus on internal server errors (500 status code) detection [45].
Black-box methodologies, exemplified by RESTler [9], generate stateful tests by deduc-
ing producer-consumer dependencies, aiming at detecting server failures. RestTestGen [8]
and similar tools exploit data dependencies and employ oracles for validating status codes
and response schemas. MoRest [17] focuses on model-based testing to simulate user in-
teractions and test case generation, while RestCT [14] employs combinatorial testing tech-
niques to systematically explore parameter value combinations and their effects on API
behavior. ARAT-RL [15] introduces a reinforcement learning approach, dynamically re-
fining API testing strategies by adapting to real-time feedback. Techniques like Quick-
REST [10], Schemathesis [13], and RESTest [11] use property-based testing and various
oracles to ensure response compliance with OpenAPI or GraphQL specifications. Tools
such as Dredd [46], fuzz-lightyear [47], and Tcases [16] offer diverse testing capabilities,
from comparing expected responses to detecting vulnerabilities and validating Swagger-
based specifications. More recently, DeepREST [48] has been proposed. DeepREST uses
deep reinforcement learning to discover implicit API constraints, employing a single agent

that learns operation orderings through a reward mechanism.
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2.2.2 Enhancing OpenAPI specifications and test generation via NLP techniques

Several approaches have attempted to leverage natural language processing to improve
REST API testing, though they differ significantly in scope and methodology from my
contributions. RestCT [14] generates automated REST tests by inferring inter-parameter
dependencies through pattern matching. It uses a combinatorial testing approach to handle
complex APIs and employs ACTS [49], a popular covering array generation tool, to gener-
ate constrained covering arrays. However, RestCT relies on simple pattern matching rather
than sophisticated NLP techniques to process API documentation.

ARTE [50] represents a more NLP-focused approach that generates test inputs for web
APIs by querying the DBpedia knowledge base [51] using parameter names identified from
parameter descriptions. While innovative, ARTE has significant limitations compared to
our work: it focuses solely on generating example input values and does not extract or
utilize constraints provided in human-readable specifications, such as default, minimum,
and maximum values for parameters.

Other research has explored related but distinct applications of NLP in the API domain.
Some techniques [52, 53] extract OpenAPI specifications from semi-structured web API
documentation using machine learning approaches, focusing on specification generation
rather than test enhancement. Broader applications of NLP for testing [54, 55, 56, 57, 58,
59, 60] have explored generating tests from program specifications, though generally not

in the context of REST APIs specifically.

2.2.3 Requirements based test case generation

While this thesis focuses specifically on REST API testing, it shares conceptual founda-
tions with broader requirements-based testing approaches that extract testable information
from natural language specifications. Requirements-based testing techniques have evolved
various strategies for deriving test cases from specifications. Early approaches like uc-

sCNL [61] introduced controlled natural language for use case specifications, providing

21



structure to natural language requirements to facilitate test generation. Similarly, UML
Collaboration Diagrams [62] offered a visual approach to requirements specification from
which tests could be derived.

More formalized approaches emerged with Requirements by Contracts [63], which pro-
posed a custom language for functional requirements, and SCENT-Method [64], which
employed a scenario-based approach with statecharts. These techniques focused on trans-
forming semi-structured requirements into more formal representations for testing.

Other notable contributions include SDL-based Test Generation [65], which transformed
SDL requirements into Extended Finite State Machines (EFSMs), and RTCM [66], which
introduced a natural language-based framework with templates, rules, and keywords to

facilitate requirements-to-test transformation.

2.2.4 Reinforcement learning based test case generation

Reinforcement learning has emerged as a promising approach for automated software test-
ing, though primarily in domains other than REST API testing. Unlike web and mobile
application testing where hidden states present significant challenges, REST API testing
benefits from explicit API specifications but faces different complexities in operation se-
quencing, parameter selection, and value generation.

Several pioneering works have applied reinforcement learning to web application test-
ing. Zheng et al. [67] developed a curiosity-driven reinforcement learning approach that
effectively explores web client behaviors without predefined test scripts. This approach
shares conceptual similarities with our methodology, though applied to a different problem
domain.

The majority of reinforcement learning applications in testing have focused on mobile
applications, particularly Android. Koroglu et al. [68] presented QBE, a Q-learning-based
exploration method specifically designed for Android apps. Similarly, Pan et al. [69] and

Adamo et al. [70] developed reinforcement learning techniques for Android GUI testing,
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with the former emphasizing curiosity-driven exploration. Mariani et al. [71] proposed Au-
toBlackTest for black-box testing of interactive applications, while Vuong and Takada [72]
and Koroglu and Sen [73] further extended reinforcement learning approaches for Android

application testing.

2.2.5 LLM-based REST API Testing and Analysis

Large Language Models (LLMs) have recently emerged as powerful tools for REST API
testing and analysis, though current approaches often emphasize API understanding rather
than comprehensive testing methodologies. Several notable contributions highlight both
the potential and limitations of existing LLM-based approaches.

NESTFUL [74] provides an important benchmark for evaluating LLMs on nested API
calls, revealing significant challenges in handling complex API interactions. This work
demonstrates that while LLMs have improved API comprehension, they still struggle with
intricate dependencies and multi-step operations—challenges our methodology specifically
addresses through structured dependency analysis and reinforcement learning.

RESTSpeclIT [75] demonstrates automated specification inference and black-box test-
ing capabilities with minimal user input, representing a step toward more accessible API
testing. However, its testing functionality is limited to basic parameter mutation without
the sophisticated dependency identification and test generation strategies our approach em-
ploys.

Song et al.’s RestGPT [76] (distinct from the similarly named contribution) introduces
coarse-to-fine online planning for improved task decomposition and API selection. While
this work focuses primarily on API usage rather than testing, it demonstrates how LLMs
can effectively reason about API operations—a capability I extend specifically for testing

purposes.
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CHAPTER 3
STATE OF THE ART

3.1 Introduction

The last decade has seen a tremendous growth in the availability of web APIs—APIs that
provide access to a service through a web interface. This increased popularity has been
driven by various industry trends, including the advent of cloud computing, the broad adop-
tion of microservices [77], and newer value propositions enabled by the “API economy”.
A majority of modern web APIs adhere to the REpresentational State Transfer (REST)
architectural style [3] and are referred to as RESTful APIs, whose popularity is reflected
in the availability of thousands of APIs in public directories (e.g., RapidAPI [5] and APIs
guru [4]).

Given the large number of applications that rely on web APIs, it is essential to test these
APIs thoroughly to ensure their quality. It is therefore not surprising that many automated
techniques and tools for REST APIs have been proposed in recent years [78, 45, 9, 79,
80, 10, 81, 82, 83, 84, 85, 86, 87, 88]. These techniques take as input a description of the
API, in the OpenAPI specification format [6] or API Blueprint [22], and employ various
strategies to generate test cases for exercising API endpoints defined in the specification.

Although these tools have been evaluated, these evaluations have been performed (1) in
different settings (in terms of API benchmarks considered, experiment setup, and metrics
used), (2) using benchmarks that are in some cases limited in size or closed-source, and (3)
mostly in isolation or involving only limited comparisons. It is thus difficult to understand
how these tools compare to one another. Recently, and concurrently to this effort, there has
been some progress in this direction, via two empirical comparisons of black-box REST

API testing tools [89, 90] and an evaluation of white-box and black-box REST API test
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generation [91]. These efforts are a step in the right direction but are still limited in scope.
Specifically, and to the best of my knowledge, this is the first study that (1) systematically
identifies both academic and practitioners’ tools to be used in the comparison, (2) analyzes
the code of the benchmarks to identify code characteristics that affect the performance of
the tools and differentiate them, (3) conducts an in-depth analysis of the failures revealed
by the tools, and (4) identifies concrete and specific future research directions.

As benchmark for this study, I used a set of 20 RESTful services selected among
those used in related work and through a search on GitHub, focusing on Java/Kotlin open-
source services that did not excessively rely on external resources. To select the tools for
this evaluation, I performed a thorough literature search, which resulted in 8 academic
and 11 practitioners’ tools. Among those, I selected the tools that relied on commonly
used REST API standards, such as OpenAPI, produced actual test cases, and were able
to handle the benchmark of 20 services. The resulting set consisted of 10 tools overall:
one white-box tool, EvoMasterWB [78, 45], and nine black-box tools, APIFuzzer [92],
bBOXRT [85], Dredd [46], EvoMasterBB [93], RESTest [80], RESTler [9], RestTest-
Gen [81, 82], Schemathesis [90], and Tcases [16]. In the chapter, I provide a character-
ization of these tools along several dimensions, including their underlying input-generation
approach, their support for stateful API testing, and the types of test oracles they use.

I applied these tools to the benchmark of 20 services and evaluated their performance
in terms of code coverage achieved (lines, branches, and methods exercised) and different
kinds of fault-detection ability (generic errors, unique failure points, and unique library
failure points). Through a thorough analysis of the results, I also investigated the strengths
and weaknesses of the tools and of their underlying test-generation strategies.

Overall, all tools achieved relatively low line and branch coverage on many bench-
marks, which indicates that there is considerable room for improvement. Two common
limitations of many tools, in particular, involve the inability of (1) generating input values

that satisfy specific constraints (e.g., parameters that must have a given format), and (2) sat-
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Table 3.1: Overview of REST API testing techniques and tools.

Name Website Testing Approach  Test-Generation Technique Stateful  Oracle Parameter Generation Version Used
EvoMasterWB [95] ‘White-box Evolutionary algorithm Yes Status code Random, Mutation-based, and Dynamic v1.3.08
EvoMasterBB [95] Black-box Random Testing Yes Status code Random v1.3.08
RESTler [96] Black-box Dependency-based algorithm Yes Status code and predefined checkers ~ Dictionary-based and Dynamic v8.3.0
RestTestGen [821* Black-box Dependency-based algorithm Yes Status code and response validation ~ Mutation-based, Default, Example-based, Random, and Dynamic v2.0.0
RESTest 1971 Black-box Model-based testing No Status code and response validation  Constraint-solving-based, Random, and Mutation-based Commit 625b80e
Schemathesis [98] Black-box Property-based testing Yes Status code and response validation ~ Random and Example-based v3.12.3
Dredd [46] Black-box Sample-value-based testing No Status code and response validati E ple-based, Ei based, Default, and Dummy vi4.1.0
Tcases [16] Black-box Model-based testing No Status code Random or Example-based v3.7.1
bBOXRT [99] Black-box Robustness testing No Status code and behavioral analysis ~ Random and Mutation-based Commit 7¢894247
APIFuzzer [92] Black-b Rand based testing No Status code Random and Mutation-based Commit e2b536f

1 obtained this tool directly from its authors when it was a private tool, so the version is not in the website.

isfying dependencies among requests (e.g., this endpoint must be called before these other

endpoints). In general, I found that accounting for dependencies among endpoints is key to

performing effective REST API testing, but existing techniques either do not consider these
dependencies or use weak heuristics to infer them, which limits their overall effectiveness.

This chapter also discusses lessons learned and implications for future research based
on the results. For example, REST API testing techniques should leverage information
embedded in the specification and the server logs to improve the quality of the test input
parameters they generate. For another example, dependencies among services could be de-
tected through static analysis, if the source code is available, and through natural language
processing techniques applied to the service specification. Finally, in addition to discussing
possible ways to improve REST testing approaches, I also present a proof-of-concept eval-
uation of these ideas that shows the feasibility of the suggested directions.

In summary, this chapter provides the following contributions:

* A comprehensive empirical study of automated test-generation tools for REST APIs
that involves 10 academic and practitioners’ tools and assesses their performance on 20
benchmarks in terms of code coverage and different types of fault-detection ability.

* An analysis of the strengths and weaknesses of the tools considered and their underlying
techniques, with suggestions for improvement and a discussion of the implications for
future research.

* An artifact with the tools and benchmarks that can allow other researchers to replicate

this work and build upon it [94].
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3.2 Testing Tools Used In The Study

In this section, I first present the approach for selecting tools for the study and then describe

each of the selected tools.

3.2.1 Tools Selection

For selecting tools for the study, I searched for REST-API-related papers published since
2011 in top venues in the areas of software engineering, security, and web technologies
(e.g., ASE, CCS, FSE, ICSE, ISSTA, NDSS, S&P, TOSEM, TSE, USENIX, WWW, and
WSDM).! Iidentified relevant papers via keyword search, using the terms “rest”, “api”, and
“test” and by transitively following citations in the identified papers. Among the resulting
set of papers, I selected those about techniques and tools that (1) rely on well-known REST
API standards (i.e., OpenAPI, RAML, and API Blueprint), and (2) produce actual test
cases.

This process resulted in 19 publicly-available tools: eight research tools—EvoMasterWB,
EvoMasterBB, RESTler, RESTest, RestTestGen, bBBOXRT, Schemathesis, and api-tester—
and 11 practitioners’ tools—fuzz-lightyear, fuzzy-swagger, swagger-fuzzer, APIFuzzer,
TnT-Fuzzer, RESTApiTester, Tcases, gadolinium, restFuzzer, Dredd, and kotlin-test-client.?
More recently, I found a technical report [90] that describes two additional tools, cats [100]
and got-swag [101]. Because Schemathesis, which is included in this study, outperforms
them significantly [90], I did not include these tools in this comparison. I then eliminated
tools that either did not work at all or failed to run on the benchmark of 20 services. It is
worth noting that the remaining 10 tools, which are listed in Table 3.1, were also the most

popular based on stars, watches, and forks in their GitHub repositories.

I'The latest search was performed in December 2021.
21 define as research tools those whose technical details are presented in research papers.
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3.2.2 Collected Testing Tools

Table 3.1 presents an overview of the 10 tools I selected along several dimensions: the
URL where the tool is available (column 2); whether the tool is white-box or black-box
(column 3); test-generation strategy used by the tool (column 4); whether the tool produces
test cases that exercise APIs in a stateful manner (column 5); the types of oracle used
by the tool (column 6); the approach used by the tool to generate input parameter values
(column 7); and the version of the tool (column 8).

EvoMaster [102] can test a REST API in either white-box or black-box mode. In the
study, I used the tool in both modes. I refer to the tool in the black-box mode as EvoMas-
terBB and in the white-box mode as EvoMasterWB. Given a REST API and the OpenAPI
specification, both tools begin by parsing the specification to obtain the information needed
for testing each operation. EvoMasterBB performs random input generation: for each op-
eration, it produces requests to test the operation with random values assigned to its input
parameters. EvoMasterWB requires access to the source code of the API. It leverages an
evolutionary algorithm (the MIO algorithm [103] by default) to produce test cases with
the goal of maximizing code coverage. Specifically, for each target (uncovered) branch,
it evolves a population of tests by generating new ones while removing those that are the
least promising (i.e., have the lowest fitness value) for exercising the branch in each it-
eration until the branch is exercised or a time limit is reached. EvoMasterWB generates
new tests through sampling or mutation. The former produces a test from scratch by ei-
ther randomly choosing a number of operations and assigning random values to their input
parameters (i.e., random sampling) or accounting for operation dependencies to produce
stateful requests (i.e., smart sampling). The approach based on mutation, conversely, pro-
duces a new test by changing either the structure of an existing test or the request parameter
values. EvoMasterBB and EvoMasterWB use an automated oracle that checks for service
failures resulting in a 5xx status code. Recent extensions of the technique further improve

the testing effectiveness by accounting for database states [104] and making better use of
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resources and dependencies [105].

RESTIer [9] is a black-box technique that produces stateful test cases to exercise
“deep” states of the target service. To achieve this, RESTler first parses the input Ope-
nAPI specification and infers producer-consumer dependencies between operations. It then
uses a search-based algorithm to produce sequences of requests that conform to the in-
ferred dependencies. Each time a request is appended to a sequence, RESTler executes
the new sequence to check its validity. It leverages dynamic feedback from such execution
to prune the search space (e.g., to avoid regenerating invalid sequences that were previ-
ously observed). An early version of RESTler relies on a predefined dictionary for input
generation and targets finding 5xx failures. Newer versions of the technique adopt more
intelligent fuzzing strategies for input generation [79] and use additional security-related
checkers [83].

RestTestGen [81, 82] is another black-box technique that exploits the data dependen-
cies between operations to produce test cases. First, to identify dependencies, RestTestGen
matches names of input and output fields of different operations. It then leverages the
inferred dependency information, as well as predefined priorities of HTTP methods, to
compute a testing order of operations and produce tests. For each operation, RestTestGen
produces two types of tests: nominal and error tests. RestTestGen produces nominal tests
by assigning to the input parameters of an operation either (1) values dynamically obtained
from previous responses (with high probability) or (2) values randomly generated, values
provided as default, or example values (with low probability). It produces error tests by
mutating nominal tests to make them invalid (e.g., by removing a required parameter).
RestTestGen uses two types of oracles that check (1) whether the status code of a response
is expected (e.g., 4xx for an error test) and (2) whether a response is syntactically compliant
with the response schema defined in the API specification.

RESTest [80] is a model-based black-box input generation technique that accounts

for inter-parameter dependencies [106]. An inter-parameter dependency specifies a con-
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straint among parameters in an operation that must be satisfied to produce a valid request
(e.g., if parameter A is used, parameter B should also be used). To produce test cases,
RESTest takes as input an OpenAPI specification with the inter-parameter dependencies
specified in a domain-specific language [107] and transforms such dependencies into con-
straints [108]. RESTest leverages constraint-solving and random input generation to pro-
duce nominal tests that satisfy the specified dependencies and may lead to a successful
(2xx) response. It also produces faulty tests that either violate the dependencies or are not
syntactically valid (e.g., they are missing a required parameter). RESTest uses different
types of oracles that check (1) whether the status code is different from 5xx, (2) whether a
response is compliant with its defined schema, and (3) whether expected status codes are
obtained for different types of tests (nominal or faulty).

Schemathesis [90] is a black-box tool that performs property-based testing (using the
Hypothesis library [109]). It performs negative testing and defines five types of oracles
to determine whether the response is compliant with its defined schema based on status
code, content type, headers, and body payload. By default, Schemathesis produces non-
stateful requests with random values generated in various combinations and assigned to the
input parameters. It can also leverage user-provided input parameter examples. If the API
specification contains “link” values that specify operation dependencies, the tool can pro-
duce stateful tests as sequences of requests that follow these dependencies. Schemathesis
also provides other features, such as concurrent test execution and storing and replaying
requests.

Dredd [46] is another open-source black-box tool that validates responses based on sta-
tus codes, headers, and body payloads (using the Gavel library [110]). For input generation,
Dredd uses sample values provided in the specification (e.g., examples, default values, and
enum values) and dummy values. Similar to Schemathesis, Dredd also supports the usage
of hooks as custom functions that run before or after different testing steps.

Tcases [16] is a black-box tool that performs model-based testing. First, it takes as in-
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put an OpenAPI specification and automatically constructs a model of the input space that
contains key characteristics of the input parameters specified for each operation (e.g., a
characteristic for an integer parameter may specify that its value is negative). Next, Tcases
performs each-choice testing (i.e., 1-way combinatorial testing [111]) to produce test cases
that ensure that a valid value is covered for each input characteristic. Alternatively, Tcases
can also construct an example-based model by analyzing the samples provided in the spec-
ification and produce test cases using the sample data only. For test validation, Tcases
checks the status code based on the request validity (as determined by the model).
bBOXRT [85] is a black-box tool that aims to detect robustness issues of REST APIs.
Given a REST API and its OpenAPI specification, the tool produces two types of inputs,
valid and invalid, for robustness testing. It first uses a random approach to find a set of valid
inputs whose execution can result in a successful (i.e., 2xx) status code. Next, it produces
invalid inputs by mutating the valid inputs based on a predefined set of mutation rules
and exercises the REST API with those inputs. The approach involves manual effort to
analyze the service behavior and (1) classify it based on a failure mode scale (the CRASH
scale [112]) and (2) assign a set of behavior tags that provide diagnostic information.
APIFuzzer [92] is a black-box tool that performs fuzzing of REST APIs. Given a
REST API and its specification, APIFuzzer first parses the specification to identify each
operation and its properties. Then, it generates random requests conforming to the speci-
fication to test each operation and log its status code. Its input-generation process targets
the body, query string, path parameter, and headers of requests and applies random gener-
ation and mutation to these values to obtain inputs. APIFuzzer uses the generated inputs to

submit requests to the target API and produces test reports in the JUnit XML format.

3.3 Empirical Study

In this study, I investigated three research questions for the set of tools I considered and

described in the previous section:
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* RQ1: How much code coverage can the tools achieve?

* RQ2: How many error responses can the tools trigger?

* RQ3: What are the implications of the findings?

To answer RQ1, I evaluated the tools in terms of the line, branch, and method coverage
they achieve to investigate their abilities in exercising various parts of the service code.

For RQ2, I compared the number of 500 errors triggered by the tools to investigate their
fault-finding ability, as is commonly done in empirical evaluations of REST API testing
techniques (e.g., [78, 9, 81, 10, 80, 84, 87, 90, 82, 14, 17]). I measured 500 errors in three
ways. First, to avoid counting the same error twice, I grouped errors by their stack traces,
and reported unique 500 errors. Therefore, unless otherwise noted, 500 errors will be used
to denote unique 500 errors in the rest of the chapter. Second, different unique 500 errors
can have the same failure point (i.e., the method-line pair at the top of the stack trace).
Therefore, to gain insight into occurrences of such failure sources, I also measured unique
failure points, which group stack traces by their top-most entries. Finally, I differentiated
cases in which the unique failure point was a method from the web service itself from cases
in which it was a third-party library used by the service; I refer to the latter as unique library
failure points.

To answer RQ3, I (1) provide an analytical assessment of the studied tools in terms
of their strengths and weaknesses and (2) discuss the implications of this study for the
development of new techniques and tools in this space.

Next, I describe the benchmark of web services I considered (§subsection 3.3.1) and
this experiment setup (§subsection 3.3.2). I then present the results for the three research
questions (§subsection 3.3.3—subsection 3.3.5). I conclude this section with a discussion of

potential threats to validity of the results (§subsection 3.3.6).
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Table 3.2: RESTful web services used in the empirical study.

Name Total LOC Java/Kotlin LOC # Operations
CWA -verification 6,625 3,911 5
ERC-20 RESTful service 1,683 1,211 13
Features-Service 1,646 1,492 18
Genome Nexus 37,276 22,143 23
Languagetool 677,521 113,277 2
Market 14,274 7,945 13
NCS 569 500 6
News 590 510 7
OCVN 59,577 28,093 192
Person Controller 1,386 601 12
Problem Controller 1,928 983 8
Project tracking system 88,634 3,769 67
ProxyPrint 6,263 6,037 117
RESTful web service study 3,544 715 68
Restcountries 32,494 1,619 22
SCS 634 586 11
Scout-API 31,523 7,669 49
Spring boot sample app 1,535 606 14
Spring-batch-rest 4,486 3,064 5
User management 5,108 2,878 23
Total 977,296 207,609 675

3.3.1 Web Services Benchmark

To create this evaluation benchmark, I first selected RESTful web services from existing
benchmarks used in the evaluations of bBBOXRT, EvoMaster, and RESTest. Among those, I
focused on web services implemented in Java/Kotlin and available as open-source projects,
so that I could use EvoMasterWB. This resulted in an initial set of 30 web services. I
then searched for Java/Kotlin repositories on GitHub using tags “rest-api” and “restful-api”
and keywords “REST service” and “RESTful service”, ranked them by number of stars
received, selected the 120 top entries, and eliminated those that did not contain a RESTful
specification. This additional search resulted in 49 additional web services. I tried installing
and testing this total set of 79 web services locally and eliminated those that (1) did not
have OpenAPI Specifications, (2) did not compile or crashed consistently, or (3) had a
majority of operations that relied on external services with request limits (which would

have unnaturally limited the performance of the tools). For some services, the execution
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of the service through the EvoMaster driver class that I created crashed without a detailed
error message. Because this issue was not affecting a large number of services, I decided
to simply exclude the services affected.

In the end, this process yielded 20 web services, which are listed in Table 3.2. For each
web service considered, the table lists its name, total size, size of the Java/Kotlin code, and
number of operations. I obtained the API specifications for these services directly from

their corresponding GitHub repositories.

3.3.2 Experiment Setup

I ran the experiments on Google Cloud e2-standard-4 machines running Ubuntu 20.04.
Each machine had 4 2.2GHz Intel-Xeon processors and 16GB RAM. We installed on
each machine the 10 testing tools from Table 3.1, the 20 web services listed in Table 3.2,
and other software used by the tools and services, including OpenJDK 8, OpenJDK 11,
Python 3.8, Node.js 10.19, and .NET framework 5.0. I also set up additional services used
by the benchmarks, such as MySQL, MongoDB, and a private Ethereum network. This
process was performed by creating an image with all the tools, services, and software in-
stalled and then instantiating the image on the cloud machines.

I ran each tool with the recommended configuration settings as described in the respec-
tive paper and/or user manual. Some of the tools required additional artifacts to be created
(see also Section subsection 3.3.6). For RESTest, I created inter-parameter dependency
specifications for the benchmark applications, and for EvoMasterWB, I implemented driver
programs for instrumenting Java/Kotlin code and database injection. For lack of space, 1
omit here details of tool set up and configuration. A comprehensive description that enables
the experiments and results to be replicated is available at the companion website [113].

I ran each tool for one hour, with 10 trials to account for randomness. Additionally, I
ran each tool once for 24 hours, using a fresh machine for each run to avoid any interference

between runs. For the one-hour runs, I collected coverage and error-detection data in 10-
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Table 3.3: Average line, branch, and method coverage achieved and 500 errors found in
one hour (E: unique error, UFP: unique failure point, ULFP: unique library failure point).

Tool Line Branch Method #500 (E/UFP/ULFP)
EvoMasterWB  52.76% 36.08% 52.86% 33.3/64/3.2
RESTler 3544% 12.52%  40.03% 15.1/2.1/1.3
RestTestGen 40.86% 21.15% 42.31% 7712171
RESTest 33.86% 18.26%  33.99% 72/19/1.1
bBOXRT 40.23% 22.20%  42.48% 95/21/1.3
Schemathesis 43.01% 2529% 43.65% 142/2.8/2
Tcases 37.16% 1629% 41.47% 18.5/3.5/2.1
Dredd 36.04% 13.80%  40.59% 6.9/15/0.9
EvoMasterBB  4541% 2821% 47.17% 16.4/33/1.8
APIFuzzer 32.19% 18.63% 33.77% 69/22/1.3
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Figure 3.1: Code coverage achieved and number of unique 500 errors, unique failure points,
and unique library failure points detected over all services by the ten tools in 10 minutes,
1 hour, and 24 hours (1: EvoMasterWB, 2: RESTler, 3: RestTestGen, 4: RESTest, 5:
bBOXRT , 6: Schemathesis, 7: Tcases, 8: Dredd, 9: EvoMasterBB, 10: APIFuzzer).

minute increments to investigate how these metrics increased over time. The data was used
to solve RQ3. For the 24-hour run, I collected the data once at the end. I collected coverage

information using the JaCoCo code-coverage library [114].

3.3.3 RQI: Coverage Achieved

Table 3.3 presents the results for line, branch, and method coverage achieved, and 500

errors, unique failure points, and unique library failure points detected by the 10 tools in
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one hour. The reported results are the average of the coverage achieved and errors found
over all services and all ten trials. Unlike Table 3.3, which shows only average results,
Figure 3.1 presents coverage data (top) and error-detection results (bottom) as box plots. In
the figure, the horizontal axis represents the 10 tools, and the vertical axis represents, for
each tool, the results achieved by that tool after 10 minutes, 1 hour, and 24 hours. Each box
represents average, median, standard deviation, min, and max for 20 data points, one per
service considered. For the 10-minute and 1-hour runs, each point represents the coverage
achieved (or number of errors revealed) averaged over 10 trials. For the 24-hour runs, the

values reported are from single trials.

Overall coverage achieved Table 3.3 shows that the tools did not achieve a high coverage
in general. In one hour, the best-performing tool (EvoMasterWB) achieved less than 53%
line coverage, less than 37% branch coverage, and less than 53% method coverage. The
other black-box tools achieved lower coverage; the best-performing tool among them is
EvoMasterBB, with 45.41% line coverage, 28.21% branch coverage, and 47.17% method

coverage. | identified three key factors responsible for these low coverage rates.

* Parameters value generation. The tools generate many invalid requests that are
rejected by the services and fail to exercise service functionality in depth. In most
cases, this occurs when the parameters take domain-specific values or have data-
format restrictions. As an example, for a parameter that takes email IDs as values,
one of the services enforced the condition that the email should contain a ‘@’ char-
acter. Tools wasted a significant amount of time attempting to pass that check, but

they all failed in the one-hour and 24-hour runs in this experiment.

* Operations dependency detection. Identifying producer-consumer dependencies
between operations is key to generating stateful tests. Existing tools either do not
account for such dependencies or use a simple heuristic approach, which can lead to

many false positives and false negatives in the dependencies computed. Failing to
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identify a dependency between producer A and consumer B can result in inadequate
testing of B due to not testing A first. This is because B may require the execution
of A to set the service state needed for its testing (e.g., by adding valid data to the
database) or obtain valid parameter values. As an example, for Languagetool, most
of the tools fail to identify a dependency between the two operations POST /check
(consumer) and GET /languages (producer) in 24 hours. As a result, they did not
leverage the output of the producer, which contained language information, and were

unable to produce valid requests for the consumer.

Mismatch between APIs and their specifications. The tools produce test cases by
leveraging the API specifications, which are expected to faithfully reflect the API
implementations and define, for each endpoint, supported HTTP methods, required
input parameters, responses, and so on. Unfortunately, this is not always the case and,
if the specification does not match the APl implementation, the tools can produce

incomplete, invalid, or even no requests at all for exercising the affected operations.

Existing tools fail to achieve high code coverage due to limitations of the approaches
they use for generating parameter values and detecting operation dependencies. The
effectiveness of the tools is also hindered by mismatches between API implementa-

tions and specifications.

Coverage increase over time As I mentioned above, I collected coverage data in 10-
minute increments, as well as for 24 hours. Figure 3.1 illustrates how the coverage rate
increased from 10 minutes to 1 hour, and to 24 hours (more detailed results are available
in the artifact [113]). As the figure shows, in many cases, the tools already achieved their
highest level of code coverage in 10 minutes. However, there were several cases in which
code coverage kept increasing over time. I investigated the 6 services for which the tools

manifested this behavior—Features-Service, NCS, Restcountries, SCS, RESTful Web Ser-
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vice Study, and User management—and found that they all have some distinct characteris-
tics (compared to the other 14 services). Specifically these services generally have simpler
input parameters that do not take domain-specific or otherwise constrained values, so ad-
ditional input generation tends to cover additional code. Conversely, for the services that
have domain-specific or constrained parameter values (e.g., “email should contain @ or
“year should be between 1900 and 22007), the tools tend to hit a coverage wall relatively

soon because they are inherently unable to generate inputs that satisfy these requirements.

The coverage achieved by testing tools grows over time on services that have simpler

input parameters with no domain-specific or constrained values.

3.3.4 RQ2: Error Responses Triggered

The ultimate goal of testing is to find bugs. In this section, I focus on comparing the testing
tools in terms of their fault-finding ability, which I measured in terms of the numbers of
unique 500 errors, failure points, and library failure points detected. Column 5 in the previ-
ously presented Table 3.3 provides this information averaged over the services considered
and the trials performed. As the table shows, EvoMasterWB is the best performer by a wide
margin, followed by Tcases, EvoMasterBB, RESTIer, and Schemathesis. The box plot at
the bottom of Figure 3.1 presents a more detailed view of these results by illustrating the
distribution of errors detected across services and the increase in errors detected over time.
The “500 Error” segment of the plot shows that EvoMasterWB outperforms all the other

tools in terms of the median values as well, although with a larger spread.

EvoMasterWB, by having access to source code and performing coverage-driven
testing, achieves significantly higher coverage than black-box tools. However, there
are cases in which EvoMasterWB cannot produce requests covering some service

functionality, whereas black-box tools can.
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The figure also shows that the number of unique failure points is considerably smaller
than the number of unique errors—on average, there are 3 to 7 times fewer failure points
than errors, indicating that several 500 errors occur at the same program points but along
different call chains to those points. Another observation is that approximately half of the
unique failure points occur in library methods. A more detailed analysis of these cases
revealed that failure points in library methods could have more serious consequences on
the functionality and robustness of a service, in some cases also leaving it vulnerable to
security attacks. The reason is that failures in service code mostly originate at statements
that throw exceptions after performing some checks on input values; the following fragment
is an illustrative example, in which the thrown exception is automatically mapped to a 500

response code by the REST API framework being used:

1if (product == null) {throw new ObjectNotFoundException (name); }

Conversely, in the case of library failure points, the root cause of the failures was often
an unchecked parameter value, possibly erroneous, being passed to a library method, which
could cause severe issues. I found a particularly relevant example in the ERC-20 RESTful
service, which uses an Ethereum [115] network. An Ethereum transaction requires a fee,
which is referred to as gas. If an invalid request, or a request with insufficient gas, is sent
to Ethereum by the service, the transaction is canceled, but the gas fee is not returned.
This is apparently a well-known attack scenario in Blockchain [116]. In this case, the lack
of suitable checks in the ERC-20 service for requests sent to Ethereum could have costly
repercussions for the user. I found other examples of unchecked values passed from the

service under test to libraries, resulting in database connection failures and parsing errors.

The severity of different 500 errors can vary considerably. Failure points in the ser-
vice code usually occur at throw statements following checks on parameter values.
Failure points outside the service, however, often involve erroneous requests that

have been accepted and processed, which can lead to severe failures.
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I further investigated which factors influence the error-detection ability of the tools.
First, I studied how the three types of coverage reported in Table 3.3 correlate with the
numbers of the 500 errors found using the Pearson’s Correlation Coefficient [117]. The
results showed that there is a strong positive correlation between the coverage and number
of 500 errors (coefficient score is ~0.7881 in all cases). Although expected, this result
confirms that it makes sense for tools to use coverage as a goal for input generation: if a

tool achieves higher coverage, it will likely trigger more failures.

There is a strong positive correlation between code coverage and number of faults

exposed. Tools that achieve higher coverage usually also trigger more failures.

Second, I looked for patterns, not related to code coverage, that can increase the like-
lihood of failures being triggered. This investigation revealed that exercising operations
with different combinations of parameters can be particularly effective in triggering ser-
vice failures. The failures in such cases occur because the service lacks suitable responses
for some parameter combinations. In fact, Tcases and Schemathesis apply this strategy to
their advantage and outperform the other tools. Generating requests with different input

types also seems to help in revealing more faults.

Exercising operations with various parameter combinations and various input types

helps revealing more faults in the services under test.

3.3.5 RQ3: Implications of the Results

I next discuss the implications of the results for future research on REST API testing and
provide an analytical assessment of testing strategies employed by the white-box and black-

box testing tools I considered.
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1 public static String subject(String directory , String file) {

int result = 0;

String [] fileparts = null;
int lastpart = 0;

String suffix = null;

fileparts = file.split(”.”);

lastpart = fileparts.length — 1;

if (lastpart > 0) { ... } //target branch
return 7”7 + result;

SV ® 9O AW N

Figure 3.2: A method used for parsing the file suffix in the SCS web service.

Implications for Techniques and Tools Development

Better input parameter generation These results show that the tools I considered failed
to achieve high code coverage and could be considerably improved. Based on these find-
ings, one promising direction in this context is better input parameter generation.

In particular, for white-box testing, analysis of source code can provide critical guid-
ance on input parameter generation. In fact, EvoMasterWB, by performing its coverage-
driven evolutionary approach, achieves higher coverage and finds more 500 errors than any
of the black-box tools. There are, however, situations in which EvoMasterWB’s approach
cannot direct its input search toward better coverage. Specifically, this happens when the
fitness function used is ineffective in computing a good search gradient. As an example,
for the code shown in Figure 3.2, which parses the suffix of a file, EvoMasterWB always
provides a string input file that leads to lastpart in line 8 evaluating to 0. The prob-
lem is that EvoMasterWB cannot derive a gradient from the condition lastpart > 0 to
guide the generation of inputs that exercise the branch in line 8. In this case, symbolic
execution [118, 119] could help find a good value of £ile by symbolically interpreting the
method and solving the constraint derived at line 8.

For black-box testing approaches, which cannot leverage information in the source
code, using more sophisticated testing techniques (e.g., combinatorial testing at 2-way or
higher interaction levels) could be a promising direction [14, 12, 120]. Also, black-box

testing tools could try to leverage useful information embedded in the specification and
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other resources to guide input parameter generation.

The analysis in Section subsubsection 3.3.5 below shows that using sample values for
input parameter generation can indeed lead to better tests. Therefore, another possible way
to improve test generation would be to automatically extract sample values from parame-
ter descriptions in the specification. For example, the description of the input parameter
language, shown in the following OpenAPI fragment for Languagetool (lines 4-9), sug-

gests useful input values, such as “en-US” and “en-GB”:

1 "name”: “language”,

2”in”: ”formData”,

3 "type”: 7string”,

4 ”description”: ”A language code like ‘en-US‘, ‘de-DE‘, ‘fr ‘, or ‘auto‘ to guess the
5 language automatically (see ‘preferredVariants ° below). For languages with variants
6 (English , German, Portuguese) spell checking will only be activated when you specify

7 the variant, e.g. ‘en—-GB‘ instead of just ‘en‘.”, "required”: true

Another source of useful hints for input generation can be response messages from the

server, such as the following one:

| Received: "HTTP/1.1 400 Bad Request\r\nDate: Wed, 28 Apr 2021
200:38:32 GMT\r\nContent—length: 41\r\n\r\nError: Missing ’text’
3or ‘data’ parameter”

To investigate the feasibility of leveraging input parameter descriptions provided in the
REST API specifications to obtain valid input values, I implemented a proof-of-concept
text-processing tool that checks whether there are suggested values supplied in the pa-
rameter description for a given input parameter. I applied the tool to two of the services,
OCVN and Languagetool, for which the existing testing tools failed to obtain high coverage
(less than 10% line code coverage for most cases). With the help of the tool, I identified
developer-suggested values for 934 (32%) of the 2,923 input parameters. This prelimi-
nary result suggests that leveraging parameter descriptions for input generation may be a
feasible and promising direction.

Along similar lines, I believe that natural-language processing (NLP) [121] could be

leveraged to analyze the parameter description and extract useful information. For example,

42



punct
bl
case
punct
nsubj
RB A-advmod\“ YM dep punct.

only available W|th Ianguage = auto
punct: -
nmod appos conj punct
“’"‘""”’"’ (NOUNYADP ¢ PROPN] PUNCT T "“““ \PROPNYPUNCTT "“"“ PROPN] PUNCT punct PROPN] PUNCT fPUNCTTPUnct IPROPN) [PUNCT /cCONI| ““\erop) fpunct)
A Ianguage code like - ’ de - DE" . H auto g

Figure 3.3: Parsed dependency graphs of preferredvariants parameter description
(top) and 1anguage parameter description (bottom) from Languagetool’s OpenAPI spec-
ification.

a technique may first perform token matching [122] to identify what parameters from the
specification are mentioned in server messages and then use parts-of-speech tagging [123]
and dependency parsing [124] to infer parameter values.

Also in this case, to investigate the feasibility of this approach, I implemented a proof-
of-concept prototype that parses dependency information from natural-language descrip-
tions in OpenAPI specifications and server messages and collects nouns, pronouns, con-
junctions, and their dependencies. The prototype detects parameter names with simple
string matching on nouns and pronouns, and relationships between parameters via con-
junctions and dependencies. As an example, the top part of Figure 3.3 shows the parsed
dependencies for parameter preferredvariants of endpoint /check. By analyzing the
tokens with, language, and auto with the connected dependencies (case, punct, nsubj,
and dep), the prototype can determine that parameter language must be set to “auto”.
This simple approach was able to automatically detect 8 of the 12 unique inter-parameter
dependencies that I manually found in the benchmark APIs. It was also able to detect
useful parameter values. For example, none of the black-box tools studied could generate
values for parameter 1anguage; yet, the prototype detected useful values such as “en-US”,
“de-DE”, and “fr” (the parsed dependencies are shown in the bottom part of Figure 3.3).
As before, these preliminary results show the feasibility of applying NLP techniques to de-

scriptions in OpenAPI specifications and server messages for improving REST API testing.
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Better support for stateful testing As discussed in Section subsection 3.3.3 and also
stressed in related work [102, 9], producing stateful tests by inferring producer-consumer
relationships between operations is key to effective REST API testing. Current tools, such
as RestTestGen and RESTler, rely on simple heuristics to infer the producer-consumer
dependencies and are inaccurate in identifying such dependencies, which can easily lead
to false positives and negatives. There is a need for more sophisticated approaches that
address the flexibility issues that I discuss later in Section subsubsection 3.3.5. These
approaches should be able to account for responses dynamically generated and to match
fields of different types while still being precise (e.g., by not identifying a dependency
between two consumers that rely on the same parameters to execute).

To determine whether two operations have a dependency relationship, one possible ap-
proach would be to check whether they have “related” properties, such as input parameters
and response fields, that have the same or similar names. To explore the feasibility of this
direction, I performed a quick case study in which I manually identified each operation that
uses path parameters and has a dependency relationship with at least another operation.
For each of them, I then identified its path parameter(s) and compared its textual similarity
with other operations’ response fields using the NLTK’s scoring library [125]. In this way,
by considering the top-3 matches for each parameter, I were able to correctly identify al-
most 80% of the operations involved in a dependency relationship. Based on the findings
in RQI, I expect that a similar approach could considerably help tools to achieve higher
code coverage.

I also believe that machine learning [126] could help identify producer-consumer re-
lationships and related dependencies. For example, one could train, via supervised learn-
ing [127], a classifier that accounts for a variety of features related to operation dependen-
cies (e.g., HTTP methods, shared input parameters, field matching on dynamic object, field

types) and then use this classifier to make predictions on potential dependencies.
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if ("male”.equals(sex)) {

1

2 if ("mr”.equals(title) || “dr”.equals(title) ||

3 ”sir”.equals(title) || "rev”.equals(title) ||

4 “rthon”.equals(title) || “prof”.equals(title)) {
5 result = 1;

6

7} else if ("female”.equals(sex)) {

8 if ("mrs”.equals(title) || "miss”.equals(title) ||
9 "ms”.equals(title) || "dr”.equals(title) ||

10 ”lady ”.equals(title) || ”rev”.equals(title) ||
11 “rthon”.equals(title) || “prof”.equals(title)) {
12 result = 0;

5}y

Figure 3.4: Sample code from the SCS web service.

Analytical Comparison of White-Box and Black-Box Tools

Next, I present an analytical assessment of the tools with respect to strengths and weak-
nesses of their approaches for generating input parameter values and sequences of API

requests. I also provide illustrative examples taken from the benchmark services.

White-box vs. black-box tools Among the tools I considered, EvoMasterWB is the
only one that performs white-box testing. By having access to the API source code and
performing coverage-driven testing, EvoMasterWB achieves higher coverage than the other
tools—according to Table 3.3, it achieves ~53% line coverage, ~36% branch coverage, and
~53% method coverage.

To illustrate, Figure 3.4 shows an if-statement in which the two branches (lines 5 and
12) are exercised only by test cases produced by EvoMasterWB. The if-statement is re-
sponsible for handling requests for operation GET /api/title/{sex}/{title} of the
SCS web service. To cover these branches, a tool must produce valid requests with rele-
vant string values for parameters sex and title. Using an evolutionary algorithm with a
fitness function that measures branch distance, EvoMasterWB successfully generates val-
ues “male” for sex and “dr” for title to exercise line 5, and values “female” and “prof”
for those parameters to cover line 12. The black-box tools are unable to do this by using

random and/or sample values.
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1 public List<String>

2 getConfigurationsNamesForProduct(String productName) {

3  List<String> configurationsForProduct=new ArrayList<String >();
4 for (ProductConfiguration productConfiguration :

5 productsConfigurationsDAO . findByProductName (productName)) {

6 configurationsForProduct.add(productConfiguration.getName ());
7}

8 return configurationsForProduct;

9}

Figure 3.5: A method of Features-Service used to find configuration names associated with
a product.

Another benefit of EvoMasterWB’s testing strategy is that once it produces a test case
exercising a branch A, it will not generate similar test cases to exercise A again. This is
due to its MIO algorithm [103], which handles test case generation for the target branches
separately and focuses on uncovered branches.

However, there are also cases in which EvoMasterWB fails to create a sequence of
requests for covering some API functionality, whereas a black-box tool is able to. Con-
sider the code fragment shown in Figure 3.5, which handles requests for operation O5:
GET /products/{productName}/configurations of Features-Service. To cover
line 6, a request must specify a product that exists and has configurations associated with
it. None of the requests created by EvoMasterWB satisfy both conditions: operation
O;: POST /products/{productName}/configurations/{configurationName}
must be called before O, to associate configurations with a product, and EvoMasterWB
fails to recognize this producer-consumer relation. In contrast, Schemathesis uses a testing
strategy that orders O; before O, and leverages sample values from the API specification
to link two operations with the same input values. It can therefore generate a sequence that
creates a product, adds configurations to it, and retrieves the configurations—a sequence

that covers line 6.

Assessment of black-box tools Although black-box tools seems to be less effective than
EvoMasterWB in terms of coverage achieved, which can also often result in fewer faults

triggered, they have wider applicability by virtue of being agnostic to the language used for
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the service implementation. Among the black-box tools, EvoMasterBB and Schemathesis
achieve better coverage than the other tools in terms of all the three metrics considered
(unique 500 errors, failure points, and library failure points).

EvoMasterBB uses an evolutionary algorithm to generate successful requests, create se-
quences from them, and discover in this way operation dependencies. This way of operat-
ing allows it to find more valid request sequences than other tools that just use a randomized
approach.

Schemathesis is the next best black-box tools. One characteristic of this tool is that it
considers example values provided in the API specification, which lets it leverage the do-
main knowledge encoded in such examples. Moreover, it reuses values in creating request
sequences, which enables it to successfully create covering sequences such as that for the
loop body in Figure 3.5.

RestTestGen also has similar features, but I empirically found that its heuristic algo-
rithm, which relies upon the matching of response fields and parameter names to infer
producer-consumer dependencies between operations, yields many false positives and false
negatives. This issue weakens the effectiveness of its stateful testing and leads to slightly
lower code coverage than EvoMasterBB.

RESTler tries to infer producer-consumer relationships by leveraging feedback from
processed requests. An important limiting factor for RESTler, however, is that it relies on
a small set of dictionary values for input generation, which hinders its ability to exercise a
variety of service behaviors.

Dredd does not perform random input generation but uses dummy values and input
examples (provided in the specification) to produce requests. This prevents Dredd from
generating invalid requests exercising uncommon behaviors in a service.

Finally, the other tools’ random-based approaches are unlikely to produce valid test
cases needed for input mutation, which limits their overall effectiveness.

Overall, black-box tools fail to achieve high coverage because they largely rely on ran-
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dom testing and/or leverage a limited set of sample data for input generation. Among these
tools, Schemathesis and EvoMasterBB performed better than the others in the experiments

due to some specific characteristics of the input generation approaches they use.

3.3.6 Threats to Validity

Like any empirical evaluation, the study in this chapter could suffer from issues related
to internal and external validity. To mitigate threats to internal validity, I used the imple-
mentations of the testing tools provided by their authors (the tool versions used are listed
in Table 3.1). The implementation consists of Python code for analyzing the log files of
the web services to compute unique 500 errors, failure points, and library failure points.
I thoroughly tested and spot checked the code and manually checked the testing results
(coverage and faults) for a sample of the tools and web services to gain confidence in the
validity of the results.

As for the threats to external validity, because this evaluation is based on a benchmark
of 20 RESTful services, the results may not generalize. I note, nevertheless, that the bench-
mark includes a diverse set of services, including services that have been used in prior
evaluations of REST API testing techniques.

Another potential threat is that I ran the services locally, which may result in different
behavior than a real-world deployment. For example, I set up a private Ethereum network
instead of using the Ethereum main network for the ERC-20 service. However, I believe
that this is unlikely to affect the results in any significant way. Furthermore, I manually
checked that the locally-installed services behaved as expected, including for the ERC-20
deployment.

In this empirical study, I used the OpenAPI specifications provided with each web
service in the benchmark. I observed that some specifications were incomplete, which
may limit the tools’ ability to achieve higher coverage or identify more bugs. To explore

the extent of this issue, I analyzed over 1,000 specifications from APIs.guru and checked
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them using Schemathesis, a tool that detects inconsistencies between API specifications
and server behavior. I discovered that over 99% of the specifications contained mismatches,
mostly due to missing parts of the response schema. This widespread issue arises because
the OpenAPI Specification grammar does not mandate the inclusion of a complete response
schema, leading many specifications to omit this crucial information.

The response schema is especially important for building effective stateful testing or
specification coverage-guided testing in REST API testing tools, as it defines expected re-
sponse structures, allowing tools to validate outputs and create meaningful sequences of
API calls. Without this information, tools may struggle to generate comprehensive test
cases or accurately detect certain types of bugs. Interestingly, this limitation impacted
some tools in this study more than others. For instance, tools that rely heavily on re-
sponse validation, such as Tcases, RESTler, EvoMaster, Schemathesis, and RestTestGen,
showed reduced effectiveness when working with incomplete specifications. In contrast,
simpler fuzzers that do not consider stateful testing, like Dredd, bBOXRT, RESTest, and
APIFuzzer, were less affected by the missing response schema. In light of these findings,
it’s clear that incomplete specifications are a common issue in real-world scenarios. There-
fore, the specifications used in this study, despite their limitations, are representative of
what testing tools would typically encounter in practice. This highlights the importance of
developing testing tools that can perform effectively even with incomplete API documen-
tation.

RESTest requires additional information over what is in OpenAPI specifications.
Specifically, it requires inter-parameter dependencies information [106]. I therefore stud-
ied the parameters of each API endpoint for the web services in the benchmarks and added
such dependencies (if any) as annotations to the OpenAPI specifications. Although it was
simple to create such annotations, and it typically took me only a few minutes per speci-
fication, the quality of the specifications might have affected the performance of the tool.

Unfortunately, this is an unavoidable threat when using RESTest.
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Finally, EvoMasterWB requires, for each service under test, a test driver that performs
various operations (e.g., starting and stopping the web service). Building such driver can
require a non-trivial amount of manual effort. For the 10 web services I selected from
previous work, I obtained the existing drivers created by the EvoMasterWB author. For
the remaining 10 web services, however, I had to create a driver myself. Also in this case,
this was a fairly trivial task, which I were able to complete in just a few minutes for each
web service. And also in this case, the only way to avoid this threat would be to exclude
EvoMasterWB from the set of tools considered, which would considerably decrease the

value of this comparative study.

3.4 Conclusion

To gain insights into the effectiveness of existing REST API testing techniques and tools, I
performed an empirical study in which I applied 10 state-of-the-art techniques to 20 REST-
ful web services and compared them in terms of code coverage achieved and unique fail-
ures triggered. I presented the results of the study, along with an analysis of the strengths
and weaknesses of the techniques, summarized the lessons learned, and discussed impli-
cations for future research. The experiment infrastructure, data, and results are publicly

available [113].
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CHAPTER 4
ENHANCING REST API TESTING WITH NLP TECHNIQUES

4.1 Introduction

OpenAPI specifications are for the most part machine-readable, but they also let develop-
ers add, in description fields, natural-language descriptions of some aspects of an API. In
fact, many OpenAPI specifications rely heavily on natural-language comments to describe
additional details of operation parameters.

Although many automated testing tools have been presented in the literature that lever-
age the machine-readable part of OpenAPI specifications to guide test generation, most of
these tools completely ignore the human-readable descriptions in these specifications. I
believe that this is a major limitation of the state of the art in REST API testing, as these
natural-language descriptions can contain relevant and useful information for testing.

Consider, for instance, the description field associated with the parameter
language in lines 21-22 of Figure 4.1(a), which provides examples of valid values (i.e.,
language codes) that the parameter can take. This information can be leveraged by a test-
ing tool to create requests with valid parameter values. Conversely, testing tools that ignore
this information often generate requests with random values for 1anguage, which is likely
to result in trivial failures. Figure 4.1(b) shows two other forms of useful information in
parameter descriptions: parameter constraints and parameter formats. For example, the
description in line 15 specifies the constraint that parameter count must have a maximum
value of 50, while the description for Accept-Language (lines 9-10) states that values
for that parameter must be a comma-delimited list. This additional information can clearly
help testing tools generate more effective tests.

Natural-language descriptions in OpenAPI specifications can also help identify inter-
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1 paths:

2 /check:
3 post:
4 summary: Check a text
5 description: >- The main feature - check a text with LanguageTool
6 for possible style and grammar issues.
7 parameters:
8 — name: text
9 in: formData
10 type: string
11 description: The text to be checked. This or ‘data’ is required.
12 required: false
13 - name: data
14 in: formData
15 type: string
16 description: The text to be checked.
17 required: false
18 - name: language
19 in: formData
20 type: string
21 description: >- A language code like ‘en-US’, ‘de-DE’, ‘fr’
22 or ‘auto’.
23 required: true
(a) LanguageTool [128] OpenAPI specification excerpt
1 paths:
2 /search:
3 get:
4 operationId: Web_Search
5 parameters:
6 — name: Accept-Language
7 in: header
8 type: string
9 description: A comma-delimited list of one or more languages
10 to use for user interface strings.
11 — name: count
12 in: query
13 type: integer
14 format: int32
15 description: The maximum value is 50.

(b) Bing Web Search OpenAPI specification excerpt

Figure 4.1: Sample OpenAPI specification fragments to illustrate rule extraction from
human-readable descriptions.
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parameter dependencies [106]. Consider line 11 in Figure 4.1(a), which states that either
the text or data parameter must be specified when invoking endpoint /check.

To the best of my knowledge, no existing technique can automatically extract all these
types of information from descriptions in OpenAPI specifications in a flexible way and
leverage it to improve testing. To bridge this gap, I present NLP2REST, a fully auto-
mated technique that (1) leverages specially tailored natural language processing (NLP)
techniques to infer different types of rules from the human-readable part of OpenAPI spec-
ifications, (2) encodes these rules using OpenAPI-compliant keywords, and (3) adds the
encoded rules to the original specification to produce an enhanced specification that can be
transparently utilized by any REST API test generator.

The set of rules extracted through NLP techniques can contain spurious or incorrect
rules due to the ambiguity of natural-language descriptions, limitations of NLP-based rule
inference, or mismatch between API specification and implementation (schema-mismatch
faults, for example, are common [129]). To mitigate this issue, NLP2REST includes a
validation step that checks the NLP-extracted rules against the API implementation by
crafting and executing validation test cases and discards rules that fail such validation.

To evaluate this approach, I performed multiple studies using a set of nine REST ser-
vices, including popular services such as Spotify and the FDIC Bank Data API. External
developers manually computed the ground truth by independently reviewing the OpenAPI
specifications and identifying all the OpenAPI rules present. The developers then compared
the rules extracted by NLP2REST against this ground truth. NLP2REST achieved ~50%
precision and ~94% recall in the purely NLP-based rules extraction; after validation, the
precision increased to ~79%, with a 3% reduction in recall.

Second, I compared this approach with RestCT [130]. To the best of my knowledge,
RestCT is the only other approach in the literature that uses NLP to extract rules from
the human-readable part of an OpenAPI specification, but it only supports inter-parameter

dependencies. This approach was considerably more effective, as it extracted 15 of the 19
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inter-parameter dependencies in the benchmark considered, whereas RestCT was unable to
extract any.

Finally, I evaluated whether the enhanced specifications created by NLP2REST can
improve the performance of existing REST API testing tools. I studied the performance
of eight state-of-the-art REST test generation tools, when provided with the original and
enhanced specifications, in terms of (1) code coverage, (2) rate of successful requests,
rejected requests, and server error responses, and (3) unique faults found. Using the en-
hanced specification, the coverage achieved by the testing tools increased, on average, from
11.35% to 23.10% for branch coverage, from 24.96% to 37.52% for statement coverage,
and from 22.13% to 33.54% for method coverage. The enhanced specifications contributed
to increasing the rate of successful requests (+20%) and server error responses (+2%) and
decreasing the rate of rejected requests (-7%). The number of unique server error responses
returned by the API increased, on average, by 4%, with a maximum increase of 98.9%. [
believe these results are promising, especially considering that there are several directions
in which the technique can be extended and improved.

The main contributions of the work in this chapter are:

* A novel technique for extracting rules from natural-language descriptions in OpenAPI
specifications, validating the rules to improve their accuracy, and generating enhanced
OpenAPI specifications that existing REST API testing tools can transparently use. It
is worth noting that the enhanced OpenAPI specifications may also be useful in other

contexts, such as to provide developers with additional documentation.

* Empirical results showing that NLP2REST can extract rules accurately, and the extracted

rules can considerably improve the performance of existing REST API testing tools.

* An artifact [131] with the NLP2REST tool and experiment data that can be used for

replicating and extending this work.
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Table 4.1: Types of rules identified from natural-language descriptions in API specifica-
tions in the preliminary study.

Rule Categories

No. of | Param | Param | Param | Oper
REST service API endpoint(s) | Params | type/fmt | cons ex cons
Bing Web Search | Search 21 15 10 14 9
Forte Create application 99 13 67 41 8
Foursquare Search venues 14 2 0 0 3
GitHub Get user repos 5 1 0 3 2
Google Geocoding | Geocode request 9 4 0 4 5
Google Maps Nearby search 11 0 1 2 4
PayPal Create invoice 114 12 43 5 2

. Create coupon
Stripe Create product 23 2 ? 3 ?
Create post

Tumblr Get blog likes 35 10 2 10 1
Yelp Search businesses 14 0 0 9 4
Total | 350 | 62 | 132 | 91 | 47

4.2 Preliminary Study

To assess the kind of information available in the human-readable part of OpenAPI specifi-
cations, I manually analyzed the specifications of a set of API endpoints from a benchmark
used in previous work [106], which includes 10 real-world REST APIs. This analysis led
to the identification of four categories of rules.

Parameter type/format. Rules that define the type and format of a parameter (e.g.,
type: string and format: date).

Parameter constraint. Rules that restrict the possible values of a parameter (e.g., a
parameter’s maximum value).

Parameter example. Rules that specify sample values that a parameter can take.

Operation constraint. Rules that define some specific conditions parameters must
satisfy (e.g., inter-parameter dependencies).

Table 4.1 lists, for each of the OpenAPI specifications and endpoints I analyzed, the
number of parameters, the number of rules I identified in the natural-language descrip-
tions, and their categories. In total, I identified over 330 rules, consisting of 62 parameter

types/formats, 131 parameter constraints, 91 parameter examples, and 47 operation con-
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Figure 4.2: Overview of NLP2REST approach.

straints. These data show that there is considerable scope for identifying meaningful rules
from natural-language descriptions in OpenAPI specifications, and guided the development

of this approach.

4.3 Approach

In this section, I first provide an overview of the whole NLP2REST approach
(§subsection 4.3.1), and then describe its two main components in detail: NLP-based Rule

Extraction (§subsection 4.3.3) and Rule Validation (§subsection 4.3.4).

4.3.1 Approach Overview

Figure 4.2 presents an overview of this technique. The inputs to the technique are
the OpenAPI specification of the service under test (SUT) and a deployed instance
of the SUT. The output of the technique is an enhanced version of the specifica-
tion, in which rules extracted from natural-language descriptions have been added us-
ing OpenAPI-supported keywords (i.e., part of the core OpenAPI syntax or OpenAPI
extensions [132]). For instance, the rules extracted from the descriptions in lines 21—
22 of Figure 4.1(a) and line 15 of Figure 4.1(b) would be added using core OpenAPI
syntax “examples: {l:en-US, 2:de-DE, 3:fr, 4:auto}” and “maximum: 507, re-

spectively. Conversely, the inter-parameter dependency rule inferred from the descrip-
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tion in line 11 of Figure 4.1(a) would be added using the OpenAPI extension keyword
“OnlyOne (text, data)” [133]. (For this example, as I discuss later, the NLP-based
analysis of NLP2REST extracts the rule as inclusive or, i.e., Or (text, data), and the
validation step modifies it to exclusive or, i.e., OnlyOne (text, data) based on the ac-
tual service implementation).

Initially, NLP2REST parses the OpenAPI specification to extract its human-readable
and machine-readable parts, where the former consists of natural-language text contained
in description fields associated with parameters in the specification. After this pre-
liminary step, NLP2REST takes these two parts as input and performs NLP-based Rule
Extraction and Rule Validation. Specifically, the NLP-based Rule Extraction module an-
alyzes the human-readable part of a specification to find useful information to extract as
rules that could be added to the machine-readable part of the specification, whereas the
Rule Validation module validates the extracted rules and discards rules that fail such vali-
dation.

The NLP-based Rule Extraction phase looks for potential rules by scanning for a set
of search terms using a custom Word2Vec [134] model, pre-trained on OpenAPI terminol-
ogy (Vocabulary Terms Identification). If a description contains one of the search terms,
it next looks for values and inter-parameter dependencies using a constituents grammar
(Value and Parameter Name Detection). Finally, this phase creates a rule for each (1) key-
word and corresponding value and (2) inter-parameter dependency detected. The rules are
in the form of key-value pairs (e.g., “maximum: 50”) or inter-parameter constraints (e.g.,
“Or (text, data)”, “IF videoDef THEN type==video”).

The Rule Validation phase checks the candidate rules generated by the previous phase
against the service specification and implementation. It (1) statically analyzes combina-
tions of rules to discard incompatible ones (Static Pruning) and (2) generates validation
test cases (i.e., HTTP requests) for various rule combinations and executes them against

the deployed SUT. When a test case is successfully executed (i.e., a 2XX status code is
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obtained), the corresponding rules are further processed by a fine-tuning phase. Rules that
pass the complete validation process are marked as valid.

The final step of NLP2REST (Spec Writing) adds the validated rules, in machine-
readable format, to the original specification, yielding an enhanced OpenAPI specification

for the SUT.

4.3.2 Terminology

OpenAPI specifications describe a RESTful API in terms of its operations (i.e., end-
points and HTTP verbs) and their corresponding input and output parameters (names,
types, and possibly formats). I use the term OpenAPI vocabulary to indicate the set of
keywords and string literals used in OpenAPI specifications, where string literals cor-
respond to predetermined values for a given keyword, such as the value string for
keyword type. I refer to an entry in the OpenAPI vocabulary as an OpenAPI vo-
cabulary term. A complete list of such terms can be found in the OpenAPI spec-
ification standard [135]. The term rule indicates either a key-value pair, for rules
that involve a keyword and possible values for that keyword, or an inter-parameter
constraint, for rules that involve inter-parameter dependencies. In turn, an inter-
parameter constraint can have one of three formats: IF condition THEN constraint,
Operator (parameter;y, ..., parameter,), or a combination of the two (e.g.,
IF condition THEN Operator (parametery, ..., parameter,), where Operator
is one of four inter-parameter dependency types Or, OnlyOne, AllOrNone, and
ZeroOrOne [133]. This approach currently supports extraction of simpler forms of these
rules where the Operator arguments are simple parameters; in the more general formula-

tion of these operators, an argument can be a predicate [133].
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Algorithm 1 Search term detection

1: procedure SEARCHTERMDETECTION(s, vocabularyTerms, sentencesTermsMap)
2 similarityThreshold « 0.7 > Threshold for cosine similarity
3 for vt in vocabularyTerms do > loopl
4: searchTerms < getSearchTerms(vt)
5: for w in s do > loop2
6 for st in searchTerms do > loop3
7 if COSINESIMILARITY (w, st) > similarityThreshold then
8: sentencesTermsMap.add(s, vt)
9: continue loopl

10: end if

11: end for

12: end for

13: end for

14: end procedure

4.3.3 NLP-based Rule Extraction

Extracting rules from description fields is challenging due to the many ways in which con-
cepts can be expressed in natural language. For instance, the fact that the maximum value
of a parameter is 50 can be stated as “the maximum value is 507, “the value is up to 507,
“the value can’t be larger than 50”, and so on. Similarly, inter-parameter dependencies
can be described in many ways, such as “you must also set X” or “X must also be speci-
fied” [106]. Therefore, simple pattern-based approaches tend to be ineffective, as this eval-
uation comparing NLP2REST against one such technique [14] shows (§subsection 4.4.3).
I instead propose a more flexible approach that leverages a custom pre-trained NLP model
and constituency-parse-tree-based sentence analysis [136] and consists of three main parts:
vocabulary terms identification (§subsubsection 4.3.3), value and parameter name detec-

tion (§subsubsection 4.3.3), and rule generation (§subsubsection 4.3.3).

Vocabulary Terms Ildentification

This step analyzes the description field of each parameter to identify sentences that may
contain rules. To define this part of the technique, I first identified common linguistic
patterns used to describe rules and involving OpenAPI vocabulary terms based on the pre-

liminary study in §section 4.2 and the common patterns for inter-parameter dependencies
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described in [106]. From these linguistic patterns, I then identified search terms that, if
present, may indicate that the sentence contains the corresponding rule or OpenAPI vocab-
ulary term. This resulted in a total of 55 mappings. Although I do not show the mappings
here for space reasons, they are available in the artifact [131]. I would like to note that,
although these relations were derived from the manual analysis of the REST services in
Table 4.1, this evaluation was performed on a different set of services to avoid overfitting
and provide evidence of the generalizability of the results.

The use of a fixed set of search terms is limited because different words with sim-
ilar meanings could be used instead of a specific term. To address this problem, I use
word embeddings [134] to detect semantic similarity between words. Although many pre-
trained models are publicly available, they are trained using general data sources and may
not be ideal in the specific domain of OpenAPI documents. I therefore trained a cus-
tom Word2Vec model, restW2V, on parameter descriptions taken from numerous OpenAPI
documents. Specifically, I trained the model on 1,875,607 text sets taken from 4,064 REST
API specifications, using FastText [137], so as to create a custom model more suited to the
terminology and phrases commonly used in OpenAPI specifications.

Given the mappings I identified and restW2V, NLP2REST processes, using Algo-
rithm Algorithm 1, each sentence in each description of each parameter in the OpenAPI
specification of the SUT. The algorithm takes as input a sentence s, a set of vocabulary
terms, and a map (sentencesTermsMap) that associates sentences with the vocabulary
terms. In this context, the set of vocabulary terms used is the complete set of OpenAPI vo-
cabulary terms. The outer loop (1oop1) iterates over all the possible OpenAPI vocabulary
terms. For each vocabulary term vt, it first extracts the relevant search terms associated
with that term (line 3) and then iterates over each word w in s (1oop2) and search term
st (Loop3). If the cosine similarity (according to restW2V) of w and st is 0.7 or greater
(line 7), the algorithm adds s and vt to the map provided as input (line 8) and continues

with the next vocabulary term (line 9). When all the sentences have been processed by
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() Sentence constituent (_"_"_) Part-of-Speech tag ... : Sentence word

Figure 4.3: An example of a constituency parse tree.

the algorithm, sentencesT'ermsM ap contains a map from each sentence to any OpenAPI
vocabulary term related to that sentence.

Intuitively, this step identifies all the sentences that describe something related to an
OpenAPI vocabulary term, such as a keyword, and that may therefore contain a rule.
For instance, for the sentence “A language code like ‘en-US’, ‘de-DE’, ‘fr’ or ‘auto’™
from Figure 4.1(a), Algorithm Algorithm 1 would detect the search terms 1like, which
is associated with the OpenAPI vocabulary term example [131], and would therefore
map that sentence to such term. In the next section (§subsubsection 4.3.3), I describe
how NLP2REST would then identify, in that same sentence, values en-US, de-DE, fr

and auto. These values, together with keyword example would define the possible rule

“examples: {l:en-US, 2:de-DE, 3:fr, 4:auto}”.

Value and Parameter Name Detection

The NLP-based Rule Extraction module employs two strategies to detect the values asso-

ciated with the previously identified OpenAPI vocabulary terms in a sentence. First, it uses
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Algorithm 2 Value detection

1: procedure VALUEDETECTION(sentence)
2 values < ()
3 stopwords <— GetStopwords() > Load NLTK based stopwords
4 regex Values < RegularExpDetection(sentence) > First try detection using regular expressions
5: if regex Values = () then > If no values detected using regular expressions
6 tree — sentence.getConstituencyParseTree()
7 constituents < tree.getConstituents(NP)
8 pos «— tree.getPoS(NOUN, NUM)
9: for node in constituents do
10: leafNodes < node.getLeaves()
11: childPos < [child.getPoS()forchildinnode.getChildren()]
12: if .’ is in childPos then
13: commaSets < node.getCommaSeparatedSets()
14: for set in commaSets do
15: if set # ’and’ and set # ’or’ then
16: values < values U set
17: end if
18: end for
19: else
20: for leaf in leafNodes do
21: if leaf. getParent() € pos then
22: values < values U leaf
23: end if
24: end for
25: end if
26: end for
27: else
28: values < regexValues > If values were detected using regular expressions, use them
29: end if
30: values < values — stopwords > Filter out stopwords
31: return values

32: end procedure

regular expressions to parse enumerated or quoted strings. If this approach does not yield
results, it leverages the constituency parse tree [138] as a fallback method.

The constituency parse tree represents the grammatical structure of a sentence in tree
format. This method utilizes part-of-speech (PoS) tagging and sentence constituents for
its operation. PoS tagging categorizes each word in a sentence into its grammatical func-
tion (e.g., noun, verb, adjective, adverb), while sentence constituents refer to the structural
components of a sentence, such as phrases or clauses. For instance, Figure 4.3 illustrates
the constituency parse tree for the sentence “For example, en-US.”, a simplified version

of a sentence in Figure 4.1(a). Each terminal node in the tree corresponds to a word in
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the sentence, its parent node is a PoS tag, and its other ancestor nodes correspond to its
constituent nodes.

This preliminary work suggests that enumerated or quoted strings frequently contain
critical values in OpenAPI descriptions. Hence, I introduced a regular expression-based de-
tector to directly extract such values. Currently, the detector recognizes enumerated strings

b

starting with ”- ” or ”* ”, and quoted strings using double quotes (), single quotes (’),
backticks (), along with bold strings wrapped in asterisks (*). I intend to further enhance
the regular expression detection capabilities to accommodate more markdown features in
future work.

NLP2REST employs Algorithm Algorithm 2 to detect values in a sentence via regular-
expression and constituency-parse-tree analyses. The algorithm first initializes a set of
stopwords, which are derived from NLTK [139] and supplemented with OpenAPI-specific
vocabulary terms (line 3). It then attempts to detect values using regular expressions (line 4)
and saves them if successful (line 28). Conversely, if no values are detected using regular
expressions, the algorithm analyzes the constituency parse tree for the sentence to identify
all the NP (noun phrase) constituents (lines 6-7). A noun phrase is a group of words that
function as a single unit within a sentence and include a noun. If a noun phrase contains
commas, the algorithm assumes that these commas separate different sets of words, each
of which could potentially represent a value. It then extracts these comma-separated sets
and considers each set as a potential value (lines 13—18). If a comma is not present within
the noun phrase, the algorithm identifies all the words whose PoS tag corresponds to a
noun or a number as potential values (lines 20-24). The algorithm then filters out any
stopwords from the detected values (line 30) and returns the remaining values as the final
result (line 31).

In addition to identifying relevant values, NLP2REST also needs to pinpoint parameter
names within sentences, which is crucial for detecting dependencies between different pa-

rameters. To accomplish this task, NLP2REST employs the Inter-Parameter Dependency
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Algorithm 3 Inter-parameter dependency parser

1:
2
3:
4

9:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:

procedure IPDPARSER(sentence, operation)

tree < sentence.getConstituencyParseTree()
sbar_node < tree.getConstituents(SBAR) > Subtree node representing a subordinate clause
main_node < tree.getConstituents(S) — sbar_node > Subtree node representing a sentence without

subordinate clauses

main < main_node.getLeavesAsSentence()
sbar < sbar_node.getLeavesAsSentence()
main_voc < (), main_param < (), main_val < )
sbar_voc < (), sbar_param < (), sbar_val < ()
IPDTerms < subset of OpenAPI vocabulary terms relevant for IPDs
sentencesTermsMap < ()
SEARCHTERMDETECTION (main, IPDTerms, sentencesTermsMap)
main_voc < sentences TermsMap[main]
sentencesTermsMap < ()
SEARCHTERMDETECTION(sbar, IPDTerms, sentencesTermsMap)
sbar_voc < sentencesTermsMap[sbar]
for pmin operation.getParameters do
for word in main do
if COSINESIMILARITY (word, pm) > 0.7 then
main_param <— main_param U pm
end if
end for
for word in sbar do
if COSINESIMILARITY (word, pm) > 0.7 then
sbar_param <— sbar_param U pm
end if
end for
end for
ExampleTerms <— relevant terms for Parameter example (see §section 4.2)
sentencesTermsMap < ()
SEARCHTERMDETECTION (main, ExampleTerms, sentences TermsMap)
if sentencesTermsMap[main] # () then > There is a match
main_val <~ VALUEDETECTION (main)
end if
sentencesTermsMap < ()
SEARCHTERMDETECTION(sbar, ExampleTerms, sentencesTermsMap)
if sentencesTermsMap([sbar] # () then > There is a match
sbar_val <~ VALUEDETECTION (sbar)
end if
return (main_voc, main_param, main_val, sbar_voc, sbar_param, sbar_val)

40: end procedure
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Parser (IPDParser), as outlined in Algorithm Algorithm 3. This algorithm takes as input
a sentence and its corresponding operation (i.e., the operation that contains the parame-
ter described within that sentence). Utilizing Algorithms Algorithm 1 and Algorithm 2,
IPDParser extracts inter-parameter constraints, parameter names, and values from the main
and subordinate clauses of the sentence. To do so, it first generates a constituency parse tree
for the given sentence and extracts the main subordinate clauses from this tree (lines 2-6),
which forms the foundation for the extraction process. (Note that, for simplicity, the current
version of IPDParser in Algorithm Algorithm 3 does not handle multiple main or subordi-
nate clauses.)

Next, IPDParser populates the sets of relevant vocabulary terms, parameter names,
and values from both the main and subordinate clauses. It selects a set of OpenAPI vo-
cabulary terms that are pertinent to inter-parameter dependencies [106] and applies the
SearchTermDetection algorithm to identify these terms within the main and subordi-
nate clauses (lines 9-15). The algorithm then enters a loop (lines 16-27), in which it
inspects each parameter name from the input operation, searching for corresponding terms
in the main and subordinate clauses. This matching process uses cosine similarity based on
restW2V, similarly to Algorithm Algorithm 1. Subsequently, the algorithm selects a set of
terms that are relevant for parameter example rules (line 28, also see §section 4.2). It again
leverages the SearchTermDetection algorithm to identify these terms within the main
(lines 29-30) and subordinate (lines 34-35) clauses. When a match is found, it utilizes the
ValueDetection algorithm to pinpoint corresponding values for the main (line 32) and
subordinate (line 37) clauses.

Finally, IPDParser returns a tuple that encapsulates the identified relevant terms, pa-
rameters, and values for both the main and subordinate clauses (line 39), and which is used

to identify inter-parameter dependencies within the given sentence.
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Rule Generation

The final step of NLP-based Rule Extraction involves generating OpenAPI-compliant rules
based on the information computed in the previous steps. Rule generation is performed in a
syntax-driven manner for each vocabulary term identified in each description. For example,
consider the description in lines 21-22 of Figure 4.1(a). The search term detection step
would match the word “like” with the vocabulary term examples [131], and the value-
detection step would discover the values en-US, de-DE, fr, and auto. This information
would then be combined in the format conforming to the syntax of the examples keyword:
“examples: {l:en-US, 2:de-DE, 3:fr, 4:auto}”.

For inter-parameter dependencies, IPDParser identifies inter-parameter dependency
terms, parameter names, and values for both the subordinate and main clauses, as described
above. Rules would then be generated for each clause, separately, again in a syntax-driven
way. For example, for the description in line 11 of Figure 4.1(a), the vocabulary term “or”
and parameter names “text” and “data” would be identified in the main clause, from which
a rule would be created as Or (text, data). In the presence of a subordinate clause, and
inter-parameter dependencies within it, rules would be generated for both the subordinate

and the main clauses and would then be concatenated using the Requires dependency.

4.3.4 Rule Validation

The NLP-based rule extractor may generate spurious or incorrect rules due to various fac-
tors, including ambiguity in natural-language descriptions, limitations of NLP-based rule
inference, or mismatches between the API specification and its implementation. To address
these issues, the NLP2REST framework includes a Rule Validation step, which is essential
for ensuring the accuracy and relevance of the derived rules.

Rule Validation consists of a static-pruning phase, where incompatible rule combi-
nations are discarded through static analysis, and a dynamic-checking phase, where rule

combinations are validated dynamically. This process involves submitting requests to a
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deployed API instance and analyzing the HTTP responses. It is inherently combinatorial,
requiring the evaluation of 2" combinations of rules in the worst-case scenario, where n is
the number of rules to validate. Each API operation is examined in detail, considering all
associated rules, both for individual parameters and inter-parameter dependencies.

To enhance the practical applicability of this methodology, my colleague Davide Cor-
radini, the author of RestTestGen [8], defined the tasks for the validation process. Subse-
quently, I developed a Python script tailored for validating rules within the specific context
of the benchmark services. This script performs targeted validations that confirm the effi-
cacy of the rule extraction and pruning methods in controlled environments. Additionally,
to generalize the validation process across diverse API scenarios, Davide utilized RestTest-
Gen, his mature REST API testing tool. This extension allowed me to conduct a more
comprehensive evaluation of the NLP2REST framework’s capabilities by testing a broader

range of services beyond the initial benchmark.

Static Pruning

Given a set of rules associated with an API operation, the static-pruning phase discards
syntactically incompatible rule combinations. These are combinations where at least one
rule conflicts with the OpenAPI specification. For example, if the OpenAPI specification
indicates that a parameter is of type number, but a rule suggests a value of type string, the
rule is considered incompatible and discarded.

To enforce this, Davide Corradini defined a set of rule compatibility policies derived
from the OpenAPI standard and its extensions. If all the rules within a combination comply
with these policies, I consider the combination syntactically compatible. Due to space
constraints, only a subset of these policies is provided here; the full set is available in the

artifact [131].

* If a parameter is required (required: true), the same parameter cannot appear in

the inter-parameter dependency rules Or, OnlyOne, ZeroOrOne, or A110rNone, as
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these rules would imply that the parameter is not actually required.

* A maximum: a rule is allowed only for numeric parameters and only if, for the pa-

rameter in question, there are no minimum: b rules such that b > a.

* Rule exclusiveMaximum: true is only allowed if the parameter is numeric and a

maximum value is defined for the parameter.

* Example, enum, and default values must match the type defined for the parameter.

When an incompatibility in a combination is identified, this step discards all other com-

binations that contain the same incompatible rules. This pruning reduces the number of

combinations to check, significantly improving the overall efficiency of the static pruning

process.

Dynamic Checking

Dynamic checking tries to verify the validity of rule combinations by interacting with a

deployed instance of the REST API. In general, each rule can be:

correct and necessary to drive test generation to a successful request (e.g., a correct enum

value);

incorrect without causing the request to fail (e.g., a required parameter that is not actually

required in the implementation);

incorrect causing the request to fail (e.g., a wrong enum value).

Using different combinations of rules, starting from the largest one, will eventually

allow the technique to identify a maximal combination that (1) includes all the rules nec-

essary to generate a valid request (i.e., 2XX response code), and (2) does not contain any

of the rules that cause the request to fail (4XX response code). Note that this step currently
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does not consider server error responses (5XX) as successful for rule validation purposes—
in this experience, a server error might occur during the processing of a request and hide
a subsequent 4XX response that would occur had the processing of the request been com-
pleted. It is worth noting, however, that there is a tension between eliminating these cases
and possibly discarding valid rule combinations that may lead to the identification of actual
failures in the services under test. For each combination of rules, this approach generates
a request that considers all of its rules, along with the rules in the original specification.
When a request is valid, NLP2REST classifies the rules in the current combination as po-
tentially valid, indicating that the combination may contain both correct rules and incorrect
rules that do not cause the request to fail. Rules are further checked, and possibly fixed, in

the subsequent fine-tuning phase.

Fine tuning Fine tuning is meant to further assess the validity of rules. Consider, for
instance, an API operation that accepts a non-mandatory parameter p and an incorrectly
extracted required: true rule for that parameter. This rule is semantically incorrect, but
would not cause the request to fail with a 4XX return code. Therefore, the rule would not
be discarded during the above described dynamic checking and would be considered as
potentially valid.

Fine tuning implements a strategy that replays the successful requests identified in the
previous phase while applying a series of mutations, so as to further validate the each
potentially valid rule. Different types of rules are validated with different strategies, and
fine-tuning provides a precise validation strategy for 22 out of the 26 rule types supported
by NLP-based Rule Extraction. For example, to validate rules of type required, the
request is replayed twice, with and without the required parameter. If the request without
the parameter is also successful, it is discarded. For another example, to validate i f-then
rules, the request is replayed twice, once applying the predicate and once applying its

negation. If the former request is successful and the latter is rejected, the rule is confirmed
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as valid.

In addition to validating rules, fine tuning can also attempt to repair inter-parameter
dependency rules Or, OnlyOne, A110rNone, and ZeroOrOne. Consider, for instance, the
Or (text, data) rule extracted from the specification of LanguageTool in Figure 4.1(a).
During fine tuning, the successful request obtained in the previous step is mutated and
replayed four times: (1) with both text and data parameters; (2) with the text parameter
only; (3) with the data parameter only; and (4) with neither text nor data. Based on
the status codes of the responses obtained in the four cases, fine tuning computes a new
rule that better complies with the API implementation. In this particular case, the new rule
would be OnlyOne (text, data) because requests (2) and (3) are accepted by the API,
while requests (1) and (4) result in errors. In particular, the rejection of request (1) indicates
that the two parameters cannot be used simultaneously, contrary to what an Or rule states.

In summary, this approach considers as validated those rules that belong to a com-
bination not discarded by static pruning, for which dynamic checking could generate a
successful request, and that could be successfully processed by fine tuning. These rules are

included in the enhanced OpenAPI specification.

4.4 Evaluation

In this section, I present an empirical evaluation of NLP2REST. Specifically, I assess the
effectiveness of NLP-based Rule Extraction and Rule Validation, compare this approach
with RestCT [130] (a related tool that performs pattern-matching-based rule extraction
from OpenAPI specifications), and investigate how enhanced specifications generated by
NLP2REST can help in improving the performance of state-of-the-art REST API testing

tools.

4.4.1 Research Questions

I formulated the following research questions for the evaluation:
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Table 4.2: Effectiveness of NLP-based Rule Extraction and Rule Validation.

No. of Rules in NLP-based Rule Extraction Rule Validation
REST Service Ground Truth | TP ‘ FP ‘ FN ‘ Precision ‘ Recall ‘ F; TP ‘ FP ‘ FN ‘ Precision ‘ Recall ‘ F;
FDIC 45 42 | 36 | 3 54% 93% | 68% | 42 | 25| 3 | 63% (+16%) 93% (-) 75% (+10%)
Genome Nexus 81 79 3 2 96% 98% | 97% | 19 | 3 2 96% (-) 98% (-) 97% (-)
LanguageTool 20 20| 12 | O 63% 100% | 77% | 18 | 2 2 | 90% (+44%) | 90% (-10%) | 90% (+17%)
OCVN 17 15 2 2 88% 88% | 88% | 13 | 1 4 93% (+5%) | 76% (-13%) | 84% (-5%)
OhSome 14 13 | 66 1 16% 93% | 28% | 12 | 11 | 2 | 52% (+217%) | 80% (-14%) | 63% (+126%)
OMDb 2 2 0 0 100% 100% | 100% | 2 0 0 100% (-) 100% (-) 100% (-)
REST Countries 32 28 1 4 97% 88% | 92% | 28 | 0 | 4 100% (+4%) 88% (-) 93% (+2%)
Spotify 88 83 | 68 | 5 55% 9% | 69% | 82 |28 | 6 | 75% (+36%) | 93% (-1%) | 83% (+19%)
YouTube Mock 34 30 | 126 | 4 19% 88% | 32% | 28 | 9 6 | 76% (+294%) | 82% (-1%) | 19% (+150%)
Total ‘ 333 ‘ 312 ‘ 314 ‘ 21 ‘ 50% ‘ 94% ‘ 65% ‘ 304 ‘ 79 ‘ 29 ‘ 79% (+58%) ‘ 91% (-3%) ‘ 85% (+31%)

RQ1: How effective is NLP-based Rule Extraction in inferring rules from natural-

language descriptions in OpenAPI specifications?
RQ2: How effective is Rule Validation in pruning incorrect rules?
RQ3: How does NLP2REST compare with related NLP-based rule-extraction tools?

RQ4: Can the enhanced specification generated by NLP2REST improve the performance
of REST API testing tools?

To answer RQI, I compared the rules inferred by NLP-based Rule Extraction against a
manually created ground truth and computed true positives, false positives, false negatives,
precision, recall, and F; score. The ground truth was created by four graduate students with
expertise in REST API specifications. These students were not privy to the rules identified
in this preliminary experiment (§section 4.2). Instead, I provided them with documentation
of the OpenAPI syntax and the OpenAPI specifications, and instructed them to infer rules
from descriptions. I did not impose any other restrictions on their interpretation. The
students worked independently and compared their results, resolving any discrepancies
through discussion until they reached a consensus.

To answer RQ2, I compared the validated rules against the ground truth, computing the
same metrics that I used for RQI.

To answer RQ3, I compared NLP2REST with RestCT [130], a test generation tool

that uses pattern matching to extract inter-parameter dependencies from text descriptions.
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Specifically, I compared the tools in terms of the number of correct rules extracted.

To answer RQ4, I compared the performance of state-of-the-art REST API testing tools
in two settings: (1) the tools take as input the original OpenAPI specification, and (2)
the tools take as input the enhanced OpenAPI specification generated by NLP2REST. To
measure tool performance, I used line, branch, and method coverage achieved, and the
frequency of successful (2XX), client error (4XX), and server error (5XX) status codes.
I expected the enhanced specifications generated by NLP2REST to help the testing tools
generate a higher number of successful requests (2XX status codes) and a higher number
of requests that trigger server errors (5XX status codes), while generating fewer invalid
requests (4XX status codes). Consequently, I expected the testing tools to achieve higher
code-coverage and fault-detection rates (the latter indicated by the number of server errors

triggered).

4.4.2 Experiment Setup

REST API Benchmark

To build the evaluation benchmark, I started with the services used in two recent empir-
ical studies in the area: the first one evaluating online testing of REST APIs [140], and
the second one comparing automated REST API testing tools [141]. To the best of my
knowledge, the first study includes the largest number of commercial REST APIs in the
literature, whereas the second one contains the largest number of open-source REST APIs,
with 33 REST services in total.

I put this set of services through a filtering process. The goal was to focus on industrial-
sized services, as current testing tools are already very effective on small services but tend
to struggle with larger ones [141]. Following the approach of Martin-Lopez, Segura, and
Ruiz-Cortés [140], I consider a service to be industrial-sized if its source code consists of
more than 10,000 lines of code (LoC). Therefore, I excluded from the benchmark services

with less than 10k LoC. I also excluded services that I had used to build the NLP model
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for NLP2REST, so as to avoid potential overfitting. This filtering resulted in a benchmark
of 12 services. I then tested each service using each REST API testing tool considered
(§subsubsection 4.4.2) for one hour to check for any execution problems. Unfortunately, I
found that one service, Amadeus v2, had an authentication issue. I contacted the Amadeus
developers, who informed me that they were in the process of fixing the issue; however,
the fix was not available at the time of this experimentation. Additionally, three services—
DHL, Marvel, and YouTube—implement rate limiting (i.e., they limited the number of
allowed requests per hour), which caused more than half of the requests in this testing
sessions to be blocked. I therefore had to exclude DHL and Marvel and replaced YouTube
with YouTube Mock (a locally-hosted version of the YouTube service included in one of
the benchmark I considered [140]).

After this process, the final benchmark consisted of nine REST services: Federal
Deposit Insurance Corporation (FDIC), LanguageTool, OhSome, Open Movie Database

(OMDb), REST Countries, Genome Nexus, OCVN, Spotify, and YouTube Mock.

REST API Testing Tools

To select the tools for this study, I evaluated state-of-the-art black-box testing tools for
REST APIs that generate tests based on OpenAPI specifications. Specifically, I first se-
lected the top seven performers from the tools I studied in the previous work [141]. I then
considered two additional tools, Morest [142] and RestCT [130], which were developed
recently. However, I had to exclude RestCT [130] due to compatibility issues with most of
the APIs in the benchmark. (I notified the developers of RestCT about these issues; unfortu-
nately, they were still in the process of addressing them at the time of this experimentation,
so I could not include the tool.) The final set of eight tools includes EvoMasterBB [45],
bBOXRT [143], Morest [142], ResTest [11], RESTIer [9], RestTestGen [8], Schemathe-
sis [13], and Tcases [16].
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Experiment Procedure

I ran the experiments using the cloud computing service provided by Google Cloud. In
particular, I used ten e2-standard-4 machines running Ubuntu 20.04. Each machine had 24
2.2GHz Intel-Xeon processors and 128 GB of RAM.

I ran the testing tools with a time budget of one hour. This choice was based on the ex-
perience in previous work [141], which showed that the code coverage achieved by fuzzers
tends to plateau within one hour. To account for randomness, I repeated the experiments 10
times and collected average metrics across the 10 runs, resulting in 10 hours of execution
per testing tool for each service.

To collect code coverage information, I used JaCoCo [114], which allowed me to in-
strument the service code. I could measure coverage for only the four open-source services
in the benchmark (Genome Nexus, LanguageTool, OCVN, and YouTube Mock); for the

remaining services, source code is unavailable for instrumentation.

4.4.3 Experiment Results

RQI: Effectiveness of NLP-based Rule Extraction

Table 4.2 presents the results for RQ1. In the table, Column 2 shows the number of rules
in the ground truth for each service. Columns 3-8 present data on the accuracy of NLP-
based Rule Extraction: the number of rules extracted correctly (true positives or TP), the
number of erroneous rules extracted (false positives or FP), the number of rules missed
(false negatives or FN), and the aggregate metrics (precision, recall, and F; score).

The results demonstrate that NLP-based Rule Extraction is effective in extracting rules
from the human-readable part of OpenAPI specifications, with an overall recall of 94%
(i.e., missing only 21 of the 338 rules in the ground truth). This high recall rate is fairly
consistent across services, ranging from a minimum of 88% (for YouTube Mock) to a

maximum of 100% (for LanguageTool and OMDD).
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The precision results were not as good, with approximately half of the 626 extracted
rules being false positives (i.e., 50% precision on average, across services). However, for
four of the services (Genome Nexus, OCVN, OMDb, and REST Countries), the technique
achieved high precision (96%, 88%, 100%, and 97%, respectively). Most importantly, as
I also discuss in §subsubsection 4.4.3, the technique is designed to (1) initially achieve
high recall, possibly at the cost of low precision, and (2) improve precision by aggressively
filtering the initial set of rules.

I discuss two examples of false positives and false negatives in the rules computed by
NLP-based Rule Extraction. The first example is a false positive for the OhSome ser-
vice, whose GET /elements/area operation has a parameter called filter. By ana-
lyzing the parameter description “Combines several attributive filters, e.g. OSM type, the
geometry (simple feature) type, as well as the OSM tag; no default value”, NLP-based
Rule Extraction identifies “OSM” as an example value for the parameter, creating the rule
“example: 0SM”. This is incorrect because “OSM” is an acronym for OpenStreetMap; that
is, the parameter description is not providing literal examples for the OSM attributes that
could be provided as filters, so no actual example can be extracted from the description. To
address such cases, NLP-based Rule Extraction would have to leverage additional sources
of domain-specific information. For instance, in this case, the OpenAPI specification of
graphhopper.com contains relevant example values for OSM types (e.g., “node”, “way”,
and “relation”).

The second example is a false negative for the FDIC service. The GET /institutions
operation has a parameter sort_order with description “Indicator if ascending (ASC) or
descending (DESC)”. NLP-based Rule Extraction failed to identify “ASC” or “DESC” as
example values. The reason is that the search terms used for vocabulary terms identification
were inadequate for detecting this sentence as potentially containing a parameter-example
rule. This limitation could be addressed in different ways, such as expanding the set of

search terms used for vocabulary terms identification and/or fine-tuning the restW2V model
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graphhopper.com

with a larger training dataset.

I N

NLP-based Rule Extraction effectively infers rules from OpenAPI specifications with
high recall (88%—100%, 94% on average). However, its precision is lower and varies
more across services (16%—-100%, 50% on average), supporting the need of a vali-

dation phase to reduce false positives.

RQ?2: Effectiveness of Rule Validation

Columns 8—14 of Table 4.2 present data on the effectiveness of Rule Validation in terms
of the six metrics computed on the validated rules. For precision, recall, and F; score the
table also shows, in parentheses, the percentage difference from the corresponding scores
before validation.

Overall, the data show that Rule Validation is effective in improving the accuracy of
NLP2REST. Across services, Rule Validation filtered out 235 of the 314 false positives,
causing the precision to increase from 50% to 79%—a 58% improvement. Moreover, this
was accompanied by only a small reduction in recall from 94% to 91% (i.e., 9 additional
false negatives). It is worth noting that the decrease in recall occurs mostly due to in-
consistencies between OpenAPI specifications and API implementations. In general, the
validation phase results in an enhanced specification that is more aligned with the service
implementation and is, therefore, more helpful to test generators in crafting successful re-
quests.

It is worth mentioning that, although rule validation is effective in improving the preci-
sion of rule extraction, the effective of its dynamic part is limited when Rule Validation fails
to produce successful requests. Consider, for instance, the incorrect rule example: OSM
inferred by NLP-based Rule Extraction for the OhSome service. Rule Validation was
unable to remove this incorrect rule because it failed to generate a valid request for the

GET /elements/area operation, which contained the parameter.
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Table 4.3: Improvement in performance of the testing tools considered when fed with en-
hanced specifications, compared to their baseline performance with original specifications.

Freq. of 2XX Freq. of 4XX Freq. of 5XX
Tool Name Original Enhanced Original Enhanced Original Enhanced
bBOXRT 11.5%  20.6% (+79%) | 87.4% 77.9% (-11%) | 1.1% 1.6% (+36%)
EvoMaster 143%  21.5% (+50%) | 67.2% 54.5% (-23%) | 18.5%  24.0% (+30%)
Morest 5.5% 8.3% (+51%) 734%  72.8% (-1%) | 21.1%  18.9% (-10%)
RESTest 552%  61.6% (+12%) | 34.2% 29.6% (-13%) | 10.6% 8.9% (-17%)
RESTler 14.6% 11.3% (-23%) | 504%  47.3% (-6%) | 35.0% 41.4% (+18%)
RestTestGen | 292%  32.1% (+10%) | 68.4%  67.8% (-1%) 2.5% 0.1% (-96%)
Schemathesis | 31.2%  36.9% (+18%) | 52.5%  49.8% (-5%) | 16.3% 13.3 (-18%)
Tcases 125%  17.7% (+42%) | 46.0%  47.9% (-4%) | 41.5%  40.8% (-2%)
Average 21.8% 26.2% (+20%) ‘ 59.9% 56.0% (-7%) ‘ 183% 18.6% (+2%)
bBOXRT Morest RESTest RESTler RestTestGen Schemathe Tcases

&é@%}@?@?@%iiﬂ%%@@#f fﬁﬁﬂ % gl Hﬂ

==
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Figure 4.4: Comparison of branch, line, and method coverage results for original (Org) and
enhanced (Enh) specifications.

Rule Validation eliminates “75% of the false positives (235 out of 314), increasing

precision by 58% (from 50% to 79%), while only causing a 3% decrease in recall.

RQ3: Comparison with State-of-the-art NLP-based Rule Extractors

I compared NLP2REST with RestCT, a REST API test generation tool that uses pattern
matching to extract inter-parameter dependencies from text descriptions. Note that, due to
compatibility issues with most of the evaluated REST APIs, RestCT was excluded from
the RQ4-related experiment. However, these issues did not involve RestCT’s NLP module
for inter-parameter dependencies detection, so I was able to use it to investigate RQ3.

I compared NLP2REST with RestCT’s NLP module by running both of them on the
nine services in the benchmark and counting the number of inter-parameter dependency
rules each tool detected. Because RestCT is based on pattern-matching alone, it was unable

to identify any inter-parameter dependencies in the benchmark. In contrast, NLP2REST
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uses constituency parse tree analysis to perform a more flexible matching, which allowed

it to identify 15 out of the 19 inter-parameter dependencies in the benchmark.

s N

NLP2REST is more effective than RestCT, a state-of-the-art NLP-based approach
for OpenAPI rule extraction; NLP2REST was able to identify 15 out of 19 inter-

parameter dependencies, whereas RestCT was unable to identify any.

RQ4: Improving Testing Tools Performance

Table 4.3 and Figure 4.4 present data on how the REST API testing tools perform when
provided with the original and the enhanced OpenAPI specifications: Table 4.3 shows the
frequency of status codes obtained, whereas Figure 4.4 shows the line, branch, and method
coverage achieved. (As mentioned earlier, I performed coverage measurement only for the
four open-source services in the benchmark.)

Table 4.3 shows, for each tool and the original and enhanced specifications, the ratio
of the number of successful requests to the total number of requests sent (Freq. of 2XX),
the ratio of the number of rejected requests to the total number of requests sent (Freq.
of 4XX), and the ratio of requests triggering server errors to the total number of requests
sent (Freq. of 5XX). The results show that, on average, enhanced specifications helped
increase the rate of successful requests considerably (+20%) and server error responses
slightly (+2%). They also helped decrease the rate of rejected requests moderately (-7%).
For 5XX responses, I also computed the number of unique responses returned by the API.
On average, the number of unique server errors increased by 4%, from 56.8 to 59. I note
that the limited increase in the number of errors generated is partly due to the way in which
the dynamic checking phase treats server error responses (5XX), which I plan to revisit in
future work, as I discussed in §subsubsection 4.3.4.

Figure 4.4 depicts the comparison of branch, line, and method coverage achieved by

each testing tool using the original (Orig) and enhanced (Enh) specifications. The figure is
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divided into subplots, one for each tool, where each subplot compares the original and en-
hanced specifications for the three coverage types. The data is presented in the form of box
plots that show the four quartiles along with the minimum, maximum, and outlier values.
The mean value is shown as a (black) square marker, whereas the median value is depicted
with a (orange) line. The results illustrate that the NLP2REST-enhanced specifications led
to a significant improvement in coverage across all the tools considered, with average im-
provements of 103% (from 11.35% to 23.10%) for branch coverage, 50% (from 24.96% to
37.52%) for line coverage, and 52% (from 22.13% to 33.54%) for method coverage.
Overall, these results demonstrate the usefulness of the enhanced specifications gener-
ated by NLP2REST in improving the performance of REST API testing tools. The increase
in both the number of successful requests and code coverage suggest that the rules gener-
ated by NLP2REST can have a significant impact on the performance of test generation

tools.

Theenhanced specifications generated by NLP2REST significantly improve the per-
formance of REST API testing tools, helping them (1) generate a larger number of
successful requests (+20%) and fewer bad requests (-7%), (2) trigger more unique
server responses (+4%), and (3) achieve higher branch (+103%), method (+52%),

and line (+50%) coverage.

4.4.4 'Threats to Validity

Like all empirical evaluations, this study may suffer from external and internal threats to

validity.

External Validity

The main threat to external validity for this evaluation is that the services and testing tools

I considered might not be representative, and the results may therefore not generalize. To
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mitigate this threat, I selected nine services based on two existing comprehensive studies
on REST API testing, one focusing on commercial REST APIs [140] and the other on
open-source REST APIs [141]. Furthermore, I selected eight testing tools based on the
results presented in [141] and more recent publications. Additionally, the settings used for
the testing tools and RESTful services might also not be optimal. However, I attempted to
minimize the impact of hardware and software configurations on the results by using the
same settings as a previous study [141] and default settings for all RESTful services during

the experiments.

Internal Validity

A first internal threat to the validity of this evaluation is that the training set for the restW2V
model might not be representative, which could impact the accuracy of the model. To
mitigate this threat, I tried to make the training dataset as large and diverse as possible by
using 1,875,607 text sets taken from 4,064 REST API specifications.

Another possible internal threat is the manual creation of the ground truth, as the indi-
vidual interpretation of the specifications by the students involved could have affected the
results. To address this, the students were asked to reach a consensus on any discrepancies,
and they were not made aware of the specific rules elicited in this preliminary experiment,
thus reducing the risk of bias.

Lastly, the experiment results reported in this chapter might also be influenced by errors
in the implementation of the NLP2REST technique. To address this threat, I thoroughly
examined and tested the code and made it publicly accessible to allow for review (as well

as extensions) by others.

4.5 Conclusion

I presented NLP2REST, a novel approach that (1) extracts information from the human-

readable parts of OpenAPI specifications, (2) uses the extracted information to enhance the
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specifications, and (3) feeds the enhanced specification to (specification-based) REST API
testing tools to improve their performance. The empirical evaluation show that NLP2REST
is effective and accurate in generating enhanced specifications and that these enhanced
specifications can indeed benefit testing tools by allowing them to generate larger numbers

of valid requests, trigger more unique server responses, and achieve higher coverage.
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CHAPTER §
LEVERAGING LARGE LANGUAGE MODELS TO IMPROVE REST API
TESTING

5.1 Introduction

This chapter introduces RestGPT, a new approach that harnesses Large Language Models
(LLMs) to enhance REST API specifications by identifying constraints and generating rel-
evant parameter values. Given an OpenAPI Specification [6], the most popular REST API
specification language, ' RestGPT augments it by deriving constraints and example val-
ues. Existing approaches such as NLP2REST [144] require a validation process to improve
precision, which involves not just the extraction of constraints but also executing requests
against the APIs to dynamically check these constraints. Such a process demands signifi-
cant engineering effort and a deployed service instance, making it cumbersome and time-
consuming. In contrast, RestGPT achieves higher precision without requiring expensive
validation. Furthermore, unlike ARTE [50], RestGPT excels in understanding the context
of a parameter name based on an analysis of the parameter description, thus generating
more contextually relevant values.

The preliminary results demonstrate the significant advantage of this approach over
existing tools. Compared to NLP2REST without the validation module, this method im-
proves precision from 50% to 97%. Even when compared to NLP2REST equipped with
its validation module, this approach still increases precision from 79% to 97%. Addition-
ally, RestGPT successfully generates both syntactically and semantically valid inputs for
73% of the parameters over the analyzed services and their operations, a considerable im-

provement over ARTE, which could generate valid inputs for 17% of the parameters only.

'0OpenAPI specification, previously known as Swagger [7], is the most popular REST API specification
language; other specification languages include RAML [21] and API Blueprint [22].

82



/institutions:
get:
operationId: searchInstitutions
produces:
- application/json
parameters:
- name: filters
in: query
required: false
type: string
description: The filter for the bank search.
Examples:
* Filter by State name
‘STNAME : \"West Virginia\"‘
* Filter for any one of multiple State names
‘STNAME: (\"West Virginia\",\"Delaware\")"
- name: sort_order
in: query
required: false
type: string
description: Indicator if ascending (ASC) or descending (DESC)
responses:
200" :
description: successful operation
schema:
type: object

Figure 5.1: A part of FDIC Bank Data’s OpenAPI specification.

Given these encouraging results, I outline a number of research directions for leveraging
LLMs in other ways for further enhancing REST API testing. These findings demonstrate
the effectiveness of RestGPT and highlight the potential of leveraging LLMs for improving
REST API testing. To facilitate reproducibility and further exploration, all the code, data,

and results are made available in the artifact repository [RestGPTartifact].

5.2 Motivating Example

The OpenAPI specification for the Federal Deposit Insurance Corporation (FDIC) Bank
Data’s API, shown in Figure 5.1, serves to offer insights into banking data. Using this
example, I highlight the challenges in parameter value generation faced by current REST

API testing assistant tools and illustrate how RestGPT addresses these challenges.

1. Parameter filters: Although the description provides guidance on how the pa-
rameter should be used, ARTE’s dependency on DBPedia results in no relevant value

generation for filters. NLP2REST, with its keyword-driven extraction, identi-
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fies examples from the description, notably aided by the term “example”. Con-

sequently, patterns such as STNAME: "West Virginia" and STNAME: ("West

Virginia",

"Delaware") are accurately captured.

2. Parameter sort _order: Here, both tools exhibit limitations. ARTE, while query-

ing DBPedia, fetches unrelated values such as “List of colonial heads of Portuguese

Timor”, highlighting its contextual inadequacy. In the absence of identifiable key-

words, NLP2REST fails to identify “ASC” or “DESC” as potential values.

In contrast to these tools, RestGPT is much more effective: with a deeper seman-

tic understanding, RestGPT accurately discerned that the filters parameter was con-

textualized around state names tied to bank records, and generated test values such as

STNAME :

"New York").

"California"™ and multi-state filters such as STNAME :

("California",

Also, it successfully identifies the values “ASC” or “DESC” from the

description of the sort_order parameter. This example illustrates RestGPT’s superior

contextual understanding, which enable it to outperform the constrained or context-blind
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Table 5.1: Effectiveness of NLP2REST and RestGPT.

No. of Rules in

NLP2REST Without Validation Process NLP2REST With Validation Process RestGPT

REST Service | Ground Truth | TP | FP | FN | Precision | Recall | F; | TP | FP | FN | Precision | Recall | F; ‘ TP | FP | FN | Precision | Recall | F;

FDIC 45 42 136 | 3 54% 93% | 68% | 42 | 25| 3 63% 93% | 75% | 44 | O 1 100% 98% | 99%
Genome Nexus 81 79 3 2 96% 9B% | 97% | 79 | 3 2 96% B% | 97% | 75 | O 6 100% 93% | 96%
LanguageTool 20 2012 | 0 63% 100% | 77% | 18 | 2 2 90% 90% | 90% | 18 | O 3 100% 86% | 92%
OCVN 17 15 2 2 88% 88% | 88% | 13 1 4 93% 76% 84% | 15 | 2 1 88% 94% | 91%
OhSome 14 13 | 66 1 16% 93% | 28% | 12 | 11 | 2 52% 80% | 63% | 12 | 3 2 80% 86% 83%
OMDb 2 2 0 0 100% 100% | 100% | 2 0 0 100% 100% | 100% | 2 0 0 100% 100% | 100%
REST Countries 32 28 1 4 97% 88% | 92% | 28 | 0 4 100% 88% | 93% | 30 | O 2 100% 94% | 97%
Spotify 88 83 | 68 | 5 55% 9% | 69% | 82 | 28 | 6 75% 93% 83% | 86 | 2 4 98% 96% | 97%
YouTube 34 30 | 126 | 4 19% 88% | 32% | 28 | 9 6 76% 82% | 19% | 24 | 2 8 92% 75% 83%
Total | 333 [312|314] 21| 50% | 94% | 65% [304| 79|29 | 79% | 91% |85% |306| 9 | 27| 97% | 92% | 94%

methodologies of existing tools.

5.3 Approach

This section details the methodology for harnessing LLMs to enhance OpenAPI specifica-
tions, encompassing inputs, processes, and expected outputs as depicted in Figure 5.2.

Table 5.2: Accuracy of ARTE and RestGPT.

Service Name ARTE RestGPT

FDIC 25.35%  77.46%
Genome Nexus 9.21% 38.16%
Language-Tool 0% 82.98%

OCVN 3373%  39.76%
OhSome 4.88%  87.80%
OMDb 36.00%  96.00%
REST-Countries 29.66%  92.41%
Spotify 1479%  76.06%
Youtube 0% 65.33%
Average 16.93%  72.68%

5.3.1 Overview

As depicted in Figure 5.2, the RestGPT workflow begins with parsing input OpenAPI spec-
ifications. This step identifies each parameter’s machine-readable and human-readable sec-
tions. The human-readable section yields four critical types of constraints: operational
constraints, parameter constraints, parameter type and format, and parameter examples.
These classifications stem from the recent work [144] that can significantly enhance test-
ing tools’ ability. Rule Generator generate those four rules with a set of prompts. It uses

GPT-3.5 Turbo with its remarkable speed and performance as shown in a recent report[24].
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The incorporation of few-shot learning amplifies this benefit. By presenting the LLM with
succinct, contextually rich instructions and examples, few-shot prompts ensure that outputs
resonate with relevance and precision [25, 145]. Finally, using the generated rules and the
original Specification, REST GPT generates enhanced specification.

It is worth noting that unrelated outputs are mitigated through the incorporation of a
low temperature value of 0.2, purposeful prompt-design that addresses vague inputs, and a
refinement step where unexpected symbols and outputs are removed. Finally, these refined
rules are amalgamated with the machine-readable segment of the specification, ensuring
the resulting in a more comprehensive and enhanced specification.

Accurate rule extraction plays a pivotal role in enhancing API specifications. Crafting
precise prompts for few-shot learning becomes a linchpin in achieving this accuracy, given
the sensitivity of performance to prompt design [146]. Drawing upon best practices from
reputable learning materials [147, 148], the few-shot prompts are designed to ensure clarity
and accuracy in rule interpretation.

The Rule Generator is the core module of RestGPT, responsible for crafting prompts
that instruct the model on rule interpretation, and specifying the output formatting for future
parsing. Given the key role of precise prompts in few-shot learning [146], I have drawn
upon best practices on prompt crafting (e.g., [147, 148]). These guidelines serve as primary
instructions for the model, ensuring that the extracted rules are both accurate and relevant.
The cases provide specific scenarios and expected outputs to guide the model’s behavior
during rule extraction. The Grammar Highlights emphasize key operators that the model

should recognize and employ during rule generation.

5.3.2 Rule Generator

The Rule Generator is the core module of RestGPT, tasked with prompts that instruct the
model on rule interpretation and establishing guidelines to govern the form and content

of the outputs. The module guides the model to accurately identify and categorize rules,
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ensuring that the responses are not only accurate but also structured for seamless integration
in subsequent processes. Given the key role of precise prompts in few-shot learning [146],
I have drawn upon best practices on prompt crafting (e.g., [147, 148]).

To best instruct the model on rule interpretation and output formatting, the prompts are
designed around four core components: guidelines, cases, grammar highlights, and output

configurations.

1. Identify the parameter using its name and description.
2. Extract logical constraints from the parameter description, adhering strictly to the

provided format.

3. Interpret the description in the least constraining way.

The provided guidelines serve as the foundational instructions for the model, framing its
perspective and clarifying its primary objectives. Using the guidelines as a basis, RestGPT

can then proceed with more specific prompting.

Cases

Case 1: If the description is non-definitive about parameter requirements: Output

”None”.

Case 10: For complex relationships between parameters: Combine rules from the

grammar.

The implementation of cases in model prompting plays a pivotal role in directing the
model’s behaviour, ensuring that it adheres to precise criteria as depicted in the exam-
ple. Drawing inspiration from Chain-of-Thought prompting [39], I decompose rule extrac-
tion into specific, manageable pieces to mitigate ambiguity and, consequently, improve the

model’s processing abilities.
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OpenAPI Grammar Highlights
Relational Operators: °<’,’>’,'<=",">=","==""1 =’
Arithmetic Operators: "+, —’, ", /°

Dependency Operators: *AllOrNone’, *ZeroOrOne’, ...

The OpenAPI Grammar Highlights emphasize key operators and vocabulary that the
model should recognize and employ during rule extraction. By providing the model with a

fundamental context-specific language, RestGPT identifies rules within text.

Output Configurations

Example Parameter Constraint: min [minimum], max [maximum], default [de-
fault]
Example Parameter Format: type [type], items [item type], format [format], col-

lectionFormat [collectionFormat]

After guiding the model through the rule-extraction process via specific prompting, |
lastly define output formatting to compile the model’s findings into a simple structure for
subsequent processing. Additionally, the Rule Generator also oversees the value-generation
process, which is executed during the extraction of parameter example rules. The arti-

fact [RestGPTartifact] provides details of all the prompts and their corresponding results.

5.3.3 Specification Enhancement

The primary objective of RestGPT is to improve the effectiveness of REST API testing
tools. I accomplish this by producing enhanced OpenAPI specifications, augmented with
rules derived from the human-readable natural-language descriptions in conjunction with
the machine-readable OpenAPI keywords [149].

As illustrated in Figure 5.2, the Specification Parsing stage extracts the machine-

readable and human-readable components from the API specification. After rules from
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the natural language inputs have been identified by the Rule Generator, the Specification
Building phase begins. During this phase, the outputs from the model are processed and
combined with the machine-readable components, ensuring that there is no conflict be-
tween restrictions. For example, the resulting specification must have the style attribute
only if the data type is array or object. The final result is an enriched API specification
that contains constraints, examples, and rules extracted from the human-readable descrip-
tions, enabling the subsequent REST API testing tool to perform more robust and informed

testing.

5.4 Preliminary Results

To measure the effectiveness of RestGPT in REST API rule generation, I conduct a com-
parative analysis against two renowned works: NLP2REST [144] and ARTE [50]. This

section introduces the evaluation methodology and insights gained from this evaluation.

5.4.1 Evaluation Methodology

I collected nine RESTful services from the NLP2REST study. The motivation behind
this selection is the availability of a ground truth of extracted rules in the NLP2REST
work [144]. Having this data, I could easily compare this work with NLP2REST.

To establish a comprehensive benchmark, I incorporated a comparison with ARTE as
well. This approach was guided by the ARTE paper, from which I extracted the necessary
metrics for comparison. Adhering to ARTE’s categorization of input values as Syntacti-
cally Valid and Semantically Valid [50], two PhD students meticulously verified the input
values generated by RestGPT and ARTE. Notably, I emulated ARTE’s approach in scenar-
ios where more than ten values were generated by randomly selecting ten from the pool for

analysis.
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5.4.2 Results and Discussion

Table 5.1 presents a comparison of the rule-extraction capabilities of NLP2REST and Rest-
GPT. RestGPT excels in precision, recall, and the F; score across a majority of the REST
services. NLP2REST, while effective, hinges on a validation process that involves evaluat-
ing server responses to filter out unsuccessful rules. This methodology demands engineer-
ing effort, and its efficacy is constrained by the validator’s performance.

In contrast, RestGPT eliminates the need for such validation entirely with its high
precision. Impressively, RestGPT’s precision of 97% surpasses even the precision of
NLP2REST post-validation, which stands at 79%. This emphasizes that RestGPT is able
to deliver superior results without a validation stage. This result shows an LLM’s superior
ability in nuanced rule detection, unlike conventional NLP techniques that rely heavily on
specific keywords.

Furthermore, Table 5.2 presents data on accuracy of ARTE and RestGPT. The data paint
a clear picture: RestGPT consistently achieves higher accuracy than ARTE across all ser-
vices. This can be attributed to the context-awareness capabilities of LLMs, as discussed in
Section section 5.2. For example, in language-tool service, I found that, for the 1anguage
parameter, ARTE generates values such as “Arabic”, “Chinese”, “English”, and “Spanish”.
However, RestGPT understands the context of the language parameter, and generates lan-
guage code such as “en-US” and “de-DE”. I believe this superior performance will aid
REST API testing tools more effectively. Additionally, it underscores the promising poten-

tial of LLMs in this domain.

5.4.3 Threats to Validity

There exist a few threats that could impact the validity of this approach and findings. First,
the closed-source nature of the LLM used introduces validity threats, since I have no control
over or complete transparency into model evolution which could render findings obsolete.

Additionally, on the same input, the model output can vary and thus replicating results
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exactly is not always feasible. Future experiments could benefit from output variability
studies on the parameters and rules generated.

Second, I evaluated RestGPT using one particular LLM. Testing other LLMs is required
to confirm overall approach viability rather than with only one model. Future work should
repeat experiments using various open-source models to enable comparison and reduce the
impact of closed-source model evolution resulting in differing outputs. Also, the halluci-
nation problem inherent to LLMs presents a threat to the validity of this approach. LLMs
are known to sometimes generate plausible but incorrect or irrelevant information, which
can affect the accuracy of the generated OpenAPI rules.

Moreover, the preliminary evaluation was conducted on only nine REST services. More
publicly available and industrial APIs should be analyzed to establish broader validity. The
findings may also not generalize beyond the services studied here. Testing on larger scale
commercial systems is also warranted.

Finally, the result evaluation for comparison with NLP2REST and ARTE was con-
ducted with manual counting techniques. Future approaches could benefit from the devel-

opment of automated and standardized benchmarks gauging rule and parameter accuracy.

5.5 Conclusion

I introduced RestGPT, an innovative tool that leverages the capabilities of LLMs to im-
prove REST API testing. While current automated techniques fail to achieve high levels
of code coverage due to their inability to grasp the nuances of REST API specifications,
RestGPT adeptly combines the strengths of ARTE and NLP2REST. This preliminary eval-
uation provides initial, yet clear evidence of its superiority over existing techniques in terms
of precision and both syntactic and semantic accuracy. Future plans for RestGPT include
model fine-tuning and optimization. Moreover, I will implement LLM-powered bug de-
tection and introduce an LLM-based testing approach that incorporates server response

analysis using LLMs. By pursuing this line of research, I believe that I can make substan-
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tial contributions to the area of REST API testing. It not only interprets the semantics from
parameter names but also recognizes constraints through profound semantic understanding.
Preliminary evaluations underscore its superiority over existing tools in terms of precision

and both syntactic and semantic accuracy.
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CHAPTER 6
ADAPTIVE REST API TESTING WITH REINFORCEMENT LEARNING

6.1 Introduction

Testing REST APIs can be challenging because of the large search space to be explored,
due to the large number of operations, potential execution orders, inter-parameter depen-
dencies, and associated input parameter value constraints [19, 106]. Current techniques
often struggle when exploring this space due to lack of effective exploration strategies for
operations and their parameters. In fact, existing testing tools tend to treat all operations
and parameters equally, disregarding their relative importance or complexity, which leads
to suboptimal testing strategies and insufficient coverage of crucial operation and parameter
combinations. Moreover, these tools rely on discovering producer-consumer relationships
between response schemas and request parameters; this approach works well when the pa-
rameter and response schemas are described in detail in the specification, but falls short in
the common case in which the schemas are incomplete or imprecise.

To address these limitations of the state of the art, I present adaptive REST API testing
with reinforcement learning (ARAT-RL), an advanced black-box testing approach. This
technique incorporates several innovative features, such as leveraging reinforcement learn-
ing to prioritize operations and parameters for exploration, dynamically constructing key-
value pairs from both response and request data, analyzing these pairs to inform dependent
operations and parameters, and utilizing a sampling-based strategy for efficient processing
of dynamic API feedback. The primary objectives of this approach are to increase code
coverage and improve fault-detection capability.

REST API testing presents a unique challenge that aligns well with reinforcement learn-

ing paradigms. The process of exploring an API can be naturally modeled as a sequential
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decision-making problem where each action (API call) affects the environment (API state)
and provides feedback (response). This sequential nature, combined with delayed rewards
(coverage improvements may only be observable after multiple related API calls), makes
reinforcement learning particularly suitable for this domain.

I chose Q-learning specifically for ARAT-RL because it offers several advantages for
REST API testing. First, Q-learning is a model-free approach that doesn’t require prior
knowledge of environment dynamics, making it well-suited for black-box API testing
where the internal behavior is unknown. Second, its off-policy nature allows for explo-
ration of the API space while simultaneously learning an optimal testing strategy. Third,
Q-learning’s value-based approach enables straightforward prioritization of operations and
parameters based on their estimated utility, which directly addresses the need to differen-
tiate between more and less important API components. Finally, Q-learning’s simplicity
and efficiency make it practical for real-time adaptation during the testing process, with
minimal computational overhead compared to more complex reinforcement learning algo-
rithms. This balance of exploration capability, adaptability, and computational efficiency
makes Q-learning particularly appropriate for addressing the challenges of REST API test-
ing.

The core novelty in ARAT-RL is an adaptive testing strategy driven by a reinforcement-
learning-based prioritization algorithm for exploring the space of operations and parame-
ters. The algorithm initially determines the importance of an operation based on the pa-
rameters it uses and the frequency of their use across operations. This targeted exploration
enables efficient coverage of critical operations and parameters, thereby improving code
coverage. The technique employs reinforcement learning to adjust the priority weights
associated with operations and parameters based on feedback, by decreasing importance
for successful responses and increasing it for failed responses. The technique also assigns
weights to parameter-value mappings based on various sources of input values (e.g., ran-

dom, specified values, response values, request values, and default values). The adaptive
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nature of ARAT-RL gives precedence to yet-to-be-explored or previously error-prone oper-
ations, paired with suitable value mappings, which improves the overall efficiency of API
exploration.

Another innovative feature of ARAT-RL is dynamic construction of key-value pairs.
In contrast to existing approaches that rely heavily on resource schemas provided in the
specification, this technique dynamically constructs key-value pairs by analyzing POST
operations (i.e., the HTTP methods that create resources) and examining both response and
request data. For instance, suppose that an operation takes book title and price as request
parameters and, as response, produces a success status code along with a string message
(e.g., “Successfully created”). This technique leverages this information to create key-
value pairs for book title and price, upon receiving a successful response, even if such data
is not present in the response. In other words, the technique takes into account the input
parameters used in the request, as they correspond to the created resource. Moreover, if
the service returns incomplete resources (i.e., only a subset of the data items for a given
type of resource), this technique still creates key-value pairs for the information available.
This dynamic approach enables ARAT-RL to identify resources from the API responses and
requests, as well as discover hidden dependencies that are not evident from the specification
alone.

Finally, ARAT-RL employs a simple yet effective sampling-based approach that allows
it to process dynamic API feedback efficiently and adapt its exploration based on the gath-
ered information. By randomly sampling key-value pairs from responses, this technique
reduces the overhead of processing every response for each pair, resulting in more efficient
testing.

To evaluate ARAT-RL, I conducted a set of empirical studies using 10 RESTful ser-
vices and compared its performance against three state-of-the-art REST API testing tools:
RESTIer [9], EvoMaster [45], and Morest [17]. I assessed the effectiveness of ARAT-RL

in terms of coverage achieved and service failures triggered, and its efficiency in terms of
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valid and fault-inducing requests generated and operations covered within a given time bud-
get. The results show that ARAT-RL outperforms the competing tools for all the metrics
considered—it achieved the highest method, branch, and line coverage rates, along with
better fault-detection ability. Specifically, ARAT-RL covered 119%, 60%, and 52% more
branches, lines, and methods than RESTler; 37%, 21%, and 14% more branches, lines, and
methods than EvoMaster; and 24%, 12%, and 10% more branches, lines, and methods than
Morest. ARAT-RL also uncovered 9.3x, 2.5x, and 2.4x more bugs than RESTler, EvoMas-
ter, and Morest, respectively. In terms of efficiency, ARAT-RL generated 52%, 41%, and
1,222% more valid and fault-inducing requests and covered 15%, 24%, and 283% more
operations than Morest, EvoMaster, and RESTler, respectively. I also conducted an abla-
tion study to assess the individual effects of prioritization, dynamic feedback analysis, and
sampling on the overall effectiveness of ARAT-RL. The results indicate that reinforcement-
learning-based prioritization contributes the most to ARAT-RL’s effectiveness, followed by
dynamic feedback analysis and sampling.

The main contributions of the work in this chapter are:

* A novel approach for adaptive REST API testing that incorporates (1) reinforcement
learning to prioritize exploration of operations and parameters, (2) dynamic analysis
of request and response data to identify dependent parameters, and (3) a sampling

strategy for efficient processing of dynamic API feedback.

* Empirical results demonstrating that ARAT-RL outperforms state-of-the-art REST
API testing tools by generating more valid and fault-inducing requests, covering
more operations, achieving higher code coverage, and triggering more service fail-

ures.

* An artifact [150] containing the tool, the benchmark services, and the empirical re-

sults.

The rest of this chapter is organized as follows. Section section 6.2 presents a moti-
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/products/{productName}/configurations/{configurationName}/features/{featureName}:
post:
operationld: addFeatureToConfiguration
produces :
- application/json
parameters :
- name: productName
in: path
required: true
type: string
- name: configurationName
in: path
required: true
type: string
- name: featureName
in: path
required: true
type: string
responses :
default:
description: successful operation
/products/{productName}/configurations/{configurationName}/features:
get:
operationld: getConfigurationActivedFeatures
produces :
- application/json
parameters :
- name: productName
in: path
required: true
type: string
- name: configurationName
in: path
required: true
type: string
responses :
’200”
description: successful operation
schema:
type: array
items :
type: string

Figure 6.1: A Part of Features Service’s OpenAPI Specification.

vating example to illustrate challenges in REST API testing. Section section 6.3 describes
this approach. Section section 6.4 presents the empirical evaluation and results. Finally,

Section section 6.5 presents the conclusions.

6.2 Motivating Example

Next, I illustrate the salient features of ARAT-RL using the Feature-Service specification

(Figure 6.1) as an example.

RL-based adaptive exploration: For the example in Figure 6.1, to perform the operation
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addFeatureToConfiguration, I must first create a product using a separate operation and
establish a configuration for it using another operation. The sequence of operations should,
therefore, be: create product, create configuration, and create feature name for the product
with the specified configuration name. This example emphasizes the importance of deter-
mining the operation sequence. This technique initially assigns weights to operations and
parameters based on their usage frequency in the specification. In this case, productName
is the most frequently used parameter across all operations; therefore, this technique as-
signs higher weights to operations involving productName. Specifically, the operation for
creating a product gets the highest priority.

Moreover, once an operation is executed, its priority must be adjusted so that it is not
explored repeatedly, creating new product instances unnecessarily. After processing a pri-
oritized operation, this technique employs RL to adjust the weights in response to the API
response received. If a successful response is obtained, negative rewards are assigned to
the processed parameters, as the objective is to explore other uncovered operations. This
method naturally leads to the selection of the next priority operation and parameter, facili-
tating efficient adjustments to the call sequence.

Inter-parameter dependencies [106] can increase the complexity of the testing process,
as some parameters might have mutual exclusivity or other constraints associated with
them (e.g., only one of the parameters can be specified). RL-based exploration guided by

feedback received can also help with dealing with this complexity.

Dynamic construction of key-value pairs: Existing REST API testing strategies (e.g., [8,
9, 17]) emphasize the importance of identifying producer-consumer relationships between
response schemas and request parameters. However, current tools face limitations when op-
erations produce unstructured output (e.g., plain text) or have incomplete response schemas
in their specifications. For instance, the addFeatureToConfiguration operation lacks
structured response data (e.g., JSON format). Despite this, this approach processes and

generates key-value data {productName: <value>, configurationName: <value>,
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Figure 6.2: Approach Overview

featureName: <value>} from the request data, as the POST HTTP method indicates
that a resource is created using the provided inputs.

By analyzing and storing key-value pairs identified from request and response data,
this dynamic key-value pair construction method proves especially beneficial in cases of
responses with plain-text descriptions or incomplete response schemas. The technique can

effectively uncover hidden dependencies not evident from the specification.

Sampling for efficient dynamic key-value pair construction: API response data can
sometimes be quite large and processing every response for each key-value pair can be
computationally expensive. To address this issue, I have incorporated a samplingd strategy
into this dynamic key-value pair construction method. This strategy efficiently processes
the dynamic API feedback and adapts its exploration based on the gathered information

while minimizing the overhead of processing every response.

6.3 Approach

In this section, I introduce the Q-Learning-based REST API testing approach, which in-
telligently prioritizes and selects operations, parameters, and value-mapping sources while

dynamically constructing key-value pairs. Figure 6.2 provides a high-level overview of this
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approach. Initially, the Q-Learning Initialization module sets up the necessary variables
and tables for the Q-learning process. Q-Learning Updater subsequently receives these
variables and tables and passes them to the Prioritization module, which is responsible for
selecting operations, parameters, and value-mapping sources.

Q-Learning is a type of reinforcement learning algorithm that is used to optimize
decision-making over time by learning from interactions with an environment. It is a
model-free, value-based algorithm that aims to learn the optimal action-selection pol-
icy by estimating the value of state-action pairs (called Q-values). The algorithm updates

Q-values iteratively using the formula:

Q(s,a) < Q(s,a) + « (7‘ +ymax Q(s',d) — Q(s, a)>
Where:
* s1is the current state,
¢ a is the action taken,
* r is the reward received after taking action a,
* « is the learning rate, and
* v is the discount factor that controls the importance of future rewards.

Traditional REST API testing tools typically rely on HTTP status codes (e.g., 2xx for
success, 4xx for failure) to determine whether a request succeeded or failed, but they often
waste a significant number of requests because they do not leverage the outcomes of pre-
vious requests to guide future ones. This lack of learning leads to inefficiencies, especially
in large and complex API spaces.

Q-learning, being a value-driven algorithm, allows me to learn from previous interac-
tions with the API. By associating positive rewards with successful requests (e.g., receiving

a 2xx status code) and negative rewards with failed ones (e.g., receiving a 4xx status code),
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the algorithm can prioritize API requests that are more likely to succeed based on past
experiences. This adaptive behavior significantly reduces wasted requests and improves
overall testing efficiency.

Additionally, Q-learning’s ability to explore and exploit makes it ideal for REST API
testing, where the environment is partially unknown, and there’s a need to balance be-
tween trying new requests and reusing previously successful strategies. Unlike other rein-
forcement learning models, Q-learning is particularly suited for this task because it doesn’t
require a model of the environment and can directly work with the feedback (HTTP re-
sponses) from the System Under Test (SUT).

ARAT-RL then sends a request to the System Under Test (SUT) and receives a response.
It also supplies the request, response, selected operation, parameters, mapped value source,
and the Q-Learning parameters (a, 7, and €) to Q-Learning Updater. The feedback is
analyzed with the request and response, storing key-value pairs extracted from them for
future use. The Updater component then adjusts the Q-values based on the outcomes,
enabling the approach to adapt its decision-making process over time. ARAT-RL iterates
through this procedure until the specified time limit is reached. In the rest of this section, I

present the details of the algorithm.

6.3.1 Q-Learning Table Initialization

The Q-Learning Table Initialization component, shown in Algorithm Algorithm 4, is re-
sponsible for setting up the initial Q-table and Q-value data structures that guide the
decision-making process throughout a testing session. Crucially, this process happens with-
out making any API calls.

The algorithm begins by setting the learning rate « to 0.1, the discount factor 7y to 0.99,
and the exploration rate € to 0.1 (lines 2—4). These parameters control the learning and
exploration process of the Q-Learning algorithm; the chosen values are the ones that are

commonly recommended and used (e.g., [151, 152, 153]). The algorithm then initializes
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Algorithm 4 Q-Learning Table Initialization

1: procedure INITIALIZEQLEARNING(operations)
2: Set learning rate () to 0.1

3 Set discount factor () to 0.99

4 Set exploration rate (e) to 0.1

5: Initialize empty dictionary g-table

6: Initialize empty dictionary g-value

7 for operation in operations do

8 operation_id <— operation[’operationld’]
9 g-value[operation_id] <— new dictionary

10: for source in [S1, S2, S3, S4, S5] do

11: q-value[operation_id][source] < O

12: end for

13: for parameter in operation[’parameters’] do

14: param_name <— parameter[ name’]

15: if key in q_table then

16: g-table[param_name] = q-table[param_name] + 1
17: else

18: q-table[param_name] = 1

19: end if

20: end for

21: for response_data in operation_data.get(’responses’) do
22: for key in response_data.keys() do

23: if key in g-table then

24 q-table[key] = q_table[key] + 1

25: end if

26: end for

27: end for

28: end for

29: return o, v, €, q-table, q_value

30: end procedure

the Q-table and the Q-value with empty dictionaries (lines 5-6).

The algorithm iterates through each operation in the API (lines 7-24). For each oper-
ation, it extracts the operation’s unique identifier (operation_id) and creates a new entry in
the Q-value dictionary for the operation (lines 8-9). Next, it initializes the Q-value for each
value-mapping source (S1-S5) to zero (lines 10-12).

The algorithm proceeds to iterate through each parameter in the operation (lines 13—
20). It extracts the parameter’s name (param_name) and, if param_name already exists in
the Q-table, increments the corresponding entry by one; otherwise, it initializes the entry
to one. This step builds the Q-table with counts of occurrences of each parameter.

Next, the algorithm iterates through the response data of each operation (lines 21—
27). It extracts keys from the response and checks, for each key, whether it is present in
the Q-table for that operation (line 18). If a key is present, the algorithm increments the

corresponding entry in the Q-table by one (lines 23-25). This step populates the Q-table

102



with the frequency of occurrence of each response key.

Finally, the algorithm returns the learning rate «, the discount factor ~y, the exploration
rate €, the Q-table, and the Q-value (line 29). This initial setup provides the Q-Learning
algorithm with basic information about the API operations and their relationships, which

is further refined during testing.

6.3.2 Q-Learning-based Prioritization

In this step, ARAT-RL prioritizes API operations and selects the best parameters and value-
mapping sources based on their Q-values. I present Algorithm Algorithm 5 (SelectOp-
eration, SelectParameters, and SelectValueMappingSource) to describe the prioritization
process.

The SelectOperation procedure is responsible for selecting the best API operation to
exercise next. The algorithm initializes variables to store the maximum average Q-value
and the best operation (lines 2-3). It then iterates through each operation, calculating the
average Q-value for the operation’s parameters (lines 4—17). The operation with the highest
average Q-value is selected as the best operation (line 15).

The SelectParameters procedure selects a subset of parameters for the chosen API op-
eration. This selection is guided by the exploration rate €. If a random value is greater than
€, the algorithm selects the top n parameters sorted by their Q-values in descending order
(lines 4-8); otherwise, it randomly selects n parameters from the operation’s parameters
(lines 9-12). Finally, the selected parameters are returned (line 14).

The SelectValueMappingSource procedure is responsible for selecting the value-
mapping source for the chosen API operation. The technique leverages five sources of

values.

* Source 1 (example values in specification): These values are provided in the API
documentation as examples for a parameter. I consider three types of OpenAPI key-

words that can specify example values: enum, example, and description [6]. The
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Algorithm 5 Q-Learning-based Prioritization

1: procedure SELECTOPERATION(operations, q-table)

2 Initialize max_avg_q_value + —oo

3 Initialize best_operation <— None

4 for operation in operations do

5 operation_id <— operation[’operationld’]

6 Initialize sum_q_value < 0

7 Initialize num_params <— len(operation[’parameters’])

8 for parameter in operation[’parameters’] do

9: param_name <— parameter[ 'name’]

10: sum-qg-value <— sum-_q-value + q-table[param_name]
11: end for

12 avg_q_value < sum_q_value / num_params

13 if avg_q_value > max_avg_q_value then

14 max_avg_q_value < avg_q_value

15: best_operation <— operation

16: end if
17: end for

18: return best_operation

19: end procedure

1: procedure SELECTPARAMETERS(operation, €)

2: Set n randomly (0 < n < length of operation[’parameters’])

3: Initialize empty list selected_parameters

4. if random.random() > € then

5: Sort operation[’parameters’] by Q-values in descending order
6: fori< Oton — 1do

7 Append operation[’parameters’][i] to selected_parameters
8: end for

9: else

10: for param in random.sample(operation|[’parameters’], n) do
11: Append param to selected_parameters

12: end for

13: end if

14: return selected_parameters

15: end procedure
1: procedure SELECTVALUEMAPPINGSOURCE(operation, €)

Sourcel: Example values in specification

Source2: Random value generated based on parameter’s type and format
Source3: Dynamically constructed key-value pairs from request
Source4: Dynamically constructed key-value pairs from response

Source5: Default values (string: string, number: 1.1, integer: 1, array: [], object: {})

2: operation_id <— operation[’operationld’]

3: sources < [SI, S2, S3, S4, S5]

4: if random.random() > ¢ then

5: max_-g-value <— —oo

6: max_q-index < —1

7 for s in sources do

8: if gq-value[operation_id][s] > max_q-value then
9: max_q-value <— q_value[operation_id][s]
10: max_q.index < s

11: end if

12: end for

13: return max_q_index

14: else

15: return random.randint(1, 5)

16:  endif

17: end procedure
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Algorithm 6 Q-Learning-based API Testing

1: procedure QLEARNINGUPDATER(response, q_table, q_value, selected_op, selected_params, c, )

2: operation_id < selected_op|[ operation_id’]

3: if response.status_code is 2xx (successful) then

4. Extract key-value pairs from request and response

5: reward < —1

6: Update g_value negatively

7: else if response.status_code is 4xx or 500 (unsuccessful) then

8: reward <— 1

9: Update q-value positively

10: end if

11:  for each param in selected_params do

12: for each param_name, param_value in param.items() do

13: old_q_value <— g-table[operation_id][param_name]

14: max_-q-value_next_state <— max(q-table[operation_id].values())
15: g-table[operation_id][param_name] <— old_q_value + « * (reward + v * (max_q_value_next_state - old_q_value))
16: end for

17: end for

18: return q-_table, q-value

19: end procedure

1: procedure MAIN(API specification)

2:  Initialize €maq < 1

3 Initialize €444yt — 1.1

4. Initialize time_limit <— desired time limit in seconds

5: operations <— Load API specification

6: a, 7, €, q-table, q_value <— INITIALIZEQLEARNING(operations)
7 while time_limit not reached do

8 operation <— SELECTOPERATION(operations, g-table)

9 parameters <— SELECTPARAMETERS(operation, €)

10: source <— SELECTVALUEMAPPINGSOURCE(operation, €)

11: response <— Execute API request with operation, parameters, and source

12: g-table, g-value <— QLEARNINGUPDATER(response, (-table, q_value, operation, parameters, c, )
13: € < min(emaz, €adapt * €)

14: end while
15: end procedure

OpenAPI documentation [6] states that users can specify example values in the de-
scription field, and a recent study also shows the importance of leveraging example
values from descriptions [144]. However, such examples are not provided in a struc-
tured format but as natural-language text. To extract example values from the de-
scription field, I create a list containing each word in the text, as well as each quoted

phrase.

* Source 2 (random value generated based on parameter’s type, format, and con-
straints): This source generates random values for each parameter based on its
type, format, and constraints. To generate random values, I utilize Python’s built-
in random library [154]. For date and date-time formats, I employ the datetime

library [155] to randomly select dates and times. If the parameter has a regular ex-
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pression pattern specified in the API documentation, I generate the value randomly
using the rstr library [156]. When a minimum or maximum constraint is present, |
pass it to the random library to ensure that the generated values adhere to the speci-
fied constraints. This approach allows ARAT-RL to explore a broader range of values

compared to the example values provided in the API specification.

* Source 3 (dynamically constructed key-value pairs from request): This source ex-
tracts key-value pairs from dynamically constructed request key-value pairs. I em-
ploy Gestalt pattern matching [157] (also known as Ratcliff/Obershelp pattern recog-
nition [158]) to identify the key most similar to the parameter name. Gestalt match-
ing is a lightweight but effective technique that calculates the similarity between two
strings by identifying the longest common subsequences and recursively comparing
the remaining unmatched substrings. This technique aids in discovering producer-

consumer relationships.

* Source 4 (dynamically constructed key-value pairs from response): Similar to Source
3, this source obtains key-value pairs from dynamically constructed response key-
value pairs. I use the same Gestalt pattern matching approach [157] to identify the

key, further assisting in the identification of producer-consumer relationships.

* Source 5 (default values): This source uses predefined default values for each data
type: “string” for strings, 1.1 for numbers, 1 for integers: 1, [] for arrays, and {} for
objects. These default values can be useful for testing how the API behaves when
it receives the simplest or common forms of inputs; such default values are used by

other tools as well (e.g., [9]).

Similar to the SelectParameters procedure, the selection of the value-mapping source is
guided by €. If a random value is greater than e, the algorithm selects the mapping source
with the highest Q-value for the chosen operation (lines 4-6). This helps the algorithm

focus on the most-promising mapping sources based on prior experience. Otherwise, the
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algorithm randomly selects a mapping source from the available sources (line 8). This ran-
domness ensures that the algorithm occasionally explores less-promising mapping sources

to avoid getting stuck in a suboptimal solution.

6.3.3 Q-Learning-based API Testing

In this step, ARAT-RL executes the selected API operations with the selected parameters
and value-mapping sources, and updates the Q-values based on the response status codes.
Algorithm Algorithm 6 (QLearningUpdater and Main) describes the API testing process
and the update of Q-values using the learning rate (o) and discount factor (7).

The QLearningUpdater procedure updates the Q-values based on the response status
codes. It first extracts the operation ID from the selected operation (line 2). If the response
status code indicates success (2xx), the algorithm extracts key-value pairs from the request
and response, assigns a reward of —1, and updates the Q-values negatively (lines 3-6).
If the response status code indicates an unsuccessful request (4xx or 500), the algorithm
assigns a reward of 1 and updates the Q-values positively (lines 7-10). The Q-values are
updated for each parameter in the selected parameters using the Q-learning update rule
(Equation Equation 2.1 in §subsection 2.1.5 (lines 11-16), and the updated Q-values are
returned (line 18).

The Main procedure orchestrates the Q-Learning-based API testing process. It initial-
izes the exploration rate (¢), its maximum value (€,,q,), its adaptation factor (€4q44p¢), and
the time budget for testing (lines 2-4). The API specification is loaded and the Q-Learning
table is initialized (lines 5-6). The algorithm then enters a loop that continues until the
time limit is reached (line 7). In each iteration, the best operation, selected parameters, and
selected mapping source are determined (lines 8—10). The API operation is executed with
the selected parameters and mapping source, and the response is obtained (line 11). The
Q-values are then updated based on the response (line 12), and the exploration rate (¢) is

updated (line 13).
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By continuously updating the Q-values based on the response status codes and adapting
the exploration rate, Q-Learning-based API testing process aims to effectively explore the

space of API operations and parameters.

6.4 Evaluation
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Figure 6.3: Branch, line, and method coverage achieved by the tools on the benchmark
services.

In this section, I present the results of empirical studies conducted to assess ARAT-RL.

This evaluation aims to address the following research questions:

1. RQ1: How does ARAT-RL compare with state-of-the-art REST API testing tools in
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terms of code coverage?

2. RQ2: How does the efficiency of ARAT-RL, measured in terms of valid and fault-
inducing requests generated and operations covered within a given time budget, com-

pared to that of other REST API testing tools?

3. RQ3: In terms of error detection, how does ARAT-RL perform in identifying 500

responses in REST APIs compared to state-of-the-art REST API testing tools?

4. RQ4: How do the main components of ARAT-RL—prioritization, dynamic key-

value pair construction, and sampling—contribute to its overall performance?

6.4.1 Experiment Setup

I performed the experiments using Google Cloud E2 machines, each equipped with 24-
core CPU and 96 GB of RAM. I created a machine image containing all the services and
tools in this benchmark. For each experiment, I deleted and recreated the machines using
this image to minimize potential dependency issues. Each machine hosted all the services
and tools under test, but I ran one tool at a time during the experiments. I monitored CPU
and memory usage throughout the testing process to ensure that the testing tools were not
affected by a lack of memory or CPU resources.

To evaluate the effectiveness and efficiency of this approach, I compared its against
three state-of-the-art tools: EvoMaster [45], RESTIer [9], and Morest [17]. I selected 10
RESTful services from a recent REST API testing study [19] as the benchmark. I explain

the selection process of these tools and services next.

Testing Tools Selection

As a preliminary note, because ARAT-RL is a black-box approach, I considered black-box

tools only in this evaluation. I believe that adding white-box tools to the evaluation would
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result in an unfair comparison, as these tools leverage information about the code, rather
than just information in the specification, to generate test inputs.

I identified an initial set of 10 tools based on my previous study [19]. From this list,
I chose (the black-box version of) EvoMaster [45] and RESTler [9]. EvoMaster employs
an evolutionary algorithm for automated test case generation and was the best-performing
tool in that study in another recent comparison [20]. Its strong performance makes it an
appropriate candidate for comparison. RESTIer adopts a grammar-based fuzzing approach
to explore APIs. It is a well-established tool in the field and, in fact, the most popular REST
API testing tool in terms of GitHub stars.

Recently, two new tools have been published. Morest [17] has been shown to have
superior results compared to EvoMaster. I, therefore, included Morest in the set of tools
for comparison, as it could potentially outperform the other tools. The other recent tool,
RestCT, was also considered for inclusion in this evaluation. However, I encountered fail-
ures while running it. I contacted the authors, who confirmed the issues and said they will

work on resolving them.

RESTful Services Selection

As benchmarks for the evaluation, I selected 10 out of 20 RESTful services from my previ-
ous study [19]. I had to exclude 10 services for various reasons. Specifically, I omitted the
News service, developed by the author of one of the baseline tools (EvoMaster), to avoid
possible bias. Problem Controller and Spring Batch REST were excluded because they
require specific domain knowledge to generate meaningful tests, so using them provides
limited information about the tools. I excluded Erc20 Rest Service and Spring Boot Actu-
ator because some APIs in these services did not provide valid responses due to external
dependencies being updated without corresponding updates in the service code. Proxyprint,
OCVN, and Scout API could not be included due to authentication issues that prevented

them from generating meaningful responses. Finally, I excluded CatWatch and CWA Veri-
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Table 6.1: Comparison of operations covered and valid and failure-inducing requests gen-
erated (2xx and 500 status codes) by the tools.

| ARAT-RL | Morest | EvoMaster | RESTler

#operations # #operations #requests #operations #requests
Service covered | 2xx+500 2xx 500 | covered | 2xx+500 2xx 500 | covered | 2xx+500  2xx 500 | covered |2xx4500  2xx 500
Features Service 18 95479 43,460 52,019 18] 103475 4,920 98,555 18 113,136 33,271 79,865 17 4671 1,820 23851
Language Tool 2 77,221 67,681 9,540 1| 1273 1273 0 2 22,006 17,838 4,168 1 32,796 32,796 0
NCS 6 62,618 62,618 0 5| 18389 18389 0 2 61,282 61,282 0 2 140 140 0
REST Countries 2 36,297 35486 811 2| 8431 7810 621 16 9,842 9,658 184 6 259 255 4
sCs 11 115,328 115328 0 11| 110,147 110,147 0 10 66,313 66,313 0 10 5858 5857 1
Genome Nexus 23 15819 14,010 1,809 23| 32,598 10,661 21,937 19 8374 8374 0 1 182182 0
Person Controller 12 101,083 47,737 53,346 11| 104,226 10,036 94,190 12 91,316 37,544 53,772 1 167 102 65
User Management Microservice 21 44,121 13,356 30,765 17| L1 948 163 18 29,064 13,003 16,061 4 79 64 15
Market Service 12 29393 6,295 23,098 6] 1399 394 1,005 5 10,697 4302 6395 2 1,278 0 1278
Project Tracking System 53 23958 21,858 2,100 42| 14906 12,904 2,002 43 15073 13470 1,603 3 72 65 7
Average | 18 | 60132 42783 17,349 | 156 | 39595 17748 21,847 | 145 | 42710 26505 16205| 47 | 4550 4,128 422

fication because of their restrictive rate limits, which slowed down the testing process and
made it impossible to collect results in a reasonable amount of time.

The final set of services consisted of Features Service, LanguageTool, NCS, REST
Countries, SCS, Genome Nexus, Person Controller, User Management Microservice, Mar-

ket Service, and Project Tracking System.

Result Collection

I ran each testing tool with the time budget of one hour per execution, as my previous
study [19] showed that code coverage achieved by these tools tends to plateau within this
duration. To accommodate randomness, I replicated the experiments ten times and calcu-
lated the average metrics across the runs.

Data collection for code coverage and status codes was done using JaCoCo [114] and
Mitmproxy [159], respectively. I focused on identifying unique instances of 500 codes,

which indicate server-side faults. The methodology was as follows:

1. Stack Trace Collection: For services that provided stack traces with 500 errors, |
collected these traces, treating each unique trace as a separate fault. In the majority

of cases, the errors I collected fall into this category.

2. Response Text Analysis: In the absence of stack traces, I analyzed the response
text. After removing unrelated components (e.g., timestamps), I classified unique

instances of response text linked to 500 status codes as individual faults.
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This systematic approach allowed me to compile a comprehensive and unique tally of

faults for this analysis.

6.4.2 RQI1: Effectiveness

To answer RQI, I compared the tools in terms of branch, line, and method coverage
achieved. Figure 6.3 presents the results of the study. The bar charts represent the cov-
erage achieved by each tool for each RESTful service, whereas the boxplot at the bottom
summarizes of each tool’s performance on the three coverage metrics across all the ser-
vices.

As the boxplot illustrates, ARAT-RL consistently outperforms the other tools in all
three coverage metrics over the subject services. Looking at the performance breakdown
by services (shown in the bar charts), ARAT-RL performed the best (or was tied as the
best-performing tool) for all services in terms of branch coverage (with one tie), eight of
the 10 services in terms of line coverage (with no tie), and nine of the 10 services in terms
of method coverage (with four ties). In cases where ARAT-RL did not achieve the best
results, it still achieved similar coverage rates as the best-performing tool.

ARAT-RL is especially effective when there are operation dependencies, parameter de-
pendencies, and value-mapping dependencies. For example, the highest coverage gains oc-
curred for Language Tool, which has a complex set of inter-parameter and value-mapping
dependencies. However, ARAT-RL struggles with semantic parameters—parameters
whose valid values must adhere to real-world constraints and specific contextual meanings.
These parameters require values that are not only syntactically correct but also semanti-
cally valid (e.g., addresses, emails, names, passwords, and phone numbers). For instance,
ARAT-RL’s effectiveness was the lowest on Market Service, although it still matched the
best-performing tool on this service. The reason for this is that the service requires input
data such as address, email, name, password, and phone number in specific formats, but

ARAT-RL failed to generate valid values for these. Consequently, it was unable to cre-
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ate market users and then use that information for other operations in producer-consumer
relationships.

On average, ARAT-RL attained 36.25% branch coverage, 58.47% line coverage, and
59.42% method coverage. In comparison, Morest, which exhibited the second-best per-
formance, reached an average of 29.31% branch coverage, 52.27% line coverage, and
54.24% method coverage. Thus, the coverage gain of ARAT-RL over Morest is 23.69%
for branch coverage, 11.87% for line coverage, and 9.55% for method coverage. EvoMas-
ter and RESTIer yield lower average coverage rates on all three metrics, with respective
results of 26.45%, 48.37%, and 52.07% for EvoMaster and 16.54%, 36.58%, and 38.99%
for RESTler for branch, line, and method coverage. The coverage gains of ARAT-RL com-
pared to EvoMaster is 37.03% for branch coverage, 20.87% for line coverage, and 14.13%
for method coverage; compared to RESTler, the gains are 119.17% for branch coverage,
59.83% for line coverage, and 52.42% for method coverage.

These results provide evidence that this technique can more effectively explore REST
services, achieving superior code coverage, compared to existing tools, and demonstrate its

potential in addressing the challenges in REST API testing.

ARAT-RL consistently outperforms RESTler, EvoMaster, and Morest in terms of
branch, line, and method coverage across the subject services. However, ARAT-RL

can struggle with parameters that require inputs in specific formats.

6.4.3 RQ2: Efficiency

To address RQ2, I compared ARAT-RL to Morest, EvoMaster, and RESTler in terms of
the number of (1) valid and fault-inducing requests generated (as indicated by HTTP status
codes 2xx and 500, respectively) and (2) operations covered within a given time budget.
Although efficiency is not only dependent on these metrics, due to factors such as API

response time, I feel that they still represent meaningful proxies because they indicate the
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Table 6.2: Total faults detected by the tools over 10 runs.

Service ‘ RESTIler EvoMaster Morest ARAT-RL
Features Service 10 10 10 10
Language Tool 0 48 0 122
NCS 0 0 0 0
REST Countries 9 10 10 10
SCS 3 0 0 0
Genome Nexus 0 0 5 10
Person Controller 58 221 274 943
User Management Microservice 10 10 8 10
Market Service 10 10 10 10
Project Tracking System 10 10 10 10
Total | 110 319 327 1125

extent to which the tools are exploring the API and identifying faults.

Table 6.1 shows these metrics for the 10 subject services. For each service, the table lists
the number of operations covered and the number of requests made under the categories
2xx+500 (sum of 2xx code and 500 status code), 2xx, and 500, for each of the four tools.
In the last row, the table presents the average number of operations covered and requests
made by each tool across all the services.

In the testing time budget of one hour, ARAT-RL generated more valid and failure-
inducing requests, resulting in more exploration of the testing search space. Specifically,
ARAT-RL generated 60,132 valid and fault-inducing requests on average, which is 52.01%
more than Morest (39,595 requests), 40.79% more than EvoMaster (42,710 requests), and
1222% more than RESTler (4,550 requests).

This difference in the number of requests can be attributed to ARAT-RL’s approach of
processing only a sample of key-value pairs from the response, rather than the entire re-
sponse. By focusing on sampling key-value pairs, ARAT-RL efficiently identifies potential
areas of improvement, contributing to a more effective REST API testing process.

Moreover, ARAT-RL covered more operations on average (18 operations) compared
to Morest (15.6 operations), EvoMaster (14.5 operations), and RESTler (4.7 operations).
This indicates that ARAT-RL efficiently generates more requests in a given time budget,

which leads to covering more API operations, contributing to more comprehensive testing
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process.

e

Given a one-hour testing time budget, ARAT-RL generates 52.01%, 40.79%, and 1222% ]
more valid and fault-inducing requests than Morest, EvoMaster, and RESTler, respec-
tively. Additionally, it covers 15.38%, 24.14%, and 282.98% more operations than these

tools.

6.4.4 RQ3: Fault-Detection Capability

Table 6.2 presents the total number of faults detected by each tool across 10 runs for the
RESTH(ul services in this benchmark. I note that this cumulative count might include mul-
tiple detection of the same fault in different runs. For clarity in discussion, I provide the
average faults detected per run in the text below. As indicated, ARAT-RL exhibits the best
fault-detection capability, uncovering on average 113 faults over the services. In compar-
ison, Morest and EvoMaster detected 33 and 32 faults on average, respectively, whereas
RESTIler found the least—11 faults on average. ARAT-RL thus uncovered 9.3x, 2.5x, and
2.4x more faults than RESTler, EvoMaster, and Morest, respectively.

Comparing this data against the data on 500 response codes from Table 6.1, I can see
that, although ARAT-RL generated 20.59% fewer 500 responses, it found 250% more faults
than Morest. Compared to EvoMaster, ARAT-RL generated 7.06% more 500 responses, but
also detected 240% more faults. These results suggest that irrespective of whether ARAT-
RL generates more or fewer error responses, it is better at uncovering more unique faults.

ARAT-RL’s superior fault-detection capability is particularly evident in the Language
Tool and Person Controller services, where it detected on average 12 and 94 faults, respec-
tively. What makes this significant is that these services have larger sets of parameters.
This strategy performed well in efficiently prioritizing and testing various combinations of
these parameters to reveal faults. For example, Language Tool’s main operation /check,
which checks text grammar, has 11 parameters. Similarly, Person Controller’s main op-

eration /api/person, which creates/modifies person instances, has eight parameters. In
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Table 6.3: Results of the Ablation Study.

‘ Branch Line Method Faults Detected

ARAT-RL 36.25 58.47 59.42 112.10

ARAT-RL (no prioritization) | 28.70 (+26.3%) 53.27 (+9.8%) 55.51 (+7%) 100.10 (+12%)
ARAT-RL (no feedback) | 32.69 (+10.9%) 54.80 (+6.9%) 56.09 (+5.9%) 110.80 (+1.2%)
ARAT-RL (no sampling) | 34.10 (+6.3%) 56.39 (+3.7%) 57.20 (+3.9%) 112.50 (-0.4%)

contrast, the other services’ operations usually have three or fewer parameters.

ARAT-RL intelligently tries various parameter combinations with a reward system in
Q-learning because it gives negative rewards for the parameters in the successful requests.
This ability to explore various parameter combinations is a significant factor in revealing
more bugs, especially in services with a larger number of parameters. These results indicate
that ARAT-RL’s reinforcement-learning-based approach can effectively discover faults in

REST services.

[ ARAT-RL exhibits superior fault-detection ability, uncovering 9.3x, 2.5x, and 2.4x more ]
bugs than RESTler, EvoMaster, and Morest, respectively. This is mainly attributed to

its intelligent RL-based exploration of various parameter combinations in services with

large number of parameters.

6.4.5 RQ4: Ablation Study

To address RQ4, I conducted an ablation study to assess the impact of the main novel
components of ARAT-RL on its performance. I compared the performance of ARAT-RL
to three variants: (1) ARAT-RL without prioritization, (2) ARAT-RL without dynamic key-
value construction from feedback, and (3) ARAT-RL without sampling. Table 6.3 presents
the results of this study.

As illustrated in the table, the removal of any component results in reductions in branch,
line, and method coverage, as well as the number of faults detected. Eliminating the pri-

oritization component leads to the most substantial decline in performance, with branch,
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line, and method coverage decreasing to 28.70%, 53.27%, and 55.51%, respectively, and
the number of detected faults dropping to 100. This highlights the critical role of the prior-
itization mechanism in ARAT-RL’s effectiveness.

The absence of feedback and sampling components also negatively affects performance.
Without feedback, ARAT-RL’s branch, line, and method coverage decreases to 32.69%,
54.80%, and 56.09%, respectively, and the number of found faults is reduced to 110.80.
Likewise, without sampling, branch, line, and method coverage drops to 34.10%, 56.39%,
and 57.20%, respectively, while the number of found faults experiences a slight increase to
112.50, which may be attributed to random variations.

These findings emphasize that each component of ARAT-RL is essential for its overall
effectiveness. The prioritization mechanism, feedback loop, and sampling strategy work
together to optimize the tool’s performance in terms of code coverage and fault detection

capabilities.

Each component of ARAT-RL—prioritization, feedback, and sampling—contributes to
ARAT-RL’s overall effectiveness. The prioritization mechanism, in particular, plays a
significant role in enhancing ARAT-RL’s performance in code coverage achieved and

faults detected.

6.4.6 Threats to Validity

In this section, I address potential threats to this study’s validity and the steps taken to
mitigate them. Internal validity is influenced by tool implementations and configurations.
To minimize these threats, I used the latest tool versions and used default options. Some
testing tools might have randomness, but I addressed this issue by running each tool 10
times and computing the average results.

The data-collection process relies on an automated script. Despite thorough testing,
there remains the possibility that the script could contain errors, potentially affecting the

results. To mitigate this risk, I conducted several rounds of pilot testing on a representative
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subset of the services before applying the script to the full study.

External validity is affected by the selection of RESTful services and the limited num-
ber of RESTful services tested, impacting the generalizability of the findings. I tried to
ensure a fair evaluation by selecting a diverse set of 10 services, but I will try to have a
larger and more diverse set in future work.

Construct validity concerns the metrics and tool comparisons used. Metrics such as
branch, line, and method coverage, number of requests, and 500 status codes as faults, al-
though commonly used, may not capture the test tools’ full quality. Additional metrics,
such as mutation scores, could provide a better understanding of tool effectiveness. I mea-
sured efficiency by considering the number of meaningful requests generated by the tools,
including valid and fault-inducing ones, as well as the number of operations each tool cov-
ered within a given time budget. While these metrics give me some perspective on a tool’s
performance, they do not consider all possible factors. Other aspects, such as the response
times from the services, may also significantly impact overall efficiency.

Including more tools, services, and metrics in future studies would allow a more com-

prehensive evaluation of this technique’s performance.

6.5 Conclusion

Iintroduced ARAT-RL, a reinforcement-learning-based approach for the automated testing
of REST APIs. To assess the effectiveness, efficiency, and fault-detection capability of
this approach, I compared its performance to that of three state-of-the-art testing tools. The
results show that ARAT-RL outperformed all three tools considered in terms of branch, line,
and method coverage achieved, requests generated, and faults detected. I also conducted
an ablation study, which highlighted the important role played by the novel features of
this technique—prioritization, dynamic key-value construction based on response data, and
sampling from response data to speed up key-value construction—in enhancing ARAT-

RL’s performance.
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CHAPTER 7
EFFECTIVE REST API TESTING WITH SMALL LANGUAGE MODELS

7.1 Introduction

Despite advancements in REST API testing, significant challenges remain due to complex
input constraints and inter-parameter dependencies among API parameters of real-world
RESTH(ul services [19, 106]. To address these challenges, researchers have turned to recent
advances in the field of natural language processing (NLP), leading to several promising
approaches for REST API testing. For example, NLP2REST [144], my previous work,
employs NLP techniques to extract constraints and dependencies from OAS and convert
them into OAS keywords (e.g., minimum, maximum, pattern) that testing tools can
use. ARTE [50] generates realistic parameter inputs by extracting key information from
parameter names and descriptions and querying knowledge bases, such as DBPedia [51].
RESTGPT [160] uses Large Language Models (LLMs) to perform rule extraction and pa-
rameter input generation. These tools have improved REST API testing effectiveness by
extracting additional machine-readable (structured) information from the human-readable
portions of API specifications. However, they lack the ability to dynamically interact with
testing tools during execution. This limitation prevents them from refining test inputs and
rules based on real-time server feedback.

To address these limitations, I present LlamaRestTest, the first black-box testing ap-
proach that leverages Language Models (LMs) to incorporate dynamic server feedback
during REST API testing. LlamaRestTest consists of two specialized LMs created by
fine-tuning the Llama3-8b model [161]: LlamaREST-IPD for identifying inter-parameter
dependencies, and LlamaREST-EX for generating appropriate input values. These mod-

els were fine-tuned using a comprehensive dataset combining Martin-Lopez’s dependency
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database [106] and over 1.8 million API operation parameters mined from APIs-guru [162].
I also created quantized versions of these models to investigate their efficiency-accuracy
tradeoff when using lower precision. LlamaRestTest further leverages these models to-
gether with reinforcement learning for more effective API exploration. Specifically, I inte-
grated these models with ARAT-RL [15]', a reinforcement learning-based testing approach,
enabling dynamic analysis of parameter descriptions and server responses to generate valid
parameter combinations and input values during testing.

To assess the performance of LlamaRestTest, I collected 12 real-world RESTful ser-
vices, previously evaluated in [144, 15], including popular services such as Spotify. I
compared the tool with RESTGPT to evaluate the effectiveness of LlamaREST-IPD and
LlamaREST-EX in identifying inter-parameter dependencies and computing valid input
values, respectively, using various configurations, including the base Llama3-8B model,
the fine-tuned model, and the fine-tuned model with 2-bit, 4-bit, and 8-bit quantization.
Additionally, I investigated how fine-tuning and quantization impact overall testing per-
formance. I then compared LlamaRestTest with four state-of-the-art REST testing tools:
RESTIer [9], EvoMaster [45], MoRest [17], and ARAT-RL [15]. I measured effectiveness
using three key metrics widely adopted in API testing research [163, 19]: code coverage
(for open-source services), operation coverage (for online services), and the ability to detect
internal server errors (for all services). Finally, I conducted an ablation study to assess how
specification information, server response messages, parameter input generation, and pa-
rameter dependency identification each contribute to LlamaRestTest’s overall performance.

The empirical evaluation demonstrated LlamaRestTest’s effectiveness across multiple
dimensions. In parameter handling, the fine-tuned LlamaREST-EX model achieved a
72.44% success rate in generating valid inputs, outperforming the base Llama3-8B model
(22.94%) while also being more effective than RESTGPT (68.82%). For inter-parameter

dependencies, LlamaREST-IPD successfully identified 12 out of the 17 dependencies,

'T chose ARAT-RL as its exploration strategy has been shown to be effective among the recent tools [15].
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whereas RESTGPT and the base Llama model identified nine and two dependencies, re-
spectively. In terms of code coverage, the fine-tuned model with 8-bit quantization achieved
the best balance, reaching the highest average coverage (55.8% method, 28.3% branch, and
55.3% line). This model processed 37.5 operations per run—I14.5 more operations pro-
cessed per run than the base Llama model (which processed 23 operations). Fine-tuning
alone provided modest benefits (50.1% method, 23.5% branch, 49.9% line coverage, and
24.5 operations processed), showing improvements of 0.9 percentage points, 0.3 percent-
age points, 1.4 percentage points, and 1.5 additional operations respectively over the base
model (49.2%, 23.2%, 48.5%, and 23 operations). The 4-bit quantized model maintained
strong performance (54.0% method, 27.9% branch, 53.5% line coverage, and 34.4 opera-
tions processed), whereas the 2-bit model showed lower but still meaningful improvements
(52.9% method, 25.7% branch, 52.6% line coverage, and 25.4 operations processed) com-
pared to both the base and the fine-tuned model, highlighting the benefit of quantization in
REST API testing.

When compared against state-of-the-art testing tools (EvoMaster, ARAT-RL, RESTler,
and MoRest), LlamaRestTest demonstrated substantial improvements in coverage (9.2—
18.7% more branch coverage, 10.0-22.1% more line coverage, and 10.0-22.7% more
method coverage) while identifying more internal server errors (204 compared to 130-
160). The ablation study revealed that removing LlamaREST-IPD had the most significant
impact (reducing coverage by 6.2-9.2%), followed by server response analysis (4.4-6.3%
reduction), parameter descriptions (1.4-5.9% reduction), and LlamaREST-EX (3.0—4.5%
reduction).

The main contributions of this work are:

* LlamaRestTest, the first LM-based REST API testing approach that leverages server
feedback along with fine-tuning and quantization techniques to improve both effec-
tiveness and efficiency in REST API testing.

* Empirical results that demonstrate the effectiveness of fine-tuning and quantization
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in REST API testing and show that LlamaRestTest outperforms the current state-of-

the-art testing tools.

* An artifact [164] that includes the LlamaRestTest tool, benchmarking services, and

the data used for fine-tuning, along with empirical study results.

7.2 Approach

Figure 7.1 presents an overview of LlamaRestTest. LlamaRestTest is designed to address
the challenges of REST API testing, particularly in handling complex IPDs and generating
valid inputs. In this section, I discuss the key features of LlamaRestTest, including model
selection, database construction, fine-tuning, and quantization, which together enable adap-
tive, efficient, and effective testing. These components work in synergy to generate and
refine API requests dynamically based on server feedback, improving both test coverage

and fault detection.

7.2.1 Base Model Selection

LlamaRestTest uses LLMs to identify IPDs and generate valid values for API parame-
ters. The closest approach is RESTGPT which leverages OpenAI’s ChatGPT-3.5 Turbo
model to enhance OpenAPI specifications with rules for REST API testing, performing
similar tasks—i.e., identifying IPDs and generating example values. However, the cost—

approximately $10 per specification—poses a challenge, especially when considering the
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large number of LLM interactions associated with dynamic server interactions. Moreover,
RESTGPT focuses solely on static specifications, whereas this approach seeks to leverage
server response messages at runtime. Given also the potential exposure of sensitive infor-
mation in REST API testing scenarios, I prioritized using open-source models that can be
hosted on the user’s computing resource.

This work’s goal was to employ powerful yet lightweight LLMs to reduce costs, im-
prove speed, and ensure compatibility with various computing environments, including
CPU-based systems. However, I encountered challenges with LLMs, such as the Llama3-
8B model, which still requires considerable GPU resources [165]. Additionally, Llama3-
8b lacked the capability to generate valid IPD rules and example values tailored for REST
APIs when tested using prompts from RESTGPT, as shown by the results (Table 7.2 and
Table 7.3).

To address these issues, I applied fine-tuning to enhance the model’s capabilities
for REST API testing and employed quantization techniques to make the model more
lightweight. Another reason for selecting Llama3-8B as the baseline model is its archi-
tecture’s support for various quantization options, including popular 2-bit, 4-bit, and 8-bit
integer formats [166, 167, 168]. Llama3 is also open-source and offers a GPT-Generated
Unified Format (GGUF) transformation option—a binary format designed for fast model

loading and saving.

7.2.2 Database Construction

Figure 7.1 illustrates how I constructed the fine-tuning databases. I systematically created
two databases: the IPD database and the example (EX) database. The goal of this process
was to collect parameter names, descriptions, and associated rules for the IPD database,
which includes the Requires, Or, OnlyOne, AllOrNone, ZeroOrOne, and Arithmetic/Re-
lational/Complex IPD rules [106]. For the EX database, I collected parameter names, de-

scriptions, and semantically valid values.
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For mining IPD data, I used Martin-Lopez’s IPD database [106], which contains man-
ually collected dependencies from REST APIs. To ensure a fair evaluation on the bench-
mark, I excluded any OpenAPI specifications that were included in the benchmark dataset.
After filtering, I were left with 551 parameters with IPDs. For creating the EX database,
I leveraged APIs-guru [162], which provides a large collection of OAS. I gathered 4,133
OpenAPI specifications from this dataset, excluding those used in the benchmark. These
specifications include over 1.8 million parameter sets for REST APIs. I specifically tar-
geted parameters with enumerated values which are predefined set of valid values (e.g.,
json and xml for a parameter on data format).

To generate IPD rules for the parameters in the IPD database, I used RESTGPT [160].
RESTGPT extracts IPD rules from natural language descriptions in API specifications.
After extracting IPD rules automatically using RESTGPT, I manually validated the rules.
The manual validation involved checking whether the extracted IPD rules accurately repre-
sented the intended parameter dependencies based on their descriptions. Out of 551 IPDs,
25 (4.5%) required manual fixing. These were primarily complex cases involving more
than two parameters or compound rules. I performed the validation. The process took
approximately five hours in total.

Rules were validated based on their logical consistency with the parameter descrip-
tions. For example, a rule initially extracted as “Requires(A, B) AND Requires(B, C)”
might be corrected to “AllOrNone(A, B, C)” after manual validation. Similarly, the rule
“OnlyOne(X, Y) OR ZeroOrOne(Z)” might be modified to “OnlyOne(X, Y, Z)” to reflect
the intended behavior more accurately. It is important to note that manual validation is a
one-time step per API version. The validation step is optional and should have limited ef-
fect on the results, especially for the dataset where only 4.5% of IPDs required correction.
To support reproducibility, I have shared the models and the validated training dataset in
the artifact [169].

For the EX database, I focused on extracting parameters with enumerated values. From
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the API documentation, I systematically extracted the parameter name, the corresponding
description, and the specified enum values to create the training dataset. This data was
structured such that the parameter name and description served as inputs, whereas the valid
enum values were used as outputs for model fine-tuning.

The IPD and EX databases share a common schema to ensure compatibility and ease

of use during the fine-tuning process. Each database entry includes the following fields:

Parameter Name: Specifies the name of the API parameter (e.g., bboxes,

filter, format).

* Description: A brief description of the parameter’s purpose, extracted from the OAS

or generated by RESTGPT.

* Inter-Parameter Dependency (IPD): For the IPD database, this field outlines the
dependency rules associated with the parameter (e.g., mutually exclusive parameters
or required groups of parameters). These rules were generated by RESTGPT and

manually validated.

* Example Values (EX): For the EX database, this field contains an array of valid

enum values for the parameter, as specified in the OpenAPI documentation.

7.2.3  Fine-Tuning and Quantization

Dataset Preparation

The fine-tuning datasets for IPD detection and example value generation were preprocessed
and reformatted into a custom tokenized format suitable for fine-tuning. Initially, I at-
tempted to fine-tune a single model for both tasks. However, the preliminary investigations
revealed that this approach led to a poor performance in IPD detection, with the model
displaying catastrophic forgetting issues. This led me to the decision of creating separate

fine-tuned models to improve overall performance.

125



For each parameter, I used a structured format with special tokens to provide context
and guide the model’s training. The LlamaREST-IPD model’s input sequences follow this

structure:

<s>[INST] Find Inter-Parameter Dependency for the parameter below
name: travelMode
description: If startTime is present, travelMode must be ‘driving’. [/INST]

IF startTime THEN travelMode == ’'driving’;</s>

This format includes the parameter’s name and description, followed by the dependency
rule in a structured manner, enclosed with special tokens <s> and [INST]. Here, <s> and
</s> mark the start and end of the prompt, respectively. Similarly, [INST] and [/INST]
indicate the start and end of the instruction. The text between <s>[INST] and [/INST]
is the instruction, which provides the context; the text after [ /INST] presents the expected
rule. This setup allows the model to learn both the natural language description and the
corresponding logic for IPDs.

For LlamaREST-EX, the data is formatted to extract and list valid example values for

each parameter. An example of this structure is:

<s>[INST] Find example values for the parameter below in a list format
name: Content-Type
description: The content type. [/INST]

["application/x-www—form—-urlencoded’, ’application/json’, ...]1</s>

This tokenization ensures that the model understands the task of generating example
values for each parameter in list format. The input includes the parameter name and de-
scription, while the output provides a list of valid example values. I experimented with
different tokenization schemes and ultimately chose Llama2 tokens, as Llama3’s agentic
token support is not required for REST API testing tasks, and Llama2 tokens are simpler.
The structured format and custom tokens facilitate efficient parsing of IPDs and example

values during fine-tuning.
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Parameter-Efficient Fine-Tuning

Fine-tuning plays a pivotal role in enhancing the performance of LlamaREST-IPD and
LlamaREST-EX by enabling the models to adapt to the tasks of IPD detection and example
value generation. Fine-tuning can be performed in two ways: Full Parameter Fine-Tuning
(FFT) and Parameter-Efficient Fine-Tuning (PEFT). FFT requires large datasets and exten-
sive computational resources, whereas PEFT is designed to work efficiently with smaller
datasets, making it a better fit for the application. IPD dataset contains only 551 parameters,
which is insufficient for FFT, as prior research has shown that fewer than 1,000 examples
do not yield significant performance improvements with FFT [170]. I therefore employed
PEFT, which optimizes the model by fine-tuning only a subset of its parameters. This se-
lective updating process allows it to efficiently adapt to new tasks using smaller datasets
and fewer computational resources.

The two most commonly used PEFT methods are LoRA [35] and QLoRA [36].
Both approaches allow fine-tuning with significantly reduced computational requirements.
LoRA focuses on injecting trainable low-rank matrices into transformer layers, whereas
QLoRA quantizes model weights during training, further reducing memory usage and
computational costs. Given the limitations of the compute environment, which includes
a Google Colab machine with a 40GB A100 GPU, I opted for QLoRA. QLoRA’s quanti-
zation compresses the model, letting it fit within memory constraints while still performing
the necessary updates.

I based the fine-tuning configuration on the recommended settings from Meta’s official
guidelines [171], making necessary adjustments to accommodate the hardware. Specifi-
cally, I reduced the batch size to 8 to fit within the 40GB VRAM of the A100 GPU. As
mentioned, the fine-tuning process leverages a structured dataset specifically designed for
IPD detection and value generation tasks, using custom tokens to represent the relationships
between parameters. These tokens guide the model’s understanding of the dependencies

and example values, allowing for updates of only the relevant parts of the model during

127



fine-tuning. This adaptation allows for faster convergence and lower computational costs
compared to full parameter tuning.

To prevent overfitting and reduce unnecessary computation, I applied an early stopping
strategy [172]. Initially, I set the epoch limit to 100 but continuously monitored the train-
ing loss. Early stopping was triggered when the loss plateaued—meaning further train-
ing would no longer improve the model’s performance. This resulted in 35 epochs for

LlamaREST-EX and 51 epochs for LlamaREST-IPD.

Quantization

After fine-tuning, I applied quantization to optimize the model for deployment in resource-
constrained environments and improve speed. Quantization reduces the model’s memory
footprint by representing its weights with fewer bits, making it faster and more efficient
while maintaining acceptable performance. Using the llama.cpp library, I experimented
with three popular quantization levels to balance model size and accuracy: 2-bit, 4-bit, and
8-bit quantization [166, 167, 168]. Each level presents different trade-offs between memory
usage and performance, with 2-bit offering the highest compression and 8-bit maintaining
nearly full accuracy.

These quantized versions let me assess the trade-off between effectiveness (accuracy)
and efficiency (model size and inference speed) for various deployment scenarios in REST
API testing. The 2-bit quantization is ideal for highly memory-constrained devices such as
edge environments (e.g., 2.96 GB), 4-bit strikes a balance for mid-tier resources (e.g., 4.58
GB), and 8-bit is suited for relatively high-resource environments where performance is a

priority (e.g., 7.95 GB).

7.2.4 REST API Testing

Figure 7.1 illustrates the LlamaRestTest framework, which integrates the ARAT-RL ap-

proach for adaptive REST API testing. A key component of ARAT-RL is the Q-Table,
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which prioritizes API operations and parameters. The Q-Table Updater updates Q-values
based on responses received from API requests. Specifically, successful responses (2xx)
reduce the Q-value, encouraging exploration of other operations, while failure responses
(4xx or 500) increase the Q-value, directing further testing toward problematic areas. This

update follows the Q-learning formula:

Q(s,a) + Q(s,a) + afr + ymaxQ(s',;a’) — Q(s, a)] (7.1)

where « is the learning rate, -y is the discount factor, and 7 is the reward assigned based
on the response. As shown in Figure 7.1, the Request Sender interacts with the Q-Table
Updater, dynamically adjusting priorities to optimize testing coverage.

Once initialized, ARAT-RL applies an e-greedy strategy to balance exploration (test-
ing less-explored operations) and exploitation (focusing on previously promising combina-
tions). The Operation Selector chooses an API operation based on its Q-value, followed
by the Parameter Selector, which assigns probabilities to parameters, with more frequently
used parameters being favored. The Value Generator produces parameter values, typically
chosen randomly but in conformance with the expected types.

When repeated failures occur (e.g., multiple 4xx responses), LlamaREST-IPD and
LlamaREST-EX are activated. The LlamaREST-IPD model is prompted in the same format
employed during fine-tuning:
<s>[INST] Find Inter-Parameter Dependency for the parameter below

name: {parameter name}

description: {parameter description and server response message} [/INST]

This prompt directs the model to analyze parameter descriptions and server response
messages, identifying dependencies, such as when a parameter is required only if another
parameter is present.

Similarly, LlamaREST-EX generates example values for parameters using the follow-

ing prompt structure, which was used for fine-tuning:
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<s>[INST] Find example values for the parameter below in a list format
name: {parameter name}

description: {parameter description and server response message} [/INST]

This enables LlamaREST-EX to produce valid, realistic parameter values based on the
available descriptions and server responses.

After parameters and values are refined, the Request Sender submits the API request.
Depending on the API response, the Q-Table Updater adjusts the priorities of the operation-
parameter combinations. Successful requests lower the priority of that combination, en-
couraging exploration, whereas failures assign positive rewards, driving further probing of

problematic parts of the API.

7.3 Evaluation

In this section, I present the results of empirical studies conducted to assess LlamaRestTest,

focusing on answering the following research questions:

1. RQ1: How do LlamaREST-EX and LlamaREST-IPD compare with the state-of-
the-art REST API testing assistant tool, RESTGPT, in terms of identifying inter-

parameter dependencies and generating valid inputs for REST API testing?

2. RQ2: How do fine-tuning and quantization affect REST API testing in terms of

achieved code coverage and operation coverage?

3. RQ3: How does LlamaRestTest compare with state-of-the-art REST API testing

tools in terms of achieved code coverage and operation coverage?

4. RQ4: In terms of error detection, how does LlamaRestTest perform in triggering
500 (Internal Server Error) responses compared to state-of-the-art REST API testing

tools?
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Table 7.1: REST services used in the evaluation.

REST Service Lines of Code Operations
Features-Service 1688 18
Genome-Nexus 22143 23
Language-Tool 113170 2
Market 7945 13
Person-Controller 601 12
Project-Tracking-System 3784 67
Rest-Countries 1619 22
User-Management 2805 22
YouTube 2422 1
FDIC - 6
Ohsome - 122
Spotify - 12

5. RQS: How do analysis of parameter description, analysis of server response mes-
sages, LlamaREST-IPD, and LlamaREST-EX contribute to the overall performance

of LlamaRestTest in terms of code coverage and operation coverage?

7.3.1 Experiment Setup

The experiments were conducted on an M1 MacBook Pro running Sonoma 14.4.1 with
64GB of memory. I installed all the services from the benchmark suite, along with the
REST API testing tools I intended to evaluate. To prevent any dependency conflicts, I
restored the database for each service before running each test. Each service and tool was
hosted with default settings and tested sequentially to avoid interference. I continuously
monitored CPU and memory usage to ensure that resource limitations did not impact the
performance of the testing tools. Each tool was run for one hour, a standard time budget
used in the area [19, 20, 15, 17, 163], to provide a fair comparison. To minimize the effect
of randomness on the results, I repeated each test 10 times and averaged the outcomes.?
For the evaluation, I relied on the same set of REST API testing tools and services used
by ARAT-RL [15]. Accordingly, I compared AutoRestTest with ARAT-RL [15], EvoMas-

ter [45], MoRest [17], and RESTler [9]. Specifically, I used the latest released version

2For the ablation study (RQ5), I performed only three runs due to its extensive evaluation time.
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or the latest commit when a release was unavailable: RESTler v9.2.4, EvoMaster v3.0.0,
ARAT-RL v0.1, MoRest (obtained directly from the authors).

The ARAT-RL benchmark dataset consists of 10 RESTful services. In addition to these
services, I included services from the RESTGPT study [160] due to the availability of a
ground truth of extracted rules. Out of the total 16 services, I excluded SCS and NCS be-
cause they were written by EvoMaster’s authors, and I aimed to avoid potential bias. I also
excluded OCVN due to authentication issues. Lastly, I excluded OMDB, which is a toy
online service with only one API operation that all testing tools can process in a second.
Ultimately, [ used 12 services: Features Service, Language Tool, REST Countries, Genome
Nexus, Person Controller, User Management Microservice, Market Service, Project Track-
ing System, Ohsome,®> YouTube-Mock, and Spotify. Table 7.1 provides details on these
services, including the lines of code (for the open-source services) and the number of API
operations.

The key metrics for evaluating effectiveness and fault-detection ability included code
coverage, the number of successfully processed operations in the specification, and the
number of 500 status codes encountered, which are among the most commonly used met-
rics [163]. To measure code coverage, I used JaCoCo [114]. The number of processed
operations and the number of errors detected (500 status codes) were collected using a
script from the ARAT-RL repository [150]. That script tracks 500 status codes for each

operation and removes duplicate 500 errors based on server response messages.

7.3.2 RQI: Comparison with RESTGPT

To assess the effectiveness of LlamaREST-IPD in identifying IPD rules and LlamaREST-
EX in generating semantically valid testing inputs, I compared both models with REST-
GPT, a state-of-the-art tool for enhancing specifications. I also evaluated Llama3-8B, the

base model for both LlamaREST-IPD and LlamaREST-EX, along with various quantiza-

30hsome has an open-source version [173], but I used the online version [174] as the open-source version
consistently produced server errors.
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Table 7.2: Comparison of semantically valid parameter value generation by LlamaREST-
EX, Llama3-8B, and RESTGPT (‘FT’ indicates fine-tuning and ‘Q’ indicates quantization).

API LlamaREST-EX RESTGPT Llama3-8B
FT with Q(2-Bit) FT with Q(4-Bit) FT with (Q 8-Bit) FT
Genome-Nexus 10.66% 35.29% 35.48% 57.02% 36.25% 9.00%
Language-Tool 22.58% 58.82% 64.52% 69.23% 82.98% 60.00%
REST-Countries 33.33% 78.79% 75.47% 79.22% 75.29% 46.84%
YouTube 14.75% 67.27% 70.31% 73.08% 73.33% 21.67%
FDIC 21.21% 33.33% 47.46% 54.69% 70.42% 14.29%
Ohsome 27.59% 74.14% 93.75% 92.16% 76.83% 2.78%
Spotify 73.74% 73.81% 75.86% 81.71% 66.67% 0.00%
Average 29.12% 60.21% 66.12% 72.44% 68.82% 22.94%

Table 7.3: Comparison of inter-parameter dependency rule generation performance among
LlamaREST-IPD, RESTGPT, and Llama3-8B (‘FT” indicates fine-tuning, ‘Q’ indicates
quantization, ‘O’ indicates correct rule generation, and ‘-’ indicates failure to generate the

rule).
Service Name Parameter Name Rule LlamaREST-IPD RESTGPT Llama3-8B
FT with Q(2-Bit) FT with Q(4-Bit) FT with Q(8-Bit) FT
Laneuage-Tool data Or(text,data) - - - - 0]
Buag preferredVariants IF preferredVariants THEN language==auto -
eventType IF eventType THEN type=video - o o [¢] o o
forMine IF forMine==true THEN type=video - - - o (6] -
videoLicense IF videoLicense THEN type=video - (o] - -
videoType IF videoType THEN type=video - o o o [¢] [e]
videoEmbeddable IF videoEmbeddable THEN type=video [¢] o o [¢] -
YouTube videoDimension IF videoDimension THEN type=video - (6] o o (6]
location AllOrNone(this,locationRadius) - - -
videoDefinition IF videoDefinition THEN type=video [¢]
relatedToVideold IF relatedToVideold THEN type=video - - - -
videoCaption IF videoCaption THEN type=video - - o o (6]
forContentOwner  IF forContentOwner THEN onBehalfOfContentOwner - - - - -
videoDuration IF videoDuration THEN type=video o o o (¢}
videoSyndicated IF videoSyndicated THEN type=video o o o -
videoCategoryld IF videoCategoryld THEN type=video o o -
Spotify collaborative IF collaborative==true THEN public==false o [¢]
Total 18 1 6 7 12 9 2

tion variants (2-bit, 4-bit, and 8-bit). To measure effectiveness, I used as ground truth,
the RESTGPT dataset of extracted rules, including IPDs and example values [160]. The
RESTGPT dataset contains manually-extracted rules from OpenAPI specifications of nine
services, but IPD and value constraint rules occur for only three and seven of the services,
respectively; for the other services, these rules were not described in their OpenAPI spec-
ifications. Thus, the evaluation of value generation is based on seven of the services from
the RESTGPT benchmark, whereas the evaluation of IPD rule extraction is based on three
of the services.

Table 7.2 presents the results on precision of semantically valid value generation for
LlamaREST-EX, RESTGPT, and Llama3-8B for seven services. Table 7.3 further narrows

the focus to three of these services, presenting the available IPD rules identified through

133



parameter descriptions.

I evaluated value generation based on semantic validity, as proposed by a recent study
and adopted by RESTGPT: a semantically valid input must be coherent with the API do-
main [50]. For instance, “Berlin” is a valid input for the parameter addressLocality
in DHL’s API, whereas “dog” is not. For RESTGPT, I used the generated values from
its artifact; for Llama3-8B, I applied the same prompts used by RESTGPT. Precision was
determined by two external developers independently assessing whether the generated val-
ues were semantically valid, with any discrepancies resolved through discussion to reach a
consensus.

Llama3-8B, although competitive on some APIs, generally performs poorly, with an
average accuracy of just 24.94%. It struggles significantly on APIs such as Spotify (0%)
and Ohsome (2.78%), underscoring its limitations in generating semantically valid values.
However, fine-tuning the model, as demonstrated with LlamaREST-EX, leads to significant
performance improvement.

LlamaREST-EX, especially its FT version, shows substantial gains over Llama3-8B,
achieving an average accuracy of 72.44%. For example, on the Ohsome API, the FT ver-
sion of LlamaREST-EX reaches 92.16%, outperforming RESTGPT’s 76.83%; similarly,
on Genome-Nexus, it scores 57.02%, achieving considerably higher precision than REST-
GPT (36.25%). Overall, LlamaREST-EX with fine-tuning outperforms RESTGPT, which
achieved 68.82% accuracy, compared to LlamaREST-EX’s 72.44%. Even the quantized
versions of LlamaREST-EX (4-bit and 8-bit) show reasonable performance, with 60.21%
and 66.12% precision, respectively.

LlamaREST-EX generally performs well, but there are two cases where it is less ef-
fective than RESTGPT: Language-Tool and FDIC. These results highlight some limita-
tions of the approach and provide insights for future improvements. For Language-Tool,
the low performance is primarily due to LlamaREST-EX’s difficulty in handling com-

plex parameter constraints, particularly for region-specific formats. For example, with the
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altLanguage parameter, LlamaREST-EX output “en” instead of the correct “en-GB”.
RESTGPT, leveraging its larger model size, was able to correctly interpret the format
specification from the parameter description. In the case of FDIC, the lower performance
came from the specialized nature of the API, which requires more domain-specific financial
knowledge that the fine-tuning process did not fully capture.

These cases highlight the trade-off between model size and performance. Although the
approach with LlamaRestTest demonstrates that fine-tuning a smaller, open-source model
can significantly enhance task-specific effectiveness and make it competitive with much
larger models in many cases, there are still scenarios where larger models can have an
advantage in handling very specific or complex constraints.

Table 7.3 presents the IPD rules identified through parameter descriptions for three ser-
vices among the seven services in Table 7.2. Llama3-8B demonstrates limited capability in
detecting IPD rules, identifying only two rules across all services. LlamaREST-IPD, partic-
ularly in its fine-tuned version, significantly outperforms both Llama3-8B and RESTGPT.
The FT variant of LlamaREST-IPD identifies 12 correct IPD rules, compared to nine by
RESTGPT, highlighting its ability to capture more complex relationships. Even the quan-
tized versions of LlamaREST-IPD (4-bit and 8-bit) demonstrate consistent improvements
in performance, but the 2-bit version has considerable performance degradation, identifying

only one IPD rule correctly.

Fine-tuning significantly improves the accuracy of semantically valid input gener-
ation and IPD rule detection, outperforming both the base Llama3-8b model and
the state-of-the-art RESTGPT tool. Moreover, with 8-bit and 4-bit quantization, the
fine-tuned model remains competitive with RESTGPT, while still performing con-

siderably better than the base model.
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Figure 7.2: Code coverage achieved on 10 runs for open-source services using Lla-
maRestTest configured with the base Llama3-8B model, the fine-tuned model (FT), and
the quantized models (Q).

Table 7.4: Average number of operations processed in 10 runs for closed-source services
using LlamaRestTest configured with Llama3-8B (Base), fine-tuning (FT), and quantiza-

tion (Q).

Service FT with 8-Bit Q FT with4-BitQ FT with2-BitQ FT Base

FDIC 6.0 6.0 6.0 60 6.0
Ohsome 24.5 21.4 13.2 121 112
Spotify 7.0 7.0 6.2 64 5.8
Total 375 34.4 25.4 245 23.0

7.3.3 RQ2: Impact of Fine-Tuning and Quantization on REST API Testing

To evaluate the impact of fine-tuning and various quantization levels on REST API test-
ing, I assessed LlamaRestTest under five configurations: the base Llama3-8B model, the
fine-tuned version (at full precision), and the quantized versions at 8-bit, 4-bit, and 2-bit
quantization. I evaluated the effectiveness of these configurations in terms of code cover-
age achieved for the open-source services and operations processed for the closed-source
services in the benchmark (Table 7.1).

Figure 7.2 presents a comparison of method, branch, and line coverage across multiple

services for the five LlamaRestTest configurations: the fine-tuned version, the fine-tuned
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Table 7.5: Average number of operations processed for closed-source services by different
testing tools (LlamaRestTest configured with 8-bit quantization.)

Service MoRest RESTler ARAT-RL EvoMaster LlamaRestTest

FDIC 6.0 6.0 6.0 6.0 6.0
Ohsome 0.0 0.0 0.0 0.0 24.5
Spotify 3.9 4.6 5.6 52 7.0
Total 9.9 10.6 11.6 11.2 37.5

versions with 8-bit, 4-bit, and 2-bit quantization, and the base model. Each panel represents
one of the coverage metrics—method, branch, or line—for the nine open-source services
in the benchmark. The figure also shows the average coverage, across services, for each
configuration. The fine-tuned and quantized versions generally exhibited higher coverage
compared to the base model, with significant gains observed for the Language-Tool and
YouTube services in particular.

The results show that fine-tuning alone produced modest improvements over the base
model. The fine-tuned model achieved average coverage rates of 50.11% for method cov-
erage (compared to 49.21% for base), 23.55% for branch coverage (compared to 23.24%
for base), and 49.91% for line coverage (compared to 48.51% for base). This represents
improvements of approximately 0.9%, 0.3%, and 1.4% respectively, demonstrating that
fine-tuning provides an observable but limited enhancement to testing capability.

On combining fine-tuning with quantization, I observed substantially greater improve-
ments. LlamaRestTest with 8-bit quantization exhibited 6.6% improvement in method cov-
erage compared to the base model, reaching 55.8% coverage on average. The 4-bit quan-
tized version resulted in coverage gain of 4.8% (54.0% method coverage), while the 2-bit
quantized version achieved 3.7% increase (52.9% method coverage). The trends are similar
for branch and line coverage, with the quantized versions performing better than the fine-
tuned model in gains over the base model. In terms of branch coverage, the 8-bit, 4-bit, and
2-bit quantized versions showed increases of 5.1%, 4.7%, and 2.5%, respectively, over the

base model; likewise, for line coverage, the gains of these quantized version were 6.8%,
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5.0%, and 4.1%, respectively.

Table 7.4 shows the number of successfully processed operations for the closed-source
services in the benchmark under the five LlamaRestTest configurations. LlamaRestTest
with fine-tuning alone processed 24.5 operations, which is 1.5 operations more than the
base model’s 23 operations. More significantly, LlamaRestTest with 8-bit quantization
processed 37.5 operations (14.5 operations more than the base model’s 23), while the 4-bit
quantized version processed 34.4 operations (11.4 operations more than the base model).
Finally, the 2-bit version was also more effective than the base model, processing 25.4
operations (2.4 operations more than the base model).

These results demonstrate that fine-tuning alone provides modest benefits, but the com-
bination of fine-tuning with appropriate quantization delivers significantly better perfor-
mance. There are two main contributing factors for this phenomenon. First, the faster in-
ference times of quantized models enable more test generation within the same testing bud-
get, processing for instance 22-81% more inference tasks in the same time budget [175].
For example, for IPD rule extraction (RQ1), the fine-tuned model required 48.9 seconds
per IPD on average, whereas the 8-bit quantized version reduced the inference time to 36.9
seconds. The 4-bit and 2-bit quantized models further reduced the time to 26.2 and 26.1
seconds, respectively. The smaller models benefit from faster inference, which enhances
the effectiveness of REST API testing via more efficient processing of server response
messages. Second, quantization introduces a regularization effect that may help the model
generalize better with various answers rather than memorizing specific examples [176].

Although quantized models generally performed well, I observed scenarios where the
2-bit quantized model underperformed compared to the non-quantized model. Specifi-
cally, for services, such as Genome-Nexus and Spotify, that rely heavily on domain-specific
knowledge, the 2-bit quantized model often generated incorrect outputs, leading to lower
code coverage. This suggests that the extreme compression in the 2-bit model may result in

a loss of precision that affects performance in complex, domain-specific scenarios. How-
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Figure 7.3: Code coverage achieved on 10 runs for open-source services with MoRest,
RESTler, ARAT-RL, EvoMaster, and LlamaRestTest (fine-tuned with 8-bit quantization).

ever, the 4-bit and 8-bit quantized models consistently outperformed the non-quantized
models, even in these challenging cases. This indicates that these quantization levels strike
a good balance between model compression and maintaining the necessary precision for

effective API testing across various domains.

s N

LlamaRestTest with fine-tuning and 8-bit quantization achieved the highest code
and operation coverage, processing 37.5 operations while achieving improvements
of 5.5%, 5.1%, and 6.8% in method, branch, and line coverage, respectively, over
the base model, thus showing a good balance between efficiency and effectiveness.
Fine-tuning alone provided modest gains over the base model. While 4-bit and 8-bit
quantized models consistently outperformed non-quantized versions, the 2-bit model

showed limitations in complex, domain-specific scenarios, highlighting the trade-off

between model compression and precision for REST API testing.
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7.3.4 RQ3: Comparison with State-of-the-art REST API Testing Tools

Next, I compared LlamaRestTest against four state-of-the-art REST API testing tools in
terms of code coverage (for the open-source services) and operation coverage (for the
closed-source services). For this study, the testing tools used enhanced versions of Ope-
nAPI specifications of the services generated by RESTGPT [160].

Figure 7.3 presents the code coverage achieved by MoRest, RESTler, ARAT-RL, Evo-
Master, and LlamaRestTest on the open-source services in the benchmark. The results
show that LlamaRestTest consistently outperforms all other tools in method, branch, and
line coverage. For method coverage, LlamaRestTest achieved 55.8%, exceeding MoRest
(33.3%) by 22.5 percentage points, RESTler (33.1%) by 22.7 percentage points, ARAT-RL
(41.7%) by 14.1 percentage points, and EvoMaster (45.8%) by 10 percentage points. In
terms of branches, LlamaRestTest reached 28.3% coverage, achieving 15.6 increase over
MoRest, 18.7 increase over RESTler, 9.2 increase over ARAT-RL, and 10.5 increase over
EvoMaster. Finally, for line coverage, LlamaRestTest achieved 55.3% coverage, again
outperforming MoRest (+20.7), RESTler (+22.1), and ARAT-RL (+11.9), and EvoMaster
(+10) considerably.

Table 7.5 presents results on operation coverage, showing the average number of op-
erations processed by each tool for the closed-source services. Like the results on code
coverage, LlamaRestTest outperformed the other tools by a wide margin, successfully pro-
cessing 37.5 operations overall. This represents improvements of 27.6 operations over
MoRest (9.9), 26.9 operations over RESTler (10.6), 25.9 operations over ARAT-RL (11.6),
and 26.3 operations over EvoMaster (11.2).

LlamaRestTest’s effective performance comes from its ability to analyze server re-
sponses, which allows it to detect errors that other tools might miss. For example, in testing
APIs like Ohsome and Spotify, LlamaRestTest was able to process more operations by uti-
lizing information from server messages. In the case of Ohsome, where the server returned

a message indicating that users must specify only one of three parameters, LlamaRestTest
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used this information to test the operations that the other tools missed. Conversely, Lla-
maRestTest may be less effective on services that provide minimal or poor server feedback.
In such cases, LlamaRestTest could spend time analyzing response messages that do not
contain useful information for refining requests, potentially reducing its efficiency.

These results demonstrate that leveraging server response feedback with LlamaREST-
IPD and LlamaREST-EX significantly improves testing effectiveness compared to current
state-of-the-art tools, even when using enhanced specifications generated by RESTGPT.
The ability to interpret and utilize server responses gives LlamaRestTest an edge in most

scenarios, particularly those with informative server feedback.

LlamaRestTest significantly outperforms other API testing tools, achieving 10.0%—
22.7% more method coverage, 9.2%—-18.7% more branch coverage, 10.0%-22.1%
more line coverage, and processing 2.5x—3x more operations than competing tools.
It performs particularly well in scenarios with informative server feedback, but may
be less effective, perform similarly to other tools, when testing APIs with minimal

response messages or massages that lack useful information.

7.3.5 RQ4: Fault-Detection Capability

Table 7.6 presents the results on fault-detection capability of five REST API testing
tools—MoRest, RESTler, ARAT-RL, EvoMaster, and LlamaRestTest—measured as the
number of 500 internal server errors detected across all services in the benchmark. To
measure unique server errors, I used the error-counting script provided in the ARAT-RL
artifact [150], which automatically counts the 500 errors in the server log and discards
duplicate entries.

LlamaRestTest demonstrated the highest fault-detection ability, discovering 204 faults
in 10 runs on the services in the benchmark. This represents 64 more faults detected than

MoRest (140), 74 more than RESTIer (130), 44 more than ARAT-RL (160), and 74 more
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Table 7.6: Internal server errors detected over 10 runs.

Service MoRest RESTler ARAT-RL EvoMaster LlamaRestTest
Features-Service 10 10 10 10 10
Genome-Nexus 10 0 10 0 10
Language-Tool 0 0 10 10 10
Market 10 10 10 10 10
Person-Controller 80 80 80 80 80
Project-Tracking-System 10 10 10 10 10
REST-Countries 10 10 10 0 10
User-Management 10 10 10 10 10
YouTube 0 0 0 0 0
FDIC 0 0 10 0 10
Ohsome 0 0 0 0 36
Spotify 0 0 0 0 8
Total 140 130 160 130 204

than EvoMaster (130). The results clearly show that LlamaRestTest outperforms all other
tools, detecting more faults across diverse services.

The most notable detected errors were in the Ohsome and Spotify services. For Oh-
some, LlamaRestTest was the only tool to detect faults, identifying 36 errors where all
other tools failed. Similarly, LlamaRestTest was the only tool to find faults in Spotify, de-
tecting 8 errors where all others found none. Both if these instances involve processing of
complex scenarios. For example, the GET /playlists/playlist_id/tracks opera-
tion in Spotify’s API requires specific knowledge of how Spotify generates playlist_id.
Spotify generates IDs for playlists that are typically 22 characters long, with constraints
on the permitted characters and patterns. While many tools fail to generate valid IDs,
LlamaREST-EX, due to its fine-tuning, accurately retrieved and generated valid Spo-
tify playlist IDs. As a result, LlamaRestTest was able to successfully execute the GET
/playlists/playlist_id/tracks operation, triggering a chain of interactions across
the service. For instance, after retrieving the International Standard Recording Code
(ISRC) from the playlist’s tracks, the mutation process randomly selects an ISRC to use as
user_id in the subsequent GET /users/user_id/playlists operation. This sequence

exposes a hidden dependency conflict, which causes an Internal Server Error.
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Table 7.7: Ablation study on the impact of key components of LlamaRestTest on coverage

achieved.

Method

Branch

Line

LlamaRestTest

55.8%

1. Without Parameter Description 49.9% (-5.9%)

2. Without Server Response
3. Without LlamaREST-IPD
4. Without LlamaREST-EX

49.7% (-6.1%)
46.6% (-9.2%)
52.1% (-3.7%)

28.3%

26.9% (-1.4%)
23.9% (-4.4%)
22.1% (-6.2%)
23.8% (-4.5%)

55.3%
50.8% (-4.5%)
49.0% (-6.3%)
46.9% (-8.4%)
52.3% (-3.0%)

LlamaRestTest outperforms state-of-the-art REST API testing tools in fault detection
by detecting 204 Internal Server Error (500) responses over 10 runs, thus identifying
44 to 74 more errors than the other tools, which illustrates its superior ability to detect

internal server errors.

7.3.6  RQS5: Ablation Study

To assess the contribution of the key components of LlamaRestTest, I conducted an ablation
study by systematically removing specific features and measuring the resulting effect on
method, branch, and line coverage across three runs. In particular, I disabled the following
features individually to study their effects on coverage: analysis of parameter descriptions,
analysis of server response messages, LlamaREST-IPD, and LlamaREST-EX. Table 7.7
presents the code coverage achieved by LlamaRestTest with and without these components,
thus showing how much each feature contributes to its overall performance.

The full LlamaRestTest system achieved method coverage of 55.8%, branch coverage
of 28.3%, and line coverage of 55.3%. Removing the parameter description feature re-
sulted in a noticeable drop, with method coverage decreasing by 5.9%, branch coverage by
1.4%, and line coverage by 4.5%. This suggests that including parameter descriptions im-
proves test case generation by providing relevant information for generation of valid inputs.
Interestingly, excluding the server response feature caused an even more significant drop,
particularly in branch coverage, which decreased by 4.4%; method and line coverage fell

by 6.1% and 6.3%, respectively. While previous studies in this area have focused primarily
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on enhancing specifications [144, 160], these results highlight the critical role of server
feedback in guiding test case generation and increasing coverage via analysis of dynamic
behaviors at runtime.

The removal of LlamaREST-IPD had the most substantial impact on performance, re-
ducing method coverage by 9.2%, branch coverage by 6.2%, and line coverage by 8.4%.
This suggests that modeling inter-parameter dependencies is crucial for generating more
effective test cases that cover complex interactions between parameters. Finally, exclud-
ing LlamaREST-EX resulted in moderate reductions in coverage, with method, branch,
and line coverage decreasing by 3.7%, 4.5%, and 3.0%, respectively. But LlamaREST-EX
still contributes meaningfully to overall test effectiveness, particularly in terms of branch

coverage.

The ablation on key components of LlamaRestTest shows that, while each compo-
nent contributes to the overall performance of LlamaRestTest, server response analy-
sis and inter-parameter dependency modeling are the more critical components, with

their removal causing larger drops in code coverage than the other components.

7.3.7 Threats to Validity

Like any empirical study, there are potential threats to the validity of the results. The se-
lection of REST APIs may not be representative and affect external validity. Although
I used a diverse set of 12 real-world services, including services that have been used in
prior evaluations of REST API testing tools, LlamaRestTest may perform differently on
other benchmarks containing services with different characteristics. The reliance on spe-
cific fine-tuning datasets, such as Martin-Lopez’s IPD database and APIs-guru, may affect
the performance of the fine-tuned models on other services. In terms of tool selection, I
used the state-of-the-art REST API testing tools available at the time of this study. I note,

however, that concurrently to the work, two new REST API testing techniques have been
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proposed [177, 48]. I could not compare with either of these approaches because they had
not yet been published when I performed this work.

There are potential issues related to the experiment setup that could affect the accuracy
of the results. The settings used for the testing tools and the services might not be optimal.
I attempted to minimize these effects on the results by using the same settings that were
used in a previous study [15]. I hosted each testing tool and service on separate machines to
prevent interference. To account for randomness in tool results, I ran each tool 10 times on
each service (this was done for all studies except the ablation study). The use of automated
scripts to measure fault detection and code coverage could introduce inaccuracies due to
bugs in the scripts. However, such factors are unlikely to affect the results in any significant
way as | used scripts that have been used in prior studies [150]. Moreover, I manually
checked some of the testing results to validate them. The manual validation step of inter-
parameter dependency rules for creating the fine-tuning dataset, while improving accuracy,
introduces potential inconsistencies and limits scalability.

LlamaRestTest’s integration with ARAT-RL creates tool dependency where potential
issues in ARAT-RL could affect LlamaRestTest’s performance. Again, I thoroughly tested
and spot checked the implementation. I also make LlamaRestTest and the experiment
dataset available in the artifact [169], which allows other researchers to validate and ex-

tend the evaluation.

7.4 Conclusion

I'introduced LlamaRestTest, a new REST API testing approach that leverages the capabili-
ties of large language models through fine-tuning and quantization to improve testing effec-
tiveness and efficiency. LlamaRestTest incorporates two key components, LlamaREST-1PD
and LlamaREST-EX, which focus on inter-parameter dependency detection and realistic
parameter value generation. The evaluation, performed on 12 real-world REST services,

shows that LlamaRestTest can outperform state-of-the-art tools such as RESTler, EvoMas-
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ter, MoRest, and ARAT-RL, achieving significantly higher code coverage and processing
more service operations than those tools. Additionally, the ablation study highlights the
importance of each component, with LlamaREST-IPD and server response messages being
critical to achieving the best results. The results also show that fine-tuning significantly
enhances LlamaRestTest’s performance, even outperforming larger models such as REST-
GPT which is based on ChatGPT-3.5 Turbo. Quantization further improves the model’s
efficiency without substantial loss in accuracy, making LlamaRestTest both powerful and

practical for real-world use.
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CHAPTER 8
A MULTI-AGENT APPROACH FOR REST API TESTING WITH SEMANTIC
GRAPHS AND LLM-DRIVEN INPUTS

8.1 Introduction

Existing tools often achieve low coverage, especially on large REST services, as shown in
recent studies (e.g., Language Tool, Genome Nexus, and Market in the ARAT-RL evalua-
tion [15], and Spotify and OhSome in the NLP2REST evaluation [ 144]). To overcome these
limitations, I propose AutoRestTest, a new approach that integrates a semantic property
dependency graph (SPDG) and multi-agent reinforcement learning (MARL) with Large
Language Models (LLMs) to enhance REST API testing. The “agent” refers to a special-
ized software component that perceives its environment through sensors, makes decisions
based on its knowledge and objectives, and acts upon the environment to achieve specific
goals [178, 179]. Unlike fully autonomous agents in distributed systems, the agents in
AutoRestTest are cooperative components of a centralized system that collaborate to solve
different aspects of the REST API testing problem while sharing a common overall objec-
tive. This definition aligns with the use of agents in multi-agent reinforcement learning
frameworks for complex problem-solving [43, 180], where problem decomposition and
specialized learning improve overall system performance.

Specifically, AutoRestTest employs four specialized agents to optimize the testing pro-
cess. The dependency agent manages and utilizes the dependencies between operations
identified in the SPDG, guiding the selection of dependent operations for API requests.
The operation agent selects the next API operation to test, prioritizing operations likely
to yield valuable test results based on previous results, such as successfully processed de-

pendent operations. The parameter agent chooses parameter combinations for the selected
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operation to explore different configurations. Finally, the value agent manages the gen-
eration of parameter values using three data sources: values from dependent operations,
LLM-generated values that satisfy specific constraints using few-shot prompting [25], and
type-based random values. The value agent learns which data source is most effective for
each parameter type and context.

The AutoRestTest agents collaborate to optimize the testing process using the multi-
agent value decomposition Q-learning approach [180, 181]. When selecting actions,
each agent is employed independently using the epsilon-greedy strategy for exploitation-
exploration balancing. However, during policy updates using the Q-learning equation,
AutoRestTest uses value decomposition to consider the joint actions across all agents.
Through centralized policy updates, each agent converges toward selecting the optimal
action while accounting for the actions of the other agents.

I evaluated AutoRestTest on 12 real-world RESTful services used in previous stud-
ies [144, 15], including well-known services such as Spotify, and compared its performance
with that of four state-of-the-art REST testing tools, recognized as top-performing tools in
recent studies [19, 15, 17, 20]: RESTler [9], EvoMaster [45], MoRest [17], and ARAT-
RL [15]. To ensure a fair comparison, I used enhanced API specifications generated by
RESTGPT [160], which augments REST API documents with realistic input values gen-
erated using LLMs. To measure effectiveness, I used code coverage for the open-source
services, operation coverage for the online services, and fault detection ability—measured
as internal server errors triggered—for all the services. These are the most commonly used
metrics in this field [163, 19].

AutoRestTest demonstrated superior performance across all coverage metrics compared
to existing tools. It achieved 58.3% method coverage, 32.1% branch coverage, and 58.3%
line coverage, significantly outperforming ARAT-RL, EvoMaster, RESTler, and MoRest
by margins of 12-27%. For closed-source services, AutoRestTest processed 25 API oper-

ations, compared to 9-11 operations processed by the other tools. These results show that
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AutoRestTest can perform more comprehensive API testing than the other tools.

In terms of fault detection, AutoRestTest identified 42 operations with internal server
errors, outperforming ARAT-RL (33), EvoMaster (20), MoRest (20), and RESTler (14).
Notably, AutoRestTest was the only tool that detected an internal server error for Spo-
tify [182]. I reported the errors detected on FDIC, OhSome, and Spotify, as these are
actively maintained projects. The OhSome error has been confirmed and fixed [183]; I am
still waiting for feedback from the developers for the other bug reports.

I also performed an ablation study, which revealed the importance of AutoRestTest’s
key components. Removing temporal-difference Q-learning caused the largest perfor-
mance drop, with method, line, and branch coverage falling to 45.6% (-12.7), 18.2% (-
13.9), and 45.8% (-12.5), respectively. SPDG removal reduced coverage to 46.7% (-11.6),
18.7% (-13.4), and 47.6% (-10.7), while LLM removal led to 47.4% (-10.9), 19.3% (-12.8),
and 45.8% (-12.5). Overall, removing any component decreased coverage by 10.7-13.9%,
demonstrating the significance of each component in contributing to AutoRestTest’s effec-
tiveness.

The main contributions of this work are:

* A novel REST API testing technique that reduces the operation dependency search
space using a similarity-based graph model, employs multi-agent reinforcement
learning to consider optimization among the testing steps, and leverages LLMs to

generate realistic test inputs.

* Empirical results showing that AutoRestTest outperforms state-of-the-art REST API
testing tools—even when provided with enhanced API specifications—by covering

more operations, achieving higher code coverage, and triggering more failures.

* An artifact including the AutoRestTest tool, the benchmark services used in the eval-
uation, and detailed empirical results, which serves as a comprehensive resource for

supporting further research and replication of the results [184].
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8.2 Motivating Example

Figure 8.1 depicts the /register endpoint in the Market API’s OpenAPI specification.
This endpoint is vital for creating user credentials needed in other components of the API.
Existing REST API testing tools struggle to generate valid requests for this operation due
to the strict parameter requirements: email, name, and password are required parameters,
each with specific constraints on valid values, while 1inks is an optional parameter. More-
over, these tools fail to prioritize information gained from a successful operation invocation
in subsequent requests.

AutoRestTest addresses these issues through a multi-agent approach. The parameter
agent employs reinforcement learning to identify valid parameter combinations, learning
that (email, name, password) is a required parameter set while avoiding invalid combina-
tions that would trigger 400 errors. For these parameters, the value agent first determines
the appropriate data source for each parameter—choosing between LLMs, dependency val-
ues from previous operations, or random values—because different parameters require dif-
ferent generation strategies to create valid values. For the /register endpoint, it selects
LLM generation as the parameters require specific formats (e.g., email format, password
rules) that basic defaults cannot match, and dependency values are not available for this
initial operation. It then generates context-aware values that comply with the specifica-
tion’s validation patterns. After a successful registration, the dependency agent utilizes
the SPDG to identify operations that depend on user credentials (e.g., /customer/cart,
/customer/orders) and propagates the registered user’s information to these dependent
operations. The operation agent then prioritizes testing these dependent operations, while
the parameter and value agents reuse the strategies that were successful for the /register
endpoint. Through value decomposition, MARL enables efficient policy updates by appro-

priately distributing rewards to each agent based on their contribution.
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1 /register:

2 post:

3 tags:

4 — customer—rest—controller

5 summary: createCustomer

6 operationld: createCustomerUsingPOST
7 requestBody :

8 description: user

9 content :

10 application/json:

11 schema:

12 type: object

13 properties:

14 links:

15 type: array

16 items:

17 $ref: ’#/components/schemas/Link’
18 email :

19 type: string

20 maxLength: 50

21 pattern: " [\\w—=1+(\\.[\\w=1+)=@([\\w=1+\\.)+[a-zA-Z]+$”
22 name :

23 type: string

24 maxLength: 50

25 pattern: “"[\\pL '-1+$~
26 password:

27 type: string

28 maxLength: 50

29 minLength: 6

30 pattern: “"[a-zA-Z0-9]+$”
31 responses:

32 72017

33 description: Created

34 content:

35 EVE

36 schema:

37 $ref: ’#/components/schemas/UserDTORes’
38 74017

39 description: Unauthorized

40 74037

41 description: Forbidden

42 74047

43 description: Not Found

Figure 8.1: A part of Market API’s OpenAPI Specification.

8.3 Approach

8.3.1 Overview

Figure 8.2 illustrates the architecture of AutoRestTest, highlighting its core components:
the SPDG, the REST agents, and the request generator. The overall workflow consists

mainly of two phases: initialization and testing execution.
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Figure 8.2: Overview of AutoRestTest approach.

Initialization Phase

The process begins with parsing the OpenAPI specification to extract endpoint information,
parameters, and request/response schemas. Using the parsed specification, the dependency
agent constructs the SPDG as a directed graph in which nodes represent API operations and
edges represent potential dependencies between operations. Each weighted edge e = (a, b)
indicates that operation b provides values that can be used by operation «a (i.e., a depends
on b), with the edge weight (a value between 0 and 1) representing the semantic similarity
between the operations’ inputs and outputs (see Section subsection 8.3.3). These initial
dependencies are later validated and refined through the testing process based on actual
Server responses.

The REST agents (operation, parameter, value, and dependency agents) are then ini-
tialized with their respective Q-tables. Each agent serves a specific purpose in the testing
process: the operation agent selects API operations to test, the parameter agent determines
parameter combinations, the value agent generates appropriate parameter values for each

parameter, and the dependency agent manages operation dependencies from the SPDG.
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Testing Execution Phase

The testing execution follows an iterative process. In each iteration, the operation agent
first selects the next API operation based on its learned Q-values and exploration strat-
egy. Next, the parameter agent determines which parameters to include, considering both
required and optional parameters from the specification. The value agent then generates
parameter values using dependencies identified by the dependency agent, LLM-generated
values, or default assignments for basic parameter types. Using the SPDG, the depen-
dency agent identifies any dependencies between the selected parameters and those used
in previous operations. Finally, the request generator constructs the API request, with the
mutator component modifying 20% of requests to test error handling and trigger potential
500 response codes, similar to prior work [15].

Once the request is sent to the Service Under Test (SUT) and a response is received, the
response is used to update the Q-tables of all agents through reinforcement learning, refine
SPDG dependencies, and store any 500 responses for the final testing report. This cycle
continues until the testing time budget is exhausted. The SPDG refinement process involves
increasing or decreasing edge weights, driven by rewards and penalties for dependencies,
based on server responses—successful dependencies (validated by 2xx response codes)
increase edge weights, whereas failed dependencies reduce edge weights, with heavily
penalized edges being effectively removed from consideration. This continuous refinement

helps ensure the accuracy of the dependency graph over time.

8.3.2 Q-Learning and Agent Policy

Both the SPDG and REST agent modules use the Q-learning algorithm [42] with value
decomposition within their respective agents. During initialization, each agent creates a
Q-table data structure that maps available actions to their expected cumulative rewards.
When request generation begins, AutoRestTest addresses the two primary components of

Q-learning—action selection and policy optimization—to facilitate effective communica-
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Phase 2: Discovered Dependencies Phase 3: Final SPDG

Phase 1: Initial SPDG
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POST register (S| GET users/fid}

Figure 8.3: Illustration of SPDG construction and refinement.

tion between agents.

Action Selection

During action selection, agents independently choose between exploiting their best-known
option or exploring new options randomly. To balance these choices, all agents follow an
epsilon-greedy strategy: with probability €, the agent selects a random action (exploration),
and with probability 1 —e, it selects the action with the highest Q-value (exploitation), likely
yielding the best results.

AutoRestTest utilizes epsilon-decay to guarantee all actions are adequately explored in
its initial stages. Starting with an epsilon value of 1.0, this value decreases linearly to 0.1
over the duration of the tool’s operation. This strategy, commonly used in practice, has

been shown to improve performance by balancing exploration and exploitation [185].

Policy Optimization

After receiving a response from the server, agents update their Q-table values using the
temporal-difference update rule of the Q-learning algorithm, derived from the Bellman
equation [41]. This update aims to maximize the expected cumulative reward for each

action taken. The Q-learning update rule is given by:
Q(s,a) «+ Q(s,a) + ad (8.1)
where 0 represents the temporal-difference error, calculated as:

0 =r+ymaxQ(s’,a’) — Q(s,a) (8.2)
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where « is the learning rate, v is the discount factor, 7 is the received reward, s is the current
state, s’ is the next state, a is the current action, and @’ is an action in state s’.

Given the complexity of the multi-agent environment, AutoRestTest leverages value
decomposition to optimize the joint cumulative reward, which has shown improvements
for policy acquisition over independent learning. This approach assumes that the joint

Q-value can be decomposed additively as follows [181]:

Q(s,a) =Y Qi(s, ;) (8.3)

where (); and a; represent the Q-value and action for agent ¢ in shared state s.
The temporal-difference error, which measures the difference between current Q-values
and the optimal target Q-values, can be redefined using value decomposition to reflect the

displacement from the optimal joint Q-value:
5= r+7mz}XZQi(s',a;) — ZQi(s,ai) (8.4)

Using this redefined temporal-difference error, each agent updates its Q-table to con-
verge towards the optimal joint Q-value, as depicted in the following temporal-difference

equation:

Qi(s,a;) + Qi(s,a;) + « [r + wmz}xz Qi(s',a)
b (8.5)

—ﬁ:Qi(S,ai)}

This value decomposition approach enables each agent to select actions independently
while maintaining centralized policy updates, simplifying the implementation while en-
hancing coordination across agents [181].

For reward delegation, the dependency, value, and parameter agents are optimized to
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reward actions that generate 2xx status codes, whereas the operation agent rewards the se-
lection of operations that generate 4xx and 5xx status codes. This balance in behavior is
intended to maximize coverage by encouraging repeated attempts at creating successful
requests for operations that frequently yield 4xx and 5xx status codes. For the hyperparam-
eters « and v, like ARAT-RL [15] and other related work [186, 187], I use values 0.1 and

0.9, respectively.

8.3.3 Semantic Property Dependency Graph

The construction of the SPDG begins with parsing the OpenAPI specification to extract
information about API endpoints, parameters, and request/response schemas. As shown in
Figure 8.3, the SPDG is initialized as a directed graph where nodes represent API oper-
ations and edges represent potential dependencies between operations based on semantic
similarities.

The initialization process involves two main steps. First, for each operation in the
API specification, I create a node containing the operation’s ID, parameters, and response
schemas. Then, I identify potential dependencies between operations by computing seman-
tic similarities between their parameter names (inputs) and response field names (outputs)
using cosine similarity with pre-trained word embeddings (e.g., GloVe [188]). When com-
paring two operations, if their similarity score exceeds 0.7,' I create an edge between them
with the similarity score as its weight. To ensure all operations have some potential depen-
dencies to explore, if an operation has no edges with scores above the threshold, I connect
it to the five most similar operations.>

Phase 1 of Figure 8.3 provides an example of the initial SPDG generated by the tech-
nique. For example, the edge between GET /users/id and GET /orders/user_id has a
weight of 0.9 due to the high similarity between the names of the inputs and outputs of

these two operations.

1T selected this value based on previous studies [189, 144].
2Top-five is a common threshold in top-k similarity matching [190, 191, 192].
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Dependency Agent

The dependency agent manages and uses the dependencies between operations captured
in the SPDG. It uses a Q-table to represent the validity of these dependencies, operating
similarly to a weighted graph, where edges are assigned values that reflect confidence in
each dependency. Specifically, the Q-table encodes edges from the SPDG, categorizing
dependencies by parameter type (query or body) and target (parameters, body, or response).
Higher Q-values on an edge indicate greater confidence in the reliability of that operation
dependency, causing the agent to prioritize these relationships on future requests.

For each parameter and body property in a selected operation, the dependency agent
refers to its Q-table to identify a dependent parameter, body, or response, as well as the
associated operation ID. For example, as illustrated in Phase 3 of Figure 8.3, when test-
ing GET /orders/user_id, the agent might use the value for user_id from a successful
GET /users/id response, reflected by the strengthened edge weight of 0.95. The depen-
dency agent consults AutoRestTest’s tables storing successful parameters, request body
properties, and decomposed responses to ensure that the selected dependency has available
values. AutoRestTest recursively deconstructs response objects, allowing the dependency
agent to access nested properties within response collections. Required parameters without
available dependencies are fulfilled using value mappings provided by the value agent.

Although the SPDG significantly reduces the search space for operation dependencies,
the reliance on semantic similarity may overlook potential candidates. To address this,
the dependency agent permits random dependency queries during exploration. As shown
in Phase 2 of Figure 8.3, if a random dependency successfully generates a valid input,
AutoRestTest identifies the contributing factor and adds this new edge to the SPDG. For
instance, during testing, the agent might discover that POST /carts returns a cart_id that
can be used as input for GET /orders/user_id, leading to a new edge with weight 0.75.
Similarly, when the specification contains undocumented response values (e.g., if POST

/register returns additional user-related fields not specified in the OpenAPI document),
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the dependency agent evaluates these new properties for potential dependencies with other
operations, as demonstrated by the edge between POST /register and POST /carts with

weight 0.85 in Phase 2.

8.3.4 REST Agents

Operation Agent

This agent is tasked with selecting the next API operation to test. It employs reinforcement
learning to prioritize operations that are likely to yield meaningful test results based on
prior experiences. This agent uses a simplified state model that only tracks whether an
operation is available for selection. The agent’s action space encompasses all possible
operations in the API specification. Each operation’s Q-value is initialized to 0 and is
updated based on response codes from the server. The Q-table for the operation agent
stores cumulative rewards representing the proportion of unsuccessful requests for each
operation in the provided service, as discussed in greater detail in the next paragraph.

The operation agent acts as the forerunner of the testing process, selecting an operation
that dictates the state of the remaining agents. While the remaining agents coordinate to
generate valid test cases for a given operation, the operation agent is tasked with identify-
ing unsuccessful operations for retesting. Consequently, while the remaining agents update
their Q-value using the value decomposition temporal-difference equation (Equation Equa-
tion 8.5 in Section subsection 8.3.2), the operation agent updates its Q-values independently
using a structured reward system: +2 for server errors (5xx), +1 for client errors (4xx, ex-
cluding 401 and 405), -1 for successful responses (2xx), -3 for authentication failures (401),
and -10 for invalid methods (405). This reward structure encourages the agent to prioritize
exploring problematic endpoints while severely penalizing systematically invalid requests
and mildly penalizing endpoints with consistently successful requests.

As an example, consider the customer registration endpoint in the Market API (Fig-

ure 8.1). The Q-value for the endpoint is initially 0. After initial attempts at processing the
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operation fail, the Q-table value might increase (e.g., to 1), prompting the agent to priori-
tize further testing on this endpoint. Conversely, a successful test case would decrease the

Q-value, directing the agent to explore other (challenging) endpoints.

Parameter Agent

The parameter agent is responsible for selecting parameters for the chosen API operation.
It ensures that parameters used across requests are both valid and varied, covering a range
of testing scenarios while addressing inter-parameter dependencies. For each operation,
the parameter agent initializes a state containing the operation 1D, available parameters,
and required parameters, and defines its action space as possible parameter combinations.
The Q-values associated with each state-action pair are initialized to O.

Consider again the Market API’s customer registration endpoint shown in Figure 8.1.
The parameter agent initializes with the following state: s = {createCustomerUsingPOST,
[email, name, password, links], [email, name, password]}, where the first list contains
all available parameters from the request body schema, whereas the second list contains
only the required parameters according to the endpoint’s specification. The agent initializes
a Q-table for this operation, mapping various parameter combinations to Q-values.

This setup ensures that different parameter combinations (limited to 10 by default, to
account for space restrictions) are sufficiently represented in the agent’s action space. The
agent updates its Q-values using the value decomposition temporal-difference equation
(Equation Equation 8.5 in Section subsection 8.3.2) and the following reward structure:
-1 for server errors (5xx), -2 for client errors (4xx), and +2 for successful responses (2xx).

Importantly, unused parameter combinations receive a neutral update (effectively 0)
in the Q-learning process, maintaining their initial Q-values. These unused combinations
are prioritized over combinations with negative rewards and deprioritized relative to those
with positive rewards. For example, for the registration endpoint, if the parameter combina-

tion (email, name, password) consistently yields positive rewards, the unused combination
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(email, name, password, links) retains its initial Q-value and may be selected during ex-
ploration to test scenarios with optional parameters. Suppose that the Q-values for these
parameter combinations evolved to 0.8 and 0.3, respectively. This would suggest that the
inclusion of the 1inks parameter is problematic and result in a lower Q-value for the con-
figuration with all parameters.

Through this reward scheme, AutoRestTest effectively identifies valid parameter sets
and addresses challenges related to undocumented inter-parameter dependency require-
ments, particularly in complex scenarios such as user registration, where certain parameters

must be present and correctly formatted.

Value Agent

This agent is responsible for generating and assigning values to parameters selected by
the parameter agent. For each parameter of an operation, it maintains a state containing
the operation ID, parameter name, parameter type, and OpenAPI schema constraints, with
its actions corresponding to possible data sources for parameter value assignment. The
Q-values for each state-action pair are initialized to 0.

Consider the Market API’s customer registration endpoint in Figure 8.1. The value

agent initializes the following states for email, name, and password parameters:

e 5 = {createCustomerUsingPOST, email, string, {pattern: “I\w=]4+(\. [\w—]+) %@

(I\w=1+\.)+[a-zA-2]1+$ }}

* s = {createCustomerUsingPOST, name, string, {pattern: " [\pL ’-]+\$, maxLength:
50}}
. {createCustomerUsingPOST, password, string, {pattern: “la-zA-Z0-9]+$%, min-

Length: 6, maxLength: 50}}

To generate a diverse set of inputs, the value agent can select inputs from the following

data sources:
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* Operation Dependency Values: When selected, the value agent collaborates with the
dependency agent to map dependent values to the selected parameter. For example, the
registration endpoint might reuse email addresses from prior successful registrations to

test duplicate user scenarios.

* LLM Values: For this data source, the value agent creates (or parses if already created)
values using few-shot prompting with LLMs [25].> For instance, the LLM might gen-
erate “john.doe @example.com” as the input value for the email parameter based on the

specified pattern.

* Random Values: When this option is selected, the value agent generates random val-
ues based on the type of the selected parameter. For example, it may create a random
sequence of 1-50 characters for strings, a random number between -1024 and 1024 for

integers, and a random true/false value for boolean types.

Once a request is completed with values from the chosen data source, the agent
updates its Q-values based on the temporal-difference equation (Equation Equation 8.5
in Section subsection 8.3.2), using the same reward strategy as the parameter agent
(§subsubsection 8.3.4) to refine its value generation.

For the registration endpoint, for instance, the Q-values across parameters show an
average of 0.5 for LLM values, 0.2 for random values, and -0.7 for operation dependency
values. In analyzing these Q-values, I observe that because the registration endpoint is
required for account creation, it is less likely to derive values from operation dependencies,
which results in a lower Q-value for the dependency source. Although random values are
effective for simpler parameters, such as name, the LLM-generated values perform better

for pattern-constrained fields, such as email and password.

3In this work, I used GPT-3.5 Turbo with a temperature setting of 0.8 because of its known performance
in REST API contexts [160].
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8.3.5 Request Generator

The request generator constructs and dispatches API requests to the SUT. It works closely
with the REST agents to ensure that the generated requests are both effective and com-
prehensive. Upon receiving responses from the SUT, the response handler processes these
results and provides feedback to the REST agents, allowing refinement of future requests.

The mutator’s purpose is to generate invalid requests to uncover unexpected behaviors
(e.g., 500 responses). This is a crucial part of REST API testing frameworks, as state-
of-the-art tools employ similar strategies such as mutating parameter types, values, and
headers (e.g., using an invalid content type in the header). The mutator follows these con-
ventions and mutates 20% of the generated requests, a strategy used by the most recent
tool [15].

The request generator interacts with the REST agents to construct API requests, relying
on them for detailed information about the operation to test, the parameters to use, and

appropriate values for those parameters. Specifically:

* The operation agent selects the API operation to test.

* The parameter agent identifies and optimizes the parameters for the chosen operation.

* The value agent generates realistic and effective values for the parameters.

Using this information, the request generator constructs a complete API request. The
request generator then dispatches the request to the SUT, which processes the request and
returns a response. The response handler analyzes this response to detect any errors or
unexpected behaviors. Insights from these analyses are fed back to both the REST agents
and the dependency agent, allowing them to refine their strategies for future requests.

The interactions between the dependency module, the REST agents, the request gener-

ator, and the SUT establish a robust feedback loop that enhances the overall effectiveness

162



of the testing process. This collaborative approach ensures that the generated requests are

not only comprehensive but also tailored to uncover potential issues within REST APIs.

8.4 Evaluation

In this section, I present the results of empirical studies conducted to assess AutoRestTest.

This evaluation aims to address the following research questions:

1. RQ1: How does AutoRestTest compare with state-of-the-art REST API testing tools

in terms of code coverage and operation coverage achieved?

2. RQ2: In terms of error detection, how does AutoRestTest perform in triggering
500 (Internal Server Error) responses compared to state-of-the-art REST API test-

ing tools?

3. RQ3: How do the main components of AutoRestTest (MARL, SPDG, and LLM-

based input generation) contribute to its overall performance?

8.4.1 Experiment Setup

I conducted the experiments on two cloud VMs, each equipped with a 48-core Intel(R)
Xeon(R) Platinum 8260 processor with 128 GB RAM. To ensure consistent test condi-
tions, I restarted the services and restored their databases in each testing session to elim-
inate potential state dependency effects across sessions. I used the default configuration
and database settings for each service. I allocated dedicated resources to each service and
testing tool, running them sequentially to prevent interference. Throughout the experi-
ments, I closely monitored CPU and memory usage to ensure optimal performance without
encountering resource constraints.

For the evaluation, I relied on the same set of REST API testing tools and services used
by ARAT-RL [15]. Accordingly, I compared AutoRestTest with ARAT-RL [15], EvoMas-

ter [45], MoRest [17], and RESTler [9]. Specifically, I used the latest released version
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Table 8.1: REST services used in the evaluation.

REST Service Lines of Code #Operations
Features Service 1688 18
Language Tool 113170 2
Rest Countries 1619 22
Genome Nexus 22143 23
Person Controller 601 12
User Management 2805 22
Market 7945 13
Project Tracking System 3784 67
YouTube-Mock 2422 1
FDIC - 6
Spotify - 12
Ohsome API - 122

or the latest commit when a release was unavailable: RESTler v9.2.4, EvoMaster v3.0.0,
ARAT-RL v0.1, MoRest (obtained directly from the authors).

The ARAT-RL benchmark dataset has 10 RESTful services. In addition to these ser-
vices, I included the services from the RESTGPT study [160]. Out of the total 16 services,
I excluded SCS and NCS because they were written by EvoMaster’s authors, and I aimed
to avoid potential bias. I also excluded OCVN due to authentication issues. Lastly, I ex-
cluded OMDB, which is a toy online service with only one API operation that all testing
tools can process in a second. Ultimately, I used 12 services: Features Service, Language
Tool, REST Countries, Genome Nexus, Person Controller, User Management Microser-
vice, Market Service, Project Tracking System, OhSome, YouTube-Mock, and Spotify.
Table 8.1 lists the open-source services along with the lines of code and the number of API
operations in each service.

For a fair comparison, because the tool utilizes LLM calls, I used the enhanced spec-
ification generated by RESTGPT, which adds realistic testing inputs to the specification
using LLMs. Moreover, I used GPT-3.5-Turbo, as RESTGPT utilized this model. Based
on a recent survey that describes settings and metrics for REST API testing [163], I used
a one-hour time budget with ten repetitions to compute the results. To measure effective-

ness and error-finding ability, I used code coverage (open-source services only), number

164



of successfully processed operations in the specification, and number of 500 status codes,
which are the most popular metrics in the literature. To collect code coverage, I used Ja-
coco [114]. For the number of processed operations, I used the script from the NLP2REST
repository [131]. For the number of 500 status codes, I used the script available in the
ARAT-RL repository [150]. This script collects 500 status codes by tracking the HTTP
responses, and removes the duplicated 500 codes using the server response message for

each operation.

Line Coverage by Tool and Service

AutoRestTest
ARAT-RL
EvoMaster
MoRest
RESTler

Line Coverage (%)
P
8 & 8 3 8

w
]

Features Service Language Tool REST Countries Genome Nexus  Person Controller User Management Market Project Tracking System  YouTube Average

Branch Coverage by Tool and Service

Branch Coverage (%)

Features Service  Language Tool REST Countries  Genome Nexus  Person Controller User Management Market  Project Tracking System  YouTube Average

Method Coverage by Tool and Service

Features Service Language Tool REST Countries Genome Nexus  Person Controller User Management Market Project Tracking System  YouTube Average

Figure 8.4: Comparison of code coverage metrics across tools and services: line, branch,
and method coverage.

8.4.2 RQI1: Effectiveness

The effectiveness of AutoRestTest is evaluated based on its ability to comprehensively
cover more code compared to other tools. Figure 8.4 illustrates the line, branch, and method
coverage achieved by each testing tool on the nine open-source services in this benchmark;

additionally, it shows the average coverage across these APIs.

165



Table 8.2: Number of operations exercised.

AutoRestTest ARAT-RL EvoMaster MoRest RESTler

FDIC 6 6 6 6 6
OhSome 12 0 0 0 0
Spotify 7 5 4 4 3
Total 25 11 10 10 9

As shown in Figure 8.4, AutoRestTest outperformed the other tools in terms of method
coverage, achieving 58.3% coverage on average, compared to ARAT-RL (42.1%), EvoMas-
ter (43.1%), MoRest (31.5%), and RESTler (34.7%). This represents a significant coverage
gain ranging from 15.2 to 26.8 percentage points. Similarly, AutoRestTest achieved higher
line coverage, 58.3% on average, compared to the other tools, which achieved 44%, 44.1%,
33.4%, and 34.6%, respectively. Finally, in terms of branch coverage, AutoRestTest again
outperformed the other tools, achieving 32.1% coverage on average compared to the other
tools, which achieved 19.8%, 20.5%, 12.7%, and 11.4%, respectively.

In this evaluation, I also measured the number of processed operations for online ser-
vices for which source code is unavailable: OhSome and Spotify. Table 8.2 presents these
results, which highlight AutoRestTest’s ability to handle a larger number of operations.
Specifically, AutoRestTest exercised 25 operations in total, compared to ARAT-RL, Evo-
Master, MoRest, and RESTler, which processed 11, 10, 10, and 9 operations, respectively.
These results on achieved code coverage and successfully exercised operations demonstrate
AutoRestTest’s effectiveness on a range of different REST APIs and how it improves on
the state of the art.

In most cases, there were notable performance gains in Genome Nexus, Person Con-
troller, User Management, Market, YouTube, OhSome, and Spotify. Conversely, for Fea-
tures Service, REST Countries, and Project Tracking System, AutoRestTest’s results did
not show much difference compared to the second-best performing tool. These four ser-
vices have a notable characteristic in common: the number of input parameters in their APIs

is mostly 1 to 2, and the services are therefore easier to test. This result shows that Au-
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Table 8.3: Service failures triggered (500 response codes).

REST APIs AutoRestTest ARAT-RL. EvoMaster MoRest RESTIer
Features Service 1 1 1 1 1
Language Tool 1 1 0 0
REST Countries 1 1 1 1 1
Genome Nexus 1 1 0 1 0
Person Contoller 8 8 8 8 3
User Management 1 1 1 1 1
Market 1 1 1 1 1
Project Tracking System 1 1 1 1 1
YouTube 1 1 1 1 1
FDIC 6 6 6 6 6
OhSome 20 12 0 0 0
Spotify 1 0 0 0 0
Total 42 33 20 20 14

toRestTest can effectively explore REST APIs, especially for services with a large search

space.

I N

AutoRestTest achieves considerable gains in code coverage, with method cover-
age increasing between 15.2 to 26.8 percentage points, line coverage between 14.2
and 24.8 percentage points, and branch coverage between 11.6 and 20.7 percentage
points compared to the other tools considered. The improvement in performance is

particularly noticeable on large and complex services with many input parameters.

8.4.3 RQ2: Fault Detection Capability

I evaluated the fault detection capability of AutoRestTest by counting how many 500 In-
ternal Server Errors it identified. Table 8.3 shows the number of such errors detected by
AutoRestTest, ARAT-RL, EvoMaster, MoRest, and RESTler. As the data in the table show,
AutoRestTest detected a total of 42 500 Internal Server Errors across the evaluated REST
APIs, far outperforming the other tools on this metric. ARAT-RL detected 33 errors, Evo-
Master and MoRest detected 20 errors each, and RESTler detected 14 errors.

Specifically, AutoRestTest identified significantly more errors in the OhSome service

(20 errors) compared to ARAT-RL (12 errors), with none detected by EvoMaster, MoRest,
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or RESTler. Additionally, AutoRestTest was the only tool to detect an error in the Spotify
service. It is important to note that both OhSome and Spotify are active services; Spotify,
for example, has 615 million users, and the OhSome service has recent GitHub commits.
I reported the detected issues, and the OhSome errors were accepted, whereas I are still
waiting for Spotify’s response [182, 183]. This improvement in fault detection is somehow
expected, as AutoRestTest achieves the highest coverage among the other tools, which is
strongly correlated with fault-finding ability in REST API testing [19].

To illustrate the utility of AutoRestTest’s specific components in fault detection on
a specific example, consider the following sequence of operations in the Ohsome ser-
vice, which shows the capabilities of the SPDG. AutoRestTest begins by successfully
querying the POST /elements/area/ratio endpoint from the Ohsome service with its
filter2 parameter assigned to node:relation. Subsequently, AutoRestTest targets
the GET /users/count/groupBy/key endpoint, where the dependency agent applies the
SPDG’s semantically-created dependency edges to identify a potential connection between
the filter parameter of the new operation and the filter2 parameter of the previous op-
eration. When the dependency agent reuses the node:relation value from the previously
successful filter2 parameter in the new request, the SPDG uncovers an unexpected 500
Internal Server Error. Typically, an invalid filter value would trigger a client error, but
this server-side error indicates that the SPDG identified a deeper, unanticipated fault in the
server’s value handling. The other tools overlook the correlation between the two parame-
ters due to either the minor naming differences or improper dependency modeling, and fail
to expose this error.

For another example, AutoRestTest shows the effectiveness of its LLM value genera-
tion in the interactions with the Spotify API. The GET /playlists/playlist_id/tracks
operation in Spotify’s API requires specific knowledge regarding Spotify’s playlist_id
formation. Spotify generates Spotify IDs for playlists that are typically 22 charac-

ters long with constraints on the permitted letters and patterns. Where many tools fail
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Table 8.4: Code coverage achieved by different tool variants.

Method Line Branch

AutoRestTest 58.3% 32.1% 58.3%
1. Without LLM 47.4% (-10.9%) 19.3% (-12.8%) 45.8% (-12.5%)
2. Without Learning  45.6% (-12.7%) 18.2% (-13.9%) 45.8% (-12.5%)
3. Without SPDG  46.7% (-11.6%) 18.7% (-13.4%) 47.6% (-10.7%)

to create valid IDs, AutoRestTest’s value agent leverages its LLM to generate valid
Spotify IDs for playlists. AutoRestTest is thus able to successfully query the GET
/playlists/playlist_id/tracks operation, with rippling effects across the service. For
instance, after retrieving the International Standard Recording Code (ISRC) from the
playlist’s tracks, AutoRestTest’s mutator randomly selects an ISRC to use as the user_id
in the subsequent GET /users/user_id/playlists operation. This sequence reveals a
hidden dependency conflict that results in a 500 Internal Server Error. Other tools fail
to exercise the GET /playlists/playlist_id/tracks operation entirely and are hence

unable to locate this error.

AutoRestTest outperforms the other tools in terms of fault detection capability. It
identifies a total of 42 instances of 500 Internal Server Errors, whereas ARAT-RL,

EvoMaster, MoRest, and RESTler detected 33, 20, 20, and 14 errors, respectively.

8.4.4 RQ3: Ablation Study

To understand the contribution of each component in AutoRestTest, I conducted an ablation
study in which I removed specific elements of the approach: the LLLM-based input gener-
ation, the agent learning step in MARL, and the SPDG. Because this tool heavily depends
on agents, it was not feasible to create a reasonable tool without MARL entirely. Therefore,
instead of removing all the agents, I only removed the temporal-difference Q-learning from
the agents. Table 8.4 presents the impact of these removals on method, line, and branch
coverage.

Removing the temporal-difference Q-learning leads to the most significant decrease in
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overall metrics, dropping the coverage rates to 45.6%, 18.2%, and 45.9% for method, line,
and branch coverage. The learning step’s contribution is crucial in optimizing the testing
process through strategic exploration and exploitation of testing paths. Without the multi-
agent learning step, the tool repeated the same requests and failed to properly update its
agents with feedback.

The removal of the SPDG has the next most significant impact in terms of method
and line coverage, dropping the performance significantly to 46.7%, 18.7%, and 47.6% for
method, line, and branch coverage. This result indicates that the SPDG plays a critical role
in identifying dependencies and guiding test generation by reducing the search space, thus
helping identify the dependent API operations.

Removing the LLM alone also leads to a substantial decrease in performance, with
method, line, and branch coverage dropping to 47.4%, 19.3%, and 45.8%. The primary rea-
son for this difference is the LLLM’s ability to generate diverse and appropriate test inputs.
These inputs are essential for exercising the API, as they help uncover various parameter
and operation dependencies. Furthermore, operation and parameter dependencies cannot
be accurately identified without resolving parameter constraints when they exist.

Notably, without the SPDG, AutoRestTest exercised only 5 operations for Spotify,

whereas with the SPDG, it consistently covered 7 operations.

The ablation study shows that each component of AutoRestTest (LLM, MARL, and
SPDG) contributes considerably to the effectiveness of the approach, and removing
any component drops the coverage significantly. The decrease in method, line, and

branch coverage ranges, in percentage points, between 10.9 and 12.7, 12.8 and 13.9,

and 10.7 and 12.5, indicating that each component plays an important role.
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8.4.5 Threats to Validity

Like for any empirical study, there are potential threats to the validity of the results. Re-
garding construct validity, the use of ChatGPT-3.5-Turbo as the LLM component [24] in-
troduces potential data leakage, as it may have been trained on API-related content, po-
tentially affecting results. While the ablation study demonstrates the LLM’s importance,
this limitation should be considered when interpreting the findings. Additionally, technical
choices like the 20% mutation rate [15] and ChatGPT’s default parameters [160] may affect
result comparability.

REST APIs’ inherently flaky behaviors (e.g., due to network issues) introduces possi-
ble threats of internal validity. To mitigate this issue, I performed multiple test runs and
averaged the results. I also carefully inspected the code and results to mitigate the risk of
implementation errors.

The uneven quality of OpenAPI specifications [193] can also affect the validity of the
results. While this is an inherent and somehow unavoidable issue, I have left to future
work the investigation of the impact of specification completeness and accuracy on Au-
toRestTest’s performance.

Finally, the selection of REST APIs benchmarks can affect external validity. While I
used a diverse set of real-world APIs, AutoRestTest may perform differently on different
benchmarks. The availability of the dataset and code will allow other researchers to validate

and extend this evaluation.

8.5 Conclusion

In this paper, I introduced AutoRestTest, a new technique that leverages multi-agent rein-
forcement learning, the semantic property dependency graph, and large language models to
enhance REST API testing. By optimizing specialized agents for dependencies, operations,

parameters, and values, AutoRestTest addresses the limitations of existing techniques and
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tools. The evaluation on 12 state-of-the-art REST services shows that AutoRestTest can
significantly outperform leading REST API testing tools in terms of code coverage, opera-
tion coverage, and fault detection. Furthermore, the ablation study confirms the individual

contributions of the MARL, LLMs, and SPDG components to the tool’s effectiveness.
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CHAPTER 9
CONCLUSION AND FUTURE WORK

This dissertation has presented an investigation of machine learning techniques for enhanc-
ing black-box REST API testing. Through a progression of approaches, this research has
addressed critical limitations in existing testing tools, particularly in areas of coverage,
fault detection, and intelligent test input generation. The work is motivated by the increas-
ing prevalence and importance of RESTful APIs in modern software architectures, coupled

with the pressing need for more robust and sophisticated testing mechanisms.

9.1 Summary of Contributions

This research has made three main categories of contributions to the field of REST API

testing:

9.1.1 Empirical Understanding of API Testing Limitations

The research began with a thorough analysis of ten state-of-the-art REST API testing tools
across 20 RESTful web services, revealing significant gaps in current testing capabilities.

This empirical study provided valuable insights into specific challenges:

* The difficulty of generating valid input values for domain-specific parameters

* The limited ability to detect and navigate complex dependencies between operations

and parameters

* The inefficient exploration of the vast API behavior space
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9.1.2 Specification Enhancement Approaches

To address limitations in existing API specifications, I developed two complementary ap-

proaches:

* NLP2REST: This pioneering approach leveraged traditional NLP techniques to ex-
tract valuable information from human-readable parts of OpenAPI specifications,
significantly enhancing the effectiveness of existing testing tools by bridging the gap

between documentation and machine-readable specifications.

* RestGPT: Building upon NLP2REST, this work introduced the use of Large Lan-
guage Models for specification enhancement, demonstrating superior performance
in interpreting context, semantics, and generating relevant test inputs without requir-

ing expensive validation processes.

These approaches enable existing testing tools to perform more effectively without modi-
fying their core algorithms, demonstrating the value of enriching specifications with infor-

mation extracted from natural language documentation.

9.1.3 Advanced Testing Methodologies

Moving beyond specification enhancement, I developed three increasingly sophisticated

approaches to fundamentally improve the testing methodology itself:

* ARAT-RL: This innovative approach employed Q-learning to dynamically priori-
tize API operations and parameters, significantly outperforming state-of-the-art tools

across multiple metrics by intelligently navigating the API dependency space.

* LlamaRestTest: This contribution showcased the effectiveness of fine-tuned and
quantized small language models in REST API testing, achieving a balance between
model size and accuracy while maintaining high performance in resource-aware en-

vironments.
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* AutoRestTest: The culmination of this research integrated Multi-Agent Reinforce-
ment Learning with a Semantic Property Dependency Graph and Large Language
Models, demonstrating how specialized agents can collaborate to address the com-

plex challenge of REST API testing.

This progression demonstrates a systematic exploration of how different machine learning
paradigms can address increasingly complex aspects of the API testing challenge, with

each approach building upon insights gained from previous ones.

9.2 Addressing the Research Questions

9.2.1 Main Research Question

Can machine learning techniques and language models enhance the effectiveness of
black-box REST API testing by increasing code and API coverage, improving fault
detection, and addressing limitations of traditional approaches?

This dissertation has demonstrated that machine learning techniques can significantly
enhance black-box REST API testing through multiple complementary approaches. Begin-
ning with natural language processing techniques to extract valuable information from API
documentation, progressing to large language models for more accurate rule extraction and
value generation, and culminating in sophisticated reinforcement learning and multi-agent
systems, this research has shown a clear progression of improvements in testing effective-
ness.

The empirical results across all implemented approaches consistently demonstrated sig-

nificant enhancements in three key areas:

1. Increased Coverage: The machine learning techniques developed in this work con-
sistently achieved higher code coverage (branch, line, and method) and API operation

coverage compared to traditional approaches.
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2. Improved Fault Detection: All approaches demonstrated enhanced ability to de-
tect unique faults, with the later approaches (ARAT-RL, LlamaRestTest, and Au-
toRestTest) showing particular strength in triggering hard-to-reach error conditions.
In several cases, these techniques were able to identify previously unknown issues in

production APIs that traditional tools had failed to detect.

3. Addressing Key Limitations: The machine learning approaches directly addressed

the three main limitations identified in the empirical study:

* Generating valid input values for domain-specific parameters through LLMs

and specialized fine-tuned models

* Detecting and navigating complex dependencies through reinforcement learn-

ing and semantic dependency graphs

* Efficiently exploring vast API behavior spaces through adaptive, experience-

driven strategies

Furthermore, this research demonstrated that different machine learning paradigms of-
fer distinct advantages for API testing. NLP and LLMs excel at extracting knowledge from
textual descriptions, reinforcement learning provides adaptive exploration strategies, and
multi-agent systems allow for specialized coordination of testing activities. By system-
atically investigating these approaches, this dissertation has shown that machine learning
can transform REST API testing from a primarily static, specification-driven activity to a

dynamic, intelligent process that learns and adapts based on API behavior.

9.2.2  Specific Research Questions

RQ1: Can natural language processing extract useful information from OpenAPI
Specification to improve REST API testing?
Through the development of NLP2REST (Chapter 4), this research demonstrated

that traditional NLP techniques can effectively extract valuable information from human-
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readable API documentation that is typically overlooked by automated testing tools. By
employing a custom Word2Vec model and constituency parse trees, NLP2REST success-
fully identified parameter constraints, dependencies, and examples from textual descrip-
tions. The extracted information was validated through both static analysis and dynamic
checking, resulting in enhanced OpenAPI specifications that led to substantial improve-
ments in test generation, with measurable increases in successful API requests, code cov-
erage, and fault detection.

RQ2: Can large language models improve test input generation and parameter
constraint identification in REST API testing?

RestGPT (Chapter 5) answered this question by demonstrating that Large Language
Models can significantly outperform traditional NLP approaches in both rule extraction
and test input generation. Through carefully crafted prompts that include guidelines, spe-
cific cases, and output configurations, LLLMs showed superior ability to understand context
and nuance in natural language descriptions. This enabled RestGPT to extract operational
constraints, parameter constraints, type/format information, and examples with higher pre-
cision than previous approaches, without requiring expensive validation processes. The re-
sults showed marked improvements in generating valid inputs that respect domain-specific
constraints, leading to more effective test cases.

RQ3: Can reinforcement learning be applied to create adaptive testing strategies
that efficiently explore the behavior space of REST APIs?

ARAT-RL (Chapter 6) addressed this question by implementing a Q-learning algo-
rithm that dynamically adjusts the importance of API operations and parameters based on
feedback received from the API. This adaptive approach demonstrated how reinforcement
learning can optimize the testing process through experience-driven exploration, focusing
on areas of the API more likely to increase code coverage. The dynamic construction of
key-value pairs from both request and response data enabled ARAT-RL to identify hidden

dependencies that may not be evident from specifications alone. Experimental evaluations
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confirmed that this reinforcement learning strategy consistently outperformed state-of-the-
art tools across various metrics, including branch, line, and method coverage, as well as
fault detection.

RQ4: What benefits can specialized, fine-tuned language models bring to REST
API testing in terms of both effectiveness and computational efficiency?

LlamaRestTest (Chapter 7) answered this question by demonstrating that fine-tuned
and quantized small language models can achieve state-of-the-art performance in API
testing while maintaining computational efficiency. By developing two specialized mod-
els—one for identifying inter-parameter dependencies and another for generating input val-
ues—LIlamaRestTest achieved an optimal balance between effectiveness and resource con-
sumption. The research showed that these compact models, when properly fine-tuned on
domain-specific data, can successfully incorporate server feedback into the testing process
while requiring significantly fewer computational resources than larger models. Compara-
tive evaluations confirmed substantial improvements in code coverage, operation coverage,
and fault detection capability over existing tools.

RQS5: Can a multi-agent approach coordinate specialized testing components to
improve the comprehensiveness and effectiveness of REST API testing?

AutoRestTest (Chapter 8) addressed this question by demonstrating the effectiveness
of a multi-agent reinforcement learning framework where four specialized agents—API,
dependency, parameter, and value—collaborate to optimize API exploration. The research
showed that treating REST API testing as a separable problem allows each agent to focus
on its specific aspect while maintaining a cohesive overall testing strategy through value
decomposition techniques. The integration of a Semantic Property Dependency Graph
simplified the search space for dependencies, while LLLMs handled domain-specific value
restrictions. Experimental evaluations confirmed that this collaborative approach signifi-
cantly outperformed existing tools, including being the only approach able to trigger cer-

tain internal server errors in production systems. This demonstrated that a well-coordinated

178



multi-agent approach can effectively combine the strengths of different specialized compo-

nents to achieve more effective API testing.

9.3 Impact and Benefits

The methodologies developed in this research represent significant advancements in the
field of automated REST API testing. By systematically addressing key limitations in
existing tools, these approaches offer several important benefits:

Improved Test Coverage: The novel techniques presented here consistently demon-
strated superior code and operation coverage compared to existing tools, ensuring more
effective testing of REST APIs.

Enhanced Fault Detection: Across all methodologies, there was a marked improve-
ment in the ability to detect unique faults and generate fault-inducing requests, contributing
to more robust and reliable API implementations.

Intelligent Test Input Generation: The use of NLP, LLMs, and reinforcement learning
techniques has improved the quality and relevance of generated test inputs, addressing a
critical shortcoming in existing tools.

Efficiency and Adaptability: The adaptive nature of approaches like ARAT-RL and
AutoRestTest allows for more efficient testing processes that can dynamically adjust to the
specific characteristics of different APIs.

Resource-Aware Solutions: The development of techniques like LlamaRestTest
demonstrates that effective testing can be achieved with smaller, more efficient models,

making advanced testing capabilities accessible in resource-constrained environments.

9.4 Reflections on Tools and Methodology

Looking back at the progression of tools developed throughout this research, several key

insights emerge:
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What Worked Well: The incremental approach to tool development proved highly ef-
fective, with each new method building upon lessons from previous ones. Starting with
simpler NLP techniques before progressing to LLMs and reinforcement learning allowed
for systematic identification of strengths and limitations. The multi-agent approach in Au-
toRestTest successfully combined the strengths of previous approaches while mitigating
their individual weaknesses.

Areas for Improvement: If redesigning these tools from the beginning, several adjust-

ments would enhance their effectiveness:

* Earlier integration of domain-specific knowledge into the testing process

* More focus on response validation beyond status codes

* Development of more efficient fine-tuning strategies for specialized models

» Greater emphasis on explainability of test case generation decisions

The evolution from rule-based approaches to learning-based techniques demonstrated
the importance of adaptability in API testing. While rule-based systems excelled at han-
dling well-documented constraints, learning-based approaches proved superior for discov-

ering implicit behaviors and adapting to API-specific characteristics.

9.5 Merit of Research

This research makes several valuable contributions to both the academic understanding and
practical application of REST API testing:

Bridging Theory and Practice: By systematically applying machine learning tech-
niques to the practical challenge of API testing, this work connects theoretical advances
in AI/ML with real-world software engineering needs. The demonstrated improvements in
coverage and fault detection provide empirical evidence of the value of these approaches

in production environments.
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Enabling More Robust Distributed Systems: As software architectures increasingly
rely on microservices and distributed components that communicate via REST APIs, the
enhanced testing methodologies developed in this research directly contribute to more re-
liable and robust system implementations. By improving the quality assurance process for
APIs, this work helps prevent costly integration issues and runtime failures in production
systems.

Setting New Benchmarks: The comprehensive evaluation across multiple APIs and
comparison with existing tools establishes new performance benchmarks for REST API
testing. These results provide a foundation for future research and give practitioners clear
metrics for evaluating testing approaches.

Contributing to Knowledge Transfer: The systematic exploration of how differ-
ent machine learning paradigms can be applied to software testing contributes to broader
knowledge transfer between the Al and software engineering communities, potentially in-

spiring similar applications in other testing domains.

9.6 Limitations and Challenges

Despite the advances presented in this research, several limitations and challenges should
be acknowledged:

Evaluation Scale: While the evaluations included 9-20 REST APIs of varying com-
plexity, this still represents a limited sample of the vast ecosystem of REST APIs in produc-
tion. The performance on extremely large-scale APIs with thousands of endpoints might
differ from the results presented here.

Computational Requirements: Some of the approaches, particularly those leverag-
ing large language models, require significant computational resources for training and, to
a lesser extent, inference. Although LlamaRestTest demonstrated progress toward more
efficient solutions, further work is needed to make these techniques accessible in broader

development environments.
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Dynamic API Behavior: APIs that exhibit significant temporal variations in behavior
or strong dependencies on external systems pose additional challenges not fully addressed
in this research. Testing approaches may need further adaptation to handle such highly
dynamic systems effectively.

Ground Truth Limitations: Evaluating fault detection effectiveness is inherently lim-
ited by our knowledge of existing faults. While the research identified new issues in several
APIs, there may be undiscovered faults that none of the testing approaches detected.

Response Correctness Assessment: The current work primarily focuses on explicit
errors (status codes) and coverage metrics rather than deeply validating the correctness of
responses that return success codes, which represents an area requiring further investiga-

tion.

9.7 Directions for Future Research

While this research has made significant strides in advancing automated REST API test-
ing through a systematic exploration of machine learning techniques, it also opens several

promising avenues for future work.

9.7.1 Enhancing REST API Testing Techniques

The current work demonstrates the potential of Al-based techniques for REST API testing,
but several important extensions could significantly improve their effectiveness. Future re-
search should focus on improving code coverage and detecting more subtle types of faults
that current approaches miss. Particularly important is developing more sophisticated state
tracking mechanisms to enable deeper exploration of API behavior paths and creating spe-
cialized test oracles that can identify semantic inconsistencies in responses.

A critical limitation in current REST API testing approaches is their focus on HTTP
status codes as the primary oracle. Future work should investigate techniques for detecting

”’silent failures” where services return 200 OK status codes but provide functionally incor-
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rect responses. This might involve mining bug repositories to understand the proportion
of REST API issues that manifest as incorrect 200 responses versus explicit errors, then
developing specialized testing approaches to detect such silent failures.

While our current techniques excel at exploratory fuzzing, extending them to generate
functional and regression tests represents a valuable direction. This would require min-
ing API usage patterns from client applications to understand typical usage scenarios and
generating parameterized test suites that capture expected behaviors. Additionally, auto-
mated debugging and fault localization techniques could help developers diagnose and fix
identified issues by tracing faults from API responses back to implementation issues and

suggesting potential fixes based on patterns observed in successful API interactions.

9.7.2 Advanced Code Generation from API Specifications

Current OpenAPI generators like Swagger CodeGen produce only basic boilerplate code,
leaving developers to implement the actual business logic. Our research provides a foun-
dation for more advanced code generation that could produce substantial portions of API
implementations. Unlike basic generators, future techniques could infer business logic
from combinations of path specifications, example responses, and schema constraints.

To achieve more complete API implementation generation, OpenAPI specifications
would need enrichment with semantic annotations indicating business rules and constraints.
Our testing techniques could be leveraged to improve code generation by validating gener-
ated implementations and incrementally refining them based on test results. This represents
an important synergy between testing and implementation—using automatically generated
tests to guide and validate automatically generated implementations.

The techniques presented in this dissertation, which use OpenAPI specifications as a
starting point without examining service implementation, could be extended to support so-
phisticated implementation generation. This would require enhanced specifications that

capture value constraints and input-output dependencies between parameters. Such re-
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search could dramatically improve developer productivity by generating not just interface

definitions but functional implementations that require minimal human intervention.

9.7.3 Cross-Pollination with Unit Testing

The methods presented in this dissertation could be adapted for unit test generation by treat-
ing function interfaces analogously to API endpoints, with parameters as inputs and return
values as responses. This would involve adapting our dependency inference techniques
to detect dependencies between functions and extending our LLM-based input generation
approaches to create relevant test inputs based on function signatures and documentation.
A promising research direction is bridging the gap between unit and integration test-
ing. Our approach already targets integration testing of APIs, but these techniques could
be extended to generate comprehensive test suites that exercise code at multiple levels of
granularity. This would involve connecting unit tests for individual components with inte-
gration tests for API endpoints and system tests that exercise complete workflows spanning

multiple API calls.

9.7.4 Broader Applications

Beyond the immediate extensions described above, our techniques show potential for ap-
plication to other API paradigms and testing scenarios. They could be adapted to test
GraphQL APIs, gRPC services, SOAP interfaces, and WebSocket-based APIs. The re-
inforcement learning approaches developed in this work could be particularly valuable for
performance testing by modifying reward functions to prioritize resource consumption met-
rics, while our LLM-based input generation techniques could be specialized for security
testing to produce potential attack vectors.

Testing complex stateful systems represents another challenging frontier. Future re-
search could explore how our techniques might be extended to test APIs with intricate state

machines and long-running transactions that span multiple API calls. This would require
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more sophisticated state modeling and transition inference than current approaches provide.

Conclusion

In conclusion, this dissertation has demonstrated how a systematic progression of machine
learning techniques can significantly enhance REST API testing. By methodically address-
ing different aspects of the testing challenge and building upon insights gained at each step,
this work provides a foundation for future research in improving both REST API testing

and the broader software development lifecycle.
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