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SUMMARY

With the advent of SOCs and SOPs, more functionalities are integrated into an IC
or package. Higher level of integration has made testing, validatiotCs more
challenging due to lack of observability of internal circuit nodes. This calls for new
embedded Design for Test (DFT) circuit design and test methodology develofimsnt.
work is geared towards solving the analog/RFArggiroblem mentionedboveby crafting
intelligent stimulus to excite the nedealities of the circuit, along with machine learning
algorithms to learn the behavior of the systéfhough the manufacturing cost of a
transistor is decreasing over the technology generatiohspter transistor is remaining
constant or decreasing at a loweer&o,there will be a time whetest cost per transistor
will be more than the actual manufacturing cost of a transistor. Every newer technology
advancement entails newer test methogies for keeping the test cost at a certain bound.
ATE cost for mixeesignal and RF ICs are higher than that of digital ICs. There is a need
in industry for low cost efficient testing, tuning and validation methodologies for mixed
signal and RF circuitand systems. In thithesis,we have addressed tHellowing

validationproblems:

)] Manufacturingesting Proces®daptive RFTransceiver €sting

i) Post manufacture tuningLearning Assisted Parallel Testing and Tuning of
Massively Beanforming MIMO systemy

i) Pre and post silica verification(Built In StateConsistency Checking for Mixed

Signal/RF Verification)

XX



We have found that the knowledge of DFx design for analog/RF circuits (stimulus
design, sensor design) can be leveraged in other emerging secluitynsoalso. For
example,in Trojan detection in digital systems and in designing Physically Unclonable

Functions (PUFs).
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CHAPTER 1. INTRODUCTION

Aggressive scaling of technology nodes has enabled in accommodating more
number of transistors within the same dieea More number of transistors within the same
die area led to incorporate newer functionalities and features into an IC. With the advent
of SOCs and SOPs, more functionalities are integrated into an IC or package. Higher level
of integration has made diing, validation of ICs more challenging due to lack of
observability of internal circuit nodes. For digital circuits, scan chain is a plausible solution
to observe internal nodedowever,no such scan chaindenique is available for analog,
mixed-signd and RF circuits due to signal integrity and loading issues. Testing and
validating integrated ICs are becoming challenging with newer technology nodes. This
calls for new embedded Design for Test (DFT) circuit design and test methodology
development. tlis clearly pointedout in ITRS 2014 test documethat multilevel
packaging will impose new requirements for system level testing as access to individual
dies are limited. And this entails significant Design for Test (DFT) improvements in highly
integrded ICs. Alternative test and validation solutions such as Built inT&slf (BIST),
DFx are necessary for highly integrated systems. For BIST and DFx special analog signal

generation (test stimulus) and analog signal capturing sensor capabilitiesuinedreq
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As shown inFigure 1, though the manufacturing cost of a transistor is decreasing
over the technology generations, test cost per transistor is remaining constant or decreasing
at a lower rag. So,there will be a time whetest cost per transistor will be more than the
actual maufacturing cost of a transistor. Every newer technology advancement entails
newer test methodologies for keeping the test cost at a certain bound. As slagunen
2, ATE cost for mixeesignal and RF ICs are higher than thadwfital ICs. There is a
need in industry for low cost efficient testing, tuning and validation methodologies for
mixed-signal and RF circuits and systerirsthisthesiswe have addressed the following

validation problems:

)] Manufacturing testingRroces®daptive RFTransceiver €sting

i) Post manufacture tuning (Learning Assisted Parallel Testing and Tuning of
Massively Bearforming MIMO systems)

i) Pre and post silicon verification (Built In State Consistency Checking for Mixed

Signal/RF Verification)

We hae found that the knowledge of DFx design for analog/RF circuits (stimulus
design, sensor design) can be leveraged in other emerging security solutions also. For
example,in Trojan detection in digital systems and in designing Physically Unclonable
Functiors (PUFs). Instead of analog signal optimization we will use a pulse as a stimulus
and several voltage and current sensors will be placed in the design to predict the presence
of Trojans in digital pipelinsystems. Challenge engineering (finding a suitab&lenge

for a PUF) is similar to stimulus optimizing problem of RF circuits.



The rest of the thesis is arrangedai®ws: In chapte2, we have discussed process
adaptive testing of RF transceij@&r4]. In chapter 3, we have discussed model based post
silicon validation techniques using validation signatU®®]. In chapter 4, we have
developed a model less methodology for pre and post silicon verification of-sigeal
and RF systemd (].In chapter 5 we have discussed parallel testing and tuning of massive
beamforming MIMO systemsIn chapter 6we have demonstrated how the state space
representation of an analog circuit (described in detail in chapter 4, for analog verification)
can help in designing and quantifying analog physically unclonable functions (RUFs)

In chapter 7, we have developed a pulse based testing methodology for Trojan detection in
digital cirauits [12-14]. Pulse input is popular in analog, mixgidnal and RF testing

domain.



CHAPTER 2. ADAPTIVE TESTING OF ANALOG/RF CIRCUITS

USING HARDWARE -EXTRA CTED FSM MODELS

2.1 Introduction

There been significant work in the past on the problem of signbased
alternative test of mixedignal/RF circuits and systems. Such testing techniques are
predicated on either: (a) alternative test stimulus generation algorithms thatouste
level or behavioral models as core simulation engjiésl 8], (b) careful test stimulus
selection from test suites already constructed for thepgse of measuring device
specification[19)and (c) application of random or pseu@dmdom test stimulu§2(].
Method (a), above, is limited by the tim@mplexity of accurate simulation and by the

limitations of behavioral simulation algorithms (accuracy, inability to model specific

parameters such as bias currents, EVM etc.). These limitations are particularly acute

because test generation algorithid$-18] require repeated circuit/system simulation and

test generation for even fs moatine.dn additionc ui t s

any inaccuracies involved, place significant burden oneacktest response calibration
algorithms[21]t hat are used to predict a DUTOs
response signature. In contrast, methodsafia) (c) suffer from significantly larger test
complexity (time, number/length of tests) in comparison to (a) as well asatbidity to
automatically modify/optimize test stimultes minimize test application time without
compromising failure coveragall the methods (&) suffer from one other key limitation:

it is very difficult to design test stimulus in a simulation environment that takes albthe

idealities of the tester instrumentation itself into accowtile models of probe, pin, cable

pe



and tester electronics are not always accurate, inclusion of such models along with models
of the DUT makes test generation even more difficult and simulattensive. To this

effect, a methodology for generating tests directly from repeated chip measurements
performed iteratively on a mixesignal tester was proposed[22] and avoids all device
simulation. Howeer, this approach is impractical as it involves engagement of a
production test system over long periods of time for test genermatidbecauseall the
hardware devices must be retested every time the test stimulus needs to be adapted to
accommodate oudlr devices or shifting process conditions (this requires cataloging and
storage of hardware devices for retesting). Virtual probe techpfjidor performance
prediction of spatially correlated ICs from same wafer can be leveraged here for model

training.

Key contributions of this work are described as follows:

1. Finite State Machine Modkng of RF/Analog Circuits: An envelope simulating
model ABCBRFH has been developed for quick envelop simulation of high
frequency RF circuits. The model considers transient analog-sfzyge and can
be extracted from actual hardware stimulation or froRICE level simulation
of the DUT. As ABCIRFH is a finite state machine model, response for an
arbitrary input stimulus is obtained by traversing the state machine in
accordance with the input stimulus. As state traversal for a reasonably big FSM
is compudtionally inexpensive, the model simulates a RF system in orders of

magnitude less time in comparison to state of the art RF simulators.



2. Stimulus Generation:Using the FSM models generated, ulfest stimulus
generation for classification and specificatigrediction is proposed in this

work.

3. Adaptive Signature TestThe test methodology developed in this work is
adaptive to process corners. Classification, Outlier detection and specification

prediction adapts to process shift.

The remaining part of thénapteris arranged as follows: A brief literature survey of
test stimulus generation and adaptive testing of analog/RF systems are presented in section
2.2 The adaptive testing approach is explained in se@i@8nFSM model generation
technique (ABCBRFH) is discussed in Secti@b. Circuit and system level simulation
results are shown in sectidh6. In Section 2.7, hardwarelC measurement results
corroborate efficacy of the adaptive test mm@dology proposed in this chapter

Conclusions are made in sectid.

2.2  Prior W ork

2.2.1 Test Stimulus Generation

The earliest research on alternative test generfidgh attempted to replace
standard specification based test procedures with fast transierdartdstslied on the use
of linear sensitivitieof the performance specifications of the device under test (DUT) to
process variations (around the nominal process parameter values), to guide the test search.
The approach was based on the observation that ¢éxésts a minimum deviation of each

of np relevant process parameters in the presence of worst case tolerance bounds on all



other process parameters, that violates at least one specification of the device under test
(DUT) under given DUT specificatiorest limits. The cost function for test generation was
formulated in such a way as to detect such a minimum deviation for eachmpptioeess
parameters using a transient test, thensbylicitly testingfor the DUT standard test
specifications. Theresut of the test procedure was a A
low misclassification ratelhis work was followed by the work of Voorakaranam, et. al.
[15, 16], in which change¥"Yin the performance specifications of the DUT were
represented as a linear transformation of npatameter process perturbatidfis via a
sensitivity matrix A as given by'Y 6Y¢. The objective was to design a set of alternative
test measurements td minimize the least squares norm@ O Gsasgiven in Eq.1.

yY 6)"’('11 Y0 6‘}’51) - 1)

YN Qo Q" Q00 Le®dii wd Qo Qi i

Od) Qi 0YQ0E @woodi Q

YY 06 YY OYYY'M®i @ 006

If the norms® ©OGs T it is seen that for arbitrary test limits on the

performance parameters of the DUT, corresponding test limits on the alternate
measurements M can always bet in such a way thall multi-parameter process
perturbationsthat violate any performance specification of the DUTgararanteed to be
detectedy the determined alternate test measurements and their corresponding test limits.
A key limitation of ths approach is that it relies on theear sensitivitiesof the test
specificationsSSand alternative measuremeMdo perturbations in the process parameters
X. Hence, the goodness of the generated tes

devices close to the device test specification limits is not addressed appropriately and can

suffer for devices with weak or strong nonlinear inputput characteristics. To address



this issue, the works ¢1.6, 21, 25, 26] used nonlinear gression models to evaluate how
accurately the test specifications of the device under test (DUT) could be predicted from
the DUT response to each candidate test waveform. This is, however, computationally
expensive as large numbers of device instancesnMrigure 3 are necessary for
constructing the regression models and validating the accuracy of the same in each iteration
of the genetic optimization approachFofure3, resulting in hours of test generation time

for even simple RF modules such as amplifiers and mixers. Finally, there has been research
in the use of random test stimulus also[2f], the use of random modulated bit streams

for testing and diagnosis of RF systems has been explored. The method yields accurate RF
test and diagnosis results but incurs longer test times than the use of carefully optimized
tests .While we do not focus on dnagis of RF systems in this research 2@, the key
objective of this work is in scalable and tractable test stimulus optimization for pass/fail

classification and alternative tesftgeneric analog/RF circuits.

Create population Select device model instances M
P of randomized from diverse process corners. For
time/frequency ::> each device instance, determine
domain test the values of all its relevant test
waveforms; @ specifications;

4
Evolve population For each waveform in P {
P of candidate Simulate all device instances using
waveforms using booleanized analog/RF models; }
mutation and :> Compute correlation metric
crossover of test between instance responses and
waveforms with their precomputed test specification
the best fitness values = fitness function;
values;
No of iterations = p {}
N: K— Stop if fitness cannot be improved

Figure 3: Test generation fow [16]



2.2.2 Adaptive Testing

Generally, the production tests are static in nature, i.e. the test patterns,
characterizing models and test data asialgriteria for pass/fail do not change over time.
If variation among the tested devices are small, static tests will serve the purpose of testing
without much | oss of accuracy. Process wvar
manufactured in sub?2 nm technology node is huge as the gate oxide thickness and channel
length are of the orders of diameters of few molecules. As alternate test is an indirect test
based on statistical correlation of device specification and measured signature. Mapping of
measured signature to device specification is a process dependent function. So alternate

test based diagnosis, specification prediction calls for process adaptability.

There has been research on adaptive test ordering for early detection of fault and
testtime reductiof27] for AMS/RF circuits. An ovesiew of adaptive testing for mixed
signal circuits are given ifi28]. In [29] the authors have demstrated a pedevice
adaptive test for analog/RF circuits aiming at optimizing, compacting test sets. The authors
have correctly pointed out that-characterize the test methodology periodically at every
wafer transition will involve unnecessary extestttime and cost. Dynamic process shift
(wafer to wafer and lot to lot) is monitored by observing test statistics of few randomly
selected devices subjected to full test suite (not compact test). These randomly selected
devices are used to compute Kullkdeibler distance from the characterization Jéte
proposed work of this chaptdoes not measure specification, predict specification from
measured signature. So statistical distance measurement of specifications cannot be
employed here. IIp30] Stratigopoulos et al., have proposed adaptive alternate testing by

employing a defect filter to screen out defective devices not suitable for alternate testing.

1C



Wafer to wafer and lot to lot process adaptation were not incorporated in the test

methodolog.

2.3 Adaptive Testing Approach

Adaptive testing approach, proposed in this work is consisting of two parts-a) pre

silicon test development and b) post silicon adaptive manufacturing test development.

2.3.1 PreSilicon Test Development:

Steps in presilicon testdevelopment are shown #lgorithm 1. An ensemble of
devices is created by uniformly sampling the mdithensional process parameter space.
For every sampled device, a Booleanized model is extracted for fagemtasimnulation.

Using the models of the sampled devices a stimulus is generated that can maximally
separate the device responses. Each stefdgaorithm 1 is explained in detail below.
(Booleanized model generatidrom SPICE simulation and from hardware stiatian is

explained in sectiof.5)

Algorithm 1: Pre-Silicon test development

1. Create an ensemble of device models via uniform sagnpl the mult
dimensional process parameter space of the manufacturing proce

2. Create Booleanized models of each device in the ensemble usi
Booleanization algorithms

3. Design a test stimulus that allows minirs&te clustering of the devict
in the ensemble based on the response of each device to the appl

2.3.1.1 Device Seledvn for Pre-Silicon Test

It is already mentioned in section Il that test generation is a computationally
expensive process. To reduce test generation time, we magenait the available devices

(hardware or software modeled). We will develop an algorithm to judiciously choose

11



devices such that the test quality is not compromised appreciably but test generation time

is reduced.

0.4
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Figure 4: Probability weight for single variable

We assume that all the process parameters are normally distributed and the joint

probability density function (pdf) of the process parameters is given i, Bglow.
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To create device instances corresponding to diverse process corners, a simple
strategy is to generate devices by sampling the joint probability density funcsicnibeel
by Eg. 2. However, this creates a large number of device instances centered around the
mean of the joint pdf above. For test generation to be effective, we need mstexad
devices around the test spegifiion acceptance boundaries of the DUT. This allows for
effective discrimination of Agoodo vs. fAbac

higher quality tests to be generated. To force this bias, we generate device instances using

12



a uniformdistribution of the process parameters as shown in Figure 3, boundedpy its
limits. For every sampled device from the uniform sample space a weight is associated

which is a measure of the probability of the device instance being generated if the proces

space was sampled from the joint normal distributiem 2). For a single process variable,

this measure is the area under the normal curve around the sampled point (an example is

shown inFigure4 for x=-1). If the sampled device corresponds to the process parameters
who M8 dw the corresponding weight w for the corresponding device instance is given

by Eq. 3.
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To ensure that device instances are selected ftiverse process corners, a large
number N of device instances are sampled as per the uniform process parameter
distribution of Figure 3. Only a limited number M of N device instances are used. To select
such M of N devices, first K random transient stinare generated. Subsequently, each of
the N devices is stimulated by the K random test patterns. Consequently, every device
instance is associated with K response vectors corresponding tsaimpged values of the

response waveform. The distan€e between any two response vectdys and 'Y
corresponding to different deviceandj is given bythelL2 norm of Y and’Y (equatiors).

The distance between two device instaneeslj, D(i,j) is defined to be the largest distance

across all th& random tesstimuli (Eq.5). To identify the M devices out of N,-Kheans

13



clustering is performed to cluster the N devices into M clusters in such thatdhe mean
distance between all devices in a cluster is minimized.

Y Y

(4)
q P
V)

0OAQ | A®@ (5)
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"QETN (6Qa 06 & o i

The last step of the procedure consists of picking one device instance from each
cluster to generate the M devices needed in boxFigofre 3. Let L be the vector dkest
specification limits for each of the test specifications of the DUT and JdielLthe
corresponding vector of test specification values foutl@edevice instance. We determine
the device u in each cluster with the smallest norsh J|L(this is tle device that is closest
to the test acceptance limits of the DUT). When two or more devices have similar values
of [|L-L.||, the device with the highweight w, defined by E&.is selected from the cluster
of device instances. Finding the midimensional integral (Ed) is not straight forward.

For sake of brevity we are not discussing here how to enumerate this integral. The
enthusiastic readers are requested to dbfi3ij for numerical integration techniques to
compute this integral an@2] for computing the integral using mahalanobis distance. In

this work the authors have used mahalanobis distance technique discy8&kd in
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Algorithm 2: Device selection lorithm

1. N: Number of andomly generated devices;

2. M: Number of devices to be selected in box Figjure3.

3. Generate K random transient test stimuli;

4. Simulate all N device instances and capture response sign
corresponding to all istimuli for each device;

5. For all pairs of devices i, j, compute the distance D(i,});

6. Use kmeans clustering algorithm to partition the devices intc
clusters:
Pick one device from each cluster based on its distance from th
specification limits, resl vi ng conflicts vi
equation3.

2.3.1.2 PreSilicon stimulus generation:

| Genetic Optimization |
lStimuIi pool x

. 1
Stimulus1 Responsel :
4y Gy - Gy, . Defactive Devices
‘ Iy Ay i
. . N DeVICeS N K E g E devices
K stimuli A s i ’ e

Responses

I ; Hierarchical Clustering
L otl t2 tm

Figure 5: ATPG at pre-silicon stage

To discriminate amongst devicdeom diverse process corners, a hierarchical
clustering algorithm is used in this research. The objective is to maximize the number of
clusters (devices with similar behavior) for a given distance cutoff (a proxy measure of
process variability). As the nurer of clusters is not knowngiori, this must evolve from
simulation (IC measurement in post silicon) data. dheindw be two input stimuli and
06 and0 O be the number of clusters correspondingatoandw . If 060 00 then

w is preferred ovew as an input test stimulus since it classifies the process space into
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larger numbers of clusters. Ps#icon stimulus generation methodology is showRigure

5.K numberof random stimuli are generated and applied on N number of sampled devices.
Here every stimulus is a piecewise linear (PWL) wave. For every stimulus, we get N
responses from N sampled devices. Total NxK responses are captured. For every stimulus,
we run ahierarchical clustering on N responses and based on a predefined cutoff distance
number of unique clusters is determined. A brief tutorial on hierarchical clustering is given
in next section. For the same cutoff distance, the stimulus that can produiceumax
number of unique clusters is better than all other stimuli as it is most sensitive among alll
the stimuli. The above description explains only one iteration of stimuli generation. The
stimuli generation process goes on for multiple iteration with tékp lof genetic
optimization (as shown ifrigure5). New pool of stimuli is generated from previous pool
using genetic cross over and mutation-$ilieon stimuli is generated from process varied
devices in simulgon. It is used as a seed stimuli in post silicon stimuli generation and
modified later in possilicon stage. A pseudo code of fmiécon stimuli generation is

shown inAlgorithm 3.

Algorithm 3: Pseudo code for presilicon stimulus generation

1.  Given: Circuit Netlists /Circuit Models / Circuit Hardware
Instances from various process corners
2.  Objective: classify the given sample into maximum number o
reasonable clusters where each cluster (class) will signify
varied process corner.
Input = random input set
While (stopping criteria not meet)
Fori=1 to Number of inputs in input set
Signature=simulate (netlist, input(i))
/' Algorithm 4
L(i)=hierarchical clustering (signature)
Input = cross over (input ,L); // genetic cross over
0. Input = mutate (input ,L);  // genetic mutation

HOXO~NO O A~W
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11. Optimized stimulus = input(1)

2.3.1.3 Hierarchical clustering tutorial:

Hierarchical clustering is of two types a) agglomerative clustering (bottom up) and
b) conglomerative clustering (top up). In this work, we have used bottom up clustering and
a brief description of the hierarchicgglomerative clustering (HAC) is given below. HCA
provides a hierarchy of clusters. Graphical representation of HCA is known as dendrogram.
Each individual element to be clustered is considered a cluster at the beginning. Based on
element features, pair 88 distances are enumerated. Popular distance metrics are
Euclidian, mahalanobis etc. After that in each iteration two minimally separated clusters
are merged into one cluster and the process is continued till all the clusters are merged into
one clusterThe above process creates a hierarchy of clusters. This hierarchy of clusters is
graphically represented by a dendrogram. Based on user given cut off distance the
dendrogram is cut (as shownRigure 6) to generat the required clusters. Figure 6, two
examples are shown for cut off distance 1.1 (3 clusters) and 2 (2 clusters). A pseudo code

for HAC is given inAlgorithm 4.
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Figure 6: Dendrogram

Algorithm 4: Hierarchical agglomerative clustering (HAC)

=

For a given stimulus capture device responses (signatures).

Generate pair wise distance vectors for all captugspanses in the previot
step. (Popular distance metrics are Euclidian, Mahalanobis etc.)
Generate linkage treé-igure 6) [33] based on distances calculated in
previous step. The linkage function ($&gure 6) links pairs of objects the
are close together into binary clusters.

Based on user given cutoff distance, clusters are formed from the linkag

constructed in step 3.
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2.3.2 Post Silicon Adaptive Manufacturing Test Development:

Initial population of] m

manufactured ICs

!

1. Measure specifications

using conventional testing ) :

2. Generate fast simulation SUmUIU.S using Ljpekitz e
clustering algorithm

models for each IC A

Generate test

\ 4

y
Append stimulus fro
re silicon stage

1. Measure specifications
using conventional testing Apply stimulus
2. Generate fast simulation "| generate reponse

models for each IC X
A I Fail

PNN classifier

y

(Add rejected IC
manufactured ICg response to PN\
A l Pass
Need more ICH| Fail

to tune test
1Check acceptance rate

l Pass

Test is ready for production test

v

Generate regression models for
specification prediction

Figure 7: Post silicon adaptive test development flow

Post silicon adaptive test development flow (as shoviAigare7) has three steps: i)
Initial test develpment ii) Test tuning until it is ready for production level testing and iii)

Generate regression models for specification prediction.

2.3.2.1 Initial Test Development:

Postsilicon initial test development is similar to pg#icon test development. Instead of

process varied netlists, manufactured ICs are used to generate the test from initial

population of ICs.
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2.3.2.2 Test Tuning:

N (N=200 is used in this research) number of ICs were used to generate the stimulus in
the previous step. These N ICs are fully charadri.e. their specification values were
measured by conventional ways. As showirigure7, stimulus generated in psglicon

stage is appended to the stimulus generated in initial post silicon test develapchére
combined stimulus is used in the following stages for stimulation (response generation).
These initial N ICs are used to create a Probabilistic Neural Network (PNN) classifier.
Each IC response becomes a neuron in the PNN. Corresponding neusss ces
assigned based on the IC specification values. In this research, we have categorized ICs
into three classes: good, marginal and bad respectively based on their measured
specification values. A short tutorial on PNN is given in the next section.aNwwer set

of N ICs (not used in building PNN) are taken and stimulated using the stimulus generated
before. Using their responses, they are classified using the already built PNN. We use a
threshold probability to accept a classificationdone by PMNt L6 s assume t he PI
from three types of devices: class 1, class 2 and class 3. When a new device response comes
for classification, PNN finds the probabilities (p1 p2 and p3) that the device belongs to
class 1, class 2 and class 3. For sake afmaegt if enumerated probabilities are 0.34, 0.33

and 0.33, PNN will indicate that the device belongs to class 1. As it is clearly visible from

the numerical probability values that the margin or confidence of classification is poor, we
would not accept tli classification and will reject the device. At the tuning phase, a
rejected device does not indicate that the device is functionally bad, it only indicates that

the PNN has not got a similar device in i
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probatility at 0.8 then any new device will be rejected, if the probability of the predicted

class is below 0.8.

Initial 1. Update Thres!old
Threshold  —pinreshold 1 |Probability
e Probability 2. Include device P
Probability .
response in PNN

| /]

/\/\ PNN Measure = @ Classt P2
) _>Classifier —Specification in
Device D Conventional Way OcClas2
Response T Class
Accept l Q O P3
Assign Rejected devicp
Class Stored responses responses

Figure 8: Threshold probability update procedure

In the model tuning stage, initially we stawith a high threshold probability value
and the threshold is reduced when new devices are added to the PNN. Threshold update
procedure is shown ifigure 8. When a new device is rejected based on its signature
respnse, we measure specifications of that device conventionally and from those
measured specification values classify the device into one of the classes. Now we find the
probability the device belongs to that class from the already stored device respdnses in

PNN (this probability is termed a@s ). New threshold probability is set as per &q.

- , (6)

Ca
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The aboveamentioned process of adding new devices to the PNN is continued till we
reach a stage when the acceptance rate of the PNN is suitable for production testing. In this
work, we have considered 99.9% acceptance rate as the bar for production Aesting
shown inFigure7, stimulus is also regenerated by adding all the initially failing devices
into the stimulus generation population of devices. Adding a device response to the PNN
for classification purpose isasy (shown in detail in PNN section), on the other hand
stimulus generation is computationally expensive. So, as soon as a device fails PNN
classification test, we add the device response to the PNN but wait for N devices to

accumulate before regeneraithe stimulus.

2.3.2.3 Generate Specification Predictioest (SPT):

As shown inFigure7, the last step in posilicon test generation is regression test.
Classification test only classifies devices into differenssag(bins), but does not predict
specification values. If devices are needed to be shipped with specification values, then this
test is required. The objective of the SPT isnaximize the correlatiobetween the test
specification values of a sample of/Ds and the response of the DUTS to the applied SPT
while minimizing the sensitivity of the generated test stimulus to measurement noise
Regression test is generated separately for all the classes. Test generation procedure is

described below:

To computethe SPT, a candidate test stimulus is appliedlltthe FSM models of
DUTs of a class (devices are already classified by previous. Step¥e include models

for DUTs that may have been shipped to a customer. As per Figure 1, the standard
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specification vaues of each of the DUTs are also known. Let the regression equation

mapping signature to specification be given byEq.

Mx=c (7
M: signal Matrix

X: regression coefficients

c: measured specification values (gain, IP3 etc.)

Linear regression solution of x is given by Bgand Eq9.

@ 00 0 o (8)
A0 w WOeE®O O0i & 0 w 9)
Where A is a real valued symmetric square matrix

Sampling Time

T1 72 T3.... Tn

Device_1
Device_2

Device_k

Figure 9: Signature matrix

In presence of noise (measurement noise, circuit noise) abovebEcpmedq. 10.

O T0 T ® ®© ] ® (10)
8 & e $ 8 S $ (11
S8 @ §@§$$ S S

From the above Edl1, we see that the error will be minimum when nornd of
and norm of A are minimum. In our test generation, the conditional number of A for an

acceptable solution should be less than the user given ermanicde
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06 PszH s, (12

| f two variables are I|linearly dependen

correlation is applicable. If X is not a monotonic function of Y and if there is noise in

measurement, theamk correlation is ineffective. Both the abawentioned scenarios are

prevalent in alternate transient signal measurement of an analog/RF IC. There is inherent

noise in analog signal capturing and the relationship between measurement and
specifications a highly nonlinear and their monotonicity cannot be guaranteed. BD

(Brownian Distance) correlatiofi34]is a perfect dependency checking between alternate

measurements and specifications. BD correlation is a measure of statistical dependence

between two vectors oflgitrary length. If O Q p8 & are samples of two vectors

(X, Y) then distance correlation of thed vectors is given by E4.3.

Q0 € (13
QU 6 2 Q0

'Q (1’) é n\l" o

Detailad derivation ofEq. 13 can be found irf34].Distance correlation is easy to
enumer ate compare to other proxyos for
previously. A runtime comparison among various proxies used for dependenkijnghec

is shown inTablel.

Table 1. Average runtime comparison among various mappers used in
alternate test stimulus generation

Feed Forward Neurg Linear Regressiofl MARS Distance
Net Correlation
60ses 20 seG 100ses | 2ses
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Test generation proceeds by finding a suitable stimulus which maximizes the
correlation between the DUT specifications and the response of each DUT to the applied

test. This isérmulated as given in EG4.

| Eld o880 i®OO (14
A : Distance correlation[34] between specification Eand alternate
measurements

K (A): Conditional number of information matrix (A=MTM)

A . A user given value

The obective function of the minimization problem aims to pick that stimulus which
will ensure that every specification is correlated to the alternate measurement. Any
transient analog measurement is subjected to inevitable noise and measurement inaccuracy.
If the conditional number of the information matrix formed from the alternate measurement
is low, then the effect of noise and measurement inaccuracy can be avoided in alternate

testing. Speed up in test generation is showviraislie2.

Table 2: Speed up in test generation

Ref[21]] This work
6250secs 11sec
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2.4 Probabilistic Neural Network Classifier

Pattern Layer

Input Output Layer

IC response
@ vector
Incremental Training Adding a
neuron (new IC response

Figure 10: PNN dassifier

In this work, probabilistic neural network (PNN) is used as a clas#fseshown in
Figure 10, PNN consists of four layers: i) input layer ii) pattern layer/training Set iii)
summation layer and iv) outplayer. Each training set data becanaeneuron in gttern
layer. Each neuron in the input layer contains components of the input vector. Distances
between each stored vector and input vector are enumerated in pattern layer. Based on these
distances, tathe summation layer the following probabilities are calculétpeen in Eq.
15):

n 0@ O B O Q1 U MEQL ii (15)

wdQe QE{')'@&)(‘) €1
€ 0 G D a widgilkkaB 'Q

26



At the output layer maximum of the above probabilities is found and corrisgon
class is predicted to be the class of the input vectéirabability density functios(pdf)
of the classesre estimatedrom training samplesising Parze® $35] pdf estimation

technique. The pdéf a single sample and afsingle population are given by Etg [36,

37].

"o "o (16)
w W w W
o 27 Q g- 7

X: Input Vector X kih sample W: weighting function
£d OiTTOEET ¢ PAOAI AGAO T K p

For aGaussian weighting function and for an input vector of length p, pdf of samples

and class are given by EtZ and18respectively.

(17)
£ Agp—— "
C ” CH
06 —P0 A QD—/EI) © & (18)
C“ T ” é c”

There has been research on outtietectorbefore[38, 39]. The advantage of the
proposed one, in comparison to the state of the art are (i) when extra observation points are
available we do not need tetrain the network, only incremental training (adding new
neurons corresponding to the new observation points) is regamezkample is shown in
Figure10, where an extra data X33 is added in the P{iiNTraining of PNN is order of
magnitude faster than any back propagation Neural Net algorithms. (iii) The proposed

outlier filter has the capability of rejecting devickased on threshold probability of
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acceptanceff it is not similar to any one of the traignclasses. Rejection criteria has
enabled this outlier filter to handle process shift (disedisn detaiin results section). (iv)
outlier filters in[38, 39] can screen defective devices from normal devices. The proposed
outlier filter can screen out defective devices, can classify normal devices into process bins.

Drawback of PNN is that a large anmbwf memory is required to store all the neurons.

2.5 RF Model Building

Output
Power

Input Power

>

Figure 11 : Input output transfer curve

WO | WO | W0 | w0 | wo | wo (29

The test stimulus generation algorithms are explaineddtion2.3.1and2.3.2 In
alternate testing approach the specifications are predicted from a signature, build from
output response of the DUT corresponding to a-amfted test stimuli. There are two
ways to generate this test stimuli: a) by using actual hardware[D&)I7] b) by using a
software model of the DUT40, 41]. Test generation is an expensive process for both the
abovementionedvays. Forexamplejf it is generated on 1000 process varied devices and
test generabin algorithm runs for 50 iterations then 50,000 simulations (for software

models) are required or 50,000 times the DUT needs to be replaced in the load board
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(hardware DUT)So,thecosteffectiveway to do test generation is to build the test on very
simgified behavioral model. As shown figure 11, by simulating SPICE Netlist or by
actuating hardware DUT, the input output power transfer curve is obtained and this curve
is modeled as polynomial (shown in EqL9).These models are good enough to capture
some basic parameters such as gain, IP3, 1 Db compression point etc. but lacks the exact
waveform capturing capability which is required to predict other critical parameters (Bias

Current,Bias Voltage etc.).

PWL Wave
ar’
a6 !

ad

8RR B

t0O t1 t2 t3 t4 t5 t6 t7

Figure 12: PWL stimulus for alternate testing

In this work, we will generate test on a new software model which is as fast as
behavioral model in simulation and as accurate a€BERImulation for test generation
purpose. In tesgenerationsome information such as range of input frequency, range of
input slopes etc. are knowrpaiori. In [42] and[43] the authors have explained a novel
Boolean model for linear and ndinear circuits respectively. We have taken this modeling
approach and customized it to model any analog/RF envelope. In this eoektstimulus

we are trying to come up for stimulating the devices is a PWL whfigite duration (as
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showninFigurel2) . Let 6s assume that the dynamic
and time duration be T secondisTequally divided so that the adjacent time instants are
separated by ¢second. For time instantsfd D 8 8 & we need the amplitude values

0 R 80 to craft the desired PWL wave. These amplitude valus b 8 0 are

the output of an optimizer (test generator) whrads to find best possible combination of
these amplitude values to optimize some given cost fundtmevaluate this cost function,

the genetic optimizer needs to evaluate circuit output response repeatedly (based on the

model given to it) for everyteration and for every process varied device.

Input Transition (I)utput Transition
b7 a255 ®.
b6 L oo Thain ./ \ M| 0.g-0-¢-¢
e > > Mlel /W
b5 [ N R
Hiiiiis V%
pd /
b3 /, /.
A a63
b2 / Thibodr Thorh
b1 |/ a3l >
/
b0 / aO?
t0 t1 t2 to t1 t2

(a) (b)

Figure 13: (a) Input tra nsition (b) Output capturing for an input state
transition
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@ /7 Every state contains
T /j a state table
Jump State Table

State |Quantized Next
DC State | Value| Input [State

- 1 SL
Transition V D )
State X... |X..

& oQn Sn

Figure 14: State transition graph

For Boolean model generation (as showhRigurel3) the input dynamic range and
output dynamic range are quantized in 16 and 256 levels respectively. In this way we
restrict our input transition to 256 ways. i@sponding to each input level there is a state
in the state transition table. These states are known as DC states. Each possible transition
is simulated (or captured by actuation for hardware DUT) and captured with 10X sampling
rate (as shown iRigure13b). For all possible input transitions these output response curve
is obtained. The output is always sluggish so it may not stable as soon as input is stabilized.
From all the transitions the maximum extra time required for |&tady the output is
monitored. Letds assume d)tthenfer 10X 2ver$ampling i np u-
there will be 12 transition states in between the two DC states in state transition table. An
example is shown in explaining state transition if input changes when output is transiting
from one DC State to anothéys shown inFigurel14, output was transiting from state 0 to
state 1 and in between the input changes. This input change corresponds to DC State 2.
Now there are two possibilities a) take transition arc 0 tof@€sgent state is close to 0) b)

take transition arc 1 to 2 (if present state is close to 1). While jumping from one transition
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state to another transition state, continuity of output waveform is maintainezkdfople,

if jJumping from O to 1 arc to O to &c jump to that state of O to 2 arc whose output value

is closest to the output value of present state in 0 to 1 arc. Accuracy of this Boolean model
for a random input is shown Figure15 This Boolean model siulation is basically a

finite state machine traversal (with proper jump from one state to arathedon input),

so inherently very fast in enumerating output enveldpahle 3 is showing a runtime

comparison among various pfable simulation choices w.r.t the proposed Boolean model.

05 ! ! ! '
oal INput Envelope AN\ T e 1
0ab o N A Yol TR 4 e, i
ozl N AT SO = f e, i
(7% [/ S ORI SRR I SUDDURIRCEE [ S ................. SRR 4
D 1 1 I 1
1] 0.5 1 1.8 2 2.9
x10
B T T T
(7 U . Y S T R U ¥ SITTRTITTTERS, WY SSPTNS SRITEISRTETNEES 4
Output Envelope
O N ) 'S'DECU’E' IR RIRRRRRRS 4
e Boolean Model
3 1 1 1 1
1] 0.5 1 1.3 2 2.3
»10

Figure 15: Boolean Model Accuracy

Table 3: Runtime comparison

Boolean | Cadence SpectreR Cadence Harmoni| HP ADS Transien

Model | Transient Simulatior] Balance Enelope| Simulation
Simulatiorj44]

1ms 4000 ms 500 ms 3000 ms

A pseudo code of the RF model generation is showslgorithm 5 and a FSM

representation is shown kgurel4. Every major step is discussed in detail below.
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Algorithm 5: Model extraction pseudo code

B w

© o N

10.
11.

12.
13.
14.
15.
16.

17.
18.
19.
20.
21.

22.
23.
24,

Input :

i.  Circuit Netlist and Simulator (or Actual Hardware anc
Tester)

. Number of Input and Output Quantization Levels
(QLin,QLout)

lii. Sampling Rate (ts)

iv. Tslope, Tstay (se€&igurel3)

Output : Boolean Envelope FSWodel

fsm=Createfsm( QLin)

/* Create an empty FSM as shown igigure 14.Adding only DC
states to the FSM %/

Narc=(QLin(QLin -1) / Number of Transition Arcs

/*specify state values either from simulation a hardware
stimulation?/
For i=1 to Narc
If(Simulate_Model==1)
Env_response=Simulate(Circuit Netlist,Input Transition
Waveform)
else
Env_response=ActuateHardware(IC,Input Trasition
Waveform)

Tsettle=Findsettlingtime(Env_response)

// find settling time for the state transition (seeFigure 13)
Env_Response=Env_Response(0 to Tsettle)

//Ki: n umber of intermediate states in transition arc i

Ki= Env_Response/ts
createlnterMediateStates(l,Ki,Env_Response,ts)

// specify state transition
For i=1 to total number of states
For j=1to Qin

S_j=findNextState(i,j,Env_respons)
/* finding the next state based on input and analyzing the
envelop responses captured */
Populatefsm(S_j,fsm)
// populate the table shown in Figure 14 for all the states
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2.5.1 RF FSM Model Generation:

In ABCD [42, 43|, the FSM states correspond to specified transienvell as DC
steady state values of the analog circuit inputs with circuit output values associated with
every state. Transitions between states are defined by input transitions between quantized
levels of the input dynamic range. Since RF circugsLaC-blocking, the above definition
of the states of analog circuits needs to be modified to allow RF FSM model generation. In
[16] it is shown how the ncidealities of an RF device map onto the baseband signal
obtained by RF deadulation. In this work, we assume that an envelope detector is used
for this purpose. In our algorithnreach DC state of the FSM represents the magnitude
(quantized) of the baseband sigaaid is associated with the corresponding output value

of thedemodilated(baseband) signal (see Figure 2).

2.5.2 Incorporationof Memory Effects

Given the above descriptions (transient, DC) of the states of the FSM model, ABCD
constructs transitions between the states of the FSM model by directed Spice (transient)
simulation. While a transition is in progress from one DC state to another, it is possible
that the input experiences a transition before the circuit output has settled to its new value.
Thisis handled in ABCp42,43Jusi ng transient Ajumpo stat es
transitions the circuit output goes throug
To capure such jump statélse complete transition between the respective DC states needs

to be simulated

In ABCD-RFH, the FSM model and the DC/transient states are created by

replacing Spice with direct hardware stimulation. However, because the hdsitia
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rate is known, the DUT need not be stimulated beyond the duty cycle of the input data rate
while transitioning from one DC state to another. However, this creates a problem. As
opposed to ABCD in which all transitions from other states to a kia@state result in
thesameoutput value, in ABCERFH, because the DUT is stimulated only within the duty
cycle of the input data rate, transitions from other states to a known DC state can result in
differentoutput valuesTo accommodate this, wsplit the corresponding DC state into

multiple DC stateslepending on how that state is reached from other FSM (DC) states.

2.5.3 Extraction of FSM Models from Hardware

By replacing Spice simulation with directed hardware stimulation, the cost of
model generation incted by ABCD is virtually avoided. Moreover, these models can be
used to simulate how devices behaven after the latter have been shipped to custgmers

a capability thatloes not exist with any other tool today

The hardware setup for this expeent is shown irFigure16. In this experiment
Device under Test (DUT) is a LNA (X3533 7AZCYH3) mounted on a load board .A high
frequency signal generator is used to generate LO signal (2.4GHzIBm). Low
frequeng envelop signal is generated by Labview and imparted into the circuit by NI data
cards. The modulated signal coming from up conversion mixer is used to stimulate the
LNA. Output envelope of the LNA is captured by an envelope detector (ADL 5511).
Envelopedetector output voltage and rms power output constitute signature of the device
in this work. Envelope detector output is feed to NI digitizer and data is captured. From
extracted data, envelope models are generated by Matlab. For model generatiort the inpu

slope and the minimum time required to hold it at the current level to stabilize the output
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response is critical (shown igure13b). If the model is generated for input slope T_slope
then in test generation no transition gethan T_slope is permissible. This input slope

in hardware is constrained by DAC capability. Hold time (T_stay) cannot be predicted a
priori so some repeated trials are required. In this hardware experiment T_slope and T_hold
are taken as 18 and 4e4 second respectively. Accuracy of the FSM mode for a random

baseband input is shownkigurel17.

DUT(mounted on Load Board ENV Detector

Figure 16: Hardware experiment setup
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Figure 17: Extracted FSM model accuracy

2.6 Simulation Results
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Figure 18: LNA as design under test
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Figure 19: RF receiver as design under test

To show the efficacy of the proposed test methodology, simulation results for an RF
circuit (LNA shown inFigure18) and an RF system (RF receiver showFigure19) are
presented here. Process parameters (vth, tox, W, L) were varied in Gaussian fashion to
create three process lots (L Hp M B¢ @u bof mean value). In this work 45nm
FreePDK model$45] are used in simulation. Following the sampling criteria mentioned
in section V, number of ICs sampled for LNA and receiver system andgassteria of
the developed tests are givenTiable4. Specification distribution of sampled devices are

shown inFigure20 (Gain and IIP3 for LNA) andrigure22 (EVM for RF receiver).

Table 4: Test specifications

DUT # ICs used for | # ICs used for| Pass/Fail criteria
model building | validation
LNA 6000 2000 Gain> 26.5dB
IP3> 7.5dB.
RF Receiver | 10,000 4000 EVM<5%
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Figure 20: Gain and IIP3 distribution of sampled devices
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Figure 23: Misclassification and kickback vs number of training devices
(Receiver)

Following the procedure of secti@h3and2.5, FSM models of tree devices and
tests are created. How the test and model is evolved are shbiguiia21 andFigure23.
It is apparent from these two figures, that higher the procesgioaris, more the number
of devices required to build and tune the model. In this work a model and test are said to
be ready for production testing when misclassification and kickback rates are below 0.1%.
Number of LNA ICs required to complete the mofielthree process lots are 4000, 4800
and 5500 respectively. Number of receiver ICs required to complete the modeling for three

process lots are 5000, 6000 and 8500 respectively.
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To show the efficacy of the classification performed by PNN, we compaesd th
performance of the PNN with two similar classifiersN€arestNeighbors (KNN) and
multinomial logistic regression. Like PNN, KNN also supports incremental training,
adding or removing observation data is simple in KNN. But it does not provide threshold
probability confidence as in PNN. On the other hand, multinomial logistic regression does
provide threshold probability confidence as PNN, but does not support incremental
training. Table5 shows run time comparis@mong the different classifiers for LNA ICs
of process lot 1Classification performances of different classifiers are showrabie®6.

Matlab functions newpnn, fitcknn and mnrfit are used to build the respetdissfiers.

Table 5: Run time comparison (secs) for LNA ICs in process lot 1

PNN KNN (K=4) Multinomial logistic
regression
0.14 0.08 40.2

Table 6: Misclassification rate for LNA ICs in process lot 1

PNN KNN (K=4) Multinomial logistic
regression
0.01 % 0.1% 0.2%

2.7 Hardware Measurement Results

Using the hardware setup described before, we initially extracted FSM model for
2500 devices. 1500 devices we use for model building and rest 1000 devices dioe used
validation purpose. Initially a crude model is built from 300 devices. The outlier filter
rejected almost 40 % of the validation devideg(re24). As shown irFigure24, beyond

300 sample devices incorporated in outlier filter the rejection rate starts decreasing and
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after 800 devices the model becomes accurate enough for production testing.
Misclassification rate of the outlier filter also gradually decreases anduwaftegtwith 800

new devices (in excess to initial model built with 300 devices) the outlier filter becomes
suitable for production testing. Better the outlier filter is, higher will be the accuracy of
specification prediction for MARS mapper. This is coordied inFigure 25 where
specification prediction accuracy for each specification is shown at three model building
phases. Based on outlier filter response the MARS model and stimuli are also tuned to
improve the testlt is argued before that higher the correlation between alternate
measurement and specification values better would be the prediction. How the correlation

at initial model building stage and after model tuning changes are shdwgune26 (a).
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Figure 24: Misclassification and kickback rate at different phases of testing
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Figure 25: Relative error in specification prediction at different phases of test

We ran aother interesting experiment (in simulation) with a LNA where we change
process lot. Initially for process lot 1, the outlier filter, regression mapping functions and
test stimulus are tuned to production testing level accuracy. It required almost 8&3 dev
to go to production test accuracy level (both rejection ratio and misclassification rate below
0.5%). After that any device coming from process lotFigyre 27) will be correctly
classified and its specifidanh can be accurately predicted from the test. What would
happen if any device from other process lot comes? As the outlier filter has no information
about that process space it would reject all these devices initially as shévguia27
(abrupt change in rejection rate). As mentioned in section Il, all outlier filter rejected
devices are kicked back to standard testing and their results are incorporated into test
procedure. The test procedure is tuned afterye®®0 devices until it stabilizes. For
process lot 2, only 400 devices stabilize the test procedure as opposed to process lot 1
where 800 devices were required. This is due to the reason that process lot 2 learns from

already available process lot 1 infation.
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2.8 Conclusions

In this work, we have described a novel atige testing methodology for
RF/analog ICs. The proposed procedure is validated in simulatidon TI transceiver

ICs (X3533 7AZCYH3). FSM models capable of ulligh speed transient simulation,
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along with niche stimulus generation algorithms haveeasd more than 100X speedup
in stimulus synthesis. Adaptively tuning parameters of the testing procedure quickly
converges (with less number of sample ICs) the initial crude parameters to production
testing accuracy level. In our future work we would likeextend this adaptive testing to

RF/analog systems.
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CHAPTER 3. VAST: POST-SILICON VALIDATION AND
DIAGNOSIS OF RF/MIXED -SIGNAL SYSTEMS USING

SIGTATURE TESTS

3.1 Introduction

Validating the correct operation of RF/Mixed signal circuits is getting increasingly
difficult due to increase in electronic system complexity, rapid technology change and
decreasing design cycle timEo ensure performance reliability, reduce yield loss and to
reduce design and test cost there is need for automated validation/diagnosis methodology
for electronic systems and circuits. Technology scaling has enabled dense integration of
digital and analog/mixed signal functionality in the same die area making the problem of
testing and validation of mixed signal designs even more difficult. Thexe effort in
digital design, especially in microprocessor de$fh48] and memory subsystef#9] to
develop aggressive post silicon validation methodologies geared towards finding behaviors
in silicon that are difficult to model a priori . Of specific interest are electrical bugs due to
signal coupling, ground bounceybstrate noise and other higher order effects that are
difficult to include in digital simulation algorithms. However, validation of mixed
signal/RF systems for un modeled higher order effects is difficult because precise
simulation of all electrical aspecof the design considering interfaces between digital
analog and RF circuitry, including the effects of process uncertainty etc. is difficult and
computationally expensive. The problemnexpected to get worse beyond 90@chnology

nodes for mixed sigidRF systemsin this context, possilicon validation of mixeesignal

SoCs for presi | i con design wverification Nfescape:
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electrical bugs, is rapidly becoming imperative for advanced-$pgied designs and is a

key challege.

3.1.1 RF/Analog Circuit Design Anomalies Classification

With regard to validation, we are primarily concerned with design errors that lead

to unexpected device behavior. There are two broad classes of such design anomalies:

(@) Due to unmodeled design efts in silicon. These models are defined to be
Ai ncompleteo. (b) Due to models that <captu

but whose design parameter values do not match with fabricated silicon.

I n (b), there c¢an whiehthd siliaon dabametezssaie gamsiderably o r s
di fferent from the model par ameter val ues
parameters are marginally different from the model parameter values. The objective of
design validation is to first prove egaience between the DUT model and the observed

DUT behavior in silicon and then find the source of the design error in case it is determined

that the DUT behavior is different from that predicted by its model. In fact, design
validation techniques can bsed to detect the effects of process variatjép and aging

for which the threshold voltage of devices mges over the lifetime of device operation

due to NBTI and PBTI effects in nanometer nodésl]. Process variations and aging

change the circuit parameter values causin

3.1.2 Stateof theArt Mixed Signal/RF/erificationNMalidation Techniques

State ofthe art mixeesignal/RF verification techniques are describefb? 53]

and involves accurate behavioral modeling, fast simulation and simple property checking
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(assertions inserted by the designer). Also, simulations are performed to ensure that the
design specifications are not violated in the presefpeocess variations. However, while

a framework for mixesgsignal \erification is given, the detailed validatioegures human

input and knowledge. Ifb2, 53] regression tests are used to verify misgghal behavior.
However, generating the tests in an automated manner is a significant problem. Analog
hardware description languages (Verilog AMS, VHDL AMSand use of
MATLAB/Simulink for modeling of mixedsignal SoC designs are described54-58].

There has also been research on formal verification of rudgFdl circuits based on
property checkind59, 60]. However, it is difficult to check the dynamic behavior of
mixed-signal/RF systems using formal checking methods. An effort in this direction was
made bythe authors 61, 62]. A key contribution here was to formulate the design
verification problem as an optimization problem to determine combinations of design
parameters that could result in one or more specification violation. In contrast, there has
been littlework in the area of postilicondebug of mixeesignal/RF systems. Pestilicon

debug is necessarily driven by tests applied to the manufactured DUT and bgnblack
algorithms that diagnose the cause of anomalies in observed design behavior. It is
complicated by the fact that is possible for mixagnal circuits to meet their design
specifications but still exhibit spurious/malicious behavior for specific inputs due to
electrical bugs that are difficult to simulate fsiBcon. In the digital space, thehas been
significant work in test generation driven verificati@0, 51, 63, 64] and in the use of
specific programs for postlicon validation and design deb{dp, 47] . However, there

has not been significant work in test generation driven-gibsbn validation of

analog/mixeesignal/RF circuits and systems.this chapter we will discuss two signature
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baed validation techniques (a) model parameter tuning based validation (b) learning

assisted validation.

3.2 Model Parameter Tuning Based Validation

Post silicon debug/validation of RF and mixed signal circuits is predicated on a
model (behavioral or circulevel at the highest possible level of detail) which describes
the desired behavior of the DUT. As mentioned before, due to technology and speed scaling
of mixedsignal/RF devices, it is difficult to incorporate all the effects of electrical bugs in
the DUT nodel. The validation problem consists of determining if there are electrical bugs
in silicon that cause the DUT to exhibit behaviors not predicted by the DUT model. In this

work, our objectives are as follows:

(a) Determine if the DUT contains behaviort defined by its underlying model. This is

the same as determining i f the model i's Ac

(b) If the model is complete, but validation testing determines that there is still a
discrepancy between the expected (produced by theelnand the observed DUT
behavior, then how does one localize/diagnose the discrepancy observed in the DUT

behavior down to a specific design module?

(c) Through wvalidation testing, i f t he mo
possible to updatihe model so that the observed (unexpected) behaviors can be explained

with high confidence?

In this work, a specially designed test derived from consideration of the DUT model

is used to simultaneously stimulate the DUT and its model (running on an
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emuhtor/simulator). Any difference between the DUT response and the model response is
treated as design anomaly signaturé this difference cannot be brought down to a value
below a specified threshold (defined by simulation accuracy) by perturbing ttiel mo
parameters using known optimization methods for minimizing this error, then the obtained
DUT response cannot be explained by its model and we conclude that the model is
incomplete We then invokenodel updatgrocedures and repeat the validation stefd u

the model is determined to be complete. Under the assumption that the design anomaly is
due to a single embedded DUT module, the approach proposedchdpierdetermines

if the model is complete and also the specific embedded module that caziseditialy

in asingle stepThis anomaly isolation technique for single DUT module malfunctioning

is computationally inexpensive. If the model is found to be incomplete, a heuristic model
update procedure is described in this work and demonstrated foF &om end. This

work is organized in the following waySection 3.2.1 describes the test generation
approach for a transceiver. SectiB2.2 describes a model cornepeness checking
algorithm to determine if the DUT contains behaviors not defined by its underlying model.
Section3.2.3 describes the anomaly isolation procedure, under the assumption that the
model is complet, but model parameters are off from nominal values. Se@tid4d
describes model update heuristic if the model is found incomplete. The transceiver model

used for simulation and validation is explained irtisec3.2.5
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3.2.1 TestSignal Generation for RFransceiver

| Initial Population of Test Simuli |
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> Test Simuli

v

v

Genetic
Algorithm
Engine

A

NO

( Simuli Found )

A
If err<
YES Threshol

Model with unknown
parameters (p)

Model with known
parameter values

v

Model Response is
captured in functional form

(f()

v

Model Response is
captured (g)

Non Linear Optimization
Solver to solve the unknown
model parameter values such
that the g and f(p) matches

Repeat the step for all
process instamces and
calculate cumulative error

Figure 28: Testgeneration algorithm for RF transceiver

From nominal device parameters, Monte Cadmpling is used to create different
process instances. We have created 300 malfunctioning transmitters where 100 have a
malfunctioning PA, 100 have a malfunctioning/lixer, and the remaining 100 have a
malfunctioning QMixer. Based on the model, an inmtimulus is generated which will be
able to excite all the neidealities (all the nofidealities present in all the modules) present
in the model. The test stimuli are 64 tone signals used to transmit OFDM symbols. The
detailed test generation algorittgan be found if65] and[66] . Similarly, the test stimuli
for the receiver are also generated. It is tonb&d that test generation is only possible
when model of the device is known. Formodeled effects test generation is not possible,
we have to rely on huge set of random stimuli. The test generation algorithm starts with an

initial population of test tamuli. These stimuli are applied to the model, and model
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response is captured. From this model response we use a nonlinear optimizer to back
calculate the model parameters so that the error between two model responsesir{g and f
Figure28) is minimized. Proper back calculation ensures that the stimuli have excited all
the effects present in the model. This step is repeated for all the process instances and
cumulative error function is calculated which is used mslgjective function for the

genetic optimization engineédbjective function of the GA is given in E2Q.

(20
G Qe Q&4 Qa0

Wheren @w ¢ denotes parameter values and estimated parameter values from
non liner regression solver and objective function for-lear regression solver is given

in Eq.2L

d Q¢ QMo 'QQ (21)
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3.2.2 Model Completeness Checking

Figure29 shows the model completeness checking procedure to determine whether
the model is capable of describing the DUT bébraer not. Thestimulus obtained in
section3.2.1is applied to both the DUT and the model, and their responses are captured.
An error metric is calculated based on their response signatures. If error metric is below a
threshdd level, we infer DUT behavior is completely described by the model and the model
is complete. If the error metric (shown in EX9) is above the threshold level, then DUT

behavior is not completely described by the model. Th&smatch can occur due to two
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reasons. (a) The model is incomplete or (b) The model is complete but the model

parameters have deviated due to process variations or design errors.

. 22
Ol 1 Dol QO G

Input Simulus

v v
MODHE. DUT
MODH. Response is DUT Response is
captured (f) captured (g)

1 —

Error Metric is calculated

DUT behavior

Discrepancy Exists explained by

Between Model and DUT]

Figure 29: Model completeness checking procedure

3.2.3 Anomalous Behaviour Isolation

In previous section if the model and DUT are found to beewprivalent, then the
next step invalidation is to find whether the model is complete and to localize any
anomalies between the DUT and the model to specific DUT modules. The proposed
approach of this work does these two (model completeness checking and anomaly

isolation) in a single step
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Figure 30: Anomaly isolation (single module malfunctioning assumption)

The algorithm for isolating the root cause of behavioral mismatch (under single
module malfunctioning assumption) is depictedrigure 30. A replica of the RF circuit
model is taken.nitially, one component is randomlyssumed to be the source of
anomalous behavipand other components are replaced with nominal parameter values in
the replica circuit mdel. By a nonlinear optimization technique, model parameter values
are predicted such that the DUT signature is matched with the model signature to the
maximum possible extent. This process is repeatehging lhe location of the assumed
anomalously beheed moduleover all the components in the deviaad the corresponding
error metric values are ranked. If the least residual error among the modules is below the
threshold limit then the module corresponding to the least error metric value is considered
the cause of mismatch. For the RF transmitter and receiver the error metric is given in Eq.

23 and24.
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Figure 32: Receiverdiscrepancy localization

Figure31andFigure32depict the discrepancy isolation technique discussed above.
Figure31shows the residual error values for three different anomalously behaved devices.
In the £, 2"9and 3" cases, the PA;Mixer, and QMixer respectively, are malfunctioning.

In the first device where PA is malfunctioning, trying to match the DUT and model
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responses by assuming PA is malfunctioning and solve for PA parameters (assuming
Mixer and Q Mixer are behaving in accordance with the model) can yield a good match.
But beforehand we do not know which smiodule (I Mixer, Q Mixer, and PA) is
malfunctioning, so we have to repeat the process for all the thremaaldes and rank

their residual error. For the first device (showrFigure31) we found that residual error
corresponding to PA is far below that of the other two, and we infer PA is malfunctioning
in 15t device. Similar results can be observedThahd 3 devices where | Mixer and Q
Mixer were malfunctioning respectivelfzigure 32 depicts the discrepancy isolation in
receiver. Similar to the transmitter, we have considered three malfunctioned receivers
(LNA, I-Mixer andQ-Mixer is malfunctioning in ¥ 2" and 3° receiver respectively) to
show the feasibility of our methodology. In receiver diagnosis, transmitter and receiver are
used in loopback. Input stimuli are applied to the transmitter and transmitter outplt is fe
back to the receiver. Receiver output is the observable bdebove experiment is done

with 100 of transmitters and receivers and diagnosing accuracy is shdahl@y.

Table 7: Experimental validation results

Malfunctioned No. of | No. of Devices
Component/Module | Devices | Correctly
Validated | Diagnosed

| Mixer(Transmitter) | 100 100

Q Mixer(Transmitter)| 100 100

Power Amplifier 100 100

LNA 100 100

| Mixer(Receiver) 100 100

Q Mixer(Receiver) 100 100

If the single malfunctioning assumption is failed (not able to bring the residual error
below threshold) then multiple module malfunctioning procedure is adopted. Here instead

of tweaking single module parameters, all the module parameters are tweaked
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simultaneously to match the DUT and model responses. The same optimization technique

is used to tweak all the module parametes st ead of just a .single
Although the multiple malfunctioning detection procedure can detect single
malfurnctioning module, the CPU runtime is higher than that of single malfunctioning
detection procedure. CPU runtimes for both the procedures (run on a RF transmitter) are
compared inTable 8. Tweaking multiple parameters together natyoincreases CPU

runtime, but it also increases the chance of aliasing and decreases diagnosis accuracy.

Table 8: CPU runtime comparison

Malfunctioning| Single Multiple

Module Malfunctioning Malfunctioning
detectionProcedure| detetion Procedure

PA 11.2 sec 16.3 sec

[-Mixer 10.1 sec 16.65 sec

Q-Mixer 11.1 sec 14.2 sec

3.2.4 Model Building Pocedure

e o]

MODHB. Response is )
L’J/I Z(iila captured in functional DUTl?spznse 15
P form f(p) captured (g)

| —

Calculate Error between Non Linear Regression Solver to Solve
Model and DUT «— for Model Parameters p such that g
Response and f(p) matches

A 4

Model Found

Figure 33: Model building procedure

Figure 33 and Figure 37 shows the model building and iterative model update

algorithms. A test generator is first used to generate a test stimulus in such a way that all
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the behavioral model parameters of the DUT can be computed from the observed test
response. To cover behaviors not included in the DUT model (since we do not know a
priori I f the model is Aicompleteo), this t
stimuli. The generated test is applied concurrently to the DUT (hardware)tand i
behavioral model with the objective of determining whether the DUT model sufficiently
captures observed DUT (hardware) inputput behavior. If a difference is observed, then

the next task is to determine if the difference can be explained by pegttibibehavioral

model parameters alone. A nonlinear optimizer is used to estimate the model parameters

of the corresponding observed DUT response. After solving for the model parameters,
model response is captured in numerical from and compared aga&irstsérved DUT

response and an error metric is calculated. If the error is within the threshold, then the
model is adequate to represent the DUT and the model is assumed to be complete.
However, if the error is larger than a memputed threshold valudyen the model is not
Acompl eted and needs to be iteratively updese
as above, until the observed DUT behavior can be explained through qualitative models.
Note that if the DUT contains behaviors not includedsrmodel, then no matter how the

model parameters are perturbed, the difference between the observed DUT response and
its (current) model can never be minimized below a certain value and therefore the model

is deemed to be Aincompl eteo.

Model building examples are explained iRigure 34, Figure 35 and Figure 36.
Model update is of two types: (a) adding new effects into the model (i.e. incorporating dc

offset, 1Q gain and IQ phasmismatch etc.), or (b) increasing the complexity level of the
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already present effects (i.e. increasing the order of the polynomial capturing AM to AM

effect etc.).
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Figure 34: AM to AM model building
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Figure 35: 1Q mismatch model huilding
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Figure 36: Model convergence

In Figure 34, we show how the residual error decreases as we increase the
polynomial order of the AM to AM curve. When model order chas with DUT effects
(DUT shows 1" order AM to AM effects) the residual error becomes negligible. In this
case, the model contains all the effects shown by DUT only increase in model complexity
ensures convergence. NextHigure35, we show an example where the DUT exhibit 1Q
gain and 1Q phase mismatch but this IQ mismatch was not included in model. Here as we
are increasing polynomial complexity of AM to AM and AM to PM curves for first few
increments we got some improvementrasidual error but after that no matter how
complex the other models are residual error never decreases. This ensures that the model
is lacking something which the DUT is exhibiting.Rigure 36 we cite another example
where theDUT exhibit AM to AM , AM to PM , 1Q gain mismatch, 1Q phase mismatch
and DC offset effects. Here we show how incorporating these effects one by one reduce

residual error and ultimately the model converges when we incorporate all the effects.
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Figure 37: Model update procedure

3.2.5 RF Transceiver Mdel

RF transceiver model used for simulation and validation is explained here briefly
(see Figure 38). A detailed modeling of thisrdnsceiver can be found if63-66|.
Transmitter and receiver are connected in loopback fashion for receiver diagnosis. An
envelope detector is used at the outpuheftransmitter to have one more observable node
in the system. There are two observable nodes in the transceiver system one at the output
of the receiver and the other at the output of the transmitter. At the output of the receiver,
down converted in pts&@ and quadrature phase transmitted signals and at the output of the
transmitter, envelope of the up converted signal are observed. The transmitter is consisting
of Local Oscillator, two mixers, phase shifter, Power Amplifier and filters. This transceiver
is suitable for quadrature modulated data transmission. 64 QAM modulated OFDM signal

has been used for simulation and validation.
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In phase and Quadrature phase input signal&l(Q(t) can be represented as
w0 00 Q@0 )O E 10. Mixer amplitude to amplitude distortion, LO
phase offset and LO setfixing/DC-offset are considered in mixer modeling. AM to AM
distortion effect is modeleals polynomial of input envelope amplitude (see 2.
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Two mixer outputs are combined through adder (or substractor) at the input of
the PA. Mixerl and Mixer2 outputs are described inZ6cand?27.

0@ 0 "QS00sAT100 % (26)
D 06 QD 0sAT100 %o (27)
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Power Amplifier input signal is given by E&8. On further simplification (using EQ9
and30) Eg.28 becomes EQL
0O 0 00 0 "QS0OsATIO0 % QD 0sATI00 % (29
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Power Amplifier AM to AM and AM to PM distortion is also modeled as
polynomial function of inpuénvelope amplitude. tb 0 is be the input signal to the Power
Amplifier then "Q0 and —0 describes the AM to AM and AM to PM distortion
respectively (given in Eq32 and 33 respectively). PoweAmplifier output can be

described as given in Eg4.
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LNA only suffers from AM to AM effects, AM to PM effects are negligible in LNA
operdion. LNA AM to AM effect is also modeled as polynomial function of input signal

amplitude and is given in E§5. LNA output expression is shown in B36.
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The receiver mixer model is same as the transmitter one.Mixerl and Mixer2 outputs are
given in Eq.37 and38 respective}. Mixer response is passed through a low pass filter to
obtain the received | and Q data.

0d o6 Q60 AT100 1 6 — 6 AT100 % 0) (37)
0 O Q606 AT1OG0O 1T 6 — o0 OBTO % 0) (38

3.3 Learning Assisted Validation

There has been immense effort in silicon industry towards seamless integration of
heterogeneous functionality on the same diechhology scaling, and sophisticated
packaging techniques are driving dense integration. However, high levels of device
integration decreases the controllability and observability of the internal nodes of a design
making design debug a difficult task. Fhet single design components may have multiple
modes of operation that make miécon verification very computation intensive and
difficult. There has been an effort to use post silicon validation to capture not only electrical
bugs, but also design bugsich escape pre silicon simulation based verification checks
[67, 68]. There has been research on transacbased bug diagnosis for digital
functionality validation[69, 70], but RF/analog circuit validation (rooagse analysis of
the bug, bug localization, debug techniqyé&sy1, 72] is largely unsolved. Challenges in

post silicon validation of RF/Analog circuits come from:

1. Limited model information (incorrect model parameter values).
2. Limited observations (limited silicon measurement data)
3. Limited samplsize of test data measurements.

Model incompleteness as described above can be of two types:
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(a) All the physical aspects of the circuit is captunedhe model, but the parameter

values describing the physical phenomenon are not known.

(b) Some of the rare phigsal aspects of the circuit are not captured in the model.

In previous sectiofi7/] we have demonstrated the validation methodology by model
tuning for above mentioned case (a) scenario. A model euatedure based on circuit
knowledge (already known physical sources of anomaly in the circuit) is also explained in
[7, 71]. An automated model building procedure for post silicon validation of Analog
Circuits is described if¥3]. Some physical aspects are difficult to incorporate in pre silicon
model (i.e. ground bounce, cross talk, couplings etc.) and they may be rare iemmoeurr
To investigate into model incompleteness, these rare occurring events need to be
instantiated in order to observe the model inadequacy. As the test stimuli is predicated on
models, these stimuli are not good enough to show the model and DUT behaviora
anomaly. In[72] the authors developed a stilingeneration technique (RAVAGE) which
can overcome this problem, as it is not predicated solely on model. Validating analog

circuit with small sample of measured die result has been demonstrifdfl in

In this section we will address the issue of model incompleteness in post silicon
validation, and devise an intelligent validation methodology that can overcome the model
incompleteness issue even if soofi¢he physical aspects are missing from the model. This
validation technique is demonstrated on two examples; a Polar Radio Transmitter and a

cascaded RF transmitter chain.

The rest of the chapter is arranged as follows: In Se8tida brief discussion of

neural networks is given. SectiBrB.2describes the Atomic Model formulation and debug
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methodology. Sectio.3.3describes the behavioral models for Polar Radio and an RF
transmitter used in the experiments conducted in this research for concept validation.

Simulation data is presented in Sect®8.4followed by @nclusions in Sectior3.4.

3.3.1 Non Parametric Learner

The problem of model incompleteness in pgiBton validation discussed earlier,
can be mapped to a mathematical problem of-pemametric function estimation in
presence of noisy data points. Two most popularpemametric estimators are Neural Net
and Kernel Estimation. Ifi75]the authors have demonstrated the fumeticestimation
capability of an Artificial Neural Network (ANN) and ifv6] kernel based functional
estimation feasibility is demonstrated. In A@arametric data analysis, prediction and
classfication, Neural Net and Kernel Estimation techniques are widely used. in non
parametric data analysis (data fitting and regression) the structure or the model is not
defined a priori, the model is evolved from data; where as in parametric regression the
model is defined beforehand and parameter values are found from data. This non
parametric data fitting regression capability of Neural Net is leveragedi#ré&leurons
(computing nodes) are the constituent elements of Neural Network. Rgtire39shows
neurons are composed of multiplicative weight (w), additive bias (b) and a transform
function (TF). A feed fonard Neural Net is comprised of mainly three layers, input layers
(process inputs), hidden layers (involves in data fitting for regression), output layer
(process output). There may be several hidden laydrstimeen the input and output layers
(Figure 40). In this work feed forward multilayer Neural Network is used as

learner/functiorestimator.
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Figure 40: Neural network

3.3.2 Atomic Agent Learning

Figure4ldescribes the bug localization and diagnosis strafidgy.is done in two
phases. In phase oneetDUT and the Model is stimulated by same stimulus and their
responses are cdaped and compared. If DUT and model responses are matched then there
is no discrepancy but if it does not match, then there is a discrepancy and the goal is to
localize that discrepancy to any specific dlbcks (finding the root cause of that
mismatch).To match the DUT and model responses, the first thing tried here is to modify
the model parameter valuesdescribed in [5, 6]. If modifigg the model parameter values

of a subblock (keeping model parametealues of the other stiflocks at theimomind
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Figure 41: Bug localization dgorithm
valueg can match the model and DUT response, then thablsgk in DUT is inferred as
the root cause of the discrepancy. The bug is thenetdattvn (localized) to that specific
subblock. This approach assumesingle fault (only one sublock can bbhave
anomalously in the system) excitation. This approach is good only when model is complete,
i.e. model contains all the effects that the DUT can experience. If the model is incomplete,

i.e. the model does not contain the effect the DUT is experiertbieig,model parameter

68



tuning is of no help to track down the root cause of the discrepancy between model and

DUT responses.

To solve this model incompleteness issue, the concegtibafic model learner
(phase two)is introduced hereWhen model parametduning fails to describe the
discrepancy, foreign atoms are introduced in the model (as shdvwgure42, Figure43
and Figure 44) to match model and DUT responses. These atmmsmultilayer feed
forward Neural Networks. In this chaptieis numerically shown that the position of these
atoms in the system can diagnose the discrepancy between model and DUT responses. The

underlying concept of atoms works on the following pipres

1) Atoms are basically compensating networks. When an atom is introduced in the
system and it is tried to optimize the atom to match the DUT and model responses,
the atom tries its best to compensate for error (between model and DUT responses)

by changig its response.

2) An atom will be successful to do that if it is introduced exactly where the

discrepancy comes from i.e. the source of the bug.

3) Away the atom goes from the actual source of discrepancy, its ability to match the

model and DUT responses de@es

4) An error is always best possible to compensate at its source. It is more difficult to
compensate when it propagates through different transfer function into various

branches.
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Figure 42: RF chain DUT and corresponding nodels

Figure42is showing DUT (RF transmitter) and corresponding atomic models for
validation. In this DUT we have access only at the input (signal input of mixer) and at the
outputnode (PA output). In thithesis chaptesingle fault (here fault means any anomalous
behavior from expected behavior) assumption is made, i.e. only ofreailde can go
faulty in a system. Here the goal is to identify the faultysalule by analyzing the output
signatures froormodel and DUT. The above circuit have 4 nodes (as shown Fighes
31) so 4 possible atom insertion is possible in it and hence 4 possible atomic models are
generated. If only mixer model is incomplete, atom inserted at noda tompensate it
properly, compare to atoms inserted at other nodes, as node 1 is nearest to the source of the
anomaly. Similarly Power Amplifier behavior anomaly can be best compensated by atom
inserted at node 3. In this example all the-bldzks (Mixer, PreAmplifier and Power
Amplifier) show nonlinear behavior. If all the siocks behave linearly then it is
mathematically impossible to distinguish among them only looking at the input and output

behavior. Their nonlinear behavior entails this atasertion based diagnosksigure 30
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(Phase 2) is depicting the atom based diagnosis technique when model parameter tuning
failed. Same stimulus is applied to DUT and all the models (inserted atoms at different
places) and their sponse is captured. Atomic Neural networks are trained to match the
model and DUT response. The best atomic model is chosen, and from the atom position

the root cause is diagnosed.

DUT

. fc
Reverse Transfer
Function
DEL

- M
Training Input Estimated Output for training
from Forward from Backward Propagation

Simulation of DUT Response

everse Transfer
Function of PA

4

Figure 43: Constructing input and output of the neural network for
supervised learning

It is to be noted that the learning technique used here is a supervised learning
technique. For supervised learning input and corresponding expected outputs are required.
When an atom isnserted at a node in the signal flow graph of a circuit, input to the atom
(Neural Network) is obtained from forward simulating the circuit (Input to the circuit and
model parameters are known). Corresponding output of the neural net is estimated by
backwad propagation of the expected output (Output of the DUT), to the output of the
atom Figure43). For backward propagation reverse transfer function of the circuit blocks

are used. Here it is assumed that the reverse transféofunta circuit block exists.

71



DGDC
Converter

DGDC
Converter

10Bit

Digital

Cordic
Processol

108Bit

Digital

Cordic
Processol

Model

10Bit

Digital

Cordic
Processol

10Bit

Digital

Cordic
Processol

10Bit

Digital

Cordic
Processol

Model4

Figure 44: Polar radio DUT and corresponding models

The same best model based diagnosis forcaose finding is applied to Polar
Radio example alsd-igure44is showng an example where CORDIC processor is faulty
and four different models are used to diagnose the root cause. In simulation section we
have shown that the model 1 is found to be the best model for this fault and CORDIC

processor is rightly diagnosed asltgu

3.3.3 Circuit Models

3.3.3.1 Polar Radio Model

Polar Radio Transmitter blocks are showifrigure45. It consists of the following

sub blocks:
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Symbol Mapper (maps the incoming digital bits to corresponding symbols)

10 bit digital CORDIC pocessor.(from | and Q bits generate digital amplitude and
digital phase bits)

DAC (convert digital amplitude to analog amplitude)

DC-DC converter and LDO (Control the Power Supply of the PA)

Digital to time Converter (Phase shift in accordance with thespHaits)

PA (Amplify and modulate the signal to be transmitted)

no

o0hs®w

1

DCDC

Converter

108Bit Digital
Cordic
Processor
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to Symbols L

DTQ Digital to
Time

Conversioh

M_rir
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Figure 45: Polar radio transmitter
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Figure 46: DTC implementation with capacitor banks

o—P

DNL, INL and SFDR non idealities are incorporaiadAC model. PA model
incorporates AM to AM (input power supply voltage amplitude to output envelope
amplitude) and AM to PM (input power supply voltage amplitude to output phase) non
idealities. DGDC converter & LDO block (shown ifigure47) has finite Bandwidth.

DTC is implemented with banks of capacitors (showifrigure 46). Variation of these
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capacitors with temperature, process and aging is incorporated in the model. Phase

mismatch between amplde path and phase path is also taken care of in the model.

g

Figure 47: DC-DC converter & LDO

I
|
[

Feed Back
NW

A brief, succinct model description is presented here. Detailed description of the

analog blocks can be found [ii8-81]. CORDIC processor implementation can be found

in [82].

3.3.3.2 RF chain Model

RF chain DUT is shown in Fig. 4. It contains a Mixer, Pre Amplifier and a Power
Amplifier in cascade. AM to AM effect, DC offset due to carrier feed through are
considered in Mixer model. AM to AM in Pre Amplifier is taken carénafs model. AM
to AM and AM to PM effects are captured in Power amplifier model. All AM to AM and
AM to PM non linearity effects are modeled as polynomial function of input amplitude.
Eq. 39, 40and41 describe PA, Mixer, Pramplifier behavior respectively. E42 and43

describe AM to AM and AM to PM nonlinearity model respectively.

O 0 O00MEN O %0 (39
W 0O OO0wETi Owel 0 0OOL "QQIdQ0 (40
W 0 ®W WOWOsS wIw 0s E8 W 05 (41
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3.3.4 Simulation Results
3.3.4.1 Polar Radio

Figure48 shows fault diagnosis and bug localization in a Polar Radio Transmitter
system. Here 2axis represestmodel number and-gxis represents residual error after
model tuning and compensation. In this case the bug is introduced in CORDIC processor.
In CORDIC processor RTL some nodes are made to stuck at a certain binary value (stuck
at 0 and stuck at 1 faslare introduced) independent of the gate inputs, driving those nodes.
This experiment is repeated for 10 different random fault sets. In each experiment 15
random nodes are selected and their stuck at values are also randomly generated. This
Cordic RTL (wth Fault) along with the other stiidocks (non faulty) constitute the DUT
for this experiment. Four different atomic models (showhigure44) have been used to
diagnose this fault. For all ten fault sets the minimum erroo(Between DUT and model
response) is obtained for model 1. The two atoms in model 1 are nearest to the fault site

than the atoms in other models.
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Figure 48: Polar radio fault diagnosis (cordic processor faulty)

Table 9: Residual error

Experiment| Logarithm of Residual Error
Number DAC PA CORDIC
Processor

1 -21.9043 | -11.7049 | -6.7326
2 -22.3584 | -7.1094 | -6.3264
3 -22.2561 | -14.0340 | -6.3462
4 -22.3765 | -12.1247 | -6.1759
5 -22.3437 | -13.0174 | -6.1924
6 -220013 | -10.0827 | -5.8924
7 -22.5513 | -12.5676 | -6.4661
8 -22.1433 | -11.2577 | -6.0062
9 -22.1553 | -15.2747 | -6.3823
10 -22.3880 | -9.3034 | -6.7486
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Instead of using atomic learners in between two nodes for fault diagnosis, the
approach of7, 71] i.e. in place of a sulmodule an atomic learner can be placed. Here
instead of tuning the parameters of this-block mod¢, the learner wouldtrive to develop
a local model (local w.r.t the input stimulus) of the ldck. The same diagnosis
argument is valid here toblere is presented an example where the current source of the
DAC for 10" bit was not turned on due tadasign bug (logic bug in the digital controller
of the DAC). First the bug is localized to the DAC block. Then the transfer function
estimated from the Neural Net is analyzed to predict exact bit position of the bug. In this
experiment three different atécrmodels are used. Irf*model DAC is replaced with an
atom, and similarly in ® and 3¢ model PA and CORDIC processor are replaced with
atoms respectivelylable9 is showing the logarithm of the residual esdor the above
mentioned three models. From this table it is clear that the anomalous behavior is due to
the DAC (replacing DAC with an atom produces best matching between DUT and model
responses). After localizing the source to the DAC, the transfetidanaf the atom that

replaces DAC are looked intBifure49). There is a discontinuity at code 512, the transfer

0.4-

Analog Output

Anomaly
Detected at
code 512

0 200 400 600 800 1000 1200
Digital Code

Figure 49: DAC transfer function estimated from DACatom
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function is not monotonic. From this behavior of DAC transfer functiof, Hibof the

DAC is considered the sowof anomaly in the system.

Hidden Output
Input Output
o i o L
: = o
20 1

Figure 50: Neural network used for DAC

In all the Polar Radio experiments Feed forward neural net with 20 hidden layer is
used (as shown ifrigure 50) and for training the nefork LevenbergMarquardt back

propagation algorithm (Matlab trainlf83]) is used.

3.3.4.2 RF chain
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Figure 51. Root cause diagnosis of RFhain

Figure51is showing the simulation result of fault diagnasi® RF chain. Three
fault case is considered here; case 1 (Mixer is faulty), case 2 (Pre amplifier is faulty) and
case 3 (Power amplifier is faulty).In all the experimental cases considered, it is observed

that as the atomic learner goes away from thk &, less effective it is in matching the
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DUT and model response. This put forward a strong basis for fault isolation in a cascaded
system. All these experiments numericadlyouch the claim of this thesis chapgier
position of the atoms can diageothe root cause of anomalies in post silicon behavior of

DUT and its corresponding model).

3.4 Conclusions

Model based validation work presents a novel heuristic model generation and
model adequacy checking methodology for synthesis of DUT model. If the nsodel
adequate, a unique model parameter computation based discrepancy isolation technique
for RF/ analog circuits and systems is proposed here for post silicon validation. An OFDM
transceiver is used to show the feasibility of this approach. If the ciscurtodeled
explicitly i.e. circuitodos output response
form equations are known), only few model simulations and iterative nonlinear

optimizations are sufficient to isolate/localize the discrepancy tofgpeéesign module.

At initial stage of post silicon validation, complete model is rarely available. We
have addressed the model incompleteness issue in RF/Analog circuit validation, in learning
assisted validation approach. A sielarning methodology fobug localization even in
presence of incomplete model is demonstrated here. A Polar Radio transmitter and a RF
chain transmitter are used as test vehicle to attest the viability of the learning method in
post silicon validation. This learning methodolagyalso able to remove the assumption
(functional form of the nodealities in the model) the authors madg¢hat the cost of

computation (Training Neural Network) .
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CHAPTER 4. BISCC: EFFICIENT PRE THROUGH POST
SILICON VALIDATION OF MIXED -SIGNAL/RF SYSTEMS

USING BUILT IN STATE CONSISTENCY CHECKING

4.1 Introduction

Aggressive scaling of device technology
integrated circuits. Though large scale heterogeneous integratsn helped in
incorporating newer features and functiona
pose daunting test and validation challenges:siiamn, a key challenge is to identify
design bugs rapidly without the need to rely on human getkessertions for design
validation. Posstilicon, the low controllability and observability of internal circuit nodes
in modern SoCs poses a significant challenge. Besides logical bugs, ditfisuttulate
electrical bugs that cause silicon malfunctmrse major validation challenges as well.

Such electrical bugs due to signal crosstalk and power sgppiyd bounce for example,

occur under rare input stimulus conditions and are difficult to detect and diagnose. Clearly,
new pre and podilicon desig validation methods are urgently needed that are completely
automated and do not require the use of manually generated assertion based design
checking procedures. They must provide high design bug coverage, allow detection of
design bugs with low laten@nd facilitate diagnosis of design bugs down to subcircuits

of a large design for rapid manual analysis and redesign.

4.2 Prior Work
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Presilicon verification methodologies for analog/mixed signal systems can be
broadly classified into three groups: i) bdsen equivalence checkiri§4] ii) based on
model checking85] and iii) based on specification testing using SPICE simulation. SPICE
simulation is computationally prdbitive for AMS system verification. The main
drawbacks of the state of the art validation techniques employing i) and ii) are: (a)
assertions for checking design correctness are hand crafted and require input from
experienced analog designers, (b) onlyv@&mple properties and specifications of AMS
circuits and systems can be handled. Fault isolation and diagnosis are not addressed
adequately by state of the art AMS verification methodologies and is largely solved by
manual simulation. Further psglicon verification techniques discussed above are not

readily amenable to mixesignal/RF post silicon validation.

With regard to possilicon validation, scan chains are popular in digital design for
providing state observability and controllability that aiitait debugging. . Although the
analog scan standard IEEE 1149.1/11486487] is in practice for board levelebugging,
it has not found widespread application in circuit level testing of analog/RF IP blocks in
SoCs. Current based analog scan chain was propo$88§, i89] by Soma et.al. Popular
analog scan methods relay on voltage to frequency conversion and voltage to delay
conversiorf90]. However, such methods are not suitable for testing AMS circesisesd,
making highspeed AMS system testing a difficult task[91] the authors have proposed
an analog DFT technique that relies on supply voltage «gm@he captured current
signatures from various IP blocks are compared agkimmstin thresholds and multiple

digital bits are generated as test response signatures. All the above scan based test methods
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suffer from the inability to test AMS circuits and systemsped, where they are most

vulnerable to design bugs.

In contrast analytical model based analog/RF post silicon validation has been
proposed {7, 71] and model learnmpbased diagnosis i{92]. A key issue with model
driven validation is that the nature of complex design bugs is generally not kraania
and the Adiffi cul duglinganidgroundbounce, for éxangple, catinote t o

be easily simulated.

With regard to test stimulus generation, there has been research on test generation
driven validation in theligital spacd93, 94]. However, there is not much parallel work in
the mixedsignal/RF domain. 1195, 96], the authors usdiverse programsvith thesame
functionalityto detect design bugs in processor cores, uncore components and accelerators.
A hardware design bug is detected if there is anynsistency in the results obtained from
the two functionally equivalent program streams. The test procedure does not make any
assumption about the nature of design bugs and the extent of design bugs uncovered is

limited only by the diversity of test programeployed.

In our proposed approach, a reference model of an AMS system is used to design
spectrally diverse test stimulus for the system or module under test. The analogy to the
work of [96], is that in the latter, program diversity is dictated by the instruction set
architecture (ISA) of the processor being debugged (reference model). The diverse stimuli
are designed to take the circuit under test from a knoitralinoondition to thesame final
state(measured voltage/current values at specified circuit no@ks)final states reached

by the two diverse stimuli, applied in sequence, are acquired usingamediold circuitry
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(see Figure 1, the comparison resudtre scanned out using digital scan chaiBy).
checking for consistency between the final states reached by the diverse test stimuli, design
bugs are detected with low latency and high coverage (see Figure 1).[8§],imo
assumption is made about the nature of design bugs detected (models for hard design bugs
are developed onlgfter they are detected with considerable debug and bug modeling

effort).
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[ | c
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o DUT Test control and state P
— . . . B
Stimulus2 comparison circuitry — A

Figure 52: State consistency checking basd validation of mixedsignal/RF
systems

The main contributions of this work are as follows:

1) The proposed BISCC approach for design debug is a unified methodology for pre
and postsilicon validationof AMS/RF systems and can be applied seamlessly

through the design process with appropriate modifications.

2) The design validation approach of BISCC does not rely on the use of manually
generated assertions in the AMS domain (that are prone to errors) fignde
checking. In contrast, it can automatically check for design bugs, even bugs whose

effects are unknown prior to circuit debugging.

3) BISCC uses short test sequences for detecting bugs that require very low test

application time. Since only the final s#a of two diverse test sequences are
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compared, the volume of test data generated is small and ksifiosh, be easily
scanned out using existing digital scan chains in SoCs. Further, the tests post
silicon, are generated using existing digital processan-chip or using minimal

amounts of compact digital stimulus generation logic with low hardware overhead.

4) For postsilicon debug, the BISCC methodology entails the use of miniradipn
hardware (as compared with other analog/RF DT technifid€ 12)) consisting
of trackandhold and voltage/current comparison circuitry as opposed to full
ADCs with attendant signal routing and fidelity issuesrédwer, following from
this simplicity, the use of multiple voltage and current test points allows localization

of design bugs to specific design modules for system debug.

The rest of the chapter is organized as follows: sedti®describes the underlying
basic principles of analog state consistency checking based debugging. DFX infrastructure
placement algorithms are discussed in sectidnRapid stimulus generat algorithms
are explained in sectiod.5. Analog signal capturing and comparing DFT circuits are
explained in sectiod.6. Test vehicles used to demonstrate theilglity of the proposed
approach are described in sectbri Simulation results to corroborate the proposed claim
are shown in sectio@. Finally future possible ark and conclusion are given in section

4.9,

4.3 DebuggingUsing Analog State Consistency Checking

4.3.1 Analog State Space Model (ASSM) Representation
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A formal definition of state variable and state consistency is givéirable 10.
Intrinsic as well as parasitic device/interconnect resistance, capacitance and inductance
make any RF/Analog circuit a state machine. Number of possible states in such state
machine is infinite as analog currentstages can take any values within the dynamic

range. Here any branch current or node voltage can be thought of as state variable of the

system.
Table 10: Formal definitions of state variable and state onsistency

Definition

State Variable| Any observed node voltage or branch current is a state vari

(SV) Yoy s and Y W Y
Where 'Y RY is the dynamic range of the observed current/volt
corresponding to state variable i.

State Temporal Consistency:Two state valuesYo and "Yo of state

Consisteny variable ™Yo will be consistent with each other if™ Yo ™o T
wherg is comparator offset voltage
Spatial ConsistencyTwo state valueSt and™Yo of state variables
Yo and “Yowill be consistent with each other if ™o ™ T
wherg is comparator offset voltage

4.3.2 State Consistency Checking Approach:

Type | Test (Temporal State Consistency Checkirig)our approach a piecewise linear
stimulus of duration T is crafted across a time grid of spaciagd N grid points where

Y 07 (seeFigure53). At time t=T the final value of the state variable SV in response to
stimulus S1 is sapled and held using a sample and hold (S/H) circuit for additional time

T. Between time t=T to t=2T, a different stimulus S2 is applied to the DUT starting with
the same initial condition as in S1. Final value of the state variable SV in response to S2 is
acquired at t=2T using a S/H circuit. Subsequently the sampled values of SV at t=T and

t=2T in response tthe applied stimuli S1 and S2 respectively, are compared. If they are
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consistent (se@ablel0forconsistecy definition) then a | ogi

error triggering circuit (seBigure52) el se a | ogic Al10 is gener.

The core idea behind temporal state consistency checking is to design the stimuli
S1 andS2 in such a way that they are diverse (exercise the analog/RF circuit through
diverse state trajectories) but result in consistent final states sampled at t=T and t=2T. This
leads to the hypothesis that an arbitrary design bug or fault is unlikely tb diigestate
trajectories of SV in response to S1 and S2 identically and thereby results in inconsistent

final state values.

S Stimulus  SMObserved state variabléransient voltagée current responsg
sndition (7 v Final sampled
r6
[1\ 5 N alue of SV at
JAR\VAA 4 w t=T
\l/ \ 3
\/ 5 [ .
_ r1 State trajectory
1 10
T 0 T (@)
v N 7 S Final sampled
v |, . N N r6 alue of SV at
va |Initial Conditi n/ rs -
V3 —~ 5 :431 S t=2T
v2 L
v T | RN // tate trajectory
WO ST g 0
T 2T T 2T (b)

Figure 53: Temporal state onsistency

Type Il Test (Spatial State Consistency Checking)Type Il tests ee designed to check
consistency across state variables at same sampling instant as opposed to type | test where

state consistency of a state variable is checked between two different sampling instants. A
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stimulus will be generated so that the two obserstate variables are consistent (see
consistency definition iffable10) for nominal circuit at sampling instant t=T (d&gure

54). It is to be noted that two observedtstvariable pair may be having different dynamic
ranges, so proper level shifting and gain compression are required before comparison.
There are some pathological cases such as gain compression, DC offset where the faulty
circuit may show state consistgnander type | stimuli test. To catch these faults we

introduce type Il test, where state consistency across state variables are checked.

S Stimulus ~ SMObserved state variabl@ransient voltagée current responsg

—S\W --- S\
onditio f; Final samplec
/1\ o value of S\
\ /I \/ \\ f;‘ / \V’\ , and S\2 at t=T
\ I r :u\ . .’,..
T 5 — Il:i ‘~~“‘ a “s~ ¢r'
- ro ==
T 0

Figure 54: Spatial consistency hecking

4.4 DFX Infrastructure P lacement

In previous section have discussed state consistency checking of state variables.
How many state variables are needed to diagnose a system, and which ones to be cherry
picked will be discussed in this section. Every state variable is observablesiiqgme
stage. DFX strctures are to be placed in design to make selected state variables observable
in postsilicon stage. In simulation we select all possible -imbrusive DFX sensor
positions in the system, and for a long random stimulus collect sensor data from respective
sensors. We will keep those sensors that are volatile based on a threshold volatility. Higher

the volatility, richer the sensor is with information about the system. As the dynamic ranges
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of the all the sensors are not same, we have used a scale frdgyvolaasure given in

Eq.44.

L€ a o RACAHEIL V'AQ D WD & (44)

Table 11. State variable ®lectionalgorithm

Given: State Variable SEtYow Y "Yo RO I8 8 "Yo
Objective: Find State Variable Set SVS1 for type | test and SVS2 for type Il test
Step 1:Take a long random stimulus and stimulate the system to collect the ¢
response. All state variable vatueorresponding to the applied random stimulus
acquired.
Step 2:SVS1={}
Fori=1tom
f OT 1 AGET BEOWAGEITIIAOET EOU
363 p36 36
Step 3:Q  SYwPY (cardinality of set SVS1) SVS2={}
Fori=1to k
For j=1to k
If'Q Q
Max_crosscorr=max(xcorr(SVS1(i),SVS1(j)))
If Max_crosscorrelation > ThresholdCrossCorr
YOCY YOCY  "YWPYORYweYQ

Let 6s as s ypmktestisdét betSVI1farel istshown in equatin

YopY “YohYo 8 Yo (45)
For type Il test we check state consistency between a pair of state variables at same
samplng instant. From type | test set, we constitute pairwise variable set (as shown in Eq.

46) and compare cross correlation between every pair

"ORY &0 @he@Q ppQ (46)
In a circuit the observed state variable pair may be phase shifted. For cross

correlation enumeration matlab functidghx ¢ ois used. xcorr(x1l, x2)finds cross
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correlation betweex1 andx2 at every shifted position ofl and x2. Maximum of all
shifted cross correlation serve as a metric to pick sate variable pair. The formal state

variable selection algorithm is shownTiable11.
4.5 Automatic Test Pattern Generation

In the section, we discuss geaton of BISCC piecewise linear (PWL) test
stimulus. The test points are stored in a small memaly fytes) and the stimulus is
produced using a builb DAC. Alternatively, seeded LFSRs can also be used, where the
seeds are optimized for stimulus dsigy (the pulse train output of the LFSR is directly

filtered and applied to the CUT).
4.5.1 StimuliGeneration ér Typel Test:

For type | test we need two diverse stimuli which will take the circuit to the same
state by two different state trajectories. Rwah stimuli (S1 & S2) of length | are randomly

generated (ashown in Eq47).

"y 0 D B88U Y0 B88Y (47)
Their entropiesand dissimilarities are checked. Standard deviation is used for

entropy checking and distance correlation is used for dissimilarity checkitghdi Q

p8 & are samples of two vectors (X, Y) then distance correlation of the two vectors is

given byEQ.48.

Q o & (48)
QU D 2 QU b

,Q (’1’) é !“l"n
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Detailed derivation oEq. 48 can be found ifi34]. Entropychecking ensures that
the signals are varying enough while the dissimilarity checking ensures that the two stimuli
are different. The system is simulated with stimuli S1 and S2, and corresponding responses
R1 and R2 are captured. Stimuli generation objeds to match the end responses R1(l)
and R2(l) as far as possible . S1 is kept fixed, and S2 is modified in steps from rear end
(S2(I), S2¢#1 ) é u p M. SEIPvalue is replaced with all possible new values and
corresponding stimuli set &2is gven in Eq.49. Corresponding to all the stimuli @2,

the system is simulated and response sgifR2o0btained.

"X Xp fYc mM8a p Y a h (49)
Xp HY¢ MB8a p RY a h
cééeéébécéebéced,
Xp hHYg MB8ap AYX «
"Yq 'Y FiYc B 8 8Y¢ (50)

Stimulus S2j is selected such that abs(RR@)(I)) is minimized. The abovprocess is
repeated for S2{1), S2(+3) and so on until R2(l) reaches R1(l) within acceptable accuracy.

Stimuli Before

v7 ﬁ V7 \ 9
v6 v6
I )\N I\ / g |\ —\
v [ JINA ]I/ va [\ 1IN/
va |/ \|/ |V s AN/ TV
v |/ \\/ el V I\
v f v \|/
vO VO \,
t0 t1 t2 t3 t4 t5 t6 t7 8 t0 t1 t2 t3 t4 t5 t6 t7 t8
ST Stimuli After o T2
v7 | > v7 S >
xg Inftializing xg hnitiatizing— .
v4 | Seguence / va | S q&ence /
v3 v3 \
v2 \\ v2
1 1 —
zo - T > xO < T >
0 t1 t2 t3 t4 t5 t6 t7 t8 0 t1 t2 t3 t4 t5 t6 t7 t8

Figure 55: Stimuli length optimization
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Here we have explained the algorithm for all possible quantized s2(I) values for
ease of understanding. In reality a binary search is used in this work. The stimuli generation

process is formally defined ifable12.

Table 12 Type | (temporal) stimuli generation agorith m

Given: Stimuli duration (T), sampling rate (R), stimuli dynamic range (DR), Ent
Threshold, Dissimilarity Threshold

Stimuli length (I) = T/R

Quantize the dynamic range DR into g number of levels

© OV B8a

Step 1:Randomly smple values from V and generate two stimuli S1 and S2 of le
| (as shown in equatiof).

Step 2:Perform the following checks

O O 0l 8@ &3 a Q
(i) Ot 01 ) ©& & Q

(i) Q@£ TphY O0Qi i Qa T dfXE Qoo
If all the checks are passed go to step 3, else revert back to step 1
Step 3: Simulate the system with S1 and S2 and system respBisasd R2 arg
captured.
If abs(R1(l)i R2(l)) < Comparator Offset
then end the program

Else go to step 4
Step 4:keep S1 fixed, do a binary search on S2)(to S2 (l) transition so tha
abs(R1(l)i R2(l)) is minimized.
Step 5: (i) Repeat the step 4 for S22) to S2 (11) transition

(i) Repeat the step 4 for S23) to S2 (#2) transition

eééeeééeeééeeceecéecéeecceéece

(m) Repeat the step 4 for S2nfl1) to S2 (dm) transition
Step 8 If abs(R1(li R2(l)) < Comparator Offset
Then accept the stimuli S1 & S2 pair
Else go to step 1

4.5.2 StimuliGenerationfor Typell Test:

A similar approach has been employed for type Il test. Here stimulus S1 is
randomly generated and two reapes (state variables) R1 and R2 are captured. For spatial

comparison the responses R1 and R2 need to be level shifted and compressed/expanded.
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We assume R1 and R2 are responses after proper level shifting and gain adjustment. S1 is
modified in steps fromear end (S1(I) , S0 ) é u p 1mY folBWir(g ithe algorithm

shown inTablel12.

45.3 StimuliSet Formation:

While generating stimuli for type | and Il tests, it is made sure that the two
responses match within theceptable accuracy at the sampling instant. Two responses can
match at any voltage/current level within the dynamic range of it. While creating stimuli

set, a fair representation from every corner of the dynamic range is ensured.

4.5.4 StimuliLength Optimizaon:

In order to reduce the test time (applicable for both pre and post silicon) and
memory requirement for on chip BIST stimuli storing (psiiton) generated stimuli are
further compacted. Let us assume that the stimuliYaetand“YY eachof cardinality N
(given in equatiorbl and52) are formed by following the algorithms described before.
From "YY and "YY , new stimuli setYY and"YY are obtained by cutting every stimulus
length to half from rear end, and append an initializing sequence before the stimulus. The

process is shown iRigure55.

. For new stimuli sétYY and "YY, new response s&t“Yand'Y “Yare obtained by
stimulating the system with new stimuli set. For every new stimulus the corresponding
response is checked if it obeys the previously checked objectives ($tdge2l 2). If more
than 90% of the stimuli obey the objective, we accept the new time duration. If the

condition is not satisfied we cut it down by a quarter and repeat the process.
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YO AYO QASAFND  "PAY h"pRY B &8 "phy (51)

Yo Ao QB0 b Y 88 ) (52)
YORQY Qi f ¥ABBD Yoo Yoo B8 Yphiv (53)
YO HA@DQI N £EAVED Yot R'Yofive 88 Yofivt (54)

4.6 Debug Hardware

In postsilicon validation, internaturrent/voltages are accessed by signal capturing
circuits. In RF transceiver envelop detector is used to capture low frequency signature from
modulated voltage signal. For supply current sensing a small resistanggsRised to
convert supply currento voltage (seerigure 56b). Further amplification and low pass

filtering are done by the e@amp and low pass filter respectively.

Power Supply
Envelop Low pass Sensor
Detector filter me R Out
Rsense WW
AT Sk e |
I
| II | | DUT R1 R2 Clear-l C
Lo ——_ZlL_ =, T !
(a) (b)

Figure 56: (a) Low frequency voltagesignal capturing drcuit for RF receiver
(b) Supply current sensor

Two types of error trigger architectures are shownFigure 57. Temporal
architecture is used to compare between previously sampled value and present sampled
value.A sample & hold circuit is used to hold the previously sampled value. For spatial
comparison as the comparing signals are coming from two different circuit nodes, no such

holding is required.
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Figure 57: (a) Temporal error trigger DFT architecture (b) Spatial error
trigger DFT architecture

Comparator
offset E: error trigger

v7 e=0 C1: comparator 1 out

:g /;1\ EI=U é C2: comparator 2 out

va | €171 £2=( C1=0 Region 1: t<t3 (S1 > S2 + comparator offset voltage)
v3 | €20 C2=nk Comparator 1 trips C1=1 C2=0 e=1

v2 v ﬁ Region 2: t3<t<t4 (S1 & S2 are within comparator

vl offset voltage)
vO \,—"‘"" I None of the comparator trips C1=0 C2=0 e=0

Region 3: t>t4 (52 > 51 + comparator offset voltage)
Comparator 2 trips C1=0 C2=1 e=1

t0 t1 t2 t3 t4 t5 t6 t7

Figure 58: Error trigger o peration

The error triggering mechanism is showrFigure58.

4.7 TestVehicles Used

In this work aRF receiver and a sigma delta ADC are used as test vehicles to
corroborate the efficacy of the proposed state consistency checking based validation
methodology for mixed signal/RF systems. While the RF quadrature receiver system is
designed in 130nm IBM pcess, the Sigma Delta ADC is designed in 45nm predictive
transistor model from NCSU. The quadrature RF receiver system (as shBigane60)

is consisting of LNA, power splitter and two RF demodulating mixerandgistor level
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circuit design for LNA and mixers are showrFigure59 (a) and (byespectively. RF and
analog circuit components are design in cadence spectre, while the ADC and base band
processing is done in matlab in ordestmulate the receiver system. The LO frequency of

the designed receiver is 2.4GHz and the in phase and quadrature phase data rate is 1 MHz.

LNA % Mixer
tid | j

BiasZ_Ir||: M2 LO+-| | LO- | |_ Lo+

— l: M1 RF+‘| |_ RF-
Biasl ? jl I
I

(a) (b)

Figure 59: (a) Cascode LNA (b) Gilbert cell mixer
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Figure 60: RF receiver

The second example, Sigma Delta ADC is showrgure61. Here all the blocks,
sample and hold, opamps, comparator, D -Fligp are designed in cadence spectre.
Sampling clock and over sample clotkquencies are 1 MHz and 1 GHz respectively

(over sampling ratio of 100). The nominal performance parameters are shoalried3.

Table 13: Nominal sigma delta ADC secifications

SFDR THD ENOB
30.44 dB -10.31dBc | 4.76

DFT

Sampling

Clock J_Comp D Q
oc +

DFF
Q_BAR
Clk
Over Sampling
Clock

Ju

Figure 61: 15t Order sigma delta ADC
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4.8 Simulation Results

4.8.1 State Variable Selection

Table 14: State variable definition for RF receiver system

State Variable Definition Test #
State Variable 1 voltage signature captured by the enve Type |
detector placed at the output of the LNA | Test 1
State Variable 2 voltage signature captured by the enve Type |
detector placed at the output of the In Ph Test 2

Mixer
State Vaiable 3 voltage signature captured by the enve Type |
detector placed at the output of the Quadral Test 3
Phase Mixer
State Variable 4 current signature captured from LNA supj Type |
current Test 4
State Variable 5 In Phase input data X
StateVariable 6 Quadrature Phase input data X

State Variable 7 current signature captured from In Phg X
Mixer supply current
State Variable 8 current signature captured from Quadrat X
Phase Mixer supply current

State Variable pair | {State Variable 1, tate Variable 4} Type |l
Test 1

State Variable pair | {State Variable 2, State Variable 4} Type |
Test 2

State Variable pair | {State Variable 1, State Variable 2} Type |
Test 3

Observed state variables of the RF receiver system are defifiatleil4.

Table 15: Volatility of observed state variables (RF receiver system)

Standard | Volatility | Accept/Reject
Deviation
State Variable 1| 0.1112 0.0541
State Variable 2| 0.2784 2.5187
State Variable 3| 0.2881 6.6280
State Variable 4| 0.3671 0.1537
State Variable 5| 0.0021 0.0014
State Variable 6| 0.0200 0.0014

X | X< | 2| Q| Q| Qn
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Figure 62 Observed state variables for a random input stimulus

For the RF receiver system example, 6 DFX senswere selected and the
signatures obtained for a long random stimulus are shoWwigure62. Volatility metric
of each sensor is shownTrable 15 (each signature is represented by corresponding state
variable). Sensors placed at positions 1, 2,3and 4 are acceptable while the sensors 5, 6 are
not providing enough information to diagnose the system. State variable 5, 6 corresponds
to bias currents of In Phase and Quadrature mixer respectively. As\lesgxers are
bias at high DC current, their supply currents are not sensitive enough to AC input stimulus.
The accepted state variables will constitute type | test set.

YO RAYQIYRO "Yo (o "Qplbitey hp (55
From the type | test set (given in equathd) we constitute pairwise state variable

set and compare cross correlation between everyRaiwise maximum cross correlation
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plot is shown irFigure63. FromFigure63we chose the following pairs {1, 4}, {2, 4}, {1,

2}, {4, 6}.

iy
o0

o
o

o

max(Cross Correlation)

o

State Variable i

State Variable

Figure 63: Pairwise maximum cross correlation among state variables

Similar experiments were donerfB®elta Sigma ADC and the tests defined are

shown inTablel6.

Table 16: State variable definition for RF delta sgma ADC

State Variable 1 Voltage signal captured by a low pg Type | Test 1
filter placed at the output fothe
comparator

State Variable 2 Input sampled value at the output of { X
S/H circuit
State Variable Pair ] {State Variable 1, State Variable 2} | Type Il Test 1

4.8.2 Pre-Silicon Test Cases (Sigma Delta ADC)

One example validation test cage Sigma Delta ADC is shown ifable17. The

faulty circuit specification parameters are far off from nominal circuit ones. The faulty
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circuit is created by varying design and process parameters of the circujgad®®f

stimuli are designed for type | test and 100 stimuli are designed for type Il test.

Table 17: Sigma delta ADCvalidation test case (process varied circuit)

Nominal | Faulty
Circuit | Circuit

Specifications

SFDR (dB) 30.4 22
THD (dBc) -10.31 | -2
ENOB (Bits) 4.76 3.36
Diagnosis

Percentage of bits flippe
triggering error

Type | Test 1 (SV1)
Type Il Test 1 (SV pair 1)

81.0
96.0

oo

4.8.3 Pre-Silicon Test CaseRF Receiver)

4.8.3.1 Test Case 1 &2: Faulty In Phase Mixer (Bisdtage Variation):

In AMS/RF systems bias voltages/currents are generally controlled digitally. Two
pathological test cases are created where bias voltage of the In Phase Mixer is varied (5%
for test case 1 and 10% for test case 2) by supplying wrongldigdes. Other design and
process parameters were not altered. Diagnostic result§gbkxl8) shows that the state

variables associated with In Phase Mixer causing more bit flips than the others.

10C



Table 18: Pre-silicon validation results of RF receiver (*SV : State Variable)

Percentage of bits flipped triggerir
error
Test Test Test Test Case
Case 1l | Case 2| Case 3 | 4

Type | Test 1 (SV1) 5.1 5.3 11 12

Type | Test 2 (SV2) 52.1 68.0 |83 25

Type | Test 3 (SV3) 23.1 30.1 |80 34

Type | Test 4 (SV4) 4.8 5.0 13 15

Type ll Test1 (SV pairl| 12.1 13.3 |80 71

Type Il Test2 (SV pair 2| 14.8 13.8 |83 68

Type Il Test 3 (SV pair 3| 46.6 73.3 90 76

4.8.3.2 Test Cas8& &4: DC offset ad Gain Variation

We created two more pathological test cases 1) introduced DC offset in LNA
output (test case 3) and 2) gain of In Phase Mixer is increased by changing design
parameters (test case 4). Type | test fails in these two pathological chéggse Al tests

catch these faults easily (séable18).

4.8.4 PostSilicon Test Cases (RF Receiver):

Signalcoupling, noise coupling and supply voltage variation form the majority of
the electrical possilicon bugs Using two chains of RF receiver showrFigure60, a 2x2
MIMO receiver is formed. As shown Figure64, a coupling fault is forced by introducing
a capacitance betwedrNA outputs of the chains. Conventional specification testing
(EVM testing) will not catch this bug, although it will show up in actual operation and will
corrupt received MIMO data. If EVM testing is done in SISO mode sequentially, the
coupling bug willnot be activated. Even if the two chains tested concurrently (required
two sets of costly RF test instruments), the bug will not show up unless the two chains

carry different symbols. How BISCC catches this bug is showWrmloe 19.
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Figure 64: 2x2 MIMO r eceiver

Table 19: Postsilicon validation results of RF receiver (*SV : State Variable)

Percentage of bits flippe
triggering error

Type | Test 1 (SVP | 89

Type ITest 2 (SV3 | 91

Type | Test 3 (SVP | 92

BISCC test methodology has been applied to various other kinds of circuits such as
sigma delta ADC and DAC, analog biquad filter, analog comparator, sense amplifier etc.
We have considered variety of fault casesycpss parameter variation, temperature
variation, resistive/capacitive opens and shorts, electrical bugs, logical bugs. In almost all

cases BISCC has uncovered the fault with great accuracy.
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4.8.5 Temperature Variation

The RF receiver systerfigure60) is designed to operate in the temperature range
0°C to 5°C. We are showing two examples where the operating temperature is beyond
the above said acceptable range. How the proposed built in assertion based diage®sis ra
error flag in validation are shown Wrable20. It is clearly seen that the type | test 1 is not
showing error while all the type Il tests are indicating malfunctioning of the device at 100
and-20 °C temperatre. In order to explain the above observation, we plot the observed
state variable 1 for a random signal applied at the input of the RF receiver syEigarén
65. We see a clear gain compression/enhancemeheinesponse of the captured state
variable 1 for various temperatures (nature of the captured responses are similar only
differing in amplitude values). It is explained previously why a type | test fails if the

anomaly seen is due to only gain compregsioimancement.

Table 20: Postsilicon validation results of RFreceiver system at various

temperatures

Percentage of bits flippe

triggering error
System temperature 27°C 100°C | -20°C
Type | Test 1 (State Variable 1) 0 1 4
Type | Test 2 (State Variable 2) 0 11 70
Type | Test 3 (State Variable 3) 0 12 67
Type | Test 4 (State Variable 4) 0 1 6
Type Il Test 1 (State Variable pair 1) | O 63 75
Type Il Test 2 (State Variable pair 2) | 0 55 69
Type Il Test 3 (State Variable p&y 0 66 73
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Figure 65: Captured state variable 1 for a random stimulus

4.8.6 Effectsof Sampling Clock Jitter

As the proposed validation methodology is a -shHcking scheme i.e. the
circuit/system checks state consistency amongvits states (temporally and spatially),
one may be skeptical about the effects of sampling clock jitter in the performance of the
proposed methodology. We run the following simulations (showrabie21 andTable
22) to verify the potency of the proposed methodology for random clock jitter. For type |
test 1000 stimuli pairs are used, and for type Il test 200 stimuli are used. Sampling clock
frequency used is 10MHz (sampling clock period is 100ns). Average trigger rate for

type | test is 1.65% for 1ns random jitter and is 2.1% for 2ns random jitter.

Table2L Ef f ect of random clock jitter on
state reachability for type | test

Random ClocK Error Trigger(%)
Jitter (ns) Type |
State Variable 1 | State Variable 2 State Variable 3
0 0 0 0
1 1.6 1.7 1.6
2 2 2.1 2.2
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Table22 Ef f ect of random clock jitter on
state reachability for type Il test

Random Clock Error Trigger(%)

Jitter (ns) Type Il
State  Variablg State Variablg State Variable
pair 1 pair 2 pair 3

0 0 0 0

1 0 0 2.5

2 1.9 2.6 2.0

4.8.7 Test Time Reduction

EVM testing of a transceiver takes about or more than 3(9#sWe hae used
1000 stimuli pair for type I test and 200 stimuli for type 1l test in manufacturing testing of
the receiver. Each stimulus is of duratim®’ { so the total test time required is 1.1ms
(¢ ¢ TEm®' ). Moreover EVM testing does not provide diagsasapability. Though in
this work we have not strived to do diagnosis and fault isolation, the methodology
described is capable of doing that. We have kept diagnosis using state consistency as future

work.

4.9 Conclusionsand Future Work

The authors have prested BISCC, a novel low cost, quick validation technique
for embedded AMS/RF systems. Observability is a key issue inspgsin debug of
deeply embedded analog/RF system. With on chip signature capturing and temporal and
spatial signature comparing iabtructure, the authors present a built in-galidate

methodology for RF/analog systems. BISCC is equally applicable tesiljmen
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hierarchical model equivalence checking between a high level design and a low level
transistor netlist. Vdd ramping tecique discussed {®1] for mixed-signal/RF validation
is an orthogoal approach to the proposed scheme of this work. The authors would like to

fuse Vdd ramping into the proposed scheme in future.
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CHAPTER 5. CONCURRENT BUILT IN TEST AND TUNING OF
BEAMFORMING MIMO SYSTEMS USING LEARNING

ASSISTED PERFORMANCE OPTIMIZATION

5.1 Introduction

Research on 5G massive MIMO systems with large numbers of transmit and receive
antennas is moving forward at an electrifying pf@@102. However, with increasm
levels of circuit complexity and higher operating speeds, the underlying electronics
becomes highly susceptible to manufacturing process variaf@oiag forward, next
generation beamforming wireless systems will need to be designebuilitin test and
postmanufacture selfuning capabilityfor managing manufacturing yield and-field
tuning.In addition, power consumption of high speed wireless communications systems is

of increasing concerand must be factored into the tuning process

Prior work on builtin selftest and selfuning has focused mostly on
Aomni directional 0 S| SO[1e340d. WeIprelOse wideveldpe s s
novel selfites and seHtuning algorithms fobeamsteering MIMO front end desigitisat
scale across beasteering 51 73 GHz architectures (WiFi mm-wave 10m indoor

communication). The challenges relative to the state of the art are as follows:

1) Depending on the arttkcture of the beam steering MIMO system employed,
signals are combined and up/down converted in the transmitter/receiver in different
ways before processing in the baseband DSP through an array of data converters

[98-102). This introduces challenges regarding decoupling of test results for
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2)

3)

individual antenna&RF chains from data obtained for combined signals (internal RF
chain signals may not be externally obsergabl

A subsequent problem is tmncurrently test all mixedignal/RF components in

all the RF chainswith the least test cost (complexity of test signals needed,
minimum test time). The test procedumsust measure a diversity of RF
performance specificatis of each of the RF chainshaseshifter accuracy,-Q
mismatch, DC offsets and nonlinearit@fsthe various RF components as well as
unwanted signal coupling across RF chains and local oscillator leakage. Moreover,
the tests appliednust produce diagrstic informationto enable efficient post
manufacture tuning of the complete RF transceiver to offset the effects of silicon
manufacturing process variations.

Beamsteering MIMO RF systems employ programmable pisasigers that must

be calibrated for altesired bearsteering angles. With active phasfters, a
desired phase of the output signal of the pissier relative to the phase of the
input signal is generally difficult to achieve with constant gain across all phase
values. This necessitategigg compensation using other components in the RF
chain which in turn affects their phase transfer functions as well. Suchgdiase
inter-relationships complicate tuning algorithms for the entire RF system. This is
further made much worse by the facatithese relationships are processrner
dependent(i.e. vary from device to device) and any tuning algorithm must
accommodate such dependencies. It is assumed that the gain/distortion/power
consumption of individual RF components such as mixers, amplifead

impedance matching networks are designed to be digitally tun&oken the
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above,tuning of all the RF chains of a massivdMO system needs to be
performed with ehigh degree of parallelism across all the RF chaiog to the

large numbers of congmentlevel tuning knobs involved. Such tuning is highly
dependent on the speed and accuracy of the testing procedures discussed earlier and
must ensure accuracy of specifications while minimizing power consumption of
tuned devices. Further, it is neceys@r guarantee that the maximum error vector
magnitude (EVM) of received symbols [19, 20] as well as signalterference

ratio is within prescribed bounds across all the desigraisteering anglesf

the MIMO transceiver.

The rest of the chapters iorganized as follows: First, beamforming MIMO
architectures are discussed in Secti This is followed by key contributions and
approach in Sectiof.3 In Secton 5.4 and5.5, the proposed parallel testing approach is
discussed. In sectidh6we discuss about models to translate RF impairnterd¥M and
SINR. In Sectior®, concurrent (parallel) tuning algorithms are presented. This is followed
by a discussion of the experimental results in Secldh Finally, conclusions are

presented in Sectidn9.

5.2 Beamforming MIMO Receiver Architectures

Beamforming receiver architectures are shownFigure 66. In this work the
individual analog/RF circuits (LNA,VGA, Phase Shifter, Mixer) are built using 45nm
FreePDK model$45] . Digital baseband processing is simulated in computer.lQ vector
sum type programmable phase shifter (as showfigare67) is built. Phase shifting is

governed by relative strength of | and Q current DACs (given irb&q.The quadrant of



the phase shift is determined by the fourtslaes SW1 to SW4. LNA and Mixer circuits
are shown irfFigure68 andFigure69respectivelyVariable gain amplifier circuit is shown

in Figure 70. Detailed circuit design and control loop operations are descrijé@mh

L D (56)
— OAT o

Phase
Phase Shifter  \ixer

Shifter
-

Combiner

Combiner

,\
&

Figure 66: MIMO architectures (a) analog beamforming (b) digital
beamforming
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Figure 68: Cascode LNA
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Figure 69: Gilbert Cell Mixer
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Figure 70: Variable gain amplifier

In a MIMO beamforming system, the signals arriving at various beamforming
antennas traverse different distances as the antennas are physically separated from each
other. The corresponding path diffeces manifest themselves as phase differences of the
carrier for narrowband received sign&gure71shows one example where beamforming
antennas are arranged in a straight line and the consecutive antennas are separated by a

distance ofd. If the line of sight incidence angle 4sthen the phase difference of the
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received carrier between two consecutive antenna elements is given by (Edis the

carrier frequency anais the speed of light).

(57)
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Figure 71: Beamforming
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For a given incident angle¥ beam steering attempts to constructively add the
received signals and destructively add the received signals for all other incident angles.
One example beamforming receiving @wn inFigure72. There are a range of possible
MIMO beamforming architecturg®9, 102. These span, analog, digit®digure66) and
hybrid beamforming architectures. Receiver systems can-Bé-aleterodyne with phase
shifting in the main RF path and heterodyne with LO phase[§19ift The use of digital
beamforming imposegery tight linearity constraints on the design of the RF components.
For these reasons, analog beamforming architectures are attractive. However, the use of a

combiner (summation unit) as showrHigure66 (a) for an analog bedorming receiver,
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significantly complicates the testing of individual RF chains whose outputs are no longer

directly observable as in digital beamforming systelfigure66 (b)).

Amplitude (dB)

0 Incident Angle =30

-70 ; ; ; ;
0 20 40 60 80 100
Incident Angle (Degree)

Figure 72 Antenna array factor for beamforming
5.3 Approach and Key Contributions

The proposed approach comprises of collaborative testing and tuning algorithms
targeted towards analog beamforming architectures. These are harder to test than digital
beamforming systems from a teftservability perspective. Without loss of generality, the
solutions produced are easily ported over to corresponding digital beamforming

architectures. The steps involved are described as follows:

Step 1. High resolution parallel phase and gain testing:

First, parallel phase error testing algorithms that determine the phase and gain errors
of different RF chains corresponding ko different beam steering angles with high
accuracy, are developed. For practical beam steering systems, it is sé&te stsepplied

in parallel to all the RF chains are sufficient to characterize phase and gain mismatches in
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the RF chains. Aey contribution is that the proposed solution addresses the loss of RF
chain output observability due to the use of signal combiagshown in Figure 1 (a).
Consequently, this allows beamforming transmitters to be also tested using identical testing
algorithms by observing only the combined PA outputs of the transmitter chains involved.
We focus on nomdealities of the RF chain itselhd assume that the fidelity of the antenna

is guaranteed by design (it is difficult to measure electromagnetic antenna radiation

patterns during #socket manufacturing test).

Step 2. Parallel testing of RF chain nerealities:

Next, two techniques aesented:

(a) Testing for distortion effects$n this approach, theombinedeffectsof parallel
phaseshifted RF chain®f a bearrsteering system on the received or transmitted signal
are computed. This requires coprime input frequencies so that intdatiod of the
various chains do not overlap. This technique is suitable for small number of beamforming

chains. A better frequency efficient technique is explained below.

(b) Frequencyefficient parallel testing of individual RF chains this approach,
the distortion introduced into the received or transmitted signal by individual RF chains
can be directly measured using multiple test tones in a frecuefficignt manner while
observing only the dowmixed output of the combiner of Figure 1 (a). Whgeor
technique$108 109 apply test tones to parallel RF chains in ways that enforce frequency
sepaation in the responses produced by the different chains, we relax this requirement,
allowing tones resulting from distortion in different chains to overlap with each other. This

allows larger numbers of chains to be tested in parallel (higher freqa#icigncy) for a
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specified signal bandwidth, while allowing the distortion specifications of each chain to be

determined individually as in prior testing schemes.

Step 3. Mapping of test results to EVM (error vector magnitude) and SINR (sigoal

interference ratio):

The test results obtained in steps 1 and 2, above are mapped to EVM/SINR
performance metrics using a mapping mechanism driven by simulation with an end
calibration performed using experiments on hardware to account for test instrumentation
imperfections. This is a modification of the techniques for EVM measurement presented

in [110, 111].

Step 4. Test result driven parallel tuning of beamforming MIMO systems:

Parallel tuning is performed in two phases:

(a) Phase 1: Learning assisted coarse tuniBgch tuning knolbf the RF system consists
of 8 bits of tuning controf8 bit current DAC) The hgher order 4 bits are determined in
Phase 1. Thisis achievedusinga r si on -shot et ioheg al gorith
[104, 108 109. Here, the test results from Step 2 are used to predict the tuning knob values
corresponding to each RF chain using supervised learning driven algorithms that map the
test responses directly to the optimal tuning knob control bit values. Since the tests are run
in parallel, such tuning can also be performed in parallel. A key difference is that the prior
algorithms need to be modified handle multiple beam steeringgies of the design.

(b) Phase 2: Gradient descent driven fine tuniRme tuning of the lower order 4

tuning control bits is performed using iterative testing and tuning algorithms driven by
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gradient descent based on a cost function optimization mb#idricludes total power
consumption. This is also performed in parallel for all the RF chains concerned supported
by the parallel nature of the testing algorithms.

Note that thgprocedures discussed above, can be applied to testing and tuning of
analog ad digital beamforming transmitters as well, where the outputs of all the
transmitter PAs are combined and observed during manufacturing test. Also, the proposed
methods can be applied to hybrid beamforming architectures with some modifications. For
ease okxplanation and for the sake of brevity, we focus our discussion on the testing of
analog beamforming receivers and use the same as a test vehicle for demonstrating our
ideas and approach. In the following we discuss each of the steps of the proposachappr

above.

5.4 High Resolution Parallel Gain/Phase Testing

For determining the relative phasesMfoeamforming RF chaingy tones with
frequencies that are coprime to each other are selected. For example, for the system of
Figure73, with N=4, sinusoidal signals of frequency f1,f2,f3 and f4 are chosen so that they
are ceprime to each other. Each of the signals is modulated with the carrier frequency
generated by a local oscillator (LO: -board for builtin test, external otherwiseand
applied to the respective receiver LNA inputs as showhigare 73. The Fast Fourier
Transform (FFT) of the received signal is computed by the baseband processor. As the
input signals are eprime to each other, harmonicstbrtion in one chain does not affect
the accuracy of measurements for other RF

in different FFT frequency bins of the baseband response signal. The spectrum of the



received signal corresponding to a testigle=d for the receiver ofFigure 73, (4 RF

chains) is shown ifigure74.
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PN N ¢21 ¢ o (1)
@ pg ® / Sm,t(t):zyf(t)
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@ gy 3 ®
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x,(tf » @ TSp,(0)

Phase Shifter

Stimulus Generation Y DUT : Beamforming Receiver

Baseband
Processor

Baseband Signal
Generatlon

Figure 73: MIMO receiver characterization (analog beamforming)

In generalwhere OFDM systems are involved, each tone in an OFDM frame can be
used as a test tone. For example, for an OFDM frame with 64 tones, the number of channels
that can be tested concurrently is the number gifrooe integers beteen 5 and 64 and is

equalto 17.

The input baseband, modulating and demodulating sign&gyofe73, are given

in Equations58,59 and60 respectively.

0 wi Q6 MQQED(@ 6 0 YQ& o (58
0€Q0awemed@dow o YQe 0 (59
0Qa ¢ Q6 AV @WHXH 0o YQe 0 (60)
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Figure 74: FFT of received signal

The signals) 0 that are input to the summation unitFé§ure73 are given by Eq.

61

no O 0 "YQ¢ 0 % "YQ& O (61)
Consequently, the signaY 0 can be derived aB 0 Y'Qe 02

n o.lfwedenotad 0 "Y'Q¢ 021 0,thenw 0 can be written as shown in

Eq.62

wo 0YQe 0 % "YQ& 0°YQE 0 (62

0 00 0 O Odf) W@QWN VE oXdd Q&

This further simplifies toww 0 as shown in Eq63 which can be further reduced to

the form shown irkEq. 64.



WO T Q& O 1 0 %o (63

o £7i 01 O % OES 0
Wo TgO YQE 0 ] 0 ] 0 %o (64)
Y Qe 0 1 0 0 %o
Y&Q 0 ] 0 1 0 %o
"YQe 0 ] 0 1 0 %o

Removing high frequency componefrsm Eq. 64 we get Eq65.

wo T YQi 1 1 0 %o (65)
YQ8 1 1 0 %o
If we choose ] 1 1 then EQ.65 reduces to Eq66. The
frequencies] and within the external test instrumentation are selected

appropriately to met this condition.

@O TRO YO 0 % "Y'Qi% (66)

Removing DC parts from E§6we get EQ.67 (low pass filters present in tlogcuit

remove DC components).

Wwo TR U YQE 0 %o (67
Eq. 67 above, depicts the received signal for a single antenna chain. The combined

signal corresponding to dbur antenna chains &igure73, is given by Eq68.
i 0 WO TR U 0 "Y' Q¢ 0 %o (68)

For gain measurement, even hetpresence of high ndmearity and asymmetric
phase shifts in the different RF chains, the received signal amplitudes are very accurate.

However, phase measurement suffers from FFT quantization error. The FFT provides a
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very good guess of the respectplease differences between the various chains of the

receiver but accurate phase estimation requires further steps as discussed below.

By selecting the test input frequencies judiciously, high frequency amplitude
distortion and phase shift of the carriar transferred to low frequency components.
Consequently, the zero crossing points of the tones concerned can be measured with timing
sensitivity enhanced by the ratio of the LO (carrier) frequency to the frequency of the
baseband tone. This allows sdégee RF chain phase shift measurements with high
accuracy. From E®8, it is apparent that the received baseband signal frequencies are
known. Amplitudesd and phase4) of the input baseband signals are distorted by the
RF circuits.”Y (shown in Eq69) is the reconstructed signal in the baseband
where frequencie§ () are known, while the amplitude® ( and phases%) are
unknown (variables). The problem is to generate accurate estimates of the unknown
variables above.

Y 0 0 "Y' Qg 0 %o (69)
0 "Y'Qg 0 %o
0 "Y'Qg 0 %o
0 "Y'Qg 0 %o

A rough estimate od and%o is obtained by taking the FFT of the received signal.

A simple signal reconstruction based optimization as shown imgEsg.used to tune the
values0 and %o, unil the timedomain waveform Y ) corresponding to
specified values of the same matches the digitized waveform at the output of the ADC of
Figure 73 (Y ). This further improves the selution of amplitude and phase

measurement. The optimization problem is stated as:
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Q8 QASYA'Q o Y 0 ssit. (70)
0 6 6 Yo
%o % %o %o % Q& IQ plgfoh

whereO  is the amplitude of the 1" channel baseband signal from the FFT,
%o is the phase of theti channel baseband signal from the FFT,0 0 and
Y O are lower and upper search limits of theti channel signal amplitude and
%o IS the allowed search margin from the measured phase. In this work, we assume
% L 0 TandY  pP.

The problem above, described in Eq), is solved by an interior point trust region
gradient descent optimizgt12 (fmincon function of Matlab is used ). As the search space
is narrowed by apriori FFT measurements, the optimization converges to minima rapidly.
We have performed this optimization with various initial seed solutions and found that the
optimizeralways finds the same solution. This points to the objective function being locally

convex within the algorithm search space.

We conducted an experiment in which we arbitrarily set the phase tuning knobs of
the receiver chains. First we measured the gaid phase difference of each chain
independently. This serves as the golden reference for comparison against the respective

values determined by our algorithm. Then we measured gain and phase difference
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concurrently for all chains using the procedure dbedr above. The accuracy of the

proposed concurrent phase and gain measurement algorithm is shbateR3.

Table 23: Measurement accuracy

CED =t gt gty "l Yam
Sequential Parallel measurement
measurement FFT FFT and Optimization
(Golden)

Channell| o0 |0.126 0.122 0.124
% | 5.260 5.200 5.190
Channel 2| o 0.126 0.106 0.128
%0 | 23.30 26.01 23.35
Channel3] 0 |0.126 0.106 0.128
%0 | 48.37 68.20 48.26
Channel 4| o 0.126 0.106 0.128
%0 | 69.54 67.78 69.53

5.5 Parallel Testing of RF Chain Nonidealities

5.5.1 Testing for Distortion Effects

In this section, we discuss concurrent measurement oflimegrity related
parametr (1IP3, P1dB, and 1IP2) across all RF chains. If we apply adwe (Q ¢ ¢ Q)
modulated stimulu®y 0 to the’Q RF chain with amplitudé (as shown in EdZ1), the
fundamental anchiermodulation tones at the output of the mixer (after demodulation) are
as shown ifrigure75. The 3rd order intermodulation termS@ "Q ®we @Q Q) result
from gain compression and the 2nder intermodulation terms are caused by mixer

spurious respondé4].
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Figure 75: Applied two tone and intermodulation tones

The FFT of the demodulated output signal provides the amplitude and phase of each
frequency componenfshown inFigure 75). From FFT measurement, the [IP3 of the

channel and IP2 of the mixer can be obtained fronvEand Eq.73 respectively.

i} ) 0 (72
‘Oov 0

) o (79
‘0'Qb 5 e

Let us assume and| are the gain and 3rd order intermtation coefficients of
channel i. The IIP3 and P1dB values in termis o&nd| are given in Eq74and Eq.75

respectively. From gain and [IP3 measuremengnd  of the channel cabe extracted

and hence P1dB can be derived in accordance witid9=q.
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If the intermodulation and fundamental tones of the-twree stimulus applied to

eachRF chaindo not overlap, then the FFT of the demodulated signal can be used to
determine all the channel ndinearity parameters concurrently. However, thleguires

test signals across a wide frequency band proportional to the number of chains being tested
concurrently and limits test efficiency for massMé&MO systems with largeumbers of

paral |l el RF chains. To r e<ficiem ® tphairsa,l | wé p
approach which does not require such frequency separatiosdiveintermodulation

tones corresponding to different RF chatasoverlap). This is described next.

5.5.2 Frequency Efficient Parallel Testing

Consider théQ RF chainof Figure73, for which the large signal representation of
w O is given by Eq.76. We assume that the phaseof the chain is determined using
small signal malysis ofw 0 as described earlier in E§2- 68. The frequencies and
phases of all the tones generated in the oufpadt (given by Eq.76) corresponding to
the’Q RF chain, due to nonlinearities in the chain after filtering out all the high frequency
components are given frable25 (we assume up to 3rd order noelamity in the RF chain).
INEq.76, | h h K K define the gain and intermodulation coefficients ofthe

RF chain.
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Go | Yo | Y o1 Y o1y (76)
Yoo o

Assume k RF chains are testing in parallel with‘thechain stimulated with two
tones at two orthogonal frequencies’Q p "@Qnd¢’ Q)@ Q TrespectivelyTable24
gives all the frequencies generated due to nonlinearities ii2tHeF chain due to the
stimulus described above (E4L). In Table24, f is the lowest frequency tone over all the
RF chains. The problem is to calculate the amplitude of each tone generated by the
nonlinearities in each RF chajgiven in columns & of Table24) given i) the combined
amplitude and phase of the tones produced by each RF c¢hain (n Eq. 76), ii) the
amplitudes of test tones applied and the phases of Tab&e 25) corresponding

intermodulation terms to each RF chain.

We first show thatthe individual amplitudes A1 and A2 of two tones can be
computed if their combined amplitude A, ph&&and individual phase%. and%. are
known. This is shown in Eq.7 and Eq. 78 resulting intwo equations that can be solved
uniquely for the two variables A1 and A2.

0i @ Q0% 0 OEJ Q0% 0 OEJ* "Q0 %o ) (77
0 | s O ©E%

~
|
LI

€% O %

O 6 CcOO0ATEB % i Qg "QOAOA

oo:

L
A
v
w

. . . . %t o (78
o] o] o] COO0OAI B %o
O 1 "% 0O OE&%

0 W% ——
O We% 01 Qe
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Even Odd
Frequency Frequency

Figure 76: Frequency overlap Venn diagram

Table 24: Frequency components at the receiver output in presence of‘2zand 3¢
order distortions

channel | Coll Col2 | Col3 Col4 | Col5 | Col 6 Col 7
0 0 Q a| co cQ [ca 0 lca 0

1 1 2 3 2 4 0 3

2 3 4 7 6 8 2 5

3 5 6 11 10 12 4 7

4 7 8 15 14 16 6 9

5 9 10 19 18 20 8 11

6 11 12 23 22 24 10 13

é . . . . . . .

k 2k-1 2k 4k-1 4k-2 | 4k 2k-2 2k+1

It is seen (se€igure76) that for evey frequency generated ifable 24, there are
contributions from at most 3 RF chains, one of which is a fundamental tone applied to an
RF chain (whose amplitude is known). The frequencies in columns 1,3 an@iabl&E24,

are always odd. So, any odd frequency overlap from three channels will always have
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column 1 frequency (fundamental) componé&inequencies in column 2,4,5,6 are always
even. Frequencies in column 4 and 5 are mutually exclusive, they cannot overlap. For any
integer value of k1 and k2, 4¥1and 4k2 will never overlap. So, for even frequencies also,
frequency overlap from three chaais will always have column 2 frequency (fundamental)
component. For example, the frequency 4f consist of an input tone (fundamental) to RF
chain 2, is produced by the 2f2 component of RF chain 1 and produced by 4ie 2f2
component of RF chain 3. Hendfe amplitude and phase of the measured tone at
frequency 4f will consist of the summation of all three tones as described Hlzosimgle
frequency in Table 24 corresponds to two generated tones, the individo®litudes of

the two tones can be computed using Btand Eq. 78. If a single frequency ofable24
corresponds to three tes and if one of the tones is an input frequency (fundamental) to
an RF chain, then the amplitudes of the remaining twofandamental tones can be

calculated by applying EdqZ7 and Eqg. 78 in two steps: (a) Calculate and %o

fromo i Q¢ Q0% 0 | O "Q0 %o 0 i " "QO0%o , where
06 OEd“ Q0% i s the input tone (fundamental)
Calculate Al and A2 from

0 i O "QO %o 0 OEQ Q0% 0 OEJ“ "Q0 %o . Once the amplitudes of
all the tones corresponding to the k RF chains of Table3 are computed, the 1IP2, 1IP3 and

P1db specifications of all k RF chains are calculated.
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Table 25: Phase of each frequency componenig€channel phase shift)

frequency phase
Q %0 Q
Q %0 Q
¢Q "Q %0 Q “
¢Q "Q %0Q *
Q Q C%0Q E
¢Q C%0'Q E
cQ C%0'Q E

Accuracy of FFT based measurement depends on sampling rate of the acquired
signal. For a given ADC sampling rate ($&@gure73), there is a frequency difference limit
on adjacent two tones to be accurately detected by FRiceHaumber of frequency bins
in a given baseband bandwidth is limitétow many frequency bins are available for
testing in a given band can be found by drawing analogy with availableasuérs in an
OFDM band. A 20MHz OFDM band has total 64 sarriels, among which 52 are
available for data transmissiphl3. Sd "Q & p ¢ UOds sufficient to distinguish two
adjacent tones. Using the above information, Bandwidth savings for the proposed scheme
over the noroverlapping scheme is shown kgure 77. For 16 channels 20MHz is
sufficient for the proposed scheme, whereas a 57.5MHz bandwidth is required for non

overlapping scheme.
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Figure 77: Bandwidth requirements comparison

5.6 Mapping of Test Results to EVM

In the previousectionwe have shown how to measuiktlae RF impairments of
all the chains concurrently form two tests. In #estionwe will briefly discuss the model
to translate RF impairments to EVM and SINR. EVM, SINR and power are the system
level metrics used to quantify the performance of a y@kes. Tuning SISO RF systems
based on EVM is shown [114]. As these tuning processes are run for multiple iterations
and evaluating EVM is time consuming, post manufacture tuning based on EVM is not
suitable from cost perspective.[[l]] the authors developed an analytical model of EVM

based on AM to AM, AM to PM,IQ mismatch and IIP3 of an OFDM transmittgrl 1)
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the authors have developed a regression based EVM prediction model based on static and
dynamic RF impairments. In thisork, we have adopted the idea of EVM and SINR
prediction from RF impairments and tune for RF impairments which is edfenining

for EVM and SINR. RF impairments we have used to model our RF system are gain, phase,
nortlinearity, 1Q mismatch and LO feed through. As in beamforming MIMO, we have
1006s of tuning bits, rel ati onshiatpd abdet we e n
thereis aliasing among tuning bits which makes tuning optimization intractable. On the
contrary relationship of tuning bits to RF impairments are modular, for example tuning bits
to tune gain and 1IP3 of the LNA is independent of phase in plmiersFor reliable

MIMO transmission space time block codifly is used. EVM of a MIMO system
generally points to combined EVM of all the MIMO channels. In manufacturing tuning
individual EVM requirements of a MIMO channel can be evaluated from combined EVM
requiremenf109. Here EVM model shown below is for single beam forming MIMO

channel (multiple beamforming chains).
5.6.1 EVM model

A symbol "Yand its modulated versiof¥  are shown in Eq. 79 and 80

respectively

Y 0 Q0 o (79)
Y Of QE™Q0 L weég QO 01 "@E "Qor (80)
0'mM Q O 0 OE®OETOFO

After phase compensatigphase shifting in the receiver chaifty becomesY

(shown in Eq81)
Y80 RE QoI %o (81)
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Nonlinearity of the LNA transformY to "Y (Eq. 82). Signals are summed at the

adder (Eq83).
Y | Y | Y (82

After demodulation and low pass filtering the summed signal, receywedat is

obtained (Eq84 and85).

‘O "Y1t 00 1 00 (84
0 Y 1 00 1 00
VI W OEJ Qéde b AT © Qo
Y ‘O Q (85
EVM definition is given in Eg86.
86
£B v oy (9
Owlb p 3T
p
UB Y

5.6.2 SINR model

Array factor of a beamfoning system is defined in Ef7. In this work

o 1uis consdered. SINR is defined in E§8.

%o %o
o . (87)
0 O BoO Qo Q
% JO& Ni6"Q QG 9 '@ i lcmcmxnmmm Q¢ )
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5.7 Test Data Driven Parallel Tuning

As the tuning is learning assisted, first we néeduild a model from known
devices to assist tuning in the later stage. In order to create an efficient |@aodieigve
need to sample devices from diverse process corners. The sampling technique to be used

for device selection is described below.
5.7.1 Device selection criteria for software model

We assume that all the process parameters are normally distributed and the joint

probability density function (pdf) of the procgsarameters is given by E89, below

Qo 8 & Qo (89

P _Agpo  t o
¢" s
Uml(ﬁlmksaomlemlswrﬂmlwas)oslli
‘8¢ O(QwezﬁlsérﬂnuwaQlei
Q0E 0 O QD IR0l € DIl & Qo Qi i

To create device instances corresponding to diverse process corners, a simple
strategy is to generate devices by sampling the joint probability démsdiyon described
by Eq.89. However, this creates a large number of device instances centered around the
mean of the joint pdf above. For model learning to be effective, we need inshegd
devices around the test specifioatacceptance boundaries of the DUT. To force this bias,
we generate device instances using a uniform distribution of the proaesseters as
shown inFigure78, bounded by itg, limits. For every sampled device from the uniform
sample space a weight is associated which is a measure of the probability of the device
instance being generated if the process space was sampled from the joint normal

distribution (Eq.89). For a single process variable, this measure is the area under the
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normalcurve around the sampled point (an example is shoWwigure78for x=-1). If the
sampled device corresponds to the process paramebdmd (8 dro  the corresponding

weight w for the correspondingdee instance is given by E§O.

0 Qo i P8 810 Qo Qb 8 & (90)

z

z
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l

0.2r

011

Figure 78 Probability weight for single variable

To ensure that device instances are selected from diverse process corners, a large
number N of device instances are sampled as per the uniform process parameter
distribution of Figure 3. Only a limited number M of N device instances are useeldct
such M of N devices, first K random transient stimuli are generated. Subsequently, each of
the N devices is stimulated by the K random test patterns. Consequently, every device
instance is associated with K response vectors corresponding isatimpéed values of the

response waveform. The distan€e between any two response vectdys and 'Y

corresponding to different devicesindj is given bythe L2 norm of'Y and’Y (Eq. 91).
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The distance lieveen two device instanceandj, D(i,)) is defined to be the largest distance
across alllte K random test stimuli (E§2). To identify the M devices out of N,-Keans
clustering is performed to cluster the N devices into b4telrs in such a way that the mean

distance between all devices in a cluster is minimized.

(91)
Q ,3 Y Y
0]
0OAQ | A®@ (92

VM W QMO QI 0 NGO QE N HIAVD € 1 i
YOE®QTN (6Qa 6 aodi

The last step of the procedure consists of picking one device instance from each
cluster to generate the Nevices. LeL be the vector of test specification limits for each
of the test specifications of thelUDr and let L be the corresponding vector of test
specification values for the 6 dewice instance. We determine the device u in each cluster
with the smallest norm [{Ly|| (this is the device that is closest to the test acceptance limits
of the DUT). When two or more devices have similar values GL[{l, the device with

the higher weight w, defined by E@Qis selected from the cluster of device instances.

Table 26: Device selection yorithm

N.: Number of randomly generated devices,

M: Number of devices to be selected.

Generate K random transient test stimuli;

Simulate all N device instances and capture response signatur
corresponding to all K stimuli for each device;

For all pairs of devices i, , compute the distance D(i,}),

Use kmeans clustering algorithm to partition the devices into M clusters.:
Pick one device from each cluster based on its distance from the (e
OPAAEAEAAOCEI T | EI EOOh OADI A D EHD AL/

NN K

NSO
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5.7.2 DeviceSelection Criteria for Manufactured Hardware Devices:

For manufacturedlCs, the process parameter values are not known. Only transient
response is available from the devices. Similar clusterirayittigh (shown inTable26) is
adopted here, conflicts are resolved by randomly choosing any one of the candidate

devices.

5.7.3 TwoStage Tuning Methodology

In this section,we will describe a learning based process corner identificatio
technique to be used in mimo system tuning. As shovidigare 80, using the algorithm
described in previous section devices are sampled from population of devices. These
sampled devices are fully characterized (for all tunimglk settings) using the
characterization technique described earlier. These devices are tuned using the fully
characterized surface plot of performance and tuning knobs. In production psisegt
is impractical to tune all the devices using theidyfutharacterized surface plot, as
generating these surface plots (performance versus knob settings) takes long time,
especially for architectures with large number of tuning bits. Invtbik, we envisioned
to split the tuning into two phases (d&gure79), crude tuning (quickly setting the higher
order control bits) and fine tuning (setting the lower order tuning bits). While fine tuning

takes care of inter die variation, coarse tuning accounts for intra die process variation.
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set using optimization

Figure 79: Two step tuning

5.7.3.1 CoarseTuning:

Process Classification Model Building

Parameters

Monte Carlo Sampling to
create process corners

A

Supervised
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Stimulus — m —) N ﬁ, o o, Rules
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Response h o & = Yo

m" [ — R/;/s})‘gsej Classifier [——) Process Corner

Unknown
device

Figure 80: Process corner identification and first cut tuning (setting coarse
bits from a similar device)

Coarse tuning procedure is pictorially showrigure80 and briefly described in

Table27.



Table 27: First cut coarse tuning steps

Step 1. select representati Representative devices are selected froml paig
devices from population | available devices.

(@)In simulation stage Monte Carlo sarmm on
process parameters will create different process cq
devices.

(b)In postproduction stage representative devices
so selected that each produces a unique signg
(Details of his algorithm is given iTable26)
Step 2: Characterizing ar These representative devices will be characterizec
tuning representativ| tuned manually for minimizing power and maximizi
devices. EVM and SINR.

Step 3: Stimuls generatior Based on these sampled devices a stimulus gene
program a framed so that these device response
maximally separated.
Step 4: Classification rull Based on the above stimulus and device respong
forming PNN is trained for classifation purpose.
Step 5: tuning new device| The stimulus from step 3 is applied, responsg
captured and using the PNN formed in step 4, the
device is classified into one of the process co
devices. All the coarse bits of the phase gain and
linearity controllers of the RF system will be replical
from the already tuned similar device.

In Figure80 we have shown that a stimulus is used to generate classification rules
based on sampled devices and the same stimulsedsa excite a DUT to classify it based
on the previously formed classification rules. Now we will describe the algorithm to

synthesize that stimulus.

A oA A A ardk
Af | A Padl

fl fZ f3 fn—l fn
-4 -
Baseband bandwidth

Figure 81. Baseband spectrum
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We choose n number of frequency bins from hseband bandwidth such that
adjacent bins are equidistant from each other (as showgimre 81). An optimum
stimulus is a combination of judiciously selected frequencies from the above said bins,
such that the response corresgiog to the stimulus is maximally sensitive to process
parameter perturbation. Genetic algorithm was used to synthesize such a stimulus from a

pool of candidate stimulus (as shown in E8§).
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5.7.3.2 Fine Tuning Praedure

After finding a similar device and replicating the coarse tuning bits from it, surface
plots (fine tuning knob vs RF impairments) around that chosen coarse tuning position are
used in fine tuning procedure (as showkigure82). These surface plots are not accurate
as they are coming from a similar device not from the exact device under test. Had the
surface plots been available for the DUT, it would have been one shot tuning (all the tuning
knobs are set in one iterationhese surface plots provide the gradient in the gradient
based search process and thereby guide the search process. At every iteration in the search
process the RF impairments are measured using the techniques described earlier and using
the models EVM ad SINR are predicted. Iteration steps are showhaible 28. Phase

mismatch has the largest effect on EVM and SINR so we tune phase first. Then we tune



for gain and nosinearity and again tune for phase as step 2 and 3 chahgss  some

extent.

Measured RF

Stimuli Impairments EVM& SINR
— DUT > -
Model

Optimization Engine <—
(setting tuning knob$

GRGRGE
Predicted
EVM& SINR

Surface plots of similar device
(tuning knob vs RF impairmet

Figure 82: Fine tuning procedure

Table 28: Fine tuning steps

Step 1: phase tuning Tune phase shifters to minimize phase offse

i ET Sho %0 S

Step 2: tun(Tune VGAOs so that
identical

i ET sSQ Qs
0'Mi QGG VEO D Q¢
Step 3: tune LNA & | Tune LNA and Mixer to improve linearity

Mixer
Step 4: Repeat @p 1, tune for phase
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5.8 Experimental Results

Following the sampling criteria mentioned in previous section process parameters
(vth,tox,W,L) were varied (+15%) to create process varied devices. We created 2000
devices, 1000 devices are used in model mglcand rest 1000 devices are used as
unknown DUTSs to be tuned®ptimized stimulus for coarse tuning and similar device

prediction is shown ifrigure83.

Amp (V)

Figure 83: Optimized stimulus

Surface plot of pase shifter and VGA (for an individual receiver chain) w.r.t

controlling digital bits are shown irigure84 andFigure85 respectively.

Phase

Figure 84: Phase and gain plots for a chracterized phase shifter
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Figure 85: Phase and gain plots for a characterized VGA
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Figure 86 : Distribution of devices before and after tuning

Efficacy of theabovementionedtuning procedure is shown kgn experiment
where we take 1000 beamforming mimo receivers from diverse process corners and tune
them. Acceptance boundary for EVM and SINR are set at 5% and 8dB respectively.
Distribution of devices and corresponding yield loss are showfigare 86. Yield is
improved from 11% to 89% after tuning. Total number of tuning bits per beamforming
chain is 32 (VGA: 8 LNA: 8 Phase Shifter: 16). 4 chain beamforming receiver will have

128 tuning bits, and 2x2 MIMO beamforming receivetl Wave 256 tuning bits. The
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authors are not aware of any other state of the art tuning methodology where such a huge
number of tuning bits are set concurrently. The whole optimization process {akesi

MATLAB.

5.9 Conclusions and Future Work

In this workthe authors have shown a novel on chip parallel frequency efficient
testing procedure for MIMO beamforming systems. All the chains of the beamforming
systems can be tested and tuned concurrently, leads to significant savings in manufacturing
testing timeof MIMO 5g systems. In this work the authors have demonstrated the testing
and tuning methodology for MIMO receiver, in future the authors would like to extend the

procedure to MIMO transmitters.
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CHAPTER 6. DESIGN OF ANALOG PHYSICALLY
UNCLONABLE FUNCTION FOR SECURE COMPUTATION AND

IC AUTHENTICATION

6.1 Introduction

Secure computing in insecure environment has emerged as one of the major
research topics in the recent past. With the advent of cloud computing, Internet of Things
(I0Ts), and proliferation of smart computidgvices (smart phones, tablets, smart TVs,
gameconsoles, @eaders etc.), the security of smart devices has become a major concern
as a majority of these smart devices are operated in insecure environment. Until recently,
security concerns were mainlyridied in software. Hardware enforced security offer better
protection than software only solutiofis1g. Physically Unclonable Functions (PUFs)

have emerged as one of the major hardware security primitives in recent times.

6.1.1 Current and Future Applicationsf@UF in Security

The use of smart cards gbresent is ubiquitous. From banking and
telecommunication applications, it has now forayed into electronic passports, electronic
IDs, anticounterfeiting devices, smart grid applications and many fidrg. Storing an
authentication key inside smart card IC, makes smart cards and NFC enabled
communication (electronic wallet) vulnerable to security threats. @Gengrkeys on the
fly by a PUF is heavily used in todayobs
(RFID) tag applicationgl1§. In the future PUF will likely also be used to protect external

memory [117]. With the advancement of the Internet Things (IOTs) and cloud
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computingthe need for hardware device authentication and data encrigetongpting is
extremely large. PUFs are an excellent fit for generating and hiding the authentication
signature or cryptographic key for IOT acldud computingLow cost implementation of
PUFs will make it a strong contender for next generation bar &dfes can also be used

in software licensing, replacing hardware dongles used now 4 HEgs

Physical one way functions (POWH?2(Q and physical random functiddi21] were
precursors to Physically Unclonable Functio@peration of PUFs is predicated on any
physcal parameter that varies randomly in IC manufacturing. The reported physical
parameters that have been exploited to build PUFs are as folpwstay of logic paths
(arbiter, ring cscillator PUF)[122, 2) SRAM starup behavior (SRAM PUF)97], 3)
glitches in digital circuitry (Glitch PUF)[123, 4) Subthreshold transistor current
fluctuation due to threshold voltage variat{d4], 5) matrix material doped with random
dielectric particles (coating PUF)25, 6) cross coupled circuit elements (Butterfly PUF)
[12€], 7) power distribution systeerquivalent resistance variatiph27]. Due to random
dopant fluctuation (RDF), threshold vafje of a transistor shows spatially uncorrelated
variability [128 129. In the sukthreshold region of opation current and threshold
voltage of a transistor are exponentially related (random variability is exponentially
multiplied). In this work we will exploit the above mentioned variability in a differential

amplifier operating in subthreshold region tolduhe PUF.

The key benefits of the proposed PUF design are as follows:

1) Uniquenes®f thedesigned PUF is bett#nanthatof an arbiter based PUF

by a factorof 2X.
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2) Reliability of the designed PUF is comparable to that of an arbiter based PUF

3) Reverse egineering of the designed PUF is extremely diffic@ihodel
building machine learning attack)

4) An infinite number of challenge response pairs (CRPs) can be formed for the

proposed PUF, making it a strong PUF.

The remaining part of the chapter is arrangsdfa@lows: The proposed PUF
architectures and operation is explained in se&i@nSource of randomness (spatial and
temporal) is explained in sectiof.3. A brief overview of key generation and IC
authentication using PUF is given in secti®éd. Challenge engineering concepts for
generating suitable challenge response pairs are discussed in 8eSiionlation results,
corroborating the idea proposed in this work are shown in se6t®rAnalog PUF
performance metric for comparison among various analog structures is propostidm se
6.7. How the proposed analog PUFs (described in se6t@rcan be modified and used

as public PUF is explained in secti®r®. Finally conclusions are drawn iecion6.9.

ADC code

Analog
values

response

Digital signature
from analog PUF

Analog Coding and | | |
| | PUE pattern —

matching

: §amblinb time
instances

Digital
challenge

Figure 87: Signature generation by an analog PUF
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6.2 PUF Architecture and Operation

Inputl
Register Low
}+——— /A Pass [ A/D PO
1 Filter
| | Input2 Register Amplifier >
— | Low
L [ D/A Pass | A/D "
- Filter
Challenge (@)

Figure 88: (a) PUF architecture 1 (b) Push pull anplifier
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Figure 89: PUF architecture 2 (subthreshold differential amplifier)

The proposed PUF architectures are showrrigure 88 and Figure 89 . In
architecture lthe basidunctional block is a push pull amplifier while in architecture 2,
the basic functional block is a differential amplifier operated inthuéshold region.
Though the PUF operation is implemented by an analog circuit, its input and output are
digital, sothatit can be used in conventional PUF applications for key generation and IC

authentication, without much change in peripheral circuitry sgere87). Weak PUFs
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are used in key generation where only one challenge respon$€RR) is sufficient and
adversary has no access to impart and see various CRPs. For IC authentication strong PUFs
are used, whose CRPs are infinite in number. The most widely used PUFs for key
generation are SRAM PUFs and the most widely used PUFs fauti@ntication are

arbiter and its variants (XORed arbiter, feed forward arbiter). SRAM PUF is a weak PUF
as it can only generate one response (initial power up cell values). In a weak PUF, after
provisioning (discussed in detail in sectiér¥), helperdata generation is blocked by
burning fuses, so an attacker cannot apply challenges to it and observe responses. For
strong PUF®N the other hand, as an attacker can apply multiple challenges and observe
the reponses, it can be subjected to model building machine learning attacks. In an arbiter
PUF as the delay of each stage is additive with respect to the final output, a linear separator
(such as support vector machine) can predict model of it usingonly 4 @@ 06 s of
challenge response pairs. Non linearity in response makes model building difficult. In an
arbiter PUF, the nehinearity can be introduced by XORing the outpuseferal PUFs

Model building attacks on XORed PUFs are also reportdd 3. Device nonlinearity

can also be used to amplify differences between two devices close to each other in the
process/device parameter spdberebysignificantly inageasing the uniquesss of the

signature obtained from the PUE24].

6.2.1 Architecture 1

The PUF architecture proposed in this work is showsignre88(a). The challenge
bits are stored in the input registers. In every clock cycle, an 8 bit digital to analog converter
produces an analog voltage from the stored challenge bits. These analog voltages are

passed throughlaw pass filter and applied to an amplifier which is part of the PUF design.
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The amplifier output is digitized by a 3 bit digitizer. Each PUF contains two amplifier
chains as described above and the difference of the codes produced by the two digitizers
concerned is considered as the PUF responsbolild be noted that the input bit streams

for the two chains are not identical. The amplifier&igure88(b) are push pull amplifiers

with no compensation feedbadkenerally, analog amplifier transistors are large in size
(high WI/L ratios) for better noise performance. Here our objective is to have large variation
in amplifier transfer characteristics with minimal change in the manufacturing process.
Hence, transist sizes are kept to a minimum. For the same reason, no feedback
compensation circuitry is used to stabilize each amplifier. The key focus here is not to

design an excellent amplifier, but to design an excellent PUF.

6.2.2 Architecture 2

With regard to the prmosed PUF oFigure89, the current voltage relationship for
a transistor in subthreshold region is exponential (as sim®&q. 94). A small change in
threshold voltage will create an exponential chamgdrain current. This exponential
relationship between drain current and threshold voltage in subthreshold region is

leveraged in this work as source of Forearity.

0 G — p pr— (99
Where'O ¢¢ 06 — — is nominal currenti —a g mis subthreshold
slope,u is drain to source voltagd a transistor. Differential voltage output expression

is given by Eq95.

0 QY 0O QY 0 (95)



Where Y Q sQ and Y Q $sQ and transconductance

parameter) and"Q are defined as follows in EQ6 and97 respectively.

o 10 Ol (96)
) i

L, 10 Ol @)
To  5m pi

From the above equations it is apparent that for a small mismatch in threshold
voltages of differential pair transisto(#1 and M2 in Figure 89) there will be an
appreciably large current imbalance in branches of differential amplifier. This current
imbalance will cause large change in differential voltagéQasnd"Q are both strong
functions of drain current and threshold voltage. Threshold voltage and dimensional (width
and length of transistors) change of other transistors (M3, M4, and M5) will also contribute
to change in differential voltage, although not as heavily as in diffatqu#irs. Variation
in M5 will change tail current and variation in M3 and M4 will affect branch currents. How
the threshold voltage mismatch between differential pair transistors (M1 and M2) for
different applied input voltages (related to PUF challengdf®ct circuit response, is
shown in surface plot ofFigure90. 10% mismatch between M1 and M2 can cause full
swing (rail to rail) change in circuit responses. As the response of the ciiguitg89)
for applied challenges is highly ndinear, it can thwart model building machine learning

attacks on this PUF.
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Figure 90: Variation of output voltage v/s percentage change in threshold
voltages of differential pair transistorsfor four different challenges

6.3 Source of Randomness:

There has been research on harnessing randomness from manufacturing process
variation by building various types of circuits that amplify the prevalent random process
variation to circuit output voltage®o two transistors built on the same chip behaves
identically. Threshold voltages of transistors in particular shows spatially uncorrelated
variability due to random dopant fluctuations (RDE28 129 .RDF is more pronounced
in smaller channel devices. We also keep the transistor sizes minimum, to leverage
variability from line edge roughness. Due to the pneseof parasitic capacitances, analog
circuits suffer from memory effects (hysteresis). Previous PUF designs were mostly
digital, harnessing randomness from spatial process variation. This work is intended to fuse

the best of both worlds. The analog stawe proposed ifrigure89is modified and a new
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structure that fuses the both spatial randomness and analog hysteresis is dfigwrein

91(for architecture 2). A similar structure exploiting spatiadl &mporal randomness for
architecture 1 is shown iigure93. The <chall enge bits are spl
bits and analog bits. Digital bits are used to select any one differential pair, out of available
differential mirs (spatial randomness). Analog bits are low pass filtered and converted to
analog signal by a DAC and the resulting signal is applied to differential pair transistors of
the subthreshold amplifier. The differential voltage is sampled by a sample addd ho
circuit and digitized by a 3bit ADC. The amount of hysteresis present in any amplifier is
dependent on the data rate (the frequency of random bit stream) and output capacitance.
The proposed PUF is operated at 20MHz data rate and the hysteresis hslabserved

at various capacitive load conditiofsgure95 corroborates the above claim by simulation

results. For the same data rate, hysteresis increases as we increase load capacitance. How

Digital Bits

D/A

— vdd T
/ \ Low Pass I II::
Aqlog Bit Vin2
I_

Digital Bits

T M M
—<ADC . I
PUF OUT < L ,
Differential I I
Sample & Hold 3

Figure 91: Modified PUF incorporating spatial randomness and memory
effects (for architecture 2)
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this memory effect enhances seguof the PUF is explained iRigure92. For a set of
fixed digital i nput bits (a fixed differen
are i mparted on the anal og PUF. tisgd Ats cons
t=t1, for x=x1, output will make a transition from yO to yl1. If before completing this
transition, at t=t2, input is changed to x=x2, then circuit tries to go to stable state
corresponding to x=x2, if we keep on doing this and sample at betn,sampled output
yn is function of all previous inputs (see E§). For all previous PUFs, this sequence
dependency were not exploited.
O Qo8 ® (98

In order to support the above argument an experiment is conducted where digital
bits are kept fixed and two different sequencesy(8 8» W& Qw 8 &b ) where end
symbols (¢ ®w¢& Q) are same. We get two different ADC codes at t=t1 and t=t2 (see

Figure92).

_Voutdh‘tf‘

- w/\/\
A

04 - 1 1 L 1 J
0‘12 14 1.6 1.8 2 22 24

¥ - i 1
T2 14 16 138 2 22 2.4
t x10°

Figure 92: Output response V/s input challenge curve for analog PUF
(showing memay effect)
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In order to exhibit sequence dependency (memory effect) for architecture 1, we
construct one experiment where no spatial randomness is exercised (i.e. digital bits to select
the amplifier from amplifier array were kept fixed) only input (andlig in Figure93) to
the amplifiers are varied so that ADC code 100 is reached from all other possible ADC
codes. The result of the above described experiment in shaigure94. It can clearly
be sea that the sampled analog output values from the amplifier are varying at every
sampling instant though the input value is fixed (ADC code 100). The results explained

above, establishes our claim of memory effect.

Digital Bits
% Low
=) —> DA Pass
&) Filter Response
m -
= Analog Bits
Q
S;U x Low
OF EREN N Pass
Filter
Digital Bits

Figure 93: Modified PUF incorporating spatial randomness and memory
effects (for architecture 1)
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One plausible short coming of the proposed PUHguire89, is saturation. As the
amplifier is operated at subthreshold, it is very sensitive &shiwid voltages change of
the differential pair transistors (M1 and M2).A large change imay drive the amplifier
into saturation or close to saturation at either @ilce the amplifier output is clipped to
the positive or negative rail valie, prior memory effects are lo&/e conducted an
experiment to find where the above saidusation occurs. We have seen thab if 0
is varied +10% and 0 is varied-10% then the amplifier output is close to positive
rail (seeFigure96) and memory effects are weaker than otherwise. It iswdrlgely that
every differential pair will have this huge mismatch in threshold voltages. Regardless, the
architecture oFigure91, overcomes this problem by exploiting both spatial variations and
memory effects to make PUF reserengineering difficult. By switching back and forth
among various differential pair combinations, even weakly saturated amplifiers can be

forced to exhibit sequential dependency.
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out out
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Figure 96: Differential amplifier output for var ious threshold voltage
variation
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6.4 Key Generation and IC Authentication Using PUF
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Figure 97: PUF in key generation
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Figure 98: PUF in IC authentication

Key generation for AES cryptographic engine (or amchs cryptographic
requirement) using PUF is explainedrigure97. During the provisioning stagégigure
97a) the key is applied and corresponding to PUF response, a ldaljgeis put out which

hides the key (se&lgorithm 6). The produced helper data is chip specific as PUF response



will by nature vary across chips. The challenge used for generating helper data is hardcoded
(only a single challege is used for key generation, so we only require week PUF) into the
chip by a LFSR. After provisioning, helper data creation is permanently disabled by
burning fuses, so an attacker can no longer apply and observe CRPs. In deployment, the
chip specific hiper data is applied (helper data is given to the user) to the chip and from
the PUF response and the helper data, the key is regenerated and applied to cryptographic
engine. In this work maximum likelihood decoder is used to retrieve the key from helper
data and noisy PUF response. As showirigure 98, for IC authentication, during the
provisioning stage a large number of CRPs of the chip are stored on the server. During
deployment the server pings the chip with several chaeagd the chip responds with

chip ID as well as corresponding responses. Based on the maximum likelihood decoder
(seeFigure99) the responses are decoded and matched with stored responses. The response
of the analog PUF is stignof 3 bit ADC codes; in the simulation section we have shown

that maximum absolute code difference we can get from PUF responses due to
environmental noise is(seeFigure102). In key generation single bit of key is not encoded

with one PUF symbol, rather it is encoded with B number of symbols for better reliable
decision making in decoding. By simulation we have seen that B>4 is extremely reliable

for key generation.
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Algorithm 6: Key generation

) T BOKD & (0 R :noisy response of"iPUF )
I 00gARa
L: length of HD
B: #HD symbols required to encode/decode single key bit
Key =[]
For =F1:B: L
M1=M2=0
For j=0:(B-1)
D1=abs(HD(i+j)i PUF1(i+j))
D2= abs(HD(i+j)i PUF2(i+j))
/l M: matching count (sefeigure99)
M1+= (D1>1)?0:1
M2+= (D2>1)?0:1
Keybit=(M1>M2)?1:0
Key=[Key keyhit]

7 I Cade. Mismatchel
6 D=1 — Bl
. N
8, AN
é) 3 o \
) Awi W\
1 Re (‘(M Mismatche=1 \/
/T
0 >

Figure 99: Maximal likelihood detection

6.5 Challenge Engineering

As it is explained in sectiof.3 the PUF output response is input sequence
dependent, and there are some sequences that are betiee thtaers in terms of various

PUF metrics (uniqueness, reliability etc.). Challenge engineering is to find a challenge
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(sequence of input symbols) which is optimized for PUF metrics. For a weak PUF the
challenge can be hardcoded into the PUF, and we aehallenge which will maximize
uniqueness (every chip will have different helper data), and will have fewer unreliable
response bits (increase reliability). Uniqueness and reliability of an analog PUF defined in
[17] is followed in this work. A hierarchical clustering is used to maximally cluster the
PUF responsggY) for a given challenge C, emumeratand thereby quantifyniqueness

(Eq.99).

éé,némiﬁiAﬂédJo{Q;ﬁbdéifn“m i (99
Where'Y is response o2 PUF device, n is total number of PUF devices used

and Q plt 8 8. On the other hand reliability is a measufeeaproducibility of PUF

response at diverse temperature and voltage conditions. Reliability of a PUF is explained

by Eq.100101and102

@ p QY™ Y s ¢ @di QO (100
= 0 otherwise
0 ) (102)
Y O FQ w
I 'Qa QMo Qa Wdw zp 1% (102

Wherem is total number of symbqlk is total number of environment corners.
Based on above definitions of uniqueness and reliability, a genetic algorithm based
challenge crafting algorithm is proposggeFigure100). For every m candidate stimuli,

n PUF devices and k environment corner n*m*k responses are simulated. Every stimulus

is assigned a weight W(ilEq. 103 and based on their weights stimuli are ranked. In every
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iteration of genetic algorithm only elite stimuli are kept and others are discarded. New

stimuli are created from elite pool of stimuli by genetic cross over and mutation.

» N w Qz w NQ plt8 a (103
Wherew Q B 06 ¢ QN 6 Qsur bfiuniqgueness at environment corners)
andw N B i Q& Q& @utof@batility of all PUF devices)For astrong

PUF we start the Genetic algorithm from different initial population and run it multiple
times to come up with many challenges. We run this algorithm on 1000 random process

varied devices (+10 % vth and length variation) to tune the challei¢e of the PUF.

k environment m*n*k Responses
conditions

n PUF devices
m candidate stimuli

Offspring
stimulus

Figure 100 Challenge crafting

6.6 Experimental Results

6.6.1 PUF Performance Metrics

We cannot control voltage fluctuations and environment temperature condition of an IC in

deployment. Becausef the above mentioned environmental variations, PUF responses
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may become noisy and may not match the helper data extracted during provisioning.
Previous PUFs relied on error correction coding to tackle this issue. As we have mentioned,
we will tolerate 1code difference during decoding, thereby becoming less reliant on error
correction coding. We conducted an experiment where 2000 process varied PUFs were
taken and simulated at extreme voltage and process corners (VDD »ar@®d6 and
temperature is vagd from-20°C to 12¢C), to check their reliabilities. Reliability of a

PUF is defined as percentages of output bits that can be reproduced at extreme
environmental condition. The result is showrrigure10landFigure102respectively. It

is apparent that amplifier biased at deep subthreshold (VDD=0.5) is less reliable than the

amplifier biased just at the threshold (VDD=0.55) region of operation.
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Figure 101 Reliability of PUF biased at deep subthreshold (architecture 2)
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Figure 102 Reliability of PUF biased at just subthreshold (architecture 2)

From the same process statisticsl(+% vth and length variation) 2000 arbiter and
propsed analog PUFs were created. For a 512 bit input challenge, how many unique
responses were created out of 2000 PUFs are compared and sH@hbie20. Result in
Table29 clearly shows that for a givemumber of bits, analog PUF effectively exhibits 2X

more randomness than the arbiter PUF.

Table 29: Comparison of arbiter PUF and proposed analog PUF

Arbiter PUF Proposed Analog PUF
architecture 1 | architecture 2
unigueness 0.35(700/2000)| 0.7(700/1000) | 0.8(1600/2000
reliability 99.6 % 99.0 99.5 %

6.6.2 Robustness to Security Attacks Using PUF Model Learning

In this section we show that the proposed PUF is difficult to model using black box

experiments and therefore provides robusttesBUF clone based security attacks.
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Section6.3, amplifier memory effect is discussed and it is seen that the PUF output is
dependent on previously applied inputs al®o.model for capturing the sequence
dependence effeid proposed in Eq.04. To find the mode, a neural network (sdggure

103 with tapped input delays to capture dynamic response of time series data is used.

Mat |l abos t r kevenberifMafquadta@lgoritbnhis used to train the network.

® Qo B8 VM Q n (104)
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Figure 103 Neural network used for analog PUF model building

Hidden Qutput

Figure 104 Neural network used to build model of Arbiter PUF

We have also used linear regression (Hip) to predict this model behavior. For
this experiment, 8 bit ADCs at the inputsFafjure88 and 3 bit ADCs at the output are
used. In[13( the authors have used logistic regression and evolutionary techniques to
solve the model of Arbiter and XORrbiter PUFs. Models of Arbiter and XGORrbiter

PUFs as described {130 131 are given inFigure 105 Detailed derivation of delay
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equations and parameters are giverdl80 131]. Eq.106 and107 describe top and bottom

path delay models of an arbiter PUF.
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b
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(b) l Arbiter PUF
Figure 105 Arbiter PUF
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Linear model building has been used to reversgineer arbiter PUF and XOR
arbiter PUF models. Neural networks that model arbiter and XOR arbiter PUFs are shown
in Figure 104 For 32 bit arbiter PUF and XOR arbiter PUF, the number of unknown
parameters to be estimated for linear model building argpand € p , respectively.

The model building success rate is showirigure 106. It is apparent fronkigure 106,
that reverse engineering of analog PUF should be extremely difficult for an adversary.

While matching PUF response the same definition used in maximum likelihood decoding
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descibed in sectior6.4 is used (i.e. one code difference will be considered a match).In
[13( the authors have used logistic regressand evolutionary techniques to solve the
model of Arbiter and XORArbiter PUFs. Using the models of arbiter and Xx@Riter

PUFs as described [130 131], and using same process statistics as of analog PUF, we
try to build models of arbiter and XO&biter PUFs using neural network. To have an
apple to apple comparison we have compared various performainoesdel building
attacks on various PUFs w.r.t number of input bits. With 8000 input bits an attacker is
almost 95% accurate to predict arbiter PUF response and prediction accuracy falls to 62%

for XOR arbiter PUF. Prediction accuracy for proposed arnldig is almost 33%.
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Figure 106 Model building attack on various PUFs

6.7 Analog PUF Performance Quantification Metric

In this section we will discuss how to compare and quantify the performance of any

analog block to be used as PUle. date we use uniqueness metric to compare two PUFs.
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Uniqueness is manifestation of process variation present in the technology and how the
underlying circuit is exploiting that process variation to create different signatures. It is
required to stimula& the candidate PUFs (sampled from large number of process corners)
with a large number of stimulus to measure uniqueness of a PUF. Uniqueness provides a
measure of randomness harnessed from the device. In previous sections we have discussed
how memory efécts in analog circuit can be fused into special randomness to enhance the
randomness harnessing capability of an analog circuit. Here we will discuss a metric (we
named it generating matrix) to compare among analog circuits suitable for signature

generatn.

t=1, t=t, t=t,

Figure 107: State transition graph and corresponding generating matrix of
the PUF

Lets assume that the analog output is quantized into (n+1) number of levels. If we

sample the analog output at regdladnterval then sinature of length m is given in Eq.



111 InFigurel07, we are showing a state transition graph where an arrow shows a possible
transition between states. Signature of length m ishaipahis state transition graph of
levelm@® O 0@ 0 ). Higher the number of such paths possible, better will be the
uniqueness of the PUF.
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Generating matrix is a connection matiéx @)sof the state transition graph of two

adjacent levles. Number of unique possible paths from thetstatation graph is given

by Eq.112 If we assume that the generating matrix remains constant between any two

successive levels then Efl2becomes Edl13

0640 Qrpdd "D ;D 88D (112
VM D  QFMQQE QI GayQd£THIG QU AEiQ
00400 QD ‘@ (113

LMo @y ®F E @ R
Strength of generating matrix is defined as the number of ones in the GM matrix
(given in Eq.114). Higher the number of ones, more is the changeafucing an unique
signature. Strength of generating matrix is formulated as a metric to compare two analog

structures for building PUF.

YOI O TWDOE Qi @avQd BB 00 GQ (114
Figure 108 is corroborating the idea explained above with simulation data. For n=7 (8
number of quantization levels) and m=5 (signature lengtR)gure108a) we have shown
how the number of unique signatures insemawith generating matrix strength.Rigure
108b) we have shown how the average code difference among the generated signatures

are increasing with generating matrix strength.
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Figure 108 (a) Generaing matrix strength vs number of unique signatures
(b) Generating matrix strength vs average code distance

6.8 Applications to Public PUF

In this section we will discuss how the proposed analog PUFs can be leveraged to
build public PUF. In conventional PURbe challenge respong€R) pairs used to
authenticate any IC are stored in a protected server. During provisioning stage these CR
pairs for every manufactured ICs are generated and stored in the server in a trustworthy
environment. In deployment when aB is pinged with a set of challenges, it produces

corresponding responses and send them back to the server along with its own serial chip



ID. The server authenticates the IC by comparing the stored responses with the received
ones. Provision and deploymergeration of a PUF is shown igure98. In public PUF

instead of storing all the responses in a secured server a model corresponding to each
manufactured IC is publicly available. Thus public PUF does not entail large stpeage s

and security of storage server. Public PUF is predicated on the fact that circuit response is
way faster than any of its model simulation. How these models are generated in the

provisioning phase is explained below.

6.8.1 Public PUF Model Generation and \idhtion

Decoder
Response vddl —' L _!_
‘ Tk
' MUX Vda T
: vdd4 T
=R
}——'
(a) Analog PUF |:0ha:|—|nenge =R
array =
=R
Low Differential Gndl —1a
P_ass 9H dZ —
. Bt Response Gn 14
Input2 Register Gnd4 —|
T l LL
P(':gs -|—
Filt
— Decoder
(b) Each array element (c) Push Pull Amplifier

Figure 109 Public PUF architecture

Input and outputof the amplifier (shown inFigure 109c) are observable during
provisioning phase. After provisioning these ports are disabled so éhaséh (potential
attacker) has no access to model building of the PUF. Every IC response deviates from its

simulation response due to manufacturing process variation. The public model developed
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for an IC in provisioning phase is a SPICE level model. Asvshin Figure110we have

formed an optimization problem with the objective of matching IC response to its model
response. BSIM4 SPICE model of a transistor has more than 400 parameters in it. We keep
few critical parameters (thsbold voltage, oxide thickness, length, width etc.) as variables

in the optimization while rest are kept at their nominal values to keep the optimization
problem tractable. Error in fitness function of the genetic optimization is shorigune

111

Error=1C Response
Manufactured IC  SPICE netlist Response

>_|— Genetic

Random SPICE netlist Optimizer
Challengsg

SPICE parameters

Figure 110 Public PUF model extraction
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Figure 111 Public PUF model parameter optimization

Figure112is showing an original IC response and its extdhaw®del simulation
result for random input stimulus. Maximum analog response atgnmetrics are shown
in Table30. Error in symbol rate is 0.38% for 3 bit ADC. figure113we have shown
symbol error ate v/s ADC bits for raw decoding and maximum likelihood (ML) decoding.
In raw decoding with the increase of ADC bits, symbol error rate is increasing, while for
ML decoding the error is fixed (very close to 0). The above experiment proves that the

primarysource of error in raw decoding is ADC quantization error.
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Figure 112 Public PUF model validation

Table 30: Public PUF model extraction validation

Maximum analog response mismatch 14mv
Average analg response mismatch 3mv
Number symbols transmitted 10000
error in symbols 38
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Figure 113 Extracted PUF model validation
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6.8.2 Public PUF Architecture

The proposed PPUF architecture (showifrigure 109) is an array of differential
analog push pull amplifiers. The challengeits are stored in memory. Challenge bits
serve as input to these amplifiers (after digital to analog conversion and low pass filtering)
and also in selecting vaus bias knobs of the amplifierBifferential structure is employed
to reduce the effect of ambient temperature and other circuit related Inoseery clock
cycle they are used to selecne of the element responses through a multiplexer.
Multiplexer ®lect lines are also coming from challenge bits. The structure shduguire
109 has no external feedback. Memory effect in response coming from analog amplifier.
We can increase the effect of this hysteresisetmploying an external feedback and
memoryelements (flip flops). Figure 114 is showing the modified PPUF architecture.
XORing external feedback and challenge bits (as showkfigare 114) to control bias

knobs of the analog circuit removes the possibility of parallel simulation for an attacker.

D>

Low
Ii D/A Pass
Filter

Differential
SH Response

Challenge Input2 Register Amplifier -..
| Low
D/A Pass
Filter

Figure 114 Modified PUF architecture

6.9 Conclusions
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In this chapter we have demonstrated the potentaagferly biased analog circuit
in harnessing randomness from prevalent process variation in IC manufafidtinbhe
authors have also fused memory effects in analog circuit into spati@nnaeds due to
process variation to thwart model building attacks on proposed PUF. Randomness
harnessing capability of the proposed PUF, per input bit (or per unit given area) is far better
than the state of the art PUFs. How the proposed analog PUFs esedo@ public PUF
has also been demonstrated. A metric (strength of generating matrix) is proposed in this

work for better comparison of analog circuits to be used as PUF.
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CHAPTER 7. CONCURRENT BUILT IN HIGH RESOLUTION
PULSE PROPAGATION DRIVEN TROJAN DETECTION IN

DIGITAL SYSTEMS

7.1 Introduction

Smart computing devices are ubiquitous now a days in human life. Integrated
Circuits (ICs) are backbone of these computing devices. ICs have proliferated into every
aspect of human life from smart phones, personal computersdizal devices, industrial
controls automotive parts and military applications. Until recently, security of computation
was mainly dealing with trustworthiness of softwares used in computation hestihg
attacks on softwares. Underlying hardware used assumed to be trustworthy. The
hardware cannot be trusted anymore. Defense Science Board of the US Department of
Defense raises concern of hardware security in military criticapegents[132 133. IC
manufacturing is getting very intense and complicated at sub nanometer technology nodes.
IC manufacturing supply chain is now diversified. Logic desigerification, circuit
synthesis, fab, packaging, testing all may be handled by various specialized teams. These
specialized teams may be at different geographic locations and run by various
organizations. Outsourcing of IC manufacturing has increased gssibility of

intentionally tampering circuit at various possible design phases.

It is righty pointed out if132 that trust has to be incorporated into an IC in design
phase (Design for Security). There is a high need in industrypémiad mechanism built

into the circuit to uncover these intearial malicious tampering. One way to uncover
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hardware Trojan is to delayer the IC and take image of every layer with electron
microscope and matching it with corresponding designed layout I8yeh an approach

is very expensive and destructive. It also requires the use of appropriate (specially
designed) CAD tools to detect inconsistencies between the actual physical design and the

intended implementation.

Hence there is a need for nondedimgctesting mechanisms for maliciously inserted
Trojans into IC hardware. There has been research on detecting embedded Trojans by
triggering it and comparing the logic values with the expected digital resdd:3ge$35.

The process of detecting Trojans by actually triggering it, is an expensive proposition. By
design Trojan is triggered by a specific setpeeof low activity logical events. Though
Trojans rarely modify functionality of the design, their presence may alter other detectable
characteristics of the IC behavior (side channel signature). Popular side channel analysis
techniques for Trojan deteati are (a) power measurement techniquas, 137, (b) delay
measurement methodd 33 138141] . Other popular alternative Trojan detection
techniques include Trojan activation time reduction, physical desigadotesting142

and light emission techniqli@43. Various state of the aftardware Trojan detection

schemes and their drawbacks are as follows:

7.1.1 Reduced Trojan Activation Time

Hardware Trojans escape functional testing as Trojan activation time is too high.
Presumably the Trojan payload circuit inputs are coming from very &iwvitg factor
nodes in the original logic circuit. [2, 134, 135 authors have tried to artificially increase

the activity factor of those nodes with few extra gates to catch anomalous activities in the



circuit. Even if k probable Trojan nodes in the circuit are identified, it is not know
beforehand whichcombination of those will actually trigger the Trojan, and if it is
sequential Trojan then the problem turns out to be more intense and complexity becomes
many fold. For a combinational Trojan, all possiblecombinations needs to be checked.
This m&es Trojan detection extremelyosl and infeasible. In this thesis chapter
technique is proposed to identify Trojans in less than k combinations for k probable Trojan

nodes.

7.1.2 Power Measurement Techniques

In [136 the authors propose a Trojan detection scheme emplayia(steady state)
current measurement at various sites across a chip. This method needs many Trojan
infested and Trojan free chips for statiati training purposes to calibrate out process
variation. Where the entire IC manufacturing is outsourced, it is impossible to obtain such
Trojanfree chips in case they are being maliciously tampered witfl37 the authors
propose a power measurement scheme where Trojan activity is increased and original
circuit activity is decreased in order to discern power consumption betwejan affected
and Trojan free circuits. This approach assumes that although the circuit activity is reduced,
Trojan activity remains unaltered through the testing process. Key issues with this
approach is that a single test vector has to be sustain@® fdock cycles and process

variation.

7.1.3 Path Delay Measurement Techniques

In [14]] the authors have shown a path delay measurement based Trojan detection

scheme where path delays of Trofaee chipsare collected and a chip signature is
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constructed based on measured delays. In order to frame these signatures one needs to
know apriori which chip is Trojainfested and which one is Trojdiree. The authors have
assumed the use of chip delayering anectebn microscope imaging to obtain this
information. In[133 Kumar et.al discuss Trojan detection uspagh delay measurement

in scalable encryption algorithm (SEA) ASICs. Path delay measuremestt bagan
detection becomes ineffective in presence of process variation, as delay variation due t
process can mask increase in delag thuTrojan insertion. I14Q the authors have
analyzed the effects of process variation on path delay based Trojan detection. The authors
in [133 141 have not considered process variation with due diligence in their respective
approaches. Cha and Gudte38 139 have proposed a Trojan detection scheme in
presence of process variations (systematic/global process variations) by incorporating on
chip test circuitry ad through use of special calibration procedure. The authors assume
that all the ICs are either Trojan infested or Trojan free. The proposed methodology
requires testing of a large population of circuits to statistically predict the existence of

embedded fojans.

In this thesis chaptea novel very high resolution pulse propagation driven hardware
Trojan detection scheme woposed. The rest of the chapigerorganized as follows:
Contributions of this work is described succinctly in sectigh Trojan threat model used
in this work is explained in sectiah3. Theory of pulse propagation through logic gates is
described in sectio.4. Pulse propagation driven Trojan detection ideas are described in
section7.5. Current detector, pulse generator and other related analog circuit operations
are described in section6. Section7.7 describes how the proposed Trojan detection

technique can be integrated into digital design. Simulation results to corroborate the



efficacy of the proposed Trojatetection technique are given in sectibl Conclusions

are drawn in section.10,

7.2 Contributions of this work

We have shown in our previous work [df 144] that a pulse killing technique is
capable of detecting any stray extra capacitance in any node wittcedented accuracy.
Pulse killing technique has shown -26X times diagnostic resolution than delay
measurement (and frequency measurement), in presence of process variation. The above
pulse killing technique is independent of logic depth in the cinatile the other majority
of the Trojan detection techniques (delay measuref@88t141], frequency measuremen
[145, power supply curremheasuremeritl46, 147)) lose diagnostic resolution with the
increase in number of gates in the desigme proposed pulse killing technique is self
referencedit does not require any process calibration and no Trojan free manufactured ICs
arerequred I n presence of process variation in
detecting Trojan is extrerhe difficult even if golden reference (nominal design) is

provided.Comparison with other state of the art Trojan detection techniques are shown in

Table 31. Major accomplishments of the proposed Trojan detectibverae are briefly

pointed out as follows:

(a) Reference free Trojan detection amid manufacturing process variation.

(b) Higher diagnostic resolution than state of the art technifdi8® 141]

18C



(c) Trojan detection time is linear (in terms of number of susceptible Trojan nodes) in
the proposed approach as opposed to exponential in state of the art Trojan detection
schemes [4, Ty increasing transitional probabilities of susceptible Trojan nodes.

(d) The proposed technique is suitable for detecting-shmall Trojans.

(e) The circuitry needed (pulse generator and pulse detector) to enable the proposed
pulse propagation driven Trojaetéction scheme can be incorporated into existing

JTAG and boundary scan infrastructure of digital pipeline stage designs.

Table 31: Trojan detection comparison with similar delay and frequency

based techniques

Process variation| Requirement of Trojan free | Detecting  ultra-small
calibration and Trojan infested ICs. Trojans

[138 | Require to| All the tested ICs either b Not possible to detec

calibrate out Trojan free or Tojan infested] ultra-small Trojan
global procesy This is required for statistici employing only 3 to §
variation. hypothesis testing. gates.

[147] | Not required Require both Trojan free arnf Not possible to detec
Trojan infested ICs for mode ultra-small Trojan
building. employing only 3 to 5

gates.

[147] | Not required No such assumption is mag Not possible to deteg
A self-reference metric i§ ultrasmall Trojan
enumerated based on multig employing only 3 to
current sensor readings. 5gates.

This | Not required No such assumption is madqg Geared towards detectir

work ultrasmall Trojans
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7.3 Trojan Threat Model

Design for Trojan  Trojans: _ Detect
(DFT) 1. Addl_ng malicious extra Ir.::glc Trojan
DFT 2. Maliciously change doping
f selected gates
— Secured 2 ﬁ
Netlist ' DFT
Netlis ﬁ —)
DFT -
; . DFT
el sl Untrusted Foundry Test IC

Figure 115 Trojan threat model

The threat moel defines how a hardware Trojan is designed to attack and cause
malfunction of intended operation or to leak secret information. In this work we have
considered logic Trojan (putting extra covert circuitry to cause malfunction) and dopant
Trojan (change n doping of some predetermined logic gate transistors to cause
malfunction). Trojan attack model assumed in this work in IC manufacturing supply chain
is shown inFigure115 We have assumed that the design cesteusted. The designed
netlist is secured by adding design for Trojan (DFT) analog IPs in the netlist. If any Trojan
(extra logic circuitry, or dopant level Trojans) is incorporated in the foundry, it would be
easily detected during IC manufacturing itegt This Trojan threat model is appropriate

for all fabless semiconductor companies.

7.3.1 Extra Logic Circuity Trojan

As described i1148 149 Trojan payload is the part of the circuit affected by the
Trojan (part of the circuit where logic value is changed due to Trojan) and the act of causing

it to have incorrect logic values is initiated by a Tnojagger. Trojan can be combinatorial
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or sequential. One example of each is givdfigurel16. Be it combinatorial or sequential

the inputs to the Trojan trigger circuit is coming from original circuit nodes (low
transitional pobability nodes). When an original circuit node is tapped for Trojan trigger,

it experiences an extra capacitance. Least capacitive tapping would be to use a minimum
size inverter. Even when the Trojan is not activated this capacitance would be thiere due
loading of an extra gate (sEegurell7). It is this extra loading that we aim to detect with
unprecedented high resolution using current sensing of pulse propagation through logic
gatesGate capacitance of a minimum sizederter adds 0-2 fFcapacitance to the tapped
signal node (45nm PTNIL5Q ). It will be shown in subsequent sections that in presence

of 10% random process variation 880 aF of extra capacitance can be detetted by

proposed pulse propagation technigue.

Trigger

Trigger Original Trojan
Output Output

Trojan

ede Payload

Original_
Node

Payload @) (b)

Figure 116 Trojan Models (a) combinatorial Trojan (b) sequential Trojan
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Figure 117: Tapping original circuit node for Trojan inputs (b)
Corresponding equivaknt circuit when Trojan is not activated

7.3.2 Dopant Level Trojan

In [15]] the authors have shown that without even putting any extra circuitry, by
modifying the dopant profile, Trojans can also be created in dtciftiese Trojans act as
stuck at faults (short VDD/Gnd to output node). One such example is shé&iguie118
where output of one inverter is stuck at VDD. Similar stuck at Gnd is also possible through

NMOS trarsistor doping profile changing.

VDD

Stuck at

_‘ - }DD%
-,

Figure 118 Dopant Trojan
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7.4 Theory of Pulse Ropagation Through Logic Gates

7.4.1 Pulse Killing

@7

Vo

T

CL

- T

Figure 119: An inverter

Without any loss of generality, pulse propagation thhoag inverter chain is
analyzed here. The same concept is applicable to a chain of diverse types of CMOS logic
gates. Forming a closed form equation describing input output relationship of an inverter
is subject to reasonable assumptions. J.R Burns wadirsheperson to derive such
equations for a step input. Kayssi ef 2 have shown such analytical relationships for
inverters under predefinadput shape assumptions (ramp and exponential ). Bisdounis
etal[153 haw s hown such relationship for submi

current law ato (Figure119) yields Eg.115and116.
L, Qo w (115
Oub— O O oOLV———F— T
Qo o, Qo0
Qw o0 O ©° (116
QO 60 60Q06 60 00
The equations can be normalized so that they are independent of technology

parameters (technology parameters are usesbimalization factor). This normalization
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helps in intuitive understanding of their function and the formulation of generalized

analytical equations. The normalization factorsgaven below in Eq117and118

B & o 0 (117)
v — U -— U -— U -— 1 o
w w w w
. O . 0 .. 80 . 80D 11
Q — Q — WA — wa — (118
UV W U w U W L W

Using these normalization factors, the system of equations describing the input
output relationship of theaverter is given in Eql19 Expressions foiQQ and"Q can be
found in[154].

QD wa QO Q Q (119
Q0 WawWwdQo0 wawa

Table 32 Measured technology jarameters

CL CM b VDD th th Kn
0.22fF | 0.06fF | 0.8 | 1.2 0.39 | 0.5 | 105pA/V?

Table 33: Minimum pulse width required for propagation through the
inverter chain

tr/tf of | U U Min Pulse Width ( Min Pulse Width
Input SPICE Simulation) | (Numerical

Pulse Solution )

1ps 15ps | 9ps 18ps 18ps

6ps 15ps | 9ps 13ps 12ps

There has been research on pulse propagation through logic gates for Single Event
Transent (SET) analysigl54, 155. In SET analysis, the objective is to determine if a SET
pulse can propagatthrough a logic chain and cause a logic failure. This analysis is

leveraged for the pulse propagation technique proposed in this work. The above system of
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minimum width (b) input pulse width greater than the minimum required pulse
width

equations are solved numerically and compared with SPICE level simulation results to
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determine theffectiveness of pulse propagation in this work. In the following, all SPICE
simulations use NCSU 45nm predictive technology. For inverter chain simulation,
minimum sized invertersrE50nmIp=50nmWn=100nm Wp=160nm) consisting of low
threshold transister (NMOS VTL and PMOS VTL) are used. The corresponding
technology parameters are shown in Table 1. To propagate a pulse through a long chain of
identical gates, at every gate, the transition swing should be rail to rail i.e. a positive pulse
should reach VD and a negative pulse should reach ground potential in order to continue
the pulse propagation. If at any intermediate gate, rail to rail swing is not achieved at the
gate outputs, the pulse will attenuate as it progresses through thekigane {20) and
eventually Adieo. | f o ¥oh is smallerthan thep(dD to9@% )r i s e /
riseffall (t 7t ) time of a gate then the minimum pulse width required to propagate the
pulse through the chain of gatestis 1t [154. It is found both by numerical solution

and SPICE simulation that this is a greatly relaxed constraint for 45nm technology nodes
and below. Ifo 0 L T 1t then the constraint is even more relaxed. Table 2 above,
depicts two such examples that illustrate this pétigure 121is showing two examples

a) pulse width is above the requdrpulse width and pulse is propagating through infinitely
long logic chain of inverters b) pulse width is less than the required width and gradual pulse
killing. We have mentioned earlier that a presence of pulse can be detected by sensing
supply currenbf a logic gate. When a pulse is propagating (dying), peak pulse voltage
versus supply current at corresponding inverters are shovdgure 122 Both peak
current and rms current show almost linear relationship peak voltageFigure 123

corroborate our idea of detecting a pulse by sensing supply current of a logic gate.
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Figure 123 Peak pulse voltage vs current drawn from power supply

7.5 Approach: Pulse Propagdion Driven Trojan Detection

Pulse propagation driven Trojan detection is a-is#ffrence Trojan detection
technique where nprocess calibration and no reference Trojan free manufactured ICs are
required. It is assumed that the scan-figps drive theinputs of the logic circuit and

outputs of the logic circuit are scanned out.

7.5.1 Pulse Sensitization

Firstly low transitional probability nodes are identified by stimulating netlist with
sufficiently large number of random input stimuli. These are the pl®@abjan tapping
nodes (Trojan circuit will take input from these nodes). Pulse sensitization is performed
from selected logic circuit inputs to appropriate logic circuit outputs in such a way that all
the required circuit nodes are included in at least sensitized path. The sensitization
vectors are determined via a test generation algorithmrl@ae 34) and we assume that
all paths selected are singdath sensitized. The widths of the pulses launchedaséudly
minimized according to the discussion of Section 3, so that they pass unattenuated through

the slowest gate in the path including worst case delay variation effects (e.g. if the slowest
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gate in the path has nominal delay d and x% worst case \dai@yion is expected, then

the minimum pulse width that passes unattenuated through an identical vaaféawiad

gate with delay (1+(x/100))*d is computed). By induction (and confirmed via simulation),

it can be shown that such a minimum sized puldepass from circuit input to output
irrespective of the number of gates in the selected logic path. Note that if two gates in a
sensitized logic path have different delays d1 and d2, with d2 > d1 and if the minimum
pulse width is selected that passestigh the gate with delay d2, then any additional load
capacitance on the gate with delay d2 due to a Trojan will be detected as it will attenuate
the pulse and dAkillo it. However, a Trojan
with delay d1 witha minimum capacitance CTrojan before it is detected by our pulse
propagation procedure. Hence, for every test and for every node in the corresponding
sensitized path, there is a minimum resolution CTrojan with which Trojans can be detected
for that node arresponding to the applied test. If a logic gate is common to two or more
pulse propagation tests, then the maximum resolution with which a Trojan can be detected
at the output node of that gate is the minimum of the resolutions corresponding to each of
the applied tests. This resolution is a function of the delay variation of a single gate as
opposed to a logic path and thereby becomes independent of the number of gates in the
path. In contrast, for path delay based Trojan detection, if there are Nrgatpath and

the max delay variation in each gate is x%, then the extra delay from a nominal delay path
is N*x time units. This is the delay guard band that must be allocated to the path delay
measurement in excess of which the presence of a Trojani¢éatedl Consequently the
value of CTrojan is significantly larger (25X) as that much capacitance needs to be attached

to an internal node of the path before its worst case delay value is violated.
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A key point to note is that logical effort based devicengizchemes that optimize a
circuit for performance tend to equalize delays across all logic gates in a path irrespective
of fanout. If all gate delay values are equalized asymptotically to a commondvahae
if there isx% worst case variation in delay each nodehen Grojanis the extra capacitance
that causes the delay value of the gate to increase from d to (1+(x/100))*d and is the same

for each node along the path, irrespective of its logic depth.

Pulse Vector
Test Vector 1011

Pulse Width )
Corresponding Pulse Vectors

C _Trojan — D B
- (b)

D011 BO11
1D11 1B11 | ‘ ‘ ‘
1001 10B1
101D 101B

Figure 124 (a) Datastruct ure for circuit node (b) Pulse \ector

Figure 125 An example showing pulse test generation

For proof of concept, a simple-Blg[156 based test generation algorithm for single
path sensitization is given Trable34. A simple example of pulse test generafmmoutput
node of gée 7is shown inFigure125 Two vectors 111D00 and 1D1000 are found by the

D-algorithm.For pulse test vector 1D1000 both the inputs of gate 6 were carrying a pulse.
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So this vector is dropped from the test vector Bet.vectorl11D00 only one input of a

gate is carrying the pulse.

Table 34: Test generation for pulse based Trojan detection (voltage sensing)

[* generate data structure*/ [step 1]

For each circuit node a data structure is created. (S&égure 124a)

[* generate test vector and corresponding pulse vectors*/ [step 2]

For a given node generate testvectorsfors a 1 &s_a_O0 faults usialgD

[* for current sensing, the given node is considered output nde as pulse
detection point will be found later*/

Generate corresponding pulse vectors (seigure 124b)

[*find sensitized paths*/ [step 3]

Apply a pulse vector and circuit response is captured. (Logic simulation)

If any pulse (D or B) is found at the output, that pulse is traced back to the inpt
A traced path is valid if all the gates in the path carrying the pulse through onl
one of its input. (for example if both the inputs of a nand gate is D, output woul
be B ,it is carrying the pulse through both of its inputs and the path containin
this gate is dropped from sensitized path list)

/*find minimum pulse width*/ [step 4]

The worst case process variation SPICE Netlist is taken and the pulse vecto
applied. Starting with the minimum pulse width, the digital control of the pulse
generator is increased until the pulse is detected at the output. This is tr
minimum pulse width required to propagate through the sensitized path
corresponding to the pulse vector.

/ *find minimum Trojan capacitance*/ [step 5]

The best case process variation SPICE Netlist is taken andd a  (starts with
minimum 0.2fF) is inserted at a node in the sensitized path. The pulse vector
applied and # value is increased unti the pulse gets killed. This is the
minimum capacitance detected by the pulse vector at that node.

Repeat steps 3 to 5 for all the pulse vectors [step 6]

Repeat steps 1 to 6 for another given circuit node[step 7]

5.2 Pulse Sensitization and Current Sensg Location Finding

The voltage based pulse detection requires logical effort based circuit sizing to keep
each stage delays equal. In synthesis it is not always possible to keep all stage delays equal.
The above mention technique does not take into atctan out problem in pulse

propagation. If a pulse is so chosen (pulse width) that it would go unaffected through
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maximum k fan out nodes, and in the path if it encounters any higher fan out node (>k)
then the pulse will get killed. At higher fan out npgelse experience an extra capacitive

load that kills the pulse. So inside the circuit if we are testing presence of Trojan at a
specific node of fan out k, then pulse cannot be applied from input through a path where
fan out is greater than k at any amede. Similarly the voltage based technique aims to
detect the pulse at the output scan flop, which is also not possible in presence of high fan
out in logic circuit. And all the scan flops would require pulse capturing capability. In this
work asinglearrentd et ect or i s sufficient to detect

One such example is showrFigure126 where nodes m and n are Trojan probable nodes.

m
X
Input n
Out
(a)
=l
e ou

Input

Observable
Gate for node

a..n

n
Pulse (b) Ou

Figure 126 Finding current observation point and pulse application
point for a given node (a) original circuit (b) modifiedcircuit to incorporate
Trojan detection DFS
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A pulse can be applied to node m from primary input but cama@tpplied to node n as

there are no path from primary input to node n with max fan out of 1. For such nodes we
have used one extra scan flop in scan classiiown ifFigure126) similar to the approach

used in[2]. From node n there is no path to take this pulse at the output, on the basis of
above mentioned fan out issue. Ifweobservs uppl y current of gate

able to detect presence (or absence) of pulse at node n.

We have shown in previous section and will further show in experimental result
section that under extreme process variatier2(+% random Vt change B8, ff, nominal
process corners) the proposed current detection technique can detect presence of a pulse in
any one of 100 observation gates if these is a pulse propagation through any one of them
(seeFigurel34). For stimulus generation and path activation we have used a PQBHAM
like algorithm. We do not kill PODEM atfter finding one stimulus and one activation path,
we keep on running it to get all ggible stimulus and corresponding activation paths. For
finding pulse application point and current observation point Tadée 35 and Table 36)

we choose the best pathdacorresponding stimulus from PODEM output.
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Table 35: Algorithm for implementing pulse detection based DFS (Design for

security)

1. findTransitionPrb(netlist, random stimuli)
2. /*Stimulate netlist with sufficiently large number of random stimuli to find

low transition probability nodes in the circuit/
3. 3 1s400DA 4EOACEGTIAMAAET EOQU
4, //select nodes below threshold transitional probability
5. OG=null // null observable gate set
6. Foreachi ~ 3
7. O OE IORAIA® E (M 1

=FindStimulusAndActivationPath(netlist, T )
8. /I see algorithm described in Table 34
9. If( activation path ==NULL)
10. Add an extra scan flogsee Figure126)
11. O O E IORAIA® E (EAMGERNndStimulusAnd
12. ActivationPath(netlist, T )
13. I C FindobservableGate(netilts ] FOOE I0D1 O
14. /" | " 5IC
15. Assign6 % to gates {OG}
16. Assign VDD to all other gates
17.  Synthesize design
Table 36: Algorithm of finding observable gate for a corresponding low
transition probability node
1. FindobservableGag(netlist, TROOE T 01 OO
2. {node values}=circuitSimulator(netlist, stimulus)
3. f=fan out of node n
4. {P}= Traverse netlist graph from node n towards
5. output and track pulse till it reaches output or a
6. higher fan out (>f) node
7. //netlist is a unidirectional graph where logic gates
are nodes and connections are links

8. 0 For all path listed in {P} find the longest path
9. og= last gate of 0
10.  Return(og)
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7.6 Required Analog Circuits for On Chip Pulse Generation and Detection

7.6.1 VoltagePulse Detector

1.5

PR .
05 :
u L
( 0z 04

CD DCIk

Pulse InData In

0: Pulse Absent
D
Gutn[ Outp

1: Pulse Detected

AN

clk

CLK | ‘

: Delay to
‘ Violation

06 08 1

x10°

ATnicl Hold

0.6 0.

& 1

Figure 127. Modified latch with pulse detector

1 o Pulse
‘ Input :
0.5 ; | |
0 — |
i . |
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; 4 o
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o — L —
-0'50 0.2 0.4 0.6 a8

Figure 128 Pulsedetector simulation result

The voltage pulse detector circuit is arefally sized clocked inverter and is

integrated inside the scan #ifop circuitry. The node OutrHgurel127) is precharged to

VDD during the low clock phase. During the high clock phase if the input D dosg@ot

any pulse, the node Outn is held at VDD and in case a pulse appears at the input D, the

node Outn is discharged to Gnd. At the negative edge of the clock, the node Outp is latched.
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The precharge clock is delayed to avoid hold violatiig{ure128). The proposed pulse

detector circuit can detect a pulse of minimum width 10ps.

7.6.2 PulseGenerator

Clock In ﬂ
o —_—>;ul se

.. Cap
Out
Digital Bank
Control ‘
— Cn

ﬂfw 7 chwL:

PWC : Pulse Wldth Contrrc:l

Figure 129 Pulse generator

The pulse generation circukigure129) is shared among multiple flfoops across
each pipeline stagé€igure134). The delay values of the inverters in the pulse generation
circuit are digitally controlled by using a caftac bank to precisely vary the pulse width
of the generated pulse. Figure 130 simulation result is shown where a single pulse
generator, generating a pulse of 25ps is driving 16 scan flip flops. It requipes phain
of sized inverteflogical effort based inverter chain sizing for driving large Idadpulse

routing15§.



1.4 1.4

© Clock
1.2 : Generated . 1.2-
Pulse
1,
1_
0.8}
0.8}
> 0.6f >
0.6_ e
0.4f
0.4t
0.2}
0 0.2
-0.2 ‘ ‘ ‘ 0
0 0.5 1 1.5 2 0 0.5 1 1.5 2
L x10° i x10°

Figure 130 Generatedpulse (25ps) from pulse generator loaded with 16 scan

flip -flops
45 .
43 Pulse Width Generated
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Figure 131 A comparison of pulse width generated and minimum pulse
width required

The proposed pulse propagation driven Trojan detection scheme is resilient to
systematic process variation to a great extent. An experiment is performed where a pulse
generators driving a pulse through a logic chakigurel20) . The pul se gener :
control is so chosen that it generates the minimum required pulse to propagate through the
logic chain. The digital control isgpt unaltered and the experiment is repeated for various
process variation conditions. It is apparent fiéigure131that the pulse generator almost
tracks the minimum required pulse width at various processtoamgli Systematic process

variation affecting the logic gates and pulse generator circuit gates similarly. If due to
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process variation gates are faster (slower) it requires narrower (wider) pulse and as the
delay inverters in pulse generator are alscefa@ower) the generated pulse is narrower

(wider).

7.6.3 SupplyCurrent Sensor for Pulse &ection

Diff Amp Comparator

Load

Figure 132 Pulse propagation current sensor

When a pulse propagates through a logic gate, it sinks current from power supply.
Weake the pulse is, lesser is the current drawn from the supply. The peak current
difference when a pulse is propagating versus it is not propagating is of the orders of 100
to 1000 Figurel32is showing the currenessor used to detect the peak current difference.
Rsenseconverts the supply current for observables gates to a corresponding voltage. This
voltage is amplified by the Differential amplifier. Value ofeRReis so chosen that even at
maximum current drawm condition voltage droop is not significant (voltage droop is
0.001 volt at maximum current drawing condition in this design).Two peak voltage
detectors are used to detect peak voltages, one at +ve cycle of the clock and thé& other at
ve cycle of the cldc Pulse input is applied ave cycle of the clock. So V1 is the peak

voltage due to quiescent current of the observable gates and V2 is the peak voltage due to



pulse propagation through any one of the observable gates. Switches S1 & S2 become
transparenin +ve andive cycle of the clock respectively. One simulation with 20ps
current pulse (on amplitude 1 pA, off amplitude 10nA) is showFignre133to illustrate

the operation of the peak current sensor. Clatgepis used to drain the charges stored in
peak detector capacitor to make it ready for next clock cycle test. The comparator goes to
logic high when V1 goes above V2 by 50mv. This 50mv offset is kept as a guard band for

process variation.

7.7 Application to Digital FSM
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Figure 133 Current sensor simulation result
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Figure 134 Integrating pulse propagation current detector with scan chain
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Control
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Figure 135 Scanned in values and circuit input

The proposed pulse propagation (both current sensing and vodtagjag based

Trojan detection scheme can easily be incorporated into traditional scan chains available

in the digital system for scan testing. A pictorial representation of such a system for pipeline

scanning is shown imigure 134. Similar integration is possible for boundary scanning

systems also. In voltage sensing scheme, presence/absence of the pulse is detected at the
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input of the scan floprigure 127). While in curent sensing schemene extra scan flop is

used in every pipeline to detect existence of Trojan in the previous pipeline logic stage (see
Figure 134). For multiple pulse sensing based detection either the DCgeoisataken out
(seeFigurel3@b) or an analog to digital converter is used to integrate it into the scan chain
(seeFigurel36a). A single pulse generator is shared amadhtipe scan flops of a pipeline
stage. It can be shared among multiple pipelines provided different types of pulses are not

used simultaneously by two different pipeline stages.
DC Voltage ou

Aucxiliary VDD
I
Current

Detector

Aucxiliary VDD

Current
Detector A

(@) (b)

Figure 136 Current sensor integration into thedesign @) With an ADC (b)
Without ADC, taking dc voltage out

As shown inrigure 134, input to a logic circuit can be a scanned in value or a pulse
form the pulse generator depending on scanned in pulse contrel Yapulse is applied
to the circuit if scanned in pulse control value is logic 1 (@gare135for explanation).
It is to be noted that a parallel scan chain is used to scan in pulse control values. In reality
these extra fligflops may not be required. Shadow {flpp in a scan fligflop can be used

to scan in these pulse control values.
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7.8 PossibleAttacks on Desgn For Trojan Circuits:

Pulse generatey pulse detectors will be provided to the foundry as an#bsg
Though it is difficult but not impossible to tamper these analog IPs. We have shown in
Figure 134 that probable Trojan infested paths are monitored. We can add some extra paths
(these added extra paths mayfilmen original logic circuitry or added chain of inverters)
to the monitoring circuit. These paths are sensitized by specific scanned in vectors and
pulse propagation (or killing) is controlled by pulse width control vector. As these vector
values are ndtnown to the attacker, tampering in pulse generator or current monitoring
circuit can be validated during testing.[147], the authors have proposed to manufacture
DFT cirauits in a different foundry and using 3D integration, integrate them with the

original die. The same approach is applicable here also.

7.9 Experimental Results

In this section we show the efficacy of the proposed pulse based Trojan detection
through simulation In this work 45nm free PDK15Qis used for all circuit level

simulations and layout synthesis.

7.9.1 Pulse Detectiotdsing Output Voltage Sensing

The test circuits used to establish the claim)amechain of NAND gtes, ii) a ripple
carry adder and iii) a 4x4 multiplielProcess instances are created by altering the threshold
voltage of each transistors in the netlist. Here best case (worst case) process variation stands
for Vt reduction (increment) by 20% (10% ssstatic variation & 10 % random variation).
A minimally wider pulse propagating through a path is determined for worst case process

variation. This pulse is propagated through the same path with best case process variation
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gates with a capacitive load aetfirojan affected node. This experiment is repeated with
increased value of Trojan capacitance until the pulse gets killed. This is the minimum
Trojan capacitance the pulse test can detect in presence of process variation. For delay test
the value of theapacitance is obtained which is able to delay the signal as much as the
worst case process variation gates were delaying. This is the minimum Trojan capacitance,

delay test can detect under process variation.

Table 37: Comparison of proposed pulse propagation test and delay test
detection accuracy for nand chain

Logic Pulse Test Delay
Depth Test
Min Cap| Min Cap| Improvement of Pulse Test ov
Detected | Detected Delay Test

S 880aF 1fF 1.13X
10 880aF 2fF 2.27X
16 880aF 3fF 3.40X
22 880aF 4.5fF 5.11X
38 880aF ofF 10.22X
70 880aF 15f 17.04X
Worst Case (No Trojan ) .. Best Case (With Trojan Attack)
G10 Gg3o , G50 = G70 G10
PInut ﬂ ﬂ ﬂ ﬂ A ﬂ Z 1 | ::ﬁ:t G3ﬂ‘° ::cz::e‘zt;ack
os-PUlse ] wal ‘
' Pulse Killed

0zr i - 02+ N &
G50 G70

o2 i L H i L oz
o oz 0.4 06 08 1 1.2 o

Figure 137. Pulsepropagation through nand chain
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Results shown inTrable 37 is avouching the claim that detection capapiii
independent of number of gates in a path and also the improvement over delay test is
growing as the number of gates in a path is increasing . The similar trend is also observed
for ripple carry adder. As the number of FA blocks are increasimgyovement over delay
test is increasing proportionally. Simulation results showing minimum detectable
capacitance values for delay test and pulse test are shdahle87 (NAND chain),Table

38 (Adder) andTable39 (multiplier).

Input
Puls

Output
Pulse

BO Al B1 A2

CO

Figure 138 Ripple carry adder

Table 38: Minimum detectable capacitance comparison between proposed
pulse propagation and delay method (**PP: Pulse propagation mthod;** DM:
Delay method)

Minimum Detectable Trojan Capacitance (i
Trojan Cite C1l C2 C3
Detection Mechanisn PP DM PP | DM PP | DM
4 bit Adder 1.3 5.5 1.9 |55 25 |55
8 bit Adder 1.0 13 1.3 |13 1.7 |13
16 bit Adder 0.95 |26 1.2 |27 15 |27
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Table 39: Trojan d etection in a 4x4 multiplier (**D: pulse input)

Minimum  Detectablg
Trojan Capacitance (fH
Trojan Cite Input Pulse Pulse | Delay Test
Vector Width Test
Coutl3 A=0D11 70ps 0.5 1.3
B=1111
Sout7 A=111D 80ps 2.3 4.0
B=1111
Sout8 A=1011 100ps 2.9 7
B=D010
b - a3g oag oalg 0309 0
MB Cout1o b0~ MB7 |b0— MB4 b0~ MB2 (b0~ MB1
ou
Sout a3¢ l aZ; l al¢ l aOl l
bi1-/MB11 b1~ MB& b1~ MB5 b1~ MB3
Coutl13
33lI l 32¢ l al¢ l aOl l
b2-{mMB14 b2~ MB12 b2~ MB9 [b2-{ MB6E
Coutl5
334I l aZ; l al¢ l aO¢ l
b3~ MB16 b3~ MB15 |b3~{MB13 b3~ MB10
z7 26\ 25\ 24\ 23\ 2 71 0

Figure 139 4X4 Multiplier

Figure 140 Comparison of minimum capacitance detected by pulse test and
delay measurement
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7.9.2 Pulse Detectiotusing Supply Current Sensing

Original Circuit

Ori

Trojan activation is a rare event as Trojans inputs are stealthily tapped from very low

Figure 141 Example Trojan

ginal Circuit

Trojan Out

activation logic nodes. Nature and location of Trojans are not krm®forehand. Trojan

detection by really activating it, is always an expensive proposition. In this approach, k low
activity circuit nodes are identified as probable Trojan nodes and transition probability of

those k nodes are increased artificially toured e

Troj an

activation

increasing transition probability the respective transition probabilities) ate¢ & .

Then Trojan activation time would ke

pfl Eh M

cycles. The scheme proposed

in this work can detect very small Trojans (one such example is shdviguire141) in at

Table 40: Comparison of scan cycles required to deté@a Trojan (* ThPr :

Threshold transitional probability)

Bench  Mark| Thpr | # nodes Minimum scan cycles
Circuits below |required to detect an
(ISCAS 85 ang ThPr Trojan from these node
TrustHub) This Work | [2]
C432 0.05 |50 50 250
C880 0.05 |48 48 248
C1355 0.05 | 102 102 2102
C2670 0.1 13 13 213
C3540 0.05 | 247 247 2247
C5315 0.05 |40 40 240
C7552 0.05 | 146 146 2146
RS232T100 |0.03 | 26 26 226

t
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most k cycles as k number of pulse propagation will be able to diagnose presence/absence
of Trojans in k nodes. The improvement in Trojanedgon time is exponential over
artificially increasing activity factoiTable40is showing this example for various ISCAS

85 and TrustHul.1] bench mark circuits.

Power
_ Supply
$1 DC
Rsense% voltage
Diff Amp
Clea r-|
Load
v

Figure 142 Current sensor for multiple pulse detection basedrojan
detection

The current sensor shownkigurel32is for sensing current before and during pulse
propagation and compare themdetect Trojans. The accuracy of the above said sensor
can be improved by sending multiple pulses of varied pulse width and observing the dc
voltage for each pulse. The modified current sensor is shofigume142 Four pulses of
width 20ps, 30ps 40ps and 50ps were used. Let V20, V30, V40 and V50 be the DC voltage
observed at the sensor output respectively. The metric calculated to detect Trojan is shown

in equation 6.

T B (129
Yi € QX0 1 Quw— —
w w
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Process Lot 1 (+- 10 % Process Variation)
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250 T 250 T

H False +ve False -ve 1

H

200 200 H

i
150 150
100 100
50 50

835 825

830 830 835
Delay (ps) Delay (ps)

Process Lot 2 (+- 20 % Process Variation)
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Figure 143 Monte Carlo simulation result (delay measurement)
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Figure 144 Monte Carlo simulation (single pulse propagation technique)
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Figure 145 Monte Carlo simulation (multiple pulse propagation techniqué

To compare pulse technique with delay based techniques we took a random path
from c1355 netlist and created two process lots. For each process lots thvedtaoje
(vt) of every transistor in the netlist is sampled from a normal distribution where mean is
nominal vt and standard deviation is 0.1vt (0.2vt for process lot 2). Each lot contains 2000
process varied instances out of which 1000 were Trojan affddimute Carlo simulation
results for all those 2000 devices from each process lots are shéiguie143 Figure
144 and Figure 145 Errors in prediction for Trojan occurrence (false +ve, filge,
average prediction error) is tabulated and showralrie41. For a fair comparison among
the detection techniques we have not employed amgpsccalibration. Process calibration
will help all the contending Trojan detection techniques. FFagure 143 we see that
delays are difficult to discern in presence of process variation and average error of
prediction is high, 22.25% (process lot 1) and 28.9 %( process lot 2). Similarly for single
pulse propagation (s€able4l) average error is relatively high 9% (process lot 1) and

22% (process lot 2). For both theha@iques prediction accuracy is decreasing as process

21C



Table 41. Miss prediction in Trojan detection for various techniques

Process lot 1 (+ 10% | Process lot 2 (+ 20%

random vt variation) random vt variation)

False False | Avg False | False | Avg

+tve -ve error | +ve -ve error
Delay Based 43.7% | 0.8% | 22.25 | 48.3% | 9.5% | 28.9%
Measurement %

Pulse Detection Basg 14% 4% 9% 34% 20% | 27%
Measurement (Singl
Pulse)[ 1]

Pulse Detection Basg 0% 0% 0% 0.1% 0% 0.05%
Measurement  (Multiple
Pulse) [This Work]

variation is increasingprocess lot 1 to process lot 2), which is obvious and self
explanatory. We see dramatically improvement in resulEigure 145 for multiple pulse
propagation technique proposed in this work. Trojan metric proposed in eqd2(poan

easily discern between Trojan affected and Trojan free ICs. Average prediction errors are
0.0% (process lot 1gnd 0.05% (process lot 2). The above results establish the efficacy of

the proposed Trojan detection scheme by simulation.

We will explain the process of Trojan detection by taking another Trufifjub
example circuit RS2321000. Trojan activation probability here is 3.862 It is almost
impossible to activate the Trojan and detect it with functional testing. We ran sufficiently
large number of input patterns and find probable low transition nbd#dss example we
set threshold probability of 0.03 and implemented pulse based Trojan monitoring for those
nodes. We monitored total 26 circuit nodes in this example. Threshold probability
determines the number of nodes to be observed and thus dtentlpls extra area

requirement for secXMITINNCTRL 20t hli agexBmej &n .
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7.9.3 Dopant Trojan Detection

As explained in section 3, dopant Trojans short circuit node to either VDD or Gnd.

We took the same random path from c1355 nefligtj@én experiment of section 8.2) and

create

a short to VDD with 10V

resi

stance.

the current sensor will be able to detect presence of Trojans in the circuit without any

difficulty (seeFigure146).
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Figure 146 Monte Carlo simulation result (dopant Trojan)

Extra analog circuitry required for the proposed multiple pulse propagation based

Trojan detection are laid out and showrkigure147 (pulse generator) and Figure148

(current sensor). ISCAS bench mark circuits are synthesized using the 45 nm free PDK

[150 and an eea comparison is shown Table42. Power consumptioshown inTable

43) of the extra analog circuitry is of not prime concern as they will only be powered on

dur i

ng

t e s t desigg com@der is asedsfar lsgic synthesis.
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Figure 147. Pulsegenerator layout

Figure 148 Current sensor layout

Table 42. Area overhead of proposed Trojan detection schemfer bench
mark circuits

Bench Mark| Synthesized Area Overhead fo
Circuit (ISCAS 85| Area ( & ) | Proposed Trojan Detectig
and TrustHub) Scheme

C3540 2773.55 5.70%

C5315 3605.15 4.38%

C6288 2914.03 5.42%

C7552 3640.36 4.34%

S35932 28906.06 | 1.04%

21¢







































