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SUMMARY

Efficient storage and retrieval of data is critical in todagbmputing environments
and storage systems need to keep up with the pace of evohitiother system compo-
nents like CPU, memory etc., for building an overall efficispstem. With virtualization
becoming pervasive in enterprise and cloud-based infretstres, it becomes vital to build
I/0O systems that better account for the changes in scemaviduialized systems. However,
the evolution of storage systems have been limited significalue to adherence to legacy
interface standards between the operating system angsteusystem. Even though stor-
age systems have become more powerful in the recent timésdnéerge processors and
memory, thin interface to file system leads to wastage of wifarmation contained in the
storage system from being used by higher layers. Virtusatimacompounds this problem
with addition of new indirection layers that makes undemntystorage systems even more
opaque to the operating system.

This dissertation addresses the problem of inefficient @idesk information by identi-
fying storage-level opportunities and developing pravactechniques to storage manage-
ment. We present a new class of storage systems called five-sibrage systems (PaSS),
which in addition to being compatible with existing 1/O irfiice, exerts a limit degree of
control over the file system policies by leveraging it's internabimhation. In this disser-
tation, we present our PaSS framework that includes two m@writerfaces calleghush
and pull, both in the context of traditional systems and virtualiagdtems. We demon-
strate the usefulness of our PaSS framework by a series efstadies that exploit the
information available in underlying storage system layer,overall improvement in 10
performance. We also built a framework to evaluate perfoiceaand energy of modern

storage systems by implementing a novel I/O trace replayatod an analytical model for

Xiii



measuring performance and energy of complex storage sysi#mbelieve that our PaSS
framework and the suite of evaluation tools helps in betteteustanding of modern stor-
age system behavior and thereby implement efficient pglici¢he higher layers for better

performance, data reliability and energy efficiency by mghkise of the new interfaces in

our framework.
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CHAPTER |

INTRODUCTION

Computer systems are built on the fundamental assumptidrtitbanigher layers of the

system are in a better position to control and drive systehawer. For example, user
processes control what services they need the operatitensys do and in which temporal
order. Operating systems control policies such as how tdtpre-fetch data from the lower
layers, how often to poll for interrupts from the lower lageand so on. The lower a layer
is in the software stack, the more passive its role is; it isst@ined to simply respond to
higher level requests with very little control to itself.

However, in many cases, a purely passive role played by layers seriously hampers
functionality and efficiency, especially when the lowerdagontainsknowledgethat the
higher layers do not. For example, if every action of the apeg system were to be in
response to a user event, today’s operating systems cammaast fpowerful and effective as
they are. The power of the operating system stems partraliy the fact that it canontrol
higher level behavior; it can do processing in the backgddunpredicting what the higher
level needs, can kill errant processes at the higher leasl,decide when certain higher
level activities happen by controlling scheduling of thpsecesses, and so on.

A similar example of constraining passive behavior existthe storage stack today.
The storage system has always been considered by the ogesgsitem as a purely passive
entity that just responds to read and write requests. Whigenttodel was reasonable in
the early days where disks were actually “dumb” entities bekeve that this assumption
has outlived its time. Today, storage systems incorporedegssing power rivaling that

of modern servers [26, 40] and perform various smarts indgycaching, pre-fetching,



reliability, and so on. Consequently, they possess a richuatraf information that are un-
known to the higher layers. For example, it knows track bauied, current head position,
the exact logical-to-physical mapping in the case of RAIDJ an on. Thus, being both
powerful and rich in information, disks no longer confornthe model of passive entities
that just respond to requests.

In addition to being passive, storage systems are absir&ce the higher layers of
system stack by a variety of generic layers namely blockagehayer, logical volume man-
agers, etc., which provide very little distinction betweamodern storage system with huge
processing power and capability versus an ordinary stosagg. With more processing
power and memory capabilities storage systems processnfdgemation ranging from its
internal geometry information to workload patterns seethatstorage layer. Due to con-
formance to these legacy abstractions between storagersyand operating systems, even
as the smartness of storage systems have improved drigstichle recent past, the higher
layer system components are still opaque to these changesletds to wastage of vital
information at the storage layer from being used by the djpgyaystems for enhancements
in 1/0O performance, data reliability and energy efficiency.

In this thesis, we present the conceptRub-active Storage Systenes storage system
that caninitiate requests on the higher layers of the system based on therdtataation
of disks, in addition to just responding to requests fromhkiglayers of the system. By
such pro-active initiation of requests, disk systems capligitly control or augment file
system policies at runtime opportunistically, resultingiimore efficient system overall.

The significant change in interaction between file systendsthe storage systems is
brought through two simple primitives: mushinterface by which it can push data to the
file system (without the file system explicitly issuing a readd apull interface that it uses
to force the file system to write a specific piece of data. Wenstiat these two simple
primitives are general and powerful enough to enable atyaoieoptimizations that are not

possible in today’s storage stack. The design of the pnadisks aims at addressing the



inherent problem of passive disks and thin interface betviee disk and the file system,
while maintaining the desirable independence betweenities dnd the file system.

We demonstrate the effectiveness of pro-active storagersysamework through a va-
riety of applications implemented on top of our frameworke@all, we find that interesting
optimizations could be implemented by the pro-active gfeiafrastructure as shown from

the applications.

1.1 Motivation

The interface specification between different system k&gad functionality placement in

these layers have been vastly unchanged for decades. Thdwaded excellent porta-

bility in system design — Innovations of each of these lagars be incorporated without
the overhead of changing the entire system design, as lofigsaable to communicate

with other layers of the system stack through existing lggaterfaces. This has led to
huge amount of innovations in operating system functidieali responsibilities of the file

systems and also the storage system capabilities. Howavetiscussed above, confor-
mance to legacy interfaces has also limited cross-lay@magations for an overall system

improvement.

In storage systems, one of the significant issues is theegiaocy between the file
system’s notion of the storage versus the actual storagersystate. Had the file system
able to know more details about modern storage systems) ineke 1/O decisions taking
into account the capabilities and limitations in storagstems. Therefore, one of the
obvious solutions to this problem is to introduce new irgeels between file systems and
storage in order to pass the new knowledge processed by msideage systems. For e.g.,
if the file system needs to know the current position of dis&chim order to schedule it's
requests in the queue to minimize disk seeks and rotatibrslid use a new interface that
passes this information from the storage system. Simii&ityneeds to know the track

boundaries in the disk in order to issue track-aligned retpu® minimize track-switches



and cylinder-switches, it could use a new interface to exibos knowledge. While this
approach enables the file system to exploit storage knowletigades-off portability. The
evolution of file systems and storage systems have to bedefgendent on each other
which can limit innovations in each of these layers.

A more sophisticated approach to this problem is to inferstioeage system informa-
tion by the file system without any explicit knowledge transfThis helps the file system
in devising improved policies during interaction with therage, while maintaining the
existing interfaces. Some of the previous projects liketthek-aligned extents [68], free-
block scheduling [48] have explored this approach to a oeltael of success. However,
these approaches have their limitations with respect taatoeiracy of inference. Such
inference logic requires complex and sophisticated codeetwritten in the file system,
which could cause errors. Also, there may be many othernmédtion in the storage layer
that are practically not possible to infer from the file syste

The motivation to propose a solution to pass informatiomfiorage layer to the file
system while being portable in design is therefore evidbfture the technique is generic
in design, higher the probability of wide-scale adoption gmactical usage. With pro-
active storage systems, we propose a hybrid solution t@thldem, by proposing two new
and generic interfaces namely push() and pull() similahtexisting read() and write()
calls. With these generic interfaces, the storage systenusa it's processing power and
memory capabilities to utilize the information availabteit, and make 1/0O decisions that
can augment that of the file systems. Through this solutidtmowt explicitly passing the
storage system knowledge to file system, some of the file myptdicies are implicitly
controlled by the storage system for the overall betterroétite system.

One of the compelling factor that makes the pro-active aggrattractive is the fact
that storage systems differ widely in the exact set of pedithey employ and in many cases
they employ. Even if the storage system were to explicitlyaekits inter- nal information

to the higher layers through more expressive interfaceguid entail a significant degree



of complexity at the higher layer to understand informan @dout the wide range of poli-
cies they export. In the pro-active model, the disk systeradithe file system of the need
to understand low-level information about the disk; ratlieencapsulates that informa-
tion into “actions” on the file system, which is much easied general for the file system
to adhere to. Thus we believe that our approach is easierpioydand somewhat more

pragmatic than the approach of exposing arbitrary infolongtom the storage system.

1.2 Pro-active Storage Framework

The pro-active storage system enables utilization of midion at the storage layer to
control some of the file system policies. We call the speaificrimation that can be used to
make decisions about file system policies as “opportufiife@aspro-active control. In this
thesis, we propose a pro-active storage framework and denadaits usefulness through a
variety of applications. Nevertheless, we expect more amempportunities to be detected
at the storage layer for various enhancements in the sysiémregpect to performance,
reliability and energy efficiency. Our framework provideglatform to leverage these
opportunities detected at the storage layer to triggeriBpections at the file system layer.
In addition to the case studies which we prototyped on topunfpwo-active storage
framework, we also present more potential opportunitias dne available in existing stor-
age systems that can be exploited for a better performinggsysAs users detect new
opportunities that makes use of storage layer informatanigger a specific operation at

file system layer, such a capability can easily be pluggdd-our pro-active framework.

1.3 Applications

The key feature in pro-active storage systems is utilinatifodisk-specific information that
are otherwise invisible to higher layers. Some of thesermé&tion include, disk-state:
whether it is busy or idle, current head position, accesgepabf workloads that reach

the disk, sector-remapping, list of bad sectors, freqyeaticessed sectors, etc., These



information can be used by the higher layers in a variety ofsv&or e.g. file systems can
schedule its background operations like page cache flushes thie disk is idle. Similarly,
details about bad disk sectors and sector remapping carebleasnake decisions related
to sequential disk accesses. For e.g., file systems pire-fietie during sequential reads—
however, sequential stream of logical blocks may not be esgiipl on disk because of
sector re-mappings. In this case, a pro-active disk carraldiie system policies by pre-
fetching disk-level contiguous information to the file gmstcache.

In this thesis, we cover in detail, three distinct case sithat we implemented on top
of a prototype pro-active storage. In the first case studgd@pportunistic Flushingthe
pro-active storage system detects its idle state and msgge system’s flushing of dirty
cache pages during the idle times in order to decrease thecingp flushing operation on
foreground workload. Second, we implement a novel diskaitad pre-fetching logic using
pro-active storage framework. With the on-disk track brgffm modern storage systems
very limited in size, eviction of popular data is common. V= pro-active storage to
push these popular data that were evicted from on-disk tvaffier due to lack of space to
the higher level cache maintained by the file system. Thegeehievel caches are mostly
very large compared to on-disk cache. By using pro-activeagt framework to push
data to file system cache essentially expands the size ofs@redche to that of a larger
file system cache. The third application is calldtt Read-after-Writevhere a pro-active
storage system uses file system cache to store temporardiy bf data that were recently
written to the disk. These data blocks are then verified wighdn-disk copy during disk
idle times in order to check for silent write errors in thekdisThis technique enables
better data reliability by verifying the writes and at thengatime with minimal impact on
foreground performance. Without a pro-active disk, thefieation must either be done
immediately after every writes or blocks momentarily stbirethe small on-disk cache to
utilize momentary idle times. In the first case, every writk cur an additional read cost

and in the second case, an already highly-contended orcasie space would be used for



storing extra blocks of data for verification.

1.4 Outline

The rest of the thesis is organized as follows: In chapter 2rsent the key concepts,
the design and implementation of our pro-active storagamdxaork along with a discus-
sion about potential use-cases of incorporating this freonle in today’s system stack.
Chapter 3 deals in detail with two applications of pro-acswerage systems in specific
namely (i) Opportunistic Data Flushing and (ii) Intelligefrack Pre-fetching. In chap-
ter 4 we explore the storage system specific challenges ay®dirtualized systems and
present results of our elaborate experiments and measntenidese measurements were
made to further explore the opportunities available for@ctve storage framework in vir-
tualized environments. Chapter 5 presents the design anénmeptation challenges in
incorporating pro-active storage system prototype irualized environment and an appli-
cation of pro-active storage framework called ‘Idle ReadeAfiVrite’. In Chapter 6 we
discuss the problems in evaluating and benchmarking tedagrage systems in an ac-
curate manner and present a novel 1/0O trace-replay frankefeoraccurately evaluating
modern storage systems. In chapter 7 we explore the opjicetiavailable for pro-active
storage framework in the area of energy-efficient storaggesys. Along this line, we
study in detail the power-performance trade-offs in erggtommon energy-efficient stor-
age systems like PARAID [83] by identifying individual disével metrics. We propose
a modeling framework that captures fine-grained disk-levelrics and shows the effects
of these fine-grained factors on overall energy consumgtnehperformance. This model-
ing framework helps in showcasing what disk-level charsties need to be looked upon
when incorporating opportunities in pro-active storagstems for energy conservation.

We finally conclude with a discussion on future work in chagte



CHAPTER I

PRO-ACTIVE STORAGE SYSTEMS

2.1 Overview

Storage systems have been constantly becoming more anghoweeeful, thanks to Moore’s
law and the multi-billion dollar storage industry which viao provide value-added func-
tionality in storage. Today storage systems have hundifga®oessors, gigabytes of RAM
and perform various smart tasks within them [26, 40, 49, 8}, J-or example, they
perform various forms of RAID layout, dynamically migratebks, cache blocks in non-
volatile storage, and so on. As a result, they contain a meaumt of internal information
within them that is not available to the higher level. Notpsigingly, various other re-
cent projects have looked at this problem of hidden lowil@@rmation within storage
systems and exploiting it from the higher level [68, 48, A9bwever, these research fo-
cusses not on the information transfer across layers butference-based methods. The
main problem in this kind of inference-based methods is titeii@cy. Pro-activeness at the
disk-level is a way to use this information to drive highexdibehavior for better efficiency
with a better accuracy.

We propose a new class of storage systems called the pxe-atitrage systems(PaSS).
PaSsS, in addition to simply responding to higher level comasdike traditional storage
system, also pro-actively initiates operations on higagefs. The PaSS does this by intro-
ducing two new interfaces namely thashandpull. These two interfaces are very generic
that it can be used with any of the commodity file systems artleasame time they are
expressive enough to incorporate the disk’s control ovefith system. By these two sim-
ple and generic interfaces, we clearly distinguish our fdea the naive method of having

separate interfaces for each of the information that thewlishes to transfer. In the naive



method, the interfaces carry "information” about the didkiah the file system interprets
and takes measures to utilize it. But in our PaSS model, tleefaes carry the "control
signals” that the file system just obeys to. This abstraatfanformation via control to the
file system is the key idea of our model. We discuss in detabathePUSH and PULL

interfaces in the later sections.

2.2 Design

PaSS uses the knowledge about the disk internals to decidd@mthe file system should
read or write data. It relies on two interfaces namielysH and PULL for requesting the
file system to read or write the data. Through this API, PaS8nconicates the read and
write decisions to its higher layer. Intuitively, throudiretPULL signal, the PaS8ulls the
data from the file system and by tR&SH signal, the PaSBushedhe data in media or its
cache to the file system.

The PULL interface This interface enables PaSS to read the data from the filerayst
cache. Thé®ULL signal is always initiated by PaSS to the above-lying filéesys The file
system, on receiving this signal from PaSS, writes backdfeested pages of data to PaSS.
The PULL API, takes two arguments viz. the start block number,BNO &edhumber of
blocks, N to pull. The first argument, BNO can be any valid lagldock number or null.
The second argument, N must be a value between 1 and the maxaomaber of blocks in
the file system. The file system, interprets R\LL signal in two ways. If BNO is null or
an invalid block number, the file system writes back N numbi¢he dirty pages available
in its cache based on its page write-back algorithm. If BNOvala block number, then
the file system finds the pages that encompasses the reqbéstksl, looks up the pages
in its cache and if they are marked dirty, they are writterkidadhe disk.

The PUSH interface This interface enables PaSS to send its blocks of data toléhe fi
system. This takes same two arguments asPltlel. signal viz. the start logical block

number, BNO and the number of blocks, N with the same rangesassied above. The



pro-active disk generates this request and sends it to theydtem. On receiving this
signal, the file system sends a read request to the disk feethlmcks specified in the
signal.

One of the main challenge of PaSS is to actively monitor theklead patterns and the
changes inits internal states and to infer if there is an dppay for any optimization. This
functionality is incorporated in PaSS through four modwes (i) the workload monitor,
(ii) the disk state monitor, (iii) the opportunity detectamd (iv) the actuator. The task of
the workload monitor is to monitor the read and write regeiéisat the disk receives and
detect the nature of the current workload along the axesoqfesdtiality, working set size,
frequency of the requests etc., The disk state monitor esttae disk characteristic and
the disk state at that particular instant and passes thetstétte opportunity detector. The
opportunity detector gets the output of both the workloadeoo and the disk state monitor
and then detects if the current workload and the currentstesie give rise to any potential
opportunity. The conditions for the potential opportusstiare already hard-coded and the
opportunity detector just checks if the runtime charast@s of the system matches with
the already laid-out condition. The final module is the opyaity utilizer which takes its
input from the opportunity detector and passes the contrdhé corresponding handler
function. Along with the potential opportunities, the asponding handlers are also hard-
coded. The handler would tell the opportunity utilizer tther send or receive a chunk
of data. The actuator would then generate a suitable sigjtted¢ aPUSH or aPULL) to
achieve this and sends it to the higher layer namely the fdtegy.

Therefore a pro-active disk gives an infrastructure whih lge utilized for implement-
ing various opportunities that can enhance the overalbpexdnce of the system along the
dimensions of performance, security, reliability and ggesavings. Section 2.4 explores

the various optimizations that become possible with tHisstructure.
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2.3 Implementation

In this section, we present some interesting issues in thkemmentation of the basic frame-
work of PaSS. We implemented a prototype of PaSS by makingficaitbns to the Intel
ISCSI driver version 2.0.16 [55] and the Disksim SimulatiowvitEonment [15].

System setup We used the Intel’s ISCSI driver coupled with the Disksim distr
for implementing the PaSS infrastructure. The ISCSI drivges twvo domains of operation
namely thenitiator side and theargetside. The initiator is a kernel module that receives
the commands from the file system and transfers the commamisiamal SCSI commands
to the target side driver through the Internet Protocol. tHnget side driver is a user pro-
gram that accesses the device and services the SCSI reqoesthé initiator. We created
a ram-disk in the place of a real SCSI disk and used the Disksimmlation environment to
induce suitable delays during each access to the ram-diskhér words, we store and re-
trieve data from the ram-disk and to mimic the latencies &ed disk, we use the Disksim
simulation environment in the emulation mode. Our entirplementation comprises of
around 1700 lines of C code most of which resides in the tasiget of the ISCSI driver.
The handlers for th®USH and thePULL signal alone resides in the initiator side of the
ISCSI driver. It is pertinent to note that we simulated onlg ttelays of a real disk with
the rest of the system viewing our disk just as a real SCSI diskce Disksim is one of
the most widely used and validated disk simulator, we chiogein our implementation to
mimic the disk latency. Therefore, the delays that are iedun our implementation con-
fine to this model of the disk. We used two Linux virtual ma&smunning atop VMware
Workstation 6.5 and they serve as the client side running #eesions of ISCSI initiator
code. The host machine acts as the server side running thé {&G&t user program. The
host machine is a 3.0 G-Hz Intel x86-32 system with 4 gigabgfememory and running
Fedora Core 4 Linux operating system with kernel versionlZ.6.The clients are each
allocated 256 Megabytes of memory and 10 Gigabytes of dia&esprhe virtual machines

are connected to the host machine by the NAT network configma\We chose to have
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both the clients and the server in the same system so avouhtdestainties due to network
delays.

The PULL interface : The handler of thé°ULL signal from the disk, resides at the
initiator side of the ISCSI driver. The problem here is theraa reverse mapping between
the logical block numbers and the corresponding page nusnfdrs is needed because,
the page cache can only be looked up and operated based agtagdresses. Therefore,
when the initiator receives a signal that tells to write badertain block(referred to by the
logical block number), it will not be able to look up its pagecbe and write back the pages.
This will not be a problem in case the first argument of Uk L signal is NULL because,
it can just write back N number of pages(as given in the s)gnain its page cache based
on its own page reclamation algorithm. To solve this problera had to maintain the
mapping between the logical block number with its corresipom page address for all the
pages that reside in the page cache at any instance. Thisngagipucture is modified as
and when the page cache contents are modified.

The PUSH interface: The PUSH interface involved some interesting implementation
issue in addition to the one we discussed above folPtel interface. As in thePULL
interface handler, a reverse mapping between the logicekllumber and the page address
of the pages that are present in the page cache alone wobddstifficient. This is because,
when the initiator receives tHelUSH signal, it needs to read the specified blocks from the
disk. Therefore, at this instance, the pages for the cooretipg blocks may not reside
in the cache and hence there wouldn’t be a mapping entry tmetiblocks. There is a
kernel function viz, br ead( devi ce, | ogi cal _bl ock_nunber, numbl ocks)
that issues a read command to the disk. But the blocks thatadewvia this function are
not kept in the page cache; they reside in the buffer cachteghadexed by the logical
block number. This may not serve our purpose because, whapg@itation attempts to
read the data present in those blocks, it will check just #igepcache and return failure

and the request would ultimately go again to the disk. Todtois problem, we used a
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pseudo device driver that interposes all the requests fnafile system, before sending it
to the device driver. In this pseudo device driver, we im@atad a logic which checks the
buffer cache if the blocks already reside there. If the bécale present in the buffer cache,
the pseudo device driver returns the data from the buffdresagithout sending the request

to the disk.

2.4 Potential Applications

Here we explore some of the potential use-cases of a preeattirage system, for improv-

ing performance, data reliability and energy-efficiency.
2.4.1 Enhancing Storage Performance

Qpportuni stic Data Flushing : Most systems employ asynchrony in writes
from the file system to disk in-order to leverage faster mgnamcess for writes instead
of blocking on disk 1/0. These writes in memory are asyncbhusty flushed to disk at
regular intervals or when there is shortage of memory, areleother criteria. However,
one of the problems in this asynchrony is unexpected irmtemfee of these background op-
erations with foreground synchronous operations. An irgmirblocking read might be
affected when done during the background flushing operatime of the enhancements
to minimize this is to schedule background operations dudre times of the disk so that
the interference is minimized. A file system can infer whensk & idle by checking it’s
I/O queue and then it may schedule the flushing operatiorsaiogly. However, when a
disk is shared by multiple higher-level entities, the st#téhe disk cannot be inferred by
any single entity. A pro-active disk can be usegtdl dirty pages from file system cache
whenever it is idle, and it can also do a better job scheduhegigher-level entities as it
has a global view of all the higher-layer entities sharing it

Free-bl ock Schedul i ng : Free-block Scheduling [49, 48] is a technique of
using the disks rotational latency to perform useful backgd jobs. This has been done

both inside and outside of the disk firmware. Implementinguitside the disk firmware
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gives rise to approximations about the disk arm positiorts le@ence cannot be accurate.
Implementing it in the disk firmware limits the scope of thekground jobs with size of
the disk cache. This can be implemented in PaSS framewoikuksedhe accurate head
information that is known to the pro-active disk can be usegsue PULL signals to the
file system for suitable data at appropriate times. The adgans that, the number of the
background requests is limited only by the size of the hugesfistem cache.
Client-oblivious Co-operative Caching : Co-operative Caching [28]
is a method of accessing data from remote client cacheshsfehe disk. This avoids disk
latency and proves to be very beneficial in a distributedpsetinnected with high-speed
network. However, this requires a bunch of book-keeping gatctures to be maintained
in each of the clients regarding the location of data. Ptosadisks can be a suitable arena
for implementing co-operative caching, without the needlie clients to book-keep any
special data structures. The client can deliver the requeshe server as it normally does
and PaSS in the server, can read the data from the remoté ctiehe using its PULL
interface and deliver it to the client who requested it. Fus,tthe disk does not need to
maintain complex data structures — it just needs to log thhaests/write-backs made by
each of the clients and by traversing the log, it can locatehviemote client might hold

the data in its cache.
2.4.2 Enhancing Data Reliability

|dle Read After Wite : As modern disks hold more and more data in a con-
strained space, byte density increases leading to inatgexential for errors. A data writ-
ten to disk may be lost silently or may also be written to a Wgreactor. In-order to detect
these and recover from these write errors, a techniquedaalel after writeis followed in
some of the modern enterprise disks. The technique is to#@bery writes in the disk by

a subsequent read. The content of newly-written disk bledompared with the on-disk

cache version of that block to check for errors. If there isianmatch found, corrupted
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data is rebuilt from the cache. This technique is effectivdetecting errors, but it affects
performance of writes as every writes leads to two disk asesThis can be treated as a
background operation, where the just-written block cotsteme stored in a bigger cache.
The read-after-write operation can therefore be performete background whenever a
pro-active disk detects idle state. This can provide theeskawvel of error-checking as

before while improving performance.
2.4.3 More Energy-Efficient Storage

Turni ng-of f di sks for saving energy : Inlarge-scale storage arrays, disks
are turned-off during their idle times in-order to save gydR5, 76, 62]. However, when a
request arrives when the disk is in sleep mode, it takes aleseronds and also more power
for the disk to wake-up and service the request. With a ptiveastorage systems, disks
canpull it's data from file system caches before being shutdown daitita flushing from
file system would not wake-up the disk again. This technidtez®vely increases the idle
time intervals of disks. In addition to this, the disks cafl gata at strategic timings such
that the overall busy period and idle period of the disk istdted. This can lead to more

efficient sleep-resume cycle in disks to save energy.

2.5 Extending Pro-active Storage Systems Concept

Pro-active storage system is a technique where lower-@gace utilizes it's knowledge
to partially control the operations of the higher-layeriteed for overall improvements in
performance, reliability and energy-efficiency. This ogpiccan also be explored in other
layers of the system stack. For e.g. in virtualized systéh&se is an extra layer between
the operation system and the device namely the hypervisothi$ case the hypervisor
can be pro-active in utilizing it's global knowledge of imdlual VMs in the higher level
in-order to partially control the guest operating systefuisctionalities. In factmemory
ballooning[82] technique in virtualization systems is an artifact o€ls a concept. The

hypervisor controls the memory management of VMs based @mimory requirements
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of other VMs sharing the physical memory.

2.6 Related Work

While numerous projects have explored the general problemmfofmation gap in the
storage stack, we believe that our work is the first attemataob-active interface from the
lower-level storage system to the higher layers. The past wo better interaction across
the storage stack belongs in three categories. First, dmer@pproaches to run higher
level file system or even application code within the disksstmaking the disk interface
arbitrarily extensible. Second, there have been new exted proposed by which either the
file system can know more about the disk or vice versa. Fintidgre have been systems
aiming at inferring additional information implicitly whbut changes to the interface. Our
work is closest to the second category. We discuss each ¢ #ygproaches and explain
the benefits of the pro-active disk model compared to ther aipproaches.

Extensible interfaces :Researchers have explored making the storage interface amor
phous by letting storage systems execute arbitrary apilicievel code. Work on Active
disks [1, 64, 5] belong in this category. Active disks haverbghown to provide significant
performance benefits for certain types of workloads such databases, where the filtering
can be done on the other end of the PCI bus, providing bettésrpsince. Recently, re-
searchers have proposed running search and image reoogngide the disk system [47].
While these approaches may seem “active” in one sense, tfey fdindamentally from
our approach. Even while shipping code, the higher leval charge of what the disk does
— even these active approaches do not permit the storagarsysttrigger actions on its
own.

New interfaces to storage :This category has been the subject of extensive research.
Multiple projects have recognized the inadequacy of the S€&bcol in the context of
modern storage [34] and have proposed various additiorigetmterface to make storage

and file systems richer. Logical disks [30] looked at expayta list-based interface to
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disks. Mime [20] and Loge [33] were other examples in thisgaty. Recently, object
based storage has been proposed as the next interfaceaigestanere disks export objects
instead of blocks [53]. Projects such as Boxwood [50] lookatstorage system providing
even higher levels of abstraction to the applications. Isgie disks [72] exposes higher
level pointer information to the storage system, allowiddiional optimizations and func-
tionality. There have also been optimizations proposedbéipy such new interfaces. For
example, aligning accesses to track boundaries has beemn sthhamprove certain types of
file system workloads [68]. In all these approaches, notethi@astorage interface still re-
mains passive from the viewpoint of the storage system.odiigh the storage system may
export more information, it cannot directly influence higlexel behavior. This has a basic
limitation because in cases where the information at theagtosystem is too detailed or
changes rapidly, exposing the information is not that usafpractical; it either makes the
higher level layers unreasonably complex (forcing themeg@aWware of every single policy
in today’s modern storage systems) or makes the optimizmineffective. With pro-active
disks, we provide a way to enable higher layers to benefit ttariower level knowledge,
but without requiring the higher layers to know the specibtsvhat the storage system
does.

Implicit inference of information : This class of techniques follow roughly the same
goal as the new interface approach, but take the view therfates are hard to change and
deploy. These techniques look at inferring aspects abeuttfer on the other side of the
interface by carefully monitoring the normal communicatibat goes on. Shear [63] looks
at inferring the RAID layout and failure characteristics of RAsystems from within the
file system by careful micro-benchmarks. Similar approadie/e been proposed in the
past to infer characteristics of single disks [69]. Reseanrxhave also studied techniques
where the inference happens in the other direction; in seéondisks, the disk system infers
detailed knowledge of the higher level file system by momigpthe normal read and write

traffic [74, 73]. While somewhat more general than the custoti@riace approach, this
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class of techniques is complex and sometimes inaccurate.wibrth noting that even in
something like semantic disks where the disk plays an actikeinferring what the file
system does, its activity is restricted to behind the SC®rfate; it cannot influence or

control higher level file system behavior.
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CHAPTER 1lI

APPLICATIONS OF PRO-ACTIVE STORAGE SYSTEMS

3.1 Opportunistic Data Flushing

This application leverages tiRJLL interface of pro-active storage systems to better sched-
ule background operations like file system’s flushing ofydrdges to disk. By scheduling
background file system operations when storage is idler, ittgiact on foreground jobs is

reduced.
3.1.1 Motivation

Flushing the dirty pages lazily is known to improve the perfance of writes to a large
extent. One of the important design issue however is to deasidwhen exactly to flush
them. Traditional UNIX [38] systems do it periodically in wh the dirty pages are written
back when their age reaches a pre-defined limit. Some mogemnating systems employ a
slightly more sophisticated approach; when the numberrof gages in the cache exceeds
a certain threshold, a thread wakes up and starts flushindirtiyepages to the disk [56].
By this method, the page cache will always have sufficient hages to allocate memory
to satisfy new reads and writes. However, these policiefeistrom a drawback in the
form of lower disk utilization and adverse effect on othendyronous processes. This
is because, the write-back is not fairly distributed along time axes and they occur in
bursts. For a write-intensive workload with intermittephshronous requests, this problem
will be more felt. The synchronous requests that at senteaodibk when the periodic
background flushing takes place, it suffers undue latenhys problem is well motivated
in a recent research [11] which proposes a method to adgpsebedule the flushing
operation based on the read-write ratio of the workloadufed. shows the effect of the

background flushing operation in the access latency of fotegl read requests. The spikes
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in the access times are the instances when the backgrouhohfjuzccurs.

Ideally, the background flushes should not delay the senyicf synchronous requests.
When the flushing operation is done in a smaller granularitgmvever the disk is idle,
the overall dirty pages in the cache at any instance will ssde This can reduce the
disk congestion during the periodic flushes and hence rethe@access latency of the
synchronous requests.

This scheme is more practical because disks are idle foffisigmt fraction of time in
many workloads. Especially for the write dominated workl®avhere the request reaches
the disk only during the flushing instances and for CPU intengiorkloads where be-
tween each disk requests there is a considerable CPU tim&(apém the case of large
compilations) the disk is idle for a significant fraction ahe. Hsu et.al in their paper
"Characteristics of I/O Traffic in Personal Computer and Sérpeesents a quantitative
study on the various workloads in personal and server coenp(B9]. They have made
their study at the physical level and they strongly argue tihexre is considerable amount

of idle times in most of the common workloads and that theylmanatilized for performing
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background tasks like block re-organization.
3.1.2 Why Pro-active Disks?

Here we answer the question, why pro-active disks are aldeitafrastructure to imple-
ment the opportunistic flushing. The idea of writing back tlrty pages when the disk
is idle is not entirely a new concept. Golding et.al [37] expd the benefits of running
the background tasks whenever the disk is idle. In a singitesy, this can be easily done
without the aid of a pro-active disk. The file system can aataly estimate the depth of the
disk queue and hence the idle bandwidth of the disk at angniestbased on the requests
issued to the disk. But in the case of a multi-client environtnerhere a group of clients
write to a single disk, the idle bandwidth of the disk cannetdstimated by any of the
clients because one client does not know about the reqessisd by the other client. The
idleness detection can only be done by the disk becauselmtjigk acting as a server will

have the overall view of all the clients and the requested$tom all the clients.
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3.1.3 Design

A pro-active disk continuously checks for idle bandwidtld avhen identifying one, pulls
the small chunk of dirty pages from the file system cache.

Detecting idleness: Determining the idle bandwidth of the disk accurately is g ke
design issue for this case study and the disk-state momsit@sponsible for it. The disk
gueue depth can be one of the significant data structure itoagstthe idleness of disk.
When the depth of the disk queue falls below a certain threshe¢ could assume that
the rate of incoming requests to the disk is lesser and intdrthe disk is idle. Similarly
when the depth of the queue reaches a certain upper threimliisk can be deemed to be
busy. This method of idleness detection is similar to thedwseribed by Golding et.al [37],
where he explores the various idle tasks that could be doeawie disk is idle. Deciding
on the lower and the upper threshold values for the disk qdepth is again a design issue.
This can also be made to be adaptive based on the nature airlemtcworkload and the
history of success of past predictions. Another critera tan be monitored to detect the
idleness is the time of last request. If the time elapsed aftequest exceeds a certain
timeout, it may be assumed that no requests will be arrivorthe disk for some more time
in future. But for this method to work, the frequency at whibtle tondition is checked
and the granularity of the write-backs are important factdro avoid false positives and
the false negatives, the frequency of checking the idlecesdition should be made very
high and the granularity of the write-backs to be very lowe Tiequency of checking the
idleness condition also depends on the granularity of thieesack. The frequency of the
idleness condition should be at least as high as the timereebio write-back the specified
number of pages. For eq. if at every signal, 16 pages of datelis written back to disk,
and if we assume that this write-back takes 120 millisecood®mplete, the frequency at
which the idleness condition is checked should at least Beriifiseconds. Otherwise, the
write-back itself would render the disk busy and the idlsnesecker would return failure.

Number of pages to be written back: Once the idle disk bandwidth is identified, by
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the disk-state monitor, the opportunity detector has tadgean the number of blocks to be
obtained from the file system. This is important because jwvéhkarge number of blocks
are requested from the file system, it would take more timestedoviced by the disk. As
we cannot estimate accurately on how long the disk will be,itthere are chances of a
synchronous request getting delayed because of this wiklced flushing. Therefore, the
number of blocks to be flushed for every signal can be kept evyand the frequency of
sending signals to the file system can be kept very high.

After the opportunity detector decides on the number of péduecks to be requested
from the file system, the opportunity utilizer generaté® L signal for those blocks and
issues it to the file system. The file system on receivingReL signal, can write back

the requested number of pages/blocks from its cache.
3.1.4 Implementation

The implementation of opportunistic flushing in our prokaedisk infrastructure involved
adding a capability for idleness detection in the diskestabnitor and generation of an
appropriatdPULL signal in the opportunity utilizer module. The disk-statemtor spawns
a separate threads _di sk _f r ee for detecting the idleness of the disk. It wakes up every
t ms and checks the current valuel@&st r equest _ti nme and thequeue_dept h The
| ast _request _ti ne is the time recorded at the time of the last request thaterat
the disk and it gets updated every time the disk gets a nevestgineueue _dept h is
the current value of the depth of the disk queue and it getatepdn every insertions and
deletions in the disk queue.

Once the disk-state monitor records the valudsasft r equest _t i me andqueue _dept h
it is sent to the opportunity detector. The opportunity detecompares these values with
their respective threshold values that are already presttei system. The value of the

threshold for the time elapsed since the last request anahitienum depth of the device
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gueue can also be made to be adaptive based on the curremst ofattorkloads and the his-
tory of past predictions. But in our implementation we haodied those values for the sake
of simplicity. These values can be configured by changingptrameter$\AKEUP_FREQ
and M N_DEPTH. If the value is greater than or equal to the threshold, thgodpnity
detector modules passes success to the opportunity utidkeerwise the opportunity de-
tector ignores the signal from the disk-state monitor.

The opportunity utilizer, after receiving a success sidgrah the opportunity detector,
generates a sign®ULL( NULL, NUMBLKS) . The fieldNUMBLKS tells the file system,
the number of blocks to write back on receiving the signale Titst argument is NULL
because, it is left to the file system’s page cache reclamalgorithm to choose the ap-
propriate page to flush. This may be based on the age of thepdiges present in the
cache. Since the first argument is NULL, the page cache ndagsadhe reverse mapping
between the logical block numbers and the page addresses jlist calculate the number
of pages to flush based on the number of blocks that is requiegtie pro-active disk. For
this calculation, the file system just needs the size of tlge @and the size of the logical

block.
3.1.5 Evaluation

In this section we present an evaluation of the proactivie plistotype with the capability
of opportunistic data flushing. The experiments were cotetlio a setup that is illustrated
in the "System setup” part of the section 2.3. We tested aviopype with a set of synthetic

workloads, micro-benchmarks and real-world workloads.
3.1.5.1 Synthetic Workload

We generated a sequence of reads and writes from two diffelients. One client iter-
atively read a random set of 50 blocks and induced a delay et@rgls in between and
other client iteratively wrote 200 random blocks of data amtliced a 3 second delay in

between. For both the regular disk and the pro-active digkygsed the same sequence of
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Table 1: Response Time of 50 block reads at discrete flushing intervals

Request Number

Regular Disk

Response Time (ms

Proactive Disk

Response Time (ms

12

6478

344

24

6755

416

45

11483

1645

65

10543

1231

randomly ordered blocks for both read and write. Figure 3wshibhe improvement in the
read performance of proactive disk over the regular diske XHaxis here shows the request
instances and the y-axis shows the response time for re&@ibtpcks of data. In the case
of regular disks, the huge spikes at discrete time intersigisify the effect of the routine
flushing of the dirty pages on the performance of the readegtgu In this worst case, the
time taken for reading 50 random blocks of data takes as hsgéwr@nd 10 seconds to
complete. But in the case of the pro-active disk, we see tleaspikes at those discrete
intervals are considerably reduced and the maximum latehtye 50 reads in this case
is 1.2 seconds. The values of the response time of reads disttrete flushing intervals
are tabulated in Table 1. This improvement is because, themiges gets flushed in parts
whenever the disk is idle and hence, at the discrete intewhére the routine file system
flushing happens, the number of pages that need to be actshed is lesser. There-
fore, the synchronous read operation is less affected gluhi@ time of routine flushing.
Even during other time periods, there is no noticeable @amthn the read performance
because of writing the dirty pages continuously whenevedibk is idle. This shows that
our inference on the idle disk bandwidth is reasonably ateurlf there is some error in
identifying the idle disk bandwidth, the dirty pages wouklflushed even when the disk is
busy responding to the synchronous reads and hence theté aaoxe been a raise in the
read latency. Hence, this graph shows how our design impribveperformance and also

the accuracy of inferring the idle disk bandwidth.
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Figure 3: Response time of 50 block reads with background write

3.1.5.2 Real-life Workload

We chose to experiment the proactive disk for a real-lifekho@d viz. kernel compile.
We chose this because, kernel compilation involves reattiegource file, delay caused
by CPU processing, and also scanty writes to the disk. We dethfiie 2.6.17 kernel
with minimal functionalities in one of the clients and in thackground, generated some
write requests from the other client at regular intervalse Measured the total elapsed
time, user time, which is the time spent by the CPU in user mibgesystem time, which
is the time spent by the CPU in kernel mode. Wait time is thesgldgime less the user
time and system time. Therefore, wait time is the periodrduwhich the CPU is idle.
This can be because of a blocking IO or because of waiting focla Since it is a single
thread environment, we assume the lock contention is ribtigWe therefore regard the
wait time as the 10 time. As we expected, there is an improvenmethe performance of
compilation. We compared the overall completion time urateractive disk and a regular
disk. Figure.4 shows a 3% improvement in the overall elapsee in case of proactive

disk. The improvement in the IO time is almost double in theecaf proactive disk. A
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regular disk consumes an 10 time of 26.35 seconds while acpveadisk consumes just
13.02 seconds which is a 51% improvement. This is becaudiee ibase of proactive disk,
the dirty pages are written back to the disk in its idle bamtilni The kernel compilation
generated the needed idle bandwidth in the disk wheneve€Rig is busy compiling
the source code. Therefore, when the dirty pages were wiithek during the idle time,
the reads(of the source files) suffered lesser overheaddltine routine flushing of the
file system. But in the case of regular disk, most of the idleergenerated by the kernel
compile workload are wasted without performing any usefdrations. During the routine

flushing of the file system, the reads are more affected beadulse congestion in the disk.

3.2 Intelligent Track-Prefetching

We developed this application to illustrate tRESH infrastructure of proactive disks. In

this case study, we have developed a new approach to ptedgtihe blocks into the file
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system cache. As opposed to traditional pre-fetching thdone by the file system, a pro-
active disk uses the access pattern information to decidehoch blocks to pre-fetch to

the file system cache.
3.2.1 Background

Disk media is comprised of tracks and sectors and the distt hmeves at the granularity
of sectors during rotation and at the granularity of track¢ha time of seek. Modern
SCSI disks have a fast volatile memory embedded in them ctilksiack buffers These
track buffers can store many tracks of data that encomp#éssesirrent working set. The
track buffer capacity is usually very small when comparethofile system’s page cache.
Even though they are small, they play a significant role iuocatg the disk’s service time.
The disk firmware uses certain simple heuristics to decide/toen to pre-fetch the track
data to the buffer. Usually, when a sector is accessed and afgeare no other requests
that are waiting to be serviced from other tracks, the traeit holds the accessed sector
is brought to the track buffer. The request is then servicethfthe track buffer. When
subsequent sectors from the same track is accessed, ievgiéilviced from the track buffer
thus avoiding the disk seek time. The track buffer is thuy weeful for workloads that
are not purely sequential but encompasses a very smallmgpskit spanning a single track.
However, the track buffer will not be useful in the case ofd@m workloads encompassing
a working set that is larger than the track that resides irbttfer and also in the case of
purely sequential access because, the adjacent data ywbgtrbe pre-fetched by the file
system. The capacity of track buffers is generally smadly hre reclaimed with new tracks

frequently when the workload covers a larger working set.
3.2.2 Motivation

As the difference in speed continues to expand between theegsor and the disk sub-

system, the effect of the disk latency on the overall systenfiopmance is significant.

28



Prefetching—speculatively reading data on predictiorutdre requests—is one of the fun-
damental techniques to improve the effective system pmadace. However pre-fetching
is useful mostly in the case of sequential accesses alonat pddicies turn off the pre-
fetching logic when the sequential access is stopped. tehafig data during random ac-
cesses can be detrimental to the system performance astitetotwaste the cache space
with useless data. This may explain why despite considenrabtk [] on pre-fetching poli-
cies and enhancement, most general purpose operatingsysi# provide only sequential
pre-fetching and other straight-forward variants of it.

In most existing systems, the pre-fetching policy suffeosf false positives and false
negatives because, they detect the access patterns aadassiiahead commands at the
file system level. Therefore, they just rely on the logicaldid layout information while
making the sequentiality decisions. But, as the disk sysiges,anany of its sectors can
be re-mapped to different locations that the file system awmame of. In those cases, the
prediction made by the file system proves inadequate anttsesuisk seeks to random
locations during read-ahead. Only the blocks that are phigiand temporally adjacent to
the current block should be pre-fetched. This motivatestel for leveraging the disk’s
internal information for pre-fetching.

Also, there may be certain workloads whose blocks that arpaoeally related but
confine to a small working set and are not adjacent to eaclr pthysically. Existing
approaches tend to ignore this kind of accesses when dgaidirpre-fetching—they just
consider purely sequential access. However, pre-fetdfiegntire working set in these
cases can be improve the system performance. This can benvety requisite in a situa-
tion where there are two processes A and B and when A acceassestd blocks in a small
working set and B accesses a set of blocks that are very far tihe blocks accessed by
process A. In this case, if the entire (small)working setraicess A has been pre-fetched,
the disk head need not move back and forth for servicing tbekisl of both A and B.

This can improve the response time of both A and B. This probtealleviated by the
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presence of track buffers. However, the smaller size lithesutility of the track buffer.
Even in modern disks of capacity 300 Gigabytes, the size @ftitfick buffer is just 16
Megabytes. As most request to the disk passes through tteludfer, it gets frequently
reclaimed. Consider two workloads running in parallel: ohéhem is purely sequential
and it accesses a large chunk of data from the disk, and othdload is random within
a small working set. In this case, as the sequential accesses faster than the random
accesses, the track buffers will be filled with the sequéntdata and get reclaimed very
often. Therefore, when a block is accessed due to the othédtamal it may be eliminated
from the track buffer before another block from the samektia@ccessed again. Figure 5
and 6 illustrates the change in the significance of trackeoutir two different kinds of
workloads. Plotted are the access times of reading a randlock tvith and without the
presence of sequential workload runs in parallel and Figuseows the same in the ab-
sence of a background sequential read. When a backgroundrgeguwvorkload runs, 2
out of 600 blocks are hit in the track buffer while 447 out oba@flocks hit the track buffer
in the absence of a background sequential workload.

Since increasing the track buffer size doesn’t solve thoblem completely, we propose
to use a pro-active disk to leverage the bigger file systethectxstore the reclaimed track

buffer data.
3.2.3 Design

Disk-initiated Prefetching is a technique by which the prtive disk tells the file system
on what data to pre-fetch to its cache. The pro-active dighkdés on the pre-fetch data
by monitoring the access patterns in the on-disk track bufi#hen a track in the buffer is
going to be reclaimed, the pro-active disk makes an estioratehether or not the data in
the track will be accessed.

The disk-state monitor component of the pro-active diskc&s for criterions for esti-

mating the importance of a track.
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Figure 5: Track buffer hits(Reads alone)

1. The number of track buffer hits in threcentpast. When there are large number of
track buffer hits in the most recent time window, it meang tha data that currently
resides in the track buffer comprises a significant portibthe current working set.
Therefore, the track that is to be reclaimed may also be aedeén the near future as
it is a part of the current working set. Hence we check thigdddan for estimating

the importance of the data in the particular track.

2. The number of hits the particular track(that is to be reotal) had during its stay
in the track buffer. This is checked because, even thougltréiok& buffer hits are
higher than the threshold, when the track that is to be maediis not even accessed
once, then it is not expected to be accessed in the near famar¢herefore, we do

not choose that track for pre fetching.

The workload monitor checks the access pattern as to whethaot it is sequential.

The access pattern in the track buffer is considered to mditaithe chances of requesting
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Figure 6: Track buffer hits(Reads with background sequential write)

the file system to pull a sequentially accessed track. Thiedgwuse, in the case of sequen-
tial workloads, the data in the track(that is to be reclaipvealld have been pre-fetched by
the file system already and it might reside in the page cacherefore, we restrain from
sending wasteful signals to the file system.

Another interesting design issue is deciding when to isea®tSH signal to the file

system. There are three options to do this:

1. When a new request to the disk warrants a reclamation irrdle& buffer, aPUSH
signal can be generated for the track that is to be reclaimedtlze request can
be satisfied. However, this approach has a major drawbaaubegcbefore the file
system acts on thRUSH signal, the track may be reclaimed from the buffer. In this
case, the subsequent file system read will be serviced byiskeadd thus incur a

large amount of extra overhead.

2. When a new request to the disk warrants a reclamation, theesé can be blocked
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and the signal can be sent to the file system to read the la&{ttnat is to be re-
claimed) in the track buffer. Once the file system reads #xekirthe old request can
be serviced. This solves the above mentioned problem butiailecessarily block

the incoming request.

3. The method we promote is to have last few tracks in a boundledbw and send the
signals for those tracks in the window even before any raqueasants a reclamation.
By keeping the window reasonably big, the chances of rectgrthe track before
the file system reads it can be avoided. At the same time, tfeg micoming requests
need not be blocked during this period. The significanceefridick data is estimated

and the signal is sent only in the background.
3.2.4 Implementation

We implemented thBUSH infrastructure prototype of proactive disk, which perferrack
pushing. We maintain all the details about each track in tiffiebinside the r _buf f er _.desc
structure. This has a fieldache_access_count er that stores the number of times the
track has been accessed during its stay in the track buffbis Value gets reset every
time the track is removed from the buffer. To trap the seqakatcess patterns within
a track, there is a field calledast accessed bl k. This stores the block number
of the last requested block in that track. When the subseqeeuest to that track ac-
cesses the block adjacent to the block number stored i &3¢ _accessed_bl k, it

is deemed to be a sequential access. The sequential acoess ba tracked by mon-
itoring the requests to the whole buffer - we need a per-tgatia structure to monitor
this. This is because, the sequential accesses may becaved with other accesses
when reaching the disk. The time window is maintained as tvgordte time values
viz. initial time andcurrent _ti ne. For every one second advancement in the

current _ti nme, we incrementthéniti al _ti me by a second. A global value called
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thet rack _buf f er _hi t rati ois calculated whenever a change occurs in the time win-
dow. This value tells the overall track buffer hit rate dgrthe most recent time window.

Thetr buffer _desc structure stores another flagh_t r ansf er wi ndow that
tells whether the track exists in the transfer window. A ogunfable value calletlr ansf er .wi ndow.
decides the length of the window. When a track gets discardedaa from the transfer
window, the next available track in the track buffer is adt®this window. As the tracks
are added to this window, their significance for the curremtkioad is checked and the file
system is signaled. When a track is read from the window in thétre is no change in
the LRU structure. The track is just discarded after the wadpletion. This avoids the
movement of the track ahead in the LRU when the file systensri¢athead.

The aforesaid values are compared with the preset thregalies. Based on the results
of comparison, the significance of the track is estimated. Whe track is estimated to be
useful in the near futurerake _send_r eady(t r ack_nunber) is called. This function
extracts the start block of the track and the length of thektfeom thet r _buf f er _.desc
structure. FinallyPUSH( bl ock_num numbl ks) signal is issued to the file system.
Thebl ock _numis the start block of the track aldUM BLKS is the length of the track.
The file system, on receiving tHJSH signal from the proactive disk, issues a read signal
for those blocks(comprising the whole track) which are e from the track buffer of

the pro-active disk.
3.2.5 Evaluation

In this section we present an evaluation of the pro-actig& grototype that has the ca-
pability of predicting and pushing, popular tracks of dathe experimental setup where
similar to the setup discussed in "system Setup” part ofiGe& 3. We evaluated this case
study with a commonly used micro-benchmark called 10zo® §d a synthetic mix of

OLTP-like small reads and OLAP-like large-scale batch sead
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Table 2: 10zone Benchmark showing throughput in KBps

Size(in MB) | write | rewrite | read | reread | rand read | rand write | backward read | strided read
Regular Disk 512 64633| 48908 | 24580| 24502 1294 10889 4233 4868
1024 53168| 49394 | 27777| 27567 905 37707 5582 4932
Pro-active Disk 512 62641| 49130 | 23487| 25753 1431 14138 16213 17363
512 54614| 40244 | 46937 | 27933 1010 38762 15916 16162
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Figure 7: Response time for reading 5000 blocks

3.2.5.1 Experimental Setup

The experiments were performed on the following setup. &hget ISCSI runs on a 2.4
GHz Intel Quad Processor with 4 Gigabytes of physical menaowy it is connected with
the ISCSI client through Gigabit Ethernet. The configuratbithe client is a 2.26 GHz
Intel Pentium IV Processor with 512 Megabytes of physicaimogy. The prototype of
proactive disk that performs track pushing was done by myoujfthe simulation part of

the ISCSI target code.
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3.2.5.2 Workloads

(i) 10zone : We ran the 10zone workload for various file sizegiag from 128 to 1024
Megabytes. 10zone performed various throughput measuresnier read, write, rewrite,
backward read, strided read, etc. In the background we requestial workload contin-
uously. We conducted the experiments for two file sizes 512avi@8 1 GB. The Table 2
shows the difference in the throughput measurements otthdar disk versus the proac-
tive disk. From the table we see that there is lesser oveliheéhad performance of backward
reads and the strided reads. In the case of backward reaggatestarts from the end of
the file and moves 2 blocks backward for every reads. In thelaeglisk, the throughput
measured is 4.5 Kilobytes per second. Though the backwads$Ehould have benefitted
from the track buffers, because of the background sequegtds, the track buffer gets
flushed so frequently that its benefit is not utilized. Theref almost all requests are sat-
isfied by the disk with the inherent seek and rotational del®ut in the case of proactive
disk, as we send the whole track data to the cache, many ascgessatisfied from the
cache itself and therefore we see a significant improvennethiei throughput. Similarly in
the case of strided reads, we used a stride constant of 8¢ece. Therefore, the reads
happen in steps of 8 blocks. In this case, the proactive digbeoforms the regular disk by
a significant portion. For other kinds of workload namely wrée, rewrite and sequential
read the throughput values of regular disk and the proadisielook comparable. From
these values, we find there is no significant overhead in gnmgdhe proactive approach
of pushing the tracks. For random writes we see slight imgmuant in the throughput
value. For a relatively smaller file of 512 MB, the improvemanproactive disk is more
when compared to a larger file of 1024 MB. This is because, asdnleing set is smaller,
there are more chances of the pushed track data to be acegssed

(i) OLTP with background OLAP: We simulated a synthetic Wload that runs similar
to the real life workloads namely Online Transaction PregcggOLTP) and Online Ana-

Iytical Processing(OLAP). We generated sequential reattlvad on a large file and ran a
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Figure 8: Per-block response time for OLTP

random workload on a small file. This is analogous to runnibhd®workload when some
analytical processing is done in the background. The se@ligrorkload ran continuously
and the other read workload performed read on 5000 randook$leithin a small work-
ing set of 100 Megabytes. We also introduced a 1 second defagvéry 50 block reads.
We measured the time taken for completion and the cachettutfoa reading these 5000
blocks and plotted a graph. Figure.7 shows the performanpeovement of a proactive
disk over regular disk. This graph plots the elapsed timeepger time and the system time
for reading the 5000 blocks of data. From the graph we seétlbatvait time, which is
the elapsed time less the user time and the system time six [&s proactive disk, when
compared to the wait time of the regular disk. This is becawmsthe case of regular disk,
the blocks are not pre-fetched by the file system because gatidom workload. When a
block is accessed, the whole track is transferred to th& tvatfer. However, as there is a
sequential read progressing in the background, the trai&rblare reclaimed very often.
Therefore most of the read request goes to the disk. In thee afgsroactive disk, When
the tracks are sent to the file system cache. Therefore, wiehexr random block in the
same track is accessed, it will be hit in the file system cadries is the reason for the
considerable improvement in the 10 time of proactive dislguFe.8 and Figure.9 shows
the performance improvement in a different perspectivee ifldividual response time of

the blocks are plotted as a function of time. As in the grapbstof the requests gets
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serviced by the regular disk. In the case of proactive digkfind that more than 55% of
the requests are serviced by the file system cache as aduaris¥a cache hit for a regular

disk.

3.3 Related Work

Opportunistic Flushing : The drawbacks of adopting naive periodic update policy &&tbp
by most commodity operating systems were studied in pasarek projects. Carson and
Setia [18] showed that for many workloads the naive periagate policy perform worse
than write-through caching. Mogul [56] proposed a policyidyich the age of individual
dirty pages are taken into account for deciding the flushmgrval. Golding et al [37]
described a technique of flushing the dirty blocks during dite times. This is similar to
our approach, but differs usage scope and technique useutitdisk idle bandwidth. The
main advantage of our approach is, since the idle bandwsdéixtracted at the disk level,
it is bound to be more accurate and it can be deployed for nhare @ne clients. Recently
Batsakis et al [11] proposed a de-staging policy that consite memory allocation ratio
for write buffering and read caching. Wise ordering of Writ@8] project proposed a de-
staging policy that uses both the temporal and spatialityagaformation to decide on the
flush timing and the flush data.

Disk-predicted Prefetching : Recently, Ding et al [31] have studied the importance
of exploiting the disk layout information while making pfetch decisions. They propose
a method to monitor the access history information and tbelslevel correlations at the
logical block level and use those information for making-fe&eh decisions. The idea of
shifting the data across layers of a multi-level cache sydtas been studied in the past
in both upward and downward directions. Wong et al [84] psgubdemote interface to
transfer the data reclaimed from file system cache to theadiske and recently, Gill et
al [35] explored the promote interface to transfer the daanfdisk cache to the file system

cache. Researchers have also explored the options ofngilize application hints to make
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pre-fetching decisions [61].
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CHAPTER IV

STORAGE CHALLENGES IN VIRTUAL ENVIRONMENTS

The cloud computing paradigm is the backbone of variougteteservices that take an
ever increasing fraction of time people spend on computatayt By hosting data and
applications in a server farm (i.e. a data center) and pnogidccess through a thin-client,
such services/applications enable ubiquitous accesstéobdsides the ability to harness
massive computing power even from portable devices. Cloatpating allows customers
to only pay for the computing resources they need, when teeg them.

In order to enable support such cloud-based applicatioazost-effective manner and
to lower the barrier to entry for such applications, a sonswhcent business model that
has emerged is that of a service provider hosting thirdypgpplications in a shared data
center (e.g. Amazon’s EC2 platform). A key technology thatldes such cost-efficient
resource sharing in such data centergritialization, by providing isolation and separate
protection domains for multiple third party applicationgfual machines [43, 10] enable
server consolidation, and consequently significant savinghe cost of managing such
data centers.

Unfortunately, one complexity that arises with virtuatina is that it becomes harder to
provide performance guarantees and to reason about ay@répplication’s performance,
because the performance of an application hosted on a VMusrfanction of applications
running in other VMs hosted on the same physical machineo,Alsnay be challenging
to harness the full performance of the underlying hardwgikeen the additional layers of
indirection in virtualized resource management. While mainjual machine platforms
provide good CPU isolation and minimal CPU overheads [43, @@]find that when it

comes to 1/O performance, virtual machines result in sonberésting and non-obvious
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interactions and side-effects.

In this chapter, we present a detailed experimental arsapfghe 1/0 performance ob-
served in a virtualized environment. Through a series ofesyatic experiments on the
Xen [10] VMM platform, we show that the storage I/O perforrnarobserved by an ap-
plication inside a VM depends on various aspects such adwaisk partition the virtual
machine uses, the CPU utilization of other VMs on that systém,nature of 1/0O per-
formed by other VMs on the hosted system and the block sizé fmseperforming disk
I/0. In many cases, the performance difference betweendbedhoice and the average
(eg. default) choice is as high as 8% to 35%. We also evalbatedsts of using a virtual-

ized environment compared to a dedicated physical systetarms of I/O performance.

4.1 Background

In this section we present some background on general ctsnoéploud computing and
the role of virtualization on cloud.

Cloud Computing can be perceived in two layers namely the egijins that are de-
livered to clients as a service over the Internet and thevene and software in the data-
centers that provide those services. The hardware resourdbe data-center is often
referred as the ‘Cloud’. There are at least three major categof Cloud viz. the compute
cloud, infrastructure cloud and internal cloud on the basifheir usage model. Compute
Cloud runs applications for clients and can be accessed bylit@ as a service. Ex-
amples for this type of cloud is Google Docs, Google AppEegetc., Word processing
application is run in Google’s cloud and customers accessfiplications as a service.
Infrastructure cloud has a slightly different business el@hd customer base. These are
large installations of servers that are usually virtualizend each individual virtual ma-
chines serve the customers. By design, these are configurednilyally based on the

user’s requirements. One of the most common example fastrircture cloud is Amazon
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Elastic Compute Cloud (EC2). Customers have the option to psecaapecific configu-
ration of resources from the cloud for a specific amount oétiifhis type of cloud setting
has gained tremendous importance in the recent past and ¢ime fastest growing busi-
ness model mainly because of the flexibility it offers. For éga user wants to run a
large-scale simulation that takes 1000 hours on a singlesédre has the flexibility to run
the same simulation in 1000 servers for 1 hour at fairly thieesaost [9] if the application
provides such levels of parallelism. Internal Clouds or &8vClouds are computing re-
sources aggregated to server internal business actigitgsre not available to the general
public.

In this chapter, we focus on performance issues in an iméretsire cloud setting. One
of the most significant functionality offered by infrasttue cloud is the ability to con-
figure different scale of resources dynamically based orrdhairements. System virtu-
alization is one the basic foundations that makes such fleyibf resource provisioning
feasible. Typically, whenever a user purchases a specifaf sesources in specific config-
urations, he gets a virtual machine that uses underlyingipalresources from one or more
nodes. The user perceives it as a separate physical macturexpects peak performance
at all times. However, this is typically not the case becawas®us virtual machines from
different users may share a physical resource leading tmres interferences. Also, there
is inherent performance issues in using a virtual machinenndompared to the physical
machine as shown in our experiments. It is therefore impottaunderstand the effects of

these interferences and overhead to propose ways for dgterfarmance.

4.2 Measurements

In this section we present our empirical results in four gobased on their impact on the
cloud service providers, application developers and tisoooers. We start with presenting
results that provide insights on how to provision and plddeal storage space in physical

devices. We then present the effects of workload interastacross multiple VMs that use
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a shared physical resource. We finally provide results shgpwvie performance impact of
I/O block sizes for different workloads some of the diffetes between using a physical

machine versus a VM.
4.2.1 Experimental Setup

We conducted all our experiments on a 2.4GHz Intel Quad+ec@ehine with 4 GB RAM
and two Seagate 7400 RPM SATA hard disks of 250 GB each. We usadhjpervi-
sor [10], version 3.3.1 and created two guest domains:; and Dom,. We used physical
disk volumes for every partitions in each of the guest dosay default. We used a va-
riety of monitoring tools such a¥enmon [22], Xentop, iostat, blktra@ndbtt. In cases
where we record the block-level trace using UNIX blktradétytwe used separate physi-
cal disks for recording the trace this avoids most of the disk-level interference caused by
the tracing activity. Each of the guest domains were alkxtatsingle dedicated processor
core as it reflects typical enterprise setting. Dependinghemature of experiments, we

varied the guest domains’ RAM size from 128MB to 1GB each.
4.2.2 Physical Machines vs. Virtual Machines

The Pros and Cons of using a virtual machineOur first set of experiments are aimed at
identifying additional overhead introduced by using aunattmachine when compared to its
physical machine equivalent for different types of I/O wodds. For these experiments we
carefully configure the VM and the physical machine resaustech that the comparison
is fair. In addition to using the same amount of hardware ussss, we used the same
operating system (Ubuntu 8.04 Server), kernel version la@d/© scheduler in both cases.
We used CFQ (Completely Fair Queued) scheduler for both phiysiachine andomy,.
The guest domains’ I/0O scheduler is set to ‘noop’ so that thegot schedule the requests
themselves before they are queuedinim.

First, we run Postmark benchmark on both physical machimkitasnequivalent vir-

tual machine and record the bandwidth achieved in both caSggire 11(a) shows the
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bandwidth measurements (MB/sec) of postmark benchmarkrwadeus file sizes. The
bandwidth achieved by the physical machine is not muchreiffefrom that of the VM for
small file sizes (1KB, 10KB). As the file size increases theredsgasing drop in band-
width in virtual machine bandwidth, when compared to phgisicachine bandwidth. This
is because, when the file size is small and when they are saceass many directories, the
Postmark transactions are seen by the disk as random ascéssthe file size increases,
the accesses become more and more sequential. There®owgithead induced by virtu-
alization is amortized by the disk seek overhead in the chsmall file sizes. As the file
size grows, the disk seek overhead is reduced, thus prageitie virtualization overhead.
In order to understand the virtualization overhead in theeaat large file size (or se-
guential access), we picked up a constant file size of 10MBrandhe Postmark bench-

mark with varying block sizes. Figure 11(b) shows the bawithvof Postmark workload
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running in a physical machine versus a VM. As the block siaehes 1MB, the virtual ma-

chine achieves performance similar to that of a physicalmmec This is because, a small
and fixed overhead is introduced in the virtual machine farg\wsystem calls/requests.
This can be attributed to the extra layers introduced byalization technique. Therefore
as the block size increases, the same amount of work is dorssioyng lesser number of
requests, thus reducing virtualization overhead. Figu2e24shows performance of post-
mark benchmark with 10MB file size, when two instances of tiiedhmark are running in

two VMs simultaneously. We compare the performance of mghivo instances in a sin-

gle disk versus running them on two different disks for bdtlggical machine and virtual

machine. Overall we observe that there is a 32% differenbamawidth between physical
machine and its virtual machine equivalent both in the casengle disk and two separate
disks.

Next, we show that virtual machine performs better than asjglay machine in some
specific cases resulting from an inherent design advantagetoalization technology
called Cache Isolation. In a physical machine, the cacheesjgagenerally not parti-
tioned equally across processes because one process mide wsehe space better than
the other. On the flip-side, there is a chance that one pranagse unduly affected by
another process, such as when the other process uses tleeaggrassively than the other.
For example, when there are two processes, one doing largerdraf writes and other
process reading a set of files frequently, the cache spacdenaggressively filled by the
write process leaving no space for read cache. This is natake for two VMs because
the cache space is well divided between the two VMs. Theeeitois beneficial to run
two workloads competing for cache space in two different il on a single VM or a
single physical host. We confirm this hypothesis by conagct set of experiments that
capture the latency, cache hit rate and overall bandwiddn.tliese experiments, we run
synthetic read workload that models Zipf distribution of@sses in the foreground and run

a background sequential write workload. We tailored ouedoound workload such that
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Figure 11: Bandwidth: Physical Machine vs. Virtual Machine

the blocks are generally accessed randomly and 20% of tiekdbéoe accessed 80% of the
time. Cache size of ‘x’ MB refers to ‘x’ MB of memory in the casiphysical machine and
partitioned as x/2’ MB of memory in each of the two VMs. Figgr9(a) and 9(b) show
the CDF of latency values of foreground read for two differemthe sizes. The latency
CDF of physical machine shows a sudden spike in latency(caid®) at around 9% of
requests for 256MB cache and around 22% of requests for 51@MBe size. This shows
that the write workload consumes undue amount of cache $padag lesser space for the
foreground read workload. When this is compared to the padoce in virtual machine
setup, where even for aggregate cache size of 256 MB, arouB#ol®f requests are hit in
cache. The footprint of our read workload is 150 MB and backgd write workload is
400 MB. Therefore at 512MB of cache, the workload achieveptsformance-any more
increase in cache size no longer have any effect on the dperébrmance. For cache size
of 512MB, both the read and write workload reside in the cacliront affecting each
other. Figure 4.2.2 shows precise cache hit rate for difftecache sizes. These results
show that virtualization provides better cache isolatietwzen two processes running in
two separate virtual machines, when compared to running the single physical system.
Choosing right block size for the right workload: In this group of experiments, we
analyze the significance of 1/0 block size of VMs on the oudr@l performance of the

system. In our experiments we run synthetically generaaedam workload of varying
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Figure 13: Effect of I/O size on Performance

spatial locality between accesses. Our policy of definirgldicality factor is as follows:
Once a block is read, it is likely that ‘x’ more blocks out o€ thext ‘y’ contiguous blocks
are read in the near futureln all experiments, the total amount of data read is conéidur
to be the same. We read 16,000 blocks of data from a 1GB fileNdnL‘ocality’, we read
16,000 blocks of data randomly, each 4KB in size. The remgifour cases, denoted as
‘Locality x’, represent the workload where we have a set of random sesesd between
every such access, there are ‘X’ more block accesses witdingighboring 256 blocks.
Figure 13(a) shows the difference in total time taken by tloekioad with respect to
varying 1/O block sizes for different locality factors. Ctéaas the block size increases, we
see that the time taken for workloads with spatial localdypstantly decreases. However,

when there is no locality in the workload, the total time takaises sharply as the block
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size increases. Throughput showed similar behavior fockbkizes ranging from 4KB
to 256KB. The requests served per second increases for vaoikhith locality. This is
because, when there is spatial locality in the workloadJirgga large amount of data in one
request helps in placing more data in page cache and futgueses to neighboring blocks
are served from the page cache. However, when the blockseamall, even requests to
neighboring blocks are treated as individual random reguésus reducing performance.
When there is no locality of data, reading in larger block sigeduces the performance
because irrelevant data are read into the page cache,ddadiache pollution and wasteful
I/0 bandwidth.

Remarks: In our final set of experiments we derive two observationschwill be
useful for cloud customers and service providers: (i) \dlization overhead is more felt
in sequential workloads accessed through smaller bloes silmn random workloads. The
cloud customers can estimate the expected performancd basbe characteristics of the
workload they deploy. (ii) Cloud service providers can pistatic partitioning of mem-
ory across multiple VMs hosted in a single physical machivenever strict performance

isolation is important across different customers.
4.2.3 Virtual Disk Provisioning and Placement

Choosing the right location at the right disk: We then focus on identifying the impact of
provisioning and placement policies for virtual disks oa tiverall I/O performance.

In our experiment we have a single virtual machine runningaguhysical host. We
test the performance of ‘Postmark’ benchmark [44] with adiie of 5KB in two different
virtual disk size settings viz. 4GB and 40GB. Postmark berarkiis reminiscent of mail
server workload with various configurable parameters likedize, block size, read/write
ratio, etc., The 4GB and 40GB virtual disks are separatetijpaut from a single physical
disk of size 250GB. The total data footprint of our workloadlE0 MB, and the total

number of files is 30000 spread across 500 subdirectorietheXge placement policy aims
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Figure 14: Provisioning of Virtual Disks

to co-locate the files within only a single directory, thedifeom 500 subdirectories are
spread across the entire virtual disk by the file system.rEi@d(a) and Figure 14(b) show
the distribution of read accesses in both cases. We used bilktrace utility to collect
the block level traces and plotted them in the context of titeeephysical disk. When the
virtual disk size is 4GB, the data (and hence the accessam)fimed to the 4GB{141GB-
145GB) space. However when the virtual disk size is 40GB, evemall data footprint
of 150MB is spread across the entire 40c6R06GB-236GB) space. Figure 14(d) and
Figure 14(c) show the corresponding throughput profile cheartual disk respectively.
The disk 1/0 throughput for 4GB setting is at 2.1 MS/sec orrage, whereas for 40GB,
it is about 60% lesser on 1.3 MB/sec. As the disk seek distameadtly reduced when
the virtual disk size is small, the throughput achieved b84irtual disk is significantly
better than that of a 40GB disk for the exactly same worklo#éhen disproportionate

amount of disk space, with respect to data footprint of theklead, is allocated for a user,
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Figure 15: Placement of Virtual Disks

some file system allocation policies or application decisimight lead to data being spread
across a larger footprint on disk.

Next, we present some insights regardptgcemenof virtual disks in a physical stor-
age system. In the set of experiments reported in this paperonsider different cases
within a single disk. However, the principles discussecelae applicable to large scale
storage arrays as well. We start with the configuration of\éieper host and then extend
to multiple VMs per host. The goal of these experiments islémtify the impact of place-
ment of virtual disks on both the 1/0O performance of eachualkimachine and the overall
throughput achieved by the physical disk device. We condale cases: (i) a file-backed
virtual disk (which is common in most desktop virtualizatisetting), where a large file
is created in the host’s file system and it is mounted as a dighed virtual machine, and
then virtual disks backed by physical partitions which aeated in (ii) outer, (iii) mid-
dle (mid) and (iv) inner zones of a disk. We ran Postmark berark with varying file
sizes in each of these settings and collected the storagmt@width values. Figure 15(a)
shows the bandwidth achieved by each of these virtual diskigurations. We observe
that the file-backed disk performs consistently worse tharother cases. This is because
the virtual disk is essentially a file in the host file systerd awery time a virtual machine
accesses its disk, the meta data for that file in the host fdeesyneed to be accessed as

well. Therefore, meta-data access is doubled for most oflisleaccesses by the virtual
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machine— one within the virtual machine, and the other by the host figesm. We also
observe that, although there is not much variation acrdg=eint configurations for small
file sizes, the performance varies significantly as the fde Bicreases. This is because as
the file size gets larger, the sequentiality is increasedtl@dcubtle differences between
various regions within the disk are clearly shown. In castirbor smaller files, the accesses
are mostly random and the disk seek overhead amortizesesrddferences in accessing
various disk regions. In addition, we observe that for ldigs (sequential accesses), the
performance is best when the virtual disk is placed in themoitost zone. This is because
the outer-most zones have larger tracks and sequentiadsebenefit from a single large
track read. As we move to the inner zones, the track size dseseand the sequential
accesses would incur more and more track switches, redtl@ngO performance.

Next, we try to understand the case of more than one virtigdsdper physical host.
The virtual disks may either be from a single VM or multiple ¥MVe compare different
cases of placing the two virtual disks and identify the bestirsg with respect to overall
I/O performance. Figure 15(b) shows the average respomsedi Postmark benchmark
with file size averaging to 10KB. We bypassed the file systenmeac order to under-
stand isolated disk behavior for different configuratiogsibing ‘O.DIRECT flag for the
Postmark transactions. The six different configurationth wespect to placement of the
two virtual disks, are: (i) One virtual disk in outer zoneg@har LBNs) and other in inner
zone(larger LBNs)(O-I), (ii) One virtual disk in inner zonedother in middle zone(M-1),
(i) one virtual disk in middle zone and other in outer zo@dy), (iv) both virtual disks in
middle zone(M-M), (v) both virtual disks in inner zone, am) poth virtual disks in outer
zone. We show the first four cases in our results as the otleerasults resemble the (M-
M) configuration. The secondary Y-axis shows the averagk dis¢gance of the requests
reaching the physical disk. This value is obtained by rugiktrace utility in the physical
disk device. This result shows that when the two virtual sligke co-located, they provide

the best performance when compared to other placement natians. This is because the
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seek-distance is reduced when the virtual disks are caddcéeading to faster seeks.
Remarks: These experimental results deliver four important obgemsa: (i) Cloud
service providers can improve their storage efficiency acpeing thin provisioning of
their storage resources. (ii) Customers of cloud storagepcachase storage based on
their expected workload footprint rather than just the @ricrhis is important because,
customers may tend to purchase more disk space than whahéeely especially when
the price differential is not significant. (iii) It is beneft to place sequentially accessed
virtual disk in the outer zone of the disk to achieve betteffqggenance (Eg. VMs that
host movies, large OS distributions, etc.,). (iv) When a dlservice provider needs to
place multiple virtual disks in a single physical storag@se virtual disks whose accesses
are temporally dependent on each other should be co-lodatdzest performance. By
temporal dependency, we refer to the cases where each efdhertual disks are owned by
one or more VMs such that the applications running on thenslasely related or causally
dependent on each other in the sense that both applicatighs issue disk requests fairly

simultaneously.
4.2.4 Inter-VM Workload Interference

Choosing right workload for the right VM : Our final set of experiments are focused
on understanding the interactions between different tppesrkloads running in multiple
VMs hosted on a single physical machine. Itis important@iolgisuch interactions because
these are common cases in a typical infrastructure cloushgetvhere VMs hosted in a
physical machine serves to different customers. Thergefbre important that a specific
load from one VM should not adversely affect other applaragi running on other VMs
hosted in the same physical machine.

We dedicate this group of experiments to the understandihwgatypes of contention,

as both affects the overall I/O performance: (i) one VM rmgnCPU intensive application
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Table 3: Effect of Dynamic Frequency Scaling on I/O Performance

Freq. Governor Reqgs/s Blks/s CPU Util CPU Freq(MHz)
‘Ondemand’ Idle CPU 4756 380425 64.7 1400
Busy CPU 5169 41344.8 63.8 2400
‘Performance’ Idle CPU 5166 41314.2 62.9 2400
Busy CPU 5163 41302 63.2 2400

and another VM running disk intensive application; andi{oth VMs running disk inten-
sive applications. We first run a CPU intensive workload (zlvatf floating point opera-
tions in loop) and a disk intensive workload (Postmark bematk) in two different VMs,
Domy and Doms, and track the performance of the disk workloadlinm.,. Intuitively,
one might expect a drop in performance of the 1/0 workload mtiere is another VM
running a CPU intensive workload, given that them, CPU is time-shared between all
the domains. However our results show a different phenomerigure 16(a) shows band-
width achieved by Postmark benchmark with varying file sizeder two cases: (1pom;
is idle andDoms runs postmark benchmark, and (2pm, runs CPU intensive task and
Doms, runs postmark benchmark. Counter-intuitively, them, I/O performance in case-2
is better than that of case-1. We initially suspected it t&Xba’s VM scheduling anomaly.
We repeated the same experiments under a different Xendeneatdamely SEDF, instead
of using the default CREDIT scheduler. However, the resutidit change significantly.
In order to isolate this behavior with respect to workloads,chose synthetically gener-
ated purely sequential workload. Figure 16(b) shows sirbidnavior across different CPU
weight assignments for purely sequential file read. The natthe X-axis represents the
weight ratio of virtual CPUs of the two VMs)om, and Dom,. We conjecture that this
behavior is observed for sequential workloads acrossrdiiteXen schedulers.

We further investigated the experiments by a Xen monitotow-Xenmon [22] and
recorded the ‘CPU Cycles/Execution’ metric, which shows tmaber of CPU cycles spent
for a particular execution unit. Figure 4.2.4 shows the CPtJes/Execution for both case

(1) and case (2). We observe that case (1), wheréthe, is idle, incurs more cycles per
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execution than case (2), wheflm, is running a CPU intensive task.

We eventually found that this behavior is because of a powémization technique
used in the CPU, calledynamic Frequency Scalindt is a technique where the frequency
of the CPU (and hence the power consumed) is increased oradecrdynamically based
on CPU load. For an Intel Quad-Core processor and Linux keersion 2.6.18, the dy-
namic frequency scaling is enabled by default. Howeves glalicy is configurable by
means of choosing CPU frequency scaling ‘governors’ in timeik kernel, and the options
available in Linux kernel arperformance, powersave, ondemaraiConservativeLinux
allows the user to set a particular CPU frequency scalingypdlased on the power and
performance requirements. ‘ondemand’ is the default aptid_.inux kernel 2.6.18, which

means the CPU frequency is scaled dynamically based on |ded'p&rformance’ option
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is used to run the CPU at high frequency always and the ‘powe’rsation runs the CPU

in lowest frequency always. The ‘conservative’ is similawondemand with slightly more
bias towards either performance or power. Therefore, thietthat Dom, 1/O performance

in case (2) (busy CPU iom,) out-performs that of case (1) (idle CPUirvm,) is anno-
tative: when CPU isidle iom,, the overall CPU load on the physical host is less with just
the I/O workload inDom,. Therefore the CPU is ‘under-clocked’ i.e., the CPU frequency
is reduced, this results in the Postmark benchmark runmraglower frequency. When
Dom; runs a CPU intensive task, the overall CPU load is increasetfisigntly, thereby
switching the CPU to highest frequency automatically, tisaiokdynamic frequency scal-
ing. Though we have allocated separate cores to each of the YHd frequency scaling
policy is applied to all cores equally. Therefore, the d#éfece between case (1) and case
(2) essentially represents the performance differencedsst the case whebhom, CPU
runs in highest frequency and the case whem, CPU runs in lower frequency. In Figure
16(a) the dynamic frequency scaling phenomenon is lesdisgmt for smaller file sizes
because random accesses on disk lead to larger seek delagh,amortizes delays due
to reduced CPU frequency. Table 3 shows the throughput and @kt4tion values for
the default ‘Ondemand’ policy and the ‘Performance’ podgng with the corresponding
CPU frequency values. This set of results further testifiestmeasurement analysis.

We next measure the effect of running two I/O intensive waeakls on multiple VMs
hosted on a single physical machine. For these experimgatase Postmark benchmark
and synthetically generated combinations of sequentidlrandom reads. Figure 18(a)
shows the achieved bandwidth of postmark benchmark foowatfile sizes in three differ-
ent configurations viz. (i) one instance of postmark in algingV and other VM remains
idle, (ii) two VMs each run one instance of postmark and thetual disks reside in same
physical disk, and (iii) two VMs each run one instance of paak and their virtual disks
reside in different physical disks. We observe that ca3eéiforms the worst among all

three configurations as the sequentiality in both Postmreatances is affected when both
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virtual disks(which reside in a single physical disk) areesmsed alternatively. Interestingly
there is roughly 24% difference in bandwidth for 10MB fileeslzetween cases (i) and (iii)
even though each of the two VMs in case (iii) is running itsuat disks in separate physi-
cal disks (and with separate processor cores). This carebedias a scheduling overhead
between the two virtual machines. As all I/O requests goutinaDomgs block device
driver, when one of the VMs is scheduled, the requests inttiner & M waits for their turn
and its disk might skip the sector to be read. This may leadtational delays even in the
case of pure sequential workloads, hence accounting foetheced bandwidth.

In order to understand the effect of different /O scheduiarDomg on 1/O Perfor-
mance in guest domains, we run synthetically generatedes¢iglworkloads in each of

the two VMs whose virtual disks reside in two different plogdidisks. Figure 18(b) shows
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the time taken for reading 100,000 blocks of data from a lalgsequentially in the gran-

ularity of 4KB blocks. The ‘ideal’ bandwidth shown in Figuie(b) is the bandwidth

recorded when a single process reads 200,000 blocks of a@acomparison against this
ideal bandwidth value shows the scheduling overhead whaming two virtual machines,

each serving half of this amount of requests. Figure 18(byvsithat the Deadline sched-
uler and the Noop scheduler(no scheduling) perform skghéitter than the Completely
Fair Queued scheduler (CFQ) for this particular workloadweler, we observe that the
performance does not change significantly across schedpbficies and the perceived
overhead is inherent when alternating I/Os between maltiptual machines.

Figure 4.2.4 shows the performance overhead when runriiiegetit types of 1/0 work-
load in difference combinations. We consider sequentidlrandom reads and study four
combinations of them. Every x-axis points is in the foforeground(background) For
example, Seq(Rand) represents the performance overheadeduby a foreground se-
quential workload when a background random workload rumsisaneously. The y-axis
represents the percentage difference in time compareditormy just the corresponding
foreground workload (without any background workloads)e @bserve that when two
sequential workloads run simultaneously, there is clos&8% performance difference
compared to running a single sequential workload. Note ttatforeground and back-
ground workloads are sent to different physical disks simeset up each VM with its own
physical disk in this set of experiments. However, other loimations of sequential and
random workloads induce very less overhead. This is beaafube contention in one of
the Domgy’s queue structures: two sequential workloads would pdpulze queue faster
when compared to other workloads and therefore some of tpeeséial requests would
have to wait before entering the queue.

Remarks: Through this group of experiments, we make three obsengtiwhich are

useful for both cloud service providers and their consum@rost of the infrastructure
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cloud systems employ Dynamic Frequency Scaling technigquenserve power. There-
fore, strategies for co-locating workloads can be critfoalachieving maximum perfor-
mance and at the same time conserving power. (ii) Cloud sepnaviders should avoid
co-locating VMs with two sequential I/0 workloads on a seghysical machine, even

when each of them goes to separate physical disks.

4.3 Related Work

In this section we provide some of the earlier work on virtonglchine /O performance
study. The case of optimized performance in virtual envinents has been studied in the
past and most of them focus on sharing and scheduling of CPU7R34], partitioning
and sharing memory [82, 70], and networking [19, 59, 51]. sy, 10 optimization in
the storage layer [77, 3, 29] has relatively been studiesl Iekost of these focus on effect
of disk 1/0 on CPU [23] or effect of workloads on disk perfornearnin virtual machine [3]
or on 1/0O scheduling issues and impact of different schedutiolicies on the 1/O perfor-
mance [29]. Nevertheless, there are no papers that studytémeerence of multiple virtual
machines purely in the disk layer to the best of our knowledge

Provisioning and placement issues in enterprise storagersehave been studied in
the past [4, 6] which is useful for large scale storage prerdgdBut our experiments target
the customers of cloud storage also in providing them irtsigito how much space they
need to purchase for their typical usage. Researchers hasented the effect of CPU and
the 1/0 performance in the perspective of CPU schedulingZ28,but the side-impacts of

CPU power optimization policies on the I/O performance haveaeen studied before.
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CHAPTER YV

PRO-ACTIVE STORAGE IN VIRTUAL ENVIRONMENTS

One of the major issues that PaSS framework tries to addréssinformation gap between
the storage layer and higher layers of system stack by mdangpbcitly controlling the
higher layers. While this problem was initially noticed imaditional systems, we found
that this problem is exacerbated in virtualized systemgiesWith most of the modern
large-scale system infrastructures employing virtuéiliwain order to consolidate comput-
ing and storage resources, analyzing the usefulness of fPai@8work in the context of
virtualized systems is vital. Recent industry-wide intéiascloud computing paradigm
is an example of virtualization technology gaining tremaunsl momentum. In this sec-
tion, we present the design and implementation of a prax@stiorage system prototype
in virtualized environment and focus on the differencediwitspect to traditional physical

environments.

5.1 Background

The traditional system stack can be perceived on a high{gviayers such as (i) applica-
tion layer, (ii) operating systems, (iii) communicationarface and (iv) storage subsystem.
When looked in more detail there may be many other layers indeat each of these like a
logical volume manager that exists between operating systnd the storage subsystem.
In this setup, PaSS helps in controlling the operating systelicies, and more specifically
the file system policies by using the internal informatiomikable in the storage layer.
This is particularly useful when the operating system offilbesystem is not able to reason
accurately about the disk state information. However, éf $torage system is not shared

across multiple operating machines, the single file systeanuses the storage can make
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a reasonable assumption about the state of storage, bata@isige only controlling au-
thority of the storage system. For e.g. the storage systenbeassumed to be idle if the
file system did not send any I/O request to the storage sys8tith. there may be some
internal autonomous operations like disk scrubbing, bl@sknapping, etc., happening in
the storage system that the file system doesn’t know about.

Virtualization technology changes the system design aadayers in a fundamental
manner. In between the operating systems and the storaggsseim, there is now another
layer called the hypervisor. Also, instead of a single ptgismachine using the storage
system, multiple virtual domains now share the storageesyst This indirection layer
therefore further increases the information gap betweerstbrage system and the guest
operating systems. If in traditional non-shared systemehadile system is able to make
reasonable assumptions about the state of storage sygtenmat possible in a virtualized
design. This is because, the storage system is shared acuitgsle operating domains
and no single virtual machine has a global view of the stosygtem. As the virtualiza-
tion technology enables vastly unchanged operation ofiegitegacy operating systems,
the decisions taken and the policies adopted for I/O remamthanged from that of the
traditional physical system model. For e.g., if a virtualamiae wants to schedule its back-
ground operations when the storage system is idle, it wathiédule the operations when
its own I/O queue is empty and when there are no requestgiifsue that virtual machine.
However, it has no knowledge about the usage scenario ofttiee wvirtual machines that
share the storage system. Therefore, if the same policyheidsding background file sys-
tem operations during idle times is implemented in the VMeleit can lead to unwanted
performance interference effects on the other VMs thatestiar storage system.

Therefore any decision that would involve the state of tloeagfe system can now be
reasonably estimated only by either the hypervisor or theage system itself. A hypervi-
sor has a global knowledge about the number of VMs sharingrage system, the macro-

level state of the storage system, etc., Nevertheless|litsstievoid of internal storage
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system information, which makes PaSS framework a viablenigae even for virtualized

systems.

5.2 VM-specific Opportunities

Even when fundamentally there is little change in the Pa&&dxwork when implementing
itin virtualized systems, it opens up possibilities of nguportunities to be exploited at the
storage system. This is because in a traditional systenrder @o exploit an opportunity
that involves multiple clients that share the storage systbe pro-active signals namely
the push() and pull() have to be communicated to those dtipatating systems through
the network which can involve some communication lateney tdan render the opportu-
nity at the storage system obsolete. One example for suchraso is implementation of
free-block scheduling in traditional systems. If thererargtiple systems sharing a storage
system, in order to schedule the 1/0 requests based on diskgdusition can be impractical
because by the time pro-active signals reach the operatstgra that is separated by a net-
work channel receives the signal and acts upon it, the dia# iuld have moved to a new
location. Therefore there can be numerous missed out apptes due to delay in passing
the pro-active signals. In virtualized system design haxewultiple virtual domains ex-
ists in the same physical machine and they all share theggt@ystem. Here, signals from
pro-active storage system are just internal interruptsezhso the virtual domains. This
comes very handy in exploiting certain fine-grained opputies that exists for a limited
time. As there are very minimal communication latencies, glho-active storage system

can support opportunities with very stringent time requieats.

5.3 Design

The overall goal of this application is to utilize idle timesthe disk for doing background
I/O operation namely flushing of dirty pages from the guest'¥/baches. In doing this,

one of the main requirement is that there should be littleoif zero interference of the
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scheduled background operation with more important |ateensitive 1/O workloads. The
potential interference of the scheduled background ojeeratith foreground workload
wholly depends on the accuracy of idle time prediction bygheactive disk. If the pro-
active disk predicts the future idle time accurately, we dacide on the number of pages
to flush based on that. However, there is no fool-proof metlamy to exactly predict
the future idle time periods. Therefore, deciding on the benof pages to flush when a
pro-active disk detects idleness is one of the significasigmeissues.

When a large number of pages are flushed on every pull() siedlt]le time in the disk
will be utilized well. However, if there is no sufficient idteme in the disk to service all the
flush requests, it interferes with the foreground workloReducing the number of pages
to flush on every pull() signal depends on the overhead oftctieteidleness. The current
approach to detect idleness in the disk is by monitoringithe since last request. If the
time since last request crosses a threshold, the disk isnaskto be idle for some more
time in the future. If this approach is used every time a pasilifnal is issued, the number
of pages flushed for each of these signals must be large im trddilize the idle time
efficiently. Otherwise, most of the idle time will be wast&dust waiting for the threshold
and detecting idleness. This trade-off can be balanced bptad) more sophisticated
learning techniques to accurately estimate the idle tilAesnservative approach would be
to flush small number of pages every time so that the intarteravith foreground workload
is minimized and also substantial idle time being wasted.aggressive approach would
be to flush a large number of pages every time so that the mdlestare utilized well and
also chances of interference with foreground workloadgs hi

We improved the existing technique of idleness detectiazh ghat the overhead is
reduced. Initially for detecting idleness we wait for a titheeshold to pass since arrival
of last request and deduce that the disk is idle. We then flgshadl number of pages and
then check if those are the only requests arriving at the diske flushed requests are the

only requests arriving at the disk after the disk was ifitidetected as idle, then it means
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the disk continues to be idle. Therefore, after initiallyitivey for a threshold and detecting
idleness, we do not waste time in waiting for threshold sgbsatly. We instead monitor
the number and type of requests arriving at the disk and dethat no other request has
arrived still and therefore find that the disk continues toidle. By this approach, the
overhead of idleness detection is greatly reduced and dde-nff between the number of
pages to flush and the utilization of idle time is simplifieditek this optimization, when
small number of pages are flushed on every pull() signal, hla@ces of interference with
foreground workload is less and at the same time the amouudiieadimes actually used for

flushing is also high.

5.4 Implementation

In this section we present the implementation of our proractorage system prototype
in virtualized system environment. We used the XEN hypervioupled with Ubuntu
Linux operating system for the DomO and guest domains. Tip@mpnity detection part
of the implementation resembles that of the pro-activeagg@implementation in traditional
systems. However, the handling of pro-active signals aactssage and usage of these
signals vary in a virtualized setup. We however stick to i@ interface specification as
that of pro-active storage in traditional systems. We dbsedn detail the implementation
of pushandpull signals for pro-active storage systems in virtualizedsetu

The PUSH interface: The push() interface implementation in virtualized system
mostly resembles that of the traditional systems. Howdherdifference here is, instead
of pushing the disk data to the file system cache of the operattstem directly, we cre-
ate and maintain a separate cache space in the control déewairthat is maintained in
an LRU manner by the DomO0. This cache space cannot be diatlssed by the guest
VMs. Therefore, when a push() signal is made by the pro-adterage, the data from
the disk is pushed and stored in this isolated cache maedadiy the Dom0. The guest

VMs need not be modified in any way in order to account for tlaisaer to respond to the
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push() signal from the pro-active storage system. When a §iMsequests data from the
disk, the request passes through the DomO at which poinpritvactive storage code in
the DomO intercepts the requests and checks if the dateemdylravailable in its cache. If
the data is available, it is returned to the guest operatmstem directly without querying
the storage system. The guest operating system thereflizesithe cache space available
in the DomO level without being aware of the push() signal.

The PULL interface: The pull() interface is slightly more complicated that itjperes
the co-operation of the guest operating system. In this, ealsen the pro-active storage
system issues a pull() signal, it reaches the DomO level.pFbeactive code in the DomO
checks if the data required by the storage system is alrealable in its cache and ser-
vices it in case it is available. If the data is not availalthes DomO finds the VM that is
responsible for holding the data using device number anckbhoimber in the pull() re-
quest. Having found the VM, it forwards the request to theesponding VM with the
corresponding block number of the virtual device. The gogstrating system has a pro-
active daemon running, which flushes the required pagestafaareceiving the pull()
request from the DomO. The DomO then forwards the data fregtlest VM to the pro-

active storage system.

5.5 Application: Opportunistic Data Flushing

The first application we considered is @@portunistic data flushing/hich we also imple-
mented in a traditional pro-active storage prototype alyedn a virtualized setup, while
the implementation of overall framework differs entiretlye opportunity detection phase
and the utilization of the opportunity remains the same disercase of traditional systems.
The background, motivation and design details of this @ppibn can therefore be referred
from Chapter 3. However, in the following subsections we uscthe key differences in

implementation that were possible in our virtualized setup
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5.5.1 Scheduling VMs to flush data

While the overall design goals remain the same for this agpdin when done in a virtu-
alized system compared to a traditional system, additiopainizations are possible in a
virtualized system setup. When idleness opportunity isaieteby the pro-active storage
system, theull signal is sent to the hypervisor layer which then forwarde the VMs to
pull data from their file system caches. However, as therenatéple VMs managed by a
single hypervisor, the hypervisor can use the global kndgéeto schedule VMs for data
flushing, based on their memory pressure.

In our prototype, we implemented an intelligent schedulmgthod for flushing data
from the VMs. When idle time is detected, VMs are chosen in adetwbin manner to
flush data from it's cache. The hypervisor tracks the numibbeequested pages through
pull signal versus the actual number of pages that were flushdtle ictual number of
pages flushed by a specific VM is lesser than the requestedaruohipages, it means
that the number of dirty pages to be flushed in that specific ¥Mss than the requested
number. This also means that all dirty pages have been fldstredhat VM at that point
of time. We track this opportunity and use it when scheduliegVVMs in the next round.
We skip those VMs which are known to have no dirty pages indathe in the earlier round
and schedule other VMs. This way, the pro-active signalsatesent needlessly and the

global knowledge of hypervisor about the VMs are utilized.
5.5.2 Evaluation

In this section we evaluate our prototype system using syiativorkloads. We used syn-
thetic reads and writes in different VMs with pre-defineceiditervals in the workload in
order to better account for the improvement in performalée used a Intel Quad core 2.6
GHz workstation with 4 GB of main memory running Xen hypeoviand Ubuntu Linux
operating systems as DomO0 and guest operating systemshd-experiments, we run a

synthetic read workload with varying idle times rangingnird00 ms to 5 seconds in one
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Figure 20: Flushing Granularity vs. Idle Time

of the VMs and we generate constant write load in another VMumning a synthetic

write workload with intermittent idle times. Both these VM=ad/write data present in two
different partitions of the same physical disk. When both s the above workload,

the underlying storage system sees a stream of write andegaésts with idle times in

between.

In the first set of experiments we study the effect of flushirgnglarity, represented
by the number of pages to flush on receivingul signal from the hypervisor, on the
performance of foreground requests. Here, we run the wigtilvad in VM1 and run our
synthetic read workload with varying idle times in VM2 and¢oed the average response
time of the synchronous read requests. Figure 20(a) ang 80¢ws the trade-off between
the chosen number of pages on the performance of foregraanetsts under varying idle
time scenarios. These graphs show that when the flushingiesidaa smaller granularity,
even for lesser idle times, the system performs well. Howewben a large number of
pages are flushed on every pro-active signal, when the idie is momentary, it can lead
to interference with foreground requests.

We next run the synthetic read and write workloads in twceddht VMs with varying
percentages of read and write. Through these experimeptsiwdy the performance of

foreground requests for varying read/write ratio of the kimaid and also for varying idle
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time interval. For these experiments, we keep the flushiaggarity, i.e the number of
pages to flush on receiving a signal as constant. Figure ah¢h21(b) shows the increase
in interference of foreground requests and backgrounddkisls the write ratio increases
in the workload. When the workload contains large number ofesrwith insufficient
idle times to schedule the flushing of those dirty pages, eggnessive pro-active flush-
ing will not consume all the background workload and therk lvg interference with the
foreground read requests.

Figure 5.5.2 shows the per-request improvement in respimseof foreground read
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request with continuous background write requests for agptive storage system when
compared to a traditional disk. We used the same synthetikloaxls that access the same
set of disk blocks in both the cases. This graph clearly shinsdecreased spikes in
response times for a pro-active storage system. This isisedhe background flushes that
normally occur every 30 seconds in a regular Linux systermave scattered throughout
the time-line and they occur during the idle times of the diBkerefore, during the routine

flushing, the amount of writes is lesser for pro-active sjergystems.

5.6 Application: Idle Read After Write

In this section we present a case study cditibel Read After Writéhat we prototyped using

the pro-active storage system framework in a Xen-powengdalization infrastructure.
5.6.1 Background

Here we provide a background about disk corruption and tad-edter-write technique.
Data corruption is invariably caused during disk writes tlua variety of causes. When
a disk services a write() request, even though it responttsessful completion to the file
system, can actually fail by a number ways — (i) corrupted Wititten to the sector, (ii)

only partial data written to the sector, or (iii) if he datawvsitten to a different sector

due to some internal mapping error, etc., These are knowosasvtites, torn writes and
misdirected writes respectively.

Numerous steps like journaling, log-structuring etc.,éhbeen implemented in the file
system level to detect and recover from data corruption dbeurs in various levels of I/O
hierarchy. There are also techniques to detect and recararthese by employing check-
summing and replication techniques in both file system I§8%] and storage controller
level [46].

Nevertheless, silent data corruption can happen due toserrdisk drives also. Buggy
firmware code, and wear-ed out hardware are reasons for daah exrors [65]. Write

verification is a technique used in many modern enterprigedtives to detect and recover
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from these disk-level silent write corruptions. In thishamue, a write is accompanies
by a verification of the written content with the copy avaltam the disk cache. As the
verification can only be done if the copy is available in thekdiache, the verification is
usually done immediately after the write operation. Therification involves a disk read
operation where the just-written data block is read agathtaen compared with the copy
available in the disk cache. This technique is thereforkedas read-after-write(RAW).
The RAW technique can detect these silent data corruptiosechhy lost writes, partial

writes and misdirected writes.
5.6.2 Motivation

As briefly discussed in the previous section, read-aftetewrivolves a disk read and a
comparison of the read data with the copy available in thie caghe. Therefore the verifi-
cation needs to be done before the copy in the on-disk caahaded. Since the on-disk
cache is very small (even a 1TB disk drive has about 8-16MBache), the verification
process is usually done immediately following the write rgpien.

While this technique is a good method for detecting and reaaydrom silent data
corruptions, it has an effect on the performance of writerajp@ens. This is because, ev-
ery write operation now is accompanied by a subsequent reaation. This can affect
the performance of more important foreground I/O operatidn order to minimize such
an effect on other requests, recent technique called |dig-agter-write(IRAW) [65] was
proposed. The main goal of IRAW is to do the write verificatiamidg the disk idle time.
While this technique is useful to minimize the verificatiorstof foreground requests,
complication exists in finding space for storing those uifiesl blocks of data. In IRAW,
these unverified data is stored in a separately allocatatbpasf the disk cache with an
assumption that workloads would have idle times in quickégrivals and the verification
can be completed before the allocated space in the disk ¢edwnes full. Their results

showed that reasonable verification rate can be reachedsbyging the 8-16MB of disk
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cache space for many workloads.

However, we argue that there are two significant limitatimnghe assumptions made in
the IRAW technique.

(i) On-disk cache is very small in size and even in modern diskes with capacity in
the order of terabytes hosts only a few megabytes of cacloe spphae disk cache is made to
be such a small space, with an assumption that it will be usgdfor it's desired purpose
like track pre-fetching and that such a small cache is sefiicio hold the popular data of
most kind of workloads. If a major portion of such a highlyatended space is used for
other operations like the idle read-after-write, the fooegd workload performance will
be affected.

(i) With such a small on-disk cache space, there can be guieav workloads that
can fill-up the allocated space faster than the verificatae.rThis is because there is no
guarantee as to whether there will be sufficient idle timesuoing soon after the writes
happen. If the workload is more write intensive, huge nunatbefocks are going to written
to the disk and the probability of getting idle times befdre tiny allocated space in the disk
cache becomes used up can be very less. Therefore, we aag)ter thvariety of workloads
that more write-intensive and without idle times in regutdervals IRAW technique can
be impractical to rely on.

With this motivation, we propose a technique of using thehliglayer cache space
which are relatively very large compared to the on-disk eafdr storing the unverified
block contents. We use pro-active storage framework fotrotimg the file system cache

space for disk-specific operation namely the read-aftéewr
5.6.3 Opportunities for Pro-active Storage Systems

In this case study, we implement a major variation of IRAW teqhe where the blocks
that need to be verified are promoted to the higher-layerecashthey are usually very

large compared to the on-disk cache. Therefore even foewrtensive workloads which
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doesn’t exhibit regular idle times, the verification can baelin the background when the
disk is idle by making use of a relatively large space in theedilstem-level cache.

In a traditional system where the storage system is accesdgdy a single entity,
such a technique can be implemented in the file system levélcasm make reasonable
assumptions about the idle state of the disk. However, irrtaalized environment, the
disk may be shared between multiple VMs and no single VM céimase the idle state
of the disk. Therefore such a technique can be implementaedayer that has a global
knowledge of all the higher layer entities. Therefore a P&&&ework can be a viable

choice to implement this technique.
5.6.4 Implementation

In this section we discuss briefly the issues in implementigidle read-after-write pro-
totype using the pro-active storage framework. The oppdstuat the disk-level to be ex-
ploited in two-fold — (i) monitoring the on-disk cache to det evictions of blocks that were
written to the disk and still unverified, and (ii) monitoritige disk state for detecting idle-
ness. Therefore, to exploit this opportunity, the monitgrcomponent of our pro-active
storage framework checks for the eviction events in the isk-dache. If the data to be
evicted is from a recent write operation that is still notified, the evicted data is pushed
to the hypervisor level. The handler routine for pro-acsignals in the hypervisor, on re-
ceiving the signal stores the data in it's pre-allocatedeapace. For our experiments, we
varied this cache size from 4MB to 128MB. We implemented th&{{&ast-recently-used)
cache eviction policies for the hypervisor level cache.

The second opportunity that is detected by the pro-actar@ge monitoring component
is the disk idle state. Therefore, whenever the monitornagnework predicts sufficient
idle time in the disk, it invokes a pull() request to the hypsor. On receiving the pull()
request, the handler routine in the hypervisor evicts théiquéar amount of data from

its cache according to LRU. On receiving data from the hyigerythe disk performs the
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verification for those data by reading those blocks from fisk dnd comparing them with
the cached copy. If there is a mismatch, then the cached sopyaiin written to the disk
and the on-disk cache copy of this data is again marked agifiedewhich makes the

concerned block to follow the same verification cycle again.

5.6.5 Evaluation

We evaluated our prototype Idle read-after-write impletagan using 1/O traces collected
from Microsoft Research Cambridge servers [57]. We mainlydubeee traces namely
(i) home directory server, (i) mail server and a (iii) pris¢rver. These servers where
internal servers used in MSR Cambridge for storing home tliress, mails and print jobs
of employees.

First, we find the verification rate that is achieved for d#iet cache sizes when ver-
ification is done only during idle times. This way, there imabt no interference with
the foreground workload as we evict data without verifiaatio case there is no suffi-
cient idle times. Figure 23 shows the verification rate aardeby the pro-active storage
system with no interference with foreground workload. Fritw@ graph it shows that for
two of the traces with a reasonably big sized cache, veiificaate of close of 100% can

be achieved. The third trace which shows lesser verificatta is a workload with high
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write percentage and insufficient idle times. For such waalls, we have to trade-off in-
terference effects on foreground workloads to some exteathieve a 100% verification
rate.

In order to get a sense of what effect background verificateonhave on these different
workloads have on the foreground, we plotted the differancaverage IOPS when the
verification rate is 100%. This means even when there is rccsuit idle times, when
the cache space in the hypervisor is full, we do the veriticaeliefore evicting the blocks.
Figure 24 shows the graph of the effect of write verificationsforeground requests for

different cache sizes.
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CHAPTER VI

EVALUATION METHODOLOGY

As storage systems become more complex, evaluating andhinanking them becomes
non-trivial. In this section, we present a taxonomy of sjergperformance evaluation
methodologies and focus one of the commonly used technicalésd 1/0 trace replay.
We built a I/O trace replay tool that supports a novel modeeplay calledLoad-based
Replay and this tool was used in evaluating the performance emma@iots in applications

utilizing our pro-active storage system framework.

6.1 Introduction

Benchmarking of 1/0 systems by subjecting them to realistdawads is a common prac-
tise in the storage community and it is vital for bringingther improvements to the sys-
tem. The most significant issue in benchmarking is maintgimealism with respect to
the actual workload. I/O trace replay is one of the commoslgdutechniques for storage
benchmarking. It strikes a good balance between realismre#ipect to actual application
workload and usability.

Many issues need to be addressed when building an 1/O tratayes even if the trace
collection environment and the trace replay environmeatthe same. For e.g. if trace
replay is implemented in the file system layer, aging the jistesm is one issue [42]. How-
ever in most cases, traces are collected in different setoghgre maintained in centralized
repositories like the SNIA IOTTA [75] from where the userslpand use them in their
own testing environment. This mismatch in system enviramrbetween trace collection
and replay introduces more issues that need to be carefulbuated for.

When traces are replayed in a different environment, they moalpnger be represen-

tative of the real application because most of the appbaoatiunes itself according to the
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system in which it runs. For e.qg. if a trace was collected ifga{performance system, and
is replayed in a low-performance system, it may not be ableetp up with the request
issue pace in the trace, thus leading to massive queueingraindly different timing pat-

tern when compared to running the application itself in the-performance system. We
refer the system environment where the trace is replayad &ointext”. Traditionally this

problem has been tackled by either accelerating the tradeawlerating the trace during
the replay based on the system capabilities. While this mayeltter than replaying the
trace without any modifications at all, it may still not repeat the behavior of the actual
application as shown by our experiments. Also, the degreeadleration or deceleration
of traces during replay is still done in an ad-hoc mannerauithollowing any heuristics.

In this chapter, we propose a novel approach to trace-rejaligd Context-Aware Re-
play, where the replayer tunes itself dynamically based on tiséesy environment. Our
trace replayer framework contains a system calibrationuteoaihd a run-time system mon-
itor which supplies data about the replay environment, dasewhich the replay is tuned
dynamically. The overall goal here is to preserve the appba workload characteristics
thatis contained in the 1/O trace irrespective of the systewhich it is replayed. Currently
we consider load characteristics and the overhead of ga#isiaugh the I/O stack of the
system as our context. It may be necessary to collect mooenation from the original
system during the tracing process in order to support mareegtaware tuning during the
replay.

We emphasize on one of the modes of operation in our ContextealReplayer,CaR),
calledload-based replayhere the primary concern during replay is to preserve t@e 1/
load that was exerted by the application in the trace-ctile@nvironment, irrespective of
the trace replay environment. This technique will be verfulsfor evaluating load-based
experiments, (e.g. a load balancer) for specific load pettef workloads.

In addition to the new approaches discussed above, ourreptay tool distinguishes

itself from other trace replayers by running in virtualizeavironments. It is tuned for
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traces collected in the virtual SCSI layer of the virtualizexst, while the replayer itself
runs in the 1/O block layer within a virtual machine. We havscdssed about some of
the challenges we faced when replaying traces in a virte@dlemvironment. We tested
the accuracy o€CaRwith varied system configurations and workload traces basekky

workload characteristics. Overall we find tl2@aRperforms quite accurately with an error

bounded within 4% in all system configurations and worklogmks we tested for.

6.2 Background

File and storage system evaluation techniques can be prokdisified into three major
types — (i) running real applications, (ii) replaying I/@¢es and (iii) synthetic benchmarks
tailored to represent a particular application. The exbénepresentativeness to real-world
use-case scenarios are different in each of these methddsas the ease of use of these
methodologies. There is a trade-off between being reptathen of real application and
being easy enough to configure and use. We discuss the agearstad disadvantages of

these three methodologies in detail.
6.2.1 Real Applications

In order to evaluate a file system or a storage system for afgpiiad of workload, the

most accurate way is to run the actual application for whioh $ystem is tested. By
running the real application in the system under evaluatbme can be sure of how the
system behaves for that particular workload. However, tlagvdack in this approach is
that, configuring and running real applications in everyteaysunder evaluation can often
be atedious task. For e.g. in order to evaluate a system fomlare transaction processing
once has to configure and create a database, populate itatétadd then run queries onit.
It consumes a huge amount of time to re-configure it for a iffesetting or for a different

system.
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6.2.2 Application Traces

An 1/O trace is a sequence of I/O operations from an apptoathat is collected at a
specific layer in the system stack. Replaying an I/O trace nohye@ as representative as
running the actual application but it is far more easier fag an I/O trace as compared to
configuring and running real applications. Replaying an i&0¢ provides exactly the same
access pattern and in most cases the exact timing pattéra lalyer in which it is replayed.
I/O traces are usually collected at either the system cadiriéstrace or file system layer
[42] or network layer tcpdump or the I/O block layer based on the use-cases. For e.g.. if
file system level caching techniques are to be evaluatede aydtem level trace may be
suitable. Similarly if we need accesses pattern in the geosgistem, I/O block-level traces

may be suitable. Usually traces are replayed at the sameitayas collected.
6.2.3 Synthetic Benchmarks

The third and most frequently used methodology especialjyerformance evaluation of
file and storage systems is the use of micro-benchmarks acrhanchmarks. These are
frequently used primarily because they are very simplettagand run. However in many
cases they may not be very representative of the real apphsa Another problem with
macro-benchmarks is they may be written for a specific typgpefating system, database
system, etc., and it may not be straight-forward to port dtteer types of systems. Avishay
et.al [41] studied most of the commonly used benchmarks faildeith respect to how
representative it is to the real application workload.

Micro-benchmarks are synthetically generated workloads perform a few specific
operations with an goal to study the behavior for a systerhdabgpecific micro-operation.
These are also sometimes used to interpret the results ote+fhanchmark since they
provide more insight on each single micro-operations. Edaminclude programs that
perform specific pattern of workloads like random read, satjal read, etc., These bench-

marks cannot act as a stand-alone evaluation tool but caplearent a macro-benchmark.
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Macro-benchmarks are workload generators that are tdilreepresent the 1/0 ac-
cesses of a particular application. They either mimic tleess patterns of a specific work-
load like the mail server workload or may conform to a welbeyated specification. For e.g.
Postmark [44] is a macro-benchmark that mimics the worklofachail server as seen by
the service provider. Some macro-benchmarks are createddatg to the standard spec-
ifications like the TPC, Storage Performance Council (SPC), €lese are in most cases
easy to configure and run when compared to running real apiolics. But in some cases
like TPC benchmarks, it may require complex system setupsding it. Previous studies
have pointed out that many of these benchmarks can driftiaber due to a variety of

factors and may not accurately represent a real applicgtign

6.3 1/O Trace Collection

I/O traces can be collected at various system layers: syssdintayer, file system layer,
block I/O layer, etc., In virtualized environments, I/O vegts from the virtual machines
are re-directed to the hypervisor. Collecting 1/0 tracehmhypervisor level can provide
several important benefits over traditional I/O trace @it in guest OS layers. First, it
is OS-agnostic. Regardless of which operating systems atk we can collect traces with
the same tracing tool. Second, it is much easier to colledtipieistreams of 1/0Os from
different VMs under the same clock. This section descriletaild about the 1/0 path in
our hypervisor and the layer in which the I/O traces are ctdle for our study.

As shown in Figure 6.3, 1/0 requests issued from applicationthe guest operating
system running in a virtual machine are sent to kernel stostigck within the guest OS.
Depending on which virtual host adapter is used, I/O requmst processed by either stor-
age device driver or para-virtualized device driver in theual machine. Then the 1/O
requests are queued in virtual SCSI layer after they passdghrdevice emulation layer.
We collect the I/O traces from the Virtual SCSI (VSCSI) emuwlatiayer, which exposes

a virtualized SCSI device to the guest OS. We collect issuegjroompletion times, type,
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Figure 25: 1/0O trace collection from virtual SCSI layer

length and location of every request from the VSCSI layer. Whilr replay framework
enables context-aware replay, we currently use compleitioes as a way to capture the
context (or properties) of the original system. With thephef completion times, it is

possible to get a notion of I/O load in the original systemiemment.

6.4 1/O Trace Replay

CaRis a multi-threaded load-generator that issues requests the input I/O trace asyn-
chronously to the underlying storage system, such thairthied pattern, the access pattern
and the load pattern of the original trace is preser@aRdistinguishes itself from the ex-
isting 1/O trace replay tools by being context-awai€aR tunes itself according to the

system in which it is replayed, such that the overall charastics of the original workload
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are accurately preserved irrespective of the system tygebaS¥ed the implementation of

CaRon an existing Linux utility calledbtreplay[14].
6.4.1 Challenges

Here we discuss some of the challenges we faced during tHenmeptation ofCaRfrom
the perspective of general trace replay and trace repldymatvirtual machine.

Trace collected and replayed in different machinesOne of the main problems in
I/O trace replay is to account for differences in capalketitof the system in which the
trace was collected compared to the system in which it is\aied to be replayed. Trace
replays generally represent the 1/0 access behavior of &leaat in an accurate manner
if implemented right. However, this applies only when thace collection system and
the replay system are the same or of similar capabilities. "éh&ace is collected and
replayed in different machines, one cannot be sure howseptative the trace replay is, in
comparison to running the actual application itself. Fgr €onsider a case where an 1/0
trace is collected in a system with an underlying storagsisting of RAID-0 with 5 disks,
and replayed in a system with an underlying storage congisti RAID-0 with 10 disks.
In this case, during replay, the timing and the access (itotfieal level) can be accurately
maintained in the replay because replay is done in a systémfagter storage. However,
the load profile or the device utilization of the system in ethihe trace was collected can
not be maintained. Because of a faster storage, requestbendérviced by the storage
system at a much faster pace and the number of outstandiagn®e device at any point
of replay may be much lower than that of the trace-collectgstem. Another problem
is that, one cannot be sure if the trace replay is indeed septative of the application
behavior. This is because, by virtue of running in a slowestesy, the inter-arrival time
between the trace requests may be longer. The applicatigiave waited for completion
of previous requests before issuing next request. Whenyieglan a faster system, there

is no information as to whether the application was blockedn I/O or if there was a
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genuine idle time in the application. The replayer can jasté requests as seen in the
trace, which may not reflect the application behavior adelya Similarly if a trace was
collected in a faster system and replayed on a slower systdrmowr any modification, the
timing pattern and the load profile or the device utilizatwifl be entirely different from
the original trace. This is because the slower system inhwtiie trace is replayed may
not be able to keep up with the pace of request issues in tmakirace and the requests
may get queued up before issue, thus changing the timingrpaif the workload. As the
requests may be constantly queued up before issue, theedéilization will also be far
higher than what was seen in the original system in whichréeetwas collected. Had the
actual application been run on the slower system diredté/application itself could have
tuned itself to account for system delays.

Validation of CaRaccuracyIn addition to having different hardware capabilities, the
trace collection system and trace replay system may alsdifigrent operating systems
with different policies. For instance, the maximum blockesof requests, or the I/O
scheduling policy may vary across operating systems. Becalithis a single request
may get split into multiple requests during the replay, @ytmay arrive out of order, or
multiple requests may be merged into a single request. Takesrequest-by-request com-
parison of the original trace and the replayed trace diffidtdr e.g. in one of the Microsoft
Windows operating systems, the maximum request size was dhndBvhen we replayed
it, it split into two 512KB requests as the maximum requezt s$sued by the driver in the
Linux version we used was 512 KB. Given this challenge, we nreglsaccuracy of the
trace replay applying more statistical functions like thstrébution function, I/Os issued
per second (IOPS), Error over a time interval, etc.,

Trace collected and replayed in different layers of storagestack In most cases the
traces are collected and replayed in the same layer. Howewaur case, we used the
traces collected at the virtual SCSI(VSCSI) layer using aingatramework available in

the hypervisor as discussed in section 6.3, and we replayabe in the block level within

81



the virtual machine. We develop&aRin the VM and not in the hypervisor layer where the
trace was collected, to enhance the accessibility of thie Tdus way, we were able to use
CaRacross a variety of setups and not restricted to a propyiéigrervisor. However, this
introduces some issues with respect to interpreting theracg ofCaR As the traces are
collected at the VSCSI level, the inter-arrival time infotroa, the number of outstanding
I/Os, etc., will be different at a lower layer when comparedmhat will be seen in the
virtual machine. While replaying, it is important to accotortthe differences between the
two different layers. IlCaR we assume a constant delay between the VSCSI layer and the
block layer within the virtual machine and account that iemtiming calculations.
System-specific configurationAs the trace collection system and the replay system
may be different, the system-specific configuration valuag impact the accuracy of trace
replay. For instance the I/O queue depth may be differentfiardnt operating systems.
Therefore while replaying the trace, it is possible thatrérgpiest issue is bottle-necked by
one such parameter, while it might not have been a probleimeisystem where the trace
was collected. Identifying those parameters specific tmgerating systems are therefore

important.
6.4.2 Design Considerations

I/O traces generally contain two significant details abbatapplication workload - timing
information and access information. The goal of a I/O traa@ayer will therefore be to
reproduce the same timing and the access pattern of thealrggpplication workload. In
addition to timing and access pattern, we found that the &/&2l Ipattern is also a vital
information that can be obtained from an I/O trace. If a tremetains 1/O issue events and
corresponding completion events, a notion of device loadbeaknown by extracting the
number of outstanding requests in the system at any poiheitrace. The overall goal of
CaRis therefore to reproduce the timing pattern, access pediad load patterns based on

the use-case.
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Users of an I/O trace replayer can have diverse requiremeali®wing characteristics
are what a typical I/0O trace should preserve during replay.

Timing Pattern: There are use-cases in which timing information is the nmopbirtant
detail that needs to be reproduced by the trace replayehelstenario is to evaluate an
energy conservation algorithm that puts the disk in standbge whenever there is idle
period in the workload, the trace replayer has to be accurdats timing pattern more than
the access pattern and the load pattern. This is becaus®dhé&eaye is to test how the
system performs for a specific mix of idle and busy periodfiéworkload [25].

Access Pattern: Access pattern is one of the most commonly used part of an 1/O
trace. There are many use-cases where the access pattemwobdrklioad is of primary
importance (e.g. caching related experiments). If the gotd evaluate a caching policy
for a specific workload, I/O traces can be replayed such tieekact logical addresses
are accessed, and one can find performance of a given caabling @ccurately for that
particular workload. In this case the timing pattern or tlegide utilization pattern is of
secondary importance. Even if the trace is executed asafagossible, without any inter-
arrival delay between the requests, the evaluation will bammgful.

I/O Load Pattern: This information is usually not considered in the tradiaibtrace
replay studies. To the best of our knowledge there are no f@ahniques that aims at re-
producing the load pattern of the application during théengpf an I/O trace. However this
information can be vital for some experiments that are basetthe system load changes.
For e.g. if the use-case is to evaluate the performance cddgbbalancer on a particular
storage system, for a particular workload, the load patéthe original application must
be reproduced more than anything else we discussed abowat.waly, the load balancer
can be evaluated for a specific workload that contains agpdati pattern of load changes.

There are also many use-cases where a combination of the @bavacteristics are
important and need to be reproduced during trace replaye lgorthere may be more so-

phisticated energy conservation algorithms that takesantount both timing and access
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pattern of the workload in order to perform selective shmtxd of disks based on access
locality [83]. In this case, the trace replayer should beugaie with respect to both the tim-
ing and the access pattern. Similarly for some use-casesyita® necessary to reproduce
accurate load pattern while not trading-off timing and tbeess pattern. Ideally a trace
replayer must be able to accurately reproduce the timirgaticess and the load profile of
the original traces. However there are a few design isswsrthke these three character-
istics conflicting. For e.g. when a trace is collected in aeysand replayed in entirely
different system with different capabilities, in order t@imtain a similar load profile as
the original trace, the replay needs to be either slowedadmvaccelerated, which leads to
imperfect timing pattern.

We designedCaRkeeping the above in mind and making it useful for all of theab
case studies. We've achieved that by including severalblenparameters. Users can
configureCaRto accurately reproduce timing, access or the load pattetheooriginal
trace. For e.g. if the replayer is configured with load patees the primary characteristic,
the replayer would maintain particular load pattern and/dahen maintain the original

timing and access pattern.

6.5 Architecture

Figure 6.5 shows the architecture@iR CaRis built on a few key modules like theystem
calibration module, batching module, the trace parserteysmonitorand the request
dispatcher The functionalities of each of these modules are disculssienv.

System calibration module: This module resides in thgrepare phasef CaR The
goal of this module is to calibrate the trace replay accardmthe system in which it is
replayed. In order for the request issue-timing to be ateutiae system should be capable
of issuing requests at the required pace. However, it'siplesthe trace was collected in a
faster system, wherein the overhead introduced by the HEkstas very less. If the trace

is replayed without any change in a slower system, requesisat be issued at a precise
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Figure 26: Architecture of theCaR

time as the 1/O stack overhead may be higher. In order to axtdouthis during the replay,
it is important to measure how fast the system is able to issgeests. This is done by
the system calibration module which issues a series of &sgnous 1/0Os and measure the
average delay between each of the request issues. Havind fois, it is possible to infer
if the trace requests can be issued at the same pace as tinaldriace.

Trace Parser: As the name suggests, the trace parser module parses th&ranade
and presents it in a standardized format. The input to theetparser module can be
I/O traces in any format like text, compressed, etc., If a pmssed trace is fed to the
trace parser, decompressing logic should be plugged indortbdules. The parsed trace
attributes are provided to the batching module where theyshaped up as 1/O requests
that are ready to be replayed.

In addition to parsing the input trace and extracting thelattes, the trace parser also
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extracts key statistics from the trace, which are later mesdéanthe play phaseFor e.g. it
records the load profile of the trace with respect to the systevhich it was collected. The
parser uses the issue times and the completion times of egalst to measure this. For
every request, it computes the number of previous requestste still outstanding in the
system by comparing the request’s issue time with compidioes of previous requests.
This gives a profile of outstanding 1/Os (or “the device Igaover the entire trace in the
system in which the trace was collected. This informatiory fo@ useful during the trace
replay in order to evaluate load-based algorithms.

Batching Module: The batching module takes the system-specific details that w
measured by the system calibration module and makes a pasglththe trace to find
regions in the trace where the inter-arrival time betweenests is lesser than the system’s
minimum delay between request issues. The goal of this reagdib batch-up the requests
in those regions into a single group and issue them usinggesasynchronous request.
This way the request issue is not delayed even if the systeodunces more delay between
separate requests. The output of this module will be a sefi#® batches (one or more
I/O requests encapsulated in a list) to be asynchronoushta¢he storage layer.

System Monitor: The system monitor continuously monitors the system aniecsl
useful run-time statistics that are later used by the reqlispatcher. Some examples of
information collected by system monitor are current I/Oupistatus, per-request latency
values, etc.,

Request Dispatcher: The final module inCaRis the request dispatcher and it func-
tions in theplay phase The task of the request dispatcher is to obtain the 1/O leatch
along with any statistics about the trace from the batchigluie/trace parser and form
asynchronous requests and submit it to the underlyinggdegrer. The request dispatcher
also makes use of the results from system monitor like theesyfoad etc., and tunes the
replay dynamically as needed. The request dispatcher smsmalti-threaded process that

is capable of issuing multiple parallel requests. Simyldhle request reclamation takes
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place in a separate thread which notif@sRthe completion events.

6.6 Load-Based Replay of I/O Traces

In this section we present the motivation and design of ontbebperation modes @aR
calledload-based replay Load-based replay maké€aR preserve the load profile of the

original application trace@respectiveof the system in which it is replayed.
6.6.1 Motivation

I/O trace replay is a common and traditional methodologyefaaluating file and storage
systems. However only part of the information is captured ased from the trace, and
restis ignored. Load profile of the application on the systemhich the trace is collected
is usually over-looked. With 1/O trace containing issueds@nd completion times of each
request, number of requests that are outstanding (beinicedrby the storage) can be
obtained. By calculating this metric for every request intita&e, one can obtain a pro-
file of outstanding 1/Os in the system over the run time of thiére trace. This profile of
outstanding I/Os is a good measure of I/O load in the systdrarelare quite a few experi-
ments that need workloads of certain load pattern for tgsthm example is evaluation of a
load-balancing algorithm. In order to evaluate the usefsdrof a load-balancing algorithm
for a particular workload by replaying its trace, it is nesay to preserve the original load
pattern of the workload during replay. These experimentegdly do not use I/O trace
replay as the evaluation methodology because traditi@pday strategies do not account
for load pattern of workloads. Micro-benchmarks that angatde of issuing requests in a
pace that matches a given load pattern are rather prefertbgs$e kinds of experiments.
The micro-benchmarks pick requests based on a given rasslfatio, random/sequential
mix, etc., and then for a given pattern of outstanding I/@sytissue requests that matches
the pattern. While these micro-benchmarks can reproducadagattern, they ignore other
vital information from a workload. For e.g. correlation Wween the request type (read or

write), access pattern and load is not taken into consideraPreserving these complex
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correlations of an application workload is a non-triviasska The advantage of I/O trace
replay is that, it captures all this information automdtcay virtue of issuing the same
requests as in the original application precisely. TheeeWith an added functionality of
preserving load pattern during replay, trace replays cath@enost suitable and accurate
method of evaluating these load-based experiments (nextitong the actual application).
One may assume that a timing-accurate and access-acaepigar will preserve the
load pattern as well. However, this may be true only in cadesrevthe trace is collected
and replayed in the same system with all parameters andgetinchanged. In most of
the cases, traces are collected and replayed in differetérag altogether. Because of this,
even though the requests from the original trace are issuggteise timings and to exact
location in the logical address space, the rate of servi@agests may vary from system
to system, thus changing the load pattern of the workload bgethe storage system.

Examples illustrating this problem is discussed elabtyatesection 6.4.
6.6.2 Design

The primary metric considered by the load-based replayrigtgo is the number of 1/0Os
that are outstanding at every instance. This informatiocoltected from original trace
during the prepare phase 6aR The number of outstanding I/Os are captured for ev-
ery request in the trace. This means, we have informationawn rhany requests were
outstanding in the original system when each of the requests issued. This detailed
information is fed to the play phase 6BR We also capture run-time statistics on number
of I/Os outstanding in the system where the trace is replégddre issuing each request
from the trace.CaRcompares the current number of outstanding I/Os in the systigh
the same number of outstanding I/Os that was captured frerartginal trace and matches
it dynamically.

The trace replay process starts in steady state — both akigate and the replay process

starts with O outstanding 1/0s. Subsequently, before mgseach request, the required
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outstanding I/O value is compared with the run-time valuéhm system. If the required
number is less than the current number of outstanding I/Q@karsystemCaR waits till

the number drops to the required value, which will happennasvehen the requests get
serviced by the system. As soon as the current value matebesdquired value, the next
request is issued. As we start the trace replay in steady ttate will rarely be a case
when the number of 1/0Os outstanding in the system is lesstt@amnequired number that
was captured from the trace. It becomes tricky when the redumumber of outstanding
I/O matches the current number of I/Os outstanding in théegysin this case, if original
request issue timing from the trace is preserved, the numbeutstanding I/Os in the
system may drop before the next request issue. For e.g.ideors request?; that is
issued at time;, and requeskz, issued at time, with a required outstanding I/O count
of 2. After the request?; is issued,CaR checks the current number of outstanding 1/0Os
in the system and if it ig, it either issues the requeRt immediately, in which case the
load profile would match and the timing information is contelg overlooked. Another
alternative is to wait for timeé, and then issue the request, in which case the number of
outstanding I/Os in the system may dropltor 0.

In order to balance between timing preservation and loadepvation, whenever the
number of outstanding I/Os in the system is equal to the requwalue that is captured
from the trace, average latency value in the current systgar,a time interval is captured
and if that latency value is lesser than the inter-arrivaktibbetween the requests, the new
request is issued immediately. If the average latency i®ri@n the time interval between
the two requestsCaRwaits for the original issue time of the new request and sstat
the originally designated time. This way, when more recuias¢ queued up leading to
higher latency, the application’s inter-arrival timingnclhe preserved. Without this func-
tion, timing information will be over-looked entirely in sas where the replay system and

the original trace has same number of requests outstanding.
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6.7 Evaluation

In this section we present results from our evaluatio€aRthat shows its accuracy with
respect to timing and load pattern. The goal of this evabuais to check the degree of
conformance of the replayed workload to the original woakldased on a few metrics that
we identified. Figure 6.7 shows our testing framework. Fstiig purposes we collect the
trace ourselves by running the application of our choice wirtaal machine. We collect
the trace of I/O requests in the VSCSI layer. More details aoetrcollection is discussed
in Section 6.3. We call this trace as theginal trace

We useCaRto replay the original trace in either same or a differenteaysenvironment
depending on the experiment. We again collect the tracdseitv&CSI layer during the
replay. This is essentially an 1/O trace containing requiestued byCaRin the virtual
machine. We call this trace as tieplay trace In all our validation results below, we
compare the original trace with the replay trace for the icetwe identified.

The metrics we considered for evaluating the accuracy dayepith respect to timing
pattern are (i) 1/Os issued per second, IOPS (ii) Distritoutof inter-arrival time between
requests (iii) Average error in inter-arrival time on a peguest basis. The metrics consid-
ered for evaluating the accuracy of replay with respect aol lpattern of the workload are
() Distribution of number of outstanding 1/0Os when issuiggch request in the trace, (ii)
Error in number of outstanding 1/0Os on a per-request basis.

System Configuration: We used three different system configurations in our evalua-
tion.

Setup-1Ubuntu 9.10 virtual machine on HP ProLiant DL380 G5 host Withtel Xeon
CPU X5355 processors at 2.66 GHz, 16GB RAM on a NetApp FAS6G3age, RAID
DP volumes backed by 52 15K RPM FC drives.

Setup-2:Microsoft Windows 2003 Server virtual machine on HP ProLiBh580 G5
host with 16 Intel Xeon CPU E7340 processors at 2.40 GHz, 32GRIRA a NetApp
FAS6030 storage, RAID DP volumes backed by 52 15K RPM FC drives.
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Figure 27: Testing Framework

Setup-3Ubuntu 9.10 virtual machine on HP ProLiant DL370 G6 host WBithtel Xeon

CPU X5570 processors at 2.93 GHz, 96GB RAM on a HP local RAID otletr(Smart
Array P410), RAID 5 volume backed by 6 disks.

Traces Considered:We collected a few 1/O traces of applications running in Viéwd

and Linux virtual machines and then used it to validasR

Exchange Serveitraces collected when running Microsoft Exchange Load Geoe

configured with one Exchange server with four databaseswim@ows virtual machine.

Swingbench DSSTraces of Sales Order (DSS) benchmarks backed by Oracle 11gR1
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Figure 28: 10s issued per second

database on RHEL 5.1 64-bit version.
OLTP/TPC-C:Traces of Order Entry (OLTP) queries going to Oracle 11gRalukte

on RHEL 5.1 64bit version.

CaRaccuracy with respect to IOPS:In the first set of results we present the accuracy
of CaRwith respect to IOPS. We compare IOPS measured in the ofigate versus the
replay trace. Figure 28(b) and 28(a) shows IOPS measuradao¥60-second section
of the trace. We used Exchange and Swingbench DSS tracedse #xperiments. In
the case of Swingbench DSS workload, we uSetup-Ifor both the trace collection and
trace replay, whereas in case of exchange workload, the was collected by running
Exchange workload in a Windows virtual machine runningSatup-2and the replay was
done inSetup-1 The IOPS generated byaR matches quite accurately with that of the
original trace, though there are minor mismatches in a fese€aThis is because, during
replay some of the original trace requests get coalescdtkihihux 1/O block layer and
when it reaches the virtual SCSI layer where the replay trao®liected, the number of
requests are slightly lower than the original in some cad3édss problem is more when
the trace collection system and the trace replay systemiféeectht. For e.g. when a trace
collected in a faster system is replayed on a slower systegghehqueuing leads to more

request coalescing in the Linux I/O block layer.
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CaRaccuracy with respect to distribution of Inter-arrival tim e: Next, we compare
the distribution of inter-arrival times between the orgitrace and the replay trace. The
traces considered here are Exchange and Swingbench OLTHRoaar The trace collec-
tion and replay setups for Exchange workload are the saméaswe discussed above.
For Swingbench OLTP workload, we us&etup-1for both trace collection and replay.
Figure 29(a) and 29(b) shows distribution of inter-arrigalay between two consecutive
requests. This is measured by capturing delay between egaest issues and then sort-
ing them. For both the traces considered, the distributionter-arrival times are quite
accurate foCaR We have provided two modes of replay here viz. the singlesitied and
multi-threaded. In single-threaded replay, we batch megeests into single asynchronous
I/O as the round-trip delay for every single request may beertttan the inter-arrival delay
between requests. Hence, more requests are issued priwitaésignated issue times
and therefore the curve starts under the original curve.régquests that are not batched
suffers round trip latency which is more than the origin&tirarrival time. Therefore there
is a jump in the curve at around 20% of the request issue indBe of single threaded
execution. This is no longer a problem when multiple issueatis are used.

Timing Error on a per-request basis: Finally we show the actual error in the timing

pattern over a section of trace replay on a per-request.bidsi® we capture inter-arrival
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Figure 30: Request issue timing error

time between every request in a section of the original temxcecompare it with the replay
trace. As discussed in the challenges part of Section 6 padng request-by-request
can be infeasible in some cases because, requests mayartrigéorder during replay.
Therefore we calculated the average inter-arrival time eaeh second in the 300 second
section of the trace considered and compared it with thah@fréplay trace. The traces
considered here are Exchange and TPC-C workload. The Exelsanger workload was
collected and replayed in the same setup as discussed abbeel PC-C workload was
collected and replayed i8etup-1 Figure 30(a) and 30(b) shows the error in the average
inter-arrival time values over a 300 second section of theetin a per-second granularity.
Here a positive error value means the inter-arrival timéereplay trace is more than that
of the original trace and vice-versa. The graphs show ethatsare in the order of 10-20
microseconds, which is negligible for most of the tracdaggcenarios.

Accuracy of CaRwith respect to distribution of outstanding I/Os: The next part of
our evaluation focuses on testing the load-based replayrieaf CaR We first compare
the distribution of outstanding 1/Os before issuing eaduest in both original trace and
the replay trace. The traces we considered here are the igelaand Swingbench DSS
workload. The system setup for the trace collection ancasepte however different. The

focus here is to replay traces in different systems thanrlearowhich they were collected.
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We patrticularly chose systems with entirely different dailides in order to test our load-
based replay feature. The Exchange workload was colleat&ktiup-2and replayed in
Setup-3 while the Swingbench DSS workload was collectedSetup-land replayed in
setup-3 It should be noted that in both cases, the trace collectsdnwen a system with a
large storage array, while the replay is done in a local sHuigk storage, which makes the
replay environment completely different with respect tuide load.

Accuracy of CaRwith respect to distribution of outstanding I/Os: The next part of
our evaluation focuses on testing the load-based replayrieeaf CaR We first compare
the distribution of outstanding I/Os before issuing eaduest in both original trace and
the replay trace. The traces we considered here are the gelaand Swingbench DSS
workload. The system setup for the trace collection ancasepte however different. The
focus here is to replay traces in different systems thanrlearowhich they were collected.
We particularly chose systems with entirely different dailides in order to test our load-
based replay feature. The Exchange workload was colleat&ktiup-2and replayed in
Setup-3 while the Swingbench DSS workload was collectedSetup-land replayed in
setup-3 It should be noted that in both cases, the trace collectsdnwen a system with a
large storage array, while the replay is done in a local sHuigk storage, which makes the

replay environment completely different with respect tuide load.
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Figure 31(b) shows the distribution of outstanding I/Ostfa original trace and for a
variety of replay modes. The AS-IS mode tries to replay thedrby preserving original
request issue timings without considering the load patteéka the replay system has a
low capacity storage when compared to the trace collectystem, requests get queued
up before issue and the outstanding I/O is far more when coedpa the original trace.
We also followed the traditional approach of deceleratimg trace replay by a factor of
2 and 4 which are also plotted in the figure. Interestinglgreslowing-down the trace
by a factor of 2 lead to more outstanding 1/Os during replantthe original trace, and
when slowing-down by a factor of 4, makes the replay utillze device far lesser than the
original trace. Also, the load pattern of the AS-IS and tleeveld-down version of replay
is entirely different than the original. In the case of Idzabked replay, the distribution
curve matches the original trace pretty closely. This isabee rather than using a constant
slow-down factorCaRdynamically tunes itself so that it matches the load pattérte
original workload. Figure 31(a) shows the distribution afsianding 1/Os for the Exchange
workload compared to the original trace.

Per-request comparison of outstanding 1/0s:We also tested the precision 6&R
with respect to load pattern by plotting the error in numbleowstanding I/Os on a per-

request basis. We used the same experiment as above wittvilnghb®nch DSS workload.
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Figure 32(a) shows the error graph over a section of 400Cestgun the trace. The load-
based replay performs accurately even with respect to fiaeed per-request metrics.
There are some errors infrequently liaRadapts itself fast enough to match the original
profile overall.

Access pattern accuracy ofCaR Finally we present an experiment result showing
average request sizes captured from replay trace for diffenodes of trace replay. The x-
axis in figure 32(b) shows groups of 1000 requests insteadrafgguest for more readabil-
ity of the graph. The y-axis shows the average request sizeaogroup of 1000 requests.
The unmodified replay of original trace shows higher reqeests and hence contains
lesser number of total requests when compared to origiaegirThis is because requests
are queued for a long period during which requests get coedeis the Linux 1/0 block
layer. Therefore the access pattern is entirely changealisecf different replay environ-
ment. However in the case of load-based replay, the accéssmps pretty accurate since

CaRimplements flow-control based on the replay environment.

6.8 Related Work

In benchmarking 1/0 systems, a variety of load generatd@s]Z, 13] and macro-benchmarks [80,
44, 60] attempt to emulate the actual application worklo#dlarge set of techniques

have been studied in the past and have been proven to be usddqg many scenar-

ios [81]. Also, some of these benchmarks still need compystesn setups like config-

uring databases etc., even though they simplify runningtieal applicationsCaRmakes
benchmarking process easier since no complex system coatf@nus are necessary and
achieves reasonable accuracy with respect to runningppétations. A variety of tracing

tools are available for characterizing application wogkls and for benchmarking storage
systems [8, 12, 27, 87]. These collect traces at differgmriain the system stack namely
system call layer, file system layer, NFS layer, block layer, élowever none of these are

aimed at virtualized environments. We used vscsiStats [Hthvtraces the 1/0 requests
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from the virtual SCSI layer.

There have been a few trace replayers in the past that operdiféerent layers of the
storage stack. TBBT [86] for e.g. is an NFS level tracing toalt thetects and accounts
for missing operations in the trace. Replayfs [42] is a VR&ll¢race replay tool which
has the ability to replay traces collected from systems witvariety of file systems as
it is implemented in the VFS layeriCaRis an 10 block-level trace replay utility that is
primarily useful in benchmarking storage systems with {fibstystem-cache accesses of
real applications. //Trace [54] is a sophisticated traqdanetool used mainly for parallel
systems. The goal here is to account for dependencies awdses when traces collected
from parallel systems are replayed. However, it is not asapée as our model because it
uses custom annotations made during the trace collectiasepdind uses it during replay.

Buttress [7] is a recent trace replay tool that is aimed at fidgidity replay in high-
throughput systems that is in the order of more than a mil@RS. Our technique instead
aims at a different user base where the maximum throughpguiresments are not in the
order million IOPS. We instead focus more on making the tragtayer system-aware.
Btreplay [14] is a I/O block level replay utility that shipstwiBlktrace package in Linux.
CaRis based on the implementation of btreplay. We've made séwmydifications to make

it more efficient.
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CHAPTER VII

EXPLOITING PRO-ACTIVE STORAGE FOR ENERGY
EFFICIENCY: AN ANALYSIS

With energy-aware computing gaining significance becatibeige deployments of large-
scale data-centers, it may be useful to extend our proeastarage framework to look for
opportunities for potential energy optimizations in therage-level. With this goal, in this
chapter, we start with understanding the fundamental todidebetween improving energy
efficiency vs. preserving performance. We then build a now@deling framework that ef-
fectively captures fine-grained disk-level metrics that@ignificant roles in maintaining a
balance between energy efficiency and performance pregearvéle validate the accuracy
of our performance and energy model, we compare its resultgafious types of storage

systems, with results of simulations of the correspondjrsgesns.

7.1 Motivation

The power consumption of storage systems is a predominampaoent of overall data

center power consumption, costing millions of dollars aryealarge enterprises [21]. As

a result, various techniques have been proposed to redeigmiter usage of storage sys-
tems. These techniques typically involve opportunisiycgpinning down a subset of the
existing disks when they do not serve I/O requests, and ukitg placement strategies
(potentially including temporary copies) designed to @ase the probability that disks can
be turned, or remain, off. However, there are two major perémce costs associated with
power-efficient techniques. First, a smaller number ofdieim reduces the effective band-

width of the system. Second, techniques that rely on miggatr copying data produce
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additional load that contends with the foreground workléadresources, again impact-
ing performance. Thus, it is desirable that techniquesigeotheir energy savings while
minimizing their impact on performance.

Despite the importance of such techniques for power managgrastimating the im-
pact on the system of a specific technique is quite difficglpeeially when the workloads
are complex (e.g. containing various distributions of igikee, and a mixture of random
and sequential I/O). On top of that, complexity is also idtrced by the power conservation
technique itself, which might require not only turning diskn or off, but also background
copying or migration of data. Simulation is a well-accepteethod of evaluating power-
savings techniques, and can be used as an alternative taguhe workload on an actual
system that implements that technique. Typically, stosigailators use models of key
system components (such as hard drive, RAID controller) édcdetermine the effect on
the system of each request in the workload trace, and havedbemsvn to produce accu-
rate results [15]. However, they require considerablerettm simulate new techniques,
if those techniques can not be expressed in terms of thedgleasting building blocks
of the simulator, and also require considerable simulatime. The difficulty of evalu-
ating these techniques makes their deployment in pracglikely, thus reducing their
potential utility.

In this part of the thesis, we make two key contributions.st-iwe present a novel
approach to modeling the performance and energy of a st@ygem, that can be used
for evaluating techniques aimed at power optimization. @uoproach strikes a balance
between analytical models that handle only well-defined sintble synthetic workloads
[71, 52] and full-blown simulation at the level of individugquests [32]. Our approach is
to use an analytic model of the system that can be appliedytatiistics extracted from
short sequences of requests. The entire trace is splitnmédi §me intervals, each interval
is summarized through some key statistics, which in turmesas input to our model to

accurately evaluate that trace under various layout mestmsrand migration policies. By
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using our model, the task of evaluating a new technique esltecsimply extracting these
simple workload statistics once, which can then be reusexsadifferent instantiations of
our model corresponding to different layout techniques.

The key abstraction in our analytical model is thie-length a single sequential block
of requests as seen by the disk; for example, a single 1/Cesgapi 128 KB will be treated
as a run-length of 128 (the run-length can be in any granylas long as the same value
is used throughout the model). Similarly, 16 consecutivpiests of 8K each to sequen-
tial blocks would also be treated as a run-length of 128. Byegming these various
run-lengths in the trace, our model accurately accountshi®exact mix of random and
sequential /0. The model captures the effect of fine-grhimeeueing due to burstiness
in the workload. Unlike synthetic workload models, our mio@ghfully replays the ex-
act duration and extent of burstiness in the real-worldesadVe show that even complex
workloads with arbitrary mix of interleaved random and s&dial 1/0 can be effectively
modeled based on this simple insight of separating themrimdengths and then aggre-
gating the bandwidth and latency characteristics for eadividual run-length.

We demonstrate the efficacy of our model by using it to modehtrious components
of the PARAID system [83]. PARAID saves power by switching tcowér ‘gear’, i.e.
lower number of disks, when the utilization is low; writesngeated during that time to
the shut-off disks are re-mapped to remaining active diSk®se are propagated back to
the original disks when the load again ramps up, at whichtgbmarray does a ‘gear up-
shift’. We model the performance cost of this multi-gearrapien, and validate it through
detailed simulations using DiskSim [15]. We show that theutes from the model match
those of the detailed simulation quite accurately, thusatestrating the accuracy of the
model despite its conceptual simplicity.

Our second key contribution is proposing a new layout sgsater the multi-gear oper-
ation in PARAID, callecenhanced PARAID, or e-PARAIBpecifically, instead of mapping

blocks of shut-down disks at the latter half of the live diskARAID, we interleave the
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blocks at a finer granularity, thus reducing the seek inclwrken accessing data that was
originally in the shut-off disks. Essentially, the layoatthe disks now leavelsucketsat
periodic intervals to accommodate data from the shut-dosksd By means of detailed
simulations, we show that this technique is superior to teelPARAID technique from
the viewpoint of performance, when conserving same amdueniergy. Evaluations show
that e-PARAID has 10-27% lower average response time thaoritp@al PARAID.

The generality of our modeling framework is evident from thet that we represent
different types of storage systems namely a single diskrmaldRAID array, power-aware
RAID array called PARAID and our enhanced version of PARAID edlé-PARAID. We
were able to accurately model these different storage tysewy our framework with
straight-forward modifications. Our modeling technique tteerefore be useful to evaluate
the performance and power trade-offs of new energy effigisohemes in a macro perspec-
tive, the results of which can enable one to make decisioretivein to implement/simulate
the new scheme for further fine-grained assurance. Overmliind that our model is sim-
ple yet general enough to capture typical policies conogritie layout and migration of
data from the viewpoint of power reduction in storage, tmasjging a simple way to eval-
uate a variety of power-saving techniques in the contextgwan workload. We also find
that our enhancement to the layout strategy employed by PER¥drks quite well under

a range of workloads, alleviating the performance cost®RARAID mechanism.

7.2 Background

Disks form prominent building blocks of modern storage syst deployed in data centers.
Most modern disks have at least two power modes of operatamisrze modewhere the
disk spins at full speed (and consumes maximum power)stamtiby modevhere the disk
stops spinning completely (and consumes minimum powerg. cBmmon philosophy be-

hind conserving energy in storage systems is to switch telmitween active and standby
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modes opportunistically. One of the challenges in deplpyin energy conservation tech-
nique is that often there is a direct trade-off between gneogservation and the system’s
performance, reliability and availability; the time it t&to switch a disk between different
modes results in reduced performance, temporary unaidjtadf data contents, tempo-
rary decrease in data resiliency, or (often) combinatidnghem. Consequently, power
conservation techniques aim to reduce energy consumptianway that still allows the
system to maintain its service level agreements.

Based on the effect on performance or reliability of a systameygy conservation tech-
niques can be broadly classified as (i) technigues that gtesaéhat at least one instance of
data is readily available in the storage system at all tinmelscan be serviced immediately
[88, 83, 57, 62] and (ii) techniques that do not make this gote [76, 25]. Techniques in
the first class are generally deployed in enterprise dat@rewith stringent SLA require-
ments, as they avoid having data requests be blocked foathe &mount of time required
to bring a disk in active mode from standby. Techniques irséeond class are commonly
deployed in archival storage systems where data is veryyraoeessed, and occasional
delays in servicing data requests are acceptable. One idpaged in the context of tech-
niques in the first class above, is to use multi-speed diskk [Buch disks can be used
to save energy in the lower rotational speeds, and at the sBarag@reserve availability of
data. However, these types of disks are not yet commereadlijable on a large scale, and
therefore our model focuses on techniques that leveragi¢ghgisictive and standby power
modes of disks. However, our model is readily extensibleatodie such variable rotation
speeds as well.

In this thesis, we focus on the first class of techniques,dhatantee quick servicing
of all requests.Most of these systems aim at preserving pedkrmance and conserving
energy whenever the load is minimal. For example, Hibem&®&)] uses multiple tiers of
variable speed disks and chooses the disk speed based ochlaadteristics. Similarly,

PARAID [83] operates on RAID configuration constructed overyway number of disks,

103



choosing the right configuration based on the intensity®falad. In order for the system to
have all data available even when some disks are in standtdg,data needs to be moved
or copied across disks within or across arrays. For examplee-offloading [57] directs

writes to another storage array in order to increase/bateidie time in its original array

(with an implicit assumption that reads are rare and localigh to be served from cache).
The process of data movement or copying introduces additioad to the storage array.
Mitigating the impact of this background load, that contewnith foreground load produced

by applications, is an important design requirement forgyefficiency techniques.

7.3 Modeling Power-Performance Trade-offs in Storage Systems

In this section we present our modeling framework and usetth@erive performance and

energy models for different class of storage systems.
7.3.1 Need for a new model

We present the need for developing a new model in two perigpsdtere — first, in com-
parison to existing models and next, in comparison to a systmulation.

With increasing deployment of energy-aware storage systéine need for a perfor-
mance model that accounts for energy implications inceasewell. The energy con-
servation policies for RAID arrays often affect performamteomplex ways, that may
be difficult to represent with traditional models. For imgta, most energy conservation
policies result in movement of data within a RAID array [62] 86 among set of RAID
arrays [57]. While traditional performance models handipomse time of application
requests or RAID array throughput with good accuracy, thepatoeasily handle the ad-
ditional request-load generated within the array due tcetiergy conservation technique
used. Also, most traditional models assume synthetic wadd with well-defined distri-
butions for inter-arrival times, locality of access, etnd do not consider trace-specific
distributions [71, 52]. Because of this, one needs to caiegtneir workload into a partic-

ular distribution in order to apply a model. We have devetbaesystem that directly takes
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in a block-level trace and extract useful parameters frowlitich are fed as input to our
model. Our model can be used to predict performance (latendyandwidth) and energy
behavior of a system for a given block level trace.

Simulations of energy aware storage systems can also beaigedurately predict per-
formance and energy behavior of a particular system foregorkload, e.g. Mantis[32].
However, using an analytical model can be a better alternati a detailed full system
simulation in many cases. First, simulating a storage systgh new energy conservation
policies can often be difficult than modifying a simple an@lgl model. Our experience
with DiskSim is that implementing, correctly, even a sthafgrward algorithm such as
PARAID is a substantial effort. In most cases, we would be noterested in predict-
ing the trend in a macro perspective than in actual perfoos@mergy numbers. These
macro predictions will be helpful in deciding if it is worthé effort to build such a sys-
tem, or implement the technique for detailed simulationcdde, simulations are prone
to implementation bugs and can lead to inaccuracies thatnmeasr be noticed. Whereas,
in the case of analytical models the inaccuracies are ibvBridue to deliberate, tolerable
generalizations and assumptions. Therefore, an andlyticdel can also act as a way to
cross-check the correctness of a detailed simulationdTaird more importantly, a model
can provide intuitions about further improvements to aeyst For example, the impor-
tance of each parameters in a model on the final result can keeensily visualized, which

could also lead to ideas on how to improve the technique bedeled.
7.3.2 Model Overview

Given a trace, we model fine-grained latency and bandwid#ér tine and the overall
amount of energy spent by the system in running the workldad is done by splitting the
input trace into time windows and modeling average laterfagguests within each time
window. By keeping the window size small, it is possible to midthe-grained latency of

the trace requests. We model overall energy spent by themysbm the latency values
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Table 4: Model Parameters

Parameter Description Units
T Time window size seconds
Niotal Total number of disks in the array -
Nactive Number of disks in the array that are currently spinning —
Ngicep Number of disks in the array that are currently spun dowrn —
max_len, Size of the largest requestin bytes
dsizer Total data transferred in window bytes
sdr Average Seek Delay for window msec
rd Average Rotational Delay msec
str Total seek time in window msec
rP,oP, sP rotational, operating, and seek power Watt
E Total energy consumed Joules
L, Average request latency in window(wait times accounted) msec
ART; Average Response Time in windaw(oblivious to wait times) msec
runcount(len] Vector of request counts of various sizes -
Seq Per-disk sequential bandwidth blocks/second
nrr Number of requests in each time window -

which includes the seek time, disk rotation time, etc., amanfthe number of power-
mode switches the disks made for the entire trace. Energyesdbr each of these micro
operations are obtained from disk-manufacturer spedificatand they are aggregated to
get the overall energy consumed by the workload.

Table 4 lists the basic set of parameters encountered in odemOur modeling tech-
nique comprises of two phases. The first phase is called therprinting phase, where we
take as input a block-level request trace and extract sognpdt@ameters and statistics from
it, by splitting the trace into small time intervals, eachstfer (in our validation results,
we use the value of 100 ms). The parameters collected arelypamecount|len],, nr,
anddsize, for each of the time windows. Theincount[len] is a vector, each representing
the number of requests of a particular size. For exampla, the current time window,
there are four requests of size 8, 12, 8 and 32 blocks, theaunt values are such that,
runcount[8]=2, runcount[12]=1, runcount[32]=1. The size of the block doesn’t matter
here as long as the same unit is used throughout the moded, #his/en value repre-

sented in blocks can be changed to any meaningful unit likeshystripes, etc., as long
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as it is consistent with the representation of other pararaeh the model. Sequentiality
of trace requests is directly captured by the notiomwicount|len]; a highly sequential
workload will have lesser number ofincount and larger value folen while a fully ran-
dom workload will have large number of requestsioncount) of smalllen. In addition
to extracting the various trace characteristics, we alse itato account the hardware con-
figurations namely (i) the total number of disks in the ar(@y,number of disks that are
active in the current window, (iii) number of disks that anestandby mode in the current
window, (iv) stripe-unit size, (v) average sequential baialth of the disks used and (vi)
internal disk parameters like head switch, track switctadhgettle, full stroke and single
seek times.

The second phase of our modeling technique is deriving paence and energy mod-
els for the storage system with the help of parameters ¢etlan the fingerprinting phase.
First, we start with considering a storage layer with onlingte disk. As the-uncount|len)|
vector captures the degree of sequentiality and the exacofmandom versus sequential
workloads, we introduce seek and rotational delays foresemdorkloads and consider the
disk’s average sequential bandwidth parameterfor sequential workloads. Substituting
these values for the statistics obtained over a single tteeval gives the total time needed
by the disk for executing all the requests in that interwal,

mazx_len,

etT _ Z Tuncount[len]r (l;:;' + qu— + Td) (1)

lenr=1

where,sd. is the average seek delay for windevand it is a function of the seek dis-

tance between requests in the windewSeek time is computed asttlie_time for very
short seek distances (in the order of less than 10 cylindensortional toy/seek _distance+
settle_time for short seek distances (in the order of 500-1200 cylingdersd proportional

to seek_distance + settle_time for longer seek distances. This seek model was proposed
by Ruemmler [66] and we found that the latency values are redidp accurate with this

model.
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Therefore, the average response time for every requegts iimte interval is given by,

ART, = &

nry

However, wait times or request arrival rate is not accoumieen calculating the aver-
age response time in the above equation. In order to modgvile assume that requests
arrive at a uniform rate within a time window. Note that wewass uniform request rates
only within a single time window( 100ms) and not the entirgct. As the time window
size is reasonably small, near-accurate request ratesjgitered. Let, be the inter-arrival
time between requests in a windoewcomputed as /nr. Therefore, average request la-
tency within a time window after considering the wait timsgjiven by,

1 nrr

L.=—> [(i x ART;) — ((i — 1) x MIN(ART,t,))] 2)

nr
T =1

Therefore, if the amount of data accessed durimgyisize,, storage bandwidth for that

time interval is given by,

dsize,

bandwidth, = 3)

et,

Equations (2) and (3) represents the average requestyasedaverage storage band-
width values for a single time window. Applying this model fine entire trace gives a
latency and bandwidth curve that varies over time in the ggaity of 7.

To model the storage energy consumption for a given tracestare from the perfor-
mance model described above, and find the aggregate seebgiarating time and rotation
time. In the case of a single disk storage system, the rotatover is the entire period of
the trace, operating power is the elapsed tiheaggregated over all time windows and
seek time is the aggregate seek delays from each of the timdgows. We combine the
timing measurements for each of these micro-operations thiir corresponding power
values, which are obtained from the detailed disk specificailherefore, the total energy

consumed by the disk in running the workload is given by,
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E = %[T.TP + st..(sP — oP) + et,.(oP — rP)] 4)

T=1

where,r P, sP andoP are rotational power, seek power and operating power respec
tively andst,, et are total seek time and elapsed time for a time windovseek power
is the power measured when the disk moves its disk head geakparticular sector and
rotational power is the power measured when the disk spimsa dystem devoid of en-
ergy conservation techniques, the disk spins all the tives(@vhen it is idle) consuming
rotational power. Operating power is the power measuredine disk is busy servicing
requests. The equations (2), (3) and (4) shows the perfa®nand energy of a storage
system containing a single disk, when running a given waittlo

We now see how the above equations get tailored by makingliteymodifications

to express the bandwidth of more specialized systems likéoRéid PARAID.
7.3.3 Energy-Oblivious RAID Systems

We now use our modeling framework to represent the perfocenand energy consumption
of a RAID array. Consider a RAID-0 constructed ovéy,,; disks. Since all the disks are
in active mode, we havd,.i.. = Niotar- ASSUMING that every request is striped across the
entire RAID array, the RAID bandwidth is the aggregate bantwad all the disks in the
array, capped by the RAID controller bandwidth. We thereforé the bandwidth achieved
by individual disks, aggregate it and then cap the value hgtacparameternax_ctir _bw.

The elapsed-time calculation in this case is similar to &qong1)

mazx_len

et, = Z runcount|len), (M + sd, + rd) (5)

Seq
lenr=1

Equation (2) accounts for wait times where the requestswaaea to get serviced from
a single disk. The same technique can be used in the case of &adDby considering
the requests queued at the controller level. Thereforegebas the time taken by the

RAID array to execute requests within a time window, the ayen@sponse timd RT’. is
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calculated, which in turn is used to model the wait times @he@quests. The bandwidth

of the storage array is given by,

Nactive X dSizeT

Bandwidth, = min ( ,ma:pctlrbw) (6)

et,

The ratio between the size ofand theet, represents device utilization. Though we
have modeled the case of RAID-0, our modeling framework camsled to represent more
sophisticated RAID configurations like the those involvirgity. For the sake of simplicity
and space constraint, we have shown the case of RAID-0.

From equation (4), the total energy consumed by a disk ari#ty W, disks can
be calculated by aggregating the energy consumed by eakh Tisgs is because, disks
consume majority of power in a raid array when compared tdrober’s processor and
memory. The energy formula for RAID array is therefore sum reérgy consumed by

individual disks in the array and is represented as,

Ntotal

Erarp = Z Eq (7)

d=1
whereFE, is the energy consumed by each of the disks and it is caldulsieg equation

(4).

7.3.4 Energy-Aware RAID Systems: PARAID
7.3.4.1 Overview of PARAID

Here we provide some background on PARAID technique [83] toaiserves energy in
RAID arrays while preserving peak performance and religbiNVe discuss in detail the
PARAID system in this section because we use these concetftts Iater sections of the
thesis.

PARAID exploits the fact that many workloads exhibit cycliadtuations with respect
to load intensity and therefore it is not always necessarthe RAID system to run at

peak performance (and power). The basic idea is to dynamexdjust the number of disks
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Figure 33: PARAID system with two gears

servicing requests based on load intensity. PARAID doedthionverting a single RAID
array into a set of overlapping layers —RAID arrays—, eaclsitanted over a different
number of disks. These layers are hierarchical in natueetdp layer will have the most
disks, and the bottom layer will have the fewest. Each ofd@hRAID arrays will hold
sufficient data to service requests independently. Thdterett layers of RAID arrays
constructed on top of the original RAID array are caltgghrs The number of gears that
can be supported by a system depends on the amount of despacity of the system. In
order for the system to be capable of servicing the requedependently even in lower
gears (when the array has disks in standby mode), the daavdyreplicated, and unused
storage space must exist for this purpose. The space facaiggd data is calledoft state
because it can be reclaimed later if it is needed. When thersysperates in lower gear
(with fewer number of disks), the remaining disks are swattho standby (low-power)
mode, which provides opportunity to conserve energy.

The top-most gear in PARAID is synonymous to the original RAIRag (with no
power-awareness) in performance and data resiliencye $ins constructed from all the
disks in the array. Therefore, whenever peak performanoeesled the system shifts to
the top-most gear. The lower gears contain fewer disks, aviibft-RAID constructed over
part of their unused region. It is important to note that &-8&ID is constructed only
over the unused region, and not over the entire disks. Castgua RAID over entire

disks would require the entire data in the array to be resguliffin the case of PARAID,
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original data present in disks are still intact and the catstef the to-be-shutdown disks
alone are copied to the newly constructed RAID. Thereforditixhal data transfer during
a gear-shifting process is proportional only to the upd#tashappened in the shut down
disks after the previous gear-shifting process. Figuredivsran example of a PARAID
system with two gear configurations. Gear 1 (top gear) ireduall four disks while gear
2 consists of three disks. When the system shifts to gear 2etsnof the fourth disk are
copied to the soft state region of the remaining three disks.

PARAID is implemented as a software layer that resides bel@vRAID controller
layer and its job is to control the mappings done by the RAIDtaier. When the system
is in lower gear, requests are initially mapped to the ogbarray by the RAID controller.
The PARAID layer would then re-map to the running subset thregeests intended for
the shut down disks. One of the pertinent issues handled RAPB is preserving the
redundancy configuration across gears even though the mwhbesks reduces for each
lower gear. To accomplish this, the RAID level used in all gese configured to be the
same. For example, if the top-most gear is RAID-5 over 8 diaks, if one of the lower

gears is RAID-5 over 5 disks, the system can tolerate a singkefailure in either mode.
7.3.4.2 Modeling PARAID

The PARAID system operates in different RAID configuratioresrtted agjear9 and dy-
namically switches between them based on system load. Tieeedit gears in PARAID
constitutes to RAID arrays containing different number afkdiand all gears follow the
same RAID policy. For example, if there are two gears with nendf disksV,.,; and
Niota — m, both the gears are constructed in a same RAID level. Morelsietaout the
working of PARAID is given section 7.2. When PARAID operateshe top gear, it per-
forms exactly like a normal RAID array with, ;.. = Nioia- When operating in a lower
gear With N, — m disks, Nyciive = Niotat — m @and requests that cometodisks are re-

mapped to a reserve locationNy.;.. disks. Therefore just changing the effective number
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of disks used in equation (5) cannot give a correct estimate@performance of PARAID
during low-gear operation. Because of re-mapping of datagbdo m disks, additional
seeks occur in thd/, ;.. disks. Considering a per-disk perspective, chances of ardisk-
ring a seek to access a data pertainingutdisks ism/N,..,. - We capture these increased
seeks by imposing a cap on the: of a request when extracting thencount[len] values
from the trace. The cap for which the request length is lichisegiven by,N; ;. — m.

The parametesd, used in equation (5) is calculated from seek distances legtivace
requests in a time window. It cannot be used unmodified foretiog PARAID. This is
because the data correspondingthelisks are placed in a reserve space on disk which is
usually at an increased seek distance from the actual datariiat of the disks. We assume
that the reserve space in every disk is situated at a seandesbfmax_distance/2. This
increased seek distance applies only for the requestsrtheg-anapped to the reserve space
on disk. First,sd’ for seeking a distance efaz_distance/2 is calculated by using the seek

model described in [66]. A weighted seek delay can be reptedaising the formula,

sd” = (5 x sd') + (1 — &) x sd)

where,) is the fraction of requests that were mapped initially torthdisks. This frac-
tion can be obtained by a single pass through the trace andditite number of requests
whose length is more than the product of stripe-unit sizetaachumber of disks in active
mode.

Substituting the above seek time value in equation (5) aptyeq (2) and (3) would
give the latency and bandwidth of PARAID when running in a #pegear, either low
or high. In order to model real-time gear shifts, we incluffeas of background data
movement between gears. This is important to model becatfseis of background data
copy on foreground requests impact on how fast the gearsshittich in turn impacts

overall benefits of PARAID.
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During every gear shift operation, new data that was writt#ar the previous gear-
shifting operation are alone copied to destination gear.ekample, during down-shifting
process (fromvV;;,; disks toN,.1ive = Niotay —m disks) data that was written in disks after
the previous up-shift process alone are copied becausg/détn prior to the previous up-
shift would already be present in t,.;;,. disks.

In order to model these extra data movements across diffgears, we make an as

sumption that the updates to be propagated to the destindis&s are laid out in a con-
tiguous manner. The performance model can be used to traakitization of the array in
each time window. Whenever a sliding window of past utiliaatvalues increases beyond
a threshold, the model marks the next time window with a géé#t-operation (in this case,
down-shifting). When a time window is marked for gear-shifte amount of data that
were written to then disks after the last gear-shift process is calculated. Gdnsbe done
by making a single pass through the trace from the currer wndow backwards to the
previous time window that was marked for gear shift. Thetfoacof these update requests
versus foreground requests from the trace in the currem wwndow, the parameteris
calculated.

As we assume that the updates that need to be propagateddedii@ation disks are
laid out contiguously, theuncount[len] will be 1, where thden is the entire update foot-
print. However, copying the entire updates in one operatiaght affect performance of
foreground operations in the destination disks. In ordevtud it, we specify aapto the
length of each operation which makesicount|len| = updatesize/cap, where maximum

value oflen is cap. Taking into account the update requests, we aliéwvalue as,

sd”" = (A xsd)+ ((1—A) x sd)

where, A = p+ 9
The amount of update data can also be divided into chunks ealeésced into more

than one time windows, in which case the fractiowill be altered to affect all those time
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windows. The seek distance for update operations is comsldesmax_distance/2 for
both high-to-low shift and low-to-high shift because, irtlbeases, the remote disk area
is either read or written (which involves increased seek§ coalesce the extra update
requests intouncount|len| parameter to account for extra data transfer due to backgrou
update operations. We call the modifieghcount|len] asruncountlen.

/
mazx_len’.

et. = Z runcount’[len), <M + sd” + rd) (8)

Seq
len! =1

The above equation gives the time taken for the PARAID systeexécute the requests
from the trace in the current time window along with a fractaf update requests due to
gear-shift operations. Therefore, the above formula isl dee every time window and
when the system is in high gear, it reduces to equation (8)dapending on whether there
is a gear shift operation in the current time window, the kemgth vector and the seek
delay parameter are chosen.

The average response time of trace requests in the cumaatitindow is given by the
total time taken for both trace requests and backgroundtapdquests, over the number of
trace requests. This value is used in equation (2) to findweeage per-request latency of
the trace requests in the current time window. The PARAID badith can be represented
by equation (6), however with a differest, value.

Energy consumed by PARAID cannot be modeled by just aggregtie overall seek
times and latencies for each time window as in the case of RAHLs is because, number
of disks changes throughout the trace whenever the geas.sihother problem is, the
energy consumed for disk spin-up has to be accounted selyaest it is predominant.
Here we explain the process of modeling gear shifts witheetsip time in detail and then
provide the energy model for PARAID system.

PARAID shifts gears based on the device utilization valueshdla past time interval.
It may start off in the highest gear (with all disks in activeae) and then when the uti-

lization value falls below a threshold, the gear is dowrfteHi Similarly when utilization
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value exceeds a threshold, the gear is again up-shifted. ¥delngear-shifts in the same
way. For every time window, the elapsed time is calculated using equation (8) and the
ratio between time window size and the elapsed time reptesienice utilization. We ex-
tract this parameter from the workload and if moving avesagfe¢he utilization falls below

a lower threshold or exceeds a higher threshold, the neetwindow is marked for gear-
shift. The total number of gear shifts for the entire tracexsacted and used in the energy
model.

maxr

Nys ,
Eparaip = Tg.n.spE + Z (Nactive(T)-E + T.n.zP) (9)
T=1
where,N,qve(-) IS the number of active disks during time windewh is N;oa — Nactive
for time windowr, N is total number of gear shifts over the entire time periodhefttace,
spE is the spin-up energy, which is the product of spin-up time spin-up power.E is
per-disk energy consumed that can be calculated from exuét) andiP is the power

measured when the disk is in standby mode.

7.4 Improving PARAID: E-PARAID

The performance model for PARAID makes it clearly visibletthiae of the parameters that
significantly affects low-gear performance of PARAID is thera seek incurred when ac-
cessing data from remote location on disk. Based on insigbtsged by our performance
model, we propose an enhancement to PARAID system that iraprite performance of
low-gear operation of PARAID while conserving the same anafienergy. We call our

enhanced version of PARAID as e-PARAID.
7.4.1 Motivation

The PARAID system conserves energy by dynamically redut¢iagnuimber of active disks
at any instance based on the load intensity. It conservagyeméen running in a lower

gear mode with just a subset of the total number of disks. Wihiteis mode, the requests
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that would have normally been mapped to one of the standlixg dise re-mapped to the
already active disks. This is possible because, duringgj@éimg process, the contents of
the disks that are about to be shut down are copied to the diawsas in the active disks. In
the original PARAID design, this reserve space is found aetiteof the disk so that the re-
mapping function is straight forward and the reclamatiothefreserve space is done with
ease as and when needed. For the ease of explanation letsidezdhe native content of
the disk ashative dataand the contents of the shut down disks that are copied t@tsz\re
space aforeign data One of the significant issues in having such a design isttiatisks
incur increased amount of seeks when servicing a requesteruntent spans the native
data and the foreign data. When a sequential request artibe array, the disks that
are currently active need to seek back and forth to gathendkiee data and the foreign
data that is located in a remote location on disk. Even witisient disks scheduling, the
disk head needs to move over a larger area on disk. Instedibodteng a separate chunk
of reserve space for foreign data, seek distance can beaedhycco-locating the reserve
space with the primary data space. More complex layoutegiyateeds to be employed to

implement this.
7.4.2 Design & Implementation

We propose a new layout methodology to place the foreignsiath that the overall seek
overhead due to the movement of disk head between the natt/¢he foreign data is
reduced. Instead of allocating one full chunk of space inahd of disk to place the
foreign data, we introduce a concept of usgketgshat are spread across the entire disk.
A bucket is a small chunk of free space in the disk that aregolasquidistant to each
other. The space between two consecutive buckets are usemtédhe native data and the
buckets are used to store the foreign data. The size of theebaad the space between
any two consecutive buckets must be carefully chosen talalexrease in performance of

accessing the native data during a high-gear operationsfdee between two consecutive

117



buckets should be big enough to avoid a sequential requesssiog a native data from
seeking across a bucket when the disk is in high-gear mode.

It may be perceived that spreading out the effective spactfeground requests by
introducing buckets would reduce the performance of thedgiaund requests when the
system operates in high gear. However, as there is sufficlentk of space between the
buckets, the foreground sequential performance is notteffie One of the important ad-
vantage of using this approach is, the foreign data and tineerdata near which it is placed
are often correlated. Consider a sequential request thatwithsn to a 5-disk RAID 0 ar-
ray when it operates in the high-gear mode and assume thatediest occupied a few
stripes in the original RAID. When the system shifts to a loweargoy shutting down the
disk number 5, the data in the 5th disk is laid over the othesksdn such a way that native
and the foreign data that corresponded to a same stripe intiie higher gear are located
close to each other. When mapping the foreign data from the=dis the other disks, the

buckets are chosen in such a manner that the correlatedréata-tocated.
7.4.3 Modeling E-PARAID

As we interleave the reserve space among the primary datanreg the disk, the extra
delays arising from seeking to far off location on disk isideal in the case of e-PARAID.
Our modeling framework that we introduced in section 7.3 capture this enhancement
without much change in parameters. In the case of origin®A® model, equation (8)
has a parameter called” that accounts for increased seeks in lower gear by applying
a weighted average of computed seek values and extra seeks de-mapping. For e-
PARAID, we change that parameter to judf which is the seek delay computed for time
window 7 as a function of seek distance by using Ruemmler’s [66] sealeisince both

the original requests and re-mapped requests are co-tbcaiteerefore, the elapsed time

for requests issued in time windowis given by,
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’
max_lenl.

et, = Z runcount’ [len'], (W% +sdr + rd) (10)

len! =1

whereruncount’|len'], represents run-lengths from both trace requests and baohkdr
data copy requests(during gear shift operation) in a tinmelouw 7.

The ability to represent a new layout strategy with the hélpup modeling framework
shows the generality of the framework and the ease of compdiiferent energy efficiency

schemes in a macro perspective.
7.4.4 Evaluation

We now show two set of experiments to evaluate our new layaihodology. We first
present the simulation results comparing the performandesaergy consumption of the
enhanced version of PARAID with the original version of PARANYe then evaluate the
accuracy of our model in estimating the performance of e-PBRIBy comparing it with
simulation results. We have used five different traces ctdkk from the servers of Mi-
crosoft Research, Cambridge [57]. We have already discussed #ne details of the trace
usrOandprn0 in section 7.5. We use three more traces collected from MSRb@dge
serversrsrch2 mdsOandwebOare traces collected from servers containing project files o
MSR researchers, a media server and a web server respgctivel

We simulated our new layout methodology by modifying the RAintroller part of
the DiskSim simulator. We intersperse every mapping madé®RAID controller and
re-map it according to our layout. We fixed the chunk size ketwbuckets as 32 stripe-
units, which is large enough to not affect significantly pemiance in top-gear, but small
enough to improve locality in lower gears. The bucket sizeoisputed ashunksize x
(m/Naetive)- Figure 34(a) is a graph showing relative energy consumettifee types of
systems namely unmodified RAID, unmodified PARAID and our eobdrPARAID. We
have shown the % energy consumed by PARAID and e-PARAID cordgarthe baseline

RAID system. This shows our performance enhancement roditheot adversely affect
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the energy conservation of the original PARAID. We then measiie performance of the
e-PARAID system by using the five different workloads. In grtevisualize the direct
benefit from our enhancement, which is reduction of the seéstkrtce when the system
operates in lower gear, we plotted a graph (Fig: 35(a)) thats the average seek distance
of our system when compared to the original PARAID system. etwred the seek
distance when both the systems where in low-gear mode. Isittin@ation of the original
PARAID, we allocated the reserve space near middle regioheofdgical address space
while the native data of the disks stayed in the first 20% ofitlgécal address space. We
also measured the CDF of per-request latency for one of thregeptative traces namely
rsrch2, which was extracted from a server from MSR Cambritige hosted projects of
researchers at MSR. We cropped the trace for a 10-hour pehed the load intensity was
lesser and as the result, the system operated in lower geaoki of the time. Figure 35(b)
shows that e-PARAID is faster than PARAID in servicing the regjg in lower gear mode.
Figure 34(b) is a graph plotted with average per-requegtorese times of PARAID and
e-PARAID . This shows that our enhancement consistentlyoped very well in low-gear
mode when compared to traditional PARAID.

The second phase of our evaluation is validation of our motietPARAID. We com-
pared the results of e-PARAID performance model with its $ation. Figures 36(a) and
36(b) shows sorted average latency values given by our naodktietailed simulation for
the traces namely usrO and prn0. Our model gives a reasoestieation on the perfor-
mance of the e-PARAID system with just altering the seek distgparameter to account
for co-located data placement.

Therefore, the enhancement proposed to PARAID conservasithe amount of energy

as the original PARAID system, while providing better pemi@nce in low-gear operation.
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7.5 Model Validation

n this section, we validate the representations for RAID aABRAID systems, derived
from our modeling framework, by comparing it with its simtide. We pick two real-
world disk traces for most of these results [57]. The firaiss0 a trace extracted from
a server in Microsoft Research Cambridge that contained us®e [directories. A trace
segment containing 50K requests containing 62% reads ard@s request size of 22KB
was extracted. The second trac@ig0, a trace from a print server at MSR. We extracted
a segment containing 50K requests out of which, there areré@és and average request
size is 26KB. The metric we use to compare the model with thelsition is thelatency
profile of requests in the trace. Given that the purpose of the msdel get a sense of
the average aggregate performance, and not quite perstagsponse times, we adopt the
following technique while comparing latencies. We divile temporal axis into intervals
of 100ms(size of a time window) each. Within each intervad, fimd the average latency
predicted by both the simulation and our model. We beliew tor the purposes our
analytical model is intended to, such an average metricfic®mnt and appropriate. For
easy readability, we sort time windows based on their awslia@gncy values while plotting.
Overall we find that our model does a very good job of estinggtiive performance of both

RAID and PARAID.
7.5.1 Simulation environment

We use DiskSim simulation environment [15] for simulatinglbRAID and various com-
ponents of the PARAID system. DiskSim has been shown to quitarately model the
behavior of complex storage policies, and is thus a goodidatelto compare our model
with. Our baseline system is a RAID array of 8 disks

We simulated gear up-shift and down-shift operations in PARANd update propa-
gation while moving across different gears. Specificallg wge just 2 gears: the lower

gear uses 6 disks while the higher gear uses the full 8 disken®normal operation, we
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keep track of the updates that go to thensient disksi.e. the disks that would be shut
down during lower gear. To decide on the right gear to use, weitor the utilization of
the array as the workload progresses over a sliding timeawn@®nce the utilization drops
below a certain threshold, we reduce the gear and startmgplye set of blocks that were
written to the transient disks. We re-map those blocks tather 6 disks by striping them
uniformly across the remaining 6 disks. Similar to PARAIDg thcation of these "foreign
blocks” would be at a reserve location in the other disks, elgrat the second half of the
individual disks. To provide a simple example where halfdisk is allocated for such for-
eign blocks, let us consider that the disk had 100 blocks.oDtltis, the first 50 would be
reserved for original array blocks, and the remaining 50ld/it»e allocated for migrations
from transient disks. Once disks 7 and 8 are shut down, th&@8s in those disks would
be uniformly striped across the remaining 6 disks. If we viksk 6 and 7 to form a logical
200 block space, block k in that space will be mapped to bldck &%6 on disk k/6.

During the degraded lower gear operation, we again keeg trfithe writes to these
foreign blocks. Once the utilization again increases bdyaithreshold where the lower
number of disks is insufficient, we decide to restore thesigrt disks back into normal
operation. At this point, we propagate the updates to thossgn blocks back to their
original locations.

We use this simulation to extract per-request latencied tla@n compute the average
of these per-request latencies at time window granulafiyd® ms each. Since our model
does not yet take disk buffering into account (we plan to eslslthis in the future), we also
turned off buffering in DiskSim.

Disksim is basically a performance model. We extracted diregred timing measure-
ments like total seek time, total access time, etc., fromsthaulation and used the disk
power values obtained from detailed disk specificationtifose fine-grained operations to

get the total energy consumed by the system.

123



1000 T T 1000 ¢ T T
. Model - : Model ,
g Simulation ---------, g [ Simulation -------4-
100 F 100 k
E c ]
) 2 i
c 10 k Q 10
) & g
kS © i
o 1¢ o 1
< < g
0.1 0.1

71000 73000 75000 77000 79000
Time window sorted by latency
(a) Workload: 'usr0’

19000 20000 21000 22000 23000
Time window sorted by latency
(b) Workload: 'prnQ’

Figure 36: ePARAID model validation

7.5.2 Comparison with the model

We now compare the performance and energy values from outation in Disksim with
the values obtained from our analytical models for both RAHD 8ARAID systems. The
goal of this section is to validate the representation of RAHA PARAID systems derived
from our modeling framework against fine-grained, request! simulation. One of the
important parameters we extract from the trace is the rogtlevector. We extract the run-
length vector at various time intervals of 100ms each, andetihe average latency within
each interval. While extracting run-lengths within a 100migival, we account for disk
scheduling effects by sorting the block numbers and caligliO to blocks which are not
necessarily contiguous in the trace, but occur in quick esgion that the disk scheduler
would have interpreted them as sequential. We then feed theslengths to the formulas
specified in the section 7.3 to come up with latency estimakéste that the process of
extracting these run-lengths and other parameters in tlehinas to be done only once
per trace. After the trace is "fingerprinted” once with tleshinique, that fingerprint can be
used repeatedly to evaluate it for various layout stragsigyesimply changing the model to
depict that strategy.

We first compare a regular RAID system of 8 disks in both the Eted setup and
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Figure 37: RAID model validation

in our model. Figures 37(a) and 37(b) show the comparisorokéd average latencies
from both the simulation and our model. The y-axis showsayetatency values over a
time window of 100ms. The x-axis is the time window sortedwispect to their average
latency values. More than 85% of the time windows have zdemtaes as they don’t have
any requests issued in those periods. Therefore, for begeiability we start the x-axis
nearer to the point where the average latency values areeran-Our model does a very
good job of modeling the latency profile for both the tracest dhly are the shapes of the
curves similar, they match almost identically in terms daditramplitude. This shows that
despite the simplicity of the model, it can match the acopEc full-blown simulation
which accounts for numerous dynamic effects such as heaémewt, disk scheduling,
etc.

Next, we validate our model for PARAID by comparing its restd the simulated
PARAID system. During the run of the traces in PARAID, there avgear up-shifts and
down-shifts that happened based on utilization, thus tieguih extra I/O being generated
due to the write propagations. We plot the gear-shiftingnessas captured by the simulation
and our model for "usr0” workload. Even in that setup, our elatbes a pretty good job
of predicting the latency profile ; again the sorted lateniéoe the two traces match quite

closely for both the simulated and the modeled version of PERAs shown in 38(a)
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Figure 38: PARAID model validation
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and 38(b). The model calculates the utilization values ftbembandwidth and based on
a threshold value for utilization, the gears are shiftechim next time window. From the
graph 39(b) it can be seen that our model performs well imeging gear-shift events.
Finally, we compare the energy consumption values arriyelbith the simulation and
our energy model. Both in the case of simulation and modelegjse disk manufacturer’s
specification of energy values for each of the micro-openatlike seek, spin-up, idle, busy,
etc., In the case of simulation, DiskSim gives accurate lerofi seeks, rotation, spin-up

and spin-downs where we substitute the energy values. Icatbe of model, we substitute
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those energy values in the model parameters that repressitof these micro operations.
Fig 39(a) shows how close our model performs with respedhtalation values. We have
energy values from the simulation as a baseline value(1@0%)show the error rate of
our model. The error rate is the ratio between the total gnewgsumption value obtained
from the simulation and our model. RAID model performs venjlwédnen compared to
simulation with less than 3% error. The PARAID model is alsmsmnably accurate with at
the most 7% error rate. For both workloads for PARAID, our Madershoots the energy
value because we have assumed that all seeks to remotefoiratiisk would incur a seek
distance of maxdistance/2, while in practise, the seek distance may berdban that.
One of our future work on this area is to develop a better mfmekepresenting the seeks

to remote location in disk.

7.6 Discussion

The goal of our model is to get as close as possible (withompromising on simplicity)
to an accurate simulation of the system being modeled, thawgiag system designers the
ability to quickly reason about specific design choices tee&ztually implementing them.
While we believe we have gotten close to this goal in many r@spthere are some issues
that are still not addressed in our model. The first such isssgorage controller level
caching. Note that the input to our model is a block-levatétahe requests of which are
already misses from file system level caches. In many casestorage cache is much
smaller when compared to host level caches and thereforelingdstorage-level cache
is not as important as modeling the file system cache in asfigtem model. Given the
dynamic nature of caching, it would be hard for any detailealical model to accurately
model fine-grained cache behavior. Incorporating a cograged notion of caching would
be feasible in our model provided some high-level pararsetbout cache-hit rate for the
workload, etc., By providing such parameters as input to oadeh we can avoid the

complexities of integrating an accurate cache model in mméwork. Finding an input
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parameter like cache-hit rate can be done off-line by a ®ngplche simulator, given a
workload and system parameters. As we focus more on intelislllevel interactions
arising because of power-conservation schemes, we dichootgorate disk-level caching

into our model.
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CHAPTER VIII

CONCLUSION AND FUTURE WORK

Complex systems have been built as multiple layers on topaf ether with well-defined
abstractions for each of these layers. This helps in inmuydioth software and hard-
ware in each of these layers independently, without the neddndamentally alter the
entire system. Also, one of the main advantage of such ldygrstems is that, there are
well-defined interfaces between each of these layers armbations that preserves these
interface standards need not be concerned about viabilipigersal adoption. However,
one of the main limitations of such systems is limited knalgle transfer between these
layers. The legacy interfaces between different layerkersystem stack like applications,
operating systems, storage systems, etc., were proposadeteago when the functionality
and potential of these system components were much différan what it is currently.

In this thesis we addressed the problem of inefficient usagéesk information by the
higher layers of the system. In order to use the disk infoiondor improving the efficiency
of file system operations, one of the straight-forward sohs is to add new interfaces be-
tween storage system and file systems for better transferfaimation from the storage
system. However, this solution trades-off system poiitgbfile system must evolve along
with the storage system to support additional disk inforamat Another technique may
be to infer these knowledge instead of explicitly passingctvinas the problem of being
inaccurate. Our pro-active storage system frameworkestrékbalance between passing in-
formation explicitly while sacrificing portability vs. iefring knowledge while preserving
legacy interface. We showed that new interfaces namedhandpull can be both generic
for portability and also powerful enough to leverage sugitidisk internal knowledge in

the higher layers of system stack.
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We proposed and implemented three applications on top gbr@miactive storage sys-
tem framework in-order to illustrate the practicality ofrduamework. Our pro-active
storage framework is portable enough to plug-in more oppaies and functionalities
that can leverage other existing and future smartness isttdrage systems. Having im-
plemented various storage performance enhancementgthpso-active storage, we also
studied different evaluation methodologies for benchnmgristorage system performance
with a focus on one of the most commonly used evaluation naetlogy called 10 trace
replay. We built a prototype trace replayer to study thelehgkes in accurately repro-
ducing application behavior in an evaluation setup and piteposed novel mode of trace
replay called_oad based replajor more accurately matching the application’s load char-
acteristics during evaluation. In the last part of our thesie begin to analyze how to
exploit our pro-active storage framework for improving egyeefficiency in storage sys-
tems. Along this line, we studied the power-performancderaffs in existing energy-
conservation schemes and captured fine-grained disk+#estlcs that has significant ef-
fect on power-performance balance. Using these disk-leedtics we proposed a perfor-
mance and energy model for easier understanding of digk{mrameters that matter for

building energy-efficient storage systems.

8.1 Future Work

In this section, we present some interesting extensionartavork that are worthy to con-
sider in future. As we built a framework for better usage akeevel knowledge by the
file system, we first discuss some of the other potential dppies in the disk-level that
can be leveraged for an improved 10 system overall. We theruds about extending this

framework to other layers of the system stack.
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8.1.1 Exploiting More Opportunities in Storage Systems

As discussed in chapter 2, there are more potential uses-das®ur pro-active storage
framework in addition to the three applications that we iempénted. Freeblock schedul-
ing for example is a very promising technique especiallyintualized setup when com-
pared to a network storage system as the inter-domain comatiom latency is negligi-

ble enabling more fine-grained control from the storageesyst Similarly co-operative

caching is another example of implementing interestindoperance optimizations in a
transparent manner without clients needing to know abauatitual location of data and
the actual mechanism involved in fetching it. It would alsoibteresting to explore using
the knowledge of disk-level data corruption to force fileteyss to employ more recovery

mechanisms for specific parts of data.
8.1.2 Featuring Pro-activeness in other domains

Our technique of implicit knowledge transfer from storagstem to file system via initiat-
ing limited control over file system is only an artifact of am@eneral solution of bridging
information gap between two layers of system stack that gparated by thin interfaces.
Therefore, the same concept may also be leveraged in otyerslaf the system. For
example, a similar information gap exists between the hyper and the guest domains
which run legacy operating systems. A pro-active hypensgstem could implicitly con-
trol some of the behavior of guest operating system with #lp bf its global knowledge
about all domains. This would ultimately exploit hyperrisalobal knowledge into the

decisions of individual domain’s guest operating system.

8.2 Summary

We have therefore implemented a novel framework for stosggems to exert limited con-
trol over file system operations by using its internal knagle that are opaque to today’s

file systems with an overall goal of improving the overalltsys usability. We illustrated
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the practicality of our framework by showcasing three aggilons that makes use of our
framework. We have also analyzed in detail the various ewmlo methodologies for eval-
uating storage system enhancements and proposed techtagoetter reflect application
properties during trace replay. Finally, we also providetetailed analysis on the power-
performance trade-offs in storage systems and capturddl aksk-level metrics that need
to be look upon when exploring opportunities for energy eowation in the storage sys-

tem.
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