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SUMMARY

Efficient storage and retrieval of data is critical in today’s computing environments

and storage systems need to keep up with the pace of evolutionof other system compo-

nents like CPU, memory etc., for building an overall efficientsystem. With virtualization

becoming pervasive in enterprise and cloud-based infrastructures, it becomes vital to build

I/O systems that better account for the changes in scenario in virtualized systems. However,

the evolution of storage systems have been limited significantly due to adherence to legacy

interface standards between the operating system and storage subsystem. Even though stor-

age systems have become more powerful in the recent times hosting large processors and

memory, thin interface to file system leads to wastage of vital information contained in the

storage system from being used by higher layers. Virtualization compounds this problem

with addition of new indirection layers that makes underlying storage systems even more

opaque to the operating system.

This dissertation addresses the problem of inefficient use of disk information by identi-

fying storage-level opportunities and developing pro-active techniques to storage manage-

ment. We present a new class of storage systems called pro-active storage systems (PaSS),

which in addition to being compatible with existing I/O interface, exerts a limit degree of

control over the file system policies by leveraging it’s internal information. In this disser-

tation, we present our PaSS framework that includes two new I/O interfaces calledpush

andpull, both in the context of traditional systems and virtualizedsystems. We demon-

strate the usefulness of our PaSS framework by a series of case studies that exploit the

information available in underlying storage system layer,for overall improvement in IO

performance. We also built a framework to evaluate performance and energy of modern

storage systems by implementing a novel I/O trace replay tool and an analytical model for

xiii



measuring performance and energy of complex storage systems. We believe that our PaSS

framework and the suite of evaluation tools helps in better understanding of modern stor-

age system behavior and thereby implement efficient policies in the higher layers for better

performance, data reliability and energy efficiency by making use of the new interfaces in

our framework.
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CHAPTER I

INTRODUCTION

Computer systems are built on the fundamental assumption that the higher layers of the

system are in a better position to control and drive system behavior. For example, user

processes control what services they need the operating system to do and in which temporal

order. Operating systems control policies such as how oftento pre-fetch data from the lower

layers, how often to poll for interrupts from the lower layers, and so on. The lower a layer

is in the software stack, the more passive its role is; it is constrained to simply respond to

higher level requests with very little control to itself.

However, in many cases, a purely passive role played by lowerlayers seriously hampers

functionality and efficiency, especially when the lower layer containsknowledgethat the

higher layers do not. For example, if every action of the operating system were to be in

response to a user event, today’s operating systems cannot be as powerful and effective as

they are. The power of the operating system stems partially from the fact that it cancontrol

higher level behavior; it can do processing in the background by predicting what the higher

level needs, can kill errant processes at the higher level, can decide when certain higher

level activities happen by controlling scheduling of thoseprocesses, and so on.

A similar example of constraining passive behavior exists in the storage stack today.

The storage system has always been considered by the operating system as a purely passive

entity that just responds to read and write requests. While this model was reasonable in

the early days where disks were actually “dumb” entities, webelieve that this assumption

has outlived its time. Today, storage systems incorporate processing power rivaling that

of modern servers [26, 40] and perform various smarts in layout, caching, pre-fetching,
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reliability, and so on. Consequently, they possess a rich amount of information that are un-

known to the higher layers. For example, it knows track boundaries, current head position,

the exact logical-to-physical mapping in the case of RAID, and so on. Thus, being both

powerful and rich in information, disks no longer conform tothe model of passive entities

that just respond to requests.

In addition to being passive, storage systems are abstracted from the higher layers of

system stack by a variety of generic layers namely block device layer, logical volume man-

agers, etc., which provide very little distinction betweena modern storage system with huge

processing power and capability versus an ordinary storagearray. With more processing

power and memory capabilities storage systems process vital information ranging from its

internal geometry information to workload patterns seen atthe storage layer. Due to con-

formance to these legacy abstractions between storage systems and operating systems, even

as the smartness of storage systems have improved drastically in the recent past, the higher

layer system components are still opaque to these changes. This leads to wastage of vital

information at the storage layer from being used by the operating systems for enhancements

in I/O performance, data reliability and energy efficiency..

In this thesis, we present the concept ofPro-active Storage Systems, a storage system

that caninitiate requests on the higher layers of the system based on the stateinformation

of disks, in addition to just responding to requests from higher layers of the system. By

such pro-active initiation of requests, disk systems can implicitly control or augment file

system policies at runtime opportunistically, resulting in a more efficient system overall.

The significant change in interaction between file systems and the storage systems is

brought through two simple primitives: apushinterface by which it can push data to the

file system (without the file system explicitly issuing a read) and apull interface that it uses

to force the file system to write a specific piece of data. We show that these two simple

primitives are general and powerful enough to enable a variety of optimizations that are not

possible in today’s storage stack. The design of the proactive disks aims at addressing the

2



inherent problem of passive disks and thin interface between the disk and the file system,

while maintaining the desirable independence between the disks and the file system.

We demonstrate the effectiveness of pro-active storage system framework through a va-

riety of applications implemented on top of our framework. Overall, we find that interesting

optimizations could be implemented by the pro-active storage infrastructure as shown from

the applications.

1.1 Motivation

The interface specification between different system layers and functionality placement in

these layers have been vastly unchanged for decades. This has provided excellent porta-

bility in system design – Innovations of each of these layerscan be incorporated without

the overhead of changing the entire system design, as long asit is able to communicate

with other layers of the system stack through existing legacy interfaces. This has led to

huge amount of innovations in operating system functionalities, responsibilities of the file

systems and also the storage system capabilities. However,as discussed above, confor-

mance to legacy interfaces has also limited cross-layer optimizations for an overall system

improvement.

In storage systems, one of the significant issues is the discrepancy between the file

system’s notion of the storage versus the actual storage system state. Had the file system

able to know more details about modern storage systems, it can make I/O decisions taking

into account the capabilities and limitations in storage systems. Therefore, one of the

obvious solutions to this problem is to introduce new interfaces between file systems and

storage in order to pass the new knowledge processed by modern storage systems. For e.g.,

if the file system needs to know the current position of disk head in order to schedule it’s

requests in the queue to minimize disk seeks and rotations, it could use a new interface that

passes this information from the storage system. Similarlyif it needs to know the track

boundaries in the disk in order to issue track-aligned requests to minimize track-switches

3



and cylinder-switches, it could use a new interface to export this knowledge. While this

approach enables the file system to exploit storage knowledge, it trades-off portability. The

evolution of file systems and storage systems have to be inter-dependent on each other

which can limit innovations in each of these layers.

A more sophisticated approach to this problem is to infer thestorage system informa-

tion by the file system without any explicit knowledge transfer. This helps the file system

in devising improved policies during interaction with the storage, while maintaining the

existing interfaces. Some of the previous projects like thetrack-aligned extents [68], free-

block scheduling [48] have explored this approach to a certain level of success. However,

these approaches have their limitations with respect to theaccuracy of inference. Such

inference logic requires complex and sophisticated code tobe written in the file system,

which could cause errors. Also, there may be many other information in the storage layer

that are practically not possible to infer from the file system.

The motivation to propose a solution to pass information from storage layer to the file

system while being portable in design is therefore evident.More the technique is generic

in design, higher the probability of wide-scale adoption and practical usage. With pro-

active storage systems, we propose a hybrid solution to thisproblem, by proposing two new

and generic interfaces namely push() and pull() similar to the existing read() and write()

calls. With these generic interfaces, the storage system can use it’s processing power and

memory capabilities to utilize the information available to it, and make I/O decisions that

can augment that of the file systems. Through this solution, without explicitly passing the

storage system knowledge to file system, some of the file system policies are implicitly

controlled by the storage system for the overall bettermentof the system.

One of the compelling factor that makes the pro-active approach attractive is the fact

that storage systems differ widely in the exact set of policies they employ and in many cases

they employ. Even if the storage system were to explicitly export its inter- nal information

to the higher layers through more expressive interfaces, itwould entail a significant degree
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of complexity at the higher layer to understand informa- tion about the wide range of poli-

cies they export. In the pro-active model, the disk system frees the file system of the need

to understand low-level information about the disk; rather, it encapsulates that informa-

tion into “actions” on the file system, which is much easier and general for the file system

to adhere to. Thus we believe that our approach is easier to deploy and somewhat more

pragmatic than the approach of exposing arbitrary information from the storage system.

1.2 Pro-active Storage Framework

The pro-active storage system enables utilization of information at the storage layer to

control some of the file system policies. We call the specific information that can be used to

make decisions about file system policies as “opportunities” for pro-active control. In this

thesis, we propose a pro-active storage framework and demonstrate its usefulness through a

variety of applications. Nevertheless, we expect more and more opportunities to be detected

at the storage layer for various enhancements in the system with respect to performance,

reliability and energy efficiency. Our framework provides aplatform to leverage these

opportunities detected at the storage layer to trigger specific actions at the file system layer.

In addition to the case studies which we prototyped on top of our pro-active storage

framework, we also present more potential opportunities that are available in existing stor-

age systems that can be exploited for a better performing system. As users detect new

opportunities that makes use of storage layer information to trigger a specific operation at

file system layer, such a capability can easily be plugged-into our pro-active framework.

1.3 Applications

The key feature in pro-active storage systems is utilization of disk-specific information that

are otherwise invisible to higher layers. Some of these information include, disk-state:

whether it is busy or idle, current head position, access pattern of workloads that reach

the disk, sector-remapping, list of bad sectors, frequently accessed sectors, etc., These
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information can be used by the higher layers in a variety of ways. For e.g. file systems can

schedule its background operations like page cache flushes when the disk is idle. Similarly,

details about bad disk sectors and sector remapping can be used to make decisions related

to sequential disk accesses. For e.g., file systems pre-fetch data during sequential reads–

however, sequential stream of logical blocks may not be sequential on disk because of

sector re-mappings. In this case, a pro-active disk can control file system policies by pre-

fetching disk-level contiguous information to the file system cache.

In this thesis, we cover in detail, three distinct case studies that we implemented on top

of a prototype pro-active storage. In the first case study called Opportunistic Flushing, the

pro-active storage system detects its idle state and triggers file system’s flushing of dirty

cache pages during the idle times in order to decrease the impact of flushing operation on

foreground workload. Second, we implement a novel disk-initiated pre-fetching logic using

pro-active storage framework. With the on-disk track buffers in modern storage systems

very limited in size, eviction of popular data is common. We used pro-active storage to

push these popular data that were evicted from on-disk trackbuffer due to lack of space to

the higher level cache maintained by the file system. These higher level caches are mostly

very large compared to on-disk cache. By using pro-active storage framework to push

data to file system cache essentially expands the size of on-disk cache to that of a larger

file system cache. The third application is calledIdle Read-after-Writewhere a pro-active

storage system uses file system cache to store temporarily block of data that were recently

written to the disk. These data blocks are then verified with the on-disk copy during disk

idle times in order to check for silent write errors in the disk. This technique enables

better data reliability by verifying the writes and at the same time with minimal impact on

foreground performance. Without a pro-active disk, the verification must either be done

immediately after every writes or blocks momentarily stored in the small on-disk cache to

utilize momentary idle times. In the first case, every write will incur an additional read cost

and in the second case, an already highly-contended on-diskcache space would be used for
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storing extra blocks of data for verification.

1.4 Outline

The rest of the thesis is organized as follows: In chapter 2 wepresent the key concepts,

the design and implementation of our pro-active storage framework along with a discus-

sion about potential use-cases of incorporating this framework in today’s system stack.

Chapter 3 deals in detail with two applications of pro-activestorage systems in specific

namely (i) Opportunistic Data Flushing and (ii) Intelligent Track Pre-fetching. In chap-

ter 4 we explore the storage system specific challenges in today’s virtualized systems and

present results of our elaborate experiments and measurements. These measurements were

made to further explore the opportunities available for pro-active storage framework in vir-

tualized environments. Chapter 5 presents the design and implementation challenges in

incorporating pro-active storage system prototype in virtualized environment and an appli-

cation of pro-active storage framework called ‘Idle Read After Write’. In Chapter 6 we

discuss the problems in evaluating and benchmarking today’s storage systems in an ac-

curate manner and present a novel I/O trace-replay framework for accurately evaluating

modern storage systems. In chapter 7 we explore the opportunities available for pro-active

storage framework in the area of energy-efficient storage systems. Along this line, we

study in detail the power-performance trade-offs in existing common energy-efficient stor-

age systems like PARAID [83] by identifying individual disk-level metrics. We propose

a modeling framework that captures fine-grained disk-levelmetrics and shows the effects

of these fine-grained factors on overall energy consumptionand performance. This model-

ing framework helps in showcasing what disk-level characteristics need to be looked upon

when incorporating opportunities in pro-active storage systems for energy conservation.

We finally conclude with a discussion on future work in chapter 8.
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CHAPTER II

PRO-ACTIVE STORAGE SYSTEMS

2.1 Overview

Storage systems have been constantly becoming more and morepowerful, thanks to Moore’s

law and the multi-billion dollar storage industry which wants to provide value-added func-

tionality in storage. Today storage systems have hundreds of processors, gigabytes of RAM

and perform various smart tasks within them [26, 40, 49, 45, 33]. For example, they

perform various forms of RAID layout, dynamically migrate blocks, cache blocks in non-

volatile storage, and so on. As a result, they contain a rich amount of internal information

within them that is not available to the higher level. Not surprisingly, various other re-

cent projects have looked at this problem of hidden low-level information within storage

systems and exploiting it from the higher level [68, 48, 79].However, these research fo-

cusses not on the information transfer across layers but on inference-based methods. The

main problem in this kind of inference-based methods is the accuracy. Pro-activeness at the

disk-level is a way to use this information to drive higher level behavior for better efficiency

with a better accuracy.

We propose a new class of storage systems called the pro-active storage systems(PaSS).

PaSS, in addition to simply responding to higher level commands like traditional storage

system, also pro-actively initiates operations on higher layers. The PaSS does this by intro-

ducing two new interfaces namely thepushandpull. These two interfaces are very generic

that it can be used with any of the commodity file systems and atthe same time they are

expressive enough to incorporate the disk’s control over the file system. By these two sim-

ple and generic interfaces, we clearly distinguish our ideafrom the naive method of having

separate interfaces for each of the information that the disk wishes to transfer. In the naive
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method, the interfaces carry ”information” about the disk which the file system interprets

and takes measures to utilize it. But in our PaSS model, the interfaces carry the ”control

signals” that the file system just obeys to. This abstractionof information via control to the

file system is the key idea of our model. We discuss in detail about thePUSH andPULL

interfaces in the later sections.

2.2 Design

PaSS uses the knowledge about the disk internals to decide onwhen the file system should

read or write data. It relies on two interfaces namelyPUSH andPULL for requesting the

file system to read or write the data. Through this API, PaSS communicates the read and

write decisions to its higher layer. Intuitively, through thePULL signal, the PaSSpulls the

data from the file system and by thePUSH signal, the PaSSpushesthe data in media or its

cache to the file system.

The PULL interface This interface enables PaSS to read the data from the file system

cache. ThePULL signal is always initiated by PaSS to the above-lying file system. The file

system, on receiving this signal from PaSS, writes back the requested pages of data to PaSS.

ThePULL API, takes two arguments viz. the start block number,BNO and the number of

blocks, N to pull. The first argument, BNO can be any valid logical block number or null.

The second argument, N must be a value between 1 and the maximum number of blocks in

the file system. The file system, interprets thePULL signal in two ways. If BNO is null or

an invalid block number, the file system writes back N number of the dirty pages available

in its cache based on its page write-back algorithm. If BNO is avalid block number, then

the file system finds the pages that encompasses the requestedblocks, looks up the pages

in its cache and if they are marked dirty, they are written back to the disk.

The PUSH interface This interface enables PaSS to send its blocks of data to the file

system. This takes same two arguments as thePULL signal viz. the start logical block

number, BNO and the number of blocks, N with the same range as discussed above. The
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pro-active disk generates this request and sends it to the file system. On receiving this

signal, the file system sends a read request to the disk for those blocks specified in the

signal.

One of the main challenge of PaSS is to actively monitor the workload patterns and the

changes in its internal states and to infer if there is an opportunity for any optimization. This

functionality is incorporated in PaSS through four modulesviz. (i) the workload monitor,

(ii) the disk state monitor, (iii) the opportunity detectorand (iv) the actuator. The task of

the workload monitor is to monitor the read and write requests that the disk receives and

detect the nature of the current workload along the axes of sequentiality, working set size,

frequency of the requests etc., The disk state monitor extracts the disk characteristic and

the disk state at that particular instant and passes the state to the opportunity detector. The

opportunity detector gets the output of both the workload monitor and the disk state monitor

and then detects if the current workload and the current diskstate give rise to any potential

opportunity. The conditions for the potential opportunities are already hard-coded and the

opportunity detector just checks if the runtime characteristics of the system matches with

the already laid-out condition. The final module is the opportunity utilizer which takes its

input from the opportunity detector and passes the control to the corresponding handler

function. Along with the potential opportunities, the corresponding handlers are also hard-

coded. The handler would tell the opportunity utilizer to either send or receive a chunk

of data. The actuator would then generate a suitable signal(either aPUSH or aPULL) to

achieve this and sends it to the higher layer namely the file system.

Therefore a pro-active disk gives an infrastructure which can be utilized for implement-

ing various opportunities that can enhance the overall performance of the system along the

dimensions of performance, security, reliability and energy savings. Section 2.4 explores

the various optimizations that become possible with this infrastructure.
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2.3 Implementation

In this section, we present some interesting issues in the implementation of the basic frame-

work of PaSS. We implemented a prototype of PaSS by making modifications to the Intel

ISCSI driver version 2.0.16 [55] and the Disksim Simulation Environment [15].

System setup :We used the Intel’s ISCSI driver coupled with the Disksim simulator

for implementing the PaSS infrastructure. The ISCSI driver has two domains of operation

namely theinitiator side and thetargetside. The initiator is a kernel module that receives

the commands from the file system and transfers the commands as normal SCSI commands

to the target side driver through the Internet Protocol. Thetarget side driver is a user pro-

gram that accesses the device and services the SCSI requests from the initiator. We created

a ram-disk in the place of a real SCSI disk and used the Disksim simulation environment to

induce suitable delays during each access to the ram-disk. In other words, we store and re-

trieve data from the ram-disk and to mimic the latencies of a real disk, we use the Disksim

simulation environment in the emulation mode. Our entire implementation comprises of

around 1700 lines of C code most of which resides in the targetside of the ISCSI driver.

The handlers for thePUSH and thePULL signal alone resides in the initiator side of the

ISCSI driver. It is pertinent to note that we simulated only the delays of a real disk with

the rest of the system viewing our disk just as a real SCSI disk.Since Disksim is one of

the most widely used and validated disk simulator, we chose that in our implementation to

mimic the disk latency. Therefore, the delays that are induced in our implementation con-

fine to this model of the disk. We used two Linux virtual machines running atop VMware

Workstation 6.5 and they serve as the client side running their versions of ISCSI initiator

code. The host machine acts as the server side running the ISCSI target user program. The

host machine is a 3.0 G-Hz Intel x86-32 system with 4 gigabytes of memory and running

Fedora Core 4 Linux operating system with kernel version 2.6.17. The clients are each

allocated 256 Megabytes of memory and 10 Gigabytes of disk space. The virtual machines

are connected to the host machine by the NAT network configuration. We chose to have
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both the clients and the server in the same system so avoid theuncertainties due to network

delays.

The PULL interface : The handler of thePULL signal from the disk, resides at the

initiator side of the ISCSI driver. The problem here is there is no reverse mapping between

the logical block numbers and the corresponding page numbers. This is needed because,

the page cache can only be looked up and operated based on the page addresses. Therefore,

when the initiator receives a signal that tells to write backa certain block(referred to by the

logical block number), it will not be able to look up its page cache and write back the pages.

This will not be a problem in case the first argument of thePULL signal is NULL because,

it can just write back N number of pages(as given in the signal) from its page cache based

on its own page reclamation algorithm. To solve this problem, we had to maintain the

mapping between the logical block number with its corresponding page address for all the

pages that reside in the page cache at any instance. This mapping structure is modified as

and when the page cache contents are modified.

The PUSH interface: ThePUSH interface involved some interesting implementation

issue in addition to the one we discussed above for thePULL interface. As in thePULL

interface handler, a reverse mapping between the logical block number and the page address

of the pages that are present in the page cache alone wouldn’tbe sufficient. This is because,

when the initiator receives thePUSH signal, it needs to read the specified blocks from the

disk. Therefore, at this instance, the pages for the corresponding blocks may not reside

in the cache and hence there wouldn’t be a mapping entry for those blocks. There is a

kernel function viz, bread(device, logical block number, num blocks)

that issues a read command to the disk. But the blocks that are read via this function are

not kept in the page cache; they reside in the buffer cache that is indexed by the logical

block number. This may not serve our purpose because, when anapplication attempts to

read the data present in those blocks, it will check just the page cache and return failure

and the request would ultimately go again to the disk. To avoid this problem, we used a
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pseudo device driver that interposes all the requests from the file system, before sending it

to the device driver. In this pseudo device driver, we implemented a logic which checks the

buffer cache if the blocks already reside there. If the blocks are present in the buffer cache,

the pseudo device driver returns the data from the buffer cache, without sending the request

to the disk.

2.4 Potential Applications

Here we explore some of the potential use-cases of a pro-active storage system, for improv-

ing performance, data reliability and energy-efficiency.

2.4.1 Enhancing Storage Performance

Opportunistic Data Flushing : Most systems employ asynchrony in writes

from the file system to disk in-order to leverage faster memory access for writes instead

of blocking on disk I/O. These writes in memory are asynchronously flushed to disk at

regular intervals or when there is shortage of memory, and a few other criteria. However,

one of the problems in this asynchrony is unexpected interference of these background op-

erations with foreground synchronous operations. An important blocking read might be

affected when done during the background flushing operation. One of the enhancements

to minimize this is to schedule background operations during idle times of the disk so that

the interference is minimized. A file system can infer when a disk is idle by checking it’s

I/O queue and then it may schedule the flushing operations accordingly. However, when a

disk is shared by multiple higher-level entities, the stateof the disk cannot be inferred by

any single entity. A pro-active disk can be used topull dirty pages from file system cache

whenever it is idle, and it can also do a better job schedulingthe higher-level entities as it

has a global view of all the higher-layer entities sharing it.

Free-block Scheduling : Free-block Scheduling [49, 48] is a technique of

using the disks rotational latency to perform useful background jobs. This has been done

both inside and outside of the disk firmware. Implementing itoutside the disk firmware
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gives rise to approximations about the disk arm positions and hence cannot be accurate.

Implementing it in the disk firmware limits the scope of the background jobs with size of

the disk cache. This can be implemented in PaSS framework because the accurate head

information that is known to the pro-active disk can be used to issue PULL signals to the

file system for suitable data at appropriate times. The advantage is that, the number of the

background requests is limited only by the size of the huge file system cache.

Client-oblivious Co-operative Caching : Co-operative Caching [28]

is a method of accessing data from remote client caches instead of the disk. This avoids disk

latency and proves to be very beneficial in a distributed setup connected with high-speed

network. However, this requires a bunch of book-keeping data structures to be maintained

in each of the clients regarding the location of data. Pro-active disks can be a suitable arena

for implementing co-operative caching, without the need for the clients to book-keep any

special data structures. The client can deliver the requests to the server as it normally does

and PaSS in the server, can read the data from the remote client cache using its PULL

interface and deliver it to the client who requested it. For this, the disk does not need to

maintain complex data structures – it just needs to log the requests/write-backs made by

each of the clients and by traversing the log, it can locate which remote client might hold

the data in its cache.

2.4.2 Enhancing Data Reliability

Idle Read After Write : As modern disks hold more and more data in a con-

strained space, byte density increases leading to increased potential for errors. A data writ-

ten to disk may be lost silently or may also be written to a wrong sector. In-order to detect

these and recover from these write errors, a technique called read after writeis followed in

some of the modern enterprise disks. The technique is to follow every writes in the disk by

a subsequent read. The content of newly-written disk block is compared with the on-disk

cache version of that block to check for errors. If there is a mismatch found, corrupted
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data is rebuilt from the cache. This technique is effective in detecting errors, but it affects

performance of writes as every writes leads to two disk accesses. This can be treated as a

background operation, where the just-written block contents are stored in a bigger cache.

The read-after-write operation can therefore be performedin the background whenever a

pro-active disk detects idle state. This can provide the same level of error-checking as

before while improving performance.

2.4.3 More Energy-Efficient Storage

Turning-off disks for saving energy : In large-scale storage arrays, disks

are turned-off during their idle times in-order to save energy [25, 76, 62]. However, when a

request arrives when the disk is in sleep mode, it takes several seconds and also more power

for the disk to wake-up and service the request. With a pro-active storage systems, disks

canpull it’s data from file system caches before being shutdown so that data flushing from

file system would not wake-up the disk again. This technique effectively increases the idle

time intervals of disks. In addition to this, the disks can pull data at strategic timings such

that the overall busy period and idle period of the disk is clustered. This can lead to more

efficient sleep-resume cycle in disks to save energy.

2.5 Extending Pro-active Storage Systems Concept

Pro-active storage system is a technique where lower-layerdevice utilizes it’s knowledge

to partially control the operations of the higher-layer entities for overall improvements in

performance, reliability and energy-efficiency. This concept can also be explored in other

layers of the system stack. For e.g. in virtualized systems,there is an extra layer between

the operation system and the device namely the hypervisor. In this case the hypervisor

can be pro-active in utilizing it’s global knowledge of individual VMs in the higher level

in-order to partially control the guest operating system’sfunctionalities. In fact,memory

ballooning [82] technique in virtualization systems is an artifact of such a concept. The

hypervisor controls the memory management of VMs based on the memory requirements
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of other VMs sharing the physical memory.

2.6 Related Work

While numerous projects have explored the general problem ofinformation gap in the

storage stack, we believe that our work is the first attempt ata pro-active interface from the

lower-level storage system to the higher layers. The past work on better interaction across

the storage stack belongs in three categories. First, thereare approaches to run higher

level file system or even application code within the disks, thus making the disk interface

arbitrarily extensible. Second, there have been new interfaces proposed by which either the

file system can know more about the disk or vice versa. Finally, there have been systems

aiming at inferring additional information implicitly without changes to the interface. Our

work is closest to the second category. We discuss each of these approaches and explain

the benefits of the pro-active disk model compared to the other approaches.

Extensible interfaces :Researchers have explored making the storage interface amor-

phous by letting storage systems execute arbitrary application level code. Work on Active

disks [1, 64, 5] belong in this category. Active disks have been shown to provide significant

performance benefits for certain types of workloads such as in databases, where the filtering

can be done on the other end of the PCI bus, providing better performance. Recently, re-

searchers have proposed running search and image recognition inside the disk system [47].

While these approaches may seem “active” in one sense, they differ fundamentally from

our approach. Even while shipping code, the higher level is in charge of what the disk does

– even these active approaches do not permit the storage system to trigger actions on its

own.

New interfaces to storage :This category has been the subject of extensive research.

Multiple projects have recognized the inadequacy of the SCSIprotocol in the context of

modern storage [34] and have proposed various additions to the interface to make storage

and file systems richer. Logical disks [30] looked at exporting a list-based interface to
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disks. Mime [20] and Loge [33] were other examples in this category. Recently, object

based storage has been proposed as the next interface to storage where disks export objects

instead of blocks [53]. Projects such as Boxwood [50] look at the storage system providing

even higher levels of abstraction to the applications. Type-safe disks [72] exposes higher

level pointer information to the storage system, allowing additional optimizations and func-

tionality. There have also been optimizations proposed exploiting such new interfaces. For

example, aligning accesses to track boundaries has been shown to improve certain types of

file system workloads [68]. In all these approaches, note that the storage interface still re-

mains passive from the viewpoint of the storage system. Although the storage system may

export more information, it cannot directly influence higher level behavior. This has a basic

limitation because in cases where the information at the storage system is too detailed or

changes rapidly, exposing the information is not that useful or practical; it either makes the

higher level layers unreasonably complex (forcing them to be aware of every single policy

in today’s modern storage systems) or makes the optimizations ineffective. With pro-active

disks, we provide a way to enable higher layers to benefit fromthe lower level knowledge,

but without requiring the higher layers to know the specificsof what the storage system

does.

Implicit inference of information : This class of techniques follow roughly the same

goal as the new interface approach, but take the view that interfaces are hard to change and

deploy. These techniques look at inferring aspects about the layer on the other side of the

interface by carefully monitoring the normal communication that goes on. Shear [63] looks

at inferring the RAID layout and failure characteristics of RAID systems from within the

file system by careful micro-benchmarks. Similar approaches have been proposed in the

past to infer characteristics of single disks [69]. Researchers have also studied techniques

where the inference happens in the other direction; in semantic disks, the disk system infers

detailed knowledge of the higher level file system by monitoring the normal read and write

traffic [74, 73]. While somewhat more general than the custom interface approach, this
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class of techniques is complex and sometimes inaccurate. Itis worth noting that even in

something like semantic disks where the disk plays an activerole inferring what the file

system does, its activity is restricted to behind the SCSI interface; it cannot influence or

control higher level file system behavior.
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CHAPTER III

APPLICATIONS OF PRO-ACTIVE STORAGE SYSTEMS

3.1 Opportunistic Data Flushing

This application leverages thePULL interface of pro-active storage systems to better sched-

ule background operations like file system’s flushing of dirty pages to disk. By scheduling

background file system operations when storage is idle, their impact on foreground jobs is

reduced.

3.1.1 Motivation

Flushing the dirty pages lazily is known to improve the performance of writes to a large

extent. One of the important design issue however is to decide on when exactly to flush

them. Traditional UNIX [38] systems do it periodically in which the dirty pages are written

back when their age reaches a pre-defined limit. Some modern operating systems employ a

slightly more sophisticated approach; when the number of dirty pages in the cache exceeds

a certain threshold, a thread wakes up and starts flushing thedirty pages to the disk [56].

By this method, the page cache will always have sufficient freepages to allocate memory

to satisfy new reads and writes. However, these policies suffer from a drawback in the

form of lower disk utilization and adverse effect on other synchronous processes. This

is because, the write-back is not fairly distributed along the time axes and they occur in

bursts. For a write-intensive workload with intermittent synchronous requests, this problem

will be more felt. The synchronous requests that at sent to the disk when the periodic

background flushing takes place, it suffers undue latency. This problem is well motivated

in a recent research [11] which proposes a method to adaptively schedule the flushing

operation based on the read-write ratio of the workload. Figure 1 shows the effect of the

background flushing operation in the access latency of foreground read requests. The spikes
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Figure 1: Read with Write

in the access times are the instances when the background flushing occurs.

Ideally, the background flushes should not delay the servicing of synchronous requests.

When the flushing operation is done in a smaller granularity whenever the disk is idle,

the overall dirty pages in the cache at any instance will be lesser. This can reduce the

disk congestion during the periodic flushes and hence reducethe access latency of the

synchronous requests.

This scheme is more practical because disks are idle for significant fraction of time in

many workloads. Especially for the write dominated workloads where the request reaches

the disk only during the flushing instances and for CPU intensive workloads where be-

tween each disk requests there is a considerable CPU time spent(as in the case of large

compilations) the disk is idle for a significant fraction of time. Hsu et.al in their paper

”Characteristics of I/O Traffic in Personal Computer and Server” presents a quantitative

study on the various workloads in personal and server computers [39]. They have made

their study at the physical level and they strongly argue that there is considerable amount

of idle times in most of the common workloads and that they canbe utilized for performing
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Figure 2: Idle times

background tasks like block re-organization.

3.1.2 Why Pro-active Disks?

Here we answer the question, why pro-active disks are a suitable infrastructure to imple-

ment the opportunistic flushing. The idea of writing back thedirty pages when the disk

is idle is not entirely a new concept. Golding et.al [37] explored the benefits of running

the background tasks whenever the disk is idle. In a single system, this can be easily done

without the aid of a pro-active disk. The file system can accurately estimate the depth of the

disk queue and hence the idle bandwidth of the disk at any instance based on the requests

issued to the disk. But in the case of a multi-client environment, where a group of clients

write to a single disk, the idle bandwidth of the disk cannot be estimated by any of the

clients because one client does not know about the requests issued by the other client. The

idleness detection can only be done by the disk because only the disk acting as a server will

have the overall view of all the clients and the requests issued from all the clients.
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3.1.3 Design

A pro-active disk continuously checks for idle bandwidth and when identifying one, pulls

the small chunk of dirty pages from the file system cache.

Detecting idleness: Determining the idle bandwidth of the disk accurately is a key

design issue for this case study and the disk-state monitor is responsible for it. The disk

queue depth can be one of the significant data structure to estimate the idleness of disk.

When the depth of the disk queue falls below a certain threshold, we could assume that

the rate of incoming requests to the disk is lesser and infer that the disk is idle. Similarly

when the depth of the queue reaches a certain upper threshold, the disk can be deemed to be

busy. This method of idleness detection is similar to the onedescribed by Golding et.al [37],

where he explores the various idle tasks that could be done when the disk is idle. Deciding

on the lower and the upper threshold values for the disk queuedepth is again a design issue.

This can also be made to be adaptive based on the nature of the current workload and the

history of success of past predictions. Another criteria that can be monitored to detect the

idleness is the time of last request. If the time elapsed after a request exceeds a certain

timeout, it may be assumed that no requests will be arriving to the disk for some more time

in future. But for this method to work, the frequency at which the condition is checked

and the granularity of the write-backs are important factors. To avoid false positives and

the false negatives, the frequency of checking the idlenesscondition should be made very

high and the granularity of the write-backs to be very low. The frequency of checking the

idleness condition also depends on the granularity of the write-back. The frequency of the

idleness condition should be at least as high as the time required to write-back the specified

number of pages. For eg. if at every signal, 16 pages of data isto be written back to disk,

and if we assume that this write-back takes 120 millisecondsto complete, the frequency at

which the idleness condition is checked should at least be 120 milliseconds. Otherwise, the

write-back itself would render the disk busy and the idleness checker would return failure.

Number of pages to be written back:Once the idle disk bandwidth is identified, by
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the disk-state monitor, the opportunity detector has to decide on the number of blocks to be

obtained from the file system. This is important because, when a large number of blocks

are requested from the file system, it would take more time to be serviced by the disk. As

we cannot estimate accurately on how long the disk will be idle, there are chances of a

synchronous request getting delayed because of this disk-induced flushing. Therefore, the

number of blocks to be flushed for every signal can be kept verylow and the frequency of

sending signals to the file system can be kept very high.

After the opportunity detector decides on the number of pages/blocks to be requested

from the file system, the opportunity utilizer generates aPULL signal for those blocks and

issues it to the file system. The file system on receiving thePULL signal, can write back

the requested number of pages/blocks from its cache.

3.1.4 Implementation

The implementation of opportunistic flushing in our pro-active disk infrastructure involved

adding a capability for idleness detection in the disk-state monitor and generation of an

appropriatePULL signal in the opportunity utilizer module. The disk-state monitor spawns

a separate threadis disk free for detecting the idleness of the disk. It wakes up every

t ms and checks the current value oflast request time and thequeue depth The

last request time is the time recorded at the time of the last request that arrived at

the disk and it gets updated every time the disk gets a new request; thequeue depth is

the current value of the depth of the disk queue and it gets updated on every insertions and

deletions in the disk queue.

Once the disk-state monitor records the values oflast request time andqueue depth

it is sent to the opportunity detector. The opportunity detector compares these values with

their respective threshold values that are already preset in the system. The value of the

threshold for the time elapsed since the last request and theminimum depth of the device
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queue can also be made to be adaptive based on the current nature of workloads and the his-

tory of past predictions. But in our implementation we hard-coded those values for the sake

of simplicity. These values can be configured by changing theparametersWAKEUP FREQ

andMIN DEPTH. If the value is greater than or equal to the threshold, the opportunity

detector modules passes success to the opportunity utilizer. Otherwise the opportunity de-

tector ignores the signal from the disk-state monitor.

The opportunity utilizer, after receiving a success signalfrom the opportunity detector,

generates a signalPULL(NULL, NUM BLKS). The fieldNUM BLKS tells the file system,

the number of blocks to write back on receiving the signal. The first argument is NULL

because, it is left to the file system’s page cache reclamation algorithm to choose the ap-

propriate page to flush. This may be based on the age of the dirty pages present in the

cache. Since the first argument is NULL, the page cache need not use the reverse mapping

between the logical block numbers and the page addresses. Itcan just calculate the number

of pages to flush based on the number of blocks that is requested by the pro-active disk. For

this calculation, the file system just needs the size of the page and the size of the logical

block.

3.1.5 Evaluation

In this section we present an evaluation of the proactive disk prototype with the capability

of opportunistic data flushing. The experiments were conducted in a setup that is illustrated

in the ”System setup” part of the section 2.3. We tested our prototype with a set of synthetic

workloads, micro-benchmarks and real-world workloads.

3.1.5.1 Synthetic Workload

We generated a sequence of reads and writes from two different clients. One client iter-

atively read a random set of 50 blocks and induced a delay of 2 seconds in between and

other client iteratively wrote 200 random blocks of data andinduced a 3 second delay in

between. For both the regular disk and the pro-active disk, we used the same sequence of
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Table 1: Response Time of 50 block reads at discrete flushing intervals
Request Number Regular Disk Proactive Disk

Response Time (ms) Response Time (ms)

12 6478 344

24 6755 416

45 11483 1645

65 10543 1231

randomly ordered blocks for both read and write. Figure 3 shows the improvement in the

read performance of proactive disk over the regular disk. The x-axis here shows the request

instances and the y-axis shows the response time for reading50 blocks of data. In the case

of regular disks, the huge spikes at discrete time intervalssignify the effect of the routine

flushing of the dirty pages on the performance of the read requests. In this worst case, the

time taken for reading 50 random blocks of data takes as high as around 10 seconds to

complete. But in the case of the pro-active disk, we see that the spikes at those discrete

intervals are considerably reduced and the maximum latencyof the 50 reads in this case

is 1.2 seconds. The values of the response time of reads at thediscrete flushing intervals

are tabulated in Table 1. This improvement is because, the dirty pages gets flushed in parts

whenever the disk is idle and hence, at the discrete intervals where the routine file system

flushing happens, the number of pages that need to be actuallyflushed is lesser. There-

fore, the synchronous read operation is less affected during the time of routine flushing.

Even during other time periods, there is no noticeable overhead in the read performance

because of writing the dirty pages continuously whenever the disk is idle. This shows that

our inference on the idle disk bandwidth is reasonably accurate. If there is some error in

identifying the idle disk bandwidth, the dirty pages would be flushed even when the disk is

busy responding to the synchronous reads and hence there would have been a raise in the

read latency. Hence, this graph shows how our design improves the performance and also

the accuracy of inferring the idle disk bandwidth.
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Figure 3: Response time of 50 block reads with background write

3.1.5.2 Real-life Workload

We chose to experiment the proactive disk for a real-life workload viz. kernel compile.

We chose this because, kernel compilation involves readingthe source file, delay caused

by CPU processing, and also scanty writes to the disk. We compiled the 2.6.17 kernel

with minimal functionalities in one of the clients and in thebackground, generated some

write requests from the other client at regular intervals. We measured the total elapsed

time, user time, which is the time spent by the CPU in user mode,the system time, which

is the time spent by the CPU in kernel mode. Wait time is the elapsed time less the user

time and system time. Therefore, wait time is the period during which the CPU is idle.

This can be because of a blocking IO or because of waiting for alock. Since it is a single

thread environment, we assume the lock contention is negligible. We therefore regard the

wait time as the IO time. As we expected, there is an improvement in the performance of

compilation. We compared the overall completion time underproactive disk and a regular

disk. Figure.4 shows a 3% improvement in the overall elapsedtime in case of proactive

disk. The improvement in the IO time is almost double in the case of proactive disk. A
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Figure 4: Linux kernel compilation

regular disk consumes an IO time of 26.35 seconds while a proactive disk consumes just

13.02 seconds which is a 51% improvement. This is because, inthe case of proactive disk,

the dirty pages are written back to the disk in its idle bandwidth. The kernel compilation

generated the needed idle bandwidth in the disk whenever theCPU is busy compiling

the source code. Therefore, when the dirty pages were written back during the idle time,

the reads(of the source files) suffered lesser overhead during the routine flushing of the

file system. But in the case of regular disk, most of the idle times generated by the kernel

compile workload are wasted without performing any useful operations. During the routine

flushing of the file system, the reads are more affected because of the congestion in the disk.

3.2 Intelligent Track-Prefetching

We developed this application to illustrate thePUSH infrastructure of proactive disks. In

this case study, we have developed a new approach to pre-fetching the blocks into the file
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system cache. As opposed to traditional pre-fetching that is done by the file system, a pro-

active disk uses the access pattern information to decide onwhich blocks to pre-fetch to

the file system cache.

3.2.1 Background

Disk media is comprised of tracks and sectors and the disk head moves at the granularity

of sectors during rotation and at the granularity of tracks at the time of seek. Modern

SCSI disks have a fast volatile memory embedded in them calledthe track buffers. These

track buffers can store many tracks of data that encompassesthe current working set. The

track buffer capacity is usually very small when compared tothe file system’s page cache.

Even though they are small, they play a significant role in reducing the disk’s service time.

The disk firmware uses certain simple heuristics to decide onwhen to pre-fetch the track

data to the buffer. Usually, when a sector is accessed and when are are no other requests

that are waiting to be serviced from other tracks, the track that holds the accessed sector

is brought to the track buffer. The request is then serviced from the track buffer. When

subsequent sectors from the same track is accessed, it will be serviced from the track buffer

thus avoiding the disk seek time. The track buffer is thus very useful for workloads that

are not purely sequential but encompasses a very small working set spanning a single track.

However, the track buffer will not be useful in the case of random workloads encompassing

a working set that is larger than the track that resides in thebuffer and also in the case of

purely sequential access because, the adjacent data will anyway be pre-fetched by the file

system. The capacity of track buffers is generally small, they are reclaimed with new tracks

frequently when the workload covers a larger working set.

3.2.2 Motivation

As the difference in speed continues to expand between the processor and the disk sub-

system, the effect of the disk latency on the overall system performance is significant.
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Prefetching–speculatively reading data on prediction of future requests–is one of the fun-

damental techniques to improve the effective system performance. However pre-fetching

is useful mostly in the case of sequential accesses alone. Most policies turn off the pre-

fetching logic when the sequential access is stopped. Prefetching data during random ac-

cesses can be detrimental to the system performance as they tend to waste the cache space

with useless data. This may explain why despite considerable work [] on pre-fetching poli-

cies and enhancement, most general purpose operating systems still provide only sequential

pre-fetching and other straight-forward variants of it.

In most existing systems, the pre-fetching policy suffers from false positives and false

negatives because, they detect the access patterns and issue read-ahead commands at the

file system level. Therefore, they just rely on the logical block layout information while

making the sequentiality decisions. But, as the disk system ages, many of its sectors can

be re-mapped to different locations that the file system is unaware of. In those cases, the

prediction made by the file system proves inadequate and results in disk seeks to random

locations during read-ahead. Only the blocks that are physically and temporally adjacent to

the current block should be pre-fetched. This motivates theneed for leveraging the disk’s

internal information for pre-fetching.

Also, there may be certain workloads whose blocks that are temporally related but

confine to a small working set and are not adjacent to each other physically. Existing

approaches tend to ignore this kind of accesses when deciding on pre-fetching–they just

consider purely sequential access. However, pre-fetchingthe entire working set in these

cases can be improve the system performance. This can be verymuch requisite in a situa-

tion where there are two processes A and B and when A accesses discrete blocks in a small

working set and B accesses a set of blocks that are very far from the blocks accessed by

process A. In this case, if the entire (small)working set of process A has been pre-fetched,

the disk head need not move back and forth for servicing the blocks of both A and B.

This can improve the response time of both A and B. This problemis alleviated by the

29



presence of track buffers. However, the smaller size limitsthe utility of the track buffer.

Even in modern disks of capacity 300 Gigabytes, the size of the track buffer is just 16

Megabytes. As most request to the disk passes through the track buffer, it gets frequently

reclaimed. Consider two workloads running in parallel: one of them is purely sequential

and it accesses a large chunk of data from the disk, and other workload is random within

a small working set. In this case, as the sequential accessesoccur faster than the random

accesses, the track buffers will be filled with the sequentially data and get reclaimed very

often. Therefore, when a block is accessed due to the other workload it may be eliminated

from the track buffer before another block from the same track is accessed again. Figure 5

and 6 illustrates the change in the significance of track buffer for two different kinds of

workloads. Plotted are the access times of reading a random block with and without the

presence of sequential workload runs in parallel and Figure6 shows the same in the ab-

sence of a background sequential read. When a background sequential workload runs, 2

out of 600 blocks are hit in the track buffer while 447 out of 600 blocks hit the track buffer

in the absence of a background sequential workload.

Since increasing the track buffer size doesn’t solve this problem completely, we propose

to use a pro-active disk to leverage the bigger file system cache to store the reclaimed track

buffer data.

3.2.3 Design

Disk-initiated Prefetching is a technique by which the pro-active disk tells the file system

on what data to pre-fetch to its cache. The pro-active disk decides on the pre-fetch data

by monitoring the access patterns in the on-disk track buffer. When a track in the buffer is

going to be reclaimed, the pro-active disk makes an estimateon whether or not the data in

the track will be accessed.

The disk-state monitor component of the pro-active disk, checks for criterions for esti-

mating the importance of a track.
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Figure 5: Track buffer hits(Reads alone)

1. The number of track buffer hits in therecentpast. When there are large number of

track buffer hits in the most recent time window, it means that the data that currently

resides in the track buffer comprises a significant portion of the current working set.

Therefore, the track that is to be reclaimed may also be accessed in the near future as

it is a part of the current working set. Hence we check this condition for estimating

the importance of the data in the particular track.

2. The number of hits the particular track(that is to be reclaimed) had during its stay

in the track buffer. This is checked because, even though thetrack buffer hits are

higher than the threshold, when the track that is to be reclaimed is not even accessed

once, then it is not expected to be accessed in the near futureand therefore, we do

not choose that track for pre fetching.

The workload monitor checks the access pattern as to whetheror not it is sequential.

The access pattern in the track buffer is considered to eliminate the chances of requesting
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Figure 6: Track buffer hits(Reads with background sequential write)

the file system to pull a sequentially accessed track. This isbecause, in the case of sequen-

tial workloads, the data in the track(that is to be reclaimed) would have been pre-fetched by

the file system already and it might reside in the page cache. Therefore, we restrain from

sending wasteful signals to the file system.

Another interesting design issue is deciding when to issue thePUSH signal to the file

system. There are three options to do this:

1. When a new request to the disk warrants a reclamation in the track buffer, aPUSH

signal can be generated for the track that is to be reclaimed and the request can

be satisfied. However, this approach has a major drawback because, before the file

system acts on thePUSH signal, the track may be reclaimed from the buffer. In this

case, the subsequent file system read will be serviced by the disk and thus incur a

large amount of extra overhead.

2. When a new request to the disk warrants a reclamation, the request can be blocked
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and the signal can be sent to the file system to read the last track(that is to be re-

claimed) in the track buffer. Once the file system reads the track, the old request can

be serviced. This solves the above mentioned problem but will unnecessarily block

the incoming request.

3. The method we promote is to have last few tracks in a boundedwindow and send the

signals for those tracks in the window even before any request warrants a reclamation.

By keeping the window reasonably big, the chances of reclaiming the track before

the file system reads it can be avoided. At the same time, the other incoming requests

need not be blocked during this period. The significance of the track data is estimated

and the signal is sent only in the background.

3.2.4 Implementation

We implemented thePUSH infrastructure prototype of proactive disk, which performs track

pushing. We maintain all the details about each track in the buffer inside thetr buffer desc

structure. This has a fieldcache access counter that stores the number of times the

track has been accessed during its stay in the track buffer. This value gets reset every

time the track is removed from the buffer. To trap the sequential access patterns within

a track, there is a field calledlast accessed blk. This stores the block number

of the last requested block in that track. When the subsequentrequest to that track ac-

cesses the block adjacent to the block number stored in thelast accessed blk, it

is deemed to be a sequential access. The sequential access cannot be tracked by mon-

itoring the requests to the whole buffer - we need a per-trackdata structure to monitor

this. This is because, the sequential accesses may be interleaved with other accesses

when reaching the disk. The time window is maintained as two discrete time values

viz. initial time andcurrent time. For every one second advancement in the

current time, we increment theinitial time by a second. A global value called
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thetrack buffer hit ratio is calculated whenever a change occurs in the time win-

dow. This value tells the overall track buffer hit rate during the most recent time window.

The tr buffer desc structure stores another flagin transfer window that

tells whether the track exists in the transfer window. A configurable value calledtransfer window size

decides the length of the window. When a track gets discarded or read from the transfer

window, the next available track in the track buffer is addedto this window. As the tracks

are added to this window, their significance for the current workload is checked and the file

system is signaled. When a track is read from the window in full, there is no change in

the LRU structure. The track is just discarded after the readcompletion. This avoids the

movement of the track ahead in the LRU when the file system reads it ahead.

The aforesaid values are compared with the preset thresholdvalues. Based on the results

of comparison, the significance of the track is estimated. When the track is estimated to be

useful in the near future,make send ready(track number) is called. This function

extracts the start block of the track and the length of the track from thetr buffer desc

structure. FinallyPUSH(block num, num blks) signal is issued to the file system.

Theblock num is the start block of the track andNUM BLKS is the length of the track.

The file system, on receiving thePUSH signal from the proactive disk, issues a read signal

for those blocks(comprising the whole track) which are serviced from the track buffer of

the pro-active disk.

3.2.5 Evaluation

In this section we present an evaluation of the pro-active disk prototype that has the ca-

pability of predicting and pushing, popular tracks of data.The experimental setup where

similar to the setup discussed in ”system Setup” part of Section 2.3. We evaluated this case

study with a commonly used micro-benchmark called IOzone [58] and a synthetic mix of

OLTP-like small reads and OLAP-like large-scale batch reads.
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Table 2: IOzone Benchmark showing throughput in KBps
Size(in MB) write rewrite read reread rand read rand write backward read strided read

Regular Disk 512 64633 48908 24580 24502 1294 10889 4233 4868

1024 53168 49394 27777 27567 905 37707 5582 4932

Pro-active Disk 512 62641 49130 23487 25753 1431 14138 16213 17363

512 54614 40244 46937 27933 1010 38762 15916 16162
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Figure 7: Response time for reading 5000 blocks

3.2.5.1 Experimental Setup

The experiments were performed on the following setup. The target ISCSI runs on a 2.4

GHz Intel Quad Processor with 4 Gigabytes of physical memoryand it is connected with

the ISCSI client through Gigabit Ethernet. The configurationof the client is a 2.26 GHz

Intel Pentium IV Processor with 512 Megabytes of physical memory. The prototype of

proactive disk that performs track pushing was done by modifying the simulation part of

the ISCSI target code.
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3.2.5.2 Workloads

(i) IOzone : We ran the IOzone workload for various file size ranging from 128 to 1024

Megabytes. IOzone performed various throughput measurements for read, write, rewrite,

backward read, strided read, etc. In the background we ran a sequential workload contin-

uously. We conducted the experiments for two file sizes 512 MBand 1 GB. The Table 2

shows the difference in the throughput measurements of the regular disk versus the proac-

tive disk. From the table we see that there is lesser overheadin the performance of backward

reads and the strided reads. In the case of backward read, theread starts from the end of

the file and moves 2 blocks backward for every reads. In the regular disk, the throughput

measured is 4.5 Kilobytes per second. Though the backward reads should have benefitted

from the track buffers, because of the background sequential reads, the track buffer gets

flushed so frequently that its benefit is not utilized. Therefore, almost all requests are sat-

isfied by the disk with the inherent seek and rotational delays. But in the case of proactive

disk, as we send the whole track data to the cache, many accesses get satisfied from the

cache itself and therefore we see a significant improvement in the throughput. Similarly in

the case of strided reads, we used a stride constant of 8*record size. Therefore, the reads

happen in steps of 8 blocks. In this case, the proactive disk outperforms the regular disk by

a significant portion. For other kinds of workload namely thewrite, rewrite and sequential

read the throughput values of regular disk and the proactivedisk look comparable. From

these values, we find there is no significant overhead in employing the proactive approach

of pushing the tracks. For random writes we see slight improvement in the throughput

value. For a relatively smaller file of 512 MB, the improvementin proactive disk is more

when compared to a larger file of 1024 MB. This is because, as theworking set is smaller,

there are more chances of the pushed track data to be accessedagain.

(ii) OLTP with background OLAP: We simulated a synthetic workload that runs similar

to the real life workloads namely Online Transaction Processing(OLTP) and Online Ana-

lytical Processing(OLAP). We generated sequential read workload on a large file and ran a
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Figure 8: Per-block response time for OLTP

random workload on a small file. This is analogous to running OLTP workload when some

analytical processing is done in the background. The sequential workload ran continuously

and the other read workload performed read on 5000 random blocks within a small work-

ing set of 100 Megabytes. We also introduced a 1 second delay for every 50 block reads.

We measured the time taken for completion and the cache hit ratio for reading these 5000

blocks and plotted a graph. Figure.7 shows the performance improvement of a proactive

disk over regular disk. This graph plots the elapsed time, the user time and the system time

for reading the 5000 blocks of data. From the graph we see thatthe wait time, which is

the elapsed time less the user time and the system time, is lesser for proactive disk, when

compared to the wait time of the regular disk. This is because, in the case of regular disk,

the blocks are not pre-fetched by the file system because of the random workload. When a

block is accessed, the whole track is transferred to the track buffer. However, as there is a

sequential read progressing in the background, the track buffers are reclaimed very often.

Therefore most of the read request goes to the disk. In the case of proactive disk, When

the tracks are sent to the file system cache. Therefore, when another random block in the

same track is accessed, it will be hit in the file system cache.This is the reason for the

considerable improvement in the IO time of proactive disk. Figure.8 and Figure.9 shows

the performance improvement in a different perspective. The individual response time of

the blocks are plotted as a function of time. As in the graph, most of the requests gets
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serviced by the regular disk. In the case of proactive disk, we find that more than 55% of

the requests are serviced by the file system cache as against the 1% cache hit for a regular

disk.

3.3 Related Work

Opportunistic Flushing : The drawbacks of adopting naive periodic update policy adopted

by most commodity operating systems were studied in past research projects. Carson and

Setia [18] showed that for many workloads the naive periodicupdate policy perform worse

than write-through caching. Mogul [56] proposed a policy bywhich the age of individual

dirty pages are taken into account for deciding the flushing interval. Golding et al [37]

described a technique of flushing the dirty blocks during disk idle times. This is similar to

our approach, but differs usage scope and technique used to find disk idle bandwidth. The

main advantage of our approach is, since the idle bandwidth is extracted at the disk level,

it is bound to be more accurate and it can be deployed for more than one clients. Recently

Batsakis et al [11] proposed a de-staging policy that considers the memory allocation ratio

for write buffering and read caching. Wise ordering of Writes[36] project proposed a de-

staging policy that uses both the temporal and spatial locality information to decide on the

flush timing and the flush data.

Disk-predicted Prefetching : Recently, Ding et al [31] have studied the importance

of exploiting the disk layout information while making pre-fetch decisions. They propose

a method to monitor the access history information and the block-level correlations at the

logical block level and use those information for making pre-fetch decisions. The idea of

shifting the data across layers of a multi-level cache system has been studied in the past

in both upward and downward directions. Wong et al [84] proposed demote interface to

transfer the data reclaimed from file system cache to the diskcache and recently, Gill et

al [35] explored the promote interface to transfer the data from disk cache to the file system

cache. Researchers have also explored the options of utilizing the application hints to make
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pre-fetching decisions [61].
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CHAPTER IV

STORAGE CHALLENGES IN VIRTUAL ENVIRONMENTS

The cloud computing paradigm is the backbone of various Internet services that take an

ever increasing fraction of time people spend on computers today. By hosting data and

applications in a server farm (i.e. a data center) and providing access through a thin-client,

such services/applications enable ubiquitous access to data besides the ability to harness

massive computing power even from portable devices. Cloud computing allows customers

to only pay for the computing resources they need, when they need them.

In order to enable support such cloud-based applications ina cost-effective manner and

to lower the barrier to entry for such applications, a somewhat recent business model that

has emerged is that of a service provider hosting third-party applications in a shared data

center (e.g. Amazon’s EC2 platform). A key technology that enables such cost-efficient

resource sharing in such data centers isvirtualization; by providing isolation and separate

protection domains for multiple third party applications,virtual machines [43, 10] enable

server consolidation, and consequently significant savings in the cost of managing such

data centers.

Unfortunately, one complexity that arises with virtualization is that it becomes harder to

provide performance guarantees and to reason about a particular application’s performance,

because the performance of an application hosted on a VM is now a function of applications

running in other VMs hosted on the same physical machine. Also, it may be challenging

to harness the full performance of the underlying hardware,given the additional layers of

indirection in virtualized resource management. While manyvirtual machine platforms

provide good CPU isolation and minimal CPU overheads [43, 10],we find that when it

comes to I/O performance, virtual machines result in some interesting and non-obvious
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interactions and side-effects.

In this chapter, we present a detailed experimental analysis of the I/O performance ob-

served in a virtualized environment. Through a series of systematic experiments on the

Xen [10] VMM platform, we show that the storage I/O performance observed by an ap-

plication inside a VM depends on various aspects such as which disk partition the virtual

machine uses, the CPU utilization of other VMs on that system,the nature of I/O per-

formed by other VMs on the hosted system and the block size used for performing disk

I/O. In many cases, the performance difference between the best choice and the average

(eg. default) choice is as high as 8% to 35%. We also evaluate the costs of using a virtual-

ized environment compared to a dedicated physical system, in terms of I/O performance.

4.1 Background

In this section we present some background on general concepts of cloud computing and

the role of virtualization on cloud.

Cloud Computing can be perceived in two layers namely the applications that are de-

livered to clients as a service over the Internet and the hardware and software in the data-

centers that provide those services. The hardware resources in the data-center is often

referred as the ‘Cloud’. There are at least three major categories of Cloud viz. the compute

cloud, infrastructure cloud and internal cloud on the basisof their usage model. Compute

Cloud runs applications for clients and can be accessed by theclient as a service. Ex-

amples for this type of cloud is Google Docs, Google AppEngine, etc., Word processing

application is run in Google’s cloud and customers access the applications as a service.

Infrastructure cloud has a slightly different business model and customer base. These are

large installations of servers that are usually virtualized, and each individual virtual ma-

chines serve the customers. By design, these are configured dynamically based on the

user’s requirements. One of the most common example for infrastructure cloud is Amazon
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Elastic Compute Cloud (EC2). Customers have the option to purchase a specific configu-

ration of resources from the cloud for a specific amount of time. This type of cloud setting

has gained tremendous importance in the recent past and one of the fastest growing busi-

ness model mainly because of the flexibility it offers. For eg. if a user wants to run a

large-scale simulation that takes 1000 hours on a single server, he has the flexibility to run

the same simulation in 1000 servers for 1 hour at fairly the same cost [9] if the application

provides such levels of parallelism. Internal Clouds or Private Clouds are computing re-

sources aggregated to server internal business activitiesand are not available to the general

public.

In this chapter, we focus on performance issues in an infrastructure cloud setting. One

of the most significant functionality offered by infrastructure cloud is the ability to con-

figure different scale of resources dynamically based on therequirements. System virtu-

alization is one the basic foundations that makes such flexibility of resource provisioning

feasible. Typically, whenever a user purchases a specific set of resources in specific config-

urations, he gets a virtual machine that uses underlying physical resources from one or more

nodes. The user perceives it as a separate physical machine and expects peak performance

at all times. However, this is typically not the case becausevarious virtual machines from

different users may share a physical resource leading to resource interferences. Also, there

is inherent performance issues in using a virtual machine when compared to the physical

machine as shown in our experiments. It is therefore important to understand the effects of

these interferences and overhead to propose ways for optimal performance.

4.2 Measurements

In this section we present our empirical results in four groups based on their impact on the

cloud service providers, application developers and the customers. We start with presenting

results that provide insights on how to provision and place virtual storage space in physical

devices. We then present the effects of workload interactions across multiple VMs that use
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a shared physical resource. We finally provide results showing the performance impact of

I/O block sizes for different workloads some of the differences between using a physical

machine versus a VM.

4.2.1 Experimental Setup

We conducted all our experiments on a 2.4GHz Intel Quad-coremachine with 4 GB RAM

and two Seagate 7400 RPM SATA hard disks of 250 GB each. We used Xen hypervi-

sor [10], version 3.3.1 and created two guest domainsDom1 andDom2. We used physical

disk volumes for every partitions in each of the guest domains by default. We used a va-

riety of monitoring tools such asXenmon [22], Xentop, iostat, blktraceandbtt. In cases

where we record the block-level trace using UNIX blktrace utility, we used separate physi-

cal disks for recording the trace− this avoids most of the disk-level interference caused by

the tracing activity. Each of the guest domains were allocated a single dedicated processor

core as it reflects typical enterprise setting. Depending onthe nature of experiments, we

varied the guest domains’ RAM size from 128MB to 1GB each.

4.2.2 Physical Machines vs. Virtual Machines

The Pros and Cons of using a virtual machine:Our first set of experiments are aimed at

identifying additional overhead introduced by using a virtual machine when compared to its

physical machine equivalent for different types of I/O workloads. For these experiments we

carefully configure the VM and the physical machine resources such that the comparison

is fair. In addition to using the same amount of hardware resources, we used the same

operating system (Ubuntu 8.04 Server), kernel version and the I/O scheduler in both cases.

We used CFQ (Completely Fair Queued) scheduler for both physical machine andDom0.

The guest domains’ I/O scheduler is set to ‘noop’ so that theydo not schedule the requests

themselves before they are queued inDom0.

First, we run Postmark benchmark on both physical machine and its equivalent vir-

tual machine and record the bandwidth achieved in both cases. Figure 11(a) shows the
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Figure 9: Latency : Physical machine vs. Virtual machine
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Figure 10: Cache Hit Rate - Physical Machine vs. Virtual Machine

bandwidth measurements (MB/sec) of postmark benchmark under various file sizes. The

bandwidth achieved by the physical machine is not much different from that of the VM for

small file sizes (1KB, 10KB). As the file size increases there is increasing drop in band-

width in virtual machine bandwidth, when compared to physical machine bandwidth. This

is because, when the file size is small and when they are spreadacross many directories, the

Postmark transactions are seen by the disk as random accesses. As the file size increases,

the accesses become more and more sequential. Therefore, the overhead induced by virtu-

alization is amortized by the disk seek overhead in the case of small file sizes. As the file

size grows, the disk seek overhead is reduced, thus projecting the virtualization overhead.

In order to understand the virtualization overhead in the case of large file size (or se-

quential access), we picked up a constant file size of 10MB andran the Postmark bench-

mark with varying block sizes. Figure 11(b) shows the bandwidth of Postmark workload
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running in a physical machine versus a VM. As the block size reaches 1MB, the virtual ma-

chine achieves performance similar to that of a physical machine. This is because, a small

and fixed overhead is introduced in the virtual machine for every system calls/requests.

This can be attributed to the extra layers introduced by virtualization technique. Therefore

as the block size increases, the same amount of work is done byissuing lesser number of

requests, thus reducing virtualization overhead. Figure 4.2.2 shows performance of post-

mark benchmark with 10MB file size, when two instances of the benchmark are running in

two VMs simultaneously. We compare the performance of running two instances in a sin-

gle disk versus running them on two different disks for both physical machine and virtual

machine. Overall we observe that there is a 32% difference inbandwidth between physical

machine and its virtual machine equivalent both in the case of single disk and two separate

disks.

Next, we show that virtual machine performs better than a physical machine in some

specific cases resulting from an inherent design advantage of virtualization technology

called Cache Isolation. In a physical machine, the cache space is generally not parti-

tioned equally across processes because one process may usethe cache space better than

the other. On the flip-side, there is a chance that one processmay be unduly affected by

another process, such as when the other process uses the cache aggressively than the other.

For example, when there are two processes, one doing large amount of writes and other

process reading a set of files frequently, the cache space maybe aggressively filled by the

write process leaving no space for read cache. This is not thecase for two VMs because

the cache space is well divided between the two VMs. Therefore it is beneficial to run

two workloads competing for cache space in two different VMsthan on a single VM or a

single physical host. We confirm this hypothesis by conducting a set of experiments that

capture the latency, cache hit rate and overall bandwidth. For these experiments, we run

synthetic read workload that models Zipf distribution of accesses in the foreground and run

a background sequential write workload. We tailored our foreground workload such that
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Figure 11: Bandwidth: Physical Machine vs. Virtual Machine

the blocks are generally accessed randomly and 20% of the blocks are accessed 80% of the

time. Cache size of ‘x’ MB refers to ‘x’ MB of memory in the case of physical machine and

partitioned as ‘x/2’ MB of memory in each of the two VMs. Figures 9(a) and 9(b) show

the CDF of latency values of foreground read for two differentcache sizes. The latency

CDF of physical machine shows a sudden spike in latency(cachemiss) at around 9% of

requests for 256MB cache and around 22% of requests for 512MBcache size. This shows

that the write workload consumes undue amount of cache spaceleaving lesser space for the

foreground read workload. When this is compared to the performance in virtual machine

setup, where even for aggregate cache size of 256 MB, around 19.5% of requests are hit in

cache. The footprint of our read workload is 150 MB and background write workload is

400 MB. Therefore at 512MB of cache, the workload achieves topperformance−any more

increase in cache size no longer have any effect on the overall performance. For cache size

of 512MB, both the read and write workload reside in the cache without affecting each

other. Figure 4.2.2 shows precise cache hit rate for different cache sizes. These results

show that virtualization provides better cache isolation between two processes running in

two separate virtual machines, when compared to running them in a single physical system.

Choosing right block size for the right workload: In this group of experiments, we

analyze the significance of I/O block size of VMs on the overall I/O performance of the

system. In our experiments we run synthetically generated random workload of varying
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Figure 13: Effect of I/O size on Performance

spatial locality between accesses. Our policy of defining the locality factor is as follows:

Once a block is read, it is likely that ‘x’ more blocks out of the next ‘y’ contiguous blocks

are read in the near future. In all experiments, the total amount of data read is configured

to be the same. We read 16,000 blocks of data from a 1GB file. In ‘No Locality’, we read

16,000 blocks of data randomly, each 4KB in size. The remaining four cases, denoted as

‘Locality x’, represent the workload where we have a set of random accesses and between

every such access, there are ‘x’ more block accesses within the neighboring 256 blocks.

Figure 13(a) shows the difference in total time taken by the workload with respect to

varying I/O block sizes for different locality factors. Clearly, as the block size increases, we

see that the time taken for workloads with spatial locality constantly decreases. However,

when there is no locality in the workload, the total time taken raises sharply as the block
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size increases. Throughput showed similar behavior for block sizes ranging from 4KB

to 256KB. The requests served per second increases for workloads with locality. This is

because, when there is spatial locality in the workload, reading a large amount of data in one

request helps in placing more data in page cache and future requests to neighboring blocks

are served from the page cache. However, when the block size is small, even requests to

neighboring blocks are treated as individual random requests, thus reducing performance.

When there is no locality of data, reading in larger block sizes reduces the performance

because irrelevant data are read into the page cache, leading to cache pollution and wasteful

I/O bandwidth.

Remarks: In our final set of experiments we derive two observations which will be

useful for cloud customers and service providers: (i) Virtualization overhead is more felt

in sequential workloads accessed through smaller block sizes than random workloads. The

cloud customers can estimate the expected performance based on the characteristics of the

workload they deploy. (ii) Cloud service providers can practice static partitioning of mem-

ory across multiple VMs hosted in a single physical machine,whenever strict performance

isolation is important across different customers.

4.2.3 Virtual Disk Provisioning and Placement

Choosing the right location at the right disk: We then focus on identifying the impact of

provisioning and placement policies for virtual disks on the overall I/O performance.

In our experiment we have a single virtual machine running ona physical host. We

test the performance of ‘Postmark’ benchmark [44] with a filesize of 5KB in two different

virtual disk size settings viz. 4GB and 40GB. Postmark benchmark is reminiscent of mail

server workload with various configurable parameters like file size, block size, read/write

ratio, etc., The 4GB and 40GB virtual disks are separate partitions from a single physical

disk of size 250GB. The total data footprint of our workload is150 MB, and the total

number of files is 30000 spread across 500 subdirectories. Asthe file placement policy aims
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Figure 14: Provisioning of Virtual Disks

to co-locate the files within only a single directory, the files from 500 subdirectories are

spread across the entire virtual disk by the file system. Figure 14(a) and Figure 14(b) show

the distribution of read accesses in both cases. We used Linux blktrace utility to collect

the block level traces and plotted them in the context of the entire physical disk. When the

virtual disk size is 4GB, the data (and hence the accesses) is confined to the 4GB(∼141GB-

145GB) space. However when the virtual disk size is 40GB, even asmall data footprint

of 150MB is spread across the entire 40GB(∼196GB-236GB) space. Figure 14(d) and

Figure 14(c) show the corresponding throughput profile of each virtual disk respectively.

The disk I/O throughput for 4GB setting is at 2.1 MS/sec on average, whereas for 40GB,

it is about 60% lesser on 1.3 MB/sec. As the disk seek distance is vastly reduced when

the virtual disk size is small, the throughput achieved by a 4GB virtual disk is significantly

better than that of a 40GB disk for the exactly same workload.When disproportionate

amount of disk space, with respect to data footprint of the workload, is allocated for a user,
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Figure 15: Placement of Virtual Disks

some file system allocation policies or application decisions might lead to data being spread

across a larger footprint on disk.

Next, we present some insights regardingplacementof virtual disks in a physical stor-

age system. In the set of experiments reported in this paper we consider different cases

within a single disk. However, the principles discussed here are applicable to large scale

storage arrays as well. We start with the configuration of oneVM per host and then extend

to multiple VMs per host. The goal of these experiments is to identify the impact of place-

ment of virtual disks on both the I/O performance of each virtual machine and the overall

throughput achieved by the physical disk device. We consider four cases: (i) a file-backed

virtual disk (which is common in most desktop virtualization setting), where a large file

is created in the host’s file system and it is mounted as a disk in the virtual machine, and

then virtual disks backed by physical partitions which are located in (ii) outer, (iii) mid-

dle (mid) and (iv) inner zones of a disk. We ran Postmark benchmark with varying file

sizes in each of these settings and collected the storage I/Obandwidth values. Figure 15(a)

shows the bandwidth achieved by each of these virtual disk configurations. We observe

that the file-backed disk performs consistently worse than the other cases. This is because

the virtual disk is essentially a file in the host file system and every time a virtual machine

accesses its disk, the meta data for that file in the host file system need to be accessed as

well. Therefore, meta-data access is doubled for most of thedisk accesses by the virtual
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machine− one within the virtual machine, and the other by the host file system. We also

observe that, although there is not much variation across different configurations for small

file sizes, the performance varies significantly as the file size increases. This is because as

the file size gets larger, the sequentiality is increased andthe subtle differences between

various regions within the disk are clearly shown. In contrast, for smaller files, the accesses

are mostly random and the disk seek overhead amortizes smaller differences in accessing

various disk regions. In addition, we observe that for largefiles (sequential accesses), the

performance is best when the virtual disk is placed in the outer-most zone. This is because

the outer-most zones have larger tracks and sequential accesses benefit from a single large

track read. As we move to the inner zones, the track size decreases and the sequential

accesses would incur more and more track switches, reducingthe I/O performance.

Next, we try to understand the case of more than one virtual disks per physical host.

The virtual disks may either be from a single VM or multiple VMs. We compare different

cases of placing the two virtual disks and identify the best setting with respect to overall

I/O performance. Figure 15(b) shows the average response time of Postmark benchmark

with file size averaging to 10KB. We bypassed the file system cache in order to under-

stand isolated disk behavior for different configurations by using ‘O DIRECT’ flag for the

Postmark transactions. The six different configurations, with respect to placement of the

two virtual disks, are: (i) One virtual disk in outer zone(smaller LBNs) and other in inner

zone(larger LBNs)(O-I), (ii) One virtual disk in inner zone and other in middle zone(M-I),

(iii) one virtual disk in middle zone and other in outer zone(O-M), (iv) both virtual disks in

middle zone(M-M), (v) both virtual disks in inner zone, and (vi) both virtual disks in outer

zone. We show the first four cases in our results as the other two results resemble the (M-

M) configuration. The secondary Y-axis shows the average seek distance of the requests

reaching the physical disk. This value is obtained by running blktrace utility in the physical

disk device. This result shows that when the two virtual disks are co-located, they provide

the best performance when compared to other placement combinations. This is because the
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seek-distance is reduced when the virtual disks are collocated, leading to faster seeks.

Remarks: These experimental results deliver four important observations: (i) Cloud

service providers can improve their storage efficiency by practicing thin provisioning of

their storage resources. (ii) Customers of cloud storage canpurchase storage based on

their expected workload footprint rather than just the price. This is important because,

customers may tend to purchase more disk space than what theyneed, especially when

the price differential is not significant. (iii) It is beneficial to place sequentially accessed

virtual disk in the outer zone of the disk to achieve better performance (Eg. VMs that

host movies, large OS distributions, etc.,). (iv) When a cloud service provider needs to

place multiple virtual disks in a single physical storage, those virtual disks whose accesses

are temporally dependent on each other should be co-locatedfor best performance. By

temporal dependency, we refer to the cases where each of the two virtual disks are owned by

one or more VMs such that the applications running on them areclosely related or causally

dependent on each other in the sense that both applications might issue disk requests fairly

simultaneously.

4.2.4 Inter-VM Workload Interference

Choosing right workload for the right VM : Our final set of experiments are focused

on understanding the interactions between different typesof workloads running in multiple

VMs hosted on a single physical machine. It is important to study such interactions because

these are common cases in a typical infrastructure cloud setting, where VMs hosted in a

physical machine serves to different customers. Therefore, it is important that a specific

load from one VM should not adversely affect other applications running on other VMs

hosted in the same physical machine.

We dedicate this group of experiments to the understanding of two types of contention,

as both affects the overall I/O performance: (i) one VM running CPU intensive application
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Table 3: Effect of Dynamic Frequency Scaling on I/O Performance
Freq. Governor Reqs/s Blks/s CPU Util CPU Freq(MHz)

‘Ondemand’
Idle CPU 4756 38042.5 64.7 1400
Busy CPU 5169 41344.8 63.8 2400

‘Performance’
Idle CPU 5166 41314.2 62.9 2400
Busy CPU 5163 41302 63.2 2400

and another VM running disk intensive application; and (ii)both VMs running disk inten-

sive applications. We first run a CPU intensive workload (a batch of floating point opera-

tions in loop) and a disk intensive workload (Postmark benchmark) in two different VMs,

Dom1 andDom2, and track the performance of the disk workload inDom2. Intuitively,

one might expect a drop in performance of the I/O workload when there is another VM

running a CPU intensive workload, given that theDom0 CPU is time-shared between all

the domains. However our results show a different phenomenon. Figure 16(a) shows band-

width achieved by Postmark benchmark with varying file sizesunder two cases: (1)Dom1

is idle andDom2 runs postmark benchmark, and (2)Dom1 runs CPU intensive task and

Dom2 runs postmark benchmark. Counter-intuitively, theDom2 I/O performance in case-2

is better than that of case-1. We initially suspected it to beXen’s VM scheduling anomaly.

We repeated the same experiments under a different Xen scheduler, namely SEDF, instead

of using the default CREDIT scheduler. However, the results did not change significantly.

In order to isolate this behavior with respect to workloads,we chose synthetically gener-

ated purely sequential workload. Figure 16(b) shows similar behavior across different CPU

weight assignments for purely sequential file read. The ratio in the X-axis represents the

weight ratio of virtual CPUs of the two VMs,Dom1 andDom2. We conjecture that this

behavior is observed for sequential workloads across different Xen schedulers.

We further investigated the experiments by a Xen monitoringtool-Xenmon [22] and

recorded the ‘CPU Cycles/Execution’ metric, which shows the number of CPU cycles spent

for a particular execution unit. Figure 4.2.4 shows the CPU cycles/Execution for both case

(1) and case (2). We observe that case (1), where theDom1 is idle, incurs more cycles per
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execution than case (2), whereDom1 is running a CPU intensive task.

We eventually found that this behavior is because of a power optimization technique

used in the CPU, calledDynamic Frequency Scaling. It is a technique where the frequency

of the CPU (and hence the power consumed) is increased or decreased dynamically based

on CPU load. For an Intel Quad-Core processor and Linux kernel version 2.6.18, the dy-

namic frequency scaling is enabled by default. However, this policy is configurable by

means of choosing CPU frequency scaling ‘governors’ in the Linux kernel, and the options

available in Linux kernel areperformance, powersave, ondemandandConservative. Linux

allows the user to set a particular CPU frequency scaling policy based on the power and

performance requirements. ‘ondemand’ is the default option in Linux kernel 2.6.18, which

means the CPU frequency is scaled dynamically based on load. The ‘performance’ option
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is used to run the CPU at high frequency always and the ‘powersave’ option runs the CPU

in lowest frequency always. The ‘conservative’ is similar to ondemand with slightly more

bias towards either performance or power. Therefore, the fact thatDom2 I/O performance

in case (2) (busy CPU inDom1) out-performs that of case (1) (idle CPU inDom1) is anno-

tative: when CPU is idle inDom1, the overall CPU load on the physical host is less with just

the I/O workload inDom2. Therefore the CPU is ‘under-clocked’ i.e., the CPU frequency

is reduced, this results in the Postmark benchmark running in a lower frequency. When

Dom1 runs a CPU intensive task, the overall CPU load is increased significantly, thereby

switching the CPU to highest frequency automatically, thanks to dynamic frequency scal-

ing. Though we have allocated separate cores to each of the VMs, the frequency scaling

policy is applied to all cores equally. Therefore, the difference between case (1) and case

(2) essentially represents the performance difference between the case whenDom2 CPU

runs in highest frequency and the case whenDom2 CPU runs in lower frequency. In Figure

16(a) the dynamic frequency scaling phenomenon is less significant for smaller file sizes

because random accesses on disk lead to larger seek delays, which amortizes delays due

to reduced CPU frequency. Table 3 shows the throughput and CPU utilization values for

the default ‘Ondemand’ policy and the ‘Performance’ policyalong with the corresponding

CPU frequency values. This set of results further testifies our measurement analysis.

We next measure the effect of running two I/O intensive workloads on multiple VMs

hosted on a single physical machine. For these experiments,we use Postmark benchmark

and synthetically generated combinations of sequential and random reads. Figure 18(a)

shows the achieved bandwidth of postmark benchmark for various file sizes in three differ-

ent configurations viz. (i) one instance of postmark in a single VM and other VM remains

idle, (ii) two VMs each run one instance of postmark and theirvirtual disks reside in same

physical disk, and (iii) two VMs each run one instance of postmark and their virtual disks

reside in different physical disks. We observe that case (ii) performs the worst among all

three configurations as the sequentiality in both Postmark instances is affected when both
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virtual disks(which reside in a single physical disk) are accessed alternatively. Interestingly

there is roughly 24% difference in bandwidth for 10MB file size between cases (i) and (iii)

even though each of the two VMs in case (iii) is running its virtual disks in separate physi-

cal disks (and with separate processor cores). This can be viewed as a scheduling overhead

between the two virtual machines. As all I/O requests go through Dom′

0s block device

driver, when one of the VMs is scheduled, the requests in the other VM waits for their turn

and its disk might skip the sector to be read. This may lead to rotational delays even in the

case of pure sequential workloads, hence accounting for thereduced bandwidth.

In order to understand the effect of different I/O schedulers in Dom0 on I/O Perfor-

mance in guest domains, we run synthetically generated sequential workloads in each of

the two VMs whose virtual disks reside in two different physical disks. Figure 18(b) shows

56



the time taken for reading 100,000 blocks of data from a largefile sequentially in the gran-

ularity of 4KB blocks. The ‘ideal’ bandwidth shown in Figure18(b) is the bandwidth

recorded when a single process reads 200,000 blocks of data.The comparison against this

ideal bandwidth value shows the scheduling overhead when running two virtual machines,

each serving half of this amount of requests. Figure 18(b) shows that the Deadline sched-

uler and the Noop scheduler(no scheduling) perform slightly better than the Completely

Fair Queued scheduler (CFQ) for this particular workload. However, we observe that the

performance does not change significantly across scheduling policies and the perceived

overhead is inherent when alternating I/Os between multiple virtual machines.

Figure 4.2.4 shows the performance overhead when running different types of I/O work-

load in difference combinations. We consider sequential and random reads and study four

combinations of them. Every x-axis points is in the formforeground(background). For

example, Seq(Rand) represents the performance overhead suffered by a foreground se-

quential workload when a background random workload runs simultaneously. The y-axis

represents the percentage difference in time compared to running just the corresponding

foreground workload (without any background workloads). We observe that when two

sequential workloads run simultaneously, there is close to18% performance difference

compared to running a single sequential workload. Note thatthe foreground and back-

ground workloads are sent to different physical disks sincewe set up each VM with its own

physical disk in this set of experiments. However, other combinations of sequential and

random workloads induce very less overhead. This is becauseof the contention in one of

the Dom0’s queue structures: two sequential workloads would populate the queue faster

when compared to other workloads and therefore some of the sequential requests would

have to wait before entering the queue.

Remarks: Through this group of experiments, we make three observations, which are

useful for both cloud service providers and their consumers. (i) Most of the infrastructure
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cloud systems employ Dynamic Frequency Scaling technique to conserve power. There-

fore, strategies for co-locating workloads can be criticalfor achieving maximum perfor-

mance and at the same time conserving power. (ii) Cloud service providers should avoid

co-locating VMs with two sequential I/O workloads on a single physical machine, even

when each of them goes to separate physical disks.

4.3 Related Work

In this section we provide some of the earlier work on virtualmachine I/O performance

study. The case of optimized performance in virtual environments has been studied in the

past and most of them focus on sharing and scheduling of CPU [23, 78, 24], partitioning

and sharing memory [82, 70], and networking [19, 59, 51]. However, IO optimization in

the storage layer [77, 3, 29] has relatively been studied less. Most of these focus on effect

of disk I/O on CPU [23] or effect of workloads on disk performance in virtual machine [3]

or on I/O scheduling issues and impact of different scheduling policies on the I/O perfor-

mance [29]. Nevertheless, there are no papers that study theinterference of multiple virtual

machines purely in the disk layer to the best of our knowledge.

Provisioning and placement issues in enterprise storage servers have been studied in

the past [4, 6] which is useful for large scale storage providers. But our experiments target

the customers of cloud storage also in providing them insights into how much space they

need to purchase for their typical usage. Researchers have presented the effect of CPU and

the I/O performance in the perspective of CPU scheduling [23,24], but the side-impacts of

CPU power optimization policies on the I/O performance have not been studied before.
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CHAPTER V

PRO-ACTIVE STORAGE IN VIRTUAL ENVIRONMENTS

One of the major issues that PaSS framework tries to address is the information gap between

the storage layer and higher layers of system stack by means of implicitly controlling the

higher layers. While this problem was initially noticed in traditional systems, we found

that this problem is exacerbated in virtualized system design. With most of the modern

large-scale system infrastructures employing virtualization in order to consolidate comput-

ing and storage resources, analyzing the usefulness of PaSSframework in the context of

virtualized systems is vital. Recent industry-wide interest in cloud computing paradigm

is an example of virtualization technology gaining tremendous momentum. In this sec-

tion, we present the design and implementation of a pro-active storage system prototype

in virtualized environment and focus on the differences with respect to traditional physical

environments.

5.1 Background

The traditional system stack can be perceived on a high-level by layers such as (i) applica-

tion layer, (ii) operating systems, (iii) communication interface and (iv) storage subsystem.

When looked in more detail there may be many other layers in between each of these like a

logical volume manager that exists between operating systems and the storage subsystem.

In this setup, PaSS helps in controlling the operating system policies, and more specifically

the file system policies by using the internal information available in the storage layer.

This is particularly useful when the operating system or thefile system is not able to reason

accurately about the disk state information. However, if the storage system is not shared

across multiple operating machines, the single file system that uses the storage can make

59



a reasonable assumption about the state of storage, becauseit is the only controlling au-

thority of the storage system. For e.g. the storage system can be assumed to be idle if the

file system did not send any I/O request to the storage system.Still, there may be some

internal autonomous operations like disk scrubbing, blockre-mapping, etc., happening in

the storage system that the file system doesn’t know about.

Virtualization technology changes the system design and the layers in a fundamental

manner. In between the operating systems and the storage subsystem, there is now another

layer called the hypervisor. Also, instead of a single physical machine using the storage

system, multiple virtual domains now share the storage systems. This indirection layer

therefore further increases the information gap between the storage system and the guest

operating systems. If in traditional non-shared system model a file system is able to make

reasonable assumptions about the state of storage systems,it is not possible in a virtualized

design. This is because, the storage system is shared acrossmultiple operating domains

and no single virtual machine has a global view of the storagesystem. As the virtualiza-

tion technology enables vastly unchanged operation of existing legacy operating systems,

the decisions taken and the policies adopted for I/O remainsunchanged from that of the

traditional physical system model. For e.g., if a virtual machine wants to schedule its back-

ground operations when the storage system is idle, it would schedule the operations when

its own I/O queue is empty and when there are no requests issued from that virtual machine.

However, it has no knowledge about the usage scenario of the other virtual machines that

share the storage system. Therefore, if the same policy of scheduling background file sys-

tem operations during idle times is implemented in the VM level, it can lead to unwanted

performance interference effects on the other VMs that share the storage system.

Therefore any decision that would involve the state of the storage system can now be

reasonably estimated only by either the hypervisor or the storage system itself. A hypervi-

sor has a global knowledge about the number of VMs sharing a storage system, the macro-

level state of the storage system, etc., Nevertheless, it still is devoid of internal storage
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system information, which makes PaSS framework a viable technique even for virtualized

systems.

5.2 VM-specific Opportunities

Even when fundamentally there is little change in the PaSS framework when implementing

it in virtualized systems, it opens up possibilities of new opportunities to be exploited at the

storage system. This is because in a traditional system, in order to exploit an opportunity

that involves multiple clients that share the storage system, the pro-active signals namely

the push() and pull() have to be communicated to those clientoperating systems through

the network which can involve some communication latency that can render the opportu-

nity at the storage system obsolete. One example for such a scenario is implementation of

free-block scheduling in traditional systems. If there aremultiple systems sharing a storage

system, in order to schedule the I/O requests based on disk head position can be impractical

because by the time pro-active signals reach the operating system that is separated by a net-

work channel receives the signal and acts upon it, the disk head would have moved to a new

location. Therefore there can be numerous missed out opportunities due to delay in passing

the pro-active signals. In virtualized system design however, multiple virtual domains ex-

ists in the same physical machine and they all share the storage system. Here, signals from

pro-active storage system are just internal interrupts passed to the virtual domains. This

comes very handy in exploiting certain fine-grained opportunities that exists for a limited

time. As there are very minimal communication latencies, the pro-active storage system

can support opportunities with very stringent time requirements.

5.3 Design

The overall goal of this application is to utilize idle timesin the disk for doing background

I/O operation namely flushing of dirty pages from the guest VM’s caches. In doing this,

one of the main requirement is that there should be little if not zero interference of the
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scheduled background operation with more important latency-sensitive I/O workloads. The

potential interference of the scheduled background operation with foreground workload

wholly depends on the accuracy of idle time prediction by thepro-active disk. If the pro-

active disk predicts the future idle time accurately, we candecide on the number of pages

to flush based on that. However, there is no fool-proof methodology to exactly predict

the future idle time periods. Therefore, deciding on the number of pages to flush when a

pro-active disk detects idleness is one of the significant design issues.

When a large number of pages are flushed on every pull() signal,the idle time in the disk

will be utilized well. However, if there is no sufficient idletime in the disk to service all the

flush requests, it interferes with the foreground workload.Reducing the number of pages

to flush on every pull() signal depends on the overhead of detecting idleness. The current

approach to detect idleness in the disk is by monitoring the time since last request. If the

time since last request crosses a threshold, the disk is assumed to be idle for some more

time in the future. If this approach is used every time a pull() signal is issued, the number

of pages flushed for each of these signals must be large in order to utilize the idle time

efficiently. Otherwise, most of the idle time will be wasted in just waiting for the threshold

and detecting idleness. This trade-off can be balanced by adopting more sophisticated

learning techniques to accurately estimate the idle times.A conservative approach would be

to flush small number of pages every time so that the interference with foreground workload

is minimized and also substantial idle time being wasted. Anaggressive approach would

be to flush a large number of pages every time so that the idle times are utilized well and

also chances of interference with foreground workload is high.

We improved the existing technique of idleness detection such that the overhead is

reduced. Initially for detecting idleness we wait for a timethreshold to pass since arrival

of last request and deduce that the disk is idle. We then flush asmall number of pages and

then check if those are the only requests arriving at the disk. If the flushed requests are the

only requests arriving at the disk after the disk was initially detected as idle, then it means
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the disk continues to be idle. Therefore, after initially waiting for a threshold and detecting

idleness, we do not waste time in waiting for threshold subsequently. We instead monitor

the number and type of requests arriving at the disk and deduce that no other request has

arrived still and therefore find that the disk continues to beidle. By this approach, the

overhead of idleness detection is greatly reduced and the trade-off between the number of

pages to flush and the utilization of idle time is simplified. After this optimization, when

small number of pages are flushed on every pull() signal, the chances of interference with

foreground workload is less and at the same time the amount ofidle times actually used for

flushing is also high.

5.4 Implementation

In this section we present the implementation of our pro-active storage system prototype

in virtualized system environment. We used the XEN hypervisor coupled with Ubuntu

Linux operating system for the Dom0 and guest domains. The opportunity detection part

of the implementation resembles that of the pro-active storage implementation in traditional

systems. However, the handling of pro-active signals and the passage and usage of these

signals vary in a virtualized setup. We however stick to the same interface specification as

that of pro-active storage in traditional systems. We describe in detail the implementation

of pushandpull signals for pro-active storage systems in virtualized setup.

The PUSH interface: The push() interface implementation in virtualized systems

mostly resembles that of the traditional systems. However,the difference here is, instead

of pushing the disk data to the file system cache of the operating system directly, we cre-

ate and maintain a separate cache space in the control domainlevel that is maintained in

an LRU manner by the Dom0. This cache space cannot be directlyaccessed by the guest

VMs. Therefore, when a push() signal is made by the pro-active storage, the data from

the disk is pushed and stored in this isolated cache maintained by the Dom0. The guest

VMs need not be modified in any way in order to account for this data or to respond to the
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push() signal from the pro-active storage system. When a guest VM requests data from the

disk, the request passes through the Dom0 at which point, thepro-active storage code in

the Dom0 intercepts the requests and checks if the data is already available in its cache. If

the data is available, it is returned to the guest operating system directly without querying

the storage system. The guest operating system therefore utilizes the cache space available

in the Dom0 level without being aware of the push() signal.

The PULL interface: The pull() interface is slightly more complicated that it requires

the co-operation of the guest operating system. In this case, when the pro-active storage

system issues a pull() signal, it reaches the Dom0 level. Thepro-active code in the Dom0

checks if the data required by the storage system is already available in its cache and ser-

vices it in case it is available. If the data is not available,the Dom0 finds the VM that is

responsible for holding the data using device number and block number in the pull() re-

quest. Having found the VM, it forwards the request to the corresponding VM with the

corresponding block number of the virtual device. The guestoperating system has a pro-

active daemon running, which flushes the required pages of data on receiving the pull()

request from the Dom0. The Dom0 then forwards the data from the guest VM to the pro-

active storage system.

5.5 Application: Opportunistic Data Flushing

The first application we considered is theOpportunistic data flushingwhich we also imple-

mented in a traditional pro-active storage prototype already. In a virtualized setup, while

the implementation of overall framework differs entirely,the opportunity detection phase

and the utilization of the opportunity remains the same as inthe case of traditional systems.

The background, motivation and design details of this application can therefore be referred

from Chapter 3. However, in the following subsections we discuss the key differences in

implementation that were possible in our virtualized setup.
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5.5.1 Scheduling VMs to flush data

While the overall design goals remain the same for this application when done in a virtu-

alized system compared to a traditional system, additionaloptimizations are possible in a

virtualized system setup. When idleness opportunity is detected by the pro-active storage

system, thepull signal is sent to the hypervisor layer which then forwards itto the VMs to

pull data from their file system caches. However, as there aremultiple VMs managed by a

single hypervisor, the hypervisor can use the global knowledge to schedule VMs for data

flushing, based on their memory pressure.

In our prototype, we implemented an intelligent schedulingmethod for flushing data

from the VMs. When idle time is detected, VMs are chosen in a round-robin manner to

flush data from it’s cache. The hypervisor tracks the number of requested pages through

pull signal versus the actual number of pages that were flushed. Ifthe actual number of

pages flushed by a specific VM is lesser than the requested number of pages, it means

that the number of dirty pages to be flushed in that specific VM is less than the requested

number. This also means that all dirty pages have been flushedfrom that VM at that point

of time. We track this opportunity and use it when schedulingthe VMs in the next round.

We skip those VMs which are known to have no dirty pages in its cache in the earlier round

and schedule other VMs. This way, the pro-active signals arenot sent needlessly and the

global knowledge of hypervisor about the VMs are utilized.

5.5.2 Evaluation

In this section we evaluate our prototype system using synthetic workloads. We used syn-

thetic reads and writes in different VMs with pre-defined idle intervals in the workload in

order to better account for the improvement in performance.We used a Intel Quad core 2.6

GHz workstation with 4 GB of main memory running Xen hypervisor and Ubuntu Linux

operating systems as Dom0 and guest operating systems. For the experiments, we run a

synthetic read workload with varying idle times ranging from 100 ms to 5 seconds in one
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Figure 20: Flushing Granularity vs. Idle Time

of the VMs and we generate constant write load in another VM byrunning a synthetic

write workload with intermittent idle times. Both these VMs read/write data present in two

different partitions of the same physical disk. When both VMsrun the above workload,

the underlying storage system sees a stream of write and readrequests with idle times in

between.

In the first set of experiments we study the effect of flushing granularity, represented

by the number of pages to flush on receiving apull signal from the hypervisor, on the

performance of foreground requests. Here, we run the write workload in VM1 and run our

synthetic read workload with varying idle times in VM2 and record the average response

time of the synchronous read requests. Figure 20(a) and 20(b) shows the trade-off between

the chosen number of pages on the performance of foreground requests under varying idle

time scenarios. These graphs show that when the flushing is done in a smaller granularity,

even for lesser idle times, the system performs well. However, when a large number of

pages are flushed on every pro-active signal, when the idle time is momentary, it can lead

to interference with foreground requests.

We next run the synthetic read and write workloads in two different VMs with varying

percentages of read and write. Through these experiments, we study the performance of

foreground requests for varying read/write ratio of the workload and also for varying idle
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time interval. For these experiments, we keep the flushing granularity, i.e the number of

pages to flush on receiving a signal as constant. Figure 21(a)and 21(b) shows the increase

in interference of foreground requests and background flushes as the write ratio increases

in the workload. When the workload contains large number of writes with insufficient

idle times to schedule the flushing of those dirty pages, evenaggressive pro-active flush-

ing will not consume all the background workload and there will be interference with the

foreground read requests.

Figure 5.5.2 shows the per-request improvement in responsetime of foreground read
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request with continuous background write requests for a pro-active storage system when

compared to a traditional disk. We used the same synthetic workloads that access the same

set of disk blocks in both the cases. This graph clearly showsthe decreased spikes in

response times for a pro-active storage system. This is because the background flushes that

normally occur every 30 seconds in a regular Linux system arenow scattered throughout

the time-line and they occur during the idle times of the disk. Therefore, during the routine

flushing, the amount of writes is lesser for pro-active storage systems.

5.6 Application: Idle Read After Write

In this section we present a case study calledIdle Read After Writethat we prototyped using

the pro-active storage system framework in a Xen-powered virtualization infrastructure.

5.6.1 Background

Here we provide a background about disk corruption and the read-after-write technique.

Data corruption is invariably caused during disk writes dueto a variety of causes. When

a disk services a write() request, even though it responds successful completion to the file

system, can actually fail by a number ways – (i) corrupted bits written to the sector, (ii)

only partial data written to the sector, or (iii) if he data iswritten to a different sector

due to some internal mapping error, etc., These are known as lost writes, torn writes and

misdirected writes respectively.

Numerous steps like journaling, log-structuring etc., have been implemented in the file

system level to detect and recover from data corruption, that occurs in various levels of I/O

hierarchy. There are also techniques to detect and recover from these by employing check-

summing and replication techniques in both file system level[85] and storage controller

level [46].

Nevertheless, silent data corruption can happen due to errors in disk drives also. Buggy

firmware code, and wear-ed out hardware are reasons for such silent errors [65]. Write

verification is a technique used in many modern enterprise disk drives to detect and recover

68



from these disk-level silent write corruptions. In this technique, a write is accompanies

by a verification of the written content with the copy available in the disk cache. As the

verification can only be done if the copy is available in the disk cache, the verification is

usually done immediately after the write operation. Then verification involves a disk read

operation where the just-written data block is read again and then compared with the copy

available in the disk cache. This technique is therefore called as read-after-write(RAW).

The RAW technique can detect these silent data corruption caused by lost writes, partial

writes and misdirected writes.

5.6.2 Motivation

As briefly discussed in the previous section, read-after write involves a disk read and a

comparison of the read data with the copy available in the disk cache. Therefore the verifi-

cation needs to be done before the copy in the on-disk cache isevicted. Since the on-disk

cache is very small (even a 1TB disk drive has about 8-16MB of cache), the verification

process is usually done immediately following the write operation.

While this technique is a good method for detecting and recovering from silent data

corruptions, it has an effect on the performance of write operations. This is because, ev-

ery write operation now is accompanied by a subsequent read operation. This can affect

the performance of more important foreground I/O operations. In order to minimize such

an effect on other requests, recent technique called Idle read-after-write(IRAW) [65] was

proposed. The main goal of IRAW is to do the write verification during the disk idle time.

While this technique is useful to minimize the verification cost of foreground requests,

complication exists in finding space for storing those unverified blocks of data. In IRAW,

these unverified data is stored in a separately allocated portion of the disk cache with an

assumption that workloads would have idle times in quicker intervals and the verification

can be completed before the allocated space in the disk cachebecomes full. Their results

showed that reasonable verification rate can be reached by just using the 8-16MB of disk
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cache space for many workloads.

However, we argue that there are two significant limitationsto the assumptions made in

the IRAW technique.

(i) On-disk cache is very small in size and even in modern diskdrives with capacity in

the order of terabytes hosts only a few megabytes of cache space. The disk cache is made to

be such a small space, with an assumption that it will be used only for it’s desired purpose

like track pre-fetching and that such a small cache is sufficient to hold the popular data of

most kind of workloads. If a major portion of such a highly-contended space is used for

other operations like the idle read-after-write, the foreground workload performance will

be affected.

(ii) With such a small on-disk cache space, there can be quitea few workloads that

can fill-up the allocated space faster than the verification rate. This is because there is no

guarantee as to whether there will be sufficient idle times occurring soon after the writes

happen. If the workload is more write intensive, huge numberof blocks are going to written

to the disk and the probability of getting idle times before the tiny allocated space in the disk

cache becomes used up can be very less. Therefore, we argue that for a variety of workloads

that more write-intensive and without idle times in regularintervals IRAW technique can

be impractical to rely on.

With this motivation, we propose a technique of using the higher layer cache space

which are relatively very large compared to the on-disk cache for storing the unverified

block contents. We use pro-active storage framework for controlling the file system cache

space for disk-specific operation namely the read-after-write.

5.6.3 Opportunities for Pro-active Storage Systems

In this case study, we implement a major variation of IRAW technique where the blocks

that need to be verified are promoted to the higher-layer cache as they are usually very

large compared to the on-disk cache. Therefore even for write-intensive workloads which
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doesn’t exhibit regular idle times, the verification can be done in the background when the

disk is idle by making use of a relatively large space in the file system-level cache.

In a traditional system where the storage system is accessedonly by a single entity,

such a technique can be implemented in the file system level asit can make reasonable

assumptions about the idle state of the disk. However, in a virtualized environment, the

disk may be shared between multiple VMs and no single VM can estimate the idle state

of the disk. Therefore such a technique can be implemented ina layer that has a global

knowledge of all the higher layer entities. Therefore a PaSSframework can be a viable

choice to implement this technique.

5.6.4 Implementation

In this section we discuss briefly the issues in implementingour idle read-after-write pro-

totype using the pro-active storage framework. The opportunity at the disk-level to be ex-

ploited in two-fold – (i) monitoring the on-disk cache to detect evictions of blocks that were

written to the disk and still unverified, and (ii) monitoringthe disk state for detecting idle-

ness. Therefore, to exploit this opportunity, the monitoring component of our pro-active

storage framework checks for the eviction events in the on-disk cache. If the data to be

evicted is from a recent write operation that is still not verified, the evicted data is pushed

to the hypervisor level. The handler routine for pro-activesignals in the hypervisor, on re-

ceiving the signal stores the data in it’s pre-allocated cache space. For our experiments, we

varied this cache size from 4MB to 128MB. We implemented the LRU(least-recently-used)

cache eviction policies for the hypervisor level cache.

The second opportunity that is detected by the pro-active storage monitoring component

is the disk idle state. Therefore, whenever the monitoring framework predicts sufficient

idle time in the disk, it invokes a pull() request to the hypervisor. On receiving the pull()

request, the handler routine in the hypervisor evicts the particular amount of data from

its cache according to LRU. On receiving data from the hypervisor, the disk performs the
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verification for those data by reading those blocks from the disk and comparing them with

the cached copy. If there is a mismatch, then the cached copy is again written to the disk

and the on-disk cache copy of this data is again marked as unverified which makes the

concerned block to follow the same verification cycle again.

5.6.5 Evaluation

We evaluated our prototype Idle read-after-write implementation using I/O traces collected

from Microsoft Research Cambridge servers [57]. We mainly used three traces namely

(i) home directory server, (ii) mail server and a (iii) printserver. These servers where

internal servers used in MSR Cambridge for storing home directories, mails and print jobs

of employees.

First, we find the verification rate that is achieved for different cache sizes when ver-

ification is done only during idle times. This way, there is almost no interference with

the foreground workload as we evict data without verification in case there is no suffi-

cient idle times. Figure 23 shows the verification rate achieved by the pro-active storage

system with no interference with foreground workload. Fromthe graph it shows that for

two of the traces with a reasonably big sized cache, verification rate of close of 100% can

be achieved. The third trace which shows lesser verificationrate is a workload with high
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write percentage and insufficient idle times. For such workloads, we have to trade-off in-

terference effects on foreground workloads to some extent to achieve a 100% verification

rate.

In order to get a sense of what effect background verificationcan have on these different

workloads have on the foreground, we plotted the differencein average IOPS when the

verification rate is 100%. This means even when there is no sufficient idle times, when

the cache space in the hypervisor is full, we do the verification before evicting the blocks.

Figure 24 shows the graph of the effect of write verificationson foreground requests for

different cache sizes.
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CHAPTER VI

EVALUATION METHODOLOGY

As storage systems become more complex, evaluating and benchmarking them becomes

non-trivial. In this section, we present a taxonomy of storage performance evaluation

methodologies and focus one of the commonly used techniquescalled I/O trace replay.

We built a I/O trace replay tool that supports a novel mode of replay calledLoad-based

Replay, and this tool was used in evaluating the performance enhancements in applications

utilizing our pro-active storage system framework.

6.1 Introduction

Benchmarking of I/O systems by subjecting them to realistic workloads is a common prac-

tise in the storage community and it is vital for bringing further improvements to the sys-

tem. The most significant issue in benchmarking is maintaining realism with respect to

the actual workload. I/O trace replay is one of the commonly used techniques for storage

benchmarking. It strikes a good balance between realism with respect to actual application

workload and usability.

Many issues need to be addressed when building an I/O trace replayer even if the trace

collection environment and the trace replay environment are the same. For e.g. if trace

replay is implemented in the file system layer, aging the file system is one issue [42]. How-

ever in most cases, traces are collected in different setupsand are maintained in centralized

repositories like the SNIA IOTTA [75] from where the users pick and use them in their

own testing environment. This mismatch in system environment between trace collection

and replay introduces more issues that need to be carefully accounted for.

When traces are replayed in a different environment, they mayno longer be represen-

tative of the real application because most of the applications tunes itself according to the
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system in which it runs. For e.g. if a trace was collected in a high-performance system, and

is replayed in a low-performance system, it may not be able tokeep up with the request

issue pace in the trace, thus leading to massive queueing andentirely different timing pat-

tern when compared to running the application itself in the low-performance system. We

refer the system environment where the trace is replayed as its “context”. Traditionally this

problem has been tackled by either accelerating the trace ordecelerating the trace during

the replay based on the system capabilities. While this may bebetter than replaying the

trace without any modifications at all, it may still not represent the behavior of the actual

application as shown by our experiments. Also, the degree ofacceleration or deceleration

of traces during replay is still done in an ad-hoc manner without following any heuristics.

In this chapter, we propose a novel approach to trace-replaycalledContext-Aware Re-

play, where the replayer tunes itself dynamically based on the system environment. Our

trace replayer framework contains a system calibration module and a run-time system mon-

itor which supplies data about the replay environment, based on which the replay is tuned

dynamically. The overall goal here is to preserve the application workload characteristics

that is contained in the I/O trace irrespective of the systemin which it is replayed. Currently

we consider load characteristics and the overhead of passing through the I/O stack of the

system as our context. It may be necessary to collect more information from the original

system during the tracing process in order to support more context-aware tuning during the

replay.

We emphasize on one of the modes of operation in our Context-aware Replayer,(CaR),

called load-based replaywhere the primary concern during replay is to preserve the I/O

load that was exerted by the application in the trace-collection environment, irrespective of

the trace replay environment. This technique will be very useful for evaluating load-based

experiments, (e.g. a load balancer) for specific load patterns of workloads.

In addition to the new approaches discussed above, our tracereplay tool distinguishes

itself from other trace replayers by running in virtualizedenvironments. It is tuned for
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traces collected in the virtual SCSI layer of the virtualizedhost, while the replayer itself

runs in the I/O block layer within a virtual machine. We have discussed about some of

the challenges we faced when replaying traces in a virtualized environment. We tested

the accuracy ofCaRwith varied system configurations and workload traces basedon key

workload characteristics. Overall we find thatCaRperforms quite accurately with an error

bounded within 4% in all system configurations and workload types we tested for.

6.2 Background

File and storage system evaluation techniques can be broadly classified into three major

types – (i) running real applications, (ii) replaying I/O traces and (iii) synthetic benchmarks

tailored to represent a particular application. The extentof representativeness to real-world

use-case scenarios are different in each of these methods and so is the ease of use of these

methodologies. There is a trade-off between being representative of real application and

being easy enough to configure and use. We discuss the advantages and disadvantages of

these three methodologies in detail.

6.2.1 Real Applications

In order to evaluate a file system or a storage system for a specific kind of workload, the

most accurate way is to run the actual application for which the system is tested. By

running the real application in the system under evaluation, one can be sure of how the

system behaves for that particular workload. However, the drawback in this approach is

that, configuring and running real applications in every system under evaluation can often

be a tedious task. For e.g. in order to evaluate a system for anonline transaction processing

once has to configure and create a database, populate it with data and then run queries on it.

It consumes a huge amount of time to re-configure it for a different setting or for a different

system.
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6.2.2 Application Traces

An I/O trace is a sequence of I/O operations from an application that is collected at a

specific layer in the system stack. Replaying an I/O trace may not be as representative as

running the actual application but it is far more easier to replay an I/O trace as compared to

configuring and running real applications. Replaying an I/O trace provides exactly the same

access pattern and in most cases the exact timing pattern at the layer in which it is replayed.

I/O traces are usually collected at either the system call layer (strace) or file system layer

[42] or network layer (tcpdump) or the I/O block layer based on the use-cases. For e.g.. if

file system level caching techniques are to be evaluated, a file system level trace may be

suitable. Similarly if we need accesses pattern in the storage system, I/O block-level traces

may be suitable. Usually traces are replayed at the same layer it was collected.

6.2.3 Synthetic Benchmarks

The third and most frequently used methodology especially in performance evaluation of

file and storage systems is the use of micro-benchmarks and macro-benchmarks. These are

frequently used primarily because they are very simple to set up and run. However in many

cases they may not be very representative of the real applications. Another problem with

macro-benchmarks is they may be written for a specific type ofoperating system, database

system, etc., and it may not be straight-forward to port it toother types of systems. Avishay

et.al [41] studied most of the commonly used benchmarks in detail with respect to how

representative it is to the real application workload.

Micro-benchmarks are synthetically generated workloads that perform a few specific

operations with an goal to study the behavior for a system to that specific micro-operation.

These are also sometimes used to interpret the results of a macro-benchmark since they

provide more insight on each single micro-operations. Examples include programs that

perform specific pattern of workloads like random read, sequential read, etc., These bench-

marks cannot act as a stand-alone evaluation tool but can complement a macro-benchmark.
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Macro-benchmarks are workload generators that are tailored to represent the I/O ac-

cesses of a particular application. They either mimic the access patterns of a specific work-

load like the mail server workload or may conform to a well-accepted specification. For e.g.

Postmark [44] is a macro-benchmark that mimics the workloadof mail server as seen by

the service provider. Some macro-benchmarks are created according to the standard spec-

ifications like the TPC, Storage Performance Council (SPC), etc., These are in most cases

easy to configure and run when compared to running real applications. But in some cases

like TPC benchmarks, it may require complex system setups for using it. Previous studies

have pointed out that many of these benchmarks can drift in behavior due to a variety of

factors and may not accurately represent a real application[41]

6.3 I/O Trace Collection

I/O traces can be collected at various system layers: systemcall layer, file system layer,

block I/O layer, etc., In virtualized environments, I/O requests from the virtual machines

are re-directed to the hypervisor. Collecting I/O traces in the hypervisor level can provide

several important benefits over traditional I/O trace collection in guest OS layers. First, it

is OS-agnostic. Regardless of which operating systems are used, we can collect traces with

the same tracing tool. Second, it is much easier to collect multiple streams of I/Os from

different VMs under the same clock. This section describes details about the I/O path in

our hypervisor and the layer in which the I/O traces are collected for our study.

As shown in Figure 6.3, I/O requests issued from applications in the guest operating

system running in a virtual machine are sent to kernel storage stack within the guest OS.

Depending on which virtual host adapter is used, I/O requests are processed by either stor-

age device driver or para-virtualized device driver in the virtual machine. Then the I/O

requests are queued in virtual SCSI layer after they pass through device emulation layer.

We collect the I/O traces from the Virtual SCSI (VSCSI) emulation layer, which exposes

a virtualized SCSI device to the guest OS. We collect issue times, completion times, type,
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Figure 25: I/O trace collection from virtual SCSI layer

length and location of every request from the VSCSI layer. While our replay framework

enables context-aware replay, we currently use completiontimes as a way to capture the

context (or properties) of the original system. With the help of completion times, it is

possible to get a notion of I/O load in the original system environment.

6.4 I/O Trace Replay

CaRis a multi-threaded load-generator that issues requests from the input I/O trace asyn-

chronously to the underlying storage system, such that the timing pattern, the access pattern

and the load pattern of the original trace is preserved.CaRdistinguishes itself from the ex-

isting I/O trace replay tools by being context-aware.CaR tunes itself according to the

system in which it is replayed, such that the overall characteristics of the original workload
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are accurately preserved irrespective of the system type. We based the implementation of

CaRon an existing Linux utility calledbtreplay[14].

6.4.1 Challenges

Here we discuss some of the challenges we faced during the implementation ofCaRfrom

the perspective of general trace replay and trace replay within a virtual machine.

Trace collected and replayed in different machinesOne of the main problems in

I/O trace replay is to account for differences in capabilities of the system in which the

trace was collected compared to the system in which it is intended to be replayed. Trace

replays generally represent the I/O access behavior of a workload in an accurate manner

if implemented right. However, this applies only when the trace collection system and

the replay system are the same or of similar capabilities. When a trace is collected and

replayed in different machines, one cannot be sure how representative the trace replay is, in

comparison to running the actual application itself. For e.g. consider a case where an I/O

trace is collected in a system with an underlying storage consisting of RAID-0 with 5 disks,

and replayed in a system with an underlying storage consisting of RAID-0 with 10 disks.

In this case, during replay, the timing and the access (in thelogical level) can be accurately

maintained in the replay because replay is done in a system with faster storage. However,

the load profile or the device utilization of the system in which the trace was collected can

not be maintained. Because of a faster storage, requests willbe serviced by the storage

system at a much faster pace and the number of outstanding I/Os in the device at any point

of replay may be much lower than that of the trace-collectionsystem. Another problem

is that, one cannot be sure if the trace replay is indeed representative of the application

behavior. This is because, by virtue of running in a slower system, the inter-arrival time

between the trace requests may be longer. The application may have waited for completion

of previous requests before issuing next request. When replaying in a faster system, there

is no information as to whether the application was blocked on an I/O or if there was a
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genuine idle time in the application. The replayer can just issue requests as seen in the

trace, which may not reflect the application behavior accurately. Similarly if a trace was

collected in a faster system and replayed on a slower system without any modification, the

timing pattern and the load profile or the device utilizationwill be entirely different from

the original trace. This is because the slower system in which the trace is replayed may

not be able to keep up with the pace of request issues in the original trace and the requests

may get queued up before issue, thus changing the timing pattern of the workload. As the

requests may be constantly queued up before issue, the device utilization will also be far

higher than what was seen in the original system in which the trace was collected. Had the

actual application been run on the slower system directly, the application itself could have

tuned itself to account for system delays.

Validation of CaRaccuracy In addition to having different hardware capabilities, the

trace collection system and trace replay system may also rundifferent operating systems

with different policies. For instance, the maximum block size of requests, or the I/O

scheduling policy may vary across operating systems. Because of this a single request

may get split into multiple requests during the replay, or they may arrive out of order, or

multiple requests may be merged into a single request. This makes request-by-request com-

parison of the original trace and the replayed trace difficult. For e.g. in one of the Microsoft

Windows operating systems, the maximum request size was 1MBand when we replayed

it, it split into two 512KB requests as the maximum request size issued by the driver in the

Linux version we used was 512 KB. Given this challenge, we measured accuracy of the

trace replay applying more statistical functions like the distribution function, I/Os issued

per second (IOPS), Error over a time interval, etc.,

Trace collected and replayed in different layers of storagestack In most cases the

traces are collected and replayed in the same layer. Howeverin our case, we used the

traces collected at the virtual SCSI(VSCSI) layer using a tracing framework available in

the hypervisor as discussed in section 6.3, and we replay thetrace in the block level within
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the virtual machine. We developedCaRin the VM and not in the hypervisor layer where the

trace was collected, to enhance the accessibility of the tool. This way, we were able to use

CaRacross a variety of setups and not restricted to a proprietary hypervisor. However, this

introduces some issues with respect to interpreting the accuracy ofCaR. As the traces are

collected at the VSCSI level, the inter-arrival time information, the number of outstanding

I/Os, etc., will be different at a lower layer when compared to what will be seen in the

virtual machine. While replaying, it is important to accountfor the differences between the

two different layers. InCaR, we assume a constant delay between the VSCSI layer and the

block layer within the virtual machine and account that in every timing calculations.

System-specific configurationAs the trace collection system and the replay system

may be different, the system-specific configuration values may impact the accuracy of trace

replay. For instance the I/O queue depth may be different in different operating systems.

Therefore while replaying the trace, it is possible that therequest issue is bottle-necked by

one such parameter, while it might not have been a problem in the system where the trace

was collected. Identifying those parameters specific to theoperating systems are therefore

important.

6.4.2 Design Considerations

I/O traces generally contain two significant details about the application workload - timing

information and access information. The goal of a I/O trace replayer will therefore be to

reproduce the same timing and the access pattern of the original application workload. In

addition to timing and access pattern, we found that the I/O load pattern is also a vital

information that can be obtained from an I/O trace. If a tracecontains I/O issue events and

corresponding completion events, a notion of device load can be known by extracting the

number of outstanding requests in the system at any point in the trace. The overall goal of

CaRis therefore to reproduce the timing pattern, access pattern and load patterns based on

the use-case.
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Users of an I/O trace replayer can have diverse requirements. Following characteristics

are what a typical I/O trace should preserve during replay.

Timing Pattern: There are use-cases in which timing information is the most important

detail that needs to be reproduced by the trace replayer. If the scenario is to evaluate an

energy conservation algorithm that puts the disk in standbymode whenever there is idle

period in the workload, the trace replayer has to be accuratein it’s timing pattern more than

the access pattern and the load pattern. This is because the goal here is to test how the

system performs for a specific mix of idle and busy periods in the workload [25].

Access Pattern: Access pattern is one of the most commonly used part of an I/O

trace. There are many use-cases where the access pattern of the workload is of primary

importance (e.g. caching related experiments). If the goalis to evaluate a caching policy

for a specific workload, I/O traces can be replayed such that the exact logical addresses

are accessed, and one can find performance of a given caching policy accurately for that

particular workload. In this case the timing pattern or the device utilization pattern is of

secondary importance. Even if the trace is executed as-fast-as possible, without any inter-

arrival delay between the requests, the evaluation will be meaningful.

I/O Load Pattern: This information is usually not considered in the traditional trace

replay studies. To the best of our knowledge there are no prior techniques that aims at re-

producing the load pattern of the application during the replay of an I/O trace. However this

information can be vital for some experiments that are basedon the system load changes.

For e.g. if the use-case is to evaluate the performance of a load balancer on a particular

storage system, for a particular workload, the load patternof the original application must

be reproduced more than anything else we discussed above. That way, the load balancer

can be evaluated for a specific workload that contains a particular pattern of load changes.

There are also many use-cases where a combination of the above characteristics are

important and need to be reproduced during trace replay. Fore.g. there may be more so-

phisticated energy conservation algorithms that takes into account both timing and access
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pattern of the workload in order to perform selective shut-down of disks based on access

locality [83]. In this case, the trace replayer should be accurate with respect to both the tim-

ing and the access pattern. Similarly for some use-cases it may be necessary to reproduce

accurate load pattern while not trading-off timing and the access pattern. Ideally a trace

replayer must be able to accurately reproduce the timing, the access and the load profile of

the original traces. However there are a few design issues that make these three character-

istics conflicting. For e.g. when a trace is collected in a system and replayed in entirely

different system with different capabilities, in order to maintain a similar load profile as

the original trace, the replay needs to be either slowed-down or accelerated, which leads to

imperfect timing pattern.

We designedCaRkeeping the above in mind and making it useful for all of the above

case studies. We’ve achieved that by including several tunable parameters. Users can

configureCaR to accurately reproduce timing, access or the load pattern of the original

trace. For e.g. if the replayer is configured with load pattern as the primary characteristic,

the replayer would maintain particular load pattern and only then maintain the original

timing and access pattern.

6.5 Architecture

Figure 6.5 shows the architecture ofCaR. CaRis built on a few key modules like thesystem

calibration module, batching module, the trace parser, system monitorand the request

dispatcher. The functionalities of each of these modules are discussedbelow.

System calibration module: This module resides in theprepare phaseof CaR. The

goal of this module is to calibrate the trace replay according to the system in which it is

replayed. In order for the request issue-timing to be accurate, the system should be capable

of issuing requests at the required pace. However, it’s possible the trace was collected in a

faster system, wherein the overhead introduced by the I/O stack was very less. If the trace

is replayed without any change in a slower system, requests cannot be issued at a precise
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time as the I/O stack overhead may be higher. In order to account for this during the replay,

it is important to measure how fast the system is able to issuerequests. This is done by

the system calibration module which issues a series of asynchronous I/Os and measure the

average delay between each of the request issues. Having found this, it is possible to infer

if the trace requests can be issued at the same pace as the original trace.

Trace Parser: As the name suggests, the trace parser module parses the raw I/O trace

and presents it in a standardized format. The input to the trace parser module can be

I/O traces in any format like text, compressed, etc., If a compressed trace is fed to the

trace parser, decompressing logic should be plugged in to this modules. The parsed trace

attributes are provided to the batching module where they are shaped up as I/O requests

that are ready to be replayed.

In addition to parsing the input trace and extracting the attributes, the trace parser also
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extracts key statistics from the trace, which are later madeuse inthe play phase. For e.g. it

records the load profile of the trace with respect to the system in which it was collected. The

parser uses the issue times and the completion times of each request to measure this. For

every request, it computes the number of previous requests that are still outstanding in the

system by comparing the request’s issue time with completion times of previous requests.

This gives a profile of outstanding I/Os (or “the device load”) over the entire trace in the

system in which the trace was collected. This information may be useful during the trace

replay in order to evaluate load-based algorithms.

Batching Module: The batching module takes the system-specific details that was

measured by the system calibration module and makes a pass through the trace to find

regions in the trace where the inter-arrival time between requests is lesser than the system’s

minimum delay between request issues. The goal of this module is to batch-up the requests

in those regions into a single group and issue them using a single asynchronous request.

This way the request issue is not delayed even if the system introduces more delay between

separate requests. The output of this module will be a seriesof I/O batches (one or more

I/O requests encapsulated in a list) to be asynchronously sent to the storage layer.

System Monitor: The system monitor continuously monitors the system and collects

useful run-time statistics that are later used by the request dispatcher. Some examples of

information collected by system monitor are current I/O queue status, per-request latency

values, etc.,

Request Dispatcher:The final module inCaR is the request dispatcher and it func-

tions in theplay phase. The task of the request dispatcher is to obtain the I/O batches

along with any statistics about the trace from the batching module/trace parser and form

asynchronous requests and submit it to the underlying storage layer. The request dispatcher

also makes use of the results from system monitor like the system load etc., and tunes the

replay dynamically as needed. The request dispatcher runs as a multi-threaded process that

is capable of issuing multiple parallel requests. Similarly the request reclamation takes
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place in a separate thread which notifiesCaRthe completion events.

6.6 Load-Based Replay of I/O Traces

In this section we present the motivation and design of one ofthe operation modes ofCaR

called load-based replay. Load-based replay makesCaRpreserve the load profile of the

original application traceirrespectiveof the system in which it is replayed.

6.6.1 Motivation

I/O trace replay is a common and traditional methodology forevaluating file and storage

systems. However only part of the information is captured and used from the trace, and

rest is ignored. Load profile of the application on the systemin which the trace is collected

is usually over-looked. With I/O trace containing issue times and completion times of each

request, number of requests that are outstanding (being serviced by the storage) can be

obtained. By calculating this metric for every request in thetrace, one can obtain a pro-

file of outstanding I/Os in the system over the run time of the entire trace. This profile of

outstanding I/Os is a good measure of I/O load in the system. There are quite a few experi-

ments that need workloads of certain load pattern for testing. An example is evaluation of a

load-balancing algorithm. In order to evaluate the usefulness of a load-balancing algorithm

for a particular workload by replaying its trace, it is necessary to preserve the original load

pattern of the workload during replay. These experiments generally do not use I/O trace

replay as the evaluation methodology because traditional replay strategies do not account

for load pattern of workloads. Micro-benchmarks that are capable of issuing requests in a

pace that matches a given load pattern are rather preferred to these kinds of experiments.

The micro-benchmarks pick requests based on a given read/write ratio, random/sequential

mix, etc., and then for a given pattern of outstanding I/Os, they issue requests that matches

the pattern. While these micro-benchmarks can reproduce a load-pattern, they ignore other

vital information from a workload. For e.g. correlation between the request type (read or

write), access pattern and load is not taken into consideration. Preserving these complex
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correlations of an application workload is a non-trivial task. The advantage of I/O trace

replay is that, it captures all this information automatically by virtue of issuing the same

requests as in the original application precisely. Therefore with an added functionality of

preserving load pattern during replay, trace replays can bethe most suitable and accurate

method of evaluating these load-based experiments (next torunning the actual application).

One may assume that a timing-accurate and access-accurate replayer will preserve the

load pattern as well. However, this may be true only in cases where the trace is collected

and replayed in the same system with all parameters and settings unchanged. In most of

the cases, traces are collected and replayed in different systems altogether. Because of this,

even though the requests from the original trace are issued at precise timings and to exact

location in the logical address space, the rate of servicingrequests may vary from system

to system, thus changing the load pattern of the workload seen by the storage system.

Examples illustrating this problem is discussed elaborately in section 6.4.

6.6.2 Design

The primary metric considered by the load-based replay algorithm is the number of I/Os

that are outstanding at every instance. This information iscollected from original trace

during the prepare phase ofCaR. The number of outstanding I/Os are captured for ev-

ery request in the trace. This means, we have information on how many requests were

outstanding in the original system when each of the requestswere issued. This detailed

information is fed to the play phase ofCaR. We also capture run-time statistics on number

of I/Os outstanding in the system where the trace is replayedbefore issuing each request

from the trace.CaRcompares the current number of outstanding I/Os in the system with

the same number of outstanding I/Os that was captured from the original trace and matches

it dynamically.

The trace replay process starts in steady state – both original trace and the replay process

starts with 0 outstanding I/Os. Subsequently, before issuing each request, the required
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outstanding I/O value is compared with the run-time value inthe system. If the required

number is less than the current number of outstanding I/Os inthe system,CaRwaits till

the number drops to the required value, which will happen as and when the requests get

serviced by the system. As soon as the current value matches the required value, the next

request is issued. As we start the trace replay in steady state there will rarely be a case

when the number of I/Os outstanding in the system is less thanthe required number that

was captured from the trace. It becomes tricky when the required number of outstanding

I/O matches the current number of I/Os outstanding in the system. In this case, if original

request issue timing from the trace is preserved, the numberof outstanding I/Os in the

system may drop before the next request issue. For e.g., consider a requestR1 that is

issued at timet1, and requestR2 issued at timet2 with a required outstanding I/O count

of 2. After the requestR1 is issued,CaRchecks the current number of outstanding I/Os

in the system and if it is2, it either issues the requestR2 immediately, in which case the

load profile would match and the timing information is completely overlooked. Another

alternative is to wait for timet2 and then issue the request, in which case the number of

outstanding I/Os in the system may drop to1 or 0.

In order to balance between timing preservation and load preservation, whenever the

number of outstanding I/Os in the system is equal to the required value that is captured

from the trace, average latency value in the current system,over a time interval is captured

and if that latency value is lesser than the inter-arrival time between the requests, the new

request is issued immediately. If the average latency is more than the time interval between

the two requests,CaRwaits for the original issue time of the new request and issues it at

the originally designated time. This way, when more requests are queued up leading to

higher latency, the application’s inter-arrival timing can be preserved. Without this func-

tion, timing information will be over-looked entirely in cases where the replay system and

the original trace has same number of requests outstanding.
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6.7 Evaluation

In this section we present results from our evaluation ofCaRthat shows its accuracy with

respect to timing and load pattern. The goal of this evaluation is to check the degree of

conformance of the replayed workload to the original workload based on a few metrics that

we identified. Figure 6.7 shows our testing framework. For testing purposes we collect the

trace ourselves by running the application of our choice in avirtual machine. We collect

the trace of I/O requests in the VSCSI layer. More details on trace collection is discussed

in Section 6.3. We call this trace as theoriginal trace.

We useCaRto replay the original trace in either same or a different system environment

depending on the experiment. We again collect the traces in the VSCSI layer during the

replay. This is essentially an I/O trace containing requests issued byCaR in the virtual

machine. We call this trace as thereplay trace. In all our validation results below, we

compare the original trace with the replay trace for the metrics we identified.

The metrics we considered for evaluating the accuracy of replay with respect to timing

pattern are (i) I/Os issued per second, IOPS (ii) Distribution of inter-arrival time between

requests (iii) Average error in inter-arrival time on a per-request basis. The metrics consid-

ered for evaluating the accuracy of replay with respect to load pattern of the workload are

(i) Distribution of number of outstanding I/Os when issuingeach request in the trace, (ii)

Error in number of outstanding I/Os on a per-request basis.

System Configuration: We used three different system configurations in our evalua-

tion.

Setup-1:Ubuntu 9.10 virtual machine on HP ProLiant DL380 G5 host with8 Intel Xeon

CPU X5355 processors at 2.66 GHz, 16GB RAM on a NetApp FAS6030 storage, RAID

DP volumes backed by 52 15K RPM FC drives.

Setup-2:Microsoft Windows 2003 Server virtual machine on HP ProLiant DL580 G5

host with 16 Intel Xeon CPU E7340 processors at 2.40 GHz, 32GB RAM on a NetApp

FAS6030 storage, RAID DP volumes backed by 52 15K RPM FC drives.
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Figure 27: Testing Framework

Setup-3:Ubuntu 9.10 virtual machine on HP ProLiant DL370 G6 host with8 Intel Xeon

CPU X5570 processors at 2.93 GHz, 96GB RAM on a HP local RAID controller (Smart

Array P410), RAID 5 volume backed by 6 disks.

Traces Considered:We collected a few I/O traces of applications running in Windows

and Linux virtual machines and then used it to validateCaR.

Exchange Server:Traces collected when running Microsoft Exchange Load Generator

configured with one Exchange server with four databases, in awindows virtual machine.

Swingbench DSS:Traces of Sales Order (DSS) benchmarks backed by Oracle 11gR1
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Figure 28: IOs issued per second

database on RHEL 5.1 64-bit version.

OLTP/TPC-C:Traces of Order Entry (OLTP) queries going to Oracle 11gR1 database

on RHEL 5.1 64bit version.

CaRaccuracy with respect to IOPS:In the first set of results we present the accuracy

of CaRwith respect to IOPS. We compare IOPS measured in the original trace versus the

replay trace. Figure 28(b) and 28(a) shows IOPS measured over a 150-second section

of the trace. We used Exchange and Swingbench DSS trace for these experiments. In

the case of Swingbench DSS workload, we usedSetup-1for both the trace collection and

trace replay, whereas in case of exchange workload, the trace was collected by running

Exchange workload in a Windows virtual machine running onSetup-2and the replay was

done inSetup-1. The IOPS generated byCaRmatches quite accurately with that of the

original trace, though there are minor mismatches in a few cases. This is because, during

replay some of the original trace requests get coalesced in the Linux I/O block layer and

when it reaches the virtual SCSI layer where the replay trace is collected, the number of

requests are slightly lower than the original in some cases.This problem is more when

the trace collection system and the trace replay system are different. For e.g. when a trace

collected in a faster system is replayed on a slower system, higher queuing leads to more

request coalescing in the Linux I/O block layer.
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Figure 29: Distribution of Inter-arrival time

CaRaccuracy with respect to distribution of Inter-arrival tim e: Next, we compare

the distribution of inter-arrival times between the original trace and the replay trace. The

traces considered here are Exchange and Swingbench OLTP workload. The trace collec-

tion and replay setups for Exchange workload are the same as what we discussed above.

For Swingbench OLTP workload, we usedSetup-1for both trace collection and replay.

Figure 29(a) and 29(b) shows distribution of inter-arrivaldelay between two consecutive

requests. This is measured by capturing delay between each request issues and then sort-

ing them. For both the traces considered, the distribution of inter-arrival times are quite

accurate forCaR. We have provided two modes of replay here viz. the single threaded and

multi-threaded. In single-threaded replay, we batch more requests into single asynchronous

I/O as the round-trip delay for every single request may be more than the inter-arrival delay

between requests. Hence, more requests are issued prior to their designated issue times

and therefore the curve starts under the original curve. Forrequests that are not batched

suffers round trip latency which is more than the original inter-arrival time. Therefore there

is a jump in the curve at around 20% of the request issue in the case of single threaded

execution. This is no longer a problem when multiple issue threads are used.

Timing Error on a per-request basis: Finally we show the actual error in the timing

pattern over a section of trace replay on a per-request basis. Here we capture inter-arrival
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Figure 30: Request issue timing error

time between every request in a section of the original traceand compare it with the replay

trace. As discussed in the challenges part of Section 6.4, comparing request-by-request

can be infeasible in some cases because, requests may arriveout-of-order during replay.

Therefore we calculated the average inter-arrival time over each second in the 300 second

section of the trace considered and compared it with that of the replay trace. The traces

considered here are Exchange and TPC-C workload. The Exchange server workload was

collected and replayed in the same setup as discussed above.The TPC-C workload was

collected and replayed inSetup-1. Figure 30(a) and 30(b) shows the error in the average

inter-arrival time values over a 300 second section of the trace in a per-second granularity.

Here a positive error value means the inter-arrival time in the replay trace is more than that

of the original trace and vice-versa. The graphs show errorsthat are in the order of 10-20

microseconds, which is negligible for most of the trace-replay scenarios.

Accuracy of CaRwith respect to distribution of outstanding I/Os: The next part of

our evaluation focuses on testing the load-based replay feature of CaR. We first compare

the distribution of outstanding I/Os before issuing each request in both original trace and

the replay trace. The traces we considered here are the Exchange and Swingbench DSS

workload. The system setup for the trace collection and replay are however different. The

focus here is to replay traces in different systems than the one in which they were collected.
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Figure 31: Distribution of Outstanding IO

We particularly chose systems with entirely different capabilities in order to test our load-

based replay feature. The Exchange workload was collected in Setup-2and replayed in

Setup-3, while the Swingbench DSS workload was collected inSetup-1and replayed in

setup-3. It should be noted that in both cases, the trace collected was from a system with a

large storage array, while the replay is done in a local single-disk storage, which makes the

replay environment completely different with respect to device load.

Accuracy of CaRwith respect to distribution of outstanding I/Os: The next part of

our evaluation focuses on testing the load-based replay feature of CaR. We first compare

the distribution of outstanding I/Os before issuing each request in both original trace and

the replay trace. The traces we considered here are the Exchange and Swingbench DSS

workload. The system setup for the trace collection and replay are however different. The

focus here is to replay traces in different systems than the one in which they were collected.

We particularly chose systems with entirely different capabilities in order to test our load-

based replay feature. The Exchange workload was collected in Setup-2and replayed in

Setup-3, while the Swingbench DSS workload was collected inSetup-1and replayed in

setup-3. It should be noted that in both cases, the trace collected was from a system with a

large storage array, while the replay is done in a local single-disk storage, which makes the

replay environment completely different with respect to device load.
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Figure 32: Per-Request Accuracy

Figure 31(b) shows the distribution of outstanding I/Os forthe original trace and for a

variety of replay modes. The AS-IS mode tries to replay the trace by preserving original

request issue timings without considering the load pattern. As the replay system has a

low capacity storage when compared to the trace collection system, requests get queued

up before issue and the outstanding I/O is far more when compared to the original trace.

We also followed the traditional approach of decelerating the trace replay by a factor of

2 and 4 which are also plotted in the figure. Interestingly, even slowing-down the trace

by a factor of 2 lead to more outstanding I/Os during replay than the original trace, and

when slowing-down by a factor of 4, makes the replay utilize the device far lesser than the

original trace. Also, the load pattern of the AS-IS and the slowed-down version of replay

is entirely different than the original. In the case of load-based replay, the distribution

curve matches the original trace pretty closely. This is because rather than using a constant

slow-down factor,CaRdynamically tunes itself so that it matches the load patternof the

original workload. Figure 31(a) shows the distribution of outstanding I/Os for the Exchange

workload compared to the original trace.

Per-request comparison of outstanding I/Os:We also tested the precision ofCaR

with respect to load pattern by plotting the error in number of outstanding I/Os on a per-

request basis. We used the same experiment as above with the Swingbench DSS workload.
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Figure 32(a) shows the error graph over a section of 4000 requests in the trace. The load-

based replay performs accurately even with respect to fine-grained per-request metrics.

There are some errors infrequently butCaRadapts itself fast enough to match the original

profile overall.

Access pattern accuracy ofCaR: Finally we present an experiment result showing

average request sizes captured from replay trace for different modes of trace replay. The x-

axis in figure 32(b) shows groups of 1000 requests instead of per-request for more readabil-

ity of the graph. The y-axis shows the average request size over a group of 1000 requests.

The unmodified replay of original trace shows higher requestsizes and hence contains

lesser number of total requests when compared to original trace. This is because requests

are queued for a long period during which requests get coalesced in the Linux I/O block

layer. Therefore the access pattern is entirely changed because of different replay environ-

ment. However in the case of load-based replay, the access pattern is pretty accurate since

CaRimplements flow-control based on the replay environment.

6.8 Related Work

In benchmarking I/O systems, a variety of load generators [16, 17, 13] and macro-benchmarks [80,

44, 60] attempt to emulate the actual application workload.A large set of techniques

have been studied in the past and have been proven to be inadequate in many scenar-

ios [81]. Also, some of these benchmarks still need complex system setups like config-

uring databases etc., even though they simplify running theactual applications.CaRmakes

benchmarking process easier since no complex system configurations are necessary and

achieves reasonable accuracy with respect to running real applications. A variety of tracing

tools are available for characterizing application workloads and for benchmarking storage

systems [8, 12, 27, 87]. These collect traces at different layers in the system stack namely

system call layer, file system layer, NFS layer, block layer etc., However none of these are

aimed at virtualized environments. We used vscsiStats [2] which traces the I/O requests
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from the virtual SCSI layer.

There have been a few trace replayers in the past that operatein different layers of the

storage stack. TBBT [86] for e.g. is an NFS level tracing tool that detects and accounts

for missing operations in the trace. Replayfs [42] is a VFS-level trace replay tool which

has the ability to replay traces collected from systems witha variety of file systems as

it is implemented in the VFS layer.CaR is an IO block-level trace replay utility that is

primarily useful in benchmarking storage systems with post-filesystem-cache accesses of

real applications. //Trace [54] is a sophisticated trace replay tool used mainly for parallel

systems. The goal here is to account for dependencies acrossnodes when traces collected

from parallel systems are replayed. However, it is not as portable as our model because it

uses custom annotations made during the trace collection phase and uses it during replay.

Buttress [7] is a recent trace replay tool that is aimed at highfidelity replay in high-

throughput systems that is in the order of more than a millionIOPS. Our technique instead

aims at a different user base where the maximum throughput requirements are not in the

order million IOPS. We instead focus more on making the tracereplayer system-aware.

Btreplay [14] is a I/O block level replay utility that ships with Blktrace package in Linux.

CaRis based on the implementation of btreplay. We’ve made several modifications to make

it more efficient.
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CHAPTER VII

EXPLOITING PRO-ACTIVE STORAGE FOR ENERGY

EFFICIENCY: AN ANALYSIS

With energy-aware computing gaining significance because of huge deployments of large-

scale data-centers, it may be useful to extend our pro-active storage framework to look for

opportunities for potential energy optimizations in the storage-level. With this goal, in this

chapter, we start with understanding the fundamental trade-offs between improving energy

efficiency vs. preserving performance. We then build a novelmodeling framework that ef-

fectively captures fine-grained disk-level metrics that play significant roles in maintaining a

balance between energy efficiency and performance preservation. We validate the accuracy

of our performance and energy model, we compare its results for various types of storage

systems, with results of simulations of the corresponding systems.

7.1 Motivation

The power consumption of storage systems is a predominant component of overall data

center power consumption, costing millions of dollars a year for large enterprises [21]. As

a result, various techniques have been proposed to reduce the power usage of storage sys-

tems. These techniques typically involve opportunistically spinning down a subset of the

existing disks when they do not serve I/O requests, and usingdata placement strategies

(potentially including temporary copies) designed to increase the probability that disks can

be turned, or remain, off. However, there are two major performance costs associated with

power-efficient techniques. First, a smaller number of spindles reduces the effective band-

width of the system. Second, techniques that rely on migrating or copying data produce
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additional load that contends with the foreground workloadfor resources, again impact-

ing performance. Thus, it is desirable that techniques provide their energy savings while

minimizing their impact on performance.

Despite the importance of such techniques for power management, estimating the im-

pact on the system of a specific technique is quite difficult, especially when the workloads

are complex (e.g. containing various distributions of idletime, and a mixture of random

and sequential I/O). On top of that, complexity is also introduced by the power conservation

technique itself, which might require not only turning disks on or off, but also background

copying or migration of data. Simulation is a well-acceptedmethod of evaluating power-

savings techniques, and can be used as an alternative to running the workload on an actual

system that implements that technique. Typically, storagesimulators use models of key

system components (such as hard drive, RAID controller, etc.) to determine the effect on

the system of each request in the workload trace, and have been shown to produce accu-

rate results [15]. However, they require considerable effort to simulate new techniques,

if those techniques can not be expressed in terms of the already existing building blocks

of the simulator, and also require considerable simulationtime. The difficulty of evalu-

ating these techniques makes their deployment in practice less likely, thus reducing their

potential utility.

In this part of the thesis, we make two key contributions. First, we present a novel

approach to modeling the performance and energy of a storagesystem, that can be used

for evaluating techniques aimed at power optimization. Ourapproach strikes a balance

between analytical models that handle only well-defined andsimple synthetic workloads

[71, 52] and full-blown simulation at the level of individual requests [32]. Our approach is

to use an analytic model of the system that can be applied to key statistics extracted from

short sequences of requests. The entire trace is split into small time intervals, each interval

is summarized through some key statistics, which in turn serve as input to our model to

accurately evaluate that trace under various layout mechanisms and migration policies. By
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using our model, the task of evaluating a new technique reduces to simply extracting these

simple workload statistics once, which can then be reused across different instantiations of

our model corresponding to different layout techniques.

The key abstraction in our analytical model is therun-length: a single sequential block

of requests as seen by the disk; for example, a single I/O request of 128 KB will be treated

as a run-length of 128 (the run-length can be in any granularity, as long as the same value

is used throughout the model). Similarly, 16 consecutive requests of 8K each to sequen-

tial blocks would also be treated as a run-length of 128. By aggregating these various

run-lengths in the trace, our model accurately accounts forthe exact mix of random and

sequential I/O. The model captures the effect of fine-grained queueing due to burstiness

in the workload. Unlike synthetic workload models, our model faithfully replays the ex-

act duration and extent of burstiness in the real-world traces. We show that even complex

workloads with arbitrary mix of interleaved random and sequential I/O can be effectively

modeled based on this simple insight of separating them intorun-lengths and then aggre-

gating the bandwidth and latency characteristics for each individual run-length.

We demonstrate the efficacy of our model by using it to model the various components

of the PARAID system [83]. PARAID saves power by switching to a lower ‘gear’, i.e.

lower number of disks, when the utilization is low; writes generated during that time to

the shut-off disks are re-mapped to remaining active disks.These are propagated back to

the original disks when the load again ramps up, at which point the array does a ‘gear up-

shift’. We model the performance cost of this multi-gear operation, and validate it through

detailed simulations using DiskSim [15]. We show that the results from the model match

those of the detailed simulation quite accurately, thus demonstrating the accuracy of the

model despite its conceptual simplicity.

Our second key contribution is proposing a new layout strategy for the multi-gear oper-

ation in PARAID, calledenhanced PARAID, or e-PARAID. Specifically, instead of mapping

blocks of shut-down disks at the latter half of the live disksin PARAID, we interleave the
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blocks at a finer granularity, thus reducing the seek incurred when accessing data that was

originally in the shut-off disks. Essentially, the layout in the disks now leavesbucketsat

periodic intervals to accommodate data from the shut-down disks. By means of detailed

simulations, we show that this technique is superior to the base PARAID technique from

the viewpoint of performance, when conserving same amount of energy. Evaluations show

that e-PARAID has 10-27% lower average response time than theoriginal PARAID.

The generality of our modeling framework is evident from thefact that we represent

different types of storage systems namely a single disk, a normal RAID array, power-aware

RAID array called PARAID and our enhanced version of PARAID called e-PARAID. We

were able to accurately model these different storage typesusing our framework with

straight-forward modifications. Our modeling technique can therefore be useful to evaluate

the performance and power trade-offs of new energy efficiency schemes in a macro perspec-

tive, the results of which can enable one to make decisions whether to implement/simulate

the new scheme for further fine-grained assurance. Overall,we find that our model is sim-

ple yet general enough to capture typical policies concerning the layout and migration of

data from the viewpoint of power reduction in storage, thus providing a simple way to eval-

uate a variety of power-saving techniques in the context of agiven workload. We also find

that our enhancement to the layout strategy employed by PARAID works quite well under

a range of workloads, alleviating the performance cost of the PARAID mechanism.

7.2 Background

Disks form prominent building blocks of modern storage systems deployed in data centers.

Most modern disks have at least two power modes of operations: active mode, where the

disk spins at full speed (and consumes maximum power), andstandby mode, where the disk

stops spinning completely (and consumes minimum power). The common philosophy be-

hind conserving energy in storage systems is to switch the disk between active and standby
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modes opportunistically. One of the challenges in deploying an energy conservation tech-

nique is that often there is a direct trade-off between energy conservation and the system’s

performance, reliability and availability; the time it takes to switch a disk between different

modes results in reduced performance, temporary unavailability of data contents, tempo-

rary decrease in data resiliency, or (often) combinations of them. Consequently, power

conservation techniques aim to reduce energy consumption in a way that still allows the

system to maintain its service level agreements.

Based on the effect on performance or reliability of a system,energy conservation tech-

niques can be broadly classified as (i) techniques that guarantee that at least one instance of

data is readily available in the storage system at all times and can be serviced immediately

[88, 83, 57, 62] and (ii) techniques that do not make this guarantee [76, 25]. Techniques in

the first class are generally deployed in enterprise data centers with stringent SLA require-

ments, as they avoid having data requests be blocked for the large amount of time required

to bring a disk in active mode from standby. Techniques in thesecond class are commonly

deployed in archival storage systems where data is very rarely accessed, and occasional

delays in servicing data requests are acceptable. One idea proposed in the context of tech-

niques in the first class above, is to use multi-speed disks [67]. Such disks can be used

to save energy in the lower rotational speeds, and at the sametime preserve availability of

data. However, these types of disks are not yet commerciallyavailable on a large scale, and

therefore our model focuses on techniques that leverage just the active and standby power

modes of disks. However, our model is readily extensible to handle such variable rotation

speeds as well.

In this thesis, we focus on the first class of techniques, thatguarantee quick servicing

of all requests.Most of these systems aim at preserving peakperformance and conserving

energy whenever the load is minimal. For example, Hibernator [88] uses multiple tiers of

variable speed disks and chooses the disk speed based on loadcharacteristics. Similarly,

PARAID [83] operates on RAID configuration constructed over varying number of disks,
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choosing the right configuration based on the intensity of the load. In order for the system to

have all data available even when some disks are in standby mode, data needs to be moved

or copied across disks within or across arrays. For example,write-offloading [57] directs

writes to another storage array in order to increase/batch the idle time in its original array

(with an implicit assumption that reads are rare and local enough to be served from cache).

The process of data movement or copying introduces additional load to the storage array.

Mitigating the impact of this background load, that contends with foreground load produced

by applications, is an important design requirement for energy-efficiency techniques.

7.3 Modeling Power-Performance Trade-offs in Storage Systems

In this section we present our modeling framework and use that to derive performance and

energy models for different class of storage systems.

7.3.1 Need for a new model

We present the need for developing a new model in two perspectives here – first, in com-

parison to existing models and next, in comparison to a system simulation.

With increasing deployment of energy-aware storage systems, the need for a perfor-

mance model that accounts for energy implications increases as well. The energy con-

servation policies for RAID arrays often affect performancein complex ways, that may

be difficult to represent with traditional models. For instance, most energy conservation

policies result in movement of data within a RAID array [62, 25] or among set of RAID

arrays [57]. While traditional performance models handle response time of application

requests or RAID array throughput with good accuracy, they donot easily handle the ad-

ditional request-load generated within the array due to theenergy conservation technique

used. Also, most traditional models assume synthetic workloads with well-defined distri-

butions for inter-arrival times, locality of access, etc.,and do not consider trace-specific

distributions [71, 52]. Because of this, one needs to categorize their workload into a partic-

ular distribution in order to apply a model. We have developed a system that directly takes
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in a block-level trace and extract useful parameters from it, which are fed as input to our

model. Our model can be used to predict performance (latencyand bandwidth) and energy

behavior of a system for a given block level trace.

Simulations of energy aware storage systems can also be usedto accurately predict per-

formance and energy behavior of a particular system for a given workload, e.g. Mantis[32].

However, using an analytical model can be a better alternative to a detailed full system

simulation in many cases. First, simulating a storage system with new energy conservation

policies can often be difficult than modifying a simple analytical model. Our experience

with DiskSim is that implementing, correctly, even a straightforward algorithm such as

PARAID is a substantial effort. In most cases, we would be moreinterested in predict-

ing the trend in a macro perspective than in actual performance/energy numbers. These

macro predictions will be helpful in deciding if it is worth the effort to build such a sys-

tem, or implement the technique for detailed simulation. Second, simulations are prone

to implementation bugs and can lead to inaccuracies that maynever be noticed. Whereas,

in the case of analytical models the inaccuracies are invariably due to deliberate, tolerable

generalizations and assumptions. Therefore, an analytical model can also act as a way to

cross-check the correctness of a detailed simulation. Third, and more importantly, a model

can provide intuitions about further improvements to a system. For example, the impor-

tance of each parameters in a model on the final result can be more easily visualized, which

could also lead to ideas on how to improve the technique beingmodeled.

7.3.2 Model Overview

Given a trace, we model fine-grained latency and bandwidth over time and the overall

amount of energy spent by the system in running the workload.This is done by splitting the

input trace into time windows and modeling average latency of requests within each time

window. By keeping the window size small, it is possible to model fine-grained latency of

the trace requests. We model overall energy spent by the system from the latency values
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Table 4: Model Parameters
Parameter Description Units

τ Time window size seconds

Ntotal Total number of disks in the array –

Nactive Number of disks in the array that are currently spinning –

Nsleep Number of disks in the array that are currently spun down –

max lenτ Size of the largest request inτ bytes

dsizeτ Total data transferred in windowτ bytes

sdτ Average Seek Delay for windowτ msec

rd Average Rotational Delay msec

stτ Total seek time in windowτ msec

rP, oP, sP rotational, operating, and seek power Watt

E Total energy consumed Joules

Lτ Average request latency in windowτ (wait times accounted) msec

ARTτ Average Response Time in windowτ (oblivious to wait times) msec

runcount[len] Vector of request counts of various sizes –

Seq Per-disk sequential bandwidth blocks/second

nrτ Number of requests in each time window –

which includes the seek time, disk rotation time, etc., and from the number of power-

mode switches the disks made for the entire trace. Energy values for each of these micro

operations are obtained from disk-manufacturer specifications and they are aggregated to

get the overall energy consumed by the workload.

Table 4 lists the basic set of parameters encountered in our model. Our modeling tech-

nique comprises of two phases. The first phase is called the fingerprinting phase, where we

take as input a block-level request trace and extract some key parameters and statistics from

it, by splitting the trace into small time intervals, each ofsizeτ (in our validation results,

we use the value of 100 ms). The parameters collected are namely runcount[len]τ , nrτ

anddsizeτ for each of the time windows. Theruncount[len] is a vector, each representing

the number of requests of a particular size. For example, if in the current time window,

there are four requests of size 8, 12, 8 and 32 blocks, the run-count values are such that,

runcount[8]=2, runcount[12]=1, runcount[32]=1. The size of the block doesn’t matter

here as long as the same unit is used throughout the model. Also, the len value repre-

sented in blocks can be changed to any meaningful unit like bytes, stripes, etc., as long
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as it is consistent with the representation of other parameters in the model. Sequentiality

of trace requests is directly captured by the notion ofruncount[len]; a highly sequential

workload will have lesser number ofruncount and larger value forlen while a fully ran-

dom workload will have large number of requests (orruncount) of small len. In addition

to extracting the various trace characteristics, we also take into account the hardware con-

figurations namely (i) the total number of disks in the array,(ii) number of disks that are

active in the current window, (iii) number of disks that are in standby mode in the current

window, (iv) stripe-unit size, (v) average sequential bandwidth of the disks used and (vi)

internal disk parameters like head switch, track switch, head settle, full stroke and single

seek times.

The second phase of our modeling technique is deriving performance and energy mod-

els for the storage system with the help of parameters collected in the fingerprinting phase.

First, we start with considering a storage layer with only a single disk. As theruncount[len]

vector captures the degree of sequentiality and the exact mix of random versus sequential

workloads, we introduce seek and rotational delays for random workloads and consider the

disk’s average sequential bandwidth parameterseq for sequential workloads. Substituting

these values for the statistics obtained over a single time interval gives the total time needed

by the disk for executing all the requests in that interval,etτ .

etτ =
max lenτ

∑

lenτ=1

runcount[len]τ

(

lenτ

Seq
+ sdτ + rd

)

(1)

where,sdτ is the average seek delay for windowτ and it is a function of the seek dis-

tance between requests in the windowτ . Seek time is computed assettle time for very

short seek distances (in the order of less than 10 cylinders), proportional to
√

seek distance+

settle time for short seek distances (in the order of 500-1200 cylinders), and proportional

to seek distance + settle time for longer seek distances. This seek model was proposed

by Ruemmler [66] and we found that the latency values are reasonably accurate with this

model.
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Therefore, the average response time for every requests in the time interval is given by,

ARTτ =
etτ
nrτ

However, wait times or request arrival rate is not accountedwhen calculating the aver-

age response time in the above equation. In order to model this, we assume that requests

arrive at a uniform rate within a time window. Note that we assume uniform request rates

only within a single time window( 100ms) and not the entire trace. As the time window

size is reasonably small, near-accurate request rates are captured. Lettτ be the inter-arrival

time between requests in a windowτ , computed asτ/nr. Therefore, average request la-

tency within a time window after considering the wait times is given by,

Lτ =
1

nrτ

nrτ
∑

i=1

[(i × ARTτ ) − ((i − 1) × MIN(ARTτ , tτ ))] (2)

Therefore, if the amount of data accessed duringτ is dsizeτ , storage bandwidth for that

time interval is given by,

bandwidthτ =
dsizeτ

etτ
(3)

Equations (2) and (3) represents the average request latency and average storage band-

width values for a single time window. Applying this model for the entire trace gives a

latency and bandwidth curve that varies over time in the granularity of τ .

To model the storage energy consumption for a given trace, westart from the perfor-

mance model described above, and find the aggregate seek time, operating time and rotation

time. In the case of a single disk storage system, the rotation power is the entire period of

the trace, operating power is the elapsed timeetτ aggregated over all time windows and

seek time is the aggregate seek delays from each of the time windows. We combine the

timing measurements for each of these micro-operations with their corresponding power

values, which are obtained from the detailed disk specification. Therefore, the total energy

consumed by the disk in running the workload is given by,
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E =
max
∑

τ=1

[τ.rP + stτ .(sP − oP ) + etτ .(oP − rP )] (4)

where,rP , sP andoP are rotational power, seek power and operating power respec-

tively andstτ , etτ are total seek time and elapsed time for a time windowτ . Seek power

is the power measured when the disk moves its disk head seeking a particular sector and

rotational power is the power measured when the disk spins. In a system devoid of en-

ergy conservation techniques, the disk spins all the time(even when it is idle) consuming

rotational power. Operating power is the power measured when the disk is busy servicing

requests. The equations (2), (3) and (4) shows the performance and energy of a storage

system containing a single disk, when running a given workload.

We now see how the above equations get tailored by making verylittle modifications

to express the bandwidth of more specialized systems like RAID and PARAID.

7.3.3 Energy-Oblivious RAID Systems

We now use our modeling framework to represent the performance and energy consumption

of a RAID array. Consider a RAID-0 constructed overNtotal disks. Since all the disks are

in active mode, we haveNactive = Ntotal. Assuming that every request is striped across the

entire RAID array, the RAID bandwidth is the aggregate bandwidth of all the disks in the

array, capped by the RAID controller bandwidth. We thereforefind the bandwidth achieved

by individual disks, aggregate it and then cap the value by a static parameter,max ctlr bw.

The elapsed-time calculation in this case is similar to equation (1)

etτ =
max len
∑

lenτ=1

runcount[len]τ

(

lenτ /Nactive

Seq
+ sdτ + rd

)

(5)

Equation (2) accounts for wait times where the requests are queued to get serviced from

a single disk. The same technique can be used in the case of RAIDalso, by considering

the requests queued at the controller level. Therefore, based on the time taken by the

RAID array to execute requests within a time window, the average response timeARTτ is
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calculated, which in turn is used to model the wait times of each requests. The bandwidth

of the storage array is given by,

Bandwidthτ = min

(

Nactive × dsizeτ

etτ
,max ctlr bw

)

(6)

The ratio between the size ofτ and theetτ represents device utilization. Though we

have modeled the case of RAID-0, our modeling framework can beused to represent more

sophisticated RAID configurations like the those involving parity. For the sake of simplicity

and space constraint, we have shown the case of RAID-0.

From equation (4), the total energy consumed by a disk array with Ntotal disks can

be calculated by aggregating the energy consumed by each disk. This is because, disks

consume majority of power in a raid array when compared to controller’s processor and

memory. The energy formula for RAID array is therefore sum of energy consumed by

individual disks in the array and is represented as,

ERAID =

Ntotal
∑

d=1

Ed (7)

whereEd is the energy consumed by each of the disks and it is calculated using equation

(4).

7.3.4 Energy-Aware RAID Systems: PARAID

7.3.4.1 Overview of PARAID

Here we provide some background on PARAID technique [83] thatconserves energy in

RAID arrays while preserving peak performance and reliability. We discuss in detail the

PARAID system in this section because we use these concepts inthe later sections of the

thesis.

PARAID exploits the fact that many workloads exhibit cyclic fluctuations with respect

to load intensity and therefore it is not always necessary for the RAID system to run at

peak performance (and power). The basic idea is to dynamically adjust the number of disks
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Figure 33: PARAID system with two gears

servicing requests based on load intensity. PARAID does thisby converting a single RAID

array into a set of overlapping layers –RAID arrays–, each constructed over a different

number of disks. These layers are hierarchical in nature; the top layer will have the most

disks, and the bottom layer will have the fewest. Each of these RAID arrays will hold

sufficient data to service requests independently. These different layers of RAID arrays

constructed on top of the original RAID array are calledgears. The number of gears that

can be supported by a system depends on the amount of desired capacity of the system. In

order for the system to be capable of servicing the requests independently even in lower

gears (when the array has disks in standby mode), the data is heavily replicated, and unused

storage space must exist for this purpose. The space for replicated data is calledsoft state

because it can be reclaimed later if it is needed. When the system operates in lower gear

(with fewer number of disks), the remaining disks are switched to standby (low-power)

mode, which provides opportunity to conserve energy.

The top-most gear in PARAID is synonymous to the original RAID array (with no

power-awareness) in performance and data resiliency, since it is constructed from all the

disks in the array. Therefore, whenever peak performance isneeded the system shifts to

the top-most gear. The lower gears contain fewer disks, witha soft-RAID constructed over

part of their unused region. It is important to note that a soft-RAID is constructed only

over the unused region, and not over the entire disks. Constructing a RAID over entire

disks would require the entire data in the array to be reshuffled. In the case of PARAID,
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original data present in disks are still intact and the contents of the to-be-shutdown disks

alone are copied to the newly constructed RAID. Therefore, additional data transfer during

a gear-shifting process is proportional only to the updatesthat happened in the shut down

disks after the previous gear-shifting process. Figure 1 shows an example of a PARAID

system with two gear configurations. Gear 1 (top gear) includes all four disks while gear

2 consists of three disks. When the system shifts to gear 2, contents of the fourth disk are

copied to the soft state region of the remaining three disks.

PARAID is implemented as a software layer that resides below the RAID controller

layer and its job is to control the mappings done by the RAID controller. When the system

is in lower gear, requests are initially mapped to the original array by the RAID controller.

The PARAID layer would then re-map to the running subset thoserequests intended for

the shut down disks. One of the pertinent issues handled in PARAID is preserving the

redundancy configuration across gears even though the number of disks reduces for each

lower gear. To accomplish this, the RAID level used in all gears are configured to be the

same. For example, if the top-most gear is RAID-5 over 8 disks,and if one of the lower

gears is RAID-5 over 5 disks, the system can tolerate a single disk failure in either mode.

7.3.4.2 Modeling PARAID

The PARAID system operates in different RAID configurations (termed asgears) and dy-

namically switches between them based on system load. The different gears in PARAID

constitutes to RAID arrays containing different number of disks and all gears follow the

same RAID policy. For example, if there are two gears with number of disksNtotal and

Ntotal − m, both the gears are constructed in a same RAID level. More details about the

working of PARAID is given section 7.2. When PARAID operates in the top gear, it per-

forms exactly like a normal RAID array withNactive = Ntotal. When operating in a lower

gear withNtotal − m disks,Nactive = Ntotal − m and requests that come tom disks are re-

mapped to a reserve location inNactive disks. Therefore just changing the effective number
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of disks used in equation (5) cannot give a correct estimate on the performance of PARAID

during low-gear operation. Because of re-mapping of data that go tom disks, additional

seeks occur in theNactive disks. Considering a per-disk perspective, chances of a diskincur-

ring a seek to access a data pertaining tom disks ism/Nactive . We capture these increased

seeks by imposing a cap on thelen of a request when extracting theruncount[len] values

from the trace. The cap for which the request length is limited is given by,Ntotal − m.

The parametersdτ used in equation (5) is calculated from seek distances between trace

requests in a time window. It cannot be used unmodified for modeling PARAID. This is

because the data corresponding them disks are placed in a reserve space on disk which is

usually at an increased seek distance from the actual data footprint of the disks. We assume

that the reserve space in every disk is situated at a seek distance ofmax distance/2. This

increased seek distance applies only for the requests that are re-mapped to the reserve space

on disk. First,sd′ for seeking a distance ofmax distance/2 is calculated by using the seek

model described in [66]. A weighted seek delay can be represented using the formula,

sd′′ = (δ × sd′) + ((1 − δ) × sd)

where,δ is the fraction of requests that were mapped initially to them disks. This frac-

tion can be obtained by a single pass through the trace and finding the number of requests

whose length is more than the product of stripe-unit size andthe number of disks in active

mode.

Substituting the above seek time value in equation (5) and applying (2) and (3) would

give the latency and bandwidth of PARAID when running in a specific gear, either low

or high. In order to model real-time gear shifts, we include effects of background data

movement between gears. This is important to model because,effects of background data

copy on foreground requests impact on how fast the gear shifts, which in turn impacts

overall benefits of PARAID.
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During every gear shift operation, new data that was writtenafter the previous gear-

shifting operation are alone copied to destination gear. For example, during down-shifting

process (fromNtotal disks toNactive = Ntotal−m disks) data that was written inm disks after

the previous up-shift process alone are copied because datawritten prior to the previous up-

shift would already be present in theNactive disks.

In order to model these extra data movements across different gears, we make an as-

sumption that the updates to be propagated to the destination disks are laid out in a con-

tiguous manner. The performance model can be used to track the utilization of the array in

each time window. Whenever a sliding window of past utilization values increases beyond

a threshold, the model marks the next time window with a gear-shift operation (in this case,

down-shifting). When a time window is marked for gear-shift,the amount of data that

were written to them disks after the last gear-shift process is calculated. Thiscan be done

by making a single pass through the trace from the current time window backwards to the

previous time window that was marked for gear shift. The fraction of these update requests

versus foreground requests from the trace in the current time window, the parameterρ is

calculated.

As we assume that the updates that need to be propagated to thedestination disks are

laid out contiguously, theruncount[len] will be 1, where thelen is the entire update foot-

print. However, copying the entire updates in one operationmight affect performance of

foreground operations in the destination disks. In order toavoid it, we specify acap to the

length of each operation which makesruncount[len] = updatesize/cap, where maximum

value oflen is cap. Taking into account the update requests, we altersd′′ value as,

sd′′′ = (∆ × sd′) + ((1 − ∆) × sd)

where,∆ = ρ + δ

The amount of update data can also be divided into chunks and coalesced into more

than one time windows, in which case the fractionρ will be altered to affect all those time
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windows. The seek distance for update operations is considered asmax distance/2 for

both high-to-low shift and low-to-high shift because, in both cases, the remote disk area

is either read or written (which involves increased seeks).We coalesce the extra update

requests intoruncount[len] parameter to account for extra data transfer due to background

update operations. We call the modifiedruncount[len] asruncount′[len].

etτ =

max len′

τ
∑

len′

τ=1

runcount′[len]τ

(

len′

τ /Nactiveτ

Seq
+ sd′′′

τ + rd
)

(8)

The above equation gives the time taken for the PARAID system to execute the requests

from the trace in the current time window along with a fraction of update requests due to

gear-shift operations. Therefore, the above formula is used for every time window and

when the system is in high gear, it reduces to equation (5), and depending on whether there

is a gear shift operation in the current time window, the run-length vector and the seek

delay parameter are chosen.

The average response time of trace requests in the current time window is given by the

total time taken for both trace requests and background update requests, over the number of

trace requests. This value is used in equation (2) to find the average per-request latency of

the trace requests in the current time window. The PARAID bandwidth can be represented

by equation (6), however with a differentetτ value.

Energy consumed by PARAID cannot be modeled by just aggregating the overall seek

times and latencies for each time window as in the case of RAID.This is because, number

of disks changes throughout the trace whenever the gear shifts. Another problem is, the

energy consumed for disk spin-up has to be accounted separately as it is predominant.

Here we explain the process of modeling gear shifts with respect to time in detail and then

provide the energy model for PARAID system.

PARAID shifts gears based on the device utilization values during a past time interval.

It may start off in the highest gear (with all disks in active mode) and then when the uti-

lization value falls below a threshold, the gear is down-shifted. Similarly when utilization
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value exceeds a threshold, the gear is again up-shifted. We model gear-shifts in the same

way. For every time windowτ , the elapsed time is calculated using equation (8) and the

ratio between time window size and the elapsed time represents device utilization. We ex-

tract this parameter from the workload and if moving averages of the utilization falls below

a lower threshold or exceeds a higher threshold, the next time window is marked for gear-

shift. The total number of gear shifts for the entire trace isextracted and used in the energy

model.

EPARAID =
Ngs

2
.n.spE +

max
∑

τ=1

(

Nactive(τ).E + τ.n.iP
)

(9)

where,Nactive(τ) is the number of active disks during time windowτ , n isNtotal−Nactive

for time windowτ , Ngs is total number of gear shifts over the entire time period of the trace,

spE is the spin-up energy, which is the product of spin-up time and spin-up power.E is

per-disk energy consumed that can be calculated from equation (4) andiP is the power

measured when the disk is in standby mode.

7.4 Improving PARAID: E-PARAID

The performance model for PARAID makes it clearly visible that one of the parameters that

significantly affects low-gear performance of PARAID is the extra seek incurred when ac-

cessing data from remote location on disk. Based on insights provided by our performance

model, we propose an enhancement to PARAID system that improves the performance of

low-gear operation of PARAID while conserving the same amount of energy. We call our

enhanced version of PARAID as e-PARAID.

7.4.1 Motivation

The PARAID system conserves energy by dynamically reducing the number of active disks

at any instance based on the load intensity. It conserves energy when running in a lower

gear mode with just a subset of the total number of disks. Whilein this mode, the requests
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that would have normally been mapped to one of the standby disks are re-mapped to the

already active disks. This is possible because, during gear-shifting process, the contents of

the disks that are about to be shut down are copied to the unused areas in the active disks. In

the original PARAID design, this reserve space is found at theend of the disk so that the re-

mapping function is straight forward and the reclamation ofthe reserve space is done with

ease as and when needed. For the ease of explanation let us consider the native content of

the disk asnative dataand the contents of the shut down disks that are copied to the reserve

space asforeign data. One of the significant issues in having such a design is that,the disks

incur increased amount of seeks when servicing a request whose content spans the native

data and the foreign data. When a sequential request arrives at the array, the disks that

are currently active need to seek back and forth to gather thenative data and the foreign

data that is located in a remote location on disk. Even with efficient disks scheduling, the

disk head needs to move over a larger area on disk. Instead of allocating a separate chunk

of reserve space for foreign data, seek distance can be reduced by co-locating the reserve

space with the primary data space. More complex layout strategy needs to be employed to

implement this.

7.4.2 Design & Implementation

We propose a new layout methodology to place the foreign datasuch that the overall seek

overhead due to the movement of disk head between the native and the foreign data is

reduced. Instead of allocating one full chunk of space in theend of disk to place the

foreign data, we introduce a concept of usingbucketsthat are spread across the entire disk.

A bucket is a small chunk of free space in the disk that are placed equidistant to each

other. The space between two consecutive buckets are used tostore the native data and the

buckets are used to store the foreign data. The size of the bucket and the space between

any two consecutive buckets must be carefully chosen to avoid decrease in performance of

accessing the native data during a high-gear operation. Thespace between two consecutive
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buckets should be big enough to avoid a sequential request accessing a native data from

seeking across a bucket when the disk is in high-gear mode.

It may be perceived that spreading out the effective space for foreground requests by

introducing buckets would reduce the performance of the foreground requests when the

system operates in high gear. However, as there is sufficientchunk of space between the

buckets, the foreground sequential performance is not affected. One of the important ad-

vantage of using this approach is, the foreign data and the native data near which it is placed

are often correlated. Consider a sequential request that waswritten to a 5-disk RAID 0 ar-

ray when it operates in the high-gear mode and assume that therequest occupied a few

stripes in the original RAID. When the system shifts to a lower gear by shutting down the

disk number 5, the data in the 5th disk is laid over the other 4 disks in such a way that native

and the foreign data that corresponded to a same stripe whilein the higher gear are located

close to each other. When mapping the foreign data from the disk 5 to the other disks, the

buckets are chosen in such a manner that the correlated data are co-located.

7.4.3 Modeling E-PARAID

As we interleave the reserve space among the primary data region on the disk, the extra

delays arising from seeking to far off location on disk is avoided in the case of e-PARAID.

Our modeling framework that we introduced in section 7.3 cancapture this enhancement

without much change in parameters. In the case of original PARAID model, equation (8)

has a parameter calledsd′′′

τ that accounts for increased seeks in lower gear by applying

a weighted average of computed seek values and extra seeks due to re-mapping. For e-

PARAID, we change that parameter to justsdτ which is the seek delay computed for time

window τ as a function of seek distance by using Ruemmler’s [66] seek model, since both

the original requests and re-mapped requests are co-located. Therefore, the elapsed time

for requests issued in time windowτ is given by,
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etτ =

max len′

τ
∑

len′

τ=1

runcount′[len′]τ

(

len′

τ /Nactiveτ

Seq
+ sdτ + rd

)

(10)

whereruncount′[len′]τ represents run-lengths from both trace requests and background

data copy requests(during gear shift operation) in a time windowτ .

The ability to represent a new layout strategy with the help of our modeling framework

shows the generality of the framework and the ease of comparing different energy efficiency

schemes in a macro perspective.

7.4.4 Evaluation

We now show two set of experiments to evaluate our new layout methodology. We first

present the simulation results comparing the performance and energy consumption of the

enhanced version of PARAID with the original version of PARAID. We then evaluate the

accuracy of our model in estimating the performance of e-PARAID by comparing it with

simulation results. We have used five different traces collected from the servers of Mi-

crosoft Research, Cambridge [57]. We have already discussed about the details of the trace

usr0 andprn0 in section 7.5. We use three more traces collected from MSR Cambridge

servers.rsrch2, mds0andweb0are traces collected from servers containing project files of

MSR researchers, a media server and a web server respectively.

We simulated our new layout methodology by modifying the RAIDcontroller part of

the DiskSim simulator. We intersperse every mapping made bythe RAID controller and

re-map it according to our layout. We fixed the chunk size between buckets as 32 stripe-

units, which is large enough to not affect significantly performance in top-gear, but small

enough to improve locality in lower gears. The bucket size iscomputed aschunksize ×

(m/Nactive). Figure 34(a) is a graph showing relative energy consumed bythree types of

systems namely unmodified RAID, unmodified PARAID and our enhanced PARAID. We

have shown the % energy consumed by PARAID and e-PARAID compared to the baseline

RAID system. This shows our performance enhancement routinedid not adversely affect
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the energy conservation of the original PARAID. We then measure the performance of the

e-PARAID system by using the five different workloads. In order to visualize the direct

benefit from our enhancement, which is reduction of the seek distance when the system

operates in lower gear, we plotted a graph (Fig: 35(a)) that shows the average seek distance

of our system when compared to the original PARAID system. We captured the seek

distance when both the systems where in low-gear mode. In thesimulation of the original

PARAID, we allocated the reserve space near middle region of the logical address space

while the native data of the disks stayed in the first 20% of thelogical address space. We

also measured the CDF of per-request latency for one of the representative traces namely

rsrch2, which was extracted from a server from MSR Cambridge that hosted projects of

researchers at MSR. We cropped the trace for a 10-hour period when the load intensity was

lesser and as the result, the system operated in lower gear for most of the time. Figure 35(b)

shows that e-PARAID is faster than PARAID in servicing the requests in lower gear mode.

Figure 34(b) is a graph plotted with average per-request response times of PARAID and

e-PARAID . This shows that our enhancement consistently performs very well in low-gear

mode when compared to traditional PARAID.

The second phase of our evaluation is validation of our modelof e-PARAID. We com-

pared the results of e-PARAID performance model with its simulation. Figures 36(a) and

36(b) shows sorted average latency values given by our modeland detailed simulation for

the traces namely usr0 and prn0. Our model gives a reasonableestimation on the perfor-

mance of the e-PARAID system with just altering the seek distance parameter to account

for co-located data placement.

Therefore, the enhancement proposed to PARAID conserves thesame amount of energy

as the original PARAID system, while providing better performance in low-gear operation.
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7.5 Model Validation

n this section, we validate the representations for RAID and PARAID systems, derived

from our modeling framework, by comparing it with its simulation. We pick two real-

world disk traces for most of these results [57]. The first isusr0, a trace extracted from

a server in Microsoft Research Cambridge that contained user home directories. A trace

segment containing 50K requests containing 62% reads and average request size of 22KB

was extracted. The second trace isprn0, a trace from a print server at MSR. We extracted

a segment containing 50K requests out of which, there are 48%reads and average request

size is 26KB. The metric we use to compare the model with the simulation is thelatency

profile of requests in the trace. Given that the purpose of the model is to get a sense of

the average aggregate performance, and not quite per-request response times, we adopt the

following technique while comparing latencies. We divide the temporal axis into intervals

of 100ms(size of a time window) each. Within each interval, we find the average latency

predicted by both the simulation and our model. We believe that for the purposes our

analytical model is intended to, such an average metric is sufficient and appropriate. For

easy readability, we sort time windows based on their average latency values while plotting.

Overall we find that our model does a very good job of estimating the performance of both

RAID and PARAID.

7.5.1 Simulation environment

We use DiskSim simulation environment [15] for simulating both RAID and various com-

ponents of the PARAID system. DiskSim has been shown to quite accurately model the

behavior of complex storage policies, and is thus a good candidate to compare our model

with. Our baseline system is a RAID array of 8 disks

We simulated gear up-shift and down-shift operations in PARAID, and update propa-

gation while moving across different gears. Specifically, we use just 2 gears: the lower

gear uses 6 disks while the higher gear uses the full 8 disks. During normal operation, we
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keep track of the updates that go to thetransient disks, i.e. the disks that would be shut

down during lower gear. To decide on the right gear to use, we monitor the utilization of

the array as the workload progresses over a sliding time window. Once the utilization drops

below a certain threshold, we reduce the gear and start copying the set of blocks that were

written to the transient disks. We re-map those blocks to theother 6 disks by striping them

uniformly across the remaining 6 disks. Similar to PARAID, the location of these ”foreign

blocks” would be at a reserve location in the other disks, namely at the second half of the

individual disks. To provide a simple example where half thedisk is allocated for such for-

eign blocks, let us consider that the disk had 100 blocks. Outof this, the first 50 would be

reserved for original array blocks, and the remaining 50 would be allocated for migrations

from transient disks. Once disks 7 and 8 are shut down, the 200blocks in those disks would

be uniformly striped across the remaining 6 disks. If we viewdisk 6 and 7 to form a logical

200 block space, block k in that space will be mapped to block 50 + k%6 on disk k/6.

During the degraded lower gear operation, we again keep track of the writes to these

foreign blocks. Once the utilization again increases beyond a threshold where the lower

number of disks is insufficient, we decide to restore the transient disks back into normal

operation. At this point, we propagate the updates to those foreign blocks back to their

original locations.

We use this simulation to extract per-request latencies, and then compute the average

of these per-request latencies at time window granularity of 100 ms each. Since our model

does not yet take disk buffering into account (we plan to address this in the future), we also

turned off buffering in DiskSim.

Disksim is basically a performance model. We extracted fine-grained timing measure-

ments like total seek time, total access time, etc., from thesimulation and used the disk

power values obtained from detailed disk specification, forthose fine-grained operations to

get the total energy consumed by the system.
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Figure 36: ePARAID model validation

7.5.2 Comparison with the model

We now compare the performance and energy values from our simulation in Disksim with

the values obtained from our analytical models for both RAID and PARAID systems. The

goal of this section is to validate the representation of RAIDand PARAID systems derived

from our modeling framework against fine-grained, request-level simulation. One of the

important parameters we extract from the trace is the run-length vector. We extract the run-

length vector at various time intervals of 100ms each, and model the average latency within

each interval. While extracting run-lengths within a 100ms interval, we account for disk

scheduling effects by sorting the block numbers and collating I/O to blocks which are not

necessarily contiguous in the trace, but occur in quick succession that the disk scheduler

would have interpreted them as sequential. We then feed these run-lengths to the formulas

specified in the section 7.3 to come up with latency estimates. Note that the process of

extracting these run-lengths and other parameters in the model has to be done only once

per trace. After the trace is ”fingerprinted” once with this technique, that fingerprint can be

used repeatedly to evaluate it for various layout strategies by simply changing the model to

depict that strategy.

We first compare a regular RAID system of 8 disks in both the simulated setup and
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Figure 37: RAID model validation

in our model. Figures 37(a) and 37(b) show the comparison of sorted average latencies

from both the simulation and our model. The y-axis shows average latency values over a

time window of 100ms. The x-axis is the time window sorted with respect to their average

latency values. More than 85% of the time windows have zero latencies as they don’t have

any requests issued in those periods. Therefore, for betterreadability we start the x-axis

nearer to the point where the average latency values are non-zero. Our model does a very

good job of modeling the latency profile for both the traces. Not only are the shapes of the

curves similar, they match almost identically in terms of their amplitude. This shows that

despite the simplicity of the model, it can match the accuracy of a full-blown simulation

which accounts for numerous dynamic effects such as head movement, disk scheduling,

etc.

Next, we validate our model for PARAID by comparing its results to the simulated

PARAID system. During the run of the traces in PARAID, there were gear up-shifts and

down-shifts that happened based on utilization, thus resulting in extra I/O being generated

due to the write propagations. We plot the gear-shifting events as captured by the simulation

and our model for ”usr0” workload. Even in that setup, our model does a pretty good job

of predicting the latency profile ; again the sorted latencies for the two traces match quite

closely for both the simulated and the modeled version of PARAID as shown in 38(a)
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Figure 38: PARAID model validation
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and 38(b). The model calculates the utilization values fromthe bandwidth and based on

a threshold value for utilization, the gears are shifted in the next time window. From the

graph 39(b) it can be seen that our model performs well in estimating gear-shift events.

Finally, we compare the energy consumption values arrived by both the simulation and

our energy model. Both in the case of simulation and modeling,we use disk manufacturer’s

specification of energy values for each of the micro-operations like seek, spin-up, idle, busy,

etc., In the case of simulation, DiskSim gives accurate profile of seeks, rotation, spin-up

and spin-downs where we substitute the energy values. In thecase of model, we substitute
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those energy values in the model parameters that representseach of these micro operations.

Fig 39(a) shows how close our model performs with respect to simulation values. We have

energy values from the simulation as a baseline value(100%)and show the error rate of

our model. The error rate is the ratio between the total energy consumption value obtained

from the simulation and our model. RAID model performs very well when compared to

simulation with less than 3% error. The PARAID model is also reasonably accurate with at

the most 7% error rate. For both workloads for PARAID, our model overshoots the energy

value because we have assumed that all seeks to remote location in disk would incur a seek

distance of maxdistance/2, while in practise, the seek distance may be lesser than that.

One of our future work on this area is to develop a better modelfor representing the seeks

to remote location in disk.

7.6 Discussion

The goal of our model is to get as close as possible (without compromising on simplicity)

to an accurate simulation of the system being modeled, thus allowing system designers the

ability to quickly reason about specific design choices before actually implementing them.

While we believe we have gotten close to this goal in many respects, there are some issues

that are still not addressed in our model. The first such issueis storage controller level

caching. Note that the input to our model is a block-level trace, the requests of which are

already misses from file system level caches. In many cases, the storage cache is much

smaller when compared to host level caches and therefore modeling storage-level cache

is not as important as modeling the file system cache in a full-system model. Given the

dynamic nature of caching, it would be hard for any detailed analytical model to accurately

model fine-grained cache behavior. Incorporating a coarse-grained notion of caching would

be feasible in our model provided some high-level parameters about cache-hit rate for the

workload, etc., By providing such parameters as input to our model, we can avoid the

complexities of integrating an accurate cache model in our framework. Finding an input
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parameter like cache-hit rate can be done off-line by a simple cache simulator, given a

workload and system parameters. As we focus more on internaldisk-level interactions

arising because of power-conservation schemes, we did not incorporate disk-level caching

into our model.
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CHAPTER VIII

CONCLUSION AND FUTURE WORK

Complex systems have been built as multiple layers on top of each other with well-defined

abstractions for each of these layers. This helps in innovating both software and hard-

ware in each of these layers independently, without the needto fundamentally alter the

entire system. Also, one of the main advantage of such layered systems is that, there are

well-defined interfaces between each of these layers and innovations that preserves these

interface standards need not be concerned about viability of universal adoption. However,

one of the main limitations of such systems is limited knowledge transfer between these

layers. The legacy interfaces between different layers in the system stack like applications,

operating systems, storage systems, etc., were proposed decades ago when the functionality

and potential of these system components were much different than what it is currently.

In this thesis we addressed the problem of inefficient usage of disk information by the

higher layers of the system. In order to use the disk information for improving the efficiency

of file system operations, one of the straight-forward solutions is to add new interfaces be-

tween storage system and file systems for better transfer of information from the storage

system. However, this solution trades-off system portability; file system must evolve along

with the storage system to support additional disk information. Another technique may

be to infer these knowledge instead of explicitly passing which has the problem of being

inaccurate. Our pro-active storage system framework strikes a balance between passing in-

formation explicitly while sacrificing portability vs. inferring knowledge while preserving

legacy interface. We showed that new interfaces namelypushandpull can be both generic

for portability and also powerful enough to leverage sufficient disk internal knowledge in

the higher layers of system stack.
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We proposed and implemented three applications on top of ourpro-active storage sys-

tem framework in-order to illustrate the practicality of our framework. Our pro-active

storage framework is portable enough to plug-in more opportunities and functionalities

that can leverage other existing and future smartness in thestorage systems. Having im-

plemented various storage performance enhancements through pro-active storage, we also

studied different evaluation methodologies for benchmarking storage system performance

with a focus on one of the most commonly used evaluation methodology called IO trace

replay. We built a prototype trace replayer to study the challenges in accurately repro-

ducing application behavior in an evaluation setup and alsoproposed novel mode of trace

replay calledLoad based replayfor more accurately matching the application’s load char-

acteristics during evaluation. In the last part of our thesis, we begin to analyze how to

exploit our pro-active storage framework for improving energy efficiency in storage sys-

tems. Along this line, we studied the power-performance trade-offs in existing energy-

conservation schemes and captured fine-grained disk-levelmetrics that has significant ef-

fect on power-performance balance. Using these disk-levelmetrics we proposed a perfor-

mance and energy model for easier understanding of disk-level parameters that matter for

building energy-efficient storage systems.

8.1 Future Work

In this section, we present some interesting extensions to our work that are worthy to con-

sider in future. As we built a framework for better usage of disk-level knowledge by the

file system, we first discuss some of the other potential opportunities in the disk-level that

can be leveraged for an improved IO system overall. We then discuss about extending this

framework to other layers of the system stack.
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8.1.1 Exploiting More Opportunities in Storage Systems

As discussed in chapter 2, there are more potential use-cases for our pro-active storage

framework in addition to the three applications that we implemented. Freeblock schedul-

ing for example is a very promising technique especially in virtualized setup when com-

pared to a network storage system as the inter-domain communication latency is negligi-

ble enabling more fine-grained control from the storage system. Similarly co-operative

caching is another example of implementing interesting performance optimizations in a

transparent manner without clients needing to know about the actual location of data and

the actual mechanism involved in fetching it. It would also be interesting to explore using

the knowledge of disk-level data corruption to force file systems to employ more recovery

mechanisms for specific parts of data.

8.1.2 Featuring Pro-activeness in other domains

Our technique of implicit knowledge transfer from storage system to file system via initiat-

ing limited control over file system is only an artifact of a more general solution of bridging

information gap between two layers of system stack that are separated by thin interfaces.

Therefore, the same concept may also be leveraged in other layers of the system. For

example, a similar information gap exists between the hypervisor and the guest domains

which run legacy operating systems. A pro-active hypervisor system could implicitly con-

trol some of the behavior of guest operating system with the help of its global knowledge

about all domains. This would ultimately exploit hypervisor’s global knowledge into the

decisions of individual domain’s guest operating system.

8.2 Summary

We have therefore implemented a novel framework for storagesystems to exert limited con-

trol over file system operations by using its internal knowledge that are opaque to today’s

file systems with an overall goal of improving the overall system usability. We illustrated
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the practicality of our framework by showcasing three applications that makes use of our

framework. We have also analyzed in detail the various evaluation methodologies for eval-

uating storage system enhancements and proposed techniques to better reflect application

properties during trace replay. Finally, we also provided adetailed analysis on the power-

performance trade-offs in storage systems and captured useful disk-level metrics that need

to be look upon when exploring opportunities for energy conservation in the storage sys-

tem.
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