ESTABLISHING TRUST IN ENCRYPTED PROGRAMS

A Thesis
Presented to
The Academic Faculty

by

Ying H. Xia

In Partial Fulfillment
of the Requirements for the Degree
Doctor of Philosophy in the
School of Electrical and Computer Engineering

Georgia Institute of Technology
August 2008

Copyright 2008 by Ying H. Xia



ESTABLISHING TRUST IN ENCRYPTED SOFTWARE

Approved by:

Dr. Henry Owen, Advisor

School of Electrical and Computer
Engineering

Georgia Institute of Technology

Dr. Randal Abler

School of Electrical and Computer
Engineering

Georgia Institute of Technology

Dr. Jim Hamblen

School of Electrical and Computer
Engineering

Georgia Institute of Technology

Dr. John Copeland

School of Electrical and Computer
Engineering

Georgia Institute of Technology

Dr. Jon Giffin

College of Computing
Georgia Institute of Technology

Date Approved: June 30, 2008



For my father



ACKNOWLEDGEMENTS

I would like to express my sincere gratitude to my advisorHenry Owen. His
support and advice guided me through my years of Ph.D. stuldgreabled me to focus
on my goal.

I would also like to thank my committee members, uhn) Copeland, Dr.
Randal Abler, Dr. Jim Hamblen, and Dr. Jon Giffin. fikgou for your support and
availability on a short schedule.

| am also grateful for those in the Network Securitgl &rchitecture Lab, Kevin
Fairbanks and Michael Nowatowski for their assistaimceny research. Also, much
appreciation is extended to those in the Communicat®ystems Center, Chris Lee,
Yusun Chang, Bongkyoung Kwon, and Selcuk Uluagac for theiuable time and
friendship.

Lastly, I would like to thank my parents for their uretanding, especially my
father, who suffered from bad health yet still encoulagee onward. And special
acknowledgement to my fiancée Diana, whose selfless sughpang my bad days made

all of this possible.



TABLE OF CONTENTS

ACKNOWLEDGEMENTS
LIST OF TABLES
LIST OF FIGURES

SUMMARY

CHAPTER

1 INTRODUCTION
1.1 Motivation
1.2 Dissertation Outline

2 BACKGROUND
2.1 Terms
2.2 Operating System Model
2.3 Related Work

2.4 System Calls

Page

vii

viii

14

3 SURVEY OF MONITORING AND COUNTERMEASURE TECHNIQUESS8

3.1 Program Monitoring
3.2 Anti Monitoring Techniques
3.3 Examples of Encrypted Programs
4 ON DEMAND SYSTEM CALL MONITORING METHODOLOGY
4.1 Architecture and Methodology Overview
4.2 Trust Development
4.3 Intrusion Detection

4.4 System Operation

18
23
30
34
34
38
40
40



5 EVALUATION OF PROGRAM MONITORING
5.1 Program Monitoring
5.2 Results
6 PROGRAM BEHAVIOR PROFILING
6.1 Architecture
6.2 Database Generation
6.3 Results
7 VISUALIZATION
7.1 Tools
7.2 Approach
7.3 Results
8 CONCLUSIONS AND RECOMMENDATIONS
8.1 Future Work
REFERENCES
PUBLICATIONS
APPENDIX A: LINUX SYSTEM CALLS

VITA

Vi

44
44
45

50
50
52
56
62
64
64
68

72
73
75
78
80
88



LIST OF TABLES

Page
Table 1: Example policies 39
Table 2: Sample /bin/cat file list 57
Table 3: Vi and vim accuracy comparison 60

Vil



Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10

Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:

Figure 21:

Figure 22

LIST OF FIGURES

Operating system model

Breakdown of sequences of system calls
Invoking System Calls

Simple code injection example

Stack smashing

The decompilation of code

Multiple layers of encryption

Hidden mov instruction

Breakpoint detection

: Opaque predicate example

Modified system call layer

Raw sys_open data

Modified system call layer

Sys_open calls of skype

Monitoring an exploit

Linux RST.B-1 modifying bin processes
The executions of Emacs

Forensics Process

Raw journal data

Data analysis procedure

. [Click here and type figure title.]

viii

Three possible locations for system call rooini

Page

14
20
21
23
25
26
27
29
35
36
38
42
46

a7

49
51
53
55
58

48



Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:

Figure 30:

Distance measure analysis

Dominant feature extraction accuracy
Read-write relationship accuracy
Visualization concept

Propagation algorithm

Process tree

File package highlighting

Taint propagation

58

61
66
67
69
70

71

59



SUMMARY

We propose a methodology to develop trust in encrypted pregrdine goal of
this research is to provide system administrators, uaadssecurity personnel with the
information necessary in order to safely execute gtedy programs on their systems
without compromising their sensitive data. Traditionanitoring techniques aim to
observe program behavior and characteristics in order tectd@otential security
weaknesses. However, there are many program encryptibniques designed to defeat
many of the current monitoring approaches. Our goal isondéfeat the encryption of a
program, but to inform the user if the encrypted prograbefsaving in a dangerous way.
There is no such methodology available at present forpethis function.

In our work, we present the results of implementingd@mand system call
monitoring, which uses a policy based and behavior basedior detection system to
ensure that a program is not compromised or is accessiagndan unsafe manner. We
believe that implementing this layer minimizes thengjes to the operating system thus
lowers the probability of incompatibility with executing eyjted software. Further, we
use the data gathered from this monitoring to provide sewygra$ of program analysis

and detection.



CHAPTER 1

INTRODUCTION

Encryption is increasingly being used as deterrence ftiwa@ piracy and
vulnerability exploitation. Unencrypted or insecure proggacan be the subject of
intensive scrutiny by attackers in an attempt to disabl¢éeptive features or to find
buffer overflows as an avenue of attack of other syste The application of encrypted
programs, however, leads to other security concerns e&xs ase no longer able to
distinguish between malicious and benign behavior due ¢osHtretive nature of
encryption. Furthermore, should an attacker gain atoed®e software update process
then malicious updates or modifications can be made ¢o sistem without the
knowledge of the users. Therefore, system administratonsing encrypted software
now have a need for techniques that would allow such emdygtftware to execute
properly while minimizing the possibility of the systemrgecompromised. The goal of
this research is to develop a methodology that can enaddes to trust encrypted

software to allow their execution.

1.1 Motivation

Although executable encryption techniques have been arooond the 1980s
[10], the generated encrypted executables were either too teaslecrypt or not
mainstream applications. This situation was changed in 20@3 Wiklas Zennstrom
and Janus Friis developed Skype, a peer-to-peer VoiageHo\(®0lP) software [2]. This
software employed many new and innovative encryption eastlnd it has the ability to
bypass most firewalls by using an overlay networkdaagmit voice data. Currently with
over 150 million downloads and 50 million registered usekgp& is perhaps the most
widely distributed encrypted software in the world. Til@pid growth, however, raise

concerns from system administrators who fear that dbftware may be used as a



backdoor by attackers to gain access into the computeng wsinvert channels
embedded into the VolP traffic. Today, many techniques aathads have been
developed for malicious software detection; howevely #re not as effective against the
polymorphic nature of encrypted programs such as Skype. Thenpges dilemma for
system administrators as they must make the tratlebffeen restricting certain software
and potentially compromising system security.

Currently, we are not aware of any program monitoringesysavailable for
observing and establishing trust in encrypted software. ptih@se of this research is to
develop a methodology that would enable users to mininmg tisk potential. By
doing so, we aim not to reverse-engineer encrypted aodtiwit to allow users to safely
execute these programs while remaining secure with the/ledge that their sensitive
information and data are being protected. To do so, we exashine the program
monitoring and encryption techniques as well as methodsifegisard systems from

unknown software attacks.

1.2 Dissertation Outline
Chapter 2 provides the background information on prior programtonmg
approaches and definitions of some important concepts eanas.t Additionally, an
overview of key related research is discussed. Chappeoddes a survey of current
program monitoring and encryption techniques. Chapter 4 psesenmethodology for
monitoring encrypted programs and establishing trust. utiahs of our approach by
testing a prototype against several types of programs angsioris are presented in
Chapter 5 through 7. Finally, chapter 8 presents our coneigsiod avenues of future

work.



CHAPTER 2

BACKGROUND

The continued battle between software vendors andyphas introduced new
technology that reveals shortcomings of current sgcumigchanisms and monitoring
systems. For instance, Apple has devised several measiagie as encrypting some key
applications to make it “non-trivial” to pirate Mac OS[X. Other notable software that
employs extensive encryption techniques includes Skype [2] agtgon packers such
as Burneye [3], EXECryptor [4], UPX [5], and Shiva [6]. Timain motivations for
program encryption are for the following reasons:

» lllegal Distributing — One of the biggest concerns for sbéware industry is the
loss of revenue due to the illegal distribution of pregany software. Companies
can employ program encryption and only allow users wghllsoftware keys.

» Tampering — lllegal software vendors often modify theaby of the program to
disable any checks for legality of the software. éyrypting the program, the
software companies can hinder such tampering.

* Reverse-Engineering — Companies may not wish to shonpttagrietary code to
rival companies, thus program encryption can be used to rhireleerse
engineering attempts.

e Security through Obscurity — Although controversial, it daa argued that
program obfuscation makes it more difficult for attaskeo detect exploitable
program flaws such as buffer overflows.

As a result, new program monitoring techniques must beoeglto improve
system security and to establish user trust for enatyptegrams. These encrypted
programs may be the favored target for attackers asfimgythese targets interested.
Moreover, if they do manage to find vulnerabilitiesisifpossible for them to hide their

activities due to the encryption. Some possible motimesich attacks include:



Information Harvesting — An attacker may wish to obfaémsonal information

about the user for identity theft. This may include bagkinformation, social

security numbers, classified documents, and so on.elptbgram is encrypted,
the attacker’s actions may go unnoticed.

Resource Gathering — An attacker may want to use thenass of the system for
illegal activity such as in denial of service attacksoortfansmitting spam. Once
the encrypted software is compromised, the attackerregain access to the
system by installing an undetectable backdoor into the program.

Program Distribution — The attacker can use the encryptepigmoto infect other

software on the system or other computers within theor&. If an encrypted

software is brought into a company by an unwitting ugecan now access
computers within the network and bypass company securityumesasuch as
firewalls.

Due to the difficulty of monitoring encrypted programes believe that new

detecting methods must be investigated. Such methods mustseberal important

properties to be successful:

Program Invariability — Programs cannot be modified in amy wr form as

encrypted programs often have ways of detecting and rejestserted code.
Also, it is uncertain how encrypted program will charigebehavior or nature
when modified.

Faultless Execution — The program must execute properlg whihg monitored.
Program execution under monitoring must behave exa&lgdame if the program
iS not being monitored.

System Integrity — The integrity of the program monitorgygtem must remain
intact and cannot be affected by the program being modito@ten, encrypted

programs may contain code to defeat certain monitoregpniques. Such



attempts must be detectable in order to know if the systeegrity has been

compromised.

In this work, we focus on malicious behavior detectibmparticular, we explore
the file system integrity and execution properties throtiglhn use of system call
monitoring. The section below is a list of terminolaged in this research followed by a
short system architecture overview and the role okesysialls. Finally, we conclude this

chapter with a discussion of related work.

2.1 Terms

Black-Box Program — Any program that is obfuscated and ngnbe viewed in
terms of its input and output characteristics can begoaized as a black-box program.
Black-box programs may also have many countermeasurdeféat any attempts to
obtain program instructions or program behavior information.

Trust — Trust, as defined by Banerjee in [9] says that favaee system is
trustworthy if it encompasses security, reliability, iklity, fault-tolerance, and
survivability. In [8], Trust is defined as the level at whi& user believes a computer
system executes as specifies and does nothing elsethisoesearch, we modify these
two terms and define trust as the level at which a usézviesl a computeprogram
executes as specified and does nothing else while providimgncing security and
reliability.figure

Compromised Program — When an attacker has made someffarmauthorized
access to a program, the program is said to be commami$ this compromise allows
the attacker to implement a means into the systean, ttie attacker can gain root access
to the entire system. Other compromises may dehlimformation security; the attacker
may simply use the compromised program to transmittsengiformation to an outside

source.



Instrumentation — Instrumentation is when direct modifons are performed to
the system to achieve a specific purpose. In this eas@&strument the kernel to enable
system call monitoring. Although there are many methafdsroviding the necessary
system call monitoring information as discussed in ieect2.3, we argue that
instrumentation is necessary to defeat the anti rexemgineering techniques discussed
in section 4.

On Demand System Call Monitoring — On demand systemnaadiitoring is a
term for the ability to enable and disable systemroalhitoring as required. The reason
why it is undesirable to enable system call monitoringllaimes is due to its overhead
when dealing with particular system calls, such as tferseeading from a file. With on
demand system call monitoring, the user can enable #iisréewhen executing a black-

box program.

kernel space

System Calls
Procass Managar Scheduler

_ Kernel
DATA Security Module

Hardware Drivers
| Network | (disk, network card, video card, sound, etc)
VFS Stack

IR

| Physical Hardware

5 ?J@[') ) o)

Figure 1. Computer system model {Source: [46]}

2.2 Operating System Model

Our model of the operating system is shown in Figure 1l pflcesses must

remain in user space and are isolated from each othethankkernel level resources,



while any object inside the kernel space has direct aitoesll other resources as well as
all user level processes. As shown in this figure,rdeoto interact with the hardware
and access kernel level resources, all processes musit shbimrequest through the

system call layer. Due to this characteristic, ipassible for a monitoring program to
examine the input and outputs as seen at the systenevallih order to detect all

changes made on the system by a process. This, howlees not guarantee that once
system wide access has been granted to a particulaspradditional modifications can

be detected.

2.3 Related Work

Program-monitoring and intrusion detection techniques haea Iseudied for
many years. There are many methods and architecturesofators and IDS systems.
This section presents a survey of the current stateogfrg@am monitoring, in particular,
system call monitoring. Monitoring system calls as opdo® monitoring machine
instructions have several benefits, including less datan@lyze and less program
execution performance penalty as compared to instru@ia monitoring since system
calls occur less frequently. Finally, it is possiblefitter on function call names or
arguments.

Forrest, Hofmeyr, Somayaji, and Longstaff in [15]ateel an “artificial immune
system” for the UNIX operating system that may lead toraatic intrusion detection.
The assumption made in this paper is that short sequehsgstem calls can be used to
build a profile for the operating system to distinguistwieen normal and abnormal
behavior. The method developed breaks down sequencederhsyalls into a database
that can be easily accessed in linear time for congragis For example, the system call
sequence of execve, access, open, open, access, mawpslose is stored in a table
format shown in Figure 2. When comparing this table viiehsequence of execve, open,

open, access, open, open, access, close, the follonsmgatch errors are generated:



» Execve should not be followed by open at position 1
» Execve should not befollowed by access at position 3
* Open should not be followed by open at position 3

* Open should not be followed by open at position 2

* Open should not be followed by open at position 3

* Open should not be followed by close at position 3.

* Open should not be followed by close at position 2.

* Access should not be followed by close at position 1.

call position 1 | position2 | position 3
execve ACCESS open open
ACCESS open open access

mmap read cloze
open open ACCESS mmap
access miap read
mmap read cloze
read close
cloze

Figure 2. Breakdown of sequences of system calls

Forrest et al show that after approximately 3000 systais, ovirtually no new
patterns are encountered under normal conditions farekample program (sendmail).
Their research also demonstrated that short sequencgstein calls can be used to
define a stable signature for the detection of some @mmanomalous behaviors. Since
this architecture has relatively modest computation amkhge requirements, it can be
implemented on an online system in which the kerneticheach system call made by
root processes.

Hofmeyr, Forrest, and Somayaji continued their pervioaskvby introducing a
method of intrusion detection based on patterns in segsi@haystem calls via anomaly
detection [13]. The idea behind their research is to galdia on a running program to

build a behavior profile for the executable. The dataest in the profile is simply a



database containing all uniqgue sequences of system calés doren length k. Each
program under observation is associated with a uniqubase. Once a stable database
is constructed, it can be used to monitor the ongoingweh of the process. The
intrusion detection system reports the number of misinest percentage of mismatches,
and normalized anomaly signal generated by program executhth this method of
detection, Hofmeyr et al successfully detected sevdesses of abnormal behavior
including: intrusions in the UNIX programs sendmail, Iprd dtpd, failed intrusion
attempts on sendmail, and error conditions in seridmai

Christina Warrender, Stephanie Forrest, and Barak Paeimin [16] further
examine Hofmeyr’'s work in the previous work through additiggegaformance analysis
using a much larger and complete dataset. The architetgaceibed here is tested with
three attacks: A denial-of-service attack for tying up oekwconnection resources that
contains a slightly modified daemon process but sarmugt and child processes, a
second denial-of-service attack designed to tie up alesyshemory during intrusion
monitoring, and a final data set with normal data desidoedalse positives analysis.
Warrender et al used four different methods for modelieghtirmal behavior of the data
sets: sequence time-delay embedding (STIDE), STIDE wéhu&ncy threshold (T-
STIDE), repeated incremental pruning to produce error (RREP&d Hidden Markov
Models (HMMs). This study shows that the amount t¢fefanegatives decreases as the
window threshold increases, but the amount of falseipesialso increases.

Jae-Kook Lee and Hyong-Shik Kim proposed a Log-Based IntriRenovery
Module (LBIRM) that utilizes system calls dealing withetfile system to recover
damaged or lost files due to intrusions [17]. The sygimposed is a method of keeping
the contents of designated files as a chain of logs. né&llee a designated file is
modified, a log will be automatically created to keexckrof the changes. The log file
contains modifications from several prior changesmetthus giving the file retriever the

ability to rollback to specific instances of the desigdafiles at different periods in the



past. Due to the increasing size of the log file, a paygk is performed on the log after
a certain amount of time has passed to keep the gihé manageable. This system is
achieved through the replacement of several system dwdibng with the file system:
sys_open, sys_write, and sys_close. At the time sys speadléd, a new entry in the
log is created and old logs lasting beyond a specific ainreepurged. The sys_write
function keeps a copy of the modifications performetheofile. The sys_close function
closes the file descriptor and the log descriptor. Thisepalso performs some
rudimentary overhead analysis showing the extra ajdtse new system calls typically
result in an overhead of 53-65% as compared to the regutansygalls.

Sebek [18] is a data-capturing tool designed to record mali@otigities on
Honeynets [19], and it allows researchers to bypasadhd to break session encryption
during an attack by circumventing it altogether. Sebeldessentirely in kernel space
and records data accessed by users through monitoring sgallsm Some of the
information recorded includes keystrokes, files transfexia SCP, passwords used to
log into the remote system, and all sys read datd. syal read data is captured by
replacing the stock sys_read function with a modifiegioex The new sys_read simply
calls the original function after transmitting a cagfythe contents to the logging server.
Due to the nature of the Honeynet, it is safe to asstiat all traffic to the honeypot
computers are considered suspect and therefore shoulddezllby Sebek. The Sebek
architecture has two components, clients and servelisnt€are installed on honeypot
machines and transmit all activities to the Sebek sdoverollection via hidden packets.
This separation of clients and servers is done to maskdiging activities from attackers
while increasing the difficulty for attackers to falsitye logging data. The goal of the
captured data is to allow researchers to reconstrueviinats on the honeypot during the
intrusion after it has occurred. With this informatidgns possible to determine when the
attack occurred, how the attackers broke into the sysaéeoh what modifications the

attackers performed on the system.

10



Giffin et al in [22] introduced the concept of environment Bm@sintrusion
detection. In this work, event sequences that cannotrbectly generated in the current
environment are restricted. This is achieved by comparingmaysall arguments with
shared objects of the target executable. Giffin et al detrated that their technique
performed significantly better than prior approaches agaimariety of attacks.

A collection of common system call monitoring utilities provided by most
modern operating systems. These utilities include tsicace, truss, ptrace, and others.
This set of utilities, when given a specific programl] sapture the trace of the system
calls the target program performs, the signals itivesg and the machine faults that
occur.

SystemTap [24], an open source project that is releasdat time GPL, provides
an infrastructure to assist in the gathering of imation about the running Linux system.
SystemTap allows users to develop tapset script libréorea verity of uses, such as
placing a tap on a specified system call. This is aedi¢hwrough adding kernel modules
to provide debug information in the kernel. The advantaggystemTap is that users no
longer have to recompile and reinstall kernel filesrder to monitor a particular system
call. Developers can use this utility to debug their wadte easily.

NSA originally developed Security-Enhanced Linux (SELIn{&%] [26] [28]
[29] as a research prototype of the Linux kernel with ecddnsecurity features
enforcing mandatory access control. In SELinux, the qurmieroot access is ignored as
all programs are given the minimum privileges requiredefagcution. This will deter
many forms of attack as well as rendering some comrrarx exploits ineffective.

While SELinux supports a variety of access control paimgdels, its main focus
has been an extended type enforcement (TE) model. oredifi E models have subject
types, object types, and access control, which are repeesby the permissions of the
subject types to the object types. In SELinux, thandisbn between subject and object

types has been removed, so the only types are objectttygtesiay also act as subject

11



types [25]. The “allow” statement grants permission d&kcertain type to perform
operations on another type. Since any element of thaigson relationship can be
expressed with this statement, it is possible for th@remsion to contain the lowest
number of privileged rights.

One major drawback with SELinux is the difficulty iordiguring the system
securely for individual administrators. Although, SELirapmes with a default example
policy, it is still very difficult to configure properlyThe default policy does not define a
secure system, but is intended as input for the developmh@ntustom policy that suits
the goals of individual users. Moreover, since theiegapdn policies are specialized to
the environment in which they were developed, interacti@tween policies of multiple
applications may lead to vulnerabilities. Thus, combininlicigs that have been proven
secure may introduce security loopholes. The task ofocushtion is further
complicated by the sheer size of the example policer(®0,000 statements in the
example policy for Linux 2.4.19), and this represents oversudfect types and 100,000
permission assignments [25]. This size and complexity niak#fficult for typical
administrators to customize to insure protection of ttreisted computing baes and to
satisfy their security needs.

Trent Jaeger, Reiner Sailer, and Xiaolan Zhang preseate approach for
analyzing the integrity protection in the SELinux examptdicy [25]. Using their
analysis tool, Gokyo, Jaeger et al examined the SELinlixigm with their defined
integrity goals to identify conflicts and to estimate tiesolutions. Their ultimate goal
was to define a minimal trusted computing base (TCB)SELinux that includes 30
“subject” types. In their research, Jaeger et al usedtark-Wilson integrity model and
attempted to capture the notion that vulnerability exigten a higher integrity process
cannot handle input from lower integrity processes. Ha Clark-Wilson model,
constrained data items (CDIs) were defined as high-ityedgta that was processed only

by certified transformation procedures (TPs), which daa process unconstrained data
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items (UDIs). Integrity verification procedures (IVRg)n be used to verify the integrity
of CDlIs at particular times. The actual model candpeasented by the following set of
rules:
» [Each TP operates on a particular list of CDIs andsCGidé only manipulated
by a TP.
* The system must contain a list of subjects, TPs, laddCDIs those TPs may
reference, and only those references are permitted.
» The system must authenticate the identity of eadr wdo attempts to
execute a TP.
* The list of TPs and IVPs can only be changed by a supgzatitted to certify

those TPs and IVPs.

In their results, Jaeger et al noticed several casflio the dpkg_t, initrc_t,
kernel_t, local_login_t, mount_t, sysadm_t, and sshd_t gpsese Most of these
conflicts stem from differences between trusted sulijgis and the pseudo-terminals
that they share with user processes, and the permisssignment differences.
However, the minimal TCB containing only 30 types thatemthe Clark-Wilson
integrity requirements have been found and this may leatbte customizable and user
friendly SELinux policies.

In [26], Chad Hanson attempted to improve the Multi-Levetu8ity (MLS)
model within SELinux. The existing MLS policy maps permaiss of a security class to
a set of MLS base permissions. In the proposed syatflexible mechanism that allows

the ability to grant policy overrides on a granular levidl be implemented.
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2.4 System Calls

Currently, there are 325 system calls in the Linux 2.6.23ekesyscall_table.S
file (see appendix A). Additionally, there are also ogystem calls not listed in this file
such as those for network access which are declared tisdcieet.c that are accessed
through a single gateway system call. Due to thege laumbers of system calls, user
mode processes must pass a parameter known as the sgfiteomber to identify the
required system call. Figure 3 shows the typical proed®sn invoking a system call.
Many of these system calls are either redundant or grartaof legacy code. For

example, sys_creat is simply a wrapper function fer spen with the O_CREAT flag

enabled.

User Mode Kernel Mode
5 A oo T TTT T T E T s r T m T T \
| | | l
[ I

I . |
: o Invoke_sys() { | _—-4""—' system_call; | sys_abc(){ |
s . I — - |
[ . . e I -
v -1 - |
[ - I
| Invoke_sys(} | SYSCALL | | sys_abc() !
[ . - AT I ———
. ] e crn - |
: } | f===1 SYSEXIT } |
I |
[ I
| ) | j
N N
Sysc_all . 1."1nlfr.5|p_|:h9lr System call Systenj call
Invocation in routine in libc service
) handler .
a program library routine

Figure 3. Invoking System Calls

The parameters passed by the system calls are diffédr@mttihat of normal C
functions. For normal functions, the parameters wmeally passed by writing their
values to the active program stack, be it the User Matk €ir the Kernel Mode stack.
For system calls, the parameters are written todgsters before issuing the system call,
and then the kernel copies the parameters from thsteegto the Kernel Mode stack
before invoking the system call routine.

There are many system calls pertaining with the samedienctionality, and
thus can be grouped together under one general categopes®Bystem calls handle the

behavior and invocation of processes. File-systenesystlls such as open handles the

14



requests for reading and writing to files by all process¢stwork system calls such as

accept performs the function of connecting a socketct®at.

2.4.1 Process System Calls

In Linux, processes are created using one or more ddllbeving system calls.

sys_execve — Reads the filename of the new program freraltk register and
begins execution of the process.

sys_clone — Lightweight processes are created withstfstem call. The child
process can share a number of resources with the paicaass, such as memory
descriptors or page tables.

sys_fork — A process created with sys_fork does not sltrareéesources with the
parent process.

sys_vfork — A process created with sys_vfork creates d phicess that shares
the memory address space with the parent process. ldowihe parent’s
execution will be blocked until the child exits or execlgasew program to avoid
the parent from overwriting data required by the child.

do_fork — The do_fork function is not a system call, btaindles the clone, fork,
and vfork system calls. This is the function thatadtes and returns the assigned

PID of the child process.

When a user begins the execution of a program, suchpasytin /bin/ls at the

command shell, the command shell will fork a new psecavhich in turn invokes

sys_execve with the parameter of “bin/ls.” The sys_exdanetion then proceeds to

check the corresponding file, the executable format,randifies the execution context

of the current process to begin execution of the nedecas soon as sys_execve

terminates.

2.4.2 File-system System Calls

15



Files can only be accessed by processes when theymeeet’. To open a file,
the process invokes the sys_open system call, which sedufite handler. In Linux, all
files are handled with an identifier called a file dgstor. The file descriptor represents
an interaction between a process and an opened filee s&me file object may be
identified by several file descriptors in the same praces

To access open files, the program must use a combinafidhe sys read,
sys_write, and sys_lIseek functions. When a file is ahehe kernel sets the file pointer
to the first byte in the file. A process must use gezk system call to move the file
pointer to the specified location. Once there, thecgge can begin either reading or
writing to the file with the read and write systemisalFinally, when a process is done
accessing a file, it must invoke sys_close to releasejlen file object. When a process
terminates, all remaining opened files are automaticalased.

A list of file-system system calls:

sys_access  sys_chdir sys chmod sys chown sys chroot

sys_close Sys_creat sys_dup sys_dup2 sys_dupfd
sys_fchdir sys_fchmod sys fchown sys fdatasync sy flo
sys_fstat sys_fsync sys_ftruncate sys Ichown sys link
sys_llseek sys_lIseek sys_Istat sys_mkdir sys_mknod
sys_mount  Sys_msync  Sys_open sys_pread Sys_pwrite
sys_read sys_readlink sys rename sys_rmdir sys_stat
sys_symlink sys_truncate sys umount sys unlink  sys ustat
Sys_write

2.4.3 Network System Calls

The system calls pertaining to the network are definédettisocket.c. The actual
entries of these networking system calls in the systaih table, however, are
nonexistent. In Linux, all networking related systeallsc are accessed through a
gateway system call named sys_socketcall. Sys socketkadl in a parameter for the
type of networking call required and calls the appropriabefsnction. Appendix A lists

the networking system calls under the gateway systdmysalsocketcall (#104).
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2.4.4 Other System Calls

Due to the large number of system calls existing in Linuxchoose to target the
system calls for process control, file access, atdar&ing to demonstrate a proof of
concept for our monitoring and trust building methodologye remaining system calls
listed in appendix A that were not discussed can aldagyed for additional sources of

information in black-box programs and will be left fatdre work.
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CHAPTER 3
SURVEY OF MONITORING AND COUNTERMEASURE

TECHNIQUES

3.1 Program Monitoring

Research into program analysis methods has beendstane the 1960s [10].
The two major methods of analysis are static and dymarftatic analysis considers
program activities based on the program instruction codeouiitconsideration of its
execution. On the other hand, dynamic analysis is baseexplicit observations of
execution histories and behavior. Early on program mangdechniques focused on
primarily execution monitoring. This was achieved througir-gsntrolled break points,
tracing, observing and setting values of variables, and foadification of the program
(patching). Most of the early execution monitors wereelged for assembly

languages, but were soon applied to higher level programmmggdges.

3.1.1 Debugging

Most modern microprocessors now contain features in @RU design to assist
in debugging such as having hardware support that allows useatepgahrough the
program one line at a time with the trap flag [47]. Delmggrograms is a widely used
approach, providing many insights to aid in error detecti@hpgagram optimization. A
common debugger allows programmers to obtain informatich as register values and
memory contents. Debuggers also help users in crackfhygase by allowing them to
execute or skip over certain subroutines such asetloesling with protecting the
software. Some of the earliest debugging system techniquedved using a
preprocessor to convert debugging statements into sotatmments. These source

statements were then compiled together with the progydya monitored.
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The evolutions of debuggers have migrated away from bemmi¢éaye specific as
were the debuggers of the sixties. Today, one of thet miolely used debugging utility
is GDB: The GNU Project Debugger [30] (created in 1986). GIBvs users to debug
programs written in many languages such as Ada, C, CseaRa&tc. Also, GDB can
even work remotely and debug programs executing on other machine

Debuggers perform their task using the information genefatetde compiler to
associate the source code with machine addresses whgmeogram is executing. This
allows the debugger to see the corresponding source cdue.is Bchieved by inserting
breakpoint instructions into special positions of the codéyousing the compiler to
generate stop instructions that will make programs waiintructions from a supervisor
program. The prior solution is successful when the debugaeraccess to the code
stream and can modify it. The second solution is useshwhe code is in read only

memory and modifications are not possible.

3.1.2 Injection

Code injection is a technique to insert code into a pmdnataking advantage of
unenforced and unchecked assumptions for program inputs [Bhis is often done
through the use of a buffer overflow on the uncheckpdtinMalicious users often apply
this method of attack to gain unauthorized root acces® amsert malware into the
compromised system (such as buffer overflow). Codetioje has other uses as well.
For example a user may wish to modify the behavior ofjams or simply to insert
additional software breakpoints for debugging purposes. Tdrerseveral reasons why
this approach is used, such as when modifying the softwarsther impossible or
prohibitively costly.

There are several types of code injection techniques.fifidt of which is
categorized as script injection to take advantage of uketesntries in web applications.

In this type of injection, additional code is added into inpufters and then is executed
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by other users as part of the background code. Figure eevthat a web server has a
standard guest book script that accepts small messageadess If this input is
unchecked, then it is possible for someone to embed soeao this guest book with
a message shaped like standard scripting language to hijackltegaeny Once this is

done, any subsequent visitors to this page can be targetee inyected code.

/ Standard Website with a Guestbook

Guesthook

Hil
| am signing your Guestbook.
- Jane Doe

Hil

| am taking ower your websile
sesoript=document location="hit
pilisome_attackentookie, coi?
+document. cookie<fscript=

- Hackear

" J

Figure 4. Simple code injection example

The second type of code injection is from stack smashkigure 5a shows the
normal operation of a function call and the stacke Tirst method of stack smashing is
the standard stack based buffer overflow as shown in Fijureln this scenario, the
buffer is filled with data until the return address iglaeed to point to the injected code
segment. In Figure 5c, only the saved frame pointerveswritten, and thus when the
current calling function is popped off the stack, it willdav the injected return address
to the code segment. If the attacker cannot overtit@eeturn address or frame pointer

due to some countermeasures, they can use a methatlindilect pointer overwriting
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as shown in 5d. In this case, the overflow is used &ovanite the local variable that is
pointing to valuel and redirect the pointer to the refwldress instead. Next, the pointer
is then de-referenced and the value it points toasgéd at some point in function 1 to
an attacker-specified value. This indirect pointer ovéing method allows the attacker
to overwrite any memory location, and any pointer to ciade will later be executed

could be used for an attacker to overwrite.

Stack Higher Addresses Higher Addresses
ke Return address O Code -
il
0 Saved Frame Pointer { fo:

" can Stuckframe 10
call 1 Locul variables fi) Stackframe 0 call fl rani
R Arguments 1 Arguments {1

Return add fl
Returm address f1 L = d; r::s .
Saved Frame Pointer {1 ; Lm-::—dmj‘mcr
nter L
Pointer to daw z
Dat: Data
a
) Local Stackframe
Local Stackirame I Valuel Injected Code 1—":;'|N'~n tackframe 1
Valuel Varisble: st ariable
s Buffer “”” o s uffer [
Value2
Lower addresses Lower addresses
sher Ad: s
Stack Higher Addresses Higher Addresses
Code Retwrn address [0 Code
o Saved Frame Poinier § o
e Local variables f0 Stackframe 0 call f Stuckframe [0
B T L Arguments 1 # Arguments £1
Rewrn address £1 Rﬂun\m:ldn:s.s fl ]
Saved Frame Pointer ] L_{ Saved Frame Poinier fl
Pointer to data Pointer to data
Data Return address [0 Data
Saved Frame Pointer fi] Local Stackframe F1 o Injected Code ]..uul. Stackframe [1
Value ] =+—] o aluel Variables
S | Variables, i | ¥
Value2 Beliee) g Value2 f
alue
Injected Code
Lower addresse Lower addresses
_ower addresses

Figure 5. Stack smashing. a(top left) Standard stack exechbftop right) Basic stack
smashing, c(bottom left) Frame pointer overwrite, d¢attight) Indirect pointer
overwriting. {Source: [31]}

3.1.3 Memory Scanning

A memory scan is performed by recording the state eftbrking memory of a
computer program at specified time intervals. In effdus, is taking a snapshot of the
program during execution and dumping it to a disk. The ctsi@na memory dump
contain the information from the dumped regions of dddress space of the process.
Users can then examine these contents offline to naairthe interference with the

program execution. Finally, there are many downloadabls soch as objdump that can
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be used to analyze memory dumps. Moreover, singasailictions must be executed as

clear text, it is possible to obtain the current exagutiode that is residing in memory.

3.1.4 Tracing

Program tracing can be performed with several methodshwnclude system call
tracing, library call tracing, and execution path trgcirSystem call tracing, with tools
such as strace in Linux, is a technique where all systdis of a process, return values
of those system calls, as well as the parametersgass those system calls are
intercepted and recorded. System call tracing is a valuabl for users to diagnose and
solve problems where the source code is not readilyladl@i A great deal of
information about the program can be obtained by examiténmteractions with the
kernel. This information can be used to perform sanityckdheand to detect race
conditions. Execution path tracing takes place on aéVvevels such as conditional
branch tracing and instruction flow tracing. These itgaanethods allow users to
construct a standard behavior pattern for the executabkaining information such as
the frequency of the branches taken or the number ttiat®ns executed in a single
execution. Finally, library call tracing, such as leagives details about the library files
in use by the target program. All of these tracing tepres, however, are single process

oriented and are invoked statically [48] [49].

3.1.5 Decompiling

The translation of an executable into assembly or hitgwel languages is called
decompiling. The success of this process depends on thenaof information present
in the original executable as well as the clevernesh@fanalysis performed on the
program. The decompilation of a program is often brakeimto several stages: loader,
disassembly, program and type analysis, structuring, andiyfowde generation [50]. In

the loader phase, the basic architecture of the progndnmain function are examined.
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The objective of this phase is to locate the progratrygoint and discover the
architecture the program was compiled on. The disadgepnbcess translates the
machine code into assembly language. During program and typlgsian the
expressions and the type of value in the program are staoted. The structuring
process rebuilds the loops along with the if/then/etsamands of the program. Finally,
the code generation phase attempts to recreate thdehiglheode. Figure 6 shows a

sample piece of code during the decompiling process.

Loader Disassembly Program and Type Analysis Structuring

mow eax, [ebx+0x04] eax = miebx + 4] slruct T1* by
add eax, [etu+0x08] X = m%er»( + 3}; ----- » struct T1 | struct T1* shx;
sub [ahxsDC], eax miebx+ 12] = eax int val1; struct T1 {
020 1020 Il vaz; intvalt;
_“g"ee:’;:‘gb" &by = ebx | ebx Int vald; int vaz;
Compiled 1 jge ebx, 0, 1040 3 intvalz, |
coooWadd eax febx] o peoes L miebx] ebx->val3 -= ebx->val1 + ebx->val2: ¥ »| Source Code
g
mov ebx, et 0xd] ahyx = ebx + 4 1020: ebx->vald -= ebx->vall + ebx->val2;
imp 1020 1044: ebi = b | ebx while (sbx < 0) {
1044; jge ebx, 0, 1040 eax += ebx0=vall;
eax = m[ebx] ebx = ebx->val2;
ebx =ebx +4 }

J\ w 1044

\_/—\
Figure 6. The decompilation of code

3.2 Anti Monitoring Techniques

Encrypted executables employ a wide variety of technig@sdeter code re-
engineering efforts. In particular, good program encrygpbtoust overcome the methods
described in the previous section. The following two dilesiar@ faced by all program
encryptor creators:

» To be able to execute, the code of the program must evgnbeatiecrypted at
some point. Thus, the encrypted executable must havabihig to access the
encryption keys for the images. Because of this, @tiony is simply a way to
make it extremely difficult for attackers to retrieth®se keys.

» The attackers have complete control of the operating@amwients. The goal of
writing a program is to be able to sell and distribdte software to users.
However, this also allows attackers to obtain copfabe software and run them

on customized reverse engineering environments such as vinaclines and
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modified kernels. There is no way program encryption campletely block
reverse engineering attempts. However, good program eioerygatn deter such
attacks for a long time.

This section will provide the reader with a survey oé tommon methods

employed in encrypting executables.

3.2.1 Encryption

The first and most obvious method is the idea of enargptie binary to defeat
static disassembly. There are many executable encrypaitable for this task, such as
Shiva and UPX. To increase the security of the progtamalso possible to employ
multiple layers of encryption. Thus, in order to decikgt portions of the program, one
must peel back the layers of encryption like peeling thersgaof an onion. A program
for encrypting ELF-binaries is actually a combinationvad programs: the encryptor,
which performs the execution process and wraps up the exgmitable, and the
decryptor, which is a statically-linked executable that perothe decryption and
handles runtime processing [33]. The decryptor is oftelmeelded into the encrypted
executable and is completely self-contained, and it doeeely on linking to any library
files.

Figure 7 demonstrates how multiple layers of encryptaambe employed by a
program encryptor. The highest layer is most ofterotifascation layer. This layer is
intended to be easy to implement, can avoid simple statilysis. See section 3.2.5 for
obfuscation techniques.

Underneath the obfuscation layer frequently comes thevoad layer, which
employs strong encryption techniques such as 256-bit AES &mb the executable
using this method. The key used for this encryption wilheeSHA1 hash of the
password used to encrypt the program itself, and thus tngpgion is only as strong as

the password. The crypt block layer is the third and inndrlagsr, where the binary is

24



broken up into many code segments called blocks. The eiwrysed on the block
contents is typically very strong and unpublicized to furtherease the difficulty of
analysis. The code to generate the keys for this laygsaudo-random and is never
stored in plain text inside the program at any given polypically the decryptor
performs this by interacting with the dynamic linker desit on the system. This is done
by mapping the dynamic linker and then having the decryptor regainol after the
linker is done. Dynamically linking permits the prograntotad and unload routines at

runtime, which in turn allows those routines to bergoked and only decrypted on

demand.

Obfuscation Layer

c 1
£ Password Layer g
i oy
2 2
e "
Crypt Block Layer — o
B m
] 8
I ] g
m . =
Crypt Blocks Crypt Blocks  p— E g

2

=3

Crypt Blocks Crypt Blocks  #—

Figure 7. Multiple layers of encryption

3.2.2 Integrity Checks

Code integrity checkers can be employed to prevent attacks modifying
instructions such as code injection. Although the use ofksiens will slow down
program execution, they provide the benefit of makirdifftcult for users to insert code
into the executable without first disabling the checksufiigere are also several methods
that will improve the difficulty of disabling the checkss. To increase the difficulty of
detection, it is possible to randomize the checksum tperaand to make them

polymorphic. To enhance the difficulty of removing titecksums, the values computed
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by the checksums can be used in a non-trivial task, suahig the result to calculate

the address of the next code segment.

3.2.3 Anti Debugging

Anti-debugging and emulator detection techniques are emplay@detent the
examination of the source code through debugging and eowl&bls. There are
debugging detection methods such as using tick timers to @dtectmally long periods
of execution time and exploiting certain propertieshef operating system to prevent
their function. For example, the Shiva encryption progtakes advantage of the Linux
property that no program can be traced by multiple soutdbg dame time through two
forked processes tracing each other. This method carbalsised to detect if certain
debugging programs, such as gdm, is currently using ptraceeoaxdtutable. If a
program tries to invoke ptrace on itself and fails, thémows that it is currently under

analysis by a debugger using ptrace.

start:
jmp  label +1
label: DB  0xe9
mov  eax, 0xf001
Disassembly of code:
# objdump —M intel —d anti02

Anti02: file format elf32-i386
08048080 <start>:
8048080: €9 01 00 00 00 jmp 8048086 <label+0x1>

08048085 <label>:
8048085: €9 b8 01 f0 00 jmp  0f48242 < bss_start+0xeff1b6>

Figure 8. Hidden mov instruction
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A second method to defeat debugging is by jumping into the lenidfl an
instruction to defeat linear sweep. Figure 8 gives a daoriple of code that hides an
instruction from objdump. In this example, we show amriresion which assembles into
more than 1 byte where objdump will not follow the jumpmosand and will just
disassemble the program linearly from start to end. r&helt is that objdump ignored
the jump destination and disassembled the instructi@cttlirfollowing the first jmp. As
shown in this figure, the 0xe9 byte was also displayea jasp instruction and thus the
move operation became hidden.

Finally, it is also possible to detect breakpoints geadraly common debuggers
such as gdb. Gdb sets breakpoints by replacing the bthe address to break with an
int 3 Opcode, which is Oxcc [34]. Thus, it is easy for @gpam to check addresses for
Oxcc as shown in figure 9.

// —— antibreakpoint.c --
void foo ()

printf("Hello\n");

int main()

if ((*{wvolatile unsigned *) ((unsigned)foo) & 0xff) == Oxcc) {
printf ("BREAEPOINT\n")
exit(l);
}
fool();
{/ -- EQF --

# gdb ./x
GNU gdb &.0-2

Copyright 2003 Free Software Foundation, Inc.

GDE is free softwars, coversd by the GNU Gesneral Public License, and you are
welcome to change it and/or distribute coples of it under certain conditions.
Type "show copying” to see the conditions.

There iz absolutely no warranty for GDE. Type "show warranty" for details.

This GDB was configured as "iS586-linux-gnu"...Using host libthread db library "/
lib/tls/libthread db.so.1".

gdb> bp foo

Breakpoint 1 at 0x804838c

gdb> run

BREAEPOINT

Program exited with code 01.

Figure 9. Breakpoint detection {Source: [34]}
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3.2.4 Virtual Machine Detection

Virtual machine emulators such as VMware can be detectexdyining the hardware
that it is supposed to emulate, such as having VMware\IMware SVGA 1] PCI

Display Adapter for the video card [20]. VMware also hasnéerface used to configure
VMware during runtime and can be accessed with seveegia assembly commands.
Unfortunately, encryption programs can easily add in codese these commands to

determine whether if the machine they are attacking is rurvivhgare as well.

3.2.5 Obfuscation

The goal of code obfuscation is two fold, to protectdbde from being reverse
engineered, and to make it more difficult for someanereate a generic unwrapper for
this software. This is achieved by rendering the code unreatalisers and to defeat
common disassembly techniques [51]. Although code obfuscedinorslow down code
study and avoid direct code stealing, it also slows ddwrapplication and will increase
the software size.

There are several common techniques used for code ab@ursc

* Dynamically computed calls — The jmp and call values ailzged at run time
to make it difficult to follow the code statically.Functions are not invoked
directly but with address pointers that are calculat@sgusther means, such as
subtracting a constant from the checksum of the prewiode block.

* Opaque predicates — Although the result of such an opeilatiorown ahead of
time logically, branch predictors will begin code exemuitof the sub branches
while the computation of the statement is being procesHea.computationally
intensive statement is used, then it further incretss&mount of dummy code

that requires analysis. Here in the following examfpitpufe 10), the cosine of
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any value cannot be greater than 1 and thus the code it&deonditional
statement should never affect the program execution.

» Execution flow disruption — False exceptions can be rdisethe program and
shaped in such a way that the error handler can degechéracteristic. If it is a
fake error, the error handler will perform decoy tasish as tweaking memory
addresses and registers before returning to the calld®y co

* Junk insertion — Junk bytes can be inserted into code te déassembly errors.
These junk bytes must satisfy two qualities: they magpdrtial instructions, and
must be inserted in such a way that they are unreachabletane [51]. To
achieve this goal, code is broken up into block segments @hd with
unconditional control transfers, and junk bytes are iademn between these

blocks.

if (cos(sin(x)) >1){
/I perform dummy operations }
/I Continue program execution

Figure 10. Opaque predicate example

3.2.6 Kernel Module Detection

Often, encrypted executables employ various tasks to detecexistence of
recording tools and replaced system calls as others @ttemreverse engineer the
program. In [20] part 2, Thorsten Holz and Frederic Ragislussed methods attackers
could use to detect Sebek on honeypot machines. The Lension of Sebek is a
loadable kernel module that has similar propertiesra®tkit. This is achieved through
the unlinking of the last module in the module list. Tindinking allows Sebek to
remain hidden from programs such as Ismod, but Sebek stilamasasily detectible
module header structure resident in memory. In [35B&f et al mentions that since

Sebek provides its own sys_read function, it has to melshsystem call table to update
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the pointer from the original sys_read function to thedifred version. This will cause
the addresses of the sys _read and sys_write functiolms tery different, which allow
hackers to detect that one of these functions mag lhaen modified at some point.
Unmodified read and writes tend to be near each oth#reirmemory address range.
Dornseif et al also found that it is possible to avogging commands into Sebek by
using the mmap system call. Rather than using sys_ceagén files, a hacker can
employ mmap to map files directly into memory and lsgpthe logging capabilities of
Sebek completely. Finally, it is possible for attaskerdetect the traffic Sebek generates
by performing an operation that makes heavy usage of sgs geeh as doing a dd of
/dev/zero and writing it to /dev/null. The amount toéffic generated by Sebek
introduces a noticeable delay of over 4800 milliseconds ikgbaound trip time. The
informed developer for the encrypted software will tallgantage of this knowledge and
build in detections for such events and even attempt to dbwrh such monitoring

methods.

3.3 Examples of Encrypted Programs

Skype is an overlay peer-to-peer (P2P) voice over IP (VpiByram that has
come under scrutiny from many researchers [12] [14] duédantricate security and
encryption techniques employed in the executable file. Taerdwo types of nodes in
the Skype network, basic nodes and super nodes. Anyhaditgg a public IP address
and meeting sufficient system requirements has thenpaitéo become a super node.
Baset and Schulzrinne performed a study in 2004 [12] to exarkype $h greater detail.
Their goal was to determine key Skype functions suchogm,| NAT and firewall
traversal, call establishment, media transfer, cqdacd conferencing under different
network setups. In their study, Baset and Schulzrinrerm@tied that Skype was able to
pierce through firewalls by establishing TCP links with supmles on the http and https

ports.
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At the Blackhat Europe conference in 2006, Philippe Biondi &adrice
Desclaux presented the results of their attempts atatimg the encryption methods
employed in Skype [14]. The usage of Skype is a con@@rmény network security
administrators at major corporations because of a@tgesive nature. The very first
technique Skype employs is code encryption. Rather thaimghahe entire Skype
program decrypted in memory at any given time during exatutgkype applies
techniques to hide portions of its code until the instrustioeed to be executed.
Moreover, during the decryption process, Skype erases preyvidestypted code along
with overwriting portions of its import table. Thus, alyanstance of execution, only a
small portion of the total code is unencrypted and alse unclear which portion of the
program this section of code came from. This anti-daggiechnique defeats the
possibility of observing instructions during the runtime ofgky

There are also intensive code integrity checks in Skygrem [14], we see that
overall, there were nearly 300 checksums embedded in thecesaode. These
checksums were encrypted and the checksum operatorgarei@mized. Finally, the
values computed by the checksums are used by Skype to parfosmtrivial task, such
as determining the pointer for the next code segmenhesd checksums make it
impossible to insert software breakpoints into the prognammch is one method for
program monitoring. Moreover, Skype employs severklttioers that attempt to detect
abnormally long execution periods, once the tick time&ach a certain count, the
program will randomize the registers and jump to a ramckdrpage.

Building a program profile for Skype is also a diffictdisk due to the lack of
behavior patterns. In fact, the developers of Skypetioteally obfuscated the code by
inserting randomized behavior. For instance, therenamay dynamically calculated
opaque predicates that make Skype difficult to follow ically. Other code
randomizations can occur where Skype performs a sefieslculations based on a

randomly calculated condition and proceeds to disregardesult. Finally, Skype can
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generate fake errors and raise fake exceptions. If aefaike is generated, the handler
simply tweaks some memory addresses and registersemcdetiirns to the calling code.
Skype encrypts all digital content it transmits to aeceives from the network. This
makes it difficult to determine whether if the activlBkype performs is malicious or
benign. Moreover, Skype often sends and receives iattom to portions of the
network even when the user is not actively using the pmgo make a VolP call.
Finally it is impossible to determine if the latest updat&kype has installed a backdoor
to the program due to its encrypted nature.

Shiva [6] [32] [33] is a free binary encryptor developed to wicrELF
executables under Linux. Executables encrypted by Shivenoerto run as normal but
are more difficult to reverse engineer. In their preéation [33], Clowes and Mehta
presented the idea behind the creation of Shiva: to offerethod to prevent trivial
reverse engineering of algorithms, to protect setuid prognathgasswords, and to hide
sensitive data and code segments in the programs. filsigoal is to render the
ptrace() API ineffective and thus defending against comimoux tools that rely on that
API such as ltrace, strace, fenris, and gdb. Next, Shtheampts to embed many active
detections of monitoring attempts into the target prograrhird, Clowes and Mehta
noticed that static analysis becomes much more difficthe executable is encrypted on
more than one level. This led to the developmentyérls similar to that of an onion
where attackers must strip each layer of the encryiegdare attacking the next layer.
Finally, adding in unpredictable behavior that differs frome executable to the other
makes the encryption method less standard and thus nidkeslér to create a generic
unwrapper. Shiva contains two separate components, aypgoo process that
performs the encryption and wrapping of the executable aatecryption process that
performs decryption and handles runtime processing. Theypd®n process is
embedded within the encryption portion of the program andngptetely self-contained.

Finally, the main executable thread will create a coletrgrocess (a clone) so that both
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threads can trace each other, thus effectively lockingr programs from performing
tracing on the program due to the Linux property thathmead can simultaneously be
traced by more than one other thread at any given tififee authors also mentioned
future work on Shiva which includes dividing programs into kdoat compile-time so

only one block at a time will be decrypted during execution.

In [1], Amit Singh brought attention to the use of epteg binaries in the new
operating system from Apple computers. In his articlegls stated that the use of
encrypted programs is one solution Apple came up witingke the process of running
Mac OS X on none Apple hardware “non-trivial.” The Applearies are Mach-O files
containing one or more AES-encrypted segments. A sisgdech that looks for Mach-
O files with encrypted properties turns up the following ¢is programs: dock, finder,
loginwindow, systemuiserver, mds, atsserver, and tr@nsla

In summary, the field for program encryption is vergnacas innovative methods
of encryption and anti-reverse-engineering methods arg l®iplored daily. As the
number of commonplace encrypted program grows, so walindctessity of monitoring

those encrypted programs.
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CHAPTER 4

ON DEMAND SYSTEM CALL MONITORING METHODOLOGY

There is currently no methodology to establish uset trusncrypted programs
with program monitoring. Since statistical analysis ddowt work due to program
encryption does not work, runtime monitoring methods rbastxamined. We believe
that such a monitoring and trust developing methodologjyb@ineeded in the future as
more and more executables become encrypted due to increasimgty and anti-piracy
concerns. Even today, encrypted executables such as Pkggent a great security
threat to companies [12]. Our initial interest in thise@ch area came about as a result
of several publications about the potential risk of Skyme the lack of a good solution
for administrators to use in insuring the safety ofirtrsystem. We believe that
implementing on demand system calls for the execufi@marypted programs is the best
type of mechanism to incorporate into the kernel, asegliests to access the underlying
resources must go through this gateway. Below is eus®on of key concepts for
system call monitoring, trust development, and detectiethods using the gathered data

to obtain a trust development architecture.

4.1 Architecture and Methodology Overview

As previously described, system call monitoring is hoew concept. However, the
thrust of this approach is to provide a system wide safetyto catch potential
misbehaving actions of encrypted software, unlike previousemsystall monitoring
techniques and utilities that focus on system call seqsemcen individual programs.
We argue that this is necessary due to the intrinsicuoitg of these black-box programs
since it is unknown what parts of the system are bemgssed and what processes the
black box program may spawn off or modify. Our approadhloWing users to execute

encrypted software on their system can be broken datwrseveral stages:
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» Data Acquisition — We must modify the kernel to insadtitional code at the
system calls and to provide support to extract informatiatnof the kernel space
into user space for proper storage and handling.

* Monitoring and Analysis — During this phase, the gatheredidanalyzed to be
presented in an effective manner to the user. Alsonpakeisks and warnings
about any software currently in execution are logged.

» Display — The results from the analysis must be predetd the user in an

effective and intuitive manner.

By modifying the system calls themselves and thus addingnnadditional
monitoring layer to the actual system call layer asaghin figure 11, we minimize our
impact on program execution and lower our chances of dmteoti modification by
encrypted software. Our goal is not to be able torsevengineer programs but to ensure
the user that their sensitive system information andgss®s are not disrupted by the

execution of such software.

Sxstem Call Layer
________ MeniforineGayer — — — — T T T T T 7
Kemel Process Manager Scheduler
DATA Security Module
Hardware Drivers
Network | (disk, network card, video card, sound, etc)
VFS Stack
T

‘ Physical Hardware |

LPDTJ LPDQ_] LHD.f]

Figure 11. Modified system call layer
The critical component of the trust development architecis the system call data

gathering agent that is residing in the kernel. Thereseweral locations in the kernel
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where this data acquisition can take place, the sybeallller, at program startup by
invoking strace on all new processes, and at the agtsi&@ms call functions (see figure
12). There are tradeoffs with each of these approach&s have to consider overhead,
ease of modification, security, and customizability.

The invocation of strace upon every process startup smple means of
obtaining the necessary system call information. flaén draw back of this approach
was discussed before. Any processes that are alreawnly traced cannot be traced by
another process. Thus, invoking strace or ptrace losysiem processes will disable
many utilities and features such as gdb. The other tvatidots in the linux kernel where
data acquisition can take place can be considered in ifutttail. Both tapping the
syscall handler and the functions themselves providerdift security and monitoring
benefits. By tapping just the system call handleraveestill able to aquire data and we
can ignore potential changes at other system calls, suskisaread being replaced and
are still able to acquire data. In using this data acenslbcation, the syscall handler
becomes the single point of failure and thus should itelplaced by an attacker, then all

system call information will be lost.

User Mode Kernel Mode
—————————————————————————— N P
I
I
I .
L Invoke exec()q{ | systermn_call: sys_execve() {
SYSEXEC : sys_execve() |
- - A
- e | - EE e
4} I SYSEXIT
I
I
—‘J -
Syscall Wrapper System call
Invacation in routine in libc Syhsleg: call service
a program library andler routine

1. Ptrace
2. Syscall Handler Tap
3. Syscall Modification
Figure 12. Three possible locations for system call mang.
The approach we choose to use was to modify individgstem calls so as to

monitor various aspects of the operating system. @rbeoprimary concerns in the
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modification of the kernel is the possible introductadrtoo much excessive code and the
possible generation of too much data. If we tapped thersysall handler, additional
code must be introduced to ignore every unwanted systksn €2n the other hand, it is
possible to simply record all system call activity, Ithis approach can result in an
overwhelming amount of data. Thus, we choose to maalfyet specific system calls to
evaluate our methodology.

To be able to successfully monitor a process, a basiononn set of system calls
must be instrumented to obtain information. These ays execve, sys_fork, and
sys_open. These three system calls provides criticahnation about the program being
executed, such as its binary filename, all the child psesesand the files accessed by
that program. The logging mechanism will always bevactue to the relatively
infrequent hits to them when compared to other systels cal

The data gathered at the system call level must be egrptwrteser space for
storage. The process used to perform this phase takestagivaf the kernel message
buffer. First, the size of the kernel message budfancreased to lower the possibility of
the buffer being overflowed due to excessive volumdatd. Second, using this buffer
allowed us to take advantage of the inherent kernel megsmgiizing property of the
kernel message daemon. Figure 13 is a sample of raw sysdaf@e The first column
denotes the system call, followed by the pid, timestamgeconds and micro seconds,
the target file, the file descriptor number, the inotlethe file, and a flag for successful or
unsuccessful open. The data gathered from these nibgyfséem calls are then stored in

a SQL database for easy access and searching by theispalyse.

sys_open|7010|1192730750|892841|/etc/ld.so.cache|4|1374711|v]|
sys_open|7010|1192730750|892880|/lib/tls/i686/cmov/libreadline.so|-2|v2|
sys_open|7010|1192730750|892970|/etc/ld.so.cache|4|1374711|v]|

sys_open|7010|1192730750|893025|/usr/lib/libedit.s0.2|4|834021||v1|

Figure 13. Raw sys_open data.
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4.2 Trust Development

To develop trust in a black-box program, the program syst@imbehavior is
compared against a list of policies of the operatingesystWe begin by subdividing our
system calls into several categories.

o represents a system call

T represents the operating system

T(o) represents applying the system call to the operatisig sy
1 represents memory

A represents a change, i represents a change in memory

X={Q, O, A, M,Z,P} - all system calls

Q = {execve, fork, open} — baseline calls

® = {read, write, Iseek, ...} — file system calls

A = {socket, connect, listen ...} — network calls

M = {mmap, munmap, mlock ...} — memory calls

H = {getpriority, setpriority, ...} — system operation calls
© = {all other system calls} — all other calls

A second method of categorizing system calls is basedeaygh of modification

is performed by the system call on the operating system:

A0X:0c0OXwhereT(c) =T - subset of calls that only reads data
BOX:0c OX whereT(c) =T + Ap - subset of calls that modifies memory
I'0X:0c 0% whereT(c) #T - subset of calls that writes to 1/0
YOX:c{ ADOBOT} - system calls that cannot be categorized

We further break down the subcategory of system cadis dreates output into
three groups:
N OT - subset of calls that writes data to user interfasigsh) as the monitor

Z0OT - subset of calls that writes data to the file gyste
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K OTI - subset of calls that writes data to output devices) asaetwork card

It is possible, that given the previous definitions, sonsesy calls can exist in
multiple categories. For instance, programs often ysengite not only to write to files,
but also to the monitor. Finally, one last subdivisimeaks down the calls reading or
writing to the file system based on the degree of seitgiof the files.
Ap, Zp - system calls that reads and writes files belongribe program
Ay, Z; - system calls that reads and writes to librarsfile
Ay, Zy - system calls that reads and writes to user files
As, Zs - system calls that reads and writes to none libsgsyem files
Ax, Zx - system calls that reads and writes to user definesitse files

Based on these definitions, it is possible to come ub mies for the operating
system to estimate the degree of trust allowed for articpkar program. For example,

table 1 contains some sample policies for low, medand,high risk programs.

Table 1. Example policies
Risk Factor | Policy Explanation
Low Oo 0 Program where Any program that read
cO0{QO0(@nA)O(MnB)ON} |only from program and
library files, performed
memory operations, and
output data to user devices
such as the screen or the
sound device is low risk.

Medium Oo 0 Program where Any program that has the
cO{QO0(@nA)O(MnB)ON properties as the previous
0Zy,0 (AnA)} low risk program bul

additionally modified its
own program files as well
as read data from the
network is medium risk.
High Oo O Program where Any program that read
cO{Q0AOZ} user defined sensitive filgs
(such as a file containin
their banking information
or modifies system library
files is high risk.

«Q
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4.3 Intrusion Detection

Providing intrusion detection for encrypted software is eesgary and integral
part of the development of user trust. Due to its olafestnature, it is difficult for users
to detect intrusions on obfuscated programs. It is theojothe intrusion detection
system for scanning the processes on the system fent@dtcompromises. If a
compromise is detected, the IDS will build a report arahamit it to the user for
verification. In this section, we discuss two apphmscfor accomplishing successful
intrusion detection.

Through repeated executions of programs, it is possibleittbujua profile based
on the policies for the program. For example, a pragrath a low risk factor policy
given in table 1 that begins to issue system calls b&lgriyp the(][subset is highly
suspicious.

The second approach to intrusion detection is based ogramno behavior
profiling. This is a combination of system call sequenoaitaring and system call data
monitoring. For system call sequence monitoring, theomagtiof the program are
examined to detect anomalous behavior that should nicatlypexist. For example, any
process that invokes sys execve twice warrants furthentat since this is a
characteristic of a buffer overflow followed by soingected code designed to execute
another program. For data monitoring, we examine thealypibraries used by the
program and characteristic program behavior, such asrtlee in which library files are

read from, and how the program creates and writes toaiary files.

4.4 System Operation

The procedure to accomplish our trust development andsiotr detection
system is shown below in figure 14. This process begimenva system call request is

made. Once the request is filtered down to the individysiem calls, they are passed
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through the monitoring layer, which duplicates the request taansmits it to the
behavior intrusion detection system. The duplicate régweeshecked for behavior
characteristics and is compared to the policy profilehef process. If an intrusion is
detected by the behavior IDS, then a reject signalisteekill the system call request. If
the program system call request does not match theypdlibhe program, then user input
is requested for verification such as when a programequesting write access to
letc/passwd. If the new policy is confirmed by the usépaas” signal is transmitted and
the system call request is transmitted back to the psodé the program request matches
the policy profile, then a “pass” signal is transmitt&sl well. In parallel with this
operation, the monitoring layer passes the systemexzpliest through to be processed by
the system. Once this request has been processed bydtating system, the resulting
reply will be held by the monitoring layer until it istdemined that it is okay for the

process to receive the resulting data.
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Figure 14. Modified system call layer

4.4.1 Behavior IDS

The behavior IDS is responsible for detecting changeseiptbgram behavior,
locating deviations with timing analysis, and identifying@glal operations. This phase
consists of several databases generated from histeystém call data and process
information. This set of databases is then used asefirisafor new process behavior for
anomaly detection.

The program behavior databases are used for standardckeaking, such as
accessing typical library files and writing to files. cBgrogram has an associated file

list consisting of common and uncommonly used systenarjibfiles. During every
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execution, it is expected that these files are opemedsk. If a program begins to access
other files during every execution without any recent mealiions to the system or the
program, then this bears further investigation. Fileesscbehavior is similarly
examined. Should a program begin to write to its libreies, for example, then a
warning is generated and is brought to the attention afsée

Timing analysis is very system and user specific. Our @gpre to analyze the
difference in time of easily identifiable program signasur We believe that it is possible
to obtain some characteristic information based oratheunt of time measured by the
system (in microseconds) from standard program acoelssehavior. If a process that is
typically resolved in X amount of time requires X+maunt of time where n > security
threshold, this signifies a deviation from standard behavio

lllegal operation identification is performed by checking iftogical system call
behavior. This is different from the policy enforcementhat it is possible this illogical

behavior uses only system calls allowed by the policyrfermprogram.

4.4.2 Policy IDS

The policy intrusion detection system is responsibléémp track of system policies for
all processes. When a system call is received by theypbIS, it is tested against the
policies of the program to determine if the systemlzaltbngs in any subset of the
policies. If the check returns true, then the IDS palss the system call. If the check
returns false, a warning is generated and sent to a lofilgirigr the user to peruse at a
later time. If the system call belongs the categdt, Ax, Zx, then the system call will be

suspended until the user accepts or rejects the action.
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CHAPTER 5

EVALUATION OF PROGRAM MONITORING

In this section, we present the results of our rebeardd demonstrate some

applications of the data gathered from system call momgo First, we present our

results from applying this method to encrypted software agcBkype and evaluate its

success at detecting several types of viruses and expl&@econd, we introduce a

possible application of this research with computer faocens Third, we present our

approach of the visualization our data for a more iMeikepresentation for users.

5.1 Program Monitoring

In order to evaluate our methodology to build trust irgmted programs and the

success of detecting intrusions, we have gathered ao$yitegrams, program encryptors

and experiments that include legitimate programs anccima$i code and exploits.

5.1.1 Tools

Below is a summary of the tools and scripts used irettpgriment.

Sqlite3 - Sqlite3 is an open source serverless embedded&base. It uses
a single file on the host to construct all of itsalsse structures. As such,
Sqlite3 is an excellent alternative for data storageargel applications as
opposed to the creation of various customized file &smThe main goal
behind the design of Sqlite3 is to make it easy to adibainioperate, embed
into programs, maintain, and customize when comparddrgie enterprise
database solutions such as PostgreSQL or Oracle whit¢amiang simplicity
[43].

Xnee Suite - Cnee and Gnee are a part of the GNU Xo#e of tools
designed for recording and replaying user actions. Forréberding of

playing back user actions for our experiment, we used Gndeygred with
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the following even list: KeyPress, KeyRelease, Buttes®r ButtonRelease,
MotionNotify, EnterNotify, LeaveNotify, FocusIn, and RsOut.

* Tinyweb - Tinyweb is an extremely small and simple daerfor tcp/http
web-servers. Tinyweb requires no configuration othen ttfaough the
command line and consumes very little system resourcesur experiment,
we intentionally left a buffer overflow exploit ahe receiving buffer for
incoming traffic and disabled the stack smashing protectidarowith gcc.

* Ubuntu with 2.6.20 kernel - The Linux system for the expenits consists of
a stable Ubuntu[44] hardy heron distribution running a cusean6.20.16
custom kernel.

* Emacs - A recent Emacs 22.1 design flaw published by Sgckoitus
allowed the injection of code into the user-init fifeai specific sequence of
local variables were embedded a file. It is possible ti@ckers to execute
programs and other code through this Emacs exploit.

* Linux Elf_Nel.A (Caline) - The Caline virus [38] is a silagrogram written
by researchers to infect Linux executables. When exeanddgiven a
parameter, the virus will attempt to attach itselfte binary.

* UPX - The Ultimate Packer for eXecutables softwara fsee and portable
executable packer that offers very high compression sradod fast
decompression. UPX supports a variety of operating systermonments,

including Linux.

5.2 Results

In one experiment we demonstrated that our architecamesuccessfully monitor
an encrypted program by the successful monitoring of Sksgeefigure 15). This figure

denotes the files opened by Skype during startup. Whilentextesting in itself, this
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demonstrates that our monitoring method has no issubgheitanti reverse-engineering

mechanisms of Skype.

Buse/bin/skype Assigned PID 9789

PID: 9789 Opening Jetc/ld.so.prelead

FID: 978% Opening Jetc/ld.so.cache

FID: 978% Opening /Susr/lib/libgt-mt.so,3

PID: 978% Opening Jusr/X11R6/1ib/libXext.so.6
FID: 9789 Opening JSust/X11RG6/1ib/1ibX11.50.6
PID: 978% Opening /lib/tls/libpthread.so.0
FID: 9789 Opening Jusr/lib/libstdess, 50,0
PID: 978% Opening /lib/tls/libm.soc.6

PID: 9789 Opening /slib/libgec_s.s0.1

PID: 9789 Opening /lib/tls/libc.sa.6

PID: 9789 Opening Jusr/lib/libfontconfig.=zo.1

Figure 15. sys_open calls of Skype.

Over a period of 4 seconds, Skype made 16 reads from /dedumna attempted
to open 394 files (238 of which were successful), and 217 writes.

In another experiment, we simulated an attacker runnimgfar overflow exploit
on Tinyweb (Figure 16). For the first few sequences,see the normal operation of
tinyweb as it accepts web requests and transmits thensespy accessing the index.html
file. Once the exploit request is transmitted, however detected that the PID of
tinyweb made a second sys_execvce call, this timesafoin/sh. This second call to
sys_execve is highly suspect as PIDs are assigned pergezkss not reused. Thus,
this call would immediately be marked for inspection g phogram behavior database.
After this call to /usr//sh, our attacker connects @ bound port and begins executing
commands as root. Each of these executions was caftyitee system call monitoring

as a new forked process by the PID.
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sqlite> select * from syscall_ list where pid=7843 order by sec, usec;
sys_close|7043|1209238764|608269 |N/A|4 |N/A|N/A|N/A|N/A
sys_read|7043|1209238764| 608707 [N/A|3|N/A|N/A|N/A|N/A

sys close|7043|1209238764 608723 [N/A|3|N/A|N/A|N/A|N/A

sys close|7043|1209238764 609152 [N/A|255[N/AIN/A|N/A|N/A

sys_close|7043|1209238764|609206 |N/A|3|N/A|N/A|N/A|N/A

sys_execve|7043|1209238764 609310 . /tinyweb |N/A|N/A|N/A|N/A|N/A Tinyweb Execution
sys_open|7043|1209238764|609399|/etc/1d.s0.cache|3]1375382 |[N/A|v1|N/A
sys_close|7043|1209238764|609418|N/A|3|N/A|N/A|N/A|N/A
sys_open|7043|1209238764|609455|/1ib/t1s/1686/cmov/1ibc.50.6]3 2075940 |N/A|v1|N/A
sys_read|7043|1209238764| 609465 |N/A|3|N/A|N/A|N/A|N/A

sys close|7043|1209238764|609649 [N/A|3|N/A|N/A|N/A|N/A

sys write|7043|1209238764|609997 [N/A|L|N/A|N/A|N/A|N/A

sys write|7043|1209238767|88963 |N/A|L|N/A|N/A|N/A|N/A

sys write|7043|1200238767 89234 |N/A|L1|N/A|N/A|N/A|N/A :
sys_open|7043|1209238767 |89263 | ./webroot/index.html|5|2382732|N/A|v1[N/A Responding to standard
sys write|7043|1209238767|89277 |N/A|L|N/A|N/A|N/A|N/A inquiry with html and jpg
sys_read|7043|1209238767 89515 |N/A|5|N/A|N/A|N/A|N/A files.

sys close|7043|1209238767 | 89546 |N/A|5|N/A|N/A|N/A|N/A

sys write|7043|1209238767 115707 [N/A|L|N/A|N/A|N/A|N/A

sys write|7043|1209238767 | 117438 |N/A|1|N/A|N/A|N/A|N/A

Sys open|7043|1209238767|117464| . /webroot/image. jpg|6| 2382731 |N/A|v1|N/A

sys write|7043]1209238767 117474 [N/A|L|N/A|N/A|N/A|N/A
sys_read|7043]1209238767 | 117598 |N/A|6|N/A|N/A|N/A|N/A
sys_close|7043|1209238767] 121182 |N/A|6 [N/A|N/A|N/A[N/A

sys write|7043|1209238781|631145|N/A|1|N/A|N/A|N/A|N/A

sys write|7043|1209238781|634394 [N/A|L|N/A|N/A|N/A|N/A

sys write|7043|1209238781|634404 [N/A|L|N/A|N/A|N/A|N/A

sys close|7043|1209238792| 10613 |N/A|9|N/A|N/A|N/A|N/A

sys_execve|7043|1209238792|10632|/bin//sh|N/A|N/A|N/A|N/A|N/A shell exploit!
Sys_open|7043|1289238792|10718|/etc/1d.so.cache|9|1375382|N/A|v1|N/A
sys_close|7043|1209238792] 10733 |N/A[9|N/A[N/A|N/A|N/A
sys_open|7043|1209238792|10767 | /1ib/t15/i686/cmov/1ibc.50.6(9| 2075940 | N/A| v1|N/A

sys read|7043|1209238792|10777 |N/A|9|N/A|N/A[N/A|N/A

sys close|7043|1209238792|10823 |N/A|9|N/A|N/A|N/A|N/A Forks of processes by
sys_read|7043|1209238796]190471|N/A|0|N/A|N/A|N/A|N/A attacker using the new
sys fork|7043]|1209238796]190622|N/A[N/A|N/A|7062|N/A|N/A shell

sys_read|7043| 1209238797 143590 |N/A|8|N/A|N/A|N/A|N/A
sys_Tork|7043| 1200238797 143871 |N/A[N/A|N/A[7063|N/A|N/A
sys_read|7043|1209238828|179423 |N/A|O|N/A|N/A|N/A|N/A

Figure 16. Monitoring an exploit.

In the following experiment, we traced two Linux viruseSaline and
Linux.RST.B-1. We first performed a scan on the twauses and determined that
McAfee antivirus detected them. Next, we used the UPX¥rara packer to pack the two
viruses and repeated the scan. This time, the antisgaisner did not detect the virus
signatures anymore. Finally, we executed these virusesirosystem and recorded the
results. During this execution we observed the behavi@atne. It is a simple virus
designed to infect a target executable when the infectegrgn is executed. In the
process, our monitoring system detected the creati@ntefporary file used by Caline
during the infection process. For Linux.RST.B-1 we deteechithat the virus, when
executed, attempts to infect as many common Linux progmamssr/bin as possible.
The list of detected files is presented in Figure 17. ¥Wealso obtain an estimate of the

age of the virus and the Linux distro it is mainly taige based on the names of the
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/usr/bin files Linux.RST.B-1 attempts to open. This is tuthe fact that the contents of
/usr/bin have changed over the years and for differetrtbadisons.
sys_open|7134|1197312984|187557 |mount|5|1452545|N/A|v1|N/A
sys_read|7134|1197312984|187796 |N/A|5|N/A|N/A|N/A|N/A
sys_write|7134|1197312984|187923 |N/A|5|N/A|N/A|N/A|N/A
sys_write|7134|1197312984|187935|N/A|5|N/A|N/A|N/A|N/A
sys_close|7134|1197312984| 187941 |N/A|5|N/A|N/A|N/AIN/A
sys_open|7134|1197312984|187966 |ps|5|1452562 |N/A|v1|N/A
sys read|7134|1197312984|188162 |N/A|5|N/A|N/A|N/A|N/A
sys write|7134|1197312984| 188173 |N/A|5|N/A|N/A|N/AIN/A
sys write|7134|1197312984|188185|N/A|5|N/A|N/A|N/A|N/A
sys _close|7134|1197312984| 188191 |N/A|5|N/A|N/A|N/A|N/A
sys_open|7134|1197312984|188210 |stty|5]|1452581|N/A|v1|N/A
sys_read|7134|1197312984|188262 |N/A|5|N/A|N/A|N/A|N/A
sys write|7134|1197312984|188271|N/A|5|N/A|N/A|N/AIN/A
sys write|7134|1197312984|188281|N/A|5|N/A|N/A|N/AIN/A
sys close|7134|1197312984| 188285 |N/A|5|N/A|N/A|IN/AIN/A

Figure 17. Linux.RST.B-1 modifying /bin processes

In another experiment, we tested an infection ofEhgacs init file through an
exploit of Emacs 22.1. In this exploit, a file containagariable list exploit allows the
attacker to compromise the Emacs init file resultinghan addition of the payload to the
file for execution. We performed several analysis typéh this exploit. First, we
captured the standard Emacs behavior during startup, and comparéoe behavior of
Emacs if this exploit was embedded in the document being dpdtigure 18 shows the
results for inode usage and timing based on the two eaasutOn the left, we see the
standard emacs execution behavior. On the right, wéhseexploited emacs execution
behavior. There is a noticeable difference betwhertiming delays of the two types of

executions based on inode usage.
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System Call Plot
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Figure 18. The execution on the left is standard Emacwioghvehen opening a file.
The execution on the right is the behavior of Emacswapeening an infected file.
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CHAPTER 6

PROGRAM BEHAVIOR PROFILING

In this chapter, we apply our program monitoring data tostassi the
reconstruction of past historical events captured infitkesystem journal. Although
there can be a degree of error in this process, we 8taivby using the captured system
call data as a training set to create a program behavialepobprograms as seen from
the journal, we lower the chances of misidentifying pnegram. Moreover, using this
approach gives forensic experts a new source of infaymahat they can use to

reconstruct past events.

6.1 Architecture

The generation of our program behavior database requw@scomponents: a
system call database and a journal entry database. Thesdebe created concurrently
while performing standard program and code execution oratgettcomputer. For post
intrusion analysis, the forensic investigator will haweexecute all possible permutations
of programs on the target machine to generate this bebbg&tabase. It should be noted
that the use of advanced applications requires moreunes which increases the
complexity of this analysis, thereby increasing the tiraquired for the forensic
investigation. However, this system is designed to aid iimefforensic investigations
and thus the retrieval of more extensive evidenceetsfshe heavier computational
requirements. The database will be used to derive efrenmtghe original journal log.

A program behavior database is created from a combinafiegstem call and
journal harvested metadata databases. The system taihdga contains information as
seen from the operating system such as file operds,reaites, program executions, and
terminations. The journaling database contains inode ntatadserted into the file

system. By correlating the syscall data with the rimition that has been written to the
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file system journal, we are able to detect a range aftiilgeng information from the
programs being executed on the system. This gathered evalws us to identify key
processes and events by examining the journal log in dé&tgiire 19 presents our

forensic process.

< Start )

Hard Drive |Duplication

System Call Journal Metadata
Monitoring Collection

Original Journal Data

A

Data Clustering Data
Models Analaysis

Database Generation

A 4

e———
Program Behavior «

Reconstruction
Engine

A

Recreated
Sequence of
Events

Figure 19. Forensics Process

As discussed in section 2, system call monitoring isanmw concept. However,
in our architecture, we apply system call monitoring in & aeplication by using it to
aid in file system forensics rather than intrusion cieta. Our primary motivation for
this approach is to retrieve information about the &lstem, such as file names of
particular inodes and the sequences of syscalls performedentify and catalog

relationships.
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6.2 Database Generation

We must first generate the program behavior databasenpmwer the forensic
investigators with the ability to reconstruct eventseldasn the journal metadata. At this
point in our system, we have two separate master datlwamtaining the behavior
information of various processes as they execute®sytstem in question. The next step
is to apply our data extraction models to obtain theouariprogram signatures for
forensic reconstruction of events documented in the jblogaThis is perhaps the most
time consuming phase of the forensics investigatiorha® tis often a vast quantity of
data to dissect. Moreover, there are additional datdetimy techniques that may be
applied to these logs to create different programadiges. To demonstrate our
architecture, however, we chose the methods described.bel

The first database generated contains program-file arfdtips (PFR). In this
database, we keep track of every file required for thewti of any particular process.
A counter is used for every instance of the program to kesk of the number of
executions. The inode number and filename of everydilehed by that program is also
entered into the database along with a counter shovewmgnimany times that process has
accessed that particular file. This information allavesto quickly identify the library
and data files required by locating files that are readnduevery execution of the
process. Lsof produces a similar data set without thefibeof knowing the order in
which the files were accessed.

The second database, using only the system call infemat a time ordered
behavior database (TOB). Given that most processesnvfah ordered sequence of
algorithms to perform certain tasks, we can develop an ofd®rents for any particular
program in terms of file accesses. For example, gmograms may choose to load all
the libraries in one particular directory first while et will load files as needed in no

particular order. To generate this database, differestamces of program execution are
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compared with each other to identify the similaritiex aifferences under varying
program behavior. File access orders are comparedlbasithe times between each file
access.

Similarly, several databases can be created with jgstraw journal data (see
Figure 20). Along system call monitoring, these databasede used to generate the
program behavior database as well as to verify ortreletected patterns. The first

column of the data is the inode number, followed by mtiatime, ctime, and dtime.

898630|1176638725|1192740160|118581580
60
898631|1176638618|1192740160|118581580
60
2107354/1192740160(1192740160|11927401
60|1192740160
2105282|1192740160|1192740088|11927401
60[0
833391|1185815764|1192740160|118581576
4|c

Figure 20. Raw journal data.

The first journal-based database is obtained by applyingata clustering
approach with a distance measure calculated by usingnakéication, access, creation
and deletion time values for the inodes being conside¥iih this approach, files that
are touched in a relatively short time period from eattler and files with similar inode
numbers will be added into the database as being “relatssithis database grows, more
and more relations between files will be inserted, félad that become strongly related
due to a large amount of near concurrent accesses siysteam will stand out more than
others. This database is called the Time Relationsifg) Database. Several further
refinements can be applied to the TR Database to denadaitional relationships by
examining the specific MAC times that created the linkveen the two inodes. For
example, if we repeatedly see an atime in the filstrfiatching the mtime in a second

file, we can establish a flow relationship read-writéwaen those particular inodes.
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Some other relationships include read-delete, read-creat@,read, write-write, and so
on. Figure 21 gives an overview of our data analysis psoces

The list of files and behaviors used to uniquely identifgracess is called a
“‘dominant feature”. This information is extracted frahe TRD and PFR databases.
There are times where multiple programs may share somall library files resulting in
the dominant features of one program masking that of ter,otve call this phenomena
data collusion. The extraction of the library files identify dominant features is
performed through analyzing the PFR database. Combiningfihrenation about the
program library files and the TOB generates a time edlélominate feature list. This
step and other dominant feature extraction methods arfermped in the program

behavior engine.
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Figure 21. Data analysis procedur

The final objective of the program behavior engine is ¢heation of various
program signatures from the dominant feature extractiatines. These signatures can
fall under several categories such as program libréy, fprogram file access behavior,
and time based behavior. Program library file signatudentify programs based on the
library files accessed during runtime. Program fileeascbehavior signatures identify
specific methods and ordering a program uses to access fiProgram time based
behavior signatures identify the amount of time progranay take to perform common
actions. The creation of these signatures makes ssille to uniquely distinguish

program executions from the file system journal.

55



6.3 Results

In this section, we will present some of the morerigsting results obtained from
our experimentation. Thus far, we have successfullgotied the execution of programs
through the correlation of the journal data with our kase via dominant feature
extraction as well as program behavior signature ideatibn. In the process, we have
learned in great detail the operations of these prograchghe background events that
are typically obscured from the user.

Applying dominant feature extraction and program behavior redwethe data
generated in the experiment identified several unique progigmatures. Several
smaller programs were less readily identifiable due ta dallusion to be discussed later.
The dominant feature targeted in this demonstration wasehef library and support
files for each program. Using our PFR database, we aaehghe number of times a
program used a file during execution to the number ofsimg@rogram was executed.
Files were sorted based on priority depending on thesledion between the file usage
and program execution. Files accessed upon every prograuntierewere labeled as a
library file. Files accessed above a certain thoé&s (in this case 80%) were labeled as
potential library files. Files with a correlation alo10% and below 80% were
considered behavior files that relied on program usagé.otiAér files were considered
temporary files that were touched in only a few scenaribasble 2 shows a subset of a
file list for one program and the file categories.

In order to distinguish a program in the event of datausih, additional files
have to be added to the dominant feature list. Althouglesorograms may camouflage
others, the lack of a library or data file may be tiitdistinction as well. In our
example, although vim uses every library file cat ugealso uses several additional
library files that cat does not use. Thus, notablemrtbles are also appended to the set

of library files for programs known to be masked by ather
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Table 2. Sample /bin/cat file list

Program - /bin/cat usage
424463 - tmpi750125/0 (1temp)
898622 - 98
{usr/lib/locale/en_US.utf8/LC_CTYP .
E (lib)
836025 - /usr/lib/gconv/gconv- 98
modules.cache (lib)
1371027 - 98
/usr/share/locale/locale.alias (lib)

49
1371051 - /etc/papersize (behav

ior)
898620 - 98
lusr/lib/locale/en_US.utf8/LC_ADD (lib)
RESS

The sequence of actions for each program was examinddtéot uncommon
flows of events. In Figure 22, we show the behavior aind vim when editing a new
file that was passed to the program at the prompt. Sdgsience of the creation and
deletion of the backup files .swp and .swpx upon prograrmoutia is a unique behavior
only exhibited in vi and vim. Using this pattern, it is thEassible to detect the creation

and editing of new files if done through these two editor
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Gyscalls PID Time sec usec filehame or FD
sys_execve|8307|1192732696|118015| /usr/bin/vi

sys_close|8307|1192732696] 1236213
sys_open|8307|1192732696|123684 |temp|-2|v2
sys_open|8307|1192732696|123707 | . temp.swp|-2|v2

sys open|8307|1192732696(123891| . temp.swpx|-2|v2

sys_close|8307|1192732696|123924|4
sys_unlink|8307)1192732696 | 123941 |2167354
sys close|8307|1192732696|123954|3

sys_unlink|8307| 1192732696 | 123968 |2107221

sys write|8387|1192732696|124049)3
sys write|8307|1192732697| 6164683
sys_open |B307|1192732699|360917 | temp |4| 2107354 |v1
sys write|8307|1192732699|360965|4
sys_close|8307|1192732699|374346|4
sys write|8307|1192732699|374579|3
sys write|8307|1192732699|374688|1
sys write|8387|1192732699|374734|1

sys_open|8307|1192732696|123568 | /etc/passwd| 3| 1372875 | vl

sys_open|8307|1192732696(123824 | . temp.swp|3| 2107221 |vl

sys_open|8307[1192732696|123912 | . temp.swpx|4|2107354|vl

sys open|8307|1192732696|124001 (. temp.swp|3| 2107221 |vl

Wi execution

Permission checks

Tnicque wi behavior, after a
failed file attempt, it will
attenpt to opern, create, and
then delete 2 temporary files
labeled .swp and .swpx

4 recreation of the .swp f£ile
for temporary storage

The sawving of data to the official
file name of "tewp”™, an update to
the directory entry (fd = 1), and
the deletion of the .swp file

sys close|8307|1192732699| 3747733
sys unlink|8307)1192732699 |374801 2187221

Figure 22. Unique vim behavior

Using the TR database, we detect relationships betfilesrthat are not in the
library list of the programs. In our example (see Feg2@), we first identify several key
library file inodes used by each program and then exantiaedatabase to detect
additional files that may have a correlation to thblseary files. In this example, we
know that inodes 1374711 and 2075940 are a pair of files that aredopencurrently
only by cat and vi. With this knowledge, we examine somehefother files that have
been given a relationship to 1374711 with roughly the same nuofbestablished
relationships, and we see that inodes 2075946, 836025, and 898620 hpa#&ehmsand

thus are potentially related to the execution of cat\aivim. Examination of the PFR

database confirms those files as being location filed by those processes.

Target Inode

Inode 1374711
(2075940, 39)
(2075946, 329

Identified Relationship
Fairing

Fotentially REelated

. Files
(836025, 213
ra9ge20, 213

Figure 23. Distance measure analysis.
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Figure 24. Dominant feature extraction accuracy.

We created a database of dominant features for the sgmpjrams we chose.
With this database, we performed dominant feature exdracin a set of journal data
generated from the execution of these programs. Figure 24sshe accuracy of our
method when given a varying set of thresholds. In opemxent, we define a false
positive as a time segment incorrectly identifiechdarget program execution. A false
negative is defined as a target program execution thathetaslentified based on the
journal data. The threshold value used here is the miage of files from the dominant
feature list that must be matched for positive prograntiktsation. From this graph, we
can see that as the threshold percentage is increas&d0%, the amount of false
positives drop to 11% while the amount of false negatinesease from 16% to 35%.
We also can conclude that for the programs and toolsingbs experiment, the optimal

threshold value is approximately 76%.
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We also noticed that programs with bigger dominant feagate generated less
false positives but more false negatives than prograthsswialler sets. There were also
more false negatives than false positives for progsaitisa small dominant feature set.
For programs that have may involve partial data collugibere they share a majority of
libraries and files, such as vi and vim, the false p&sitalue drops off sharply after the
threshold is raised to be above the percentage oftfilgseach program shares with the
other. Table 3 displays the false positive and negatatlaes for one trial of 50
executions of vi and vim. From this table, we can conclbdebetween 70% to 80% of
the files in the dominant feature set of vim is alsalaset of vi while almost 100% of the
dominant feature set of vi is a subset of vim.

Table 3. Vi and vim accuracy comparison

Threshold -

vim False Positive [False Negative #
50 127 0
60 89 0
70 46 1
80 0 4
90 0 49
100 0 49
Threshold — i

50 149 0
60 149 0
70 93 0
80 49 0
90 46 1
100 0 1

The first type of program behavior matching we performed the identification
of read-write relationships. During a trial executiove created, edited, copied, and
deleted various test files using our chosen programs. Ubegldta collected with
metadata archiving [4], we built our TR database and egttdii¢ pairings that exhibited
this read-write relationship. Using this relationship, werapted to pick out instances

where a write to a file occurred and matched the progrgecution at that interval with
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the file. From Figure 25, we can see that the degreeairacy at which our program
behavior model identified read-write flow relationshiptween files is independent of
the number of relationship links. This result is rathepdsing as we expected to see a
growing degree of accuracy as more relationship link pairs ideatified. We
hypothesize that this may be due to the large numbernagdaeary files that certain
editors such as vi create and delete as part of nogmeaation. This behavior may have

skewed the accuracy of files pairs with a low numbeeftionship links.

Accuracy Versus Relationship Count

17 19 21 23 25 27 29

Number of Relationships

100

90 -

80 -

70 -

60 -

50 -

40 -

30 -

Accuracy (percent)

20 -

10 -

Figure 25. Read-write relationship accuracy

The previously discussed dominant features that are ratedfén the journal due
to the execution of a program are but one view of tranmdtion. There also exist other
files that are regularly accessed. These files mayaas prominent as the dominant
features, but are still telltale signs that a pardicyggrogram may have been executed. If
files are accessed during the same period of time, thee be a relationship. In

addition, files which have close inode numbers may la¢ad as they may be in the same
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directory structure. Here, it is difficult to derivestandard parameter to determine the
closeness as every file system should be viewed as umiguas the distance increases
the probability of the files being related should decredBeerefore, a threshold is set
that attempts to use the distance between inodes @&ndinte values to establish a

relationship.
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CHAPTER 7

VISUALIZATION

Host based program monitoring tools are an essentiabpangaintaining proper
system integrity due to growing malicious network activiys systems become more
complicated, the quantity of data collected by these twibdsr grows beyond the ability
of analysts to easily comprehend in a short amount of timehis section, we present a
method for visual exploration of a system program flax@rdime to aid in the detection
and identification of significant events. This alwautomatic accentuation of programs
with irregular file access and child process propagatidngiwresults in more efficient
forensic analysis and system recovery times.

The motivation of our research is to address theviadig points.

* Visualization of program flow data gives the user adbetiverall view of

system behavior.

* lrregular events are more intuitively identifiable whmesented visually.

* Automatic accentuation of events lowers data analyisie and draws

attention to trouble spots.

e Taint propagation of process flows allows for rapid reation of damage

suffered following an intrusion.

To achieve these goals, we first present our systehdatd as a flow diagram
based on time. As additional system processes spawfilesare accessed, each event
is displayed at the time interval in which it occurre@ver time, as repeated program
executions and file accesses occur, a standard pattgyrofeer behavior emerges for the
system. During periods of irregular activity, new flowttpens may emerge and are

brought to the attention of the user. Finally, shoulg process or file become tainted,
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we then propagate that taint through the flow diagraredas program and file access

to show the extent of potential damage occurred on themsys

7.1 Tools

Prefuse - Prefuse [45] is a software framework writtedava to aid developers in
the creation of information visualization applicatioriBhe goal of Prefuse is to greatly
simplify the process of data handling and representatidme reason we chose Prefuse
over other visualization toolkits such as Piccolo, og the Visualization Toolkit is its
flexibility, the ability to render large amounts of data an efficient manner, and

excellent documentation.

7.2 Approach

Our approach to program flow visualization can be brokevndato three stages:
data acquisition and storage, analysis, and visualizatibims not necessary that these
operations be performed in the order listed. In fact,héurtdata analysis may be
performed based on user input from examining the resultsyghzation. Finally, only
the data acquisition and storage aspects must be perforntedlitime on the target
system to be monitored. The analysis and visualizatipecés can be performed
elsewhere. The data used in this section was colletied our method of modifying
and gathering specific system call data targeting thptaxfess execution and file usage.
In order to present our data visually, we must first sscthe raw data obtained from
system call monitoring. This is achieved through the timeaof several databases
containing subsets of the logged information. The firsth sdatabase contains the
program-file relationships. This database containsfitbeusage of programs during
execution, as seen by sys_open. Our goal for creatingatabase is to identify the key
library files used by the program for execution. Theosdalatabase we create using the

system call data is a time ordered database which sti@msrder in which a program
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accesses its library files. Generally, each prograresses files in a predefined manner
at predictable intervals between each access. Usingpribgram-file relationship
database and the time ordered database, we are thu atii¢ain a general idea of
proper program execution behavior. A third database, comgathie list of sensitive
system files (such as /etc/passwd), is also generatedhdalification detection and
accentuation in the visualization phase.

As previously discussed, one of the goals of visuallyesgmting the program
flow is to provide a better overall view of the entagstem. To achieve this goal, we
chose to visually represent our data in the following way:

Each PID is a node in the flow diagram; child PIDs acwkased files are children
of that node.

The flow diagram is time ordered using the availableetstamp of each logged
operation. Due to the fine-grained time unit used by Li(it20 seconds per step), we
chose to categorize every event that occurs in aicdmae period as concurrent. The
way this is chosen is user defined. For example, ttemay chose that all events that
occurred within the same second be treated as concuarepirhaps all events that
occurred within the same millisecond. The length and safpthe tree will be
determined by this user input.

The diagram is collapsible at each node and the tree ¢®llapsed mode by
default. As the user clicks on each node, it rendsedf iinto a sub-tree consisting of
child processes and accessed files. The files idehtaBdibrary files under the program-
file relationship database are displayed as a sindl@psed cluster. A search option is
also provided for the user to quickly locate a particul@r ¢t file within the tree. Figure

26 shows a generalized view of our visualization.
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Figure 26. Visualization concept

For our research, we chose to target program-filesscbehavior for automatic
accentuation. Using the program-file relationship daghas can identify the necessary
library and support files required by each program for ei@tut These files are then
displayed as a cluster on our overall visualizatiohou®l any particular program access
a different library file or one that is not in theder specified as by the time ordered
database, then this program will be expanded and broughe tatténtion of the user.
Also, any program that modifies a declared sensitieeMill also be noted for further
investigation.

Our goal for propagation is to judge the extent of influeheé any particular file
or process has on the entire system. This is alemydor the user to quickly estimate the

extent of damage caused by an intrusion should a fifragram be later determined as
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malicious. Once a specific PID or file has been markedhe tree as being tainted,

propagation takes places using the algorithm in figure 27.

’—b Mark as Tainted

Find Modified
Non-Tainted Files

Yesﬁ

7y
Yes

Find the following :

. All processes that have
modified this file before

Push— the given timestamp. | —

. All processes that have
read from this file after
the timestamp.

No Yes
s Modified B
Rarent Process

FIFO Queue  |[«4—

Push_—.

—

Find Child
Processes

lYes T

1

No Queue Empty >«

Yes

Figure 27. Propagation Algorithm

This algorithm begins by popping the top item for processifighe object is a
file, then any process that has modified the fileval as any process that has read from
the file will be pushed onto the queue. If the objectpsaeess, three checks are made.
First, if the process has modified any tainted fitaen any file modified by the program
that is not marked as tainted is added to the queue. Senongarent process that has

modified the current process will be added to the queuerd,Tany child processes
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created by this process is added to the queue. This algorithimaéges under two
conditions, if the queue is empty, and if the distanaerigin value has been exceeded.
To terminate this propagation, we use a value called distararggin. This value
is specified by the user and is defined as the numbeénksf between the current object
to the original marked source. For example, the prodess directly modified the
marked tainted file is considered to have a distance dfhe parent process or the files
modified by that marked process have a distance value @rite this distance value

grows beyond a limit, then the current examined itedropped from the queue.

7.3 Results

For our experiment, we obtained the data from a nextli?.6.20 kernel running
Ubuntu Linux. During the monitoring process, we executedrsgécommon programs,
such as Firefox, gedit, cp, and cat, and several Linuses.

Figure 28 shows our process tree on the left and a vighecfame tree zoomed
in on a particular file on the right. When an objscselected by clicking on an object
name, it will be highlighted as light green. All pareondes within the tree are displayed

as dark green.
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636646

636646
2075923
1371018
2105329
AIaIS 1372728 [eteidso.cache
2137921
2137922 2072738 Nlibflibpam.so.0
2137923 2072757 Jlibfibselinux.sa.1
19 2075940 Jlibftlsfie86/zmov/lbc.so.6
2121955
2121955 2075946 b /tsfiese/cmov/libdl.so.2
2137921
2075 B 2072758 Jibflbsepol.so.1
2137922 23419 Jprocfmounts
7079 7080 1371027 Jusrfshareflorale/locale.alias
7082 7083 898623 Jusr/lib/locale/en_US Lt /LC_IDENTIFICATION
7087 7088 836025 Jusrlibjgcony/gonv-modules.cache
7089 7083's fles iR 898624 Jusrlib/locale/en_US utf3 LC_MEASUREMENT
7092 7002 fles 2075040 898629 Jusrflb/locale/en_US,utf3/LC_TELEPHONE
J005' fles 2187937 898620 Jusrflib/locale/en_US wif3/LC_ADDRESS
- 2137934
2137033 898626 Jusrflib/locale/en_US utf3LC_NAME
2137832 893628 Jusrflib/localefen_US utfBLC_PAPER.
7096 7096's files 898619 Jusr/lib/localefen_UUS utf3/LC_MESSAGES
7095
7097 7097's files 898631 Jusr/lib/locale/en_US.utf8/LC_MESSAGES/SYS_LC_MESSAGES
7008 7008's files 898625 Jusrflib/locale/en_US utf3 LC_MONETARY
7099 7099's files 898621 Jusrflib/locale/en_US utf3LC_COLLATE
7100 7100's files 898630 Jusrflib/locale/en_US utf3LC_TIME
7101 7101's files 898627 Jusrflib/locale/en_US utf3/LC_NUMERIC
7108 7108's files 898622 Jusrflib/locale/en_US utfBLC_CTYPE
7100 7109's files 1371049 Jetefnsswitch,conf
7110 7110' files 1372728 Jetc/ld.so.cache
7113 7113's files 2075953 lib tlsfi686/cmav/libnss_compat, 50.2
7119 7119' files 2075951 JlibftlsfieB6/cmov/libnsl s0.1
7122 7122's files 1372728 Jetc/ld.so.cache
7123's files 2075961 [Ibftlsfi686/cmov/libnss_nis.sa.2
i ;ﬁ; 2075957 [Ib/tlsfi6B6/cmav/libnss_files s0.2
B 1372678 et fpasswd
7133 7133 flles fekp
7134 2137933 cron.d
7142 7142's flles 1163474 crontabs/tmp. NPOFmB
7145's files 1371028 [etcflocaltime
7146

Figure 28. Process Tree

Figure 29 shows our selection of the “/usr/lib/locale/e®.Utk8/LC” file package
(a commonly used set of files) and the subsequent acdentwdtall such packages on
the process tree. Using file package selection quidkdya users to identify when and
where programs perform actions on those files, suchreasling or modifying.
Highlighting file packages also allows users to idenpifggrams that may not have been

executed through normal channels or was renamed in erdesguise the program.
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Figure 29. File package highlighting

Figure 30 shows the results of marking a file as tainteldpaopagating the results
through the process tree. Everything marked as redigkdor potential infection, and a
system restore must insure that every file marked thishexamined. Further
improvements to the taint propagation algorithm can tiawwn the number of files to be

examined by the taint propagation.
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Figure 30. Taint propagation
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CHAPTER 8

CONCLUSIONS AND RECOMMENDATIONS

We have presented methods to monitor encrypted progranaiow their
execution yet preserving the security of the system. figabi, we have focused on
implementing on-demand system call monitoring for devatppiser trust in black-box
programs. A black-box program inherently does not startavitigh level trust due to its
multi-layer encryption along with unpredictable behavi@®y implementing system call
monitoring and a behavior and policy based intrusion deteslystem, it is possible for
users to execute such software while safe with the latge that their sensitive
information remains secure.

We believe that integrating the monitoring aspect dyeictio the system calls
makes it significantly more difficult for a program ¢iisable security or compromise a
syetm without being detected. The trust building systéim program policies is flexible
enough to allow program execution yet can proactively mtesensitive information
from being accessed without user permission. Using thieadetve have successfully
monitored an encrypted program, detected when a progranexpésted, and tracked
the activities of several viruses on the system.

The data obtained through program monitoring contains dthwet additional
information that was not supplied by previous methods stesy call tracing. Using the
data gathered, we have demonstrated the ability to faedlysreconstruct prior system
behavior based on the file system journal in case yee® call monitoring becomes
inactive or is disabled. We have also shown the ghditobtain more detailed program
signatures based on file access and time based depgsdand collected several new
behavior signatures that can be used to uniquely idengafgrigram.

Finally, as a part of our data presentation, we havedotted a method to

visually represent the data gathered with system catlitoring in an intuitive manner.
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This visual representation allows the user to quickiytifie executions of programs on
the process tree, isolate programs that access cildajrand to propagate the effects of
a tainted program or file for an initial estimate of #xtent of damage on the system.
Currently, there are not many encryption tools and progtaatsoperate on the
Linux operating system due to lack of demand. However fegé that the general
principle and technique behind our approach remains the sarhe owit without
encryption in place. Our reasoning behind this argumethiatsno matter what type of
program is being executed, its interactions with the systeist pass through the system
calls and thus will be under the scrutiny of our momigrsystem. Since trust
development and intrusion detection is designed to be ssfat@o matter what type of
program is being executed on the system, we feel thattet®f anomalous behavior of
programs by our system is possible regardless of theymimr strength of these

programs.

8.1 Future Work

Based on our work in building a system for monitoring goted programs, we

have identified several areas of future research.

8.1.1 System call security

In our current work, we have not examined the countermessavailable to
defeat replacement of system calls or system chlésaby an attacker. Although it is
possible for our monitoring system to detect this actaking place, once the system

calls are compromised, all further data collection stitip.

8.1.2 Automatic Policy Generation

We have not investigated any method of automatically gengra policy that
provides the lowest number of system calls required docessful program execution.

Currently, the system will simply log the additiontbé policy to the program policy list
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unless the policy to be included requires user permissfomethod for the automatic

population of the policy list before program execution loamexamined.

8.1.3 Machine Learning for Program Behavior Database

In our work presented in our publication [2], we discussegtissibility of using
machine learning to assist in the creating and identificadif program behaviors based

on gathered system call data. Further research shoglmhdeicted on machine learning.

8.1.4 Performance Optimizations

In addition to system integration, there are many waysptimize our work. This
work was deliberately proof of concept only, thus a stfdyptimization issues would be

beneficial.

8.1.5 Better Visual Presentation

Currently, our visualization representation is not annogitiapproach as the large
amounts of data make it difficult for users to examirBetter visual representations or
interfacing methods should be examined to assist the ustre analysis of the process

data.
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APPENDIX A — LINUX SYSTEM CALLS

ENTRY(sys_call_table)
long sys_restart_syscall

[* 0 - oletup()" system call, used for restarting */

Jong sys_exit
Jong sys_fork
long sys_read
Jong sys_write
long sys_open
long sys_close
Jong sys_waitpid

[*5*

long sys_creat
Jong sys_link

Jong sys_unlink
long sys_execve
long sys_chdir
ong sys_time

long sys_mknod
long sys_chmod
ong sys_lchown16
long sys_ni_syscall
long sys_stat

long sys_Iseek
long sys_getpid
long sys_mount
.long sys_oldumount
long sys_setuid16
long sys_getuid16
long sys_stime
long sys_ptrace
dong sys_alarm
ong sys_fstat
.long sys_pause
long sys_utime
long sys_ni_syscall
long sys_ni_syscall
long sys_access
.long sys_nice

ong sys_ni_syscall
long sys_sync
long sys_Kkill

long sys_rename
long sys_mkdir
long sys_rmdir
long sys_dup

long sys_pipe

[*10*/

[*15*/

/* old break syscaltiér */

[*20*

[* 25 %

[* 30 */
/* old stty syscaltbo*/
/* old gtty syscalldeol*/

/* 35 - old ftime syklalder */

40 */
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45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90

long sys_times
Jdong sys_ni_syscall /* old prof syscaldeo */
ong sys_brk [* 45 */
long sys_setgid16

long sys_getgid16

long sys_signal

.long sys_geteuid16

long sys_getegid16 /* 50 */
.long sys_acct

long sys_umount [* recycled nevedysey/s() */
Jdong sys_ni_syscall /*old lock syscaldeo */
long sys_ioctl

Jong sys_fcntl [* 55 */
Jdong sys_ni_syscall /* old mpx syscaltbeo*/
.long sys_setpgid
Jdong sys_ni_syscall /* old ulimit sysdailder */
.long sys_olduname

long sys_umask /* 60 */
long sys_chroot

long sys_ustat

long sys_dup2

long sys_getppid

long sys_getpgrp [* 65 */
.long sys_setsid

long sys_sigaction

long sys_sgetmask

long sys_ssetmask

long sys_setreuid16 /* 70 */
long sys_setregid16

.long sys_sigsuspend

long sys_sigpending

long sys_sethostname

Jdong sys_setrlimit  /* 75 */
long sys_old_getrlimit

.long sys_getrusage

long sys_gettimeofday

long sys_settimeofday

long sys_getgroups16 /* 80 */
.long sys_setgroupsl16

ong old_select

ong sys_symlink

Jong sys_Istat

dong sys_readlink /> 85 */
.long sys_uselib

.long sys_swapon

.long sys_reboot
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91 long old_readdir

92 .long old_mmap /*90 */

93 long sys_munmap

94 long sys_truncate

95 .long sys_ftruncate

96 .long sys_fchmod

97 Jong sys_fchownl6  /*95*/

98 long sys_getpriority

99 long sys_setpriority

100 long sys_ni_syscall /* old profil syscallder */

101 long sys_statfs

102 .long sys_fstatfs
103 .long sys_ioperm
104 .long sys_socketcall

Sub-function system calls
#define SYS_SOCKET 1
#define SYS_BIND 2
#define SYS_CONNECT 3
#define SYS_LISTEN 4
#define SYS_ACCEPT 5
#define SYS_GETSOCKNAME 6
#define SYS_GETPEERNAME 7
#define SYS_SOCKETPAIR 8
#define SYS_SEND 9
#define SYS_RECV 10
#define SYS_SENDTO 11
#define SYS_RECVFROM 12
#define SYS_SHUTDOWN 13
#define SYS_SETSOCKOPT 14
#define SYS_GETSOCKOPT 15
#define SYS_SENDMSG 16
#define SYS_RECVMSG 17

/100 */

[* sys_socket(2) */

[* sys_bind(2) */
[* sys_connect(2) */
[* sys_listen(2) */

/* sys_accept(2) */
[* sys_getsockname(2) */
[* sys_getpeername(2) */
[* sys_socketpair( */
[* sys_send(2) */
[* sys_recv(2) */
[* sys_sendto(2) */
[* sys_recvfrom(2) */
[* sys_shutdown(2) */
[* sys_setso(Rppt */
I* sys_getsocRppt( */
[* sys_sendmsg(2) */
[* sys_recvmsg(2) */

105 .long sys_syslog

106 .long sys_setitimer

107 long sys_getitimer  /* 105 */
108 .long sys_newstat

109 .long sys_newlstat

110 .long sys_newfstat

111 .long sys_uname

112 .long sys_iopl [* 110 */
113 .long sys_vhangup

114 long sys_ni_syscall /* old "idle" systeatl ¢/
115 .long sys_vma86old

116 .long sys_wait4

117 .long sys_swapoff [* 115 */
118 .long sys_sysinfo
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119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164

.long sys_ipc

.long sys_fsync

.long sys_sigreturn

.long sys_clone [* 120 */

.long sys_setdomainname

.long sys_newuname

.long sys_modify_Idt

.long sys_adjtimex

long sys_mprotect  /* 125 */

.long sys_sigprocmask

long sys_ni_syscall /* old "create_modtfle"
.long sys_init_module

.long sys_delete_module

ong sys_ni_syscall /*130: old "get_kernel_sy¥hs"
.long sys_quotactl

.long sys_getpgid

.long sys_fchdir

.long sys_bdflush

.long sys_sysfs [* 135 */

.long sys_personality

long sys_ni_syscall /* reserved for afscay¥/
.long sys_setfsuid16

.long sys_setfsgid16

long sys_llseek [* 140 */

.long sys_getdents

.long sys_select

.long sys_flock

.long sys_msync

.long sys_readv [* 145 */

.long sys_writev

.long sys_getsid

.long sys_fdatasync

.long sys_sysctl

.long sys_mlock [* 150 */

.long sys_munlock

.long sys_mlockall

.long sys_munlockall

.long sys_sched_setparam

.long sys_sched_getparam /* 155 */
.long sys_sched_setscheduler

.long sys_sched_getscheduler

.long sys_sched_yield

.long sys_sched_get_priority _max
.long sys_sched_get_priority_min /* 160 */
.long sys_sched_rr_get_interval

.long sys_nanosleep
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165 .long sys_mremap

166 .long sys_setresuid16

167 long sys_getresuid16 /* 165 */
168 .long sys_vm86

169 dong sys_ni_syscall /* Old sys_query_module */
170 .long sys_poll
171 .long sys_nfsservctl

172 long sys_setresgid16 /* 170 */
173 .long sys_getresgid16

174 .long sys_prctl

175 long sys_rt_sigreturn

176 .long sys_rt_sigaction

177 long sys_rt_sigprocmask [* 175 */
178 long sys_rt_sigpending

179 long sys_rt_sigtimedwait

180 .long sys_rt_sigqueueinfo

181 .long sys_rt_sigsuspend

182 .long sys_pread64 [* 180 */
183 .long sys_pwrite64

184 .long sys_chownl6

185 .long sys_getcwd

186 .long sys_capget

187 .long sys_capset [* 185 */

188 long sys_sigaltstack

189 .long sys_sendfile

190 long sys_ni_syscall /* reserved for stedaim
191 long sys_ni_syscall /* reserved for stegam
192 .long sys_vfork [* 190 */

193 .long sys_getrlimit

194 long sys_mmap?2

195 .long sys_truncate64

196 .long sys_ftruncate64

197 .long sys_stat64 [* 195 */

198 long sys_Istat64

199 .long sys_fstat64

200 .long sys_Ichown

201 .long sys_getuid

202 .long sys_getgid [* 200 */
203 .long sys_geteuid

204 .long sys_getegid

205 .long sys_setreuid

206 .long sys_setregid

207 long sys_getgroups /* 205 */
208 .long sys_setgroups

209 .long sys_fchown

210 .long sys_setresuid



211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256

.long sys_getresuid

long sys_setresgid /* 210 */
.long sys_getresgid

.long sys_chown

.long sys_setuid

.long sys_setgid

long sys_setfsuid  /* 215 */
.long sys_setfsgid

.long sys_pivot_root

.long sys_mincore

.long sys_madbvise

long sys_getdents64 /* 220 */
.long sys_fcntl64

long sys_ni_syscall /* reserved for TUX */
.long sys_ni_syscall

.long sys_gettid

long sys_readahead /*225%*
long sys_setxattr

long sys_|Isetxattr

long sys_fsetxattr

.long sys_getxattr

long sys_lIgetxattr  /* 230 */
long sys_fgetxattr

long sys_listxattr

long sys_llistxattr

long sys_flistxattr

long sys_removexattr /* 235 */
long sys_Iremovexattr

.long sys_fremovexattr

.long sys_tkill

.long sys_sendfile64

long sys_futex [* 240 */
.long sys_sched_ setaffinity
.long sys_sched_getaffinity
long sys_set_thread_area
.long sys_get_thread_area
dong sys io_setup  /*245%
.long sys_io_destroy

.long sys_io_getevents

.long sys_io_submit

.long sys_io_cancel

long sys_fadvise64 /* 250 */
.long sys_ni_syscall

long sys_exit_group

.long sys_lookup_dcookie
.long sys_epoll_create

85



257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302

long sys_epoll_ctl /> 255 %
.long sys_epoll_wait

.long sys_remap_file_page
long sys_set_tid_address
.long sys_timer_create
.long sys_timer_settime
long sys_timer_gettime
.long sys_timer_getoverrun
long sys_timer_delete
.long sys_clock_settime
.long sys_clock_gettime
.long sys_clock_getres
.long sys_clock_nanosleep
.long sys_statfs64

.long sys_fstatfs64

.long sys_tgkill [* 270 */
.long sys_utimes

.long sys_fadvise64 64
long sys_ni_syscall /* sys_vserver */
.long sys_mbind

.long sys_get_mempolicy
.long sys_set_mempolicy
.long sys_mq_open

.long sys_mq_unlink
.long sys_mq_timedsend
.long sys_mq_timedreceive [* 280 */
.long sys_maq_notify

long sys_mq_getsetattr
.long sys_kexec_load

.long sys_waitid

.long sys_ni_syscall

long sys_add_key

.long sys_request_key
long sys_keyctl

.long sys_ioprio_set

.long sys_ioprio_get

.long sys_inotify_init

.long sys_inotify_add_watc
.long sys_inotify_rm_watch
.long sys_migrate_pages
.long sys_openat

.long sys_mkdirat

.long sys_mknodat

.long sys_fchownat

.long sys_futimesat

long sys_fstatat64

S

* 260 */

[* 265 */

[* 285 */ [* dadale */

290 */

h

[* 295 %/

*300 */
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303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326

.long sys_unlinkat

.long sys_renameat

.long sys_linkat

long sys_symlinkat

.long sys_readlinkat [* 305 */
.long sys_fchmodat

.long sys_faccessat

.long sys_pselect6

.long sys_ppoll

.long sys_unshare /* 310 */
.long sys_set _robust_list

.long sys_get_robust_list

.long sys_splice

.long sys_sync_file_range

long sys_tee [* 315 */
.long sys_vmsplice

.long sys_move_pages

.long sys_getcpu

.long sys_epoll_pwait

.long sys_utimensat [* 320 */
.long sys_signalfd

.long sys_timerfd

.long sys_eventfd

.long sys_fallocate
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