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A b s t r a c t 
We consider an environment where one or more 

server's carry databases that are of interest to a com­
munity of clients. The clients are only intermit­
tently connected to the server for brief periods of time. 
Clients carry a part of the database for their own 
processing and accumulate local updates while discon­
nected. We call this the Intermittently Connected 
Database (ICDB) environment. ICDBs have a wide 
variety of applications including sales force automa­
tion, insurance claim processing, and mobile work 
forces. Our focus m the paper is on the problem of 
update propagation at the server in ICDBs and the 
associated processing at the clients. The typical client-
centric approach involves the communication and pro­
cessing of updates and transactions on a per-client ba­
sis, ignoring the overlap of data between clients. The 
complexity of this approach is on the order of the num­
ber of connecting clients, thereby limiting the scala­
bility of the server. We propose a data-centric ap­
proach which clusters data into groups and assigns to 
each client one or more of these groups. The pro­
posed scheme results in server processing complexity 
on the order of the number of groups, which we control. 
We propose various techniques for grouping and dis­
cuss the processing required at the clients to enable the 
grouping approach. While the client-centric approach 
is expected to significantly degrade with the increasing 
number of clients, we expect that a properly designed 
grouping scheme will sustain a number of clients that 
is significantly larger. A prototype has been developed 
and performance studies are currently in progress. 

1 I n t r o d u c t i o n 
The growing trend towards mobile computing has 

resulted in the adaptat ion of many traditional appli­
cations to intermittently connected [1, 2, 3, 4] envi­
ronments, including replicated database views. Con­
sider a database environment where a server database 
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system shares portions of da ta with a set of intermit­
tently connected clients. Since the connectivity is in­
termittent, the clients maintain a copy of the shared 
da ta in their local database. Updates made to this lo­
cal database are logged and propagated to the server 
database when the client connects. The da t a shared 
between the server and some client, X, may also be 
shared with another client, Y; therefore, changes to 
that da t a at Client X should be reflected at Client 
Y. Since the clients are only intermittently connected 
and cannot directly send changes to other clients, the 
server acts as a conduit for updates by forwarding up­
dates to data shared among multiple clients. In fact, 
the server is responsible for tracking client updates 
to shared da ta and batching those updates for dis­
semination to the other clients which share the da ta . 
Consider the relational example in Figure 1. The 
schema at the server consists of three relations (Stu­
dents, Enroll, and Courses), portions of which need to 
be replicated to the types 1 of clients defined in Client 
Data. Note that a Professor shares with the Under-
grads the undergraduate tuples from the Students re­
lation. When Professor Jane updates the value of an 
undergraduate tuple, she records the update in a log. 
Upon server connection, Professor Jane sends her log 
of updates to the server. The server executes the un­
dergraduate tuple change and batches the transaction 
for dissemination to all Undergrad clients. When an 
Undergrad client connects, it accesses the change log 
at the server and updates its local database. 

Currently, ICDB systems treat each client individ­
ually, creating per-client update files, containing only 
the updates relevant to each particular client. T h a t 
is, for each client, the server prepares a client-specific 
update file. We call this the "client-centric" approach 
because it aggregates database changes based on the 
data needed by each client. Unfortunately, the pro­
cessing and sending of each client-specific file is expen­
sive in terms of server processing and network band­
width consumption; therefore, the server processing 

'Each client type can represent a large number of actual 
clients. For example, there may be thousands of undergraduate 
students. 



S e r v e r S c h e m a 

Students(StudID, Name, P h o n e * CI 
Enroll(StudID, CrsID, Grade) 
Courses(CrsID, Name, Class*) 

Class e {UNDER, GRAD] 

ass 

C l i e n t D a t a 

Client Types 
Undergrads 

Grad Students 

Professors 

Registrar 

Client Schema 
Students, Enroll, and Courses 
with only undergraduate data 
minus the grades from Enroll 
and P h o n e # from Students 
Students, Enroll, and Courses 
with only graduate s tudent data 
minus the grades from Enroll 
and P h o n e # from Students 
Students, Enroll, and Courses 
(All data) 
Enroll minus Grades 

Figure 1: University Database Example 

load is on the order of the number of clients. That is, 
the server incurs additional cost for e a c h a n d e v e r y 
client, so the number of clients able to be served is 
limited. 

We propose exploiting the overlap of d a t a shared 
between various clients to increase the scalability of 
the server. We accomplish this with data-centric, 
rather than client-centric, processing by grouping data 
according to how it is shared between clients. Recon­
sider the University Database example of Figure 1. 
Note that much of the da t a is shared between sev­
eral clients. We can leverage this sharing knowledge 
by generating update files based not on what individ­
ual clients need but on what subsets of the data are 
common to groups of clients. For example, the un­
dergraduate tuples of the Students relation are shared 
by all Undergrad and Professor clients. In the data-
centric approach, we consider grouping all of this data 
together and processing changes only once, unlike the 
client-centric approach which would require process­
ing a change for every Undergrad and Professor client. 
Figure 2 provides one possible grouping for the Uni­
versity Database 2 . This grouping defines only five 
groups to service all of the Professor, Undergrad, Grad 
Students, and Registrar clients. In data-centric pro­
cessing, the server need only create an update file per 
da ta group. Unlike the client-centric approach which 
builds an update file for each client, the data-centric 
approach builds update files for data groupings and 
requires the clients to merge the correct set of up­
date files to retrieve the needed updates. For ex­
ample, the Undergrad clients must access the Under-
Students, All-Courses, and All-Enroll update files and 

2 This example merely demonstrates the concepts and is not 
meant to represent a grouping which minimizes server process­
ing or network bandwidth. 

merge those files together to get all relevant changes 
Note that the Undergrad clients, in fact, receive super­
fluous updates for graduate courses and enrollment, 
as well as grades for undergraduate enrollment; there­
fore, Undergrad clients are responsible for filtering out 
unwanted updates. With our data-centric approach, 
the server must maintain only five update files, irre­
spective of the number of clients. The data-centric 
approach reduces the complexity of update file main­
tenance from on the order of the number of clients to 
on the order of the number of groups, thereby signifi­
cantly increasing the scalability of server processing. 

G r o u p s 

Group 
Under-Students 

Grad-Students 

Students-Phone 
All-Courses 
All-Enroll 

Group Dataset 
Students where Class = UNDER 
minus P h o n e # 
Students where Class = G R A D 
minus P h o n e # 
Students(StudID, P h o n e # ) 
Courses (all data) 
Enroll (all da ta) 

C l i e n t G r o u p A s s i g n m e n t s 

Client Type 
Undergrads 

Grad Students 

Professors 

Registrar 

Groups Joined 
Under-Students 
All-Courses 
All-Enroll 
Grad-Students 
All-Courses 
All-Enroll 
Grad-Students 
Under-Students 
Students-Phone 
All-Courses 
All-Enroll 
All-Enroll 

Figure 2: Group Assignment for University Database 

We have achieved a considerable increase in server 
processing scalability by changing to the data-centric 
approach. Recall that we are also concerned with the 
scalability of network bandwidth utilization. Under 
the client-centric approach, a similar type of unneces­
sary duplication of effort occurs in the network be­
cause the same data, contained in different update 
files, is being transmitted by the server to different 
clients. For example, if two professors connect at the 
same time, both will be sent the same data , and since 
each professor has his own update file, the same d a t a 
will be sent twice on the network. We propose re­
ducing network duplication by utilizing multicast[5] 
to send the same shared da ta once to a set of clients. 
In the University Database example, if multiple Pro­
fessor clients a t tempt to s imultaneously 3 access the 

^Discussion of how client request synchronicity is accom­
plished beyond the scope of this paper. 



Under-Students update file, the server could send this 
file o n c e using multicast, and the network would han­
dle delivering a copy to each client. This concept of 
aggregating and multicasting da ta bound for individ­
uals has been tried in the context of web pages[6] and 
broadcast databases[7]. In this paper, we focus exclu­
sively on processing scalability; consequently, the issue 
of using multicast communication to further improve 
the performance of ICDBs is the subject of ongoing 
research. 

Section 2 describes related work in this area. In 
Section 3, we address various grouping options and 
select one for study. Section 4 presents mechanisms 
for implementing a data-centric server. Section 5 de­
scribes the problems and our proposed solutions for 
filtering at the clients. Section 6 presents the prob­
lems of merging the group update files into a single 
update to ensure properly ordered operation execu­
tion a t the clients. Section 7 provides an analysis of 
our approach, and Section 8 presents conclusions and 
future work. 

2 R e l a t e d W o r k 
Effectively, we are performing view maintenance for 

intermittently connected da t a systems. View mainte­
nance has been a long standing research problem in 
database systems. The incremental techniques and al­
gorithms are classified and thoroughly surveyed in [8]. 
Most of the techniques [9, 10, 11, 12, 13, 14, 15, 16] 
make use of complete information (i.e. base relations 
as well as materialized views) for the maintenance. 
They are almost directly applicable for our server pro­
cessing. The difference is tha t the intermittent con­
nectivity forces us to refresh the views on-demand 
regardless of the query-issued times [17, 18], rather 
than immediately after each update [19, 20] or to de­
fer view updates until issuing a related query to the 
view [21, 22]. Sometimes it is not possible to have 
all the information (e.g. in case of the intermittently 
connecting clients in the system under consideration). 
A view is not always maintainable for a modification 
by using only the view. Some work [11] concentrates 
on self-maintainable views, while other work [23] looks 
at how additional information in terms of some base 
relations along with the view can facilitate view main­
tenance. There are some other approaches [24, 25] 
that study propagation of updates on a materialized 
view to other materialized views. This work does not 
address the issue of multiple differential update files, 
as required by our approach. 

Related work in aggregation of data for broadcast 
has been performed in many areas. This approach has 
been used to reduce bandwidth consumption of web 
servers[26, 6] In [27], the authors analyzed da ta ag­
gregation techniques for broadcasting da ta in Video­
tex systems. Our approach of dissemination of up­
dates from server to the clients is similar to that in 
broadcast disks [28]. The motivation for this related 
work is to operate in asymmetric network environ­
ments where downstream (server to client) bandwidth 
is much higher than upstream bandwidth. We look at 
this approach mainly in terms of scalability provided 
at the server to support a higher number of clients. 

Broadcast disks also do not support the updates per­
formed at the clients. 

3 D a t a G r o u p i n g Techn iques 
We must determine the best method of deriving 

the da ta groups (called "Data Grouping") based on 
metrics such as server processing and network band­
width consumption. After Da ta Grouping, the clients 
must determine which da t a groups they must join such 
that they get a minimal superset ("Client Set") of the 
changes they need. Data grouping can be achieved 
in different ways. We divide the grouping techniques 
into two categories, based on when the Data Group­
ing is derived: Dynamic and Static. In static grouping, 
the Data Grouping is determined a priori and remains 
the same irrespective of which clients are connected. 
In dynamic grouping, the number and makeup of the 
groups in the Da ta Grouping depends on constantly 
changing at tr ibutes such as the current set of transac­
tions and/or connected clients. Within each category 
of grouping, we consider various approaches: 

S t a t i c 

O n e - G r o u p - S e t : The Da ta Grouping is a single 
group receiving a l l transactions. All Client 
Sets consist of this group. 

A d m i n - S e t : The Data Grouping and Client 
Sets are defined in advance by the admin­
istrator. 

D y n a m i c 

T r a n s a c t i o n - S e t : In this Data Grouping, a sep­
arate group exists for each transaction. A 
Client Set consists of the groups with appli­
cable transactions. 

M i n i m a l - S e t : This Da ta Grouping and the as­
sociated Client Sets contain the minimal 
number of groups which insure each trans­
action is sent at most once by the server and 
only to the applicable clients. 

Dynamic grouping techniques help to reduce net­
work bandwidth consumption and client filter pro­
cessing by sending only da t a relevant to the current 
set of connected clients; however, these techniques re­
quire much more server processing because the server 
must dynamically calculate and coordinate groupings 
to handle any combination of clients and data . In the 
Minimal-Set case, the server must group updates for 
dissemination for each connecting set of clients. Since 
each group represents a set of transactions to be sent 
to a set of clients, the Minimal-Set is actually a sub­
set of the Cartesian product of the transactions and 
power set of clients. This problem is related to the 
Exact Cover Set problem which is known to be NP-
Complete; however, useful approximations exist[29] 
A Transaction-Set server must communicate with each 
client individually to handle sending the transactions 
only to the relevant clients. 

Static grouping significantly reduces server process­
ing requirements by handling update dissemination in­
dependent of the connected clients; however, if only 



some of the clients connect, the server may transmit a 
much larger update file than needed (The extreme is 
one client connecting in the One-Group-Set approach.) 
We believe the bottleneck in our data-centric system 
will be the server processing because determining to 
which data groups a transaction applies is an expen­
sive operation and all of the processing is performed 
at the server. Consequently, we choose Static Group­
ing, and, as One-Group-Set is simply a special case of 
Admin-Set, we will focus on the Admin-Set approach 
in this paper. 

4 Server A r c h i t e c t u r e 
We assume the existence of a server which, given 

the sharing model and a set of transactions, can con­
struct an update file for each client. The server pro­
cesses the updates[30] received from the clients in some 
serial order 4 and creates an update file for every client, 
based on its knowledge of da ta sharing. This update 
file (called a "delta" file) for each client contains all 
the operations on the da ta shared with the client. We 
make the following assumptions about the delta files 
created by the server: 

• A delta file consists of a sequence of transactions, 
each of which is identified by a globally unique 
sequence number indicating the order of transac­
tion execution at the server. 

• Each transaction consists of a sequence of atomic 
operations each bearing a unique sequence num­
ber indicating the order of operation execution 
within the transaction. 

• Atomic operations apply only to a single frag­
ment. 

• Each transaction identifies the client on which it 
was originally executed. 

These assumptions enable the following: 

• Using the transaction and sequence numbers, we 
can reconstruct the order of operation execution 
at the server, despite fragmentation of operations 
in delta files. 

• Since each atomic operation operates on a single 
fragment, there are no interrelation dependencies 
among these statements, except for foreign key 
dependencies. 

• We can arrange the interrelational operations on 
relations with no foreign key dependencies in any 
order. Intrarelation operations must preserve the 
serial order at the server. 

• Interrelational operations on relations with for­
eign key dependencies must be ordered as follows 
(Assume that the foreign key is from a relation 
called the "parent relation" and the primary key-
is from a relation called the "child relation."): 

4 Details of the actual processing performed a, the server are 

ft„t h S C O P e H ° f t h ' S P a P e r ^ a S S U m C ™ executes these updates in a correct order. 

- An insert into the parent relation should pre­
cede the corresponding insert into the child 
relation. 

- A delete in child relation should precede the 
corresponding delete in the parent relation. 

We assume that the server operates under these 
assumptions, which is exactly suited for the client-
centric approach, to realize our data-centric approach. 
To accomplish this, for each da t a group we simply de­
scribe to the server a "fictitious client" whose dataset 
matches the dataset for the group. The server does 
not distinguish fictitious from real clients; instead, it 
simply generates update files in the same manner for 
either client type. In the example of Figure 2, a ficti­
tious client would be created for the Under-Students 
group. From the server's perspective, an actual client 
wanting only the undergraduate tuples from the Stu­
dents relation exists. Note that by using this idea of 
fictitious clients, we can have a server which can simul­
taneously provide client-centric and data-centric up­
date files; consequently, if we have a specific client, X, 
that needs updating more often than the other clients, 
we can keep client X as client-centric and implement 
the remaining clients as data-centric. When we wish 
to update client X, we can jus t generate an update for 
it specifically, instead of generating a set of group files 
which every client must access. 

5 Cl ien t F i l t e r ing 
Recall tha t under our data-centric approach, clients 

may be receiving a superset of the d a t a they share, 
therefore, we must provide a mechanism for discard­
ing superfluous data . In the example of Figure 2, 
Undergrad clients receive the Grades da t a from the 
All-Enroll group which must be filtered. We consider 
the following filtering issues and propose appropriate 
solutions: 

R e f l e c t i o n F i l t e r i n g : Since the server now pro­
cesses delta files for groups rather than individ­
ual clients, the delta files received by a client may 
contain transactions originally submit ted by that 
client. The client needs to identify and filter such 
"reflected" transactions. To carry out reflection 
filtering on a client, we simply go through the 
delta files, received on various groups in which 
the client participates, and remove those transac­
tions whose creator ID matches the client's ID. 

S c h e m a M a p p i n g : Clients must apply synonym 
conversions for relation and at t r ibute names. If 
an undergrad user wishes to rename the Students 
relation to UnderGrads in her local database, the 
client filtering must convert references to Stu­
dents into UnderGrads references, 
in general, schema mapping can get very complex 
and work has been done to address the related 
problems[31, 32]; therefore, in this paper, we do 
not discuss how the schema mapping or transla­
tion can be performed. We only assume tha t it 
is performed at the respective clients. This saves 
some processing on the server, and it also makes 



it easier to handle the conflicting schemas of indi­
vidual clients within a group. Currently, we plan 
to implement only the simple "name equivalence" 
schema mappings. 

I n t r a r e l a t i o n F i l t e r i n g : Superfluous tuple da ta 
may be sent to the client, which should be filtered 
out. Filtering from a relation based on data in­
ternal to the relation is termed Intrarelation Fil­
tering. In our University example, undergraduate 
clients receive Grade da ta from the Enroll relation 
which they are not authorized to view 5 . Eliminat­
ing the Grade information requires dropping data 
corresponding to a particular at t r ibute. Under­
graduate clients also receive all of the da ta from 
the Courses relation; however, they are only au­
thorized to view the undergraduate course infor­
mation. Filtering graduate student courses from 
undergrad clients requires dropping tuples with 
a t t r ibute Class = GRAD. 

The relation, the at tr ibute (for vertical filtering), 
and the values of the tuples (for horizontal filter­
ing) tha t appear in the individual operations need 
to be analyzed for the elimination We retain only 
those operations which: 

• operate on relations whose equivalent (as de­
termined by schema mapping) relations exist 
in the local schema of the client, and 

• update the attributes whose equivalent at­
tributes exist in the client schema, and 

• operate on the value ranges of these at­
tributes as they exist in the local schema. 

I n t e r r e l a t i o n F i l t e r i n g : Not all superfluous data 
can be filtered by data within a relation. Data in 
a server relation may be shared with a client based 
on da t a in another relation. For example, under­
graduate clients receive only the Enroll relation 
da ta for undergraduates; however, to determine 
if an Enroll tuple is for an undergraduate, the 
classification of the course must be determined 
using the Courses relation. In our grouping exam­
ple, an undergraduate client would receive al l of 
the Enroll relation tuples in the All-Enroll group. 
Undergraduate clients must use the Courses rela­
tion to determine which Enroll tuples should be 
filtered out. 

Clients with relations whose sharing is determine 
by other relations must ensure that they have the 
necessary da ta to perform the filtering. We con­
sider the following options for replicating the nec­
essary da ta to the clients: 

P a r e n t R e q u i r e m e n t : The clients could guar­
antee tha t the sharing of any child relation 
implies the sharing of the necessary da ta 
from the parent relation(s), thus ensuring 
the existence of the necessary da ta For 

example, including the Enroll relation at a 
client would require inclusion of the Courses 
relation. 

R e p l i c a t i o n Key D e n o r m a l i z a t i o n : Another 
option is to eliminate the need for Interre-
lational Filtering by denormalizing every re­
lation so that it includes the key from the 
parent relations. For example, the All-Enroll 
group contains the Enroll relation which is a 
child of the Courses relation; therefore, the 
server need only append each Enroll tuple 
with the Class value from the Courses rela­
tion. The resulting relation in the All-Enroll 
group is derived by 

KStudlD,Cr,ID,Grade,Clasa{Enroll tXl Courses) 

We take the Parent Requirement approach as it 
keeps the additional server processing to the mini­
mum. Additional client da ta required by the Par­
ent Requirement approach can be hidden using 
local DBMS security and views. 

6 Client Merging 
Our data-centric approach requires tha t clients re­

ceive an update file from each group; however, to en­
sure the integrity of the client data, these transactions 
and operations within the update files must be prop­
erly ordered. In fact, clients must merge the update 
files together into a single update file to execute on 
the local client's database. We consider the neces­
sary merging requirements for the clients and present 
a merge algorithm based on the output of the server 
specified in Section 4. 

6.1 Merging Requirements 
D u p l i c a t e D i s c a r d i n g : Some groupings may result 

in multiple groups with duplicate da ta , requir­
ing clients to detect and discard duplication. In 
our example, Professor clients join the Grad-
Students, Under-Students, and Students-Phone 
groups. Consider a transaction deleting a student 
(Assume student 1000 is an undergrad.): DELETE FROM Students WHERE StudID = 1 000; 

unIuho1'ngjff

SeCUnty i5SUeSsudl as Preventing clients from 
unauthorized data v.ew.ng ,s beyond the scope of this paper. 

This transaction is sent to Professor clients 
t w o times (Students-Phone and Under-Students 
groups). Professors must detect duplication and 
carry out a single deletion against the local data . 

O p e r a t i o n M e r g i n g : Operations 
received from multiple update files may be bro­
ken up when placed in groups. Clients must en­
sure that these operations are merged such that 
integrity is maintained. Consider the following 
sequence of operations at the server, INSERT (1000, J. Smith, S55-B555, UNDER) INTO Students; 
DELETE FROM Students WHERE StudID = 1000; 



This sequence of operations would be broken up 
into the following sequences for groups Under-
Students and Students-Phone defined in Figure 2, 
respectively: 

INSERT (1000, J. Smith, UNDER) 
INTO Students; 
DELETE FROM Students WHERE StudID = 1000; 

and 

INSERT (1000, 555-5555) INTO Students; 
DELETE FROM Students WHERE StudID = 1000; 

A professor client must merge the transactions 
from the Under-Students and Students-Phone 
such that 1) the inserts are merged into a sin­
gle insert, 2) duplicate deletes are eliminated and 
3) the merged insert is executed before the delete. 

Referential Integrity Ordering: When merg­
ing transactions, clients must be aware of referen­
tial integrity constraints. Executing transactions 
out of order at the client may result in rejection 
of operations at the client which were allowed at 
the server, leading to degradation of client data 
integrity. Consider two inserts executed at the 
server: 

INSERT (6555, Queuing Theory, GRAD) 
INTO Courses; 

followed by, 

INSERT (1001, 6555) INTO Enro l l ; 

These two inserts would be received by gradu­
ate student clients from the groups All-Courses 
and All-Enroll, respectively. Observe that 
Courses.CrsID is a foreign key of Enroll.CrsID; 
consequently, the order of the inserts must be 
preserved, specifically the tuple for the Courses 
relation must be inserted prior to the Enroll tu­
ple insertion. In general some ordering needs to 
be preserved among operations on different rela­
tions that are related by a referential integrity 
constraint. 

6.2 Merg ing A l g o r i t h m 
We present an algorithm for merging a set of 

data-centric update files from the server into a sin­
gle file which can be executed against a client's local 
database. Our goal is to merge the files into a single 
update file such that the merged file's execution pro­
duces the same results as produced when the transac­
tions were originally applied to the server. Recall that 
the transactions of the delta files are all uniquely iden­
tified by a global sequence number, and the operations 
within each transaction are uniquely identified by a 
transaction-scoped sequence number. Consequently, 
each operation can be uniquely identified and ordered 
by a (Transaction ID, Operation ID) pair Consider 

merging two delta files D\ and D2- Since the delta 
files are ordered by Transaction ID (primarily) and 
Operation ID (secondarily), we can use a sorted merge 
algorithm to join the two files in the proper execution 
order. Note that some (Transaction ID, Operation 
ID) pairs may appear in both delta files. This results 
from the issues discussed in the descriptions of Du­
plicate Discarding and Operation Merging previously. 
For duplicates, we simply discard all but one copy of 
the operation. For operation merging, we create a 
merged operation containing the da t a from all oper­
ations with the same (Transaction ID, Operation ID) 
pair values. 

Consider the example update file6 from a client of 
Figure 3 based on the example of Figure 2. When the 
server processes these transactions, it generates the 
updates files in Figure 4 for the Under-Students and 
Students-Phone groups. In merging Under-Students 
and Students-Phone, a Professor client recognizes that 
operation 1 of transaction 1 is duplicated and keeps 
only one copy. The professor client then merges opera­
tion 1 of transaction 2 into a single operation. Finally, 
the professor eliminates the duplicated operation 2 of 
transaction 2. The resulting delta file is the same as 
the original transaction set. 

Begin T l 
O p l : DELETE FROM Students 

W H E R E StudID = 1000; 

End T l 

Begin T2 
O p l : INSERT (1000. J. Smith, 555-3555, 

UNDER) INTO Students; 
Op2: DELETE FROM Students 

W H E R E StudID = 1000; 
End T2 

Figure 3: Example Transaction Set 

The elimination of duplicates and merging of split 
operation is easily handled by the merging process. In 
addition, since the order of the original delta file pre­
serves the referential integrity and the merge restores 
the original order, the merge process satisfies the ref­
erential integrity ordering requirement. Note that we 
use sequence numbers to completely restore the server 
transaction execution ordering. Consider two transac­
tions one of which updated the Students relation and 
the other the Courses relation. These transactions can 
be executed in any order at the client. We reestablish 
the server order because it does not require us to de­
termine if an ordering is correct. We simply reuse the 
server's order of execution which is assumed to be cor­
rect. 

'We assume student 1000 to be an undergrad 



U n d e r - S t u d e n t s : 

Begin T l 
Opl : DELETE FROM Students 

W H E R E StudID = 1000; 

End T l 

Begin T2 
Op l : INSERT (1000, J. Smith, UNDER) 

INTO Students; 
Op2: DELETE FROM Students 

W H E R E StudID = 1000; 
End T2 

S t u d e n t s - P h o n e : 

Begin T l 
Opl : DELETE FROM Students 

W H E R E StudID = 1000; 
End T l 

Begin T2 
Op l : INSERT (1000, 555-5555) 

INTO Students; 
Op2: DELETE FROM Students 

W H E R E StudID = 1000; 
End T2 

Figure 4: Figure 3 Transaction Set Update Files 

7 G r o u p i n g P e r f o r m a n c e 
We present a simple model for analyzing the server 

resource (processing bandwidth and disk space) gains 
from data-centric grouping for update propagation. A 
complete picture requires consideration of the trade­
offs between server, client, and network resources, 
which is the subject of ongoing research. Note that 
since client-centric grouping can really be thought of 
as a special case of data-centric grouping, the perfor­
mance of the data-centric approach need be no worse 
than client-centric grouping. For our analysis, con­
sider a model of n clients each of which provides, on av­
erage, m operations to the server for replication. Also, 
assume that the operations from a particular client 
must be replicated by the server, on average, to half 
the other clients and that the data-centric approach 
for an application requires, on average, k groups. Uti­
lizing this model, we look at server resource consump­
tion with respect to the number of clients. 

With n clients and m operations per client, the 
server is required to handle m n operations in the 
incoming update files for all clients. Each operation 
must be analyzed for each delta file. In the traditional 
client-centric approach, there is a delta file per client, 
requiring mn7 steps for replication. The data-centric 
approach has only k delta files, thereby requiring only 
mnk steps for replication. This means increasing the 
number of clients for the client-centric approach re­
quires a polynomial increase in server processing but 

only a linear increase for the data-centric approach. 
Note that the data-centric approach performs better 
than client-centric when k < n. Since we typically 
choose a number of groups such tha t k < < n, the 
performance gain can be substantial . 

With the operations of each client affecting, on av­
erage, Y of the n clients, each client generates ^ • m 
replication operations. In the client-centric approach, 
the server maintains an exchange file per client; there­
fore, the total storage space required on the server is 
n - | m , The data-centric grouping approach maintains 
the exchange files on per group basis, therefore, the 
storage requirement on the server is roughly k - ^ • m. 
Thus the data-centric approach again provides linear 
as opposed to polynomial storage requirement with 
respect to the number of clients. 

8 Conclus ions a n d F u t u r e W o r k 
We propose a novel approach of grouping to ad­

dress scalability of update propagation in Intermit­
tently Connected Databases (ICDBs). We observed 
tha t grouping provides a viable mechanism for scaling 
server processing because it ships some of the server 
processing to individual clients. An efficient approach 
for client adaptation is developed in the paper. We 
provide a complete preliminary analysis of the issues 
of client processing in case of the da ta grouping and 
demonstrate how data-centric processing may be ac­
complished at the server and clients. 

In this paper, we do not address the tradeoffs of net­
work and client processing. These issues need to be 
formulated and investigated further. The problem of 
how to form groups for optimal performance is chal­
lenging. Additional techniques of grouping can also 
be explored to see their impact, and the details of the 
solution with the multiple servers may also be inter­
esting. A combination of grouping and client-centric 
approach is worth investigating under the scenario of 
intermittently connected databases that remain dis­
connected while the information is being disseminated 
by the server. We are currently developing a testbed 
to experimentally investigate some of these issues. 
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1 S e t u p 

We set up fictitious clients on the server which correspond to the groups defined for our data-centric approach. In 
addition to the fictitious clients, we create a real client for each remote cl ient 1 . Clients only download exchange 
files for the groups in which they are members; therefore, on the server, exchange files are only created for fictitious 
clients. Real clients uploading exchange files send the files up with their real DBID; therefore, the server processes 
incoming files from only real clients. Note tha t the server creates exchange files for only f i c t i t i o u s clients and 
receives exchange files only from r e a l clients. For example, consider a database with two tables (Rl , R2) and with 
three clients (RC1, RC2, RC3). Let F C l and FC2 be the fictitious clients with da ta from R l and R2, respectively. 
The SERVER only creates exchange files for FCl and FC2. If R C l shares both R l and R2, then RCl downloads 
the exchange files for F C l and FC2 from the server and applies them to its local database. The changes from 
R C l get sent to the server as coming from R C l . 

2 M e r g i n g D e l t a F i l e s 

Since clients receive several exchange files from the server, we must merge those file into a single file to be applied 
at the client. Delta files (files containing only c h a n g e s to the database) contain the following: 

T r a n s a c t i o n s : These are the transactions which are to be applied to a client. Each transaction is identified 
by a globally unique transaction ID. Transactions are composed of operations. Each operation within a 
transaction i s identified by a operation ID, unique within the o r i g i n a l t ransact ion 2 . 

D e l t a S e q u e n c e N u m b e r : Delta files contain a sequence number. The sequence number is used in conjunction 
with the SynchroSerial Table to provide serialization of exchange file execution. If the Delta file does not 
contain the expected sequence number, it is not processed 3 . Below is an example SynchroSerial table a t 
client R C l : 

SYNCHROSERIAL 
DBID 
R C l 
SERVER 

T Y P E 
O U T 
I N 

ReplicationSet "SYNCOTje^tJD 
DELTA 
DELTA 

_ I 
This indicates tha t the last file sent by the client, R C l , to the SERVER was a DELTA file with Delta 
Sequence Number 5, and the last file received by R C l was a DELTA file from the SERVER with Delta 
Sequence Number 6. The next DELTA file sent by RCl will have Delta Sequence Number 6, and the next 
file received by R C l is expected to have a Sequence Number of 7. Upon receiving or sending an exchange 
file, the client updates the corresponding entry in its SynchroSerial table. 

S o u r c e D B I D : The DBID of the source of the delta file (e.g. SERVER) 

D e s t i n a t i o n D B I D : The DBID of the destination of the delta file (e.g. R C l ) 

We use the JeffMerger utility to merge Delta files: 

j e f f m e r g e r < s r c d b i d > < d s t d b i d > < d s t f i l e > < s r c f i l e l > < s r c f i l e 2 > . . 

2 h

t h V n n e C e 1 a r y S e r i a I i z a t i o n of exchange files sent from the client 
If the original transaction has three ODeratinnQ Ci o - n 

f ° r % n , C ! i e ? t , . h . t ! ! ! h £ ° r i 6 i n a l ° P e r a t i 0 n I D s " ( U ) ° f W h ! C h a P P ' y l ° a P a r t i c u l a r client, then the operations 

he file is arch.ved for later use. If it is a smaller sequence number than expected, 

i original operation IDs (1 3) 
I it is a larger sequence number than expected the 

the file is discarded. 



EX: Jef fMerger SERVER RC1 RCl . snc F C l . s n c FC2.snc 

The transactions are merged by using the transaction IDs of the transactions in each file. Operations with 
the same transaction ID are merged using the operation sequence IDs. The source and destination DBID of the 
merged file are parameters to the JefTMerger program. The destination DBID should be the DBID of the r e a l 
client expected to process the merged file. 

Since clients receive data as the union of several groups, transactions submitted by a client will be "reflected" 
back in the group files4; consequently, our delta merge procedure eliminates reflected insert transactions using the 
Originator ID associated with each transaction. Update and delete transactions are reflected back to clients in the 
client-centric approach to insure da ta integrity; therefore, our merge routine does not eliminate these transactions. 

3 Merging Refresh Files 
As with Delta files, we must merge Refresh files; however, Refresh files have a very different format (e.g. no 
transaction IDs). Refresh files contain the following: 

S t a t e m e n t s : These are the insert s tatements , contained in the da t a stream of the refresh file, which are to be 
applied to a client. The transactions are aggregated by table. The form of an insert is: 

t ab lename = ENROLL 

s q l = INSERT INTO ENROLL ( s t u d e n t _ i d , c o u r s e _ i d , g r a d e ) VALUES ( ? , ? , ? ) 
Pa rame te r STUDENT.ID = G00000001 ([C_CHAR] [SQL_CHAR] [Col# 1]) 
Paramete r C0URSE_ID = G0003 ([C_CHAR] [SQL_CHAR] [Col# 2 ] ) 
Pa rame te r GRADE = A ([C_CHAR] [SQL_CHAR] [Col# 3 ] ) 

Pa ramete r STUDENT.ID = G00000001 ([C_CHAR] [SQL.CHAR] [Col# 1 ] ) 
Pa rame te r C0URSE_ID = G0004 ([C_CHAR] [SQL_CHAR] [Col# 2 ] ) 
Paramete r GRADE = B ([C_CHAR] [SQL_CHAR] [Col# 3 ] ) 

Note that a statement consists of several substatements which are the actual tuples. I 

R e f r e s h S e q u e n c e N u m b e r - Refrpsh H IP * ™ r , f -

Proper sequence number for Z^^^^T,^ ^ t h e d i e n t — <° determine the 
entry: " g s e n a h z a b ' l i t y . The client uses this number to form the SynchroSerial 

DBID 
SYNCHROSERIAL 

"SERVER I IN TXT ' - — . 

^REFRESH 
Rehe^%^:^ (in

 h

the rtstream) t h e — 
SYNCHROSERIAL * ^ ^ S y n c h r o S e r i a l - t r y : 

RTM I i J " RC1 | OUT DELTA 

S o u r c e D B I D : The DBID of the source of the delta file (e.g. SERVER) 

of the delta file (e.g. RC1) 
<Per client treatment in the c.ient-centric approach avo.ds this prob.em. 



DATABASE SYNCHRONIZATION AND 
ORGANIZATION SYSTEM AND METHOD 

Field of the Invenfinn The present invention relates to a method and system for updating databases, and more 

5 particularly, relates to a method and system for synchronizing remote databases. 

Background of the Invention 

In many business environments, a server database ("central") is used to store data that is 

pertinent to many employees or remote users of a business. The server database is typically 

accessible by remote computer systems ("clients") to increase the availability of information to 

10 the remote users. By providing a server database, which may be accessed by remote computer 

systems, dissemination of information through the company is increased. Remote access to a 

server database is more critical in environments where a sales force or many employees operate 

away from the office. As an example, the remote employees rely on the information contained 

within the database to be informed about inventory changes, pricing data, and company events. 

15 Rather than remain connected to the server database indefinitely and collect telecommunication 

charges or tie up phone lines, the remote users only intermittently connect their computers to a 

server for access to the server database. In these environments, the remote computer systems 

typically store a portion of the server database locally to support the remote application even 

when the client is not connected to the server. The intermittent connection is then used to send 

20 only changes made by the client application to the server and a pertinent set of changes from the 

server to the client. This type of remote computer system environment is called an Intermittently 

Connected Database (ICDB) environment. ICDBs have a wide variety of applications in sales 

force automation, insurance claim processing, and mobile work forces in general. 
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Synchrologic Application-level Multicast Protocol 
Requirements 

Background 

We have built a reliable multicast protocol called RRMP (Receiver Reliable Multicast Protocol) that 
provides reliable one-to-many communication by placing the burden of reliability completely on the 
receiver. Error control is handled via FEC (Forward Error Correction) and via a round-based negative 
acknowledgement approach. Flow control is rate based, with each data stream fixed at a base rate, and 
receivers are encouraged to join as many streams as they can handle depending to the bandwidth available 
at the receiver. Scalability is ensured by probabilistically slotting negative acknowledgements in a way that 
promotes receivers that are missing the most data to respond before those who are missing the least. 
FEC also promotes the support of a large receiver set because of its ability to correct non-correlated errors 
with one retransmission (coupled with the possibility of transmitting extra FEC packets with the original 
transmission to compensate for expected error). 

It has proven to be impossible to design a universal reliable multicast protocol analogous to unicast 
counterparts such as TCP/IP. Multicast protocols are tightly coupled to the applications that they must 
support, and our case is no different. Our protocol has been designed with bulk file transport to large 
receiver-sets in mind. Other application areas, such as real time multimedia distribution, require their own 
carefully tailored protocols in order to meet the requirements that are specific to their domains. 

With this in mind, we will now present the application layer protocol intended to be used by Synchrologic, 
Inc.'s SyncK.it distributed database synchronization product. This application supports the distribution and 
synchronization of "thin" client databases with a centralized enterprise database. Clients are assumed to be 
unreliable and constrained by modem-sized bandwidths. The goal of the application layer protocol is to 
facilitate the downstream (server- to- many -clients) data transfer in a manner that is both reliable and 
scalable. We will use RRMP to meet both needs, and build on top of it the application level protocol 
outlined below. 

Assumptions 

1. Receivers are multicast capable. 

2. Receivers connect along unreliable communication channels 

Receivers are responsible for knowing which data th 
recovering from erroneous situations. 

4. RRMP allows for the reliable transmission of a block of data (which 
server to many clients. 1 " 

ey are interested in, and for detecting and 

we will call a partition) from on 

5. Receivers are intermittently connected to the network. 

Receivers want to minimi nze connect time, while the server wants to mini mize processing costs. 
6. 

http://SyncK.it


Terminology 

MULTICAST GROUP 

DATABASE GROUP 

DISTRIBUTION FILES 

DISTRIBUTION SEQUENCE NUMBERS 

PARTITION 

PLAYLIST 

REQUEST 

Database 
GrouD Distribution 

File 

IP multicast address 

Data grouping mechanism in which data is shared 
among receiver sets...clients will belong to one or 
more database groups, and each group will be 
mapped to a multicast address. 

Files that contain database operations to be applied 
on the receiving end... the exchange of these files 
allows the synchronization process to occur. 

Serialize the application of replication/refresh files 

A piece of a replication/refresh file 

Per-group out of band channel that advertises the 
database group files that are currently being 
broadcast as well as those that have recently 
finished. 

Upstream message used by clients to inform the 
server about the database group files and starting 
distribution sequence numbers that they require. 

Partition U 



Addressing 

We will map database groups to multicast addresses by using the "available" bits in the multicast address 
itself along with a 16 bit port number. This combination will completely identity a database group file and 
distribution sequence number pair. 

IP Multicast Addresses (Class D) 

Range from 224.0.0.0 to 239.255.255.255 
224.0.0.0 is reserved 
224.0.0.1 is the all hosts group 

I s ' byte ranges from 224 to 239 
2 n d byte ranges from 0 to 255 
3 r d byte ranges from 0 to 255 
4 t h byte ranges from 2 to 255 

so, we will use the available address space to map addresses to replication/refresh files in the following manner: 

32 bit multicast address 

16 bit database group identifier 

16 bit port number: 
Sequence # (low byte) Partition # 

Sequence*(h>irrbl̂  



Playlist 

7 
Flags 
CID 
Addr 

Port 

NBL 

Byte • 

1 byte connection identifier 
. - . 4 byte multicast address 

2 byte port number 

1 byte "normalized bytes left" 

- 4 
O 

The playlist datagram will consist of an array of the record structure described above. No other header 
information will be used with the playlist datagram, since the number of records can be inferred from the 
datagram size, and the playlist will be sent along a separate channel from the data. 

The multicast address and port fields encode a <partition, distribution sequence number, database group> tuple. 

The flag fields are used to convey status information to the receivers about the current state of a 
transmission on a single database group. Setting the "P" flag will indicate that this record is the last 
partition. Setting the "S" flag indicates that this record is the last distribution sequence number. The "T" 
flag will indicate that the <partition, distribution sequence number, database group> tuple encoded in the 
multicast address is scheduled to be played sometime in the future, allowing clients to synchronize in a 
coarse-grained manner. 

The normalized bytes left field gives and indicator of how far into the transmission the server is, so that 
clients can avoid joining "too late". This will allow for various "late join" policies to be implemented in 
the client. It lets clients order the groups that they join; giving priority to channels that have played "less" 
data than those that are nearly done. This field will be computed by mapping the range from 0 to the size 
of the largest file partition on the server (in bytes) onto the range from 0 to 255. 

The connection identifier is advertised via the playlist, and it is used by clients to validate RRMP packets 
(and separate out other kinds of traffic if we happen to have address collisions with other applications). 


