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SUMMARY  

Modern life is enhanced by complex Systems of Systems (SoS), networks that 

combine constituents such as financial systems, power infrastructure, and transportation 

networks. Networking constituents increases the possible services and utility than can be 

provided. The response of a SoS to unexpected subsystem failures, however, undermines 

its effectiveness and could mitigate the advantages of combining constituent systems. The 

increased complexity of SoS and multi-layer interaction effects hamper the use of 

traditional System Engineering approaches (e.g., design by decomposition) to mitigate 

these unexpected failures. One possible solution to unexpected failures would be to 

increase the SoSôs resilience. Resilience is an emergent property that describes the ability 

of a SoS to resist faults, minimize disruption during a fault, and recover from a fault. 

Current strategies to increase resilience are hampered by the level of complexity within 

SoS. This dissertation proposes a novel method to increase SoS resilience. We hypothesize 

that biologically inspired design can increase resilience by informing both the structure of 

SoS interactions and the agent interactions. This dissertation achieves three research goals 

which result in two primary contributions to the new field of System of System Engineering 

(SoSE). The primary tools used in this dissertation are Ecological Network Analysis, 

System Dynamic Modeling, and Agent-Based Modeling. The result of this research will 

be two approaches to increase resilience. First, we identify a set of 13 Network Structure 

Design Heuristics to guide SoS evolution. Secondly, a framework for implementing 

biologically inspired agent behavior to increase resilience is developed and presented. 14 

Agent Interaction Strategy Tactics are developed and tested. Application of these 

approaches could dramatically increase the sustainability and resilience of modern SoS.  



 1 

CHAPTER 1. INTRODUCTION  

1.1 Motivation  

Modern life has been enabled by Systems of Systems (SoSs). A SoS is a group of 

systems that by operating together has added capabilities (DeLaurentis & Crossley, 2005; 

Joannou et al., 2019; Nielsen et al., 2015; Uday & Marais, 2015).  The ISO/IEC/IEEE 21839 

standard defines SoS as a ñset of systems or system elements that interact to provide a 

unique capability that none of the constituent systems can accomplish on its own 

(International Organization for Standardization, 2019).ò Connecting constituent systems 

into a SoS provides additional services or functions (Ge et al., 2014; Joannou et al., 2019; 

A. P. Sage & Biemer, 2007). Combining complex sociotechnical systems into a larger SoS 

typically results in improved performance characteristics including sustainability, 

efficiency, or productivity.  

SoSs are abundant. Financial systems, power infrastructure, agriculture, 

transportation networks, and other systems synergistically combine the resources and 

services of their constituent systems into SoSs (Joannou et al., 2019). An example of a SoS 

is the interaction between a water distribution network, electrical grid, communication 

network, and transportation network in a city.  SoS examples include national water supply, 

electrical distribution, the Global Earth Observation System of Systems (GEOSS), military 

air defense, financial systems, national airspace system, human health care, and entire cities 

(Butterfield et al., 2008; Dodgson & Gann, 2011; Eusgeld et al., 2011; Filippini & Silva, 

2014; Ge et al., 2014; Hata et al., 2009; Joannou et al., 2019; Maier, 1998; Nielsen et al., 

2015; San Miguel et al., 2012; Sheard & Mostashari, 2009). 
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SoS design, however, is a difficult undertaking due SoS being a complex multi-level 

network. Within sociotechnical systems, a population of independent agents (often people) 

interacts with each other, the technical artifacts in each system, and the environment (T. 

Holland, 2019). As a result, sociotechnical systems are complex with many attributes that 

hamper design intervention. These attributes include emergence (system behavior that is not 

reducible to agent behavior), self-organization (including spatial-temporal agent 

distributions), and non-linear response to system stimuli (Helbing & Balietti, 2011; 

Pumpuni-Lenss et al., 2017; Rouse, 2007; San Miguel et al., 2012).  Further hindering SoS 

design efforts, these complex sociotechnical systems (which themselves are difficult to 

design) are then networked together into a larger SoS. One significant challenge in 

attempting to develop a design methodology for SoS is that many desirable SoS 

characteristics (e.g. resilience, safety, sustainability, robustness) are emergents that result 

from the interactions of the constituent complex systems (Cropp & Gabric, 2002; 

DeLaurentis & Crossley, 2005; Fiksel, 2003; T. Holland, 2019; Leveson et al., 2012; 

Pumpuni-Lenss et al., 2017; ķahin, 2005).  
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Figure 1- A System of Systems is a Multi-Level Complex Network. 

Complex sociotechnical systems consist of interactions between agents, entities (technical 

artifacts) and the system environment. Through emergence their interactions result in 

properties measurable at the system level. These complex system properties also interact as 

Energy, Material, Money, and Information (EMMI) flow through their network. The 

combination of these interactions with the local environment results in SoS emergent 

characteristics (e.g., resilience). As an ñopen systemò the SoS then undergoes another layer 

of interaction between itself, the global environment, and inputs to the SoS. At every 

hierarchical scale complexity is present and resistant to reductionist engineering 

approaches 

Not surprisingly, these challenges have resulted in SoS design approaches that 

require significant improvement. Previous efforts in SoS design focused on overcoming the 

logistical and interface challenges of combining systems, but not on predicting or improving 

SoS operation (Maier, 1998; Rainey & Tolk, 2015). As a result, engineers have successfully 

created SoS, but have difficulty controlling or predicting SoS dynamics (Jamshidi, 2018; A. 

Sage & Cuppan, 2001). Specifically, work is needed to improve the response of SoS to 
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unexpected constituent system failures. SoS dynamics are often emergent (i.e., SoS level 

behavior that cannot be predicted by constituent behavior), and thus many System 

Engineering design approaches are ineffective. System Engineering approaches often 

cannot be applied to emergence due to the use of reductionistic  bottom-up design (Schaff, 

2018). Current efforts to reduce SoS vulnerabilities focus on improving human response, 

fault identification, or adaptation after a fault (Bie et al., 2017; Comfort et al., 2003; van der 

Leeuw & Aschan-Leygonie, 2010). Another common approach adds robustness to 

individual SoS components in order to add redundancy in the SoS (Bie et al., 2017; Hosseini 

et al., 2016; Uday & Marais, 2015). Resilience can be increased by developing fault 

identification approaches, improving human response, expanding constituent redundancy, 

adding robustness, and making fault response more effective (Bie et al., 2017; Hosseini et 

al., 2016; Madni & Jackson, 2009; Uday & Marais, 2015; van der Leeuw & Aschan-

Leygonie, 2010). As SoSs scale, these approaches, unfortunately, become unsustainable in 

their human performance and cost requirements. For example,  perceived designer effort 

grows greater than linearly as network complexity grows (Kim et al., 2017). 

SoS response to unexpected subsystem failure can undermine their benefits. SoS 

failures can result in greater costs than the saving gained by implementing a SoS instead of 

independent systems. Researchers recognize the importance of limiting the impact of 

failures within complex systems (Haley et al., 2016), but SoS vulnerabilities still include 

cascading faults, difficulties in anticipating the scope of failures, and identifying critical 

infrastructure nodes.  

The consequences of SoS that cannot adequately respond to local failures can have 

widespread impacts. On August 14, 2003 portions of the United States and Canada 
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experienced an electrical blackout that resulted in fifty-five million customers losing power 

and shut down over one-hundred power plants. The cause was not a coordinated failure or 

widespread network attack, but a powerline in Ohio touching a tree limb (Blumsack, 2019). 

These types of propagating failures are not limited to physical networks. On May 6, 2010, 

the ñFlash Crashò traveled through the U.S. stock market, causing share prices to fluctuate 

widely. Accenture fell to only penny, while Apple rose to $100,000 per share. Once again, 

the cause was a local event, trades initiated in Kansas to sell a block of one type of stock 

(Miller, 2019). Resilience, however, is an emergent SoS property that would improve SoS 

response to unexpected constituent faults (Pariès, 2012).  

Resilience describes the performance of a SoS after adverse events (Bie et al., 2017; 

Hollnagel, 2006; Hosseini et al., 2016; Uday & Marais, 2015). SOS resilience is described 

as the ability of a SoS to resist faults, minimize disruption during a fault, and recover from 

a fault (Bie et al., 2017; Hosseini et al., 2016; Uday & Marais, 2015). Specifically, the fault 

of interest in this dissertation is unexpected link removal. A system with high resilience 

would have minimal disruption and a speedy recovery to a stable state after a system fault 

(Hollnagel, 2006). For example, consider a power plant that experiences a turbine failure. 

A two-turbine plant that experiences a 50% reduction in output for 2 hours is more resilient 

than a 1-turbine plant that experiences a 100% reduction in output for 4 hours. Decreasing 

either the duration or magnitude of a disruption increases resilience. Resilience and 

sustainability are linked concepts (Moradi et al., 2018). A SoS might operate in an 

environmentally sustainable manner (i.e. zero carbon footprint), but if the SoS is not 

resilient it will require additional resources to recover from faults or maintain system 

functionality. The material investment to recover from these faults could be so great that the 
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lack of resilience could threaten the overall sustainability of the SoS. Given the importance 

of SoS in the modern world and the challenges faced by System of Systems Engineering 

(SoSE), we are interested in increasing SoS network resilience. Thus, the central question 

of this research is: What design approaches can be used to increase SoS resilience?   

Biologically inspired design may provide the needed approach to increase SoS 

resilience. Biologically inspired design is a form of design by analogy that seeks to utilize 

existing designs in nature to improve technical artifacts (Arroyo et al., 2018; Fu et al., 2014). 

Biologically inspired design has proven successful in the design of a wide variety of 

technical artifacts and in providing a framework to design adaptive engineered systems 

(artifacts with the ability to reduce the impact or recover from faults) (Arroyo et al., 2018).  

We turn to biologically inspired design as an approach to increase SoS resilience because 

there is evidence that ecosystems may have evolved to increase resilience (Cropp & Gabric, 

2002; Kristensen et al., 2003; Mellard & Ballantyne, 2014). Ecosystem resilience enables 

life to persevere. Non-resilient SoSs by definition do not persist. Therefore, the ecosystems 

which currently exist are more resilient than those that suffered extinction (Cropp & Gabric, 

2002).  We hypothesize that Biologically Inspired Design-for-Resilience (BID4R) could be 

used to intentionally increase SoS resilience.  

1.2 Resilience as an Emergent Property 

The existence of emergence within SoSs hamper efforts by engineers to increase 

SoS resilience. There are two types of measurable SoS characteristics: resultants and 

emergents (Figure 2). Resultant characteristics are the aggregated characteristics of 
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constituents. Emergents are SoS characteristics that are not the aggregated characteristics 

of constituents (Langford, 2018).  

 
Figure 2- Examples of Resultants and Emergents in a Complex System.  

In this complex system, three agents exchange opinions about a topic and attempt to reach 

a consensus (e.g., choosing a restaurant for lunch). Agent 1 sends information to Agent 2, 

Agent 2 sends information to Agent 3, and Agent 3 sends information to Agents 1 and 2. 

Measurable characteristics of this system can be divided into resultants (able to be 

determined by examining each individual) or emergents (only measurable by considering 

individuals and interactions). Note: This example is a system, not a SoS, but the same 

principles apply (e.g. substitute Agent 1 for System 1).  

We prefer the following definition of emergence, as it is both general enough to 

incorporate emergent properties of systems, SoS, and ecosystems, yet is specific enough to 

detect emergence. From Johnson and Padilla:  ñEmergence is the action of producing system 

effects that are approximately underivable based on system components and their 

interrelationships (Johnson IV & Padilla, 2018).ò The word ñapproximatelyò is included by 

Johnson and Padilla to acknowledge the fact that some emergents may become resultants as 

SoSE knowledge increases.  

As shown in Figure 1, emergence is not merely a system or SoS process. It has the 

potential to occur anytime there are multiple autonomous entities interacting (Nielsen et al., 

2015; Schaff, 2018). An interaction is any event which results in the exchange of energy, 

matter, material wealth (money), or information (EMMI) (Langford, 2018). These 
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interacting components are referred to as constituents (Haimes, 2009; Rhodes, 2018; Tran 

et al., 2017; Uday & Marais, 2015). Complex systems are the constituents within SoS, while 

agents are the constituents within complex systems. Emergence is often the result of 

constituent choices with limited, local information (Bonabeau, 2002b; Di Marzo Serugendo 

et al., 2006).  

There are two SoS characteristics that can be altered to engineer emergence (Figure 

3). First, WHO  constituents interact with, defined as a SOSô Network Structure. This 

characteristic is sometimes referred to as the Operational Viewpoint in the literature 

(Rhodes, 2018). The second characteristic is HOW  constituents interact, defined as 

Interaction Strategy. Interaction Strategy explains how two systems or SoSs can have the 

same interaction topography but exhibit different emergents. The key principle is that 

interactions are unavoidable within complex systems or SoSs, and thus emergence is 

unavoidable (Keating & Katina, 2018; Langford, 2018). Due to its universal existence, 

successful SoSE will require considering and potentially harnessing emergenceôs ability to 

manifest as desirable SoS characteristics. 
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Figure 3 ï Two Approaches to Engineer Emergence. 

Emergent characteristics can be changed through two approaches. First, the Network 

Structure (WHO) can be altered. In our example of three agents exchanging information, 

this would be equivalent to changing who each agent talks or listens to. The second 

approach to engineering emergence focuses on altering the Interaction Strategy of a 

constituent. In our example, this would be equivalent to changing Agent 3 to a ñsuper 

influencerò (i.e., unlikely to listen, but very likely to convince others of his/her viewpoint).  

A successful design-for-resilience must therefore consider both approaches to 

engineer emergence (Network Structure and Interaction Strategy). The broad question we 

are interested in is: What design approaches can be used to increase SoS resilience? 

Research into influencing the Network Structure (WHO of emergence) or Interaction 

Strategy (HOW of emergence) is driven by lofty design goals. Harnessing emergence holds 

the potential to enhance a systemôs performance, forecast emergent responses to faults, 

encourage positive emergence, and prevent negative emergence (T. Holland, 2019; Rainey, 

2018; Schaff, 2018). These goals face several significant technical challenges. At the 

broadest level, emergence has not yet been modeled with explicit mathematical equations 

(Petty, 2018; Rainey, 2018; Schaff, 2018). Current strategies to engineer Network Structure 

are hampered by the level of complexity within modern systems or SoS. The complexity 

exceeds the cognitive ability of engineers and decision makers (Comfort et al., 2003; 
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Rhodes, 2018). Additionally, for a traditional system Network Structure is a design decision 

made prior to implementation. For a SoS, structural evolution occurs as constituents are 

added to or removed from the SoS, resulting in continuous network restructuring (Rhodes, 

2018). This continuous restructuring requires engineering emergence to be ongoing, instead 

of a single upfront design decision. 

Current strategies to engineer Interaction Strategy (HOW) also face practical 

challenges. First, changes to an constituentôs internal logic can propagate through the 

network, causing unexpected cascading effects (Langford, 2018). Secondly, problems of 

complexity also hinder engineering constituent Interaction Strategy. For example, some 

biologically inspired applications of stigmergy (agent communication through the 

environment) have had to rely on experimental adjustments to determine the agent 

parameter settings to optimize swarm applications (Jean-Pierre et al., 2006). As a result, 

approaches such as system dynamics, regression analysis, and closed form mathematical 

evaluation have not yet successfully analyzed emergence (Bonabeau, 2002b).  

These limitations require a novel approach to investigate SoS emergence and 

resilience. Biologically inspired design may provide insights inaccessible from other 

approaches. We hypothesize that Biologically Inspired Design-for-Resilience (BID4R) 

could be used to intentionally increase SoS resilience.  

Specifically, the hierarchical nature of SoS emergence suggests that two unique 

emergence engineering approaches may be needed (Figure 1). The first approach is applied 

to the network structure between SoS constituent complex systems, while the second is 
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applied to agents within the complex systems. Both approaches have the goal of increasing 

the resilience of SoS. The two approaches are summarized in Table 1.  

Table 1- Comparison of Complex System and SoS Design Leverage Points.  

 

First, consider Network Structure. SoS network evolution is often observed over 

long time scales and requires coordination between multiple constituent system 

stakeholders. An example modification would be to add an additional electrical supply 

source to a factory; or for two constituents to create an information interlock where if one 

failed, the other would increase production. The Interaction Strategy (function of each 

system), though, may be highly resistant to engineering intervention. It is unlikely that a 

hospital will be converted into a power plant, even if SoS resilience would increase 

dramatically. Thus, we see that at the SoS level, the Network Structure is amiable to design 

intervention during these critical evolution decision points, while constituent Interaction 

Strategy (function) is not. This problem structure indicates that SoS design heuristics for 

decision makers considering a Network Structure change may be a powerful tool to increase 

SoS performance. Biologically inspired design can be used to inform those design heuristics 

by identifying what ecosystem network characteristics result in increased resilience. This 

work investigates those design heuristics through a dataset of ecosystem and SoSs. This 
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datasetôs Network Structure is evaluated with Ecological Network Analysis (ENA), a subset 

of graph theory. Analyzed network metrics are then compared to the ecosystemôs resilience.  

SoS biologically inspired network design will not be a viable approach for 

emergence exhibited within the constituent complex systems. Complex systems typically 

involve many more agents than SoS involve complex systems. Additionally, complex 

system Network Structure rapidly changes and links are often created at the agent level. 

There is a design opportunity, however, to alter how constituent agents interact within a 

complex system.  

Biologically inspired design provides numerous examples of agent rules which 

result in emergent behavior. These examples have mainly been used for area search or 

optimization, rather than improving resilience. Rather than develop a set of heuristics, as 

proposed for SoS Network Structure, this dissertation will demonstrate that complex system 

resilience can be increased by implementing biologically inspired tactics to the agents in a 

constituent. As shown in Figure 1, agent actions impact the constituent complex system 

resilience through emergence, which then impacts the SoS resilience (through emergence 

again). Thus, intervention at the individual agent level within a constituent system is one 

approach to increase SoS resilience.  For this dissertation, we investigate eusocial insect 

behavior as an approach to improve SoS resilience. By demonstrating that changing system 

agent behavior is a viable method to increase SoS resilience, this dissertation provides a 

framework to enable designers to adapt biologically inspired agent behaviors to their 

problem domain.  
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In summary, this dissertation proposes a new Biologically Inspired Design-for-

Resilience (BID4R) using two approaches. First, ecosystem Network Structure is used to 

develop heuristics to guide a SoSô Network Structure evolution (WHO of emergence). 

Secondly, eusocial insect behavior is used to identify tactics that can result in improved 

resilience through Interaction Strategy (HOW of emergence). This vision is summarized in 

our overall research question.  

 
Figure 4 ï Biologically Inspired Design-for-Resilience (BID4R) Vision. 

This figure shows a hypothetical example of how a low resilience SoS could be modified 

using BID4R.  Both Network Structure and Interaction Strategy can be modified to increase 

resilience. Chapters referenced in hypothetical redesign descriptions point the reader to 

further discussion and investigation of that inspiration.   

1.3 Overall Research Question 

How can biological inspiration be used to design SoS Network Structure or constituent 

Interaction Strategy to increase resilience?  
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This overall research question can be broken down into a series of goals and secondary 

questions. The secondary questions are presented under each each of the corresponding 

research goals in Section 1.4.  

1.4 Research Goals 

Meaningful research requires clearly identifying the current state of the art, 

formulating research goals to advance the art, identifying gaps, and developing 

contributions to help fill those gaps. Table 2 presents the relationship between these areas.  
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Table 2 - Dissertation Goals, Gaps, Contributions, Tasks, and Chapter Location. 

SOSE State 

of Art GAPS 

Research 

Goal 
SPECIFIC GAPS Contribution  Research Task CH 

SoS are 

vulnerable to 

unexpected 
failures. 

RG1: Identify 

attributes of 
ecosystems 

that are 

desirable 
design 

characteristics 

of SoS. 

SoSE has recognized that research is 
being hindered by a means to both 

evaluate SoS and develop models. 

SC1: A new method to 

measure and compare 

Resilience between SoSs 
and Ecosystems. 

 

RT1: Develop a metric to 
measure SoS resilience 

(SoSRM). 

4 
SoSE has often focused on 

component properties while SoS 

design requires consideration of 
overall properties (i.e. resilience). 

 

RT2: Validate that SoSRM 
measures ground truth with a 

series of experiments to model 

an ecosystem of decreasing 
biodiversity. 

 

Systems 

Engineering 

cannot be 
applied to SoS 

due to the 

existence of 
emergence. 

Many studies still attempt to 
increase resilience by orchestrating 

dynamic interventions, rather than 

engaging in SoS design (Cavallaro 
et al., 2014; Nan & Sansavini, 2017; 

Tran et al., 2017). 

SC2: New evidence for the 

limitations of current 

approaches to improve SoS 
resilience. 

RT3: Demonstrate limited 
effectiveness of current 

resilience improvement 

approaches, validating the need 
for biologically inspired design. 

5 

There has not been a systematic 

evaluation comparing ecosystem 
and SoS resilience. 

SC3: The first analysis of a 

set of ecosystems and SoS 
with our novel resilience 

metric 

RT4: Analyze collection of 

ecosystems and SoS for 
resilience. 

6 

SoSE is unable 
to use 

increased 

resilience to 
resist 

unexpected 

faults. Current 
approaches 

require ever-

increasing 
human 

performance or 

ever-increasing 
costs. 

RG2: Derive 
design 

heuristics 

from 
ecosystem 

structure to 

improve SoS 
performance. 

SoS Resilience design methodology 

is as ad hoc, focused on identifying 
faulty designs, and reductionist. 

SC4: Statistical evaluation 
of the relationship between 

ENA metrics and 

resilience. 

RT5: Using approaches such as 
regression analysis, determine 

relationship between ENA 

metrics and resilience. 

SoS engineers acknowledge that the 

first step towards increasing the 

rigor of SoSE may be the creation of 
design heuristics (DeLaurentis & 

Crossley, 2005; Rouse, 2007). 

PCI:  Network Structure  

Design Heuristics for SoS 

decision makers to guide 

SoS evolution. 

RT6: Using results of RT5, 

create Network Structure 

heuristics to help policy makers 
direct the evolution of their SoS 

to increase resilience. 

SoSE is ill-equipped to evaluate 

between two proposed structural 

changes. 

RT7: Demonstrate effectiveness 

of design heuristics with 

application to a case study to 

improve SoS resilience. 

Current 
approaches to 

use emergence 

to improve SoS 
resilience are 

inadequate, 

requiring a 
novel design 

approach. 

RG3: 

Demonstrate 
a design 

approach to 

implement 
biologically 

inspired agent 

behavior 
within SoS to 

improve 

performance 

Biologically inspired agent behavior 
has not been applied to improve SoS 

resilience. 

SC5: Identification of a 

specific biologically 

inspired agent behavior 
that can be used to improve 

SoS resilience. 

RT8: Identify behaviors of 

eusocial insects that promote 
resilience. 

7 RT9: Identify and implement 

novel biologically inspired agent 

tactics and test if SoS resilience 
is improved.  

RT10: Implement design 

revision to the case study in RT7 
and RT9 to include both 

structural and agent changes. 

Determine difference in 
resilience gains from the two 

strategies. 

8 

PCII: A framework for 

applying agent-level 

design to improve SoS 

resilience. 

RT11: Formally document 

approach taken in RT9 as a 

roadmap for future researchers 

who desire to extract biological 
behavior into agent-based rules. 

7 
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1.4.1 Research Goal 1: Identify Attributes of Ecosystems That Are Desirable Design 

Characteristics of SoS 

 Secondary Question 1: What attributes of Ecosystems should be applied to SoS in 

order to increase resilience? 

This dissertation begins by developing a new approach to measure SoS resilience: 

the System of Systems Resilience Metric (SoSRM). Design-for-X methodology requires X 

to be measurable. Current resilient measurements are a function of SoS architecture, fault 

type, fault duration, and fault recovery strategy. Researchers have struggled to isolate the 

impact of architecture on resilience given the inclusion of the other independent variables 

(fault type, recovery strategy, and fault duration). This makes it difficult to compare results 

between different contexts (Pumpuni-Lenss et al., 2017). This first task focuses on metric 

development and validation to enable Biologically Inspired Design-for-Resilience (BID4R). 

SoSRM development and validation is presented in Chapter 4.   

Once resilience can be measured a collection of ecosystems and SoS are evaluated 

for correlation with SoSRM and graph theory metrics. The results of this analysis enable us 

to determine which network characteristics correlate with increased or reduced resilience.  

1.4.2 RG2: Derive Design Heuristics from Ecosystem Structure to Improve SoS Resilience 

Secondary Question 2: What design heuristics can be used to increase SoS resilience? 

 The previously calculated correlations are refined into design heuristics. Design 

heuristics are necessary to translate the abstract mathematical concepts discovered into 

actionable guidance for real-world SoS decision makers. Successful heuristics require both 
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context and recommended action identification. Heuristics provide a repeatable design 

approach to improve SoS performance, long recognized as a need within SoSE (DeLaurentis 

& Crossley, 2005; Rouse, 2007). Specifically, these design principles will seek to guide SoS 

decision makers as to how their SoS network should evolve. Current guidance 

acknowledges the importance of SoS structural evolution and the role that current 

configuration plays in limiting the possible design space (Salat & Bourdic, 2012; Sheard & 

Mostashari, 2009). Current guidelines recommend include increasing redundancy or 

repairability (Uday & Marais, 2015), but fail to provide quantitative guidance (e.g. by how 

much is one solution preferred over another). This prevents design-for-X methodology from 

being applied for SoS resilience. The new heuristics from this dissertation are also tested 

for their effectiveness against traditional approaches. The results of this research goal are 

presented in Chapters 5 and 6.  

1.4.3 RG3: Demonstrate a Design Approach That Utilizes Biologically Inspired Agent 

Behaviour to Improve SoS Performance 

Secondary Question 3: How can biologically inspired agent behavior be used to increase 

SoS resilience? 

 Lower-level constituents (individual agent) network topographies often shift too 

rapidly and are too decentralized to allow design heuristics to be utilized (Table 1). Instead, 

we build on the success of biologically inspired design in fields such as optimization and 

multi-agent flocking to translate insect behaviors with increased resilience into SoS agent 

behavior. Successfully implementing biologically inspired tactics to agents in our case study 

will provide a framework for future researchers use biologically inspired agent behavior to 
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increase resilience for their specific design challenge. Tactics are approaches that apply 

functions performed in nature to increase resilience to SoS. Specifically, tactics provide 

insight into how these biological features can be encoded or applied into agent-based models 

and multi-agent systems.  

1.5 Fundamental Contributions 

This dissertation results in two primary contributions (PC) and five secondary 

contributions (SC).  They have been organized under each research goal in Section 1.5. 

Table 3 outlines how the contributions are labeled according to Marcos Varroôs 

classifications of possible objectives of philosophy as presented by Ferris in ñThe Challenge 

of Performing Research Which will Contribute Helpful Engineering Knowledge 

Concerning Emergence (T. Ferris, 2018).ò Additionally, the contributions are classified as 

conceptual, empirical, or methodological. These contributions meet the requirements of the 

Woodruff School Dissertation guidance of being additions to the fundamental knowledge 

in the field of SoSE.   
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Table 3- Types of Research Contributions. 

Contributions adapted from (T. Ferris, 2018). 

Note: Only applicable contributions included. 

Dimension Code Possible Category 

Desired Outcome  D1 Theoretical Development of the Field 

D2 Practical Development of the Field 

D3 Development in Theory and Practice 

Knowledge Goal K1 Goal is Knowledge 

K2 Goal is field of Application 

K3 Goal is Knowledge and Application 

Beneficiary B1 Investigator (Includes Academia) 

B2 Others in the Community (Outside Academia) 

 

1.5.1 Contributions from Achieving RG1:  Identify Attributes of Ecosystems That Are 

Desirable Design Characteristics of SoS 

 Completion of research goal 1 results in three secondary contributions.  

1.5.1.1 SC1: A New Method to Measure and Compare Resilience Between SoSs and 

Ecosystems  

SoSE has recognized that research is being hindered by a means to both evaluate 

SoSs and develop models (Rouse, 2007). SoSE have often focused on component properties 

while SoS design requires consideration of overall properties (i.e. resilience) (Nielsen et al., 

2015). This methodological contribution provides a tool for both of those gaps. SC1 is a 

conceptual contribution, clarifying and quantifying the measurement of SoS resilience. 

D1,K1,B1 
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1.5.1.2 SC2: New Evidence for The Limitations of Current Approaches to Improve SoS 

Resilience  

In tandem with our hypothesis that biologically inspired design is a preferred 

mechanism to increase SoS resilience is the assertion that current interventions are 

insufficient. Although this assertion has been observed in the literature, many studies still 

attempt to increase resilience by orchestrating dynamic interventions, rather than engaging 

in SoS design (Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2017). Thus, this 

conceptual contribution provides additional evidence for the need to focus research on 

biologically inspired design rather than the current focus on response strategies. D1,K1,B1 

1.5.1.3 SC3: The First Analysis of a Set of Ecosystems with Our Novel SoS Resilience 

Metric  

Although the literature supposes that ecosystems have inherently high resilience, 

this supposition is often based on evidence such as the continued endurance of ecosystems 

over long time periods (Cropp & Gabric, 2002). There has not been a systematic evaluation 

of natural SoS resilience. Building on the datasets collected by Layton and Morris (Layton, 

2014; Z. Morris, 2020), we measure the resilience of ecosystems using the newly developed 

metric. Authors have advocated for a larger dataset comparing simulation and network 

theory analysis results (Haley et al., 2016). This empirical contribution will provide the first 

large dataset calculating ecosystem resilience. D2,K3,B1 
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1.5.2 Contributions from Achieving RG2: Derive Design Heuristics From Ecosystem 

Structure to Improve SoS Performance 

 Completion of research goal 2 results in one secondary contribution and one primary 

contribution.  

1.5.2.1 SC4: Statistical Evaluation of the Relationship Between ENA Metrics and 

Resilience 

In a 2015 review, SoS Resilience design methodology was classified as ad hoc, 

focused on identifying faulty designs, and reductionist. These shortcomings prompted the 

authors to note that the current approaches are inadequate and unable to meet current SoSE 

demands (Uday & Marais, 2015). SC4 will result in a quantitative evaluation of the Network 

Structure characteristics which correlate highly with resilience. This empirical contribution 

will provide the basis for our design heuristics. D2,K3,B1 

1.5.2.2 PCI: Design Heuristics for SoS Policy or Decision Makers to Guide SoS Network 

Structure Evolution 

Despite recognizing the important role Network Structure evolution plays within 

SoSs, current SoSE approaches are ill -equipped to evaluate between two proposed structural 

changes (except for simplistic analysis such as two independent power sources are more 

resilient than one). A needed tool will inform designers which proposed network evolution 

is expected to increase resilience. SoS engineers acknowledge that the first step towards 

increasing the rigor of SoSE may be the creation of design heuristics (DeLaurentis & 

Crossley, 2005; Rouse, 2007). Specifically, our work falls into the gap recognized by Ferris, 
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that future design configurations require modeling investigation to improve the design 

process (T. Ferris, 2018). This dissertation utilizes the system dynamics modeling 

framework to derive and develop design heuristics. This methodological contribution 

provides guidance for SoS decision makers considering a network investment or change. 

D3,K2,B2 

1.5.3 Contributions from Achieving RG3: Demonstrate a Design Approach to Implement 

Biologically Inspired Agent Behavior Within SoSs to Improve Performance 

 Achieving research goal 3 will result in one secondary contribution and one primary 

contribution.  

1.5.3.1 SC5: Evidence That Biologically Inspired Tactics Applied to Agents is a Viable 

Approach to Improve SoS Resilience 

Biologically inspired agent behavior has been successfully used in complex systems 

such as the Internet of Things (Hamidouche et al., 2019), but had not yet been applied to 

improve SoS resilience. This methodological contribution provides a proof of concept to 

future designers on how to implement agent behaviors to increase SoS resilience. D3,K3,B2 

1.5.3.2 PCII: A Framework for Applying Agent-Level Design to Improve SoS Resilience 

This empirical contribution tests our agent behaviors on a case study (an electric 

motor manufacturing supply chain). The result provides both a theoretical justification for 

our approach to increase resilience, but also potential benefit to the SoS stakeholders of the 

case study. D3,K3,B2 
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1.6 Research Tasks 

To answer the research question ñHow can biological inspiration be used to design 

SoS Network Structure or Constituent Interaction to increase resilience?ò and meet the 

research goals, the following research tasks were conducted. Research tasks are presented 

with their corresponding research goals (RG). 

1.6.1 Research Tasks That Support RG1: Identify Attributes of Ecosystems That Are 

Desirable Design Characteristics of SoS 

 Research Goal 1 requires completion of research tasks 1 through 4. 

1.6.1.1 RT1: Develop a Metric to Measure SoS Resilience 

A method of measuring SoS resilience is required to both assess the effectiveness of 

design strategies as well as compare natural and artificial SoS resilience. SoSRM was 

developed by using graph theory to define fault duration and the defining characteristics of 

SoS to define fault location.  Chapter 4 presents the development of SoSRM. RT 1 supports 

SC1 (develop a new method to measure SoS resilience).  

1.6.1.2 RT2: Validate That SoSRM Measures Ground Truth with a Series of Experiments 

to Model an Ecosystem of Decreasing Biodiversity 

Development of a metric is insufficient if the metric does not provide accurate 

measurements. Without thorough testing SoSRM, the value of SC1 is extremely limited. 

One way to validate SoSRM is to measure the correlation between the values SoSRM 

produces with naturally occurring examples of resilience. We leverage the relationship 
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between known ecosystem characteristics and resilience to validate SoSRMôs effectiveness. 

Chapter 4 presents the validation testing for SoSRM. The completion of RT1 and RT2 

together complete SC1 (a new method to measure SoS resilience).  

1.6.1.3 RT3: Demonstrate Limited Effectiveness of Current Resilience Improvement 

Approaches, Validating the Need for Biologically Inspired Design  

RT3 provides evidence that traditional resilience engineering approaches are limited 

in their ability to improve resilience. Identifying these limitations provides motivation to 

explore additional resilience engineering approaches such as biologically inspired design. 

To demonstrate these limitations, simulations of a Swiss Forestry Industry attempted to 

maximize resilience by conducting an optimization search across the parameters defining 

engineered system capacity and human response. Network Structure was held constant. This 

study provided evidence that when the Network Structure is fixed, the resilience of a SoS is 

bounded. No matter how many resources were invested into the SoS, SoS resilience 

approaches an upper bound. RT3 is presented in Chapter 5 and completes SC2 (new 

evidence for the limitations of current approaches to improve SoS resilience).  

1.6.1.4 RT4: Analyze Collection of Ecosystems and SoS and Measure Resilience  

A dataset which records graph theory metrics and resilience for ecosystems is 

needed to determine which characteristics of natural SoS result in increased resilience. This 

work is presented in Chapter 6 and completes SC3 (the first analysis of a set of ecosystems 

with our novel resilience metric) and RG1 (Identify attributes of ecosystems that are 

desirable design characteristics of SoS). 
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1.6.2 Research Tasks That Support RG2: Derive Design Heuristics from Ecosystem 

Structure to Improve SoS Performance 

 Research goal 2 requires completion of research tasks 5 through 7. 

1.6.2.1 RT5: Using Approaches Such as Regression Analysis, Determine Relationship 

Between ENA Metrics and Resilience 

Network Structure Design Heuristics are based on the relationship between ENA 

metrics and SoSRM. RT5 encompasses performing statistical analysis of the dataset 

collected in RT4 to determine which ENA metrics correlate with resilience. RT 5 provides 

SC 4 (statistical evaluation of the relationship between ENA metrics and resilience). This 

work is presented in Chapter 6.  

1.6.2.2 RT6: Using the Results of RT5, Create Network Structure Design Heuristics to Help 

Policy Makers Direct the Evolution of Their SoSs to Increase Resilience  

 The results of RT5 will be used to create a set of if-then Network Structure Design 

Heuristics that SoS engineers or decision makers could use when considering expanding or 

evolving their SoS network. These heuristics will be focused on guidance to increase the 

SoS resilience. RT6 contributes to PC1 (Network Structure Design Heuristics for SoS 

decision makers to guide SoS Network Structure evolution). This work is presented in 

Chapter 6. 
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1.6.2.3 RT7: Demonstrate Effectiveness of Network Structure Design Heuristics with 

Application to a Case Study to Improve SoS Resilience  

This task includes applying the design heuristics to a previously built artificial SoS 

model. This is vital to discriminate between network characteristics that correlate with 

increased SoSRM and those that cause an increase in SoSRM.  This task will involve 

simulating the SoS as is and after biologically inspired network improvement. Results will 

validate the efficiency of implementing biologically inspired design heuristics to increase 

SoS resilience. This task completes PCI (Network Structure Design Heuristics for SoS 

policy or decision makers to guide SoS structural evolution). This task is presented in 

Chapter 6.  

1.6.3 Research Tasks That Support RG3: Demonstrate a Design Approach to Implement 

Biologically Inspired Agent Interaction Strategy Tactics Within SoSs to Improve 

Performance.  

 Research goal 3 requires completion of research tasks 8 through 11. 

1.6.3.1 RT8: Perform Literature Review on Autonomous Task Switching in Colony Insects  

As shown in Table 1, if we desire to improve resilience at the complex system level, 

it is necessary to identify biologically inspired agent behaviors that could lead to increased 

SoS resilience. Eusocial insects are a promising source of inspiration. Design inspiration 

could include factors such as distribution of individual response thresholds through the 

population or use of local information to promote self-organizing behavior. This RT 
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contributes to SC5 (Evidence that biologically inspired agent behavior is a viable strategy 

to improve SoS resilience). RT 8 is presented in Chapter 7. 

1.6.3.2 RT9: Implement Biologically Inspired Agent Interaction Strategy Tactics to Test If 

SoS Resilience Is Improved 

This task applies Agent Interaction Strategy Tactics to an Electric Motor 

Manufacturing Supply Chain model in an attempt to increase resilience. This task will 

involve simulating the SoS case studies as is and after biologically inspired agent 

improvements are implemented to determine changes in SoS resilience. This work is 

presented in Chapter 7.  

1.6.3.3 RT10 Implement Design Revision to the Case Study in RT7 And RT9 to Include 

Both Network Structure and Interaction Strategy Changes. Determine Difference in 

Resilience Gains from the Two Approaches  

 This task will include applying the agent behavior and design heuristics to the same 

SoS model (Electric Motor Manufacturing Supply Chain). This will require construction of 

hybrid models. Hybrid models combine elements of both agent based and system dynamic 

modeling approaches. Completed models will be exercised through a variety of faults (same 

set as RT9 and RT7). SoS resilience is measured and compared after faults. Analysis will 

also compare results to RT7 (Network Structure alone), and RT9 (Interaction Strategy 

alone) to investigate the impact of both design strategies to the same case study. This 

research task is documented in Chapter 8 and completes SC5 (Identification of BID agent 

behaviors that can be used to increase resilience).   
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1.6.3.4 RT11: Formally Document Approach Taken in RT8 as a Roadmap for Future 

Researchers Who Desire to use Biologically Inspired Design to Identify new Agent 

Interaction Strategy Tactics.    

In tasks RT8-RT10, this dissertation identifies biologically inspired agent behaviors 

(e.g. task-switching) and apply them to a SoS to test the impact on resilience. This 

inspiration and case studies will not reflect all possible biologically inspired agent behaviors 

or SoS needs. To enable future engineers to follow the process of this dissertation, our 

approach is documented and presented. This provides a roadmap for future projects that 

wish to use biologically inspired agent behavior to improve SoS performance. This task 

completes PCII (A framework for applying agent-level design to improve SoS resilience) 

and is documented in Chapter 7.  

1.7 Limitations 

 Consistent with previous investigations into the use of graph theory to inform design 

decisions, this work has several limitations that should be kept in mind. First, the ecosystem 

data used in this work was not collected by the author. Rather, it was gathered through a 

review of the existing literature. Thus, we assume that these previously published works 

were error-free and conducted correctly. To minimize the chance that a single erroneous 

source will impact our overall results, a variety of sources have been utilized, as well as 

from different authors. 

Secondly, any measurement errors in the reporting of ecosystem or artificial SoS 

flow or stock values will have an impact on our overall results. We expect measurement 

errors to be small when compared to the values being measured. To protect against this 
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limitation fully simulated case studies are also used in this dissertation, allowing validation 

of the design principles without needing field measurements.  

 The final limitation is the number of samples available for analysis. To combat this 

limitation, we have employed techniques such as creation of design variants for analysis. 

As ecologists and system engineers continue to document and describe our world, future 

work could reexamine the recommendations of this dissertation in light of a new, expanded 

dataset.  

1.8 Dissertation Layout 

The remainder of this dissertation proceeds as follows. Chapter 2 presents the 

background information necessary for the remainder of this work. Topics include System 

of Systems, resilience, emergence, biologically inspired design, heuristics, and Ecological 

Network Analysis.  

Chapter 3 presents both a background of the two primary modeling approaches used 

in this dissertation (system dynamic and agent-based modeling), and also presents the 

executable and conceptual modeling framework used in the remainder of this dissertation.  

Chapter 4 begins the first research task of developing and validating a new SoS 

resilience metric. SoSRM methodology and three validation tests are presented.  

Chapter 5 examines if biologically inspired design provides a different outcome than 

traditional approaches to increase resilience. A design optimization problem is presented 

and the two approaches of increasing resilience are compared.  
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Chapter 6 presents our investigation into using Network Structure (WHO of 

emergence) to increase SoS Resilience. Correlations between ENA metrics and SoSRM are 

presented for both ecosystems and SoS design variants. These correlations are then used as 

a basis for Network Structure Design Heuristics. The heuristics are then tested with three 

validation studies.  

Chapter 7 presents our investigation into using Interaction Strategy (HOW of 

emergence) to increase SoS Resilience. A literature review and functional decomposition 

of eusocial insect colonies reveals 17 Agent Interaction Strategy Tactics that can be used to 

increase resilience. These tactics are applied to a functional decomposition of an emergency 

power generation company and tested on a model of an Electric Motor Manufacturing 

Supply Chain.  

The last section with new research results, Chapter 8 compares the effectiveness of 

the two approaches in this dissertation (altering Network Structure and Interaction Strategy) 

to the same case study.  

Finally, Chapter 9 summarizes the findings of this dissertation and provides 

recommendations for future investigations. This dissertation can be read straight through, 

or the reader can skip to the chapters (emergence engineering strategy) of interest. To help 

guide the reader, a recommended prerequisite reading guide is provided in Table 4. 
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Table 4- Outline of Dissertation and Recommending Reading Prerequisites. 

Shaded blocks indicated recommended reading prerequisites prior to each chapter. For 

example, I recommend prior to reading Chapter 4, the reader also read 2.2-2.4, 2.7, and 

Chapter 3.  

 

1.9 Summary 

When considering the importance of Systems of Systems (SoS) and their 

vulnerability to unexpected link failures, there is an urgent need within SoSE. Increasing a 

SoSôs resilience would increase their effectiveness and sustainability as a design approach. 

This has not already been accomplished by SoS engineers because the increased complexity 

of SoS prevents traditional System Engineering approaches from being effectively applied 

to SoS.  

This dissertation advocates that a possible solution to unexpected failures would be 

to increase the SoSôs resilience. Resilience is an emergent property resulting from the 

interactions of SoS constituents. Current strategies to increase resilience are hampered by 

the high level of complexity within SoS. We hypothesize that Biologically Inspired Design-

for-Resilience (BID4R) can inform both the Network Structure of SoS interactions and the 

agent interaction strategies within a SoS.  



 32 

This chapter outlines our three research goals which will result in two primary and 

five secondary contributions to the young field of SoSE. The eleven outlined research tasks 

will be conducted using the tools of Ecological Network Analysis, system dynamic 

modeling, and agent-based modeling. The result of this research is two approaches to 

increase resilience. First, a set of Network Structure Design Heuristics to guide SoS 

evolution. Secondly a framework for implementing biologically inspired agent behavior to 

increase resilience. Implementation of these approaches could dramatically increase the 

sustainability and resilience of modern SoS. 
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CHAPTER 2. BACKGRO UND 

2.1 Introduction and Framing 

This dissertation examines the following research question: How can biological 

inspiration be used to design SoS Network Structure or constituent Interaction Strategy to 

increase resilience? To organize clearly and to prevent the background chapter from 

becoming overly lengthy, the background information is divided into two chapters. Chapter 

2 provides the reader with the information necessary to understand the problem examined 

in this dissertation. Chapter 3, then, focuses on the computer modeling approach used to 

examine BID4R. We begin Chapter 2 by defining and describing some of the key terms in 

our research question: System of Systems, resilience, and emergence. The remainder of this 

chapter provides the reader background information on the non-modeling tools used to 

examine this problem: biologically inspired design, heuristics, and Ecological Network 

Analysis. At the completion of this chapter, the reader should have an increased 

understanding of the challenges associated with design-for-resilience and why biologically 

inspired heuristics were chosen as a potential solution strategy.  

The goal of this chapter is to provide the reader the background information needed 

to understand the following sentence: We seek to use Ecological Network Analysis to 

identify heuristics that can be used for the biologically inspired design of System of Systems 

to increase resilience (an emergent trait).  
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2.2 Systems of Systems 

This section discusses the definition and classification of SoS, the unique 

vulnerability of SoS to cascading faults, and several real-world case studies where increased 

SoS resilience was needed.  

2.2.1 SoS Definition 

The ISO/IEC/IEEE 21839 standard (ISO, 2019) defines SoS as a ñset of systems or 

system elements that interact to provide a unique capability that none of the constituent 

systems can accomplish on its own (International Organization for Standardization, 2019).ò 

Authors note that SoS has the following additional distinguishing characteristics: 

1) Distributed Control: SoS do not operate under a central authority, rather each 

constituent makes independent decisions (Boardman & Sauser, 2006; Dahmann, 2014; 

Maier, 1998). Although some SoSs appear to have centralized control (e.g. military 

networks, water supplies, and some power grids (Bie et al., 2017; Joannou et al., 2019; 

Maier, 1998)), these SoSs are comprised of independent actors that make local decisions 

based on the available information (Boardman & Sauser, 2006; Maier, 1998).   

2) Evolved by adding new constituent systems to the existing SoS: SoS are not 

designed during a single front-end effort (Butterfield et al., 2008; DeLaurentis & Crossley, 

2005; Ge et al., 2014; Joannou et al., 2019; Nielsen et al., 2015; Sheard & Mostashari, 2009). 

The legacy architecture has an impact on the final SoS, often precluding or prompting future 

SoS configurations (Boardman & Sauser, 2006; Rouse, 2007; A. Sage & Cuppan, 2001; 

Salat & Bourdic, 2012; van der Leeuw & Aschan-Leygonie, 2010). Network evolution may 
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change SoS characteristics (e.g. functionality or performance) (A. Sage & Cuppan, 2001; 

A. P. Sage & Biemer, 2007).  

3) Emergent: Emergence is ña novel higher level SoS property arising from 

interacting lower-level constituent systems, being incapable of prediction or reduction to 

properties of lower-level constituent systems (Keating & Katina, 2018).ò It is important to 

note that the phrase ñbeing incapable of predictionò is independent of observer knowledge 

(Langford, 2018), a characteristic is not emergent because an observer does not expect it to 

occur, rather it is emergent because it is a characteristic that is not aggregated constituent 

characteristics. Emergent characteristics include robustness, safety, and coordination 

(DeLaurentis & Crossley, 2005; Leveson et al., 2012; Nielsen et al., 2015). Contrasting 

emergents, resultants are the aggregated characteristics of constituents. Emergence is caused 

by the interaction of constituents (Dahmann, 2014). Local system (or individual) behavior 

can lead to SoS level behaviors (Bonabeau, 2002b; Di Marzo Serugendo et al., 2006). 

Recall, constituent systems have distributed control, allowing us to consider them as 

ñindependent agentsò (Boardman & Sauser, 2006). Some argue that constitutes with 

distributed control is a key difference between a SoS and a large system (Boardman & 

Sauser, 2006; Eusgeld et al., 2011). Emergence is discussed in detail in section 2.4.  

2.2.2 SoS Vulnerability to Cascading Faults 

Historically, the major design challenge for System of System Engineering (SoSE) 

was enabling constituent system communication and interface (Maier, 1998; Rainey & 

Tolk, 2015).  SoSE has successfully created many SoS, but SoS dynamics are still difficult 

to anticipate or control (Jamshidi, 2018; A. Sage & Cuppan, 2001). SoS dynamics are often 
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emergent. Faults can propagate through a SoS resulting in greater total impact that if each 

system suffered the same isolated fault. For case study examples, see section 2.2.4. One area 

the impact propagating faults can be seen is in efforts to improve SoS sustainability.  

Sustainability advocates have long been interested in resilience. From an economic 

sustainability perspective, when systems require additional resilience, costs are incurred. A 

SoS might operate in an environmentally sustainable manner (i.e. zero carbon footprint), 

but if the SoS is not resilient it will require additional resources to recover from faults or 

maintain system functionality. The material investment to recover from these faults could 

be so great that the lack of resilience could threaten the overall sustainability of the SoS. 

For example, when recovering from the Colonial Pipeline ransomware incident (discussed 

further in section 2.2.4.1), Colonial Pipeline incurred operational costs from securing fuel 

flow, restarting flow after the ransom was paid, and lost revenue during the disruption. A 

SoS that is not resilient risks having its sustainability compromised due to the additional 

investment of time, material, and finances necessary to restore the SoS after a fault. 

Additionally, during a fault a SoSô operation may also result in increased use-phase impact. 

Sustainability is the ability to meet the requirements of a SoS within environmental 

impact constraints. Sustainability depends on both the impact of a system (or SoS) and the 

environmental constraint. SoS level environmental impact is an emergent characteristic. 

Consider, even if every individual makes a more environmentally benign choice, there is no 

guarantee that the SoS will have a lower total environmental impact (e.g. the demand for 

electric vehicle charging exceeds green energy generation capability, causing an increase in 

coal power plants) (Anderies et al., 2013). This is due to the complex, non-linear dynamics, 

and multi-scale cascading impacts that exist within SoS (Anderies et al., 2013). From this 
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perspective, sustainability is a dynamic SoS property, not a merely an evaluation of past 

performance or a future goal (Fiksel, 2003). Previous research has shown that secondary 

effects from increased use also impacts a SoSô sustainability (i.e. increased traffic results in 

increased road wear) (Abdoli et al., 2019). 

Authors have posited that resilience and sustainability are linked performance 

characteristics, with each suitable for different challenges (Anderies et al., 2013; Moradi et 

al., 2018; Tamvakis & Xenidis, 2013). One approach of increasing resilience is to increase 

the robustness of the SoS (e.g. increase number of transmission lines), this infrastructure 

investment has an associated reduction in sustainability (Balchanos et al., 2014). Moradi et 

al developed a graphical model that reflected propagating effects between sustainability, 

resilience, and safety (Moradi et al., 2018). Fragile Sustainability refers to solutions that are 

sustainable, but with low resilience. The sustainability is compromised when, following a 

fault, additional resources must be committed to restore the system (Chatterjee & Layton, 

2020b). SoS decision makers must consider the sustainability impact of alternate operating 

postures following a fault, as well as the physical repair costs.  

2.2.3 Current State of SoS Engineering 

Current SoS Engineering (SoSE) efforts are in their infancy (Jamshidi, 2018; 

Nielsen et al., 2015). The increased complexity of SoS and multi-layer interaction effects 

prevent simply applying traditional System Engineering approaches to SoS design 

challenges. One reason is that Systems Engineering approaches assume that systems are 

closely coupled (Schaff, 2018). This allows reductionism to be used to design each 

component. When systems are tightly coupled, the impact of changes on each component 
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propagate through the system deterministically. Tightly coupling complex systems may not 

be possible, however, and may even prevent the SoS from functioning. When SoS are tightly 

coupled, constituents lose their autonomy (a defining characteristic of SoS). A new form of 

Systems Engineering, Systems of Systems Engineering (SoSE), is beginning to investigate 

SoS performance and design (DeLaurentis & Crossley, 2005; Jamshidi, 2018). Many 

previous research efforts have focused on enabling SoS creation, interface engineering, and 

communication protocols (Maier, 1998; Rainey & Tolk, 2015). As a result, engineers have 

successfully created SoS, but are unable to control or anticipate SoS dynamics (Jamshidi, 

2018; A. Sage & Cuppan, 2001).  

SoS and artifact (i.e., product) design require different tools and processes. Front-

end artifact design decisions often have large impacts on product features and performance. 

SoS, however, do not undergo traditional front-end design (DeLaurentis & Crossley, 2005; 

Uday & Marais, 2015). SoS structure and function continuously evolve as constituent 

systems are connected, replaced, upgraded, and added (DeLaurentis & Crossley, 2005; 

Rhodes, 2018; A. Sage & Cuppan, 2001). SoS evolution can occur in response to changes 

in the operating environment, new performance requirements, or technological advances 

(e.g. the invention of computer networks and communication protocols) (Pumpuni-Lenss et 

al., 2017). Evolutionary acquisition is an approach that recognizes that adding constituent 

systems may be the only way to improve SoS performance to the desired level (A. Sage & 

Cuppan, 2001). As the SoS network evolves, SoS performance characteristics (e.g. 

resilience) may change in unexpected ways due to emergence (Nielsen et al., 2015; Rhodes, 

2018; Uday & Marais, 2015). Some evolutionary network changes could expose the SoS to 

new vulnerabilities or reduce overall SoS performance (Ceccarelli et al., 2018; Colombi, 
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2018). Thus, designers need to consider the impact on SoS characteristics such as resilience 

or sustainability when evolving SoS. Tools to help predict SoS performance following 

network changes would be a valuable addition to SoSE (Nielsen et al., 2015).   

2.2.4 Examples of SoS Cascading Failures 

Creating SoS that cannot adequately respond to local human or technical failures 

can have widespread impacts. The following are four historical examples of link failure 

faults cascading through SoSs. These examples include constituents such as financial, fuel, 

transportation, supply chains, stock market, pandemic response, and electrical distribution.  

2.2.4.1 Colonial Pipeline Hack (2021) 

On 7 May 2021 the online group DarkSide successfully installed ransomware on the 

fuel company Colonial Pipelineôs computer system. The resulting cascading failures is a 

potent example of the vulnerability of SoS and need for increased resilience. The interface 

between the computer system and physical fuel pipelines caused Colonial Pipeline to shut 

down the 8800 km (5500 mile) pipeline that served the east coast of the United States. This 

induced panic gasoline purchases, causing prices to swell and sending an economic ripple 

effect. The crisis ended when Colonial Pipeline paid over 4 million USD worth of digital 

currency as ransom. Experts predict that if the ransom had not been paid, the transportation 

industry would have been severely impacted (e.g. securing mass transit due to lack of fuel), 

chemical and other factories would have been shut-down (due to an inability to distribute 

finished products), and supply chain impacts would have continued further downstream 

(Sanger & Perlroth, 2021).  
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2.2.4.2 Ever Given Grounding in the Suez Canal (2021) 

On 23 March 2021, the Ever Given, a 400 m cargo ship, ran aground and blocked 

traffic through the Suez Canal for 11 days (Lee & Wong, 2021; K. G. Ramos et al., 2021). 

Approximately 12% of the worlds shipping cargo travels through the Suez Canal, and during 

the blockage ships were required to take a 2-3 week and approximately 5000 km (3000 mile) 

detour around the horn of Africa (Lee & Wong, 2021; K. G. Ramos et al., 2021). The Suez 

Canal is a constituent in many SoS, and the results of this fault spread beyond local 

congestion and recovery operations. The disruption impacted 9 billion dollarsô worth of 

goods per day (Lee & Wong, 2021). The disruption affected multiple disparate industries 

including grocery, automobile manufacturing, semiconductors, and sporting goods (Segal, 

n.d.). Individual components that were delayed could prevent an entire product from being 

assembled. These impacts even include disruptions to the COVID-19 response supply chain 

(vaccines and personal protective equipment) (K. G. Ramos et al., 2021). Expert response 

to the crisis advocated for increased resilience to prevent future incidents (K. G. Ramos et 

al., 2021; Segal, n.d.).  

2.2.4.3 Texas Power and Water Outage (2021) 

In February 2021, a winter storm in Texas resulted in about 10 million people 

without power for several days. In the aftermath, politicians and engineers were confronted 

with poor resilience in the stateôs electrical grid. During the winter storm, the grid faced a 

spike in demand from consumers. The grid failed while under this increased load due to a 

combination of frozen natural gas wells, frozen pipes transporting the gas, power outages at 

compressor stations, and equipment malfunctions at power plants. The gas shortages led to 
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power outages, which in turn impacted residential heating and water supply. Without 

residential heating, Texans experienced burst frozen pipes, lost access to clean water, and 

resorted to unsafe methods to heat their homes. One study found that 40% of survey 

participants went two or more days without clean water and 33% lost power for two days 

or more (Busby et al., 2021).  

The severity of these problems varied throughout Texas. The United States is split 

into three electrical grids: Electric Reliability Council of Texas (ERCOT), the Eastern 

Interconnection grid, and Western Interconnection grids. The areas of Texas that were 

connected to the Eastern and Western Interconnections were able to recover quickly because 

the grid outside Texas was not impacted by the winter storm. However, regions that 

exclusively relied on ERCOTôs isolated power grid were not as able to recover as quickly. 

This case study provides a potent example of how SoS Network Structure (WHO of 

emergence) impacts SoS resilience. 

2.2.4.4 Flash Crash (2010) 

Unexpected failure propagation is not limited to physical SoSs. On 6 May 2010, the 

ñFlash Crashò traveled through the U.S. stock market, causing share prices to fluctuate 

widely. Accenture fell to only one penny, while Apple rose to $100,000 per share. The cause 

was a local event tied to trades initiated in Kansas using an algorithm to sell a block of stock 

(Miller, 2019).  
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2.2.4.5 Northeastern United States Power Outage (2003) 

On 14 August 2003, portions of the United States and Canada experienced an 

electrical blackout that shut down over one-hundred power plants and left fifty-five million 

customers without power. The cause was not a coordinated failure or widespread network 

attack, but a powerline in Ohio touching a tree limb (Blumsack, 2019). Researchers 

estimated that the outage caused more than ninety deaths in New York City alone (Anderson 

& Bell, 2012). 

2.3 Resilience 

 The goal of this dissertation is to examine approaches to increase resilience in SoSs. 

This section presents a definition of resilience, current practices in resilience engineering, 

and the relationship between resilience and emergence.  

2.3.1 Resilience Definition 

One emergent that may provide a partial solution to SoS vulnerability to unexpected 

faults is resilience. The concept of resilience was adapted for SoSE from physics and 

ecology.  In physics, resilience is the ability to withstand a shock. In ecology, resilience is 

defined as a ecosystemôs ability to return to an stable equilibrium point following a negative 

event (fires, floods, etc.) (van der Leeuw & Aschan-Leygonie, 2010). Within engineering, 

resilience refers to both the ability of a SoS to ñabsorbò and ñrecoverò from adverse events 

(Bie et al., 2017; Hosseini et al., 2016; Uday & Marais, 2015).  

Generally, resilience is defined as minimizing the impact of disruptions (Bie et al., 

2017). Impact can be minimized by taking action before the fault (anticipation), during the 
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fault (response), or after the fault (recovery) (Moradi et al., 2018).  Wood identified four 

major categories for how resilience is defined (David D. Woods, 2015) and the differences 

often depend upon the phase (anticipation, response, or recovery) of interest. First, resilience 

is defined as the ability to return to an equilibrium status following a fault. For example, in 

ecology, resilience focuses on the ability to resist or become stable after a disruption 

(anticipation and recovery) (Cavallaro et al., 2014; van der Leeuw & Aschan-Leygonie, 

2010). Secondly, resilience is often used interchangeably with robustness. In physics, 

resilience is the ability that allows a material to resist a shock (anticipation) (Bennett et al., 

2005; van der Leeuw & Aschan-Leygonie, 2010). Robustness avoids degraded performance 

after a fault. Robustness is a useful strategy to prevent high frequency faults from degrading 

performance (Haimes, 2009; Uday & Marais, 2015). Third, resilience can be defined as not 

being brittle, or the ability to respond to faults (response). Engineering definitions of 

resilience often focus on this ability to maintain performance parameter(s) within acceptable 

bounds following a fault (Barker et al., 2013; Bie et al., 2017; Eddaoui et al., 2018; Hosseini 

et al., 2016; Leveson et al., 2012; Uday & Marais, 2015).  The fourth category of resilience 

aligns with our focus: ñnetwork architectures that can sustain the ability to adapt to future 

surprises as conditions evolve (David D. Woods, 2015).ò Specifically, we define resilience 

as an initial SoS design that when faced with unexpected link removal minimizes negative 

dynamic impacts.  

Resilience is a heavily used term in research and is often interchanged with similar 

terms (David D. Woods, 2015). For clarity, we view resilience as distinct from either 

robustness or reliability. A robust SoS would not have degraded performance after a fault, 

but a resilient SoS may display decreased performance. Robustness and resilience are 
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therefore related if increased robustness aids a system in responding to a fault (Anderies et 

al., 2013). Resilience is also distinct from reliability.  Reliability refers to the capacity of a 

system or system component to resist a fault (Bie et al., 2017). While robustness enables 

undegraded performance after a fault, reliable components prevent faults from occurring. 

Reliability includes only fault prevention while resilience also includes system recovery 

(Uday & Marais, 2015).  

2.3.2 Resilience Engineering 

Resilience engineering seeks to deliberately design systems and SoS with increased 

resilience. Although highly desirable, resilience engineering resists analysis by traditional 

mathematical approaches (e.g. partial differential equations) (J. H. Holland, 2006). As such, 

exploratory computer models are seen as a valuable approach to investigating resilience (J. 

H. Holland, 2006). Current approaches to increase resilience are often only effective at 

responding to pre-anticipated faults (Marshall et al., 2019). Resilience engineering is further 

complicated by the fact that constituents often need to remain in service when responding 

to faults (Marshall et al., 2019). 

Resilience engineering began as an alternate approach to risk assessment and safety 

engineering. Rather than focus on preventing incidents (using approaches such as 

probabilistic safety assessment or event trees), resilience engineers recognize that system 

failures are non-linear phenomenon that manifest due to the complexity of sociotechnical 

systems (Hollnagel, 2006). Resilience engineering does not merely focus on preventing 

faults (e.g. improved safety procedures or interlocks), rather it also includes adaptation after 

faults occur (e.g. dynamic system response) (Hale & Heijer, 2012; Hollnagel, 2006; 
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Hollnagel & Woods, 2006). Rather than focus on analyzing previous faults to prevent 

reoccurrence, resilience engineers seek to create models and methods to improve fault 

prevention and response(Hollnagel & Woods, 2006). Interestingly, early researchers 

realized that systems could be safe without being resilient and the opposite could also be 

true (Hale & Heijer, 2012; Pariès, 2012). With these considerations, Hollnagel defines 

resilience as ñthe ability of a system or organization to react to and recover from 

disturbances at an early stage, with minimal effect on dynamic stability (Hollnagel, 2006). 

Resilience engineering is strongly connected to efforts to increase SoS reliability 

and safety (Moradi et al., 2018; David D. Woods, 2012). Reliability focuses on maintaining 

performance despite disruptions, while safety focuses on the health and wellness of people 

in the SoS after a disruption (Bie et al., 2017; Uday & Marais, 2015). A reliable SoS only 

prevents disruptions, reliability does not consider SoS recovery (Uday & Marais, 2015). A 

resilient SoS, however, will recover more quickly after a disruption, minimizing the 

negative impacts on the users (e.g. increased safety) (Leveson et al., 2012; Summers & 

Barker, 2017; Uday & Marais, 2015). Reliability engineering is appropriate for more 

common, lower impact faults (e.g. traffic jams on a supply chain route) while resilience 

engineering promotes recovery after infrequent, high impact faults (e.g. lack of fuel due to 

a pipeline rupture) (Uday & Marais, 2015). Reliability is an attribute that can increase 

resilience, but cannot make a SoS resilient by itself (Barker et al., 2013). Resilience 

engineering may be able to improve SoS performance in unique ways from approaches that 

focus on improving reliability alone (Uday & Marais, 2015). Resilience engineering 

provides a different perspective for maintaining services and protecting users. 
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Engineering design of SoS is an research area identified with promising potential 

(Hosseini et al., 2016). One review of design methods noted that in almost all cases, SoS 

are inflexible to disruptions (DeLaurentis & Crossley, 2005). Rather than attempt to respond 

to faults, engineers could attempt to design SoS with intrinsic resilience (Fiksel, 2003, 

2006). To understand why SoS design is an area needing additional research, it is necessary 

to review current approaches to increasing resilience.  

There are two main approaches to increasing resilience. First, humans-in-the-loop 

can intervene following a fault to increase resilience (Uday & Marais, 2015; D D Woods & 

Hollnagel, 2006). Individuals can adapt to faults, overcoming issues not anticipated during 

system design (Hollnagel, 2006; D D Woods & Hollnagel, 2006). This strategy is referred 

to as soft resilience (Bie et al., 2017). Some work focuses on enabling human response to 

be either faster or more efficient (Fiksel, 2006). One study examined two crisis in the 

historical Comtat (current Provence-Alpes-Côte d'Azur) region of France and demonstrated 

that resilience can be improved when individuals recognize and respond more rapidly to 

faults (van der Leeuw & Aschan-Leygonie, 2010). Other works focus on what type of 

recovery strategy will most quickly restore SoS performance after a disaster (Cavallaro et 

al., 2014). This can be accomplished by guaranteeing that there are sufficient assets or 

workers available to respond after a fault occurs (Uday & Marais, 2015). Computer 

modeling is an approach used to test and improve recovery approaches (Balchanos et al., 

2014; Cavallaro et al., 2014; Pumpuni-Lenss et al., 2017; Stroeve & Everdij, 2017; Tran et 

al., 2017). Agent based modeling has proved to be especially valuable in these efforts. A 

final strategy called ñdrift correctionò involves implementing repair or recovery approaches 

prior to full fault occurrence (Uday & Marais, 2015).   
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Attempting to implement soft resilience, however, faces significant challenges. Most 

obviously, individuals sometimes make mistakes (Fujita, 2018). The use of human-in-the-

loop is limited by the individualôs cognitive processing of the SoS (Hollnagel, 2006; van 

der Leeuw & Aschan-Leygonie, 2010). SoS may display non-linear or multi-scale dynamics 

that are difficult to anticipate (Bennett et al., 2005). Additionally, humans must be able to 

make and implement response strategies faster than the problem and environment are 

evolving (Bennett et al., 2005; Hollnagel & Woods, 2006; van der Leeuw & Aschan-

Leygonie, 2010). Decision makers must also have accurate and current information 

(analogous to the need for accurate sensors with low noise in control systems). In 

organizations with centralized decision making (directed SoS), the difference between 

manager perception and operator reality can compromise human-in-the-loop intervention 

(Dekker, 2012).  Lastly, given the complexity of SoSs, it is non-trivial to ensure human 

intervention does not result in unintended consequences more severe than the original fault 

(Anderies et al., 2013; Hollnagel, 2006; Pickett et al., 2004; van der Leeuw & Aschan-

Leygonie, 2010).  

Given the limitations of implementing soft resilience, a second strategy to increase 

SoS resilience focuses on the physical engineering of the SoS. This method is referred to as 

hard resilience (Bie et al., 2017). Hard resilience focuses on physical changes designed to 

improve the performance of constituent systems. In hard resilience, engineers seek to 

identify vulnerable areas and implement engineering solutions to increase resilience (Barker 

et al., 2013; Hosseini et al., 2016; Joannou et al., 2019). This can consist of increasing the 

robustness of the system to ensure faults never lead to degraded performance (Barker et al., 

2013; Hosseini et al., 2016). For example, in a power distribution system adding redundant 
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power supplies or hardening cables are strategies to increase hard resilience (Bie et al., 

2017). Designing a SoS with excess capacity may also improve hard resilience. When a 

fault occurs, the remaining capacity could still be sufficient for SoS performance (Francis 

& Bekera, 2014). This excess capacity provides physical or function redundancy (Uday & 

Marais, 2015). Another strategy is investing in resources to speed SoS recovery after a fault 

occurs (Nan & Sansavini, 2017; Uday & Marais, 2015). Finally, some design guidelines 

promote building SoS to maximize the ability of constituents to communicate. Authors 

propose that this will aid in recovery coordination (Uday & Marais, 2015), but it is also 

possible that increasing a SoS network density could promote fault propagation. 

The current strategies to increase hard resilience in SoS have limitations and offer 

unique challenges. First, to harden a system against a fault requires the potential fault to be 

identified (Bie et al., 2017; Francis & Bekera, 2014; Haimes, 2012). Although current 

literature provides methods to identify areas vulnerable to faults (Joannou et al., 2019), the 

identification of all faults may be impossible for various reasons (Anderies et al., 2013; 

Fiksel, 2003; Hosseini et al., 2016; Pumpuni-Lenss et al., 2017; Salat & Bourdic, 2012). 

The potential faults may be masked due to limitations in the engineerôs modeling of the 

system, changing SoS environment, or changing system boundary (Uday & Marais, 2015; 

David D. Woods, 2012, 2015). Varying environmental or operator characteristics allows for 

the possibility of new faults that were not originally anticipated during SoS implementation 

(Filippini & Silva, 2014; Francis & Bekera, 2014; Hollnagel, 2006; David D. Woods, 2012, 

2015). Compounding these limitations, the set of all possible faults increases non-linearly 

as the complexity of SoSs grows. It is not possible to prevent all faults (Bie et al., 2017; 

Uday & Marais, 2015) even if all the faults can be identified. Further,  combining resilient 



 49 

SoS constituents could produce emergence in a way that results in an unresilient SoS 

(Summers & Barker, 2017). The inability to anticipate all possible SoS faults can result in 

excess resilience in one portion of a SoS and inadequate resilience in other portions 

(Haimes, 2009; Uday & Marais, 2015). System hardening also can be quite expensive 

(Balchanos et al., 2014; Bie et al., 2017; Pumpuni-Lenss et al., 2017; Uday & Marais, 2015). 

Thus, hardening strategies are often considered as an inefficient method to increase 

resilience (Anderies et al., 2013; Haimes, 2009; Pumpuni-Lenss et al., 2017; Uday & 

Marais, 2015). 

  Further, hard resilience strategies that focus on ensuring recovery occurs quickly 

may be inadequate because once a fault occurs even a rapid recovery could have 

unacceptable long-term repercussions (Filippini & Silva, 2014; Uday & Marais, 2015). For 

example the 2003 electrical blackout only lasted for two days in New York City, but 

researchers estimated that the outage caused more than ninety additional deaths in New 

York City alone (Anderson & Bell, 2012). Some very brief faults can even result in 

deadlocked scenarios, eliminating possible recovery (Filippini & Silva, 2014). The 

Chernobyl disaster is an example of a deadlocked scenario. Speeding recovery is effective 

to increase resilience for time-bounded scenarios, however, where recovery must occur 

within a given window for the SoS to remain viable (Filippini & Silva, 2014).  

As a result of the challenges in implementing hard and soft resilience, SoSs are often 

highly resilient to a small, specific set of faults, typically to faults that have already occurred 

(Haimes, 2009; Uday & Marais, 2015; David D. Woods, 2012). The statistical probability 

of SoS fault frequency can follow a fat-tailed distribution, however, which makes it 

impractical to only focus on frequent or anticipated faults. Researchers describe the high 
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likelihood of disruptive events in SoSs in terms ranging from ñgreater than in a systemò to 

ñinevitableò (Barker et al., 2013; Hollnagel & Woods, 2006; Summers & Barker, 2017). 

Finally, constituent hardening or other design upgrades could result in unintended SoS 

consequences (e.g. when a constituent  system upgrade causes negative SoS performance) 

(Leveson et al., 2012; Summers & Barker, 2017). Due to these challenges, we approach 

resilience engineering from the perspective of emergence. 

2.3.3 Resilience as an Emergent Property 

Resilience is an emergent characteristic of a SoS. Emergent characteristics result 

from the interaction of constituents and cannot be evaluated with reductionist approaches. 

SoS resilience is impacted by both the network architecture (Network Structure) and the 

behavior of the constituents (Interaction Strategy) (Gao et al., 2015). A key challenge for 

resilience engineering is to identify network architectures or agent behaviors that result in 

improved SoS performance. Agent behaviors have a key impact on SoS resilience (Herrera 

et al., 2020; Taberna et al., 2020). The interaction both between agents and with their 

environment impacts SoS fault response (Rasoulkhani & Mostafavi, 2018). To understand 

how we can increase resilience, therefore, requires a more detailed understanding of 

emergence.  

2.4 Emergence 

 This section presents a definition of emergence, reviews challenges associated with 

emergence engineering, and discusses approaches to modify Network Structure and agent 

Interaction Strategy to increase resilience.  
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2.4.1 Emergence Definition 

Of note, Section 2.4.1 repeats vial information from section 1.2. It is repeated here 

to provide necessary context for the remainder of Section 2.4.  

The existence of emergence within SoSs hamper efforts by engineers to limit SoS 

vulnerabilities. There are two types of measurable SoS characteristics: resultants and 

emergents. Resultants are those characteristics which are the aggregated characteristics of 

constituents. Emergents are system or SoS characteristics which are not the aggregated 

characteristics of subcomponents (Langford, 2018).  

We use the following definition of emergence, as it is both general enough to 

incorporate emergent properties of systems, SoS, and ecosystems, yet are specific enough 

to detect emergence. From Johnson and Padilla:  ñEmergence is the action of producing 

system effects that are approximately underivable based on system components and their 

interrelationships (Johnson IV & Padilla, 2018).ò The word ñapproximatelyò is included by 

the Johnson and Padilla to acknowledge the fact that some emergents may become resultants 

as SoSE knowledge increases.  
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Figure 1 Reprint for Reader Convenience - A System of Systems is a Multi-level 

Complex Network.  

Complex sociotechnical systems consist of interactions between agents, entities (technical 

artifacts) and the systemôs environment. Through emergence their interactions result in 

properties measurable at the system level. These complex system properties also interact as 

energy, material, money, and information (EMMI) flow through their network. The 

combination of these interactions with the local environment results in SoS emergent 

characteristics (e.g., resilience). As an ñopen systemò the SoS then undergoes another layer 

of interaction between itself, the global environment, and inputs to the SoS. At every 

hierarchical scale complexity is present and resistant to reductionist engineering 

approaches. 

As shown in Figure 1 (reprinted for reader convenience), emergence is not merely a 

system or SoS process. It has the potential to occur anytime there are multiple autonomous 

entities interacting (Nielsen et al., 2015; Schaff, 2018). An interaction is any event which 

results in the exchange of energy, matter, material wealth (money), or Information (EMMI) 

(Langford, 2018). These interacting components are often referred to as constituents 

(Haimes, 2009; Rhodes, 2018; Tran et al., 2017; Uday & Marais, 2015). Complex Systems 

are the constituents within SoS, while agents and entities are the constituents within 
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complex systems. Emergence is often the result of agent choices with limited, local 

information (Bonabeau, 2002b; Di Marzo Serugendo et al., 2006).  

 There are two factors which impact emergence. First, WHO  constituents interact 

with, defined as the Network Structure (Section 2.4.3). This characteristic is sometimes 

referred to as the Operational Viewpoint in the literature (Rhodes, 2018). The second 

characteristic is HOW  constituents interact, defined as Interaction Strategy (Section 2.4.4).  

Interaction Strategy explains how two systems or SoSs can have the same Network Structure 

but exhibit different emergent traits. The key principle is that interactions are unavoidable 

within complex systems or SoS, and thus emergence is unavoidable (Keating & Katina, 

2018; Langford, 2018). Due to its universal existence, successful SoSE will require 

considering and potentially harnessing emergenceôs ability to manifest as desirable SoS 

characteristics. 

2.4.2 Challenges to Emergence Engineering 

Emergence engineering is difficult. Interactions between systems causes SoS level 

properties and interaction between agents causes system-level properties (which in turn 

cause SoS level properties). Current approaches to increase resilience, thus often focus on 

reductionist approaches. For example, hardening individual components may prevent a 

failure in the first case, but is often expensive (Bie et al., 2017). SoS physical upgrades may 

be appropriate to increase resilience in the current threat/operating environment, but these 

environments change (David D. Woods, 2015), resulting in a potentially brittle resilience. 

Rather, what is needed is an adaptive approach to increase resilience.  
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Current, non-biologically inspired, efforts to use emergence to increase resilience 

have been limited by the fact that changes to a constituentôs internal logic can propagate 

through the network, causing unexpected cascading effects. As a result, approaches such as 

system dynamics, regressions, and mathematical evaluation have not successfully analyzed 

emergence (Bonabeau, 2002b).  

2.4.3 Engineering Emergence Through Network Structure (WHO of Emergence) 

Specifically, the hierarchical nature of SoS emergence suggests that two unique 

biologically inspired approaches may be needed (Figure 1). First, WHO constituents interact 

with can be modified (Network Structure) It is already known that network topography 

design impacts resilience (Pariès, 2012). For example scale free networks have been shown 

to be more resilient to random node attacks, but less resilient to targeted attacks  (Pariès, 

2012).  

Network Structure changes also are effective when applied to artifact design. 

Network topography optimization resulted in improved performance and superior 

component cooling of an electric drive train case study (Docimo et al., 2020). Previous 

research by Haley, Dong, and Tumer has shown the importance of network topography 

design on complex system performance, even suggesting that directly measuring network 

topography might be preferable to analysis through computationally expensive models 

(Haley et al., 2016). These studies are distinct from this paper because they did not include 

either sociotechnical aspect to their complex systems or use biological inspiration to inform 

their solution.  
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SoS network topography is susceptible to design intervention during these critical 

evolution decision points. SoS network evolution occurs at distinct points in time as multiple 

stakeholders agree to combine their constituent systems. For example, a SoS could add an 

additional electrical supply source to a factory. Decision makers considering multiple 

possible SoS network topography changes would benefit from an approach to indicate 

which option would result in increased resilience. For example, would it be more resilient 

to add an additional power supply to a network (add a network node) or add redundant 

pathways between the existing power supplies and loads (add a network link)?  

This problem structure indicates that SoS Network Structure Design Heuristics may 

be a powerful approach to increase SoS performance. Utilizing heuristics allows non-case 

study specific guidance to be given; heuristics provide designers with a principle-based 

approach to problem solving (Arroyo et al., 2018; Fillingim et al., 2019). Heuristics are 

discussed in section 2.6.  

Biologically inspired design is one field of study that could be used to create design 

heuristics for SoS (Reap et al., 2005). For example, one previous study utilized blood vessel 

fractal geometry as inspiration for organizing air traffic patterns, successfully simplifying 

numerical optimization calculation complexity (Chamseddine & Kokkolaras, 2017). 

Ecosystem modeling of network characteristics when translated to engineered systems 

could result in increased resilience (Dave & Layton, 2020b). Biologically inspired design is 

discussed in section 2.5.  

2.4.4 Engineering Emergence Through Agent Interaction Strategy Tactics (HOW of 

Emergence) 
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A second method of engineering emergence is to change the behavior of individual 

agents or constituents (the HOW  of emergence). Network Structure is often unamiable to 

design intervention at the agent level. Complex systems typically involve many more agents 

than SoSs involve complex systems. Additionally, complex system Network Structure 

rapidly changes, and links are often created at the agent level. There is a design opportunity, 

however, to alter how constituent agents interact within a complex system by identifying 

tactics engineers can use when designing agents. Agent design (i.e. behavior) influences 

Interaction Strategy.  

Holland identified two problems, however, that complicate the approach of 

designing agent behavior for positive emergence (J. H. Holland, 2006). First, the credit 

assignment problem discusses that the information available about agent and system 

performance may be incomplete or inaccurate. The second challenge is the rule discovery 

problem. This problem focuses on the difficulty of identifying new agent rules when the 

current rules are deemed ineffective. Random rule evolution does not appear to be a 

plausible approach to improving agent (and SoS) performance. Rather, previous approaches 

have proposed identifying rules already in use that could be used to improve agent 

performance in your context and then alter or adjust those rules to improve agent behavior 

(J. H. Holland, 2006). Biologically inspired design provides the key step of identifying rules 

already in use in another context, providing a starting point for resilience engineering using 

agent behavior.  
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Figure 5- Our Approach to Engineering Emergence Through Agent Behavior. 

This works uses different methods and approach from many current efforts to engineer 

emergence through agent behavior. We use a ñleft to rightò approach of identifying 

behavior strategies in nature and then applying them to SoSs to see if the desired emergent 

characteristic still occurs. Current approaches use a ñright to leftò approach of trying to 

learn about emergence in order to derive agent behaviors strategies from desired emergent 

characteristics.  

The approach in this dissertation is fundamentally different than current research 

that uses agent-based approaches to engineer resilience (Figure 5). Many current efforts 

focus on determining the mechanisms within the black box of emergence. Their goal is to 

use the knowledge of emergence to design behavior strategies. We, however, identify 

behavior strategies that already function well in an emergent environment (nature) and 

translate them to our problem (SoS resilience). In other words, using biologically inspired 
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Agent Interaction Strategy Tactics bypasses the need to understand the internal workings 

of emergence in order to see the desired effect of increased SoS resilience. 

2.5 Biologically Inspired Design 

To conduct emergence engineering with the goal of increasing SoS resilience this 

dissertation utilizes the tool of biologically inspired design. Section 2.5 provides an 

overview of biologically inspired design, why biologically inspired design is used, 

functional decomposition, and a brief overview of how biologically inspired design will be 

applied to Network Structure and agent Interaction Strategies.  

2.5.1 Biologically Inspired Design Definition 

Biologically inspired design (BID) is the application of the principles or mechanisms 

found in nature to influence and improve man-made technologies. BID, which is considered 

synonymous with biomimicry in this dissertation, is a type of design-by-analogy that 

combines biological solutions and engineering problems (M. Helms et al., 2009). Biological 

phenomena have often proven to be more durable and efficient compared to man-made 

inventions, causing BID to be a highly valued approach (Goel et al., 2012). As a result, the 

use of BID in engineering has been steadily increasing (Lenau et al., 2018). 

BID can begin by either first determining an engineering problem or by determining 

a biological solution. These two approaches are problem-driven BID and solution-driven 

BID (Vattam et al., 2008). Problem-driven BID is when a biological solution for a 

previously identified technical problem is sought (Nagel et al., 2014; Shu et al., 2011).  

Problem-based approaches to BID examine nature to find potential BID for a known 
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problem. An example would be coding (i.e. identifying redundant terms and concepts) 

biology and ecology literature and then analyzing the conceptôs viability in a 

simulation (Reap & Bras, 2014).  

Solution-driven BID begins, however, with discovering a biological phenomenon 

that is applicable to engineering issues. Solution-based approaches follows the following 

general steps: First, identify the biological solution. This can be done by identifying a 

species of interest and then performing a functional decomposition (discussed in section 

2.5.3). Functional decomposition breaks down natural processes to identify functions of 

interest. Next, the researcher gains a biological understanding of how these functions are 

achieved. Third, the underlying principle is abstracted away from the biological inspiration 

and translated for application to a design problem (i.e. analogical transfer) (Dressler & 

Akan, 2010; M. Helms et al., 2009; Yen & Weissburg, 2020).  

Velcro® is an example of the solution-based approach. George de Mestrel was 

supposedly inspired when he came upon seeds that attached themselves to his dogôs fur with 

their tiny hooks (Shu et al., 2011). Although some report that problem-driven BID has been 

observed as more common than solution driven BID (Shu et al., 2011; Yen & Weissburg, 

2007), other studies observe them occurring at an approximately equal rate among novices 

(M. E. Helms et al., 2008; Weissburg et al., 2010). Additionally, using a solution-based 

approach has been shown to result in more designs with multifunctional solutions (a single 

analogy addressing multiple design requirements) (Yen & Weissburg, 2020, 2007). More 

information on the methodology of BID and its processes can be found in (Lenau et al., 

2018) and (M. Helms et al., 2009).  
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Since BID is a combination of biology and engineering principles, it requires a wide 

range of knowledge of both scientific fields (Yen & Weissburg, 2020). Biologists and 

engineers follow different methodologies, and they communicate concepts differently (M. 

E. Helms et al., 2008; Vattam et al., 2008). For example, biologists are not trained in design 

(Yen & Weissburg, 2020). These differences make it difficult at times to combine 

information and ideas from biology and engineering (M. Helms et al., 2009; Yen & 

Weissburg, 2020). Identifying appropriate biological analogies is also a challenge (Shu et 

al., 2011). Often, to even recognize the suitable biological inspiration requires a high level 

of expertise (Yen & Weissburg, 2007). Successful BID requires identifying successful 

approaches in nature (e.g. identifying the functions that lead to the observed phenomenon 

in nature) and translating them to engineering problems(Yen & Weissburg, 2020). One role 

this dissertation plays is to perform this translation for BID4R.  

BID tools and databases such as AskNature.org, DANE, and BioTRIZ have been 

developed to enable easier communication between biologists and engineers (Fu et al., 

2014; Shu et al., 2011; Wiltgen et al., 2011). Even with these tools, BID remains cognitively 

difficult (Weissburg et al., 2010).  Despite this fact, BID is beginning to be used more 

frequently by scientists to produce more robust and efficient innovations (Maher, 2011). 

BID often helps increase the sustainability of technology, improve old innovations, and 

inspire new inventions and applications. Overall, BID is viewed as a useful method for 

improving human-made designs (Chirazi et al., 2019). 
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2.5.2 Effectiveness of Biologically Inspired Design 

BID has a history of solving engineering problems. For example, biologically 

inspired nano-manufacturing approaches have been shown to be superior and potentially 

more sustainable than conventional approaches (Shu et al., 2011). BID is a recognized 

source of novel solutions and the use of BID in recent years has been steadily increasing. 

From 2003-2015, academic papers and patents related to BID increased approximately five-

fold (Lenau et al., 2018).  

  BID has also been applied to multi-agent systems. By applying the concept of 

loneliness, researchers have created robot traffic that integrates well with human foot traffic 

(Guzzi et al., 2014). Bee colony behaviors have provided a variety of applications including 

swarm against swarm combat and internet host server allocation algorithms that have proven 

more effective and adaptive than conventional algorithms (Bodi et al., 2012; Gray et al., 

2018; Nakrani & Tovey, 2007) Ant Colony Optimization (ACO) mimics ant foraging 

behavior that combines random searches and chemical signaling to find food. ACO 

algorithms use this strategy for optimization searches. Examples of BID network modeling 

include integrated task allocation and routing in sensor and actor networks, and 

synchronization/anti-synchronization designed based on firefly pulsing and frog calls 

(Dressler & Akan, 2010; Sutantyo & Levi, 2013). Inspiration beyond insects also exist, 

including improving area search using territorial bird behavior (Giuggioli et al., 2018). 

Although widespread, the application of BID to multi-agent systems, however, usually 

consists of applying a specific analogy to a single engineering problem (Keller, 2018), rather 

than a review of underlying biological strategies to increase resilience. 
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Obtaining an overall view of how BID is employed is complicated by the 

interdisciplinary nature of BID. Other researchers have investigated specific uses for BID 

(e.g. networking or manufacturing) (Dressler & Akan, 2010; Oh et al., 2017; Reap & Bras, 

2014), but no review has attempted to perform a survey of overall BID application. For 

example, Oh et al., analyzed BID applications within multi-robot pattern formation (Oh et 

al., 2017). Similarly, Dressler and Akan focus on the BID in networks (Dressler & Akan, 

2010). In another review of BID, Reap and Bras provide methods to extract principles from 

biology and ecology literature to create biologically inspired guidelines for Environmentally 

Benign Design and Manufacturing (EBDM). The authors were primarily focused on the 

area of sustainable engineering and did not analyze BID outside of the scope of this area of 

engineering. Chirazi et al. primarily focused on how to effectively apply BID in industry. 

The authors provide insight for how to best utilize BID, but they do not detail where it is 

and is not being commonly used (Chirazi et al., 2019). Providing a broader view of BID, 

Moreno, Yang, and Wood analyzed BID as a form of design-by-analogy and identified 

where BID can be further explored in future research (Moreno et al., 2014). 

  In a recent paper, we examined 540 BID examples that were gathered equally from 

three data sources: Google Scholar, the Asknature.org ñInnovationsò database, and Google 

News. The data were coded across 5 categories and 42 sub-categories. The paper concluded 

that  BID is most often used in a physical domain, inspired by a part of nature that commonly 

well-known, uses a structural strategy to solve an issue, improves an innovationôs reliability, 

and impacts the use phase of a product (Jastrzembski et al., 2021). These results indicate 
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there may be an opportunity to implement BID for SoS design that has not been well 

explored.  

2.5.3 Functional Decomposition 

Functional decomposition is a key tool used in solution-based biologically inspired 

design. Functional decomposition is a conceptual design approach that breaks down a 

system by the tasks it performs while working towards the desired outcome  (Brimhall et 

al., 2016; Guo et al., 2021). The tasks, or functions, are defined as any action that generates 

a transformation or output in the system (e.g., turning on a light switch is a function that 

turns on a lightbulb) (Guo et al., 2021). Functional decomposition is used in a wide range 

of fields including software engineering, algorithm design, and product design (Fiorineschi 

et al., 2016, 2018; Nakrani & Tovey, 2007). The broad applications have led to 

discrepancies between methods of functional decomposition, depending on the goals and 

applications of the process. The lack of structure means that the functional decomposition 

process is difficult to replicate (Fiorineschi et al., 2016; Guo et al., 2021). However, others 

argue that functional decomposition is too stringent, making it a poor source for innovation 

in comparison to other processes. The process can also reveal functional inconsistencies or 

be too detailed to be applicable to a solution space (Kroll, 2013). 

To combat these concerns, we used the method taught in (High, 2009). Brimhall et. 

Al and Fiorineschi et. Alôs suggestions are also incorporated in our functional 

decomposition process (Brimhall et al., 2016; Fiorineschi et al., 2016). The first step is to 

identify the goal of the system. Then, define the constraints of the system. For example, 

backup power can be defined as the single generator powering a hospital, or the entire 
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system and workforce that services and maintains backup power for a metropolitan area. In 

both cases, the systemôs goal is to provide power in case of a power outage. However, scale 

impacts the systems functions. The next step is to identify the functions. Once they have 

been identified, simplify the functions into generic terms. The simplified function should be 

related to the overarching goal of the system (identified in the first step). Once the functions 

are simplified, organize them based on how they relate to each other in a diagram. This 

process uses Why-How laddering in the diagram to relate parent functions to subfunctions. 

Moving up the diagram answers the question: ñHow is a function performed?ò  

 
Figure 6- Example Functional Decomposition for the Goal ñDrive to Work.ò 

Note: This example Functional Decomposition of the goal ñdrive to workò is incomplete, a 

full functional decomposition would have many more subfunctions. See Chapter 7 for 

examples of full functional decompositions. 

For example, in Figure 6 the function óRefill Tankô is a subfunction of the parent 

function óKeep Fuel in Tank.ô The subfunction answers the question ñHow do you keep fuel 

in the tank?ò Moving up the ladder answers the question ñWhy is a function performed?" 

Using the same example, the function ódrive to workô explains why fuel is kept in the tank.  
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2.6 Heuristics 

In this dissertation, heuristics are used to guide Network Structure evolution. A 

background on heuristics is presented here. Heuristics are primarily used in Chapters 6-8.  

2.6.1 Heuristic Definition 

One of the contributions of this dissertation is a set of SoS design-for-resilience 

heuristics. Heuristics are a strategy used to improve decision making under uncertainty. 

Heuristics have been applied in domains including economic, military, and political 

(Dorner, 2014). Properly understanding heuristics is vital to understand how this 

dissertation identified new heuristics. Although many definitions of heuristics exist in the 

literature, we use the definition proposed by Fu et al. A heuristic is a ñcontext-dependent 

directive, based on intuition, tacit knowledge, or experiential understanding, which provides 

design process direction to increase the chance of reaching a satisfactory but not necessarily 

optimal solution (Fu et al., 2016).ò This definition identifies four key characteristics of a 

heuristic: providing design direction, being context-dependence, basis (foundation), and 

type of solution found. The remainder of this section discusses these four characteristics and 

how heuristics are well suited for SoSE design challenges.  

The first key characteristic of heuristics is that they provide guidance during the 

design process.  Heuristics give the designer advice for which design action to consider, 

given the current design (Fillingim et al., 2019). For examples, one heuristic that has been 

observed in artifact design is to focus design iterations on correcting identified design flaws 

(Daly et al., 2012). This is analogous to increasing SoS resilience by correcting identified 

weaknesses in constituents.  Heuristics are usually presented as positive directives, rather 
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than as limitations (i.e. do this, not avoid that) (Fillingim et al., 2020). Heuristics are not 

laws or rules that require strict adherence (Daly et al., 2012). Heuristics can prompt the 

designer to consider specific approaches, and increase the amount of solutions considered 

during the design process (Daly et al., 2012; Yilmaz et al., 2016). Heuristics may also help 

mitigate design fixation (Daly et al., 2012). 

The second key characteristic is that heuristics are context-dependent. The context 

the heuristic is applied in can limit or support heuristic efficiency (Fu et al., 2016). In some 

works, context is referred to as ecological rationality, the environment required for the 

heuristic to be effective (Gigerenzer, 2008). For example, the type of design challenge (a 

part of the context) impacts which heuristic should be used (Daly et al., 2012).  This context-

dependence could involve using current artifact features to guide design iterations (Daly et 

al., 2012). For example, in this dissertation the current SoS architecture impacts the possible 

future network iterations. When writing heuristics, we follow the format used in previous 

heuristic studies, ñif in context X, consider action Y (Fillingim et al., 2019).ò  

The third key characteristic of heuristics is their basis. One basis is through data 

collection and analysis (Stone et al., 2000). Recall our definition of heuristics, as being 

ñbased on  é experimental understanding (Fu et al., 2016)ò. This dissertation presents a 

series of computer models and experiments that provide the experimental understanding 

necessary to propose SoS design-for-resilience heuristics. It is worth noting, however, that 

heuristics are generally based on less evidence than design guidelines or principles (Fu et 

al., 2016). We mirror the approaches used in previous studies that identify heuristics through 

artifact analysis. Yilmaz et al, examined 3,450 physical artifacts to identify 77 design 

heuristics (Yilmaz et al., 2016). Their approach identified patterns within their dataset as 
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the basis for their design heuristics. Likewise, Daly et al, extracted over 60 heuristics to aid 

idea generation from the completed designs, sketches, and recordings of 36 engineering 

students (Daly et al., 2012). Fillingim et al utilized interviews and document analysis to 

identify process heuristics from NASAôs Jet Propulsion Laboratory (Fillingim et al., 2020). 

Similarly, we examine 40 ecosystems and 16 SoS design variants to identify patterns that 

support possible Network Structure Design Heuristics. This approach reflects previous 

approaches that examine completed designs (in our case ecosystems) to identify heuristics 

(no designer notes or recordings are possible). Of note, heuristics need not be identified with 

data (ñbased on intuition, tacit knowledgeò). Heuristics are often used implicitly (i.e. upon 

interview, designers are often unable to articulate what heuristics they use) (Daly et al., 

2012). Thus, SoSE may currently use heuristics when considering SoS architecture 

evolution without being aware of them. 

The final key characteristic of heuristics is their expected benefit. Ideally, heuristics 

should provide an improved, but non-optimal outcome. Heuristics are usually efficient, but 

may lead to predictable errors (Tversky & Kahneman, 1974). This is because heuristics are 

an approach to simplify design decision making, often in a complex environment (Dorner, 

2014; Fillingim et al., 2020). Importantly, heuristics do not necessarily identify or lead to 

ideal solutions, rather they attempt to provide improved solutions (Fillingim et al., 2020; Fu 

et al., 2016; Gigerenzer, 2008). One reason for identifying non-optimal solutions is that 

heuristics do not utilize all information available, rather they focus on a specific piece of 

information to guide action (Gigerenzer, 2008). In fact, some authors postulate that ñthe 

more unpredictable a situation, the more information needs to be ignored (Gigerenzer, 

2008).ò Phenomenon that are difficult to predict have more noise in their information history 
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(i.e. a higher fraction of the information recorded does not relate to the phenomenon of 

interest) (Gigerenzer, 2008). As SoSs are extremely unpredictable, this makes heuristics a 

potentially well-suited tool for SoSE. Heuristics, or behavioral guidelines, have been shown 

to increase complex system resilience. In (Marshall et al., 2019), the air traffic elements 

follow two broad rules (avoid extreme errors and avoid premature optimization) with four 

tie-breaking approaches to improve performance.  

2.6.2 Suitability of Heuristics for Design-for-Resilience  

Now that the key characteristics of heuristics have been identified, the rational for 

using heuristics to address resilience will be presented. There are three reasons that 

heuristics were identified as a promising avenue of to increase SoS resilience. First, is the 

nature of the design problem. Heuristics are uniquely suited for problems that cannot be 

analyzed logically or with standard probabilistic approaches (Gigerenzer, 2008). SoSs defy 

both logical (reductionist) and probabilistic approaches, making heuristics a potentially 

valuable tool. Additionally, heuristics provide an approach to identifying a solution when 

no algorithmic approach is possible (Dorner, 2014). Algorithmic solutions are not possible 

for many complex system design problems due to being an N-P hard problem (Gigerenzer, 

2008).  

The second reasons heuristics could be used increase SoS resilience is that our 

approach is well suited to identifying one of three categories of heuristics needed for 

decision making under uncertainty: identifying process X that will increase the likelihood 

of outcome Y (Tversky & Kahneman, 1974). To be clear, we do not seek to generate 

representative heuristics (i.e. does X resemble Y) (Tversky & Kahneman, 1974). Our 
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heuristics are not intended to cause artificial SoS to resemble ecosystems (we do not simply 

copy an ecosystem structure or species behavior), rather we seek to identify the underlying 

natural features that correspond with increased resilience and create heuristics that transfer 

those features into SoS design. A final important note, it is not necessary to identify the 

causal mechanism that led to the ecosystem Network Structure with increased resilience. 

Extracted heuristics do need not identify the exact path taken by the designer of the artifact 

being examined to be useful. Merely a hypothetical path that would lead to similar results 

is sufficient to create heuristics with value (Fillingim et al., 2020).  

The final reason that heuristics were examined as an approach to increase SoS 

resilience is the expected benefit of the found heuristics. A previous study of NASAôs Jet 

Propulsion Laboratory identified three aspects that correlate with heuristic benefit 

(Fillingim et al., 2019). All three of these aspects support our approach of using of heuristics 

in SoS design. First, the heuristic must be reliable (i.e. based on a large data set). In this 

dissertation, 40 natural and 16 artificial SoS design variants are used to derive our heuristics. 

Secondly, how often the heuristic is used (i.e. more frequent use has greater value). As 

discussed in section 2.1, SoSs undergo frequent structural and agent development. Finally, 

the identified heuristics should not change often (i.e. they should be stable). By utilizing 

biologically inspired design to identify our heuristics, we have chosen a data source that is 

stable (i.e. ecosystem food webs are well understood and are not expected to change soon).  

2.7 Ecological Network Analysis  

The final background in this chapter presents for the reader a description of 

Ecological Network Analysis (ENA), a subset of graph theory. ENA is used in this 
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dissertation to identify the network characteristics of ecosystems that correlate with 

increased resilience. This is a necessary step to generate Network Structure Design 

Heuristics.  

2.7.1 ENA Definition and Description 

Ecological Network Analysis (ENA) is a subset of graph theory developed to 

understand ecosystem dynamics (F Briand & Cohen, 1987; Odum, 1969; Pimm, 1982; 

Ulanowicz, 1986, 2004; Warren, 1990). ENA represents ecosystems as a series of nodes 

and edges. ENA aggregates organisms together into actors (species) that are defined by what 

they consume and what they are consumed by. Each actor (species) is a node and the edges 

represent consumption (Figure 7). The resulting topology describes the ñfood webò that is 

the basis of ENA, and can be expressed mathematically with matrices (Ulanowicz, 2004).  

 

Figure 7- Example Hypothetical Food Web and Conversion into an Adjacency Matrix. 

Arrows define a link from prey to predator, with the resulting adjacency matrix displaying 

a 1 where a given prey (row) is consumed by a given predator (col). Analysis of the 

adjacency matrix yields the structural metrics defined below. When cell values are replaced 

by the amount of material or energy flowing from prey to predator nodes this is a flow 

matrix. Analysis of the flow matrix yields the flow metrics defined below.  

There is a vast set of ENA metrics, but this paper uses a subset of 20 of those metrics 

for analysis. There were two important criteria in the selection of that subset:  
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1) The metrics must yield a single value compatible with linear regression 

approaches. 

2) The metrics have a relationship to ecological network health, stability, or 

ecological resilience.  

All 20 metrics selected yield a single value allowing regression analysis to be 

performed. In addition, all of these metrics have been previously used in the analysis and 

design of Eco-Industrial Parks (Layton et al., 2016c).  The metrics are grouped into 

structural and flow metrics. Structural metrics analyze the organization of existing 

connections within the network, while the flow metrics analyze how resources travel 

through the network. A more in depth description of these metrics can be found in (Layton 

et al., 2016b, 2016c; Z. B. Morris, Weissburg, et al., 2018). 

There are ten structural metrics relevant to this work and are presented in the 

following format: Name (Abbreviation). The relevance of each metric for both ecosystems 

and SoSs are discussed.   

Actors (# ACTORS) is the total number of independent compartments within the 

network. Actors correspond to species, biogeochemical pools in food webs, industries, or 

other entities (including natural systems or their components) that receive and transfer 

material, energy or currency flows in human networks. From a SoSE perspective, Actors is 

the number of independent constituents (i.e. power plant, hospital). When we discuss ENA 

from an ecological perspective Actors is used, while from a SoS perspective the term 

constituents is used.  
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Links (LINKS) is the total number of connections that exist between actors in the 

network. Linked actors in food webs exchange energy (as biomass) or nutrients, whereas 

actors in human systems exchange some form or combination of EMMI (energy, material, 

money, information). The Links metric counts direct, one way connections that allows 

resource exchange between two compartments (Fr®d®ric Briand, 1983). Links is calculated 

as follows:   

ὒ  Ὢ ρ 

Where fij represents the presence (1) or absence (0) of a connection between two actors. 

 Number of Prey (# PREY) is the number of actors that are consumed by at least one 

other actor (Schoener, 1989). Number of Predators (# PRED) is the number of actors that 

consume at least one other actor (Schoener, 1989). From a SoS perspective, Prey and 

Predators represent suppliers and consumers of EMMI. Number of Prey is calculated as 

follows: 
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 Prey Predator Ratio (PREY: PRED) is the ratio of the number of actors that are 

consumed to the number of actors that consume. Prey Predator Ratio provides an indication 

of whether more constituents within a SoS are focused on production or consumption. Prey 

Predator Ratio is calculated with Equation 6. 

ὖ
ὲ

ὲ φ 

 Generalization (GEN) is the average number of prey consumed per predator in a 

system (Pimm, 1982; Schoener, 1989). Generalization provides an indication of the average 

number of suppliers per constituent and is calculated with Equation 7. 

Ὃ ὒ
ὲ χ 

 Vulnerability (VUL)   is the average number of predators per prey in a system (Pimm, 

1982; Schoener, 1989). Vulnerability provides an indication of the average number of 

consumers connected to each constituent and is calculated with Equation 8. 

ὠ ὒ
ὲ ψ 
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   Linkage Density (LD) is a measure of the level of structural connectedness within a 

network.  Linkage Density is the average number of links per actor (Fath & Halnes, 2007). 

Linkage Density is calculated with Equation 9.  

ὒ ὒ
ὔ ω  

Where N is the number of actors. 

 Connectance (CONN) is Links divided by the number of possible interactions. The 

number of possible interactions is the maximum amount of connectivity (Frédéric Briand, 

1983). Linkage Density and Connectance provide a measurement of how dense the 

connections are between constituents. Connectance is calculated as shown below: 

ὅ ὒ
ὔς ρπ 

 Cyclicity (CYC) is a structural measure of the proliferation of cyclic pathways as the 

number of links in the pathway increases. The rate of cyclic pathway proliferation is a proxy 

for the potential of a system to retain flows (Fath & Halnes, 2007). A SoS with a high 

Cyclicity value has more connections in place to enable cyclic processes that reduce external 

draws and exports. Cyclicity can be calculated with Equation 11. 

ὅὣὅάὥὼȟὶὩὥὰ ὩὭὫὩὲὺὥὰόὩ ίέὰόὸὭέὲ ὸέȡπ ÄÅÔ═ ‗╘ ρρ

Where A is the adjacency matrix and I is the identity matrix of the same size as A. 

The remaining ten metrics examined in this dissertation require flow information 

rather than structural data to calculate. Total System Throughflow (TSTF) is the sum of all 

nodal flows and represents total system activity (Ulanowicz, 1986). Total System 
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Throughflow provides a measurement of how much EMMI passes through a SoS and can 

be calculated as follows: 

ὝὛὝ ὸ ρς 

Where tij is the flow from compartment i to compartment j.  

The next metric, Finn Cycling Index (FCI) measures how much flow is cycled within 

the system relative to total system throughflow (Finn, 1980). While Cyclicity quantifies the 

potential for cyclic pathways, Finn Cycling Index is a direct measure of the amount of 

EMMI being cycled relative to the total system throughflow of EMMI. The equation for 

Finn Cycling Index is 
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Where Tj is the sum of all flows entering column j. 

Mean Path Length (MPL) is the average number of actors a flow visits before exiting 

the system and is a measure of the activity caused by an input to the system (Fath et al., 

2019; Finn, 1976). In a SoS, Mean Path Length provides an indication of how many 

constituents interact with a unit of EMMI between when it enters and exits the SoS 

boundary. Mean Path Length is calculated as shown in Equation 15. 
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  Shannonôs Index (SI) is a measure of the species diversity within an ecological 

network (Shannon, 1948) and provides an indication of how evenly distributed the flows 

are among the links within a SoS. 
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Average Mutual Information (AMI) is a measure of the degree of specialization of 

network flows. Higher AMI values indicate more SoS constraint, which corresponds to the 

probability of knowing which path a flow will enter as it travels through the SoS (Bodini et 

al., 2012; Odum, 1969). Thus, higher AMI is associated with a more ñefficientò network; 

substances move along fewer and more well-defined paths between actors (constituents). 

Average Mutual Information is calculated as shown below, where k=1: 
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 Ascendency (ASC) measures how well networks processes the inputted medium 

(Ulanowicz, 2004). Higher values represent an ecosystem (SoS) in which flows are more 

restricted in available pathways and flow is more linear from import to export, while lower 

values represent the opposite. 

ὃὛὅὃὓὍϽὝὛὝὴ ρψ 
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 Development Capacity (DC) measure the maximum potential for improvement of 

an ecosystem (SoS) in terms of constraint and efficiency. Development Capacity is the upper 

limit of Ascendency (Bodini et al., 2012; Ulanowlcz & Norden, 1990). 

Ὀὅ ρϽ ὸ ϽὰέὫ ὸ ρω 

 Alpha (ALPHA) is the ratio of Ascendency to Development Capacity and is a 

measure of ecosystem (SoS) efficiency.  

‌
ὃὛὅ

Ὀὅ
ςπ 

Overhead (OH) measures the amount of reserve of flexible actions an ecosystem 

(SoS) has access to in order to respond to change (Ulanowicz et al., 2009).   

Ὀὅ ὃὛὅ/( ςρ 

Robustness (ROBUST) is a measure of the tradeoff between efficiency and 

redundancy in flow pathways. If the network is not efficient, flow will not result in 

predictable transfer. If the network is not redundant, the network will become brittle and 

susceptible to disruption. Peak Robustness value occurs, therefore, when the network is 

balanced between efficient flow and redundant flow (Ulanowicz et al., 2009). The formula 

for Robustness is as shown below, where k=1.  
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2.7.2 Current Uses of Ecological Network Analysis in Network Design 
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ENA has been used to analyze a variety of artificial systems including water 

networks, energy networks, and carbon emission networks (Fang & Chen, 2019; Hu & Mu, 

2019; Layton et al., 2012, 2016c, 2017; Lu et al., 2015; Z. B. Morris, Weissburg, et al., 2018; 

Z. B. Morris et al., 2020; Z. B. Morris, Malone, et al., 2018; Y. Zhang, Yang, & Fath, 2010; 

Y. Zhang, Yang, Fath, et al., 2010). Previous research indicated there are strong correlations 

between the ENA metrics and traditional economic and environmental optimizations for 

industrial networks (Layton et al., 2016c). Human-designed systems, specifically in the 

form of Eco-Industrial Parks, were shown to have inferior ecological performance than 

natural ecosystems (Layton et al., 2016b).  

Recent work by Laytonôs group has recognized the potential for ENA to be used to 

improve system and SoS design. Specifically, their work focuses on the ecological metric 

of Robustness as a means to design sustainable or resilient systems (Chatterjee & Layton, 

2019a). The theme of their work is that natural systems obtain a balance between 

redundancy and pathway efficiency. Artificial systems could exhibit some of the desired 

performance characteristics of natural ecosystems if this balance could be replicated during 

the design process.  

Like our work, their papers seek an approach to improve SoS performance without 

constructing time-consuming models (Chatterjee et al., 2020). Researchers have 

successfully applied this approach to several case studies including Military surveillance, 

water distribution, and power grids (Chatterjee et al., 2020; Dave & Layton, 2020a; Panyam 

et al., 2019). Redesigning SoS to increase Robustness has been shown to reduce both normal 

operating costs, recovery costs following a system fault (in a water distribution scenario by 

approximately 1.8 million dollars per year), and improved results for N-X contingency 
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analysis (Dave & Layton, 2020b; Panyam et al., 2019). Additional efforts include 

development of an approach to calculate Robustness in multi-currency networks (Chatterjee 

& Layton, 2019b). This is necessary because many SoS exchange combinations of energy, 

material, money, or information. 

There are several ways our work expands on their previous work using Robustness 

as a design parameter. First, while including Robustness, we also consider additional ENA 

metrics. Previous work by Laytonôs group with Robustness provides an external validation 

of our results concerning Robustness. Secondly, increasing Robustness usually requires 

making the industrial system more redundant (a means of increasing hard resilience). In 

previous studies this involved increasing the number of pipe connections (e.g. 25 to either 

34 or 43) or electrical distribution lines (e.g. from 20 to 80 lines)  (Dave & Layton, 2020a; 

Panyam et al., 2019). Adding additional links to increase Robustness can be quite expensive 

(Dave & Layton, 2020b; Panyam et al., 2019). This dissertation explores ENA metrics that 

can be changed with potentially less infrastructure investment. Third, while previous efforts 

measured resilience through N-1,N-2,N-3 contingency analysis or a defined subset of faults 

(Chatterjee et al., 2020; Dave & Layton, 2020b; Panyam et al., 2019), our research directly 

measures SoS resilience through a metric designed to be applied to SoS (SoSRM).  While 

N-3 contingency analysis selects three random components to fail, our resilience metric 

(Chapter 4) evaluates the impact of each link failure. Finally, some of the previous studies 

do not evaluate the impact of cascading faults (Chatterjee et al., 2020; Dave & Layton, 

2020b), which is included in this dissertation. 

2.8 Summary 
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 This chapter has discussed the background needed for the remainder of this 

dissertation. Recall, the goal of this chapter was to provide the reader with the context 

necessary for this sentence:  Our goal is to use Ecological Network Analysis to identify 

heuristics that can be used for the biologically inspired design of System of Systems to 

increase resilience (an emergent trait). One way to visualize the relationship between the 

five themes presented in this chapter (ENA, heuristics, BID, SoS, and resilience) is through 

Figure 8. 

 
Figure 8- Relationship Between Key Ideas in Chapter 2. 

Note: Modeling and Simulation background is presented in Chapter 3. 

The review of SoS provides the context for the design challenge examined in this 

dissertation. We examined resilience to understand our key design goal and why it is 

necessary. A review of emergence provided insight into the difficulties of emergence 

engineering as well as the strategies used later in this dissertation. Next, we focused on some 

of the tools that would be used in this dissertation. Biologically inspired design was 

presented as the framework this dissertation would use to fill the gap of insufficient 

resilience. Ecological Network Analysis and heuristics are tools that support biologically 
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inspired design. The final tool necessary for BID4R is computer modeling and simulation, 

discussed in Chapter 3.   
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CHAPTER 3. MODELING APPROACH ES 

 

This chapter presents the modeling methodologies used to inform and test the 

biologically inspired design approaches developed in this dissertation. First, an overview of 

the modeling process is presented. Our meta-modeling approach (including conceptual and 

executable models) is defined. Next, we discuss the purpose of building models and how 

this integrates into our research goal of using biologically inspired design to increase SoS 

resilience. Finally, the conceptual and executable modeling frameworks for ecosystems and 

SoS are presented. The frameworks presented in this chapter are applied throughout the 

remainder of the dissertation.  

3.1 Modeling Process 

Models are any representations of real-world phenomenon (Jackson et al., 2000). 

Modeling may be as old as civilization itself. Aristotleôs Poetics, written in 335 BC, has 

been pointed to as the earliest example of modeling (Gabriel, 2001). Aristotleôs description 

of theatre includes many concepts familiar to modelers today. This includes the key idea 

that simulations or models offer a unique method of learning about the world (Gabriel, 

2001). There are many types of models that scientists and engineers use in their 

investigations. The type of model used should be driven by the characteristics of the problem 

being examined (Heymans et al., 2016). When approaching the problem of SoS design for 

resilience three questions must be answered. First, what is the purpose of making these 

models? Second, what type of model should be used for our problem? Third, what meta-

modeling approach will be employed?  
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3.1.1 Question One: What is the Purpose of Model Building? 

 Authors list a variety of reasons for building models, however, the most broad 

options are to obtain understanding about system behavior or to predict system performance 

(Epstein, 2008; Helbing & Balietti, 2011; Jackson et al., 2000; Kitano, 2002). A brief review 

of chaos theory will show that the second goal may not be feasible for complex systems. 

 SoS are composed of interconnected complex systems (i.e. the constituent systems 

are often complex systems). Complex systems consist of interacting (often heterogeneous) 

entities (i.e. agents) that respond both to each other, the Network Structure, and their 

environment (Frei & Di Marzo Serugendo, 2011; INCOSE, 2016). Complex systems have 

some or all of the following characteristics: 

1) The entities (agents) are often simple (Frei & Di Marzo Serugendo, 2011; Pumpuni-

Lenss et al., 2017) 

2) Interactions and resulting system behavior are non-linear (Anderies et al., 2013; 

Fiksel, 2006; Frei & Di Marzo Serugendo, 2011; T. Holland, 2019; Jean-Pierre et 

al., 2006; Krakauer, 2019; Pumpuni-Lenss et al., 2017).  

3) Feedback mechanisms and feedback loops impact system performance (Frei & Di 

Marzo Serugendo, 2011; P & C, 2010). 

4) Complex systems are self-organized (Frei & Di Marzo Serugendo, 2011; Pumpuni-

Lenss et al., 2017). 

5) Complex systems demonstrate emergence (Frei & Di Marzo Serugendo, 2011; T. 

Holland, 2019; INCOSE, 2016; Pumpuni-Lenss et al., 2017). 

6) Complex system processes are path dependent (i.e. they are not ergodic) (Thurner et 

al., 2018d, 2018b). 
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7) Complex systems are evolutionary, both in terms of architecture and Interaction 

Strategy (Pumpuni-Lenss et al., 2017; Thurner et al., 2018d, 2018b). 

8) Complex systems are often open (Fiksel, 2006; Keating & Katina, 2018). 

Examples of complex systems include cities, food supply networks, and ant colonies 

(Miller, 2019; Pariès, 2012; Petty, 2018). In this chapter, the terms complex systems and 

complex adaptive systems are used interchangeably. Complex systems have two 

characteristics which make predicting specific future states of the system extremely 

difficult, if not impossible: non-linear dynamics and sensitivity to initial conditions. The 

inability to predict future complex system performance has hindered sustainable policy 

decisions (Anderies et al., 2013). This difficulty in prediction is one of the reasons resilience 

engineering was founded as a field (Stroeve & Everdij, 2017).  

The first characteristic that hampers predicting future complex system performance 

is the non-linear dynamics exhibited by these systems (Anderies et al., 2013; Fiksel, 2006; 

Frei & Di Marzo Serugendo, 2011; T. Holland, 2019; Jean-Pierre et al., 2006; Krakauer, 

2019; Pumpuni-Lenss et al., 2017). This nonlinearity can be caused by the human actors 

embedded in the complex system (Bennett et al., 2005; Haley et al., 2016). For examples, 

different constituents may have different goals, different perceptions of the global situation, 

or different abilities to respond to a fault (Butterfield et al., 2008; Gianetto & Heydari, 2015; 

Haimes, 2012). Human action after a fault can improve or further degrade performance 

(Madni & Jackson, 2009). Additionally, complex systems may operate near critical response 

thresholds and tipping points, known as the ñedge of chaosò (Anderies et al., 2013; 

Krakauer, 2019).  An example of a system at the ñedge of chaosò is ant colony search 

strategies using stigmergy. Stigmergy is form of colony communication that uses the 
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environment as a communication medium, rather than direct peer-to-peer communication. 

For example, a successful food search requires both for the ants to follow internal logic rules 

when searching, but also for unpredictable actions to occur. If an ant never wanders off the 

established pheromone trail, then no new food supplies will ever be discovered (Pariès, 

2012). Other characteristics of complex systems that prevent prediction includes the fact 

that complex systems often do not operate at equilibrium and their dynamics can involve 

delayed feedback loops (Fiksel, 2006; Frei & Di Marzo Serugendo, 2011; P & C, 2010). 

Secondly, prediction is difficult because complex systems are sensitive to initial 

conditions. This is one of the defining characteristic of complexity (Coulson & Godfray, 

2007). Complex systems are sensitive to the initial conditions of their environment 

(exogenous variability) and of the constituent itself (endogenous variability) (Hollnagel, 

2006). This sensitivity is partially due to complex system processes being path dependent 

(Thurner et al., 2018b). Complex systems are non-ergodic (i.e., complex systems processes 

are dependent on initial conditions).  Ergodicity indicates that if a sample of great enough 

duration was observed, then one could determine the statistical properties of the underlying 

system. This, however, is not the case for complex systems. The issue with sensitivity to 

initial conditions is that even if the non-linear dynamics could be modeled accurately, 

prediction would still not be possible (Thurner et al., 2018b). The field of deterministic 

chaos in the 1970s demonstrated that even simple, deterministic equations could be 

combined to create behavior so sensitive to initial conditions that prediction was impossible 

(McLean & May, 2007).  Differences in performance prediction exist both due to the 

accuracy and precision of our measurements of initial conditions (Petty, 2018; San Miguel 
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et al., 2012). Thus, we cannot expect our models to completely represent reality (Ge et al., 

2014; Gotelli, 2008; Rainey & Tolk, 2015).  

As a result, models that seek to precisely predict the future states of complex systems 

are not currently possible (Boyd, 2012). Currently, there is not even a statistical mechanics 

equivalent (an approach to allow for broad predictions without attempting to predict 

individual behaviors) for complex systems (Thurner et al., 2018b). Authors do propose 

however, that while analytical approaches may be limited in their success when analyzing 

complex systems, the current shift to algorithmic description appears promising (Thurner et 

al., 2018b). In fact, modeling may be the only way to study complex systems (Petty, 2018). 

Our work follows the new approach that seeks to examine the underlying properties of the 

complex systems, not to make specific predictions about future performance (Boyd, 2012; 

Fiksel, 2003). Helbing divides model predictions into two cases: forecasts (specific 

expected future states) and model implications (expected changes in system states when 

parameters are altered in a specific manner), while Miguel et al makes a distinction between 

forecasts (quantitative calculation of future states) and predictions (general types of 

behavior expected) (Helbing & Balietti, 2011; San Miguel et al., 2012). This dissertation 

does not attempt to forecast SoS performance after faults. Rather than attempting to predict 

exactly what the resilience (an emergent property) of a SoS is, the purpose of models in this 

dissertation is to determine algorithmic principles that can be utilized to increase resilience. 

In other words, we do not claim that resilience will increase from .6 to .8 by taking action 

X, rather we present evidence that taking action X is likely to result in increased resilience.  

3.1.2 Question Two: What Type of Model Should be Used? 
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Models can be mental, physical, or digital. Mental models have two currently 

accepted definitions. Either they are  temporary mental structures to aid in reasoning and 

understanding or they are a structure in the long term memory (Nersessian, 2002). The 

ability of individuals to successfully employ mental models appears to be due to both 

genetics and experiences (Kurz-Milcke et al., 2004). Mental models can be simulated and 

exercised in a similar manner to computer or physical models. These ñthought experimentsò 

have been shown to be a valid method of learning about physical phenomenon (Nersessian, 

2002).  

Physical models have several advantages over mental models. First, a modeler or 

designer may be more easily able to detect logical falacies or inconsistancies in a physical 

model (Nersessian, 2002).  Physical models form a natural extension of thought experiments 

(Nersessian, 2002).  Indeed, research indicates that a primary role of physical models is to 

aid in creating a shared mental model within groups (Kurz-Milcke et al., 2004).  Physical 

models also allow designers to cognitively offload part of the design process onto the 

physical representation, allowing researchers to focus on other problems (Kurz-Milcke et 

al., 2004; Nersessian, 2002).  The evolution of physical models over the design process can 

serve as a record of previous decisions, inspiring future work (Kurz-Milcke et al., 2004). 

Physical models also allow designers to bypass limitations in other methods including 

vocabulary or formulas (Nersessian, 2002).  

 Contrasting mental and physical models, computer models are better able to analyze 

and assess complex systems (Sterman, 2002). Although, computer models often require 

significant expertise to implement and significant run-time to evaluate (Homer, 1996; 

Simpson et al., 2001), Sterman argues for four primary advantages of computer modeling 
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over other methods (Sterman, 2002). First, mental models are unlikely or unable to 

accurately simulate complex, non-linear systems (Homer, 1996). This is the primary reason 

that computer models are utilized in this dissertation. SoSs are complex, non-linear, and 

demonstrate emergence. Secondly, Sterman presents evidence that the use of computer 

models improves our ability to create mental models. The process of creating computer 

models requires the modeler to compare his current mental model against the simulation 

results. Third, physical experimentation or modeling may be slow, costly, or unethical. 

Finally, Sterman argues that computer models can bypass some of the significant delays 

between cause and effect (Sterman, 2002). Computer modeling also makes all assumptions 

explicit, and allow empirical exploration of areas with conflicting mental models (Homer, 

1996).  

Thus the answer to our second question: this dissertation will explore SoS design 

with computer models. Computuer modeling has a rich history of supporting System 

Engineering through Model Based Systems Engineering (Rainey & Tolk, 2015; A. L. 

Ramos et al., 2012). SoSs previously modeled include national water supplies, air defense, 

power grids, sensor nets, air transportation, and cyber-physical systems (Ceccarelli et al., 

2018; Chamseddine & Kokkolaras, 2017; Drozda et al., 2011; Eusgeld et al., 2011; Filippini 

& Silva, 2014; Ge et al., 2014; Haimes, 2012; Joannou et al., 2019).  Modeling approaches 

used in previous studies include functional dependency analysis, Petri Net, agent based 

modeling, Phantom System Models, High Level Architecture, and hybrid 

approaches(Eusgeld et al., 2011; Ge et al., 2014; Haimes, 2012; Joannou et al., 2019).  
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3.1.3 Question Three: What Meta Modeling Approach Will be used?  

 

Figure 9- Overview of Meta-Modeling Approach Used in this Dissertation. 

A meta-modeling approach outlines the process of transitioning from the real-world 

reference model to an executable simulation. 

Effective implementation of computer models requires a deliberate meta-modeling 

approach. Our modeling approach consists of three steps, influenced by the procedure 

outlined by Jones in (Rainey & Tolk, 2015). First, the reference model must be identified. 

The reference model is the real-world system being examined (Rainey & Tolk, 2015). For 

this dissertation, most of the reference models are material flow analysis diagrams of SoSs 

or ecosystems (which are themselves models of real-world SoS or ecosystems). This reveals 

a key assumption in this work, that the material flow analysis diagrams (which are 

themselves models) correctly abstract from the original reference model. We assume that 

critical ecosystem and SoS characteristics that influence resilience were not abstracted away 

by the authors of the material flow analysis diagrams. We limit the risk of previous modeler 

abstraction biasing our investigation by using material flow analysis diagrams from a variety 
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of authors. Using multiple source authors is the recommended approach to minimize the 

potential of a single referenceôs bias or methodological approach from changing the overall 

results of this type of study (Allesina et al., 2005). Utilizing multiple biological research 

sources has been successfully used by previous researchers to analyze Eco-Industrial parks, 

propose using the ENA metric of robustness as a desirable design parameter, and examine 

the role of detrital actors within in artificial systems (Hardy & Graedel, 2002; Layton et al., 

2016b, 2015; Malone et al., 2018) 

The next step in our meta-modeling approach is to clearly define the framework used 

to construct the conceptual model. Whenever models are created, abstraction occurs from 

the real-world (reference model) to the properties included in the model (conceptual model) 

(Robinson, 2008). This is necessary because without removing non-essential elements the 

model would quickly become intractable (Eusgeld et al., 2011; Leveson et al., 2012; Stroeve 

& Everdij, 2017). Modelers must make decisions about which elements of the reference 

model must be included to examine the desired characteristics of the reference model (Cropp 

& Gabric, 2002; Filippini & Silva, 2014; Kitano, 2002; San Miguel et al., 2012). This 

means, of course, that the results of the conceptual models will also be simplified from the 

real-world performance. Recall, our goal is to develop understanding about system 

behavior, not precise predictions of future behavior. An ideal model will include the 

minimum level of detail necessary to accurately capture the phenomenon investigated 

(Tilman, 2007). For example, the neutral theory of ecology is successfully able to explain 

some of the observable ecosystem level patterns even though this theory abstracts away all 

differences between species (May et al., 2007). Often it is just as important to decide which 

elements should be abstracted away as which elements should be included (Jackson et al., 
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2000). Overly complex models result in overfitted models, longer development timelines, 

and extensive data collection requirements (Clark et al., 2020; Robinson, 2008). Modelers, 

therefore, seek to create the least complex model that still captures the essential 

characteristics of the problem being examined (Gotelli, 2008; Jackson et al., 2000; 

Robinson, 2008).   

There are two ways modelers abstract from the reference model to the conceptual 

model: assumptions and simplifications. First, modeler assumptions provide the modelerôs 

best understanding for unknown reference parameters. In simplification, the modeler 

chooses which portions of the reference model should be represented in the conceptual 

model (Robinson, 2008). Assumptions are an approach to address uncertainty, while 

simplifications reduce model complexity (Robinson, 2008).  As with all steps in the meta-

modeling process, the problem characteristics drive decisions made when constructing the 

conceptual model (Robinson, 2008). The conceptual model is platform-independent (e.g. 

software) (Robinson, 2008). The conceptual model clearly articulates (i.e. documents) 

which elements of the reference model should be included and all assumptions used when 

implementing them. Often conceptual models are represented through flow charts and 

diagrams (Jackson et al., 2000). The transition from reference to conceptual model has been 

recognized as one of the most difficult and important modeling steps, often requiring 

multiple trial and error iterations (Bennett et al., 2005; Fiksel, 2003; Jackson et al., 2000; 

Robinson, 2008). 

The final step of our meta-modeling process is to create the executable (simulation) 

model. This is also referred to as the quantitative model (Jackson et al., 2000). For computer 

models, this step encodes equations into software to allow for analysis. This step requires 
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both identifying which equations are needed to fully capture the conceptual model, but also 

what parameter values are used in those equations (Jackson et al., 2000). As with the 

conceptual model, it is vital that the simulation model is only as complex as necessary to 

capture the conceptual model (Jackson et al., 2000). The simulation model is the executable 

software. For this dissertation, the models are implemented either in MATLAB or Anylogic. 

The two types of modeling used are system dynamic and agent-based modeling. Next, this 

chapter provides an overview of these modeling approaches.  

3.2 Modeling Approaches 

An overview of the two modeling frameworks used in this dissertation (system 

dynamic and agent-based) are provided.  

3.2.1 System Dynamic Modeling 

System dynamic models relate levels within constituent systems (stocks) through 

differential equations that govern flows between them (Borshchev & Filippov, 2004b). For 

example, Figure 10 provides a screenshot from Anylogic depicting a system dynamic model 

representation of a simple predator-prey system. In Figure 10, the stocks represent the 

biomass of each species, while the flows represent the consumption and loses of energy due 

to respiration and heat. One way to visualize system dynamic models is as a system of tanks 

connected with pipes of varying diameters. When these models are evaluated, we are 

interested in the levels in each tank (the stocks) as well as the flows between the tanks.  
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Figure 10 - Example System Dynamic Model Screenshot from Anylogic. 

Note: The purpose of Figure 10 is to provide a reader with an improved intuitive 

understanding of the representation of System Dynamic Modeling in Anylogic. As such, the 

specific relationship shown in Figure 10 is not paramount. The Text has been enlarged as 

much as possible, but please contact the author for a copy of this two-predator one-prey 

system.  

System Dynamic modeling was originally pioneered by Jay Forrester in the mid-20th 

century (Borshchev & Filippov, 2004b). System dynamic models have often been used to 

investigate and illustrate causal chains within sociotechnical systems and the feedback loops 

within them (Leveson et al., 2012). In these types of investigations, the stocks are not 

physical currency, but rather causal influences. System dynamics has also been used to 

provide system-level analysis of ecosystems (Kitano, 2002). System dynamics is unable, 

however, to accurately predict emergence due to individual agent behaviors (Bonabeau, 

2002b). System dynamics only captures emergence at the constituent system level. System 

dynamic models are recommended for modeling applications where a high level of 

abstraction will not impact model results (Borshchev & Filippov, 2004b). Thus, in this 

dissertation, system dynamics can be used when aggregating individual behavior does not 
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impact the result of broken network links. Thus, system dynamics is used in this dissertation 

when investigating the use of Network Structure to engineer emergence.  

3.2.2 Agent Based Modeling  

Agent-based modeling (ABM) provides the means to investigate the impact of 

Interaction Strategy on resilience. Agent-based models represent complex systems or SoSs 

as a collection of autonomous agents (Bonabeau, 2002a). ABM is recognized as suitable 

approach to examine SoSs due to being able to examine the interactions between large 

numbers of complex, independent agents (Heath et al., 2009). ABM provides the means to 

test complex system emergence by altering the ñrulesò individual agents adhere to. Agents 

respond to stimulus (i.e. the environment or other entities) to make autonomous decisions 

(Dorri et al., 2018). Example of agents are diverse. Humans, ants, computer servers, 

autonomous vehicles, Internet of Things objects, and smart-bike systems have all been 

successfully modeled with ABM. Agents have the following characteristics:  

1) Agents have no meaning without an environment (T. Holland, 2019). 

2) Agents communicate with other agents (T. Holland, 2019).  This communication 

can occur directly or through an intermediary such as stigmergy (communication 

by altering the environment).  

3) Agents respond to stimuli from other agents, the environment, or entities with 

pre-set rules. These rules are often simple (Pumpuni-Lenss et al., 2017).  

4) Agents have goals or objective functions they seek to achieve (T. Holland, 

2019).  Agent goals are independent from the system goal and no agent directs 

all aspects of the complex system (Di Marzo Serugendo et al., 2006).  Agents 

act to fulfill individual goals, which may contradict other agentsô goals (e.g. 
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marketing models treat every consumer, seller and distributor as an independent 

agent, each acting in its own self-interest) (Di Marzo Serugendo et al., 2006; T. 

Holland, 2019). 

ABM has already been used to successfully explore a variety of complex systems 

including robot swarm obstacle avoidance, area search, data stream clustering, network 

formation, impacts of landslides on rural traffic, and modern transportation systems 

(Agarwal et al., 2012; Forestiero et al., 2009; Giuggioli et al., 2018; Guzzi et al., 2014; Hung 

et al., 2015; Jakob et al., 2012).  Agent-based models have also been used to investigate a 

diverse set of resilience engineering scenarios including air traffic taxi deconfliction, air 

traffic management, urban water distribution, flood response, traffic networks, and even 

SoS architecture evolution (Acheson et al., 2013; Bouarfa et al., 2013; Marshall et al., 2019; 

Pumpuni-Lenss et al., 2017; Rasoulkhani & Mostafavi, 2018; Taberna et al., 2020). 

Altering agent behavior is a unique approach to resilience engineering because 

autonomous response is often needed for faults (Marshall et al., 2019), but the size of SoSs 

can preclude central coordination. Agent-based approaches are promising because they do 

not require global rationality (knowledge of the entire system) to make decisions to improve 

resilience, rather bounded, or local, rationality is sufficient (Marshall et al., 2019). Artificial 

intelligence and autonomous response may not be able to respond to unforeseen emergent 

interactions (Marshall et al., 2019). This is especially troubling because the impact of 

unanticipated faults often outweighs the fault response designed into the system (Marshall 

et al., 2019).  In response, inherently resilient architecture and design have been identified 

as a key need (Marshall et al., 2019). Despite this, a recent review of SoSsô agent-based 

models revealed only 10% examined SoS Design (Silva & Braga, 2020). Agent-based 
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models are rarely examined in engineering contexts. Another review of agent-based models 

from 1998 to 2008 showed that social science, biology, business, ecology, economics, and 

public policy consisted of 82% of the articles surveyed (the remaining categories were 

Military, traffic, and other) (Heath et al., 2009). Agent-based models have also been 

successfully used to identify unexpected emergent behaviors (recall resilience is an 

emergent characteristic of a SoS) (Bouarfa et al., 2013). In (Bouarfa et al., 2013) the use of 

ABM was able to identify emergent behaviors that were not identified through other 

modeling approaches, including human-in-the-loop simulations. Improved understanding 

of emergence would better allow designers to harness positive emegence to improve system 

performance (Bouarfa et al., 2013).  Additionally, authors note that changes in design can 

lead to new emergent behaviors, so the relationship between design decisions and expected 

emergent outcomes is a key need in the field (Bouarfa et al., 2013).  

One current key use of ABM is to test the effectiveness of different responses to 

increase resilience after a disaster (Esmalian et al., 2019; Heath et al., 2009; Pumpuni-Lenss 

et al., 2017; Rasoulkhani & Mostafavi, 2018). For example, Esmalian et al used ABM to 

investigate what factors influence how households tolerate the impacts of hurricane power 

outages (Esmalian et al., 2019). ABM also allow designers to test scenarios that are either 

too expensive, hazardous, or impractical to test in the real-world (Pumpuni-Lenss et al., 

2017). In this type of research, the models perform a mediator role (testing theories about 

possible influences on responses) rather than a predictor role (precisely forecasting what 

will occur in the system of interest) (Heath et al., 2009). A review identified that 

approximately 60% of agent-based models perform the role of mediator, while none 

predicted system response (Heath et al., 2009). This role distribution speaks to the 
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complexity of multi-agent systems. The models in this dissertation also perform the role of 

mediator, examining if biologically inspired agent behaviors (Agent Interaction Strategy 

Tactics) improve model resilience, rather than attempting to directly predict SoS fault 

response.  

Like the approach proposed by Marshall, this dissertation also seeks to utilize 

autonomous agent response to increase resilience. The primary difference, however, is that 

their approach has limited functionality without the prerequisite step of forecasting system 

response, while the BID approaches applied in this paper do not require predicting future 

system response (Marshall et al., 2019). Rasoulkhani and Mostafavi used ABM to 

investigate the resilience of an urban water system to chronic stresses, while we focus on 

acute stress response (although over similarly long time periods) (Rasoulkhani & Mostafavi, 

2018). Rasoulkhani and Mostafavi note from their literature review that resilience 

engineering often omits the adaptiveness of human actors (Rasoulkhani & Mostafavi, 2018). 

This paper, however, departs from that gap by testing different biologically inspired 

adaptive actor behaviors following a fault.  

Agents make decisions based on their interactions with their peers and environment 

(Dorri et al., 2018; C. Macal & North, 2014; Pumpuni-Lenss et al., 2017). These decisions 

are often based on simple rules documented in statecharts (e.g. Fig. 2) (C. Macal & North, 

2014; Pumpuni-Lenss et al., 2017). Statecharts are flowcharts describing each agentsô 

transitions between defined tasks and behaviors (i.e states). An agent can only be in one 

state at a time and moves through its statechart independently of its peers. Transitions 

between states are conditional statements activated by triggers when appropriate conditions 

are met. Triggers may or may not be activated by an agentôs environment. For example, 
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triggers can occur by receiving a message from another agents (i.e. communication) or 

arriving at a location (i.e. task completion). Rate, timeout triggers, and internal logic triggers 

are independent of the external environment. Rate triggers transition the agent through states 

at a set rate, and timeout triggers initiate transitions when no other conditions are met 

(Andrei & Ilya, 2013).  These triggers are impacted by each agentôs parameters. 

 
Figure 11- Example Military Agent Statechart . 

Now that ABM and system dynamic modeling approaches have been reviewed, this 

chapter continues by describing the ecosystem and SoS conceptual modeling frameworks. 

The ecosystem and SoS conceptual modeling frameworks are discussed with reference to 

system dynamic model implementation. When ABM is used in this dissertation (Chapters 7 

and 8), then further discussion will be given on how the conceptual modeling is applied. 

This chapter focuses on system dynamic modeling because system dynamics approaches 

are heavily used in Chapters 4, 5, and 6. ABM, however, is not used widely until Chapters 

7 and 8. Additionally, focusing on one type of modeling (system dynamics) enhances the 

clarity of the remainder of this chapter. 
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3.3 Ecosystem Conceptual Modeling Framework:  

 The ecosystem models in this dissertation are built from current ecological research. 

Modeling assumptions and simplifications are specified and applied consistently. This 

section documents our approach for converting ecosystem reference models to conceptual 

models. First, the differential equations currently used in the literature are presented. Next, 

these differential equations are converted into flow equations to allow the ecosystems to be 

examined through system dynamic models. Finally, a full list of simplifications is provided.   

3.2.1 Ecosystem Modeling Utilizing Differential Equations 

This section will walk through the current approaches for modeling ecosystems with 

differential equations. It will start with the simplest possible model, and then gradually 

increase in complexity until the form used in this dissertation is reached. Section 3.2.1 and 

many of the equations discussed are built from the ecosystem modeling approaches 

discussed in Gotelliôs A Primer of Ecology (Gotelli, 2008). 

3.2.1.1 Exponential Growth.  

Many current modeling platforms use differential equations to examine ecosystems 

(e.g. EcoNet or Ecosim with EcoPath) (Christensen & Walters, 2004; Kazanci, 2007). 

Consider the simple ecosystem shown in Figure 12. This ecosystem consists of one species 

(X1) with one input flow (Z1) and one export flow (Y1). Species abundance is normally 

measured in kg and flows are measured in kg/time period. Often in food webs these are 

recorded per year. The input and output flows capture both growth, species birth, and death. 

This simplified ecosystem has unrealistic qualities including an infinite food supply (Z1) 

and infinite space (i.e. no environmental limitations).  
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Figure 12- Example Single Species Ecosystem. 

Under these conditions, X1 will exhibit exponential growth  
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Where r is the instantaneous rate of increase or basic reproductive rate (Coulson & Godfray, 

2007). r is the amount of stock increase per kg of stock.  r can be calculated: 
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Equations 23 and 24 can be combined: 
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The growth rate (dX/dt) depends on the current population size (X(t)). For simple 

exponential growth models, r is a constant (i.e. growth rate is not density dependent) 

(Gotelli, 2008). This means that as a population grows and the birth rate remains constant, 

then the amount of kg added to a population also increases. In the literature, the values for 

X1, Y1, and Z1 are usually reported for ecosystems at steady state (i.e. Z1(0) = Y1(0) and X1 

is constant).  
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3.2.1.2 Logistic Growth 

The simple exponential growth in Equation 25 does not take into consideration 

environmental carrying capacity. Population dynamics in Equation 25 are not density 

dependent. In the real world, we expect a species growth rate to slow as its density increases 

due to more intense competition for resources (e.g. shelter, water, mates) (Gotelli, 2008). 

Ecologists use the variable k to represent the environmental carrying capacity. k is the 

maximum amount of biomass that can be supported in a given environment. For the single 

species ecosystem at steady state (Figure 12) 

Ὧ ὢ π ςφ 

This is because if X1 is not increasing exponentially, the only factor that will limit X1 in the 

absence of predation is the environmental carrying capacity. When the ecosystem in Figure 

12 is at its carrying capacity, it is at a stable equilibrium (Gotelli, 2008). The general 

equation for logistic growth is  
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Combining Equations 23, 24, and 26: 
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Logistic growth models incorporate the environmental limitations that prevent 

unlimited exponential growth in the real world (Gotelli, 2008). Logistic growth models are 

a well-establish approach (Duncan et al., 2020; OôDwyer, 2018; Yan & Zhang, 2016). They 

have been used to successfully examine boom-bust dynamics from ecosystem intervention 
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and strategies for managing invasive species (Bode et al., 2015; Duncan et al., 2020). 

Particularly relevant to this work, logistic models have been proven effective in 

investigating ecosystem recovery (relevant to our work on resilience), both providing 

insight into asymmetric African mammal recovery and into species decline after removing 

a limiting predator (Duncan et al., 2020; Stalmans et al., 2019). These works provide a 

precedent for applying logistic growth models to recovering species that were extremely 

depleted (needed in our approach to measure resilience).  Although logistic growth models 

improve upon exponential growth models by incorporating environmental carrying 

capacity, additional changes must be made to capture the impact of multiple species within 

an ecosystem.  

3.2.1.3 Interspecific Competition  

Figure 13 shows a multi-species ecosystem with independent food sources. These 

species do not experience direct interaction (i.e., no predator-prey dynamics). Species do, 

however, engage in interspecific competition. Interspecific competition occurs when 

multiple species have competitive interactions for resources such as space (pre-emptive 

competition), shelter, or water (exploitation competition) (Gotelli, 2008). Interspecific 

competition can cause an increase in one species to result in the decline of another (Tilman, 

2007).  Both X1 and X2 are limited by k, the environmental carrying capacity.   
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Figure 13- Multi -Species Ecosystem. 

To include interspecific competition, k is split into two terms k1 and k2.  k1 and k2 

represent the environmental carrying capacity for each species. If we define Ŭ as the impact 

of X2 on X1 due to interspecific competition and likewise ɓ as the impact of X1 on X2, the 

growth rates of X1 and X2 are 
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 One successful approach to simplifying the calculation of k is to assume that the 

environment is capable of carrying a specific kg of biomass regardless of the type of biomass 

(X1 vs X2) (Stalmans et al., 2019). This simplification can be stated for j species in an 

ecosystem 
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Equation 31 is consistent with the findings that values of k (when calculated with other 

approaches) have a positive correlation with equilibrium (i.e. initial) population sizes (Yan 

& Zhang, 2016). Additionally, because the ecosystem carrying capacity does not 

differentiate between kg of X1 or X2, terms Ŭ and ɓ are now 1. Thus, Equations 29 and 30 

can combined with Equation 24 to yield 
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Assuming intraspecific and interspecific interaction is equivalent is an important 

simplification. Theoretical and empirical studies have shown that intraspecific impacts are 

between 5-10 times greater than interspecific impacts (Clark et al., 2020). This makes sense, 

we would expect more niche overlap within species than between species. In a grassland 

biodiversity experiment fitting real-world data to Lotka-Volterra models, allowing different 

Ŭ and ɓ values (rather than equivalent) increased the goodness of fit (R2 equivalent for model 

fitting) by nearly .15 (Clark et al., 2020). Note for this gain in model fit, the per-capita 

interspecific response was the same for all species. Thus, Equations 31-33 can be updated 

by assuming that intraspecific impact is 7.5 greater (midpoint of the 5-10 times observed 

range) than any interspecific impact.  
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Next, modeling is improved by incorporating predator and prey dynamics.  

3.2.1.4 Predator-Prey Dynamics 

Predator-prey interactions increase the amount of influence one species has on 

another. Intraguild predation is when two species interact as both predator and prey and 

through interspecific competition. Intraguild predation is a common method of interaction 

in ecosystems (Gotelli, 2008). Not only do species indirectly compete for resources such as 

shelter, they also directly influence each otherôs dynamics due to one species being the food 

source of the other species (Figure 14). Of note, including intraguild predation does not 

 

Figure 14 Multi -Species Ecosystem with Predation. 
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impact the carrying capacity k of an ecosystem. Rather it lowers the amount of a competitor 

necessary to force a species abundance to decline (Gotelli, 2008).   

Predator consumption is divided in three different types of functional responses. A 

Type I response (used in the classic Lotka-Volterra formulas) assumes that as victim 

abundance increases and predator abundance is held stable, the amount of prey consumed 

per predator increases without bound. A Type II response assumes that predation is limited 

by both the ability of the predators to capture food and the amount of prey a predator can 

consume. Finally, a Type III response also assumes prey consumption approaches an 

asymptotic limit, but with a sigmoid curve. Type III responses can occur if predators switch 

feeding preferences based on prey abundance. We incorporate a Type II functional response 

for the predators because Type I is unrealistic (unbounded predator appetite) and Type III 

violates our assumption that the predators are extreme specialists (Gotelli, 2008). A Type II 

response is also incorporated into many ecosystem models such as Ecosim (Christensen & 

Walters, 2004; Vial et al., 2011). 

The general equation for prey growth rate is  
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r remains the instantaneous rate of increase, K is maximum rate predators can consume prey, 

and D is the half-saturation constant (the prey density at which predation rate is one-half of 

maximum). The rate of predation depends on the prey and predator density moderated by 

the ability of the predators to consume prey (Gotelli, 2008). As will be proved later in this 

chapter, only Equation 37 is needed to realize our system dynamic ecosystem models, thus 

the equation for predator growth is omitted. By definition 



 107 

ὑ
ρ

Ὤ
 σψ 

Ὀ
ρ

‎Ὤ
 σω 

Where h is the handling time per kg of prey captured and ɔ is the capture efficiency. The 

capture efficiency measures the impact of a kg of predator upon a kg of preyôs growth rate.  

Our approach uses the conservative assumption of intraguild predation. We assume 

that species still engage in interspecies competition (section 3.2.1.3) even if they are 

predator and prey. To combine interspecies competition with predator-prey dynamics, 

requires us to recognize that the term rX1(t) in Equation 37 is the growth rate X1 would 

achieve in the absence of predation. Combining Equations 32 and 37 yields the expected 

dynamics of X1 due to both predation and interspecies competition. Note: Y1(0)=0 for figure 

14.  
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To evaluate Equation 40 requires values for K and D. We will start with K. The handling 

time h is 

Ὤ
ὸ

ὲ
 τρ 

Where th is the time needed capture and consume each prey and n is the kg of prey captured. 

At equilibrium  

ὒ π
ὲ

ὸ
 τς 
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Thus,  

Ὤ
ρ

ὒ π
 τσ 

and from Equation 38 

Ὧ ὒ π ττ 

Next, to obtain an estimate of D requires recognizing that the data for Figure 14 is from an 

ecosystem at steady state. Thus, Equation 15 can be rewritten: 

π ὶὢ π
Ὧὢ π

ὢ π Ὀ
ὢ π  τυ 

Algebraically, this leads to the following 

ὶὢ π
Ὧὢ π

ὢ π Ὀ
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Ὧ

ὢ π Ὀ
 τχ 

Ὀ
Ὧὢπ
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Incorporating equation 44: 

Ὀ
ὒ π ὢ π

ὶ
ὢ π τω 

Thus, we see that both D and k can be calculated from the initial values provided by 

food web data. Combining Equations 40, 44, and 49 provides our final differential equation: 
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Finally, the assumption of intraguild predation has another impact on model 

dynamics. Not only do species compete for the resources that impact carrying capacity, but 

as food web complexity increases, species also impact each indirectly. Indirect effects 

driven by impacting an intermediary species abundance are called density mediated indirect 

interactions. Recent work has shown that as ecosystem complexity grows, density-mediated 

indirect interaction can have a greater impact on ecosystem dynamics than carrying capacity 

(Yan & Zhang, 2016).  

3.2.2 Implementation of Ecosystem Models with System Dynamic Models 

This dissertation implements the derived differential equations with system dynamic 

models. This distinction is important because system dynamic models allow us to impact 

individual flows. To create system dynamic models requires translation from species 

differential equations to the flow equations. Figure 15 shows an example ecosystem that 

also demonstrates the seven types of flows that exist within an ecosystem. Table 5 shows 

the converted differential equations as flow equations that are used to implement these 

ecosystem models. 
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Figure 15- Example Ecosystem 

Table 5- Generalized Ecosystem Flow Equations. 

Note: Sources and Flows must have positive values. 

 

Next, the conversion process from differential equations to flow equations is 

documented. We begin with Equation 42, restated for the readerôs convenience.  
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This equation can be thought of as  

ὅὬὥὲὫὩ Ὥὲ ὛὸέὧὯὛώίὸὩά ὍὲὴόὸίὛώίὸὩά ὉὼὴέὶὸίὈὩὸὶὭὸόίὭάὴὥὧὸ έὪ ὧὥὶὶώὭὲὫ ὧὥὴὥὧὭὸώὖὶὩώὊὰέύί υρ 

Note, prey flow is not impacted by the environmental carrying capacity. Rather than 

modeling the ecosystem as a differential equation, each of the elements in Equation 51 are 

different flows in the ecosystem. For example, for X1 in Figure 15, Equation 51 becomes  

Ὠὢ

Ὠὸ
ὤ ὍάὴέὶὸίὣὉὼὴέὶὸίὒ ὈὩὸὶὭὸόίὒ ὖὶὩώ υς 

The remainder of section 3.2.2 discusses how each of the types of flows in Table 5 are 

converted into flow equations. The derivations for the remainder of this section switch 

subscript nomenclatures. Previously, subscripts 1 and 2 were used to describe prey and 

predators. To be consistent with the nomenclature in Table 5 and to reflect that more than 

two species exist in the ecosystems we are now examining, subscripts A and B are used from 

this point forward (see Table 5 column 1). Flow always travels from XA to XB.  

3.2.2.1 Source to Non-Detritus, Non-Detritus to Exports 

These two flow types result in logistic growth that is influenced by the carrying 

capacity of the environment. The derivation will start without considering the impact of 

carrying capacity and will examine non-detritus to exports in detail. Non-logistic (i.e. 

exponential growth) is modeled in Equation 25, reprinted for reader convenience.  

Ὠὢ

Ὠὸ

ὤ π ὣ π

ὢ π
 ὢ ὸ ςυ 



 112 

 

This is equivalent to  

Ὠὢ

Ὠὸ
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ὢ π
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Thus 
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And 
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ὤ πὢ ὸ

ὢ π
 υυ 

Next, we must incorporate the impact of carrying capacity. From section 3.2.1.3, we know 

the following to be true in the absence of predator/prey flows: 

ὢ ὸ

ừ
Ử
Ử
Ử
Ừ

Ử
Ử
Ử
ứ
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 υφ 

Thus, from Equations 54-56 it follows that when an ecosystem is at carrying capacity 

(without predator or prey flows): 

ὤ π

ὢ π
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ὣ π

ὢ π
 ὢ ὸ υχ 



 113 

For most ecosystems, Equation 57 as written is not true, due to ZA(0) Í YA(0). Thus, 

Equation 57 must be revised. 

ὤ π

ὢ π
… ὢ ὸ

ὣ π

ὢ π
… ὢ ὸ υψ 

Where ɢ is the required adjustment to the exponential growth rate due to carrying capacity. 

Equal adjustment is applied to both the imports and exports. This assumes that if population 

exceeds carrying capacity it is both more difficult to find food (imports) and more likely to 

die (exports). Equation 58 is written for ZA(0) is greater than YA(0), but this is not required 

to be the case. Algebraic manipulation results in the following:  

ὤ π

ὢ π
… 

ὣ π

ὢ π
… υω 

ὤ π

ὢ π

ὣ π

ὢ π
ς… φπ 

…
ὤ π ὣ π

ςὢ π
 φρ 

The absolute value bars provide generality for the case where YA(0) is greater than 

ZA(0). This is often true for species that have no external nutrient source (i.e. all sustenance 

comes from prey). Equation 61 shows how much the exponential growth rate must change 

for the ecosystem to be at equilibrium while at carrying capacity. To convert from a 

differential equation to an expression for the input and output flows requires recognizing 

that logistic growth is achieved by using carrying capacity as a proportional controller with 

a desired equilibrium at the carrying capacity. Equation 61 is the proportional controllerôs 

control gain. Thus, the export flow is  
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Equation 62 can be updated to include the greater impact of intraspecific vs interspecific 

interactions.  
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One final update must be made. Consider the equilibrium ecosystem with only XA present 

at carrying capacity. Clearly in this case, carrying capacity limitations would not increase 

XAôs death rate. Thus, Equation 63 can be simplified when XA(t) is consuming all the 

environmental resources possible: 
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Equation 65 only holds when XA is the only species in the ecosystem and is at carrying 

capacity. Logically, Equation 65, thus provides an expression for the minimum possible 

death rate of species XA. This is incorporated into the equation for YB in Table 5 as follows: 
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 Similarly, the expression for input flow is:  
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 The minimum operator is added to imports because as a conservative assumption we 

assume that the original amount of nutrients available is the maximum amount that a species 

could receive. This approach follows the assumption by Gotelli that approaching carrying 

capacity has a linear impact on birth and death rates (Gotelli, 2008).  

3.2.2.2 Flows to and From Detritus  

Detritus is a unique constituent in an ecosystem due to its passive nature. Detritus is 

non-living organic matter. Thus, detritus is not subject to carrying capacity; it does not seek 

shelter, food, or water. External inputs to detritus depend upon the systems outside of the 

boundary of the examined ecosystemôs ability to produce detritus. This is beyond the 

boundary of the system we are modeling, so external imports of detritus are assumed to be 

constant. This is also the approach taken in Ecopath with Ecosim (Christensen & Walters, 

2004). Detrital inputs in Table 5 are a constant.  

ὤ ὸ ὤ π φψ 

Likewise, exports from detritus to outside the system boundary are proportional to the 

amount of detritus within the system.  

ὣ ὸ
ὣ π

ὢ π
ὢ ὸ φω 

Additionally, flows to detritus from species within the ecosystem only depend upon the 

abundance of the constituent which produces detritus.  

ὒ ὸ
ὒ π

ὢ π
ὢ ὸ χπ 
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3.2.2.3 Predator/Prey Flows 

The final element of our ecosystem model which needs to be converted from a 

differential equation to a flow equation is predator prey interactions. Recall prey growth rate 

is: 

Ὠὢ

Ὠὸ
ὶὢ ὸ

ὑὢ ὸ

ὢ ὸ Ὀ
ὢ ὸ σχ 

The term rXA(t) is the growth rate not due to predator-prey interactions. We will only derive 

this flow from the expression for a prey because every ñto predatorò flow has a 

corresponding ñfrom preyò flow. Changes due to predator-prey interactions can be restated 
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As shown previously through Equation 44,  

ὑ ὒ π χσ 

Thus from Equations 71 and 72, at initial conditions (equilibrium) 

ὒ π
ὒ πὢ πὢ π

ὢ π Ὀ
 χτ 

Rearranging algebraically: 

Ὀ ὢ π ὢ π ρ χυ 
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Substituting back into Equation 60 provides an expression for the expected predator-prey 

flow utilizing a Type II predator response.  

ὒ ὸ
ὒ πὢ ὸὢ ὸ

ὢ ὸ ὢ π ὢ π ρ
 χφ 

3.2.3 Assumptions and Simplifications used in Ecosystem Models  

 A key function of conceptual models is to clearly document assumptions and 

simplifications used when converting from the reference model. Many have been discussed 

in sections 3.2.1-3.2.2, but section 3.2.3 consolidates these assumptions. These assumptions 

and simplifications were selected after a review of current modeling papers and theoretical 

ecology textbooks. A brief description of each simplification and its precedent in the 

literature are presented in Table 6. A full description of each follows Table 6.  
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Table 6- Consolidated List of Ecosystem Simplifications. 

 

Simplification Other Models with These Simplifications 

1) Biomass is a continuous 

variable.  

(Bode et al., 2015; Coulson & Godfray, 2007; Gotelli, 

2008; OôDwyer, 2018; Stalmans et al., 2019; Vial et al., 

2011; Yan & Zhang, 2016) 

2) Populations are evenly 

mixed throughout the 

environment.  

(Audzijonyte et al., 2019; Bode et al., 2015; Gotelli, 

2008; OôDwyer, 2018; Vial et al., 2011) 

3) Food webs are of mature 

ecosystems at equilibrium.  

(Christensen & Walters, 2004; Gotelli, 2008) 

4) Predator and Prey are 

unstructured populations  

(Bode et al., 2015; Gotelli, 2008; OôDwyer, 2018; Vial 

et al., 2011; Yan & Zhang, 2016) 

5) Demographic stochasticity 

is omitted. 

(Bode et al., 2015; Gotelli, 2008; Vial et al., 2011; Yan 

& Zhang, 2016) 

6) The Ecosystems are 

ñclosed systems.ò 

(Bode et al., 2015; Gotelli, 2008; OôDwyer, 2018; 

Stalmans et al., 2019; Vial et al., 2011; Yan & Zhang, 

2016) 

7) Biomass transfer between 

systems is deterministic.  

(Audzijonyte et al., 2019; Bode et al., 2015; Gotelli, 

2008; Kazanci, 2007; OôDwyer, 2018; Stalmans et al., 

2019; Vial et al., 2011; Yan & Zhang, 2016) 

8) Predators have fixed 

preferences.  

(Bode et al., 2015; Gotelli, 2008; OôDwyer, 2018; Vial 

et al., 2011)  

9) Scramble Competition 

dynamics are employed.  

(Bode et al., 2015; Gotelli, 2008) 

12) Imports are external 

resources, not individuals. 

(Gotelli, 2008; OôDwyer, 2018; Vial et al., 2011) 

13) Carrying Capacity is 

modeled logistically. 

(Bode et al., 2015; Duncan et al., 2020; Gotelli, 2008; 

Stalmans et al., 2019; Yan & Zhang, 2016) 

14) Environmental Conditions 

remain stable.  

(Bode et al., 2015; Gotelli, 2008; Heymans et al., 2016; 

Stalmans et al., 2019; Vial et al., 2011; Yan & Zhang, 

2016) 

15) Exploitation is only 

modeled for predators.  

(Bode et al., 2015; Gotelli, 2008; Stalmans et al., 2019; 

Vial et al., 2011) 

16) Direct interference is not 

modeled. 

(Begon et al., 2006b) 

17) Intraspecific competition 

outside of carrying capacity is 

negligible.  

(Bode et al., 2015; Gotelli, 2008; Stalmans et al., 2019) 

18) Type II Predator-Prey 

Interactions. 

(Christensen & Walters, 2004; Vial et al., 2011). 
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1) The biomass in each system is a continuous variable (Gotelli, 2008). This assumption is 

justified by the population size included in each system.  

2) Populations are equally mixed throughout the environment. Predator and prey interaction 

rate is determined by their relative abundances (Gotelli, 2008). This assumption, borrowed 

from statistical mechanics, has also been implemented when modeling deterministic 

evolutionary systems and within each cell in ATLANTIS models (Audzijonyte et al., 2019; 

Thurner et al., 2018a).  

3) The data recorded in the food webs are of a mature ecosystem at equilibrium. 

4) Predator and prey population demographic variation is not modeled (i.e. they are 

unstructured populations). The model does not attribute different behaviors based on 

individual age. This assumption can be justified by the Perron-Froenius Theorem. This 

theorem states that the overall population dynamics can be calculated by the dominate 

eigenvalue of the Leslie Matrix. The Leslie Matrix structures population by age (Coulson 

& Godfray, 2007). Rather than using the Leslie Matrix to determine the overall population 

dynamic, we use the initial network characteristics. This is similar to the approach taken in 

Ecosim, which assumes that reference model information incorporates the impact of species 

size and age distribution and that this distribution will remain stable through the simulation 

(Christensen & Walters, 2004). An additional benefit is because the steady state age 

distribution within the population is ergodic (independent of starting point) and we know 

the steady state ecosystem performance from the available material flow diagrams, we can 

then determine the expected overall population dynamics without directly determining the 

age distributions of the populations. Another impact of this assumption is that it means all 

species are treated as polycarpic (iteroparous reproduction). Species are modeled as though 
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they can reproduce throughout their lifespan (Gotelli, 2008). Additionally, this assumes a 

Type II survivorship curve (death rate is independent of development) (Gotelli, 2008). The 

result of these assumptions is that transients will occur more quickly. This is because the 

instantaneous rate of change rG for an age structured species can be estimated by using the 

generation time, G,  (average age to reproduce) (Gotelli, 2008). 

ὶ
ÌÎὶ

Ὃ
 χχ 

If the food web data is recorded per year and G is greater than 1.0, then the new 

instantaneous rate of change will be less than the original rate of change. This is because 

organisms must wait to develop after birth to reproduce. Thus, an age structured ecosystem 

will experience transients more slowly. Slower transients will result in a more resilient 

ecosystem, thus omitting age structure will provide conservative results. rG calculated with 

Equation 77 has been shown to be within 10% of the true value for age-structured 

instantaneous rate of change (Gotelli, 2008). Future work could incorporate the impact of 

age structured populations by using generation times.  

5) There is no demographic stochasticity (variation between individuals) (Coulson & 

Godfray, 2007; Gotelli, 2008). This omitted due the guideline that demographic 

stochasticity does not need to be implemented for models with greater than 50 females. The 

usual caveat to this rule involves populations of large carnivores, but none of the ecosystems 

examined include these types of carnivores (e.g. large cats) (Coulson & Godfray, 2007).  

6) The ecosystems are ñclosed systemsò with regard to individuals. Populations are unable 

to enter or exit the evaluated ecosystem (Gotelli, 2008). Therefore, meta-population 
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dynamics are not included in this model. This includes the rescue effect, where healthy 

populations immigrate to sustain populations that otherwise would not survive (Nee, 2007).  

7) Biomass transfer between systems is deterministic. The stochasticity which occurs in 

individual predator-prey interactions is incorporated into the overall energy flow between 

predator and prey populations. In real-world experiments species competition dynamics are 

probabilistic. When two species compete for a resources the ñless fitò species can still 

sometimes dominate the ñmore fitò (Begon et al., 2006a). The derived biomass transfer 

equations reflect the expected outcome over many independent trials. Deterministic biomass 

transfer is also taken in the ATLANTIS series of models used for marine ecosystem 

management (Audzijonyte et al., 2019). Additionally, we assume that for the species being 

modeled, the Alle Effect does not occur. The Alle Effect occurs when populations require a 

minimum threshold of individuals to be viable. This occurs in species that employ pack 

hunting, schooling to avoid predators, or require minimum population sizes for mating 

(Coulson & Godfray, 2007). Eliminating the Alle Effect allows these simulations to focus 

on the impact of Network Structure on ecosystem resilience, rather than a particular speciesô 

adaptive behaviors.  

8) We model all predators as having fixed preferences (extreme specialists) (Gotelli, 2008). 

Species have a fixed preferences if their diet composition is independent of ecosystem 

population (Begon et al., 2006c; Tilman, 2007). Contrasting fixed preferences, some species 

pursue the more abundant prey species. This can occur when different prey options occupy 

different portions of a predatorôs habitat (eliminated by assumption 2) or if the predator 

adapts their search strategy to favor the more abundant prey (Begon et al., 2006c).  A 
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consequence of this approach is that if one source of prey is eliminated, then the predators 

will be unable to compensate by consuming more of the remaining prey sources.  

9) When two or more predator species compete for the same prey, scramble competition 

dynamics are employed. In scramble competition, available resources are divided between 

the competing predators (proportional to their original feeding rate) (Coulson & Godfray, 

2007). This increased interspecific competition for shared resources is the main mechanism 

for indirect effects between populations to manifest (Begon et al., 2006a; Tilman, 2007). 

This application of the Resource Competition Theory assumes that the impact species have 

on shared resources is the mechanism for species interaction (Tilman, 2007).  

12) With assumption 6, system imports will always be external resources (e.g. sunlight or 

detritus in solution) not individuals.  

13) Environmental carrying is incorporated by adding a term to convert exponential growth 

to logistic growth as a species approaches or crosses the carrying capacity (Begon et al., 

2006a).  Exceeding the carrying capacity does not result in damage to the environment (i.e. 

carrying capacity is stable) (Gotelli, 2008).  

14) The habitat remains stable throughout the simulation (i.e. it is not degraded by external 

forces). Environmental stochasticity (random changes in environmental conditions) is not 

captured in this model (Coulson & Godfray, 2007; Gotelli, 2008). This is similar to the 

baseline approach taken in Ecopath with Ecosim, where environmental parameters are the 

average expected values annually (i.e. seasonal fluctuation is omitted) (Heymans et al., 

2016).  Patch dynamics are not incorporated (Begon et al., 2006a).  There is no accumulation 
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of extinction debt. Extinction debt occurs when current ecosystem destruction or 

exploitation results in future population decline (Nee, 2007).    

15) Exploitation (the impact of consumption of finite resources) is only modeled for 

predators. Exploitation is not modeled for species who consume a resource outside of the 

system (e.g., sunlight being blocked by taller trees). Previous work has shown that it is 

necessary for all non-modeled resources to be both conserved and unique for each species 

accessing that resource (OôDwyer, 2018). Thus, food web boundaries should be drawn to 

ensure that the external inputs are non-substitutable. Most food webs in this dissertation 

only have inputs to the primary producers (a single functional group) and/or detritus in 

solution (for aquatic ecosystems), thus satisfying this requirement.  

16) Direct interference is not modeled. Direct interference occurs when one individual 

physically prevents another from utilizing a resource (Begon et al., 2006b). Examples of 

direct interference include  territorial animals or plants that release chemicals to deter 

growth from competitors (Begon et al., 2006a). Note, although direct interference is not 

modeled, environmental carrying capacity is modeled. 

17) Intraspecific competition outside of carrying capacity is considered negligible. We 

consider these ecosystems to exhibit mutual antagonism, where intraspecific competition is 

negligible compared to the impact of interspecific competition (Begon et al., 2006a). 

Ecosystems with increased interspecific competition have a corresponding reduction in 

intraspecific competition (Begon et al., 2006c). A study of grassland biodiversity also 

showed that models using a more generalized intraspecific and interspecific modeling 

approach had superior performance (less overfitting and more generalizable) (Clark et al., 

2020). 
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18) Type II predator-prey interactions occur. For further discussion see section 3.2.1.4. 

3.4 Ecosystem Model Executable Modeling: Procedural Approaches 

Now that the conceptual modeling approach has been presented and justified, 

methods to convert the conceptual models to executable system dynamic models must be 

defined. The literature reports ecosystem information in flow diagrams and diet composition 

matrices. These must be converted into flow matrices. Flow matrices are needed for 

resilience calculations (Chapter 4) as well as conversion into system dynamic link equations 

(Table 5). For each of these conversions, the process is described, followed by a step-by-

step procedure. The procedure is provided to enhance reproducibility of this work. This 

section will be of most interest to individuals who which to reproduce or build upon the 

work of this dissertation. Sections 3.4 is not necessary to understand the remainder of the 

work in this dissertation. Readers not interested in procedural replication are advised to skip 

to Section 3.5. 

3.4.1 Conversion from Flow Diagrams to Flow Matrices 

The first way ecologists report nutrient and biomass dynamics within an ecosystem 

is with flow diagrams (usually from material flow analysis). Flow diagrams are similar to 

system dynamic models. They represent the flow of biomass or nutrients between species 

graphically. For this research, flow diagrams are converted to flow matrices to be 

compatible with our MATLAB system dynamic ecosystem simulator (Appendix A). To 

ensure compatibility, the formatting guidelines provided below must be followed exactly.  

A flow diagram can be converted to a flow matrix if the reference literature 

contains:  
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1) Stocks for each species. Note, this is usually the limiting factor for analysis.  

2) Unit of time: usually given in the stocks and flow units, can be years, months, 

days, etc.   

3) Flow values: links indicated between species without values are unusable.   

4) Flows to detritus: If detritus is an actor in the system, this data is necessary.   

5) Imports and Exports: In a steady state matrix, total system imports must equal total 

system exports. These values should be double-checked or calculated depending 

on availability of data.   

An example flow diagram and its associated flow matrix is shown in Figures 16 and 17. 

This flow matrix is from (Dame & Patten, 1981a; Patten, 1985). The handout researchers 

used to code ecosystem flow matrixes is also provided as Appendix B.  

 

Figure 16- Example Flow Diagram adapted from (Dame & Patten, 1981a; Patten, 

1985). 
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Figure 17- Example Flow Matrix for Figure 1 6.  

The following procedure is used to convert a flow diagram to a flow matrix: 

1) Create the flow matrix template in Excel. 

a) Start the flow matrix in the top left corner of the spreadsheet, leaving cell 

A1 blank. 

b) Column A for the flow matrix should contain numbers for each ecological 

group or action tracked.  

c) Column B for the flow matrix should contain a label describing the group 

or system component. 

d) Ensure the last two columns in the flow matrix are exports and dissipation. 

e) Row 1 should consist of numbered elements indexed at 0, where 0 is 

Imports. 

f) All labels and non-numeric data values are bolded in the excel file to 

enhance legibility. 

g) Flow proceeds from a row to a column. For example, f61 (the flow from 

species 1 to species 6) shown above is placed in cell I3, which is the filter 

feederôs row and predatorôs column. So matrix element (i,j) represents fji. 
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2) Fill in the initial stocks. 

a) Begin the initial stock table after skipping one row after the flow table. 

b) All labels and non-numeric data values are bolded to enhance legibility. 

c) Indicate end of flow matrix and start of initial stock values by maintaining 

one row of blank space between the flow matrix and initial stocks.  

d) List initial values in order of rows of flow table, with the numbered indexes 

aligning with flow matrix. 

e) Leave one row of white space between initial value table and time scale 

unit. 

f) Enter a number next to the unit label based on key below: 

1. Years 

2. Months 

3. Weeks 

4. Days 

5. 0.25 Days 

6. Hours 

7. 0.5 Hours 

8. Minutes 

3) Identify which species is detritus.  

a) Create a label ñDetritus Locationò two rows below the time scale unit.  

b) Input the species number for the detritus to the right of ñDetritus Locationò.  
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Finally, a few notes about the provided MATLAB Code (Appendix A). Once ready 

to run the software, change line 9 of the MATLAB code, changing the text inside the single 

quotes to match the file name and path of the template. If you do not include a path and just 

the file name, it is assumed that the file is in the same folder as the application when running. 

Be sure to include the dissipation column, even if the ecosystem literature does not specify 

between dissipation and exports. Dissipation values are grouped together with exports 

during calculation. The output for each run is in the console, but the output for all tabs will 

be arranged in an output file called SoSRM.xlsx, that will be generated from running the 

code. If you are making several runs, be sure to delete/remove the old SoSRM.xlsx from the 

current code directory, otherwise it will be overwritten partially or fully. This code was 

developed and tested in MATLAB R2019b and is provided as Appendix A. 

3.4.2 Conversion from Diet Composition Matrices to Flow Matrices 

A second way ecologists report nutrient and biomass dynamics within an ecosystem 

is with diet composition matrices. Diet composition matrices report the fraction each prey 

is of a predatorôs diet (Figure 18).  Using diet composition matrices one can determine 

system flow values. Ecological Network Analysis (ENA), the ECOPATH model, and our 

modeling framework are based on a conservation of mass (J. H. Han et al., 2011), thus: 

#ÏÎÓÕÍÐÔÉÏÎ  0ÒÏÄÕÃÔÉÏÎ  2ÅÓÐÉÒÁÔÉÏÎ  %ÇÅÓÔÉÏÎ χψ 

Respiration and egestion are exports and do not need to be distinguished from one 

another. Consumption is represented by variable Q, and production by variable P.  
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The diet composition matrix reports the total consumption of one predator and the 

fraction or percentage of each prey species it consumes. A dataset using a diet composition 

matrix can be converted to a flow matrix if  the reference literature also contains:  

1) Biomass (B) values for each species. Biomass is needed for the initial stocks in the 

flow matrix. 

2) Total consumption for each species, given either as Q or calculated from Q/B ratio.  

3) Imports and exports OR total production for each species, given either as P or 

calculated from P/B ratio. 

4) Flows to detritus, given either in the diet composition matrix or in its own column. 

5) Unit of time, usually given in the stocks and flow units (e.g., years, months, days).   

 

Figure 18- Diet Composition Matrix Reporting Fractional Values of Consumption.   

Reprinted from (J. H. Han et al., 2011). Red Box Added by author.  
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Figure 19- Additional data needed to convert Diet Composition Matrix to Flow 

Matrix.  

Reprinted from (J. H. Han et al., 2011). Red Box Added by author.  

 

The following procedure is used to convert a diet composition matrix to a flow matrix: 

1) Set-up empty flow matrix on an excel spreadsheet (species names, exports, 

dissipation, initial stocks, time scale unit, detritus factor, zeros in the first and last 

column, and two rows of zeros below the last species). For additional details on 

flow matrix format and integration with provided MATLAB  code in Appendix A, 

see section 3.4.1.  

2) Below the detritus factor, input the data for Q/B, P/B and calculate Q and P. 

Detritus factor is a term that identifies which species is detritus.  

3) For imports and exports, calculate Q ï P.  

 

Figure 20- Exel Sheet Reflecting Steps 1-3 above.  

4) Next, set up an identical matrix containing diet composition values for each species. 

Multiply  each column with its species corresponding Q value. Shown in red, the sum 
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of one speciesô column should be equal to its total consumption. These sums are 

calculated for the purposes of checking for math errors and are not included in the 

final flow matrix. 

 

Figure 21- Checking Populated Flow Matrix with Calculated Flow Values. 

5) Transpose and paste values from Q ï P calculations in exports column.  

6) Check if  the sum of the inputs equals the sum of the outputs, by checking if  the sum 

of columns equals sum of rows in the flow matrix. Sample calculations are shown 

in Figure 22 below. Adjust imports and exports as necessary so that the system is 

balanced.  To check this, Outputs - Inputs (or vice versa) must equal to zero. In the 

table below, sample calculations take the sum of each row and subtract that by the 

sum of each column. When subtracting inputs from outputs, if  the value is greater 

than zero, it needs to be added to the export value for that row, and if  it is less than 

zero, the magnitude of that value needs to be added to the imports value for that 

column. 
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Figure 22- Example Calculations Showing Necessary Adjustments to Imports and 

Exports.  

7) Once the flow matrix is complete and balanced, copy and paste its values to a 

separate sheet or document. The calculations sheet is retained to record data 

calculation, for replication, and to troubleshoot any errors. Shown below is a 

completed example flow matrix:  

 

Figure 23- Completed Flow Matrix for  the Diet Composition Matrix Shown in Figure 

18. 
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3.5 SoS Conceptual Modeling 

Now that the ecosystem conceptual and executable modeling approaches have been 

properly described and documented, the remainder of this chapter discusses the SoS 

conceptual modeling approach used in this dissertation.  

3.5.1 System Dynamic Approaches to Represent SoS 

Standardized modeling approaches are required to allow us to focus on impacts of 

architecture (Network Structure) on resilience. First, SoS constituents are classified by the 

researcher into one of 9 archetypes (Table 7). Identification of the archetype is necessary 

because different types of constituents exhibit different dynamic properties.  
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Table 7- System of System Constituent Archetypes, Characteristics, and Examples. 

Archetype Characteristics Example 

User This is the end user for a 

product. They provide the 

demand for a finished good.  

Housing Market in a region 

(for lumber), individual 

homes (for electricity). 

Waste/Dump This is a disposal location 

once the currency is passed 

from either a user or as a 

production waste.  

Recycling Centers, 

Landfills  

Environment This is the alternate waste 

destination if the dump is 

unavailable. 

Rivers, atmosphere.  

Non-Human Natural System These are resources in a 

SoS.  

Water level in a dam, trees 

in a forest.  

Non-Waste Any constituent that is not 

the dump or a Non-human 

Natural system that receives 

imports.  

Factory, Server cluster, 

hospital supply center.  

Importer A source of EMMI outside 

the boundary of a system. 

Water entering a watershed, 

foreign investments.  

Factory/Supplier A constituent that takes in 

EMMI and uses it to 

produce an improved 

product.  

Ball bearing factory, food 

sorting center.  

Production Waste Stream The necessary waste that 

occurs during production. 

This does not exist without 

production and production 

cannot occur without waste.  

Metal shavings during 

production, I2R loses 

during electricity 

transmission.  

User Outside System 

Boundary 

An external source of 

demand for EMMI leaving 

the boundary of the SoS.  

Foreign markets 

Next, the flow equations based on the archetype designation are defined. These are 

presented in Table 8.  These flow equations cannot be defined if the SoS example from the 

literature does not contain both stock and flow values (note: it is permissible for some of 

the constituents to have zero standing stock). A zero standing stock indicates a constituent 

with a near instantaneous input-output process.  
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Table 8-Generalized System of Systems Flow Equations. 

Note: 

If X -then Y-else Z statements in Table 3 are annotated X?Y:Z. This is consistent with the 

format used within the Anylogic modeling platform. 
# These equations assume Xi(0) is not zero. If this is not the case, replace Xi(t)/Xi(0) with 

(Xi(t)+1)/1 and Xi(0)/Xi(t) with 1/(Xi(t)+1).  

Definitions: 

SS: Initial Steady State flow value as recorded in the flow matrix. 

Xi(0): Value of stock Xi at time 0 (i.e. beginning of the simulation). These are the initial 

stocks.  

gate: indicates this link is vulnerable to a fault and will be broken during SoSRM analysis. 

From (X1) To (X2) Pseudocode Comments 
Factory/Supplier User X1(t)>0? SS*gate*(X2(t)/X2(0)# ):0  

All  Waste/Dump X1(t)>0? SS*gate*(X1(t)/X1(0)#):0  

All  Environment X1(t)>0? SS1*(X 1(t)/X1(0)#) +(1-gate)* SS2 

*(X 1(t)/X1(0)#):0 

Flow to the 

environment is 

increased if the 

constituent loses access 

to the normal waste 

stream.  SS1 is flow 

from X1 to the 

environment. SS2 is 

flow from X1 to waste 

management.  

Import Waste/Non-

Human 

Constituent (e.g. 

Forrest) 

SS This is a constant 

Import Non-Waste X2(t)>0? Min(SS*X2(0)/X2(t)#, SS):SS Allows constituents to 

throttle down imports if 

unnecessary.  

Factory/Supplier Production 

Waste stream 

X1(t)>0? SS*gate* 

ProductionFlow(t)/ProductionFlow(0):0 

This is waste generated 

as a result of 

production. This output 

is dependent on other 

output flows 

(Production Flows) 

being uninterrupted.  

Factory/Supplier User Outside 

System 

Boundary 

X1(t)>0? Min(SS*X1(t)/X1(0)#,SS):0 This assumes external 

demand is constant.  

Factory/Supplier Factory/Supplier X1(t)>0? 

SS*gate*X2(0)/X2(t)*×Exports_from_X2(t)/ 

*×Exports_from_X2(0):0 

The second factory 

adjusts its orders both 

to keep up with current 

demand and to 

maintain the same 

safety stock it had on-

hand at SS. 
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Third, the Measures of Performance (MOPs) for each constituent must be defined. 

MOPs are metrics that reflect the health or performance of a constituent. The approach for 

MOPs is much less prescriptive than for dynamic equations. The SoS Engineer must 

consider for their design scenario, which MOPs have the greatest impact on SoS 

performance.  In this dissertation each MOP used will be presented and justified for each 

investigation in Chapters 4-8. Frequent MOPs for different archetypes are presented in 

Table 9.  

Table 9- Typical System of System Archetype Measures of Performance.  

Archetype Possible MOP Example 

User Stock values Amount of housing available 

Waste/Dump Amount of waste 

processed 

Export flow from waste 

Environment Ensuring no waste flow 

to environment  

a penalty due to a flow to the 

environment 

Non-Human Natural System Stock value Amount of lumber 

unharvested. 

Factory/Supplier Amount of flow 

leaving constituent 

Number of widgets 

produced, amount of 

electricity sold. 

3.3.2 Assumptions and Simplifications used in SoS Models  

A key function of conceptual models is to clearly document assumptions and 

simplifications used when converting from the reference model. The following standardized 

assumptions are applied across all the SoSs models presented in this dissertation.  

1) Assume any excess flow to the environment has a 1.0 ratio for negative MOP impact. 

This is a major assumption that impacts SoSRM calculation. Setting all to 1.0 standardizes 

across the SoSs being modeled. This assumption assumes that environmental impact is of 

concern to the SoS decision makers. If this were not the case, then this ratio should be set 

to 0.0.  
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2) Steady state imports are at the maximum available. Imports can be throttled down, but 

not increased past initial steady state values. A proportional response to flow mismatch is 

implemented.  

3) Models do not consider interlocks between constituents unless explicitly stated in the 

case study literature.  

3.6 SoS Executable Modeling: Procedural Approach  

Similar to our discussion of ecosystem procedures, the modeling procedures for 

SoSs are also presented here to increase reproducibility of this dissertation. Section 3.6 is 

not necessary reading for those who do not wish to reproduce the experiments in this 

dissertation. 

3.3.1 Procedure to convert SoS to Flow Matrix 

The following steps provide guidance on how to convert a SoS flow diagram to a flow 

matrix. First, the case study in the literature must be a SoS. There are four requirements for 

a flow diagram to be identified as a System of Systems. See also section 2.2.  

1) First, the constituents must be comprised of complex systems. 

2) There is no central controller for the overall system, which means each constituent 

system exercises independent decision making.  

3) The SoS is capable of demonstrating emergence. 

4) The SoS structure can be changed through evolution (i.e. constituents can be 

replaced, upgraded, or retired).  
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After finding appropriate flow diagrams, the conversion process will begin. It is 

necessary to convert the SoS flow diagram to a flow matrix. Representing the SoS as a flow 

matrix allows calculation of the EMMI transit time within the SoS (necessary for our 

resilience measurement presented in Chapter 4). This process is described below and 

presented in a procedural checklist in Table 10.   

1) Start by identifying the SoS for analysis and the boundary for that SoS. Often the 

boundary is defined by the source literature (e.g. a box containing the SoS). If the boundary 

is not defined by the previous authors, create a boundary containing the major stocks and 

flows. Any constituent that acts as an infinite source or sink (i.e. flows only entering or 

exiting) should be outside the boundary of the SoS.  

2) Next, create a spreadsheet document to record the flow matrix. Begin the flow 

matrix in the top left corner of the spreadsheet, leaving the cell A1 blank. The first column 

of the flow matrix should contain numbers as indices for each stock starting from the third 

row. The second row is for imports. The second column of the flow matrix should contain 

the label describing the stock. Use the existing label from the flow chart. Depending on the 

number of stocks, the first row should consist of numbered elements so that the flow matrix 

is a square matrix. Then, label the last column to be exports.  

3) Record flow data from the flow chart or related tables to the flow matrix. The 

direction of the flows is normally indicated by the direction of the arrows in the flow 

diagram. If several flows combine and then split, create new constituent as a management 

hub. This new constituent should be named based on the function it performs in the overall 

system. These acts as a zero-stock flow manager, collecting inflows and directing them to 

different stocks.  
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4) Create an initial stock table after skipping one row after the flow table. List initial 

values in order of rows of flow stable, with the numbered indices aligning with the flow 

matrix. Searching for the stocks in the article or the journal and identifying the units of 

stocks and flows. Skip one row between the initial value table and time scale unit. Map a 

number next to the unit label based on the key below: 

1: years, 2: months, 3: weeks, 4: days, 5: 0.25 days, 6:6 hours, 7: 0.5 hours 

Table 10- Flow Matrix Conversion Checklist. 

 

3.3.2 Procedure to convert Flow Matrix to System Dynamic Model 

Once the flow diagram has been converted into a flow matrix, then a system 

dynamic model can be created. These models can become quite complicated and visually 

cluttered (one model in Chapter 8 has over 170 links between elements). Figure 24 shows 

a screenshot of the Anylogic model for the Oyster Bay Case Study presented in Chapter 4. 

 Identify system based on requirements: 

¶ Be comprised of complex systems.  

¶ No central control for the overall system, which means each constituent 

system has independent decision making.  

¶ Capable of Demonstrating Emergence.  

¶ Evolved Structure.  

 Identify system boundary by answering the basic questions:  

¶ What are the systems included for analysis? 

¶ What is the boundary for this system?  

 Use the provided template to create a spreadsheet to record stocks and flows. 

 Add stocks with the name that appears in the paper. 

 Create a new stock as a management hub (if required) and name it based on the 

function it performs in the system. 

 Create initial stock table and record the time scale unit.  

 Check the balance of the inflows, outflows, and changes in stock. 
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Therefore, the modeling process is highly vulnerable to human error. To minimize this 

risk, a model creation checklist was utilized (Table 11).  

 

Figure 24- Example of Cluttered Anylogic Model Vulnerable to Human Error.  

The steps required to create a system dynamics model of a SoS are as follows. First, 

the conversion to a flow matrix must be completed. Next, the Microsoft Excel file is 

analyzed with a MATLAB  script to calculate the required fault duration (Appendix C). The 

model is then constructed from a case study template Anylogic File. This template is 

available from the author upon request. Next, Table 11 directs how the model should be 

created to ensure that important steps are not overlooked.  
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Table 11- Model Creation Checklist. 

 Verify stocks and flows from reference literature are accurately converted to flow 

matrix.  

 Use script TStarCalculator.m (Appendix C) to calculate the required fault duration.  

 Open the Anylogic model case study template. Save a copy and rename to match the 

case study being examined.  

 Set the model timescale to match the units recorded in the flow matrix (Table 10).  

 Create the proper number of stocks. Position the stocks in Anylogic to mirror their 

position in the reference document.  

 Rename stocks. Name each stock as X_ and then the first letter of the constituent 

name capitalized. If this convention causes two stocks to have the same name, use the 

first two letters in their name (e.g. Factory becomes XF or XFA). 

 Set X0(0) for all stocks. This is the initial value blank within each stock. This should 

match the values taken from the source document and recorded in the flow matrix.  

 Create Network Structure by connecting SoS Links. Connect links starting with the 

constituent in the upper-left corner and finishing with the constituent in the bottom 

right corner. SoS links should be labeled flow1, flow2, etc.  

 Connect flows to create constituent imports. These are labeled flows 100,101, é 

Sources should enter from the left side of each stock when possible.   

 Connect flows to create constituent exports. These are labeled flows 100,101, é 

Sources should enter from the right side of each stock when possible.   

 Use Table 8 to update the dynamic equations within each of the links. Update the 

imports first, exports next, and finish with SoS links.  

 Setup MOPs by editing stocks X1Resil through XNResil.  

 In function InsertFault ensure the code section (NoFault X_=Calc_) has the proper 

number of stocks, 1-N.  

 In function InsertFault set all initial values. Remember to also update the stocknames 

to reset to initial values.  

 In function InsertFault ensure that the resilience trackers have the correct number of 

stocks. X1Resil =0. 

 Ensure there are the proper number of gatenum type parameters created. It should be 

the same as the number of constituents. Ensure a gate term is connected to each SoS 

link.  

 Remove unused flow links from the right side of the table.  

 In the variable SoSRM, ensure the calculation includes all MOPS and appropriate 

data run numbers. Correct format: (CalcX1+CalcX2+éCalcXN)/N, where N is 

number of stocks. 

 In the Output ensure the correct number of links are recorded. Correct format:  

(dataset.getY(1) + é. datasetgetY(k))/k, where k is the number of SoS Links  

 Set parameter FaultDuration to the value determined by the TStarCalcularor.m.  

 Ensure Simulaton.Main.Modeltime is sufficient to analyze for SoSRM. Simulation 

duration should be greater than 2*(Number_of_SoS_Links+1)*Fault_Duration 

 Run model at 1/1000 speed. Pause immediately. Verify that all stock and flow values 

match the Steady State values recorded in the flow matrix, if not troubleshoot.  
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3.7 Summary  

This chapter presented the modeling approaches used in this dissertation. Initial 

background discussion began with an overview of the modeling process, purpose of 

building models, system dynamic models, and agent-based models. Next, this chapter 

focused on the methodology used for the remainder of this dissertation to develop models 

in Anylogic and MATLAB.  The theoretical basis for the mathematical equations used were 

presented and justified, as well as procedures to enhance repeatability.  

At this point of the dissertation, we have completed outlining the background 

necessary to examine our central question: How can biological inspiration be used to design 

SoS Network Structure or constituent interaction to increase resilience? Next, we continue 

by identifying and overcoming a major obstacle to this central question. We cannot increase 

resilience if we cannot measure resilience. The focus of the next chapter, therefore, is 

resilience quantification and the novel SoS resilience metric developed in this dissertation.  
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CHAPTER 4. RESILIENCE QUANTIFICATION  

ñYou canôt improve what you donôt measure.ò 

Peter Drucker 

4.1 Introduction: Why is a New Metric Needed?  

The goal of examining our central research question ñHow can biological 

inspiration be used to design SoS Network Structure or constituent Interaction Strategy to 

increase resilience?ò is to develop a new design-for-resilience methodology. Biologically 

Inspired Design-for-Resilience (BID4R) methodology applied to SoS could be a powerful 

approach, but any Design-for-X methodology requires X to be measurable. Current resilient 

measurements are a function of SoS architecture, fault type, fault duration, and fault 

recovery strategy. Researchers have struggled to isolate the impact of architecture on 

resilience given the inclusion of the other independent variables (fault type, recovery 

strategy, and fault duration). This makes it difficult to compare resilience between different 

contexts (Pumpuni-Lenss et al., 2017). We propose that keeping the anticipation, response, 

and recovery phases constant across different architectures will allow designers to isolate 

the impact of architecture alone on SoS resilience. Context independent resilience 

evaluation is necessary because the very act of changing SoS architecture changes SoS 

operating context (e.g., adding a backup power plant to a city adds additional safety and 

operational risks). There are two roadblocks to context independent resilience evaluation: 

1) The analyzed faults are context dependent. Selecting different faults can result in 

inequivalent resilience measurements. For example in (Nan & Sansavini, 2017), resilience 

calculations were made for a Swiss electrical system with 17 specific power transmission 
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lines (selected by the authors) disconnected. In (Panyam et al., 2019) N-1 contingency 

analysis was performed on a 5 bus system. N-1 contingency analysis analyzes if a system 

sustains required bus loading when any one piece of equipment is unavailable.  Both studies 

examine a power gridôs resilience, but due to the lack of a standardized fault scenario, it is 

unclear which network is more resilient. This roadblock prevents resilience comparison 

between two cross-context SoSs, because the resilience measurement for each SoS will be 

uniquely dependent on the fault selected for each SoS operating context.  

2) The fault recovery strategies are context dependent. Analyzing different fault 

recovery strategies for the same SoS can be used to determine the most resilient response 

(Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2017), but acts as a roadblock 

when comparing SoSs. This creates an additional barrier when comparing cross-context 

architectures. If each case selects unique faults, then unique recovery strategies are also 

selected. Changing faults and recovery strategies may obscure the impact of architecture on 

SoS performance. For example, one study examining critical infrastructure (the Seervada 

Park transportation network) showed that changing the recovery strategy and the fault 

duration resulted in system impact varying by up to 54% (Pumpuni-Lenss et al., 2017).  

Chapter 4 addresses these roadblocks by developing a new SoS resilience metric 

(SoSRM). Our key goal in developing SoSRM is to design a methodology to compare 

potential SoSs and determine which SoS is expected to be the more resilient to link failure. 

When developing SoSRM, we consider the four of the unique needs of SoS resilience 

quantification: 
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1) A focus on constituent interfaces. The most effective (and sometimes only) 

intervention occurs at constituent system interfaces (Filippini & Silva, 2014; Maier, 1998; 

Uday & Marais, 2015). This characteristic provides insight into where faults should occur 

in our models when measuring resilience.  

2) An approach to standardize the fault and recovery strategy timeline when 

measuring resilience. Current resilience metrics are affected by fault duration and recovery 

timeline (Haimes, 2009; Tran et al., 2019; van der Leeuw & Aschan-Leygonie, 2010).  

3) The modeling framework should capture the unique SoS dynamics (e.g. cascading 

faults, delayed feedback loops, network interdependencies) that occur after a fault (Anderies 

et al., 2013; Pickett et al., 2004; van der Leeuw & Aschan-Leygonie, 2010). 

4) The metric should be context independent. This will allow SoSRM to be applied 

to both natural and artificial SoSs, enabling biologically inspired design. 

In response to these four needs, SoSRM methodology uses SoS properties to identify 

fault locations and Ecological Network Analysis (a subset of graph theory) to define fault 

and recovery durations. This allows SoSRM to compare SoSs with different architectures. 

Rather than attempting to identify all possible faults and recovery strategies, we adopt a 

phenomenological approach (i.e. a fault agnostic approach). Specifically, we are interested 

in the impact of link removal, independent of the cause of the link being removed. 

Chapter 4 documents the completion of research task 1 (develop a metric to measure 

SoS resilience) and research task 2 (validate that SoSRM measures ground truth). 

Completion of these two tasks provide secondary contribution 1 of this dissertation (a new 
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method to measure and compare resilience between SoSs and ecosystems). This 

contribution addresses two of the gaps identified during literature review. First, SoSE has 

recognized that research is being hindered by a means to both evaluate SoSs and develop 

models. Secondly, SoSE has often focused on component properties while SoS design 

requires consideration of overall properties (i.e. resilience). The new metric presented in 

this chapter provides a means to evaluate SoSs as well as a way to consider an ñoverall SoS 

propertyò (resilience).  

Chapter 4 proceeds as follows. First, a brief background on resilience quantification 

is presented. Next, we describe and justify the methodology used to calculate SoSRM. 

Finally, three tests are performed to validate SoSRM before applying it to SoS design studies 

in Chapters 5-8.  

4.2 Previous Approaches to Quantify Resilience 

Resilience Engineering is seen as a promising, new area of engineering design 

research (Balchanos et al., 2014; Bie et al., 2017; Hosseini et al., 2016; Joannou et al., 2019; 

Uday & Marais, 2015; David D. Woods, 2015). Dependable resilience quantification is 

needed both in the initial design phase and during Network Structure evolution. Measuring 

resilience in the design phase provides guidance between potential SoS arrangements 

(Anderies et al., 2013; Eddaoui et al., 2018; T. L. J. Ferris, 2019; Madni & Jackson, 2009; 

Moradi et al., 2018; Zobel, 2011). Measuring resilience also allows for investigation 

between resilience and SoS characteristics, potentially allowing for improvement of existing 

SoS (Fiksel, 2003; Ingrisch & Bahn, 2018; Meyer, 2016; Todman et al., 2016; David D. 

Woods, 2015). 
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Historically, it has been difficult to quantify resilience due to the multiple definitions 

of resilience. Resilience can be broken into three phases: anticipation, response, and 

recovery (also referred to as absorb, adapt, and restore/recover) (Balchanos et al., 2014; Bie 

et al., 2017; Hosseini et al., 2016; Moradi et al., 2018). Not all metrics incorporate all three 

phases (Cavallaro et al., 2014; Moradi et al., 2018; Tamvakis & Xenidis, 2013). Some 

measurements do not incorporate the time over which recovery occurs (Francis & Bekera, 

2014). Due to each study measuring different facets of resilience, researchers are unable to 

compare resilience between case studies. Additionally, resilience measurement depends on 

the system, fault, and response strategy examined (Cavallaro et al., 2014; Haimes, 2009; 

Scheffer et al., 2015; Tamvakis & Xenidis, 2013). Some previously developed approaches 

to measure resilience have limited use in SoS design. For example, discontinuity analysis 

requires a system to exceed itsô capacity for resilient response (Allen et al., 2005). Thus, 

resilience engineers currently have difficulty answering the question, ñBetween alternative 

architectures A and B, which SoS is more resilient?ò  

For a full review of existing resilience metrics see (Eddaoui et al., 2018; Hosseini et 

al., 2016; Tamvakis & Xenidis, 2013). We classify current resilience metrics across three 

criteria. First, ecology-based versus engineering-based. Secondly, resilience as a single or 

multi-dimensional value. Third, are resilience measurements meaningful?  

The first criterion is between ecology or engineering applications. Ecological 

resilience often focuses on the recovery to or transition between stable states following a 

disturbance (Allen et al., 2005; Meyer, 2016; Pickett et al., 2004; van der Leeuw & Aschan-

Leygonie, 2010). Some ecological definitions allow an even broader definition of resilience 

to be the return of a system to any state other than extinction (Scheffer et al., 2015). 
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Engineering resilience does not consider multiple equilibrium states, but does incorporate 

the dynamics (i.e. shape of the system response) following a disturbance (Eddaoui et al., 

2018; Nan et al., 2014; Uday & Marais, 2015; David D. Woods, 2012). This distinction may 

be because natural SoS resilience ensures ecosystem survival, while artificial SoS resilience 

also seeks to minimize service disruption or lost profit.  

The second criterion distinguishes between resilience as a single number or a multi-

element array. Resilience arrays attempt to retain information that is lost when consolidating 

resilience into a single number. One approach proposes that resilience can be measured 

directly through subsystem statuses (Haimes, 2009). Ingrisch and Bahn, however, use 

bivariate mapping to capture system performance (Ingrisch & Bahn, 2018). Han, Marais, 

and Delaurentis interpreted SoS resilience through Bayesian Networks, using graph theory 

to evaluate interdependency between factors. This approach was effective in its approach of 

defining a Conditional Resilience value, which is a direct ratio of the performance of an SoS 

when responding to a specific failure to normal performance. However, this method results 

in a graphical description of resilience patterns instead of a single quantifiable value (S. Y. 

Han et al., 2012). Madni, Uday, and Marias refined the concept of interpreting the 

performance of a system as area under a curve when plotting system performance over time. 

With their approach, individual constituents can be evaluated. The individual impacts of 

failure can be calculated by finding the area of a faulted SoS and using it in proportion to 

the area of the unhindered SoS, resulting in relative weights of importance and disruption 

for each constituent within a SoS. This ratio is then factored in with the probability of each 

specific system failing and the probability of recovery with each fault. This concept of area 

is also utilized in SoSRM methodology to weight the resilienceôs of each individual possible 
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link fault. However, by separating measures such as System Recoverability Importance and 

System Disruption Importance, Madni, Uday, and Mariasô study represents the resilience as 

a relative mix of several numerical measures, acknowledging a gap in ability of resilience 

to be measured as a single value (Madni et al., 2014). SoSRM attempts to fill this gap by 

developing a metric which provides a single numerical value to represent resilience.  

Measuring resilience as a single number is more common than resilience arrays. For 

example, Nan and Sansavini formulated General Resilience (GR). GR is a function of the 

minimum performance after a fault, speed of recovery, fault susceptibility, and difference 

in performance due to a fault (Nan & Sansavini, 2017). Tamvakis and Xenidis use entropy 

as a framework to quantify resilience (Tamvakis & Xenidis, 2013). In an ecosystem context, 

combining species characteristics has been used as an indicator of ecosystem resilience 

(Cropp & Gabric, 2002). Several metrics measure the area under the Measure of 

Performance curve (Bruneau et al., 2003; Todman et al., 2016; Zobel, 2011).  

The final criterion considers if resilience measurements are meaningful. Some reject 

the idea that resilience can be meaningfully quantified. They assess that this contributes to 

our inability to compare resilience between contexts. When resilience is calculated, it is 

dependent upon the modeling or real-world assumptions used. This includes restoration 

strategy and fault specifications (Cavallaro et al., 2014; Tamvakis & Xenidis, 2013). Thus, 

comparison of current resilience metrics is only meaningful if the two systems (or SoS) are 

subjected to the same fault (Haimes, 2009). Many frameworks require accurate fault 

prediction (Francis & Bekera, 2014), but system size and complexity often precludes 

accurate fault prediction (Fiksel, 2003; David D. Woods, 2012). The combination of these 

issues leads some authors to conclude that resilience metrics do not provide meaningful data 



 150 

(Haimes, 2009). We, however, see the same issues of fault identification and cross context 

comparison as a need for a standardized SoS resilience measurement approach. 

4.3 SoSRM Methodology 

Previous resilience metrics are often built from the systemôs Measure of 

Performance (MOP) curve, annotated Q(t). The simplest metric is Resilience Loss 

(Equation 79), proposed by Bruneau (Bruneau et al., 2003; Hosseini et al., 2016). Resilience 

Loss (RL) compares performance after a fault at time to, to the pre-fault 100% operating 

condition. Therefore, RL measures how much performance degrades due to a fault. Smaller 

RL values indicate higher resilience.  

Ὑὒ ρππὗὸὨὸ χω 

Next, Zobel recognized that different combinations of fault magnitude and recovery 

time could result in the same RL. Zobelôs metric adds the parameters X, the percentage of 

degraded performance; T, the time needed for full recovery; and T*, a ñsuitably long 

intervalò to determine lost functionality. Zobelôs metric assumes immediate MOP 

degradation (Hosseini et al., 2016).   
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 SoSRM combines elements of these two approaches (Equation 81). First, consider 

the case where the system in question has only one MOP (Figure 25). 
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Figure 25 - Example MOP Performance After Fault. 

Adapted from (van der Leeuw & Aschan-Leygonie, 2010). 

SoSRM values typically range from 0 and 1, where 1 indicates no degraded 

performance and 0 indicates total performance loss after a fault. Performance degradation 

is measured against Q(0), system steady state MOP prior to fault occurrence.  Of course, for 

non-SoS applications, SoSRM provides no improvement over current approaches.  
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 Figure 26 ï Example System of Systems. 

To expand SoSRM to a SoS, consider Figure 26. This example SoS consists of four 

constituent systems. The constituents are connected by five SoS links, representing energy, 

money, material, or information (EMMI) flow. If different types of flows exist within the 

SoS, they must be converted into a common currency (e.g. Emergy). Boundary interactions 

provide two sources and four sinks. Notation AŸB is used to indicate the link flowing from 

constituent A to constituent B.  

To apply SoSRM in a repeatable manner, we must answer three questions. First, 

what faults should we analyze for? Secondly, what is our SoS MOP? Finally, what is T*? 

Question 1: What faults should we analyze for? SoSRM analyzes faults that 

disconnect SoS links. Although many real-world faults result in degraded flow, rather than 

severed flow, analyzing removed links provides a conservative estimate of the SoSôs 

resilience. Additionally, completely removing links enables follow-on graph theory analysis 

for the faulted configuration (the focus of Chapters 5 and 6). Approaches to measure a 

constituentôs resilience already capture the faults within each constituent. Additionally, a 
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severe fault within a constituent will manifest itself similarly to severing links between 

constituents. For example, complete internal failure of constituent A is indistinguishable 

from the severing of the link AĄB. One exception of this would be if a constituent with 

multiple outflows were to fail internally. For example, failure of constituent C would be 

equivalent to severing CĄA and CĄD. Note, this would require constituent C to fail 

completely. More likely, a single output would be compromised.  Additionally, focusing 

SoSRM analysis around SoS links acknowledges the unique role interfaces between 

constituent systems have in a SoS (Filippini & Silva, 2014; Uday & Marais, 2015). Although 

vital to the performance of SoS, SoS sinks and sources are excluded due to falling within 

the realm of supply logistics and are often beyond the control of the SoS. Most SoS could 

not continue to function with a complete embargo of external EMMI. Thus, our first answer 

is: SoSRM considers link failures between constituents. Although SoSRM focuses on 

completely severing links (digital failures), this often will result in continuous values for 

each Qn. For example, losing one source of electricity may force a factory to produce at 60% 

capacity. 

  Question 2: What is our SoS MOP? We allow each constituent to define its own 

performance metric. The response of each constituent is both context dependent and in each 

constituentôs self-interest. Each constituent might influence SoS dynamics in different 

directions after the same fault. Thus, SoSRM appropriately measures system resilience as a 

holistic property (Haimes, 2009; Todman et al., 2016). The SoS MOP averages each 

constituentôs MOP. 
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n is the number of systems within the SoS. MOPs are normalized from 0 to 1. Each 

MOP must be carefully defined by the SoS Engineer. In the case studies examined in this 

chapter, MOPs are defined as linear functions of biomass and unit survivability. More 

complicated functions may also be used, including minimum thresholds of performance 

(e.g. if the amount of air traffic is less than 30%, the MOP becomes 0 because the airline 

suffers bankruptcy), non-linear functions (e.g. the impact of food shortages increases as 

function of the caloric deficit squared), or be time dependent (e.g. deadlocked scenarios 

where recovery is impossible if inputs are not received within a time constraint). These types 

of MOPs are used in Chapters 5-8. Similar functions could also be used to evaluate QSoS.   

In this chapter we use an unweighted mean, but future work could incorporate 

weightings into Equation 82. This may be especially beneficial due to many SoS being 

comprised of heterogeneous constituents. Even without weightings, however, each 

constituentôs performance is impacted by the reminder of the network, so the more 

ñimportantò constituents will have an impact on both their own MOP and the remainder of 

the network, providing an inherent form of weighting. Thus, our second answer is: SoSRMôs 

MOP is the constituent MOPs mean. 

Question 3: What is T*? T*  (observation duration) must be defined to ensure 

consistent SoSRM values are obtained for cross context SoS. SoS often include cyclic flows 

(Figure 26) which impacts the transfer of EMMI within the system. The following ENA 

calculations are used to determine T*. 

First, calculate the one step transition matrix P (Patten, 1985). P provides the 

probability that any transition between constituents will occur at intervals of h length, when 
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modeled discretely. The selection of h requires careful consideration, see discussion after 

Equation 86. P raised to the nth power yields the normalized energy flow over n steps. The 

elements of P can be calculated with flow data as follows, for diagonal and non-diagonal 

elements. The elements of Equation 83 are the donor normalized energy flows from j to i. 

Sii is the storage within each subsystem. The denominators of Equations 83 and 84 calculate 

the flow into each constituent.  

ὖ
ὮO Ὥ

Ὓ В ὲᴼὭ
 ψσ 

ὖ
Ὓ

Ὓ В ὲᴼὭ
 ψτ 

Next, calculate the Transitive closure matrix, Q: 

ὗ Ὅ ὖ  ψυ 

Qij displays the total time integrated flow to i from j over all paths as path length 

approaches infinity. Qii-1 represents the normalized cyclic flow over all cycles.  

P and Q represent the total flow as path length approaches infinity and the flow 

associated with each number of path lengths (i.e. 1, 2, 3, é). Given that the system model 

is originally defined with a transition time of h, it is then possible to determine how long it 

takes for X% of flow to occur following a transient. For this study, X% is defined as 63.2%. 

This is represented in Equation 86 for a P and Q matrix of size n x n.  
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x is the number of steps of duration h that are necessary for 63.2% of flow in a 

network to occur. 63.2% is the expected percentage change in a first order system following 

a transient during one time constant. Although not all systems behave according to time 

constants, Monte Carlo tests later in this paper will demonstrate that the case study SoSRMs 

examined are relatively insensitive to the propagation threshold selected.  

The value selected for h will have an impact on the number of steps required to reach 

63.2% of the flow. If h is too large, the actual flow occurring in x steps could greatly exceed 

63.2%. h is made small enough to ensure that the percentage of the flow occurring in x steps 

is 63.2 ±.1%. Once Equation 86 is solved analytically for x, the fault duration (TT) can be 

calculated. 

Ὕ Ὤz ὼ ψχ 

When calculating SoSRM, fault duration is TT and we observe recovery for an additional 

TT.   

Ὕᶻ ςz Ὕ ψψ 

The SoSRM equation can be generalized for any SoS, after observing a fault that 

lasts for T*/2 in a SoS model: 
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n is the total number of subsystems within the SoS, k is the number of SoS links in the SoS. 

A system with k links only requires k fault simulations because system response is observed 

after each link is broken. SoSRM calculates system resilience for faults at constituent 

interface with a duration determined by the SoS architecture. 

In summary, the steps to calculate SoSRM are: 

  1) Calculate P, the One-Step Transition Matrix. 

  2) Calculate Q, the Transitive Closure Matrix. 

  3) Calculate T*. 

   4) Calculate SoSRM per Equation 89 using the constructed model of your 

SoS. 

  One way to consider SoSRM values is to consider a SoS where the combined MOPs 

for all systems is one million dollars per year equivalent, TT is 6 months, and SoSRM is 

.922. This means that the expected MOP loss when a SoS link is broken is $78,000 

equivalent. Conversely the expected MOP loss for a SoSRM of .6 is $400,000 equivalent. 

These expected losses are annotated E[$SoSRM]. SoS are large scale systems which often 

have combined MOPs much greater than 1 million dollars equivalent per year. Thus, even 

small changes in SoSRM could lead to substantial financial savings. 

  SoSRM must be applied to an underlying model or dataset. This is necessary to 

provide the dynamic values used to calculate each MOP that contributes to Equation 89.  

The remainder of this chapter applies SoSRM to three validation tests. Two of these tests 
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utilize case studies during validation. The case studies were selected to illustrate the wide 

range of applicability of SoSRM (Table 12). 

Table 12 ï Summary of Validation Case Study Characteristics.  

 

 

4.4 SoSRM Validation 

SoSRM validation was conducted with three tests. In the first test SoSRM was 

applied to a system dynamic model of an ecosystem. In the second test SoSRM is applied 

to an agent-based model of a military SoS. In the final test, we examine if SoSRM trends as 

expected against known ecosystem characteristics that contribute to resilience.  

4.4.1 Validation Test 1: Intertidal Oyster Reef  

 The first validation test applies SoSRM to an ecosystem using system dynamic 

models. The SoS and models are described, example SoSRM calculations are shown, and 

Monte Carlo simulations are performed to examine the sensitivity of SoSRM to several of 

the methodological decisions in Section 4.3.  

4.4.1.1 Intertidal Oyster Reef SoS Description 
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The first case study is an intertidal oyster reef ecosystem (Figure 27) off the shore 

of South Carolina, USA. (Dame & Patten, 1981b; Patten, 1985). The oyster reef has the 

characteristics of a SoS (emergence, distributed control, and evolved Network Structure). 

Flows consist of Z (source), Y (sink), and L (SoS link). The six constituents (X1-X6), contain 

species such as mollusks (X1), non-living organic matter (X2), bacteria and fungi (X3), and 

small benthic animals (X4). Water currents carry phytoplankton and detritus transported into 

the SoS (Z1). Respiration, death, and detritus being re-suspended in solution send material 

to SoS Sinks (Y1-6) (Dame & Patten, 1981b; Patten, 1985). For additional details, see (Patten, 

1985).  
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Figure 27 - Intertidal Oyster Reef Model.  

Units for Flow are kcal m-2 day-1 and for storage are kcal m-.
1 

Note: Pictures are to aid in visualization but may not be representative of South Carolina 

intertidal oyster reef ecology. 

 

Prior to analysis, the oyster reef is in equilibrium.  Therefore each constituentôs MOP 

is the current biomass divided by the initial biomass. The oyster reef model was originally 

published with a 0.25 day transition period to calculate P (Dame & Patten, 1981b; Patten, 

1985). 

The oyster reef was selected for three reasons. First, it shows the applicability of 

SoSRM to natural SoSs. Secondly, flow information for ecological networks is not protected 

as intellectual property. Therefore, this ecosystem has been well studied (e.g. Table 2 of 

(Dame & Patten, 1981b)). Finally, this ecosystem is not abnormal, containing a range of 
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transfer and storage sizes (Patten, 1985). The main limitation of using the oyster reef for a 

case study, as mentioned in (Patten, 1985), is that there are only six constituents. One goal 

of the first validation test, however, is to demonstrate how to calculate SoSRM. This 

requires a manageable, yet sufficiently complex example.  

4.4.1.2 Intertidal Oyster Reef: System Dynamic Model Formulation 

The intertidal oyster reef was realized with system dynamics (Section 3.3 and 3.4). 

System dynamics is appropriate because the oyster reef only exhibits inter-species 

interactions. Aggregating individual actions to species level behavior will not impact our 

ability to capture emergence between constituents. The model was built within MATLAB 

with a unit time of hours. Simulation runs were conducted on a personal laptop with an 

IntelÈ CoreÊ i5-7000U CPU operating at 2.50 GHz and 16.0 GB of RAM.  

Two changes were made to the model presented by Dame and Patten in (Dame & 

Patten, 1981b; Patten, 1985). First, the model presented in their work is a steady state model, 

but several constituents were not at equilibrium. Therefore, we changed Y1 from 25.1646 to 

25.1647 m-2day-1 and L43 from 1.2060 to 1.2061 kcal m-2day-1. Next, whenever a ñto 

detritusò link (e.g. L21, L24, L25, or L26) was broken during SoSRM calculation, the outflow 

from that constituentôs SoS sink was increased by the removed detritus flow. Species will 

continue producing detritus (e.g. feces) even if that detritus is no longer retained in the SoS.  

Model verification consisted of line-by-line code verification and manual SoSRM 

calculation prior to automation. As an additional verification, a second executable model 

was created in ANYLOGIC 8.4 University Edition which yielded identical results. Face 
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validity was checked by exercising the intertidal oyster reef model over range of initial 

conditions and faults, validating that the model performed as expected. 

4.4.1.3 Intertidal Oyster Reef: SoSRM Analysis 

Table 13 - Oyster Reef SoSRM. 

 

The intertidal oyster reefôs SoSRM is 0.866 (Table 13). The intertidal oyster reef has 

a fault duration (TT) of 84.25 days and observation duration (T*) of 168.5 days. Complete 

ENA calculations for the oyster reef are shown as follows: 

1) Construct an Adjacency Matrix. A (predator, prey) is   
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2) Calculate the one step transition matrix, P. Equations 83 and 84 yield:  
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3) Calculate Q using Equation 85 and a step time of h=.25: 
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4) Solve for T*. Equation 86 was analyzed numerically in MATLAB, revealing K 

=337. Using Equation 87 and h=.25 day yields TT= 84.25 days. This is consistent with 

Pattenôs finding of 500 days to completely (i.e. X=100%) dissipate energy added into the 

oyster reef. Finally, per Equation 88, T*=168.5 days. 

Elements of the SoSRM analysis provide additional insights. Removing L21 has the 

biggest negative impact on SoS response (Table 13). Thus, L21 might benefit from system 

hardening, robustness, or reliability improvements. Deposit feeders (X5), however, are the 

most vulnerable constituent overall. Network theory currently has well developed methods 

to identify vulnerable links or constituents, thus the strength of SoSRM is not in 

vulnerability detection. Rather SoSRM could be calculated for another potential architecture 

configuration to identify the more resilient.    

  Counterintuitively, Table 13 reveals that some constituent performance improved 

during some faults. This has several possible explanations. Severing the link between a prey 

and predator will cause prey population to grow. For example, when L42 (the link from 
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detritus to meiofauna) was removed, meiofauna lost a major nutrient source. This caused 

meiofauna MOP to rapidly drop. Detritus and microbiota rose due to a reduction in their 

predator (meiofauna) population. The loss of meiofauna as a food source also caused deposit 

feeder population to decline and a slight dip in predator population. System dynamics are 

well suited to examine these types of sequences that have delayed feedback loops. 

Especially noteworthy, if each ñconstituentò were to act in strict self-interest, it might seek 

to remove some SoS links. When any SoS link is removed, however, another element within 

the SoS suffers and overall SoS performance decreases. Thus, these results align with the 

view of resilience as an emergent SoS property (Cropp & Gabric, 2002).  That is to say, 

resilience cannot be understood only by examining the local desires of each constituent. 

4.4.1.4 Intertidal Oyster Reef: SoSRM Validation 

Validation test 1 simulations explored two questions:  

1) Validation Question One: How much of an impact does having the fault duration 

be 63.2% of total energy travel time have on SoSRM results? 

To answer this question, Monte Carlo experiments were run. Fault durations were 

drawn from a uniform distribution ranging from 0 to 500 days. 500 days was the upper limit 

because at 500 days 100% of the energy cycling is complete. 200 iterations of each link 

fault were tested (2400 iterations total); however, convergence was observed after 

approximately 100 iterations for each link. Each run was initiated with a random seed. Table 

14 results indicate that the Monte Carlo SoSRM calculated by using the expected value of 

SoSRM with 200 different TT (SoSRM=.857) is slightly below the SoSRM calculated using 

a TT based on 63.2% of the system flow to occur (SoSRM=.866). Four link failures resulted 
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in a higher link resilience (L25, L32, L42, L43) with variable TT, while the remainder of the 

Monte Carlo analyzed links were below the SoSRM values. All links were within 5% of 

their SoSRM values, with seven less than a 2% change. Finally, SoSRM vs Monte Carlo 

SoSRM differed by 1.08%, indicating the choice of 63.2% does not determine SoSRM 

values.  

Table 14- Oyster Bay SoSRM Sensitivity to Fault Duration. 

 

2) Validation Question Two: Does SoSRM accurately reflect expected SoS 

performance after an unknown fault? 

This second question is more difficult to answer. Faults can be divided into two 

types. Those known by the designer (Type 1), and those unknown until occurrence (Type 

2). One approach proposed to assess the ability of a SoS to handle Type 2 faults is to test a 

variety of Type 1 faults (Stroeve & Everdij, 2017). This approach was implemented by using 

Monte Carlo Analysis to subject the oyster reef model to a wide range of Type 1 faults. The 
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Type 1 faults analyzed were a randomly selected broken SoS Link with a random fault 

duration. Fault durations were drawn from a Uniform Distribution, bounded from 0 to 500 

days. 1000 trials were evaluated. Convergence (cumulative average within 1% of final 

average) was observed after 133 trials.    

 
Figure 28 - Histogram of Oyster Reef SoSRM When Subjected to Random Faults at 

Random Durations. 

The second validation testôs mean result (Figure 28) was 0.69% lower than SoSRM 

(mean 0.860 vs .866). The median result from this Monte Carlo analysis was 0.58% less 

than SoSRM (median .866 vs 0.861). Additionally, 51.0% of the samples returned an 

expected performance lower than SoSRM. Thus, to answer our second question, at least 

when examining the oyster reef results, SoSRM provides a realistic expectation for SoS 

performance.   
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4.4.2 Validation Test 2: Adcock Defense. 

 The second validation test applies SoSRM to a military defense scenario using an 

agent-based model. The SoS and models are described and Monte Carlo simulations are 

performed to examine the sensitivity of SoSRM to several of the methodological decisions 

in Section 4.3.  

4.4.2.1 Adcock Defense: SoS Description. 

The SoS being examined in validation test 2 is a military SoS, referred to as Adcock 

Defense, after the source of the model (Adcock, 2006). Whereas Adcock does not 

specifically represent any particular military in action today, it has been used previously as 

a representative military SoS (Alexander, 2007; David Alexander, 2007). This second case 

study provides an example methodology to estimate SoSRM for a stochastic system 

modeled using agent-based approaches. 

Adcock Defense is a SoS due to having an evolved structure (defense acquisition 

changes force composition), being autonomous (each unit makes decisions with the locally 

available data) and demonstrating emergence (e.g. spatial clustering of agents). Adcock 

consists of six constituents (Table 15). Infantry search for enemy infantry to engage in 

battle. The Mobile Arial Recon Vehicle (MARV) surveys the battlespace to create a 

Command Operational Picture (COP). The Command constituent then interprets the data 

within the COP to direct the Infantry or Intelligence Surveillance Target Acquisition and 

Reconnaissance Coordinator (ISTAR). ISTAR directs the actions of the Unmanned Combat 

Arial Vehicle (UCAV). The UCAV is equipped with missiles capable of disabling enemy 

tanks or infantry.  
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Table 15 - Adcock Defense Unit Characteristics. 

 

The design scenario (or vignette) under consideration is the following. The enemy 

(Red) forces consist of 25 infantry and three tanks. Friendly (Blue) forces consist of 100 

infantry, 1 MARV, and 1 UCAV. The combat space is 2 km x 2 km. Red and Blue force 

initial positions are uniformly distributed in the battlespace. Infantry are unable to 

effectively attack enemy tanks or enemy airborne units. The Blue forces are tasked with 

clearing the area of all Red forces. Blue victory is inevitable in this vignette due to the 

inability of the Red forces to neutralize Blueôs air superiority.  

4.4.2.2 Adcock Defense: Model Formulation 
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Figure 29 - ADCOCK Defense Information Flow Network. 

SoSRM calculation requires understanding the underlying network (or dependency 

structure) within a SoS. The network is needed to break SoS links and calculate T*. Some 

networks are apparent (e.g. Oyster Reef) whereas others require conversion and analysis to 

determine the underlying network (e.g. Adcock). The Oyster Reef is mass-exchange, while 

Adcock is based on information exchange. The information network in Figure 29 was 

derived from the operating characteristics of Adcock. The flows in Figure 29 are 

ñinformation unitsò per minute and the standing stock of each constituent is 100 units of 

ñinformationò (proportional to the amount of situational awareness each constituent has 

within it). We apply the following steps to calculate the SoS network flows. First, for source 

flows (e.g. Z1, Z2, Z3) to constituent elements with sensing capability (e.g. MARV, UCAV, 

Infantry) we calculate how long it would take for them to have no knowledge of their 

environment if they were to stop sensing but continue moving. Our approach is inspired 

from look-interval calculations utilized in submarine navigation. By understanding the 
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distance that can be seen through a periscope, submariners can calculate when they should 

raise the periscope as a function of their speed. This ensures that the submarine does not 

move out of the area the operators have seen. This is simply the classic distance, velocity, 

and time equation: 
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Where T is the time required for the sensing unit to be fully blind, R is the sensing range, 

and S is the straight-line speed. The values of inputs Z1-3 is the stock divided by Ti.  
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A similar approach is used to calculate export (e.g. Y6) magnitudes. The SoS link 

magnitudes can be calculated by knowing the time delay between constituents. Each of these 

calculations provides a portion of the flow through the SoS links, inputs, and outputs. The 

SoS begins at steady state, so information balance calculations can be conducted.  

Once a network flow model for information is derived, we calculate a TT of 3.67 

minutes and a T*  of 7.34 minutes. Unlike the oyster reef model, the standing stocks of 

information within each constituent system is not a reasonable MOP. For Adcock the MOPs 

are derived from the number of friendly agents that survive the battle and number of enemy 

agents dispatched. Thus, although this SoS has 6 constituents, there are only three MOPs.  

1) Blue Infantry Survival  
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2)  Red Infantry Destruction 
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3)  Red Tank Destruction 
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The average of the three MOPs will be evaluated for each broken link. The average of 

MOPs 1-3 for each fault will be normalized by the expected values of MOP 1-3 (e.g. no 

broken links). The mean of the normalized MOPs is SoSRM for the Adcock system. 

  The SoS Engineer has a key role in SoSRM analysis. The SoS Engineer must 

determine the appropriate MOPs for calculation. Additionally, for the case studies in this 

dissertation we assume that all MOPs are weighted equally, but the SoS Engineer (or overall 

theatre commander) could prioritize protecting friendly forces over destroying enemy 

forces. Additionally, calculating these MOPs assumes knowledge of the amount of enemy 

forces prior to the engagement starting. This assumption will introduce an additional source 

of error when analyzing potential battlefields. Finally, the approach demonstrated here is 

appropriate for a SoS that exchanges information about the environment around the sensing 

units. Other approaches will be necessary to accurately convert different types of SoS into 

flow networks. The insights and experience of the SoS Engineer will be vital when 

converting a SoS to a flow network.  

  The model was built within Anylogic 8.4 University Edition in a unit time of hours. 

Simulations were conducted on a personal laptop with an IntelÈ CoreÊ i5-7000U CPU 
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(2.50 GHz) and 16.0 GB RAM. Due to the stochastic nature of Adcock performance, Monte 

Carlo simulations are needed to estimate the performance of the SoS when each link is 

broken. Each broken link is analyzed for 500 Monte Carlo trials, resulting in a total of 3500 

trials (six broken links and one no-fault analysis). Due to each trial requiring approximately 

1.5 seconds of runtime, computing resources required the initial run to be limited to 500 

trials per link. After review of the trial results, convergence (average trial result within 1% 

of final average) was observed after 92 trials for all seven scenarios, validating that 500 

trials were sufficient.  Model verification included line-by-line code checks for errors. Face 

validation checks were conducted over range of initial conditions and faults. Model 

statechart diagrams (a graphical approach to represent internal agent logic), are shown in 

Figures 30-35.  
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Figure 30 ï Blue Infantry Statechart. 

 

Figure 31 - Blue COP Statechart. 
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Figure 32 - Blue UCAV Statechart. 

 

Figure 33 - Blue MARV Statechart. 



 175 

 
Figure 34 - Red Tank Statechart. 

 
Figure 35 - Red Infantry Statechart. 
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4.4.2.3 Adcock Defense: SoSRM Results 

 

Figure 36 - MOP 1-3 Results for ADCOCK Defense. 

Analysis reveals that Adcock is quite resilient, with a SoSRM of 0.949. This is 

greater than the SoSRM calculated for the Oyster Reef (.866). Overall performance and 

MOPs 1-3 are shown in Figure 36. Note that the values shown in Figure 36 are unnormalized 

(i.e., Figure 36 values are not divided by the no-fault Monte Carlo result (.739)). Omitting 

normalization in Figure 36 enables easier visual comparison between no fault performance 

and faulted scenarios. 

As expected, the greatest decrease in performance occurred when L42, L54, and L65 

experienced faults. These faults prevented the UCAV from pursuing enemy tanks. As a 

result, simulations indicate that we should expect slightly more Red Infantry survival (L42 

1.32 more, L54 1.42 more, and L65 1.43 more). The driver for Adcock performance during 

those three faults is the increased losses experienced by Blue Infantry due to the inability of 

Blue forces to eliminate Red tanks. The additional expected Blue Infantry losses are 17.48 
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soldiers (L42), 17.42 soldiers (L54), 17.12 soldiers (L65). This results in increased casualties 

of nearly 40% (20% of the total initial Blue Infantry population), highlighting the 

importance of these three links on SoS performance. The short T* calculation 7.34 minutes 

indicates that this SoS is vulnerable to short duration faults. Future work will focus on 

examining if T*  can be used to  identify if SoS are time-bounded (i.e. if recovery actions 

must occur within a certain time for the SoS to be recoverable) (Filippini & Silva, 2014).  

  Interestingly, a fault in L23 and L43 resulted in a negligible change in performance 

(MOP average changed from 0.739 to 0.743 and .742). Closer examination reveals that the 

mechanism at play may be that without the information provided by L43, Blue Infantry no 

longer abandoned pursuit of Red Infantry due to intelligence about approaching tanks. Thus, 

Blue Infantry is more successful in eliminating Red Infantry (L23 MOP 2 average increases 

from 0.967 no-fault to 0.970). The removal of L43 does not prevent the UCAV, however, 

from eliminating tanks, therefore the Blue Infantry does not suffer significant additional 

casualties due to their disregard of tank location when pursuing Red Infantry (L23 MOP 1 

changes from .583 to .592).   

Finally, L21 and L23 show an example of emergence. The loss of either of these 

information sources only results in a minimal impact on MOP average (0.739 to 0.739 or 

0.743). The Infantry and MARV provide functional redundancy, a method of increasing 

SoS resilience (Uday & Marais, 2015). When one is eliminated, the other is still able to 

provide battlefield picture updates to the COP. A fault in L42, however, eliminates both of 

these information sources and the total drop in MOP average (a decrease of 0.076) is greater 

than the sum of the change from the loss of either L21 or L23 alone (an average increase of 

.001).  
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4.4.2.4 Adcock Defense: SoSRM Validation 

The two validation questions examined in Section 4.4.1.4 were repeated for Adcock. 

1) Validation Question One: How much of an impact does having the fault duration 

be 63.2% of total energy travel time have on SoSRM results? 

 For this question, Monte Carlo experiments drew fault durations uniformly between 

0 to 34 minutes. At 34 minutes 100% of the information cycling is complete. Consistent 

with the Oyster Reef validation question 1, 200 iterations of each link fault were tested 

(1200 iterations total). An additional 200 trials were conducted to calculate the no-fault 

MOP average needed to normalize the SoSRM values. Convergence occurred prior to 150 

iterations for each link tested. Each run was initiated with a random seed. 

Table 16 - ADCOCK Analysis for Sensitivity of SoSRM to T*
. 

 

Table 16 results show that the validation Monte Carlo SoSRM is also slightly below 

the SoSRM calculated with a TT based on 63.2% (.893 vs .949). Two link failures resulted 
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in a negligibly higher link resilience (L23, L43) with variable TT, while the remainder of the 

Monte Carlo analyzed links were below the SoSRM values. All links were within 15% of 

their SoSRM values, with half less than a 2% change. Finally, the SoSRM and Monte Carlo 

SoSRM differed by 5.88%, indicating the choice of 63.2% provides an accurate value for 

expected SoSRM values. 

The difference in accuracy for this validation question for Adcock versus the oyster 

reef is that the oyster reef MOPs could improve once the fault was removed (Biomass could 

begin accumulating again). For Adcock, the MOPs were based on unit survivability. This 

lead to an interesting result when the fault impacted the UCAV (L42,L54,L65). The longest TT 

analyzed had a MOP average of .667. MOP 1 was 0 (all blue infantry lost due to the fault), 

MOP 2 and 3 were 1 (all enemy forces eliminated by the UCAV once the fault cleared). 

This is one reason that analyzing longer fault durations resulted in a lower Monte Carlo 

SoSRM than using a TT
 of 63.2% of flow.   

2) Validation Question Two: Does SoSRM accurately reflect expected SoS 

performance after an unknown fault? 

For the second validation question, any of the six SoS links could be broken with a 

fault duration between 0 and 34 minutes. 1000 trials (consistent with Oyster Reef question 

2) were also evaluated. Convergence was observed after 427 trials. Each trial was divided 

by the no-fault expected performance found in the first validation test (.765).  
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Figure 37 - Histogram of ADCOCK SoSRM When Subjected to Random Faults for a 

Random Duration. 

The Monte Carlo analysis results in Figure 37 were 6.4% lower than SoSRM (mean 

0.949 vs .888). The median result from this Monte Carlo analysis was 5.1% less than 

SoSRM (.949 vs 0.901).  Additionally, 65.6% of the samples returned a SoSRM less than 

the value predicted by SoSRM. When examining the Adcock, SoSRM provides a realistic 

expectation for SoS performance. 

4.4.3 Validation Test 3: Correlation with Ecosystem Characteristics.  

The final validation test approaches SoSRM validation from a different perspective 

than the first two tests. Rather than applying SoSRM to specific case studies, this validation 

test measures the correlation between SoSRM with naturally occurring examples of 
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resilience. Natural ecosystems are known to be resilient. Ecosystems withstand disturbances 

regularly (e.g. fires, floods, droughts). Ecosystems are organized into levels, categorized as 

producers, primary consumers, secondary consumers, tertiary consumers, and so on. These 

levels are known as ótrophic levelsô and their shape forms the systemôs ótrophic structureô. 

Products of one trophic level are used to feed organisms in a higher trophic level. If one 

trophic level faces a disruption (e.g. a natural disaster), it affects members in the entire 

ecosystem, and can potentially cause its collapse. For example, forest fires cause damage to 

multiple species of plants and insects, and yet ecosystems recover rather than face complete 

extinction. Thus, we anticipate that features found in ecosystems that successfully recover 

from damage can be identified and used to test SoSRM. We leverage the relationship 

between ecosystem characteristics and resilience to validate SoSRMôs effectiveness. By 

identifying which ecosystem network characteristics correlate with resilience and using 

these characteristics to build a generic testbed of various trophic structures, SoSRM can be 

tested against ñground truthò resilience. 

The characteristics that contribute to ecosystem resilience are high biodiversity, 

triangular trophic structure (wide base), and presence of detritus providing efficient nutrient 

cycling. Validation test 3 specifically alters trophic structures to create variations in 

resilience. Biodiversity and detritus are held as control variables. We expect 

that SoSRM resilience scores will positively trend with structures that have a wider base, 

while structures that are ótop heavyô will produce lower resilience values, providing a 

validation of SoSRM accuracy. 
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Section 4.4.3 continues with a brief review of ecosystem trophic structure and 

biodiversity, followed by a description of the test bed and the approach used to determine if 

SoSRM trends with ecosystem structure as expected.  

4.4.3.1 Biological Background Information 

 Section 4.4.3.1 provides a discussion of ecosystem tropic structure, energy 

thermodynamics within ecosystems, and biodiversity.  

4.4.3.1.1 Trophic Structure and Energy Thermodynamics  

Trophic structure is the organization of organisms into different trophic levels based 

on their feeding relationships. Network Structure of food webs is a general property of 

ecosystems. Ecological, evolutionary, and thermodynamic mechanisms shape the complex 

Network Structure of food webs (Dunne et al., 2002; Williams & Martinez, 2000). The 

energy produced per time by each type of organism shows evidence of this triangular 

structure. Primary producers convert sunlight into energy and generally pass on about 10% 

of this energy to primary consumers. Each following level passes on 10% of the energy it 

receives, and 90% is either used in growth and repair or lost to the environment as heat or 

organic waste (Figure 38). Ecological food chains are usually short, consisting of no more 

than five trophic levels. This can be explained by the reduction in the energy which is 

available to successive links in the food chain (Pimm & Lawton, 1977). The dissipation of 

available energy from one trophic level to the next has been emphasized as a major factor 

limiting the length of food chains (DeAngelis et al., 1989).  
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Figure 38 - Ecosystem Energy Flow. 

The geometry of food webs also affects their stability. Trophic structures usually 

have a triangular shape. For a given number of species, triangular webs are more resistant 

to species extinctions (Borrvall et al., 2000). A change from the typical triangular structure 

affects energy flow and energy input levels into each species. Thus, a non-triangular 

ecosystem is not able to act at optimum productivity. We expect that resilience will 

positively trend with triangularity. When a link is broken, all species downstream of the 

affected species will be negatively impacted. Thus, resilience trends positively with the 

number of primary consumers and the more ñBottom Heavyò test cases.  
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4.4.3.1.2 Biodiversity  

Biodiversity is typically a measure of variation between living organisms based on 

genetics, species, and ecosystems. Biodiversity is known to be greater in tropical regions 

(e.g. near the equator) due to the warmer climate and high primary productivity. 

Biodiversity can be categorized in two ways: órichnessô (number of species); and 

ócompositionô (identity of those species). In this chapter, biodiversity is defined as the 

number of species (i.e. richness) present in an ecosystem.  

A major concept in ecology has been the idea that the number of species, regardless 

of their functional group diversity, can significantly affect the functioning of an ecosystem 

(such as the cycling of energy, nutrients and organic matter, which is essential to keep an 

ecosystem working). This idea explains why species loss could result in ecosystem harm 

(Worm & Duffy, 2003). 

An experiment by Naeem tested the relationship between biodiversity and resilience 

(Naeem et al., 1994). It used 14 model terrestrial ecosystem microcosms that were kept in 

controlled-environment chambers. Plant and animal diversity was manipulated to make low 

(9 species), intermediate (15 species) and high diversity (31 species) conditions. All three 

community types had four trophic levels ï primary producers (plants), primary consumers 

(insects), secondary consumers (parasites), and decomposers (earthworms); and five 

ecosystem processes were measured (1) community respiration; (2) decomposition; (3) 

nutrient retention; (4) plant productivity; and (5) water retention. It was found that higher 

diversity systems intercepted more light, and since all ecosystem functions are energy-

dependent, productivity and respiration was higher. On the other hand, a reduction of 
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biodiversity led to a loss of genetic resources, decreased productivity, and lower ecosystem 

buffering against ecological perturbations. A second study by Borrvall, Ebenman, and 

Jonsson also indicated that high biodiversity serves as ñan insurance against radical 

ecosystem changes (Borrvall et al., 2000).ò Theory, laboratory microcosms, and field 

experiments of plant communities suggest that higher biodiversity (in terms of number of 

species per functional group) in ecosystems enhances their functional reliability.  

Validation test 3 uses biodiversity as a control variable, maintaining a species 

biodiversity of 15 species for every test case. This ensures changes in biodiversity do not 

impact our resilience measurements. As an additional bonus, by observing a range of 

SoSRM for the same network size also provides verification that SoSRM is not driven by 

network size.  

4.4.3.2 Test Bed 

Validation test 3 compares the measured resilience (SoSRM) of a test bed against 

the expected change in resilience due to trophic structure modification. This section 

describes the theory used to develop this test bed as well as how the test bed was created.  

4.4.3.2.1 Test Bed First Principles 

Biodiversity, trophic structure, omnivory, complexity of food chains, the presence 

of detritus and the process of nutrient cycling are the key factors which influence ecosystem 

resilience. Research into each factor resulted in the following set of assumptions: 
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1) The biomass of each species equals to its energy input in a month, measured in 

kcal/m2/month. This was selected so that if a species lost all nutrients for one month, it would 

become extinct. 

2) Each species transmits only 10% of the energy it consumes to the species in the 

next higher trophic level (Figure 38). The remaining 90% is used in processes including 

respiration, digestion, growth, and repair. This is represented in the food web as exports or 

flows to detritus. Of the remaining 90%, 50% is organic waste that goes into detritus (i.e. 

45% of input energy). 50% was selected after averaging the flow to detritus for all species 

in five real world food-webs (calculated average 47.271%).  

3) All species of a particular trophic level, feed on all species of the trophic level 

below them. This ensures all the links within a trophic level have an equal impact on SoSRM 

when removed. 

4) The ecosystem is based on the energy pyramid, and thus there are only five trophic 

levels (DeAngelis et al., 1989; Pimm & Lawton, 1977).  

5) To prevent resilience being affected by more than one variable, biodiversity 

(number of species) was kept constant at 15 species (nodes) in all test cases. 

6) It was assumed that there are no omnivores in the system, and nutrient cycling 

occurs through the detritus. Both of these principles are control variables. 

7) We assumed all cases in the test bed scenario were aquatic ecosystems and that 

the amount of detritus available was stable at the beginning of analysis. At the beginning of 
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analysis (pre-fault) imported detritus was equivalent to the sum of the losses from all other 

species.  

Our testbed was a collection of one óbaseô case that had a typical triangular structure 

(Figure 39) and 30 cases of variably shaped trophic structures. 11 of these were ótop heavyô, 

11 were óbottom heavyô and 8 were moderately distributed (Table 19). The 30 test cases 

were selected by researchers to ensure a diverse set of Network Structures were analyzed.  

4.4.3.2.2 Test Bed Creation 

Each test case was created as follows. First, each ecosystem in the testbed began the 

simulation in steady state. Next, all species in the highest trophic level biomass was set to 

100 kcal/m2. Next, required biomass flows from the adjacent trophic level was calculated 

(assumptions 1 and 2). Then, we calculated the energy flow per link, total standing stock 

input, and the amount of energy that goes into detritus for each species (Assumption 2). This 

process was repeated for all trophic levels. The entire ecosystem was then balanced by 

adding a variable known as detrital ñinputò to the system to complete the cycle (Assumption 

7). The base ecosystem test case calculation results are shown in Table 17. 30 additional 

variants were created for the test bed, yielding 31 total cases in the test bed. Each test bed 

was then modeled as an ecosystem using the approach documented in Chapter 3.  
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Figure 39 - Base Ecosystem Structure. 

 

Table 17 - Energy Flow Calculations Corresponding to Figure 39. 

 

4.4.3.2 Validation Procedure 

Now that the test bed was created, testing procedures are clarified. SoSRM analysis was 

conducted per Section 4.3. In order to compare trophic structure (i.e., triangularity) to 

resilience, however, trophic structure must also be quantified. The following approach was 
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utilized, building upon Daleôs discussion of current approaches to quantify trophic hierarchy 

(Dale, 2017). 

 
Figure 40- Four Examples of Calculating TSP. 

Notes:  

CASE A. this ecosystem has perfect triangular structure. CASE A also demonstrates 

calculation of DSP for an n=6 ecosystem.  

CASE B. Too many primary producers (wide base). 

CASE C. Too many secondary consumers (wide ceiling). 

CASE D. Example of calculating TSP and DSP when n is not a member of the triangular 

number sequence.  

 

Consider an ecosystem network consisting of n nodes and t trophic levels. These 

nodes are connected by k links. Let dn be the mean walk length from detritus to node n. A 

walk is the number of links necessary to travel between nodes. Note, if the ecosystem 

network does not include omnivore or cannibalistic behavior, then dn is equivalent to the 

trophic level t. We define a Trophic Shape Parameter (TSP): 
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Where the Desired Shape Parameter (DSP) is 
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The n nodes must be placed into a perfect triangular configuration to calculate DSP. 

If n would not allow for a fully triangular ecosystem network to be formed (i.e., n does not 

equal 3,6,10,15 é), then the calculation of DSP assumes that the desired ecosystem is 

created from the apex predator down, with any omitted nodes at the base levels. This ensures 

that the same number of trophic levels are compared by both the TSP and DSP.  The number 

of actors which would form a perfect triangular ecosystem are the triangular number 

sequence such that t trophic levels require 
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This approach ensures that TSP is calculated consistently regardless of number of 

actors or trophic levels, with TSP equal to one being a perfectly triangular Network 

Structure, TSP greater than one has wider higher trophic levels, and TSP less than one has 

wider lower trophic levels. Due to space constraints, example calculations in Figure 40 are 

shown for an ecosystem with n=6, t=3 but the remainder of this study is based on an 

ecosystem with n=15, t=5. 
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Once TSP and SoSRM were collected for the case studies in the test-bed the 

relationship between them was analyzed by Pearsonôs Correlation Coefficient (r). Next, 

because the relationship between TSP and SoSRM might be non-linear, Spearmanôs Rho, 

which calculates rank-order comparison, was also analyzed (Taylor, 1964).  

” ρ
φВὨ

ί ί
 ρπρ 

Where di is the ranking error and s is the number of stations evaluated. 

Finally, for SoSRM to be a valuable metric, SoSRM should not trend with trivial 

network characteristics (e.g. number of links and number of nodes). Pearsonôs Correlation 

and Spearmanôs Rho were also used to investigate the relationship between number of links, 

number of nodes, and SoSRM.  

4.4.3.4 Validation Test 3 Result 
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Figure 41 - Relationship Between SoSRM and TSP. 

The outlier circled on Figure 41 is the ñperfectlyò triangular test bed (5-4-3-2-1 nodes per 

level ascending). 

  SoSRM, TSP, number of nodes, and number of links are presented in Table 19. The 

SoSRM normal probability plot is generally straight, indicating the calculated SoSRM 

values follow a normal distribution and are amiable to most statistical testing approaches.  

 SoSRM and TSP values are plotted in Figure 41. SoSRM showed a negative 

correlation with TSP as expected. Statistical details for the linear regression are provided in 

Table 20. The normal probability plot indicates that the residuals are normally distributed, 

but with light tails. Thus, the results of the significance level in Table 20 should be 

interpreted conservatively (i.e., p-values and significance f). 
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Table 18 ï Summary of Results for Validation Test 3. 
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  Although SoSRM was strongly correlated with TSP, the coefficient of determination 

was only .5016. This is expected because Network Structure is only one factor that 

contributes to SoS resilience. Resilience is an emergent property that also depends on other 

factors such as response strategies and constituent resistance to faults.  

Table 19 - Regression Details for TSP vs SoSRM 

 

  Finally, when SoSRM was compared to TSP through Spearmanôs Rank Order 

Correlation, a strong negative correlation was discovered (Rho= -.850, n=31, p<.0005). This 

further supports our hypothesis that network architecture plays a major role in SoS 

Resilience and that SoSRM trends as expected with trophic network shape.  

Of note, the outlier circled on Figure 41 is the ñperfectlyò triangular test bed (5-4-3-

2-1 nodes per level ascending) shown in Figure 39. This is network architecture equivalent 

to DSP (Figure 40.A for a three-level ecosystem). This point had a lower SoSRM than many 

of the other test cases analyzed, indicating that a ñperfectlyò triangular structure would not 

maximize resilience.  
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Figure 42 - Different Structures Are Required to Maximize Robustness, Efficiency, or 

Resilience. 

This leads to the key question, if the most resilient SoS are ñbottom heavyò, then 

why do ecosystems exhibit a triangular shape rather than a wide base supporting a food 

chain? Equivalently, as designers should we seek to make SoS that are ñbottom heavyò? 

Ecosystem and artificial SoS must balance a variety of concerns, of which resilience is only 

one. Insights can be seen in the current excellent research on ecosystem efficiency and 

robustness. A completely efficient network would have elements connected in a single chain 

(Figure 42). Efficiency can be measured with the ENA metric Alpha, the ratio of Ascendency 

to Development Capacity. Ascendency is a measure of how organized the flow is within a 

SoS (Jorgensen, 2009; Ulanowicz et al., 2009). A SoS with an Alpha of 1 would have a 

single chain.  

Ecological Robustness is a metric which measures how redundant pathways are 

within a network. A network where all nodes are connected to each other would be 

maximally robust (Figure 42). If one link were to fail, then SoS demand could be met 

through the remaining links. Ecological Robustness is calculated as a function of Alpha, 
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with the scaling constant k set equal to one. Maximum robustness occurs when alpha is 1/e 

(dashed line on Figure 43).  

Ὑ ὯᶿÌÏÇθ ρπς 

Researchers have discovered that ecosystems exist within a ñwindow of vitalityò 

that balances robustness and efficiency (Layton et al., 2016b; Ulanowicz et al., 2014). In a 

similar manner, ecosystems may satisfice their need for resilience with other network 

characteristics, resulting in a non-optimal SoSRM. Resilience is just one desirable SoS 

network characteristic that designers must take into account. It is possible that ecosystems 

exist within a ñwindow of vitalityò that balances resilience, robustness, and efficiency. 
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Figure 43 ï Robustness and SoSRM plotted Against the Ecological Network Analysis 

Metric Alpha.  

The plot of SoSRM vs Alpha indicates that ecosystems may seek to satisfice rather than 

optimize resilience. 
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Figure 43 shows the relationship between SoSRM, Robustness, and Alpha. Of note, 

the regression line for Robustness is Equation 102 above, while the plotted regression line 

for SoSRM vs Alpha is a second order polynomial (for illustration only). The X and Y axis 

are zoomed in to enhance readability, resulting in only a small range of the possible alpha 

values being shown in Figure 43. The perfect triangular case study (i.e., Figure 39) is circled. 

The case with the highest resilience (.971 in Case 1) had also the lowest robustness (.489). 

The case with the highest robustness was Case 16 (Robustness .525, Alpha .314, SoSRM 

.919).  

Additional real-world case studies need to be collected to determine if the minimum 

shown in Figure 43 is local or global.  It may also be representative of the assumptions used 

to create the test bed. These test cases only examine a very small region around the peak of 

the robustness curve. The behavior shown may only be indicative of SoSRM and robustness 

relationship near the peak of robustness. More extreme case studies should be analyzed (i.e., 

with different number of nodes or non-triangular network shapes) to fully understand the 

relationship between Ecological Robustness and SoSRM. The purpose of Figure 43 is 

merely to illustrate that Ecosystems may seek to satisfice rather than optimize resilience. 

Section 4.4.3 focuses on a test-bed of hypothetical ecosystems, not real-world case studies, 

thus examination of a resilience-robustness-efficiency window is the focus of future 

research.  

  Just as SoSRM should trend with TSP, it is also important that SoSRM not trend 

with trivial network characteristics (e.g., number of nodes or number of links). If SoSRM 

were to trend with these parameters, that would provide an indication that SoSRM was not 
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actually measuring resilience, rather it would indicate that SoSRM is merely is a proxy for 

network size or connectivity.  

 
Figure 44 - SoSRM vs Number of Links and Number of Nodes. 

This plot provides evidence that SoSRM is not merely driven by the number of links or 

number of nodes.  

  SoSRM was plotted against the number of Nodes and Links for the 31 test-bed cases 

examined (Figure 44). Due to all test beds having the same number of nodes (15) it is clear 

that there is no correlation between node population size and SoSRM. A linear regression 

was calculated for number of Links versus SoSRM. This analysis revealed no correlation 

between the number of Links and SoSRM values (r2=.054, n=31, p>.5). These results were 

confirmed with Spearmanôs Rho, also yielding no correlation (rho= -.071, n=31, p>.5).  
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Thus, these results provide additional evidence that SoSRM is not driven by trivial network 

characteristics.  

4.5 Summary 

This chapter presented a new SoS resilience metric (SoSRM) that reflects unique 

SoS measurement needs by: 

1)  Recognizing that the most potent SoS leverage point is at the constituent 

interfaces. This need was addressed by designing a metric that focused on measuring 

system-wide response to faults at SoS links, the interfaces between constituents. 

2)  Analyzing a standardized fault and recovery strategy duration between different 

SoS. SoSRM calculates the system response when the fault duration and recovery time 

permits 63.2% of the total energy cycling to be complete.  

3)  Incorporating unique SoS dynamics. The intertidal oyster reef system dynamic 

model (validation test 1) and the ecosystem test beds (validation test 3) included cascading 

faults, delayed feedback loops, and network interdependencies. 

4) Being appropriate for both natural and artificial SoSs. This work applied SoSRM 

to both an oyster reef (validation test 1) and military case study (validation test 2).  

Of note, our results exist within constraints. The goal of developing SoSRM was to 

provide a tool to allow designers to compare different SoS architectures. SoSRM has been 

developed, but further validation studies are the focus of work beyond this dissertation. For 
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example, future work will explore SoS response to different types of faults other than SoS 

link removal.  

Now that we have developed an approach to measure SoS resilience, we can 

continue our investigation of this dissertationôs central research question: How can 

biological inspiration be used to design SoS Network Structure or constituent Interaction 

Strategy to increase resilience? In tandem with our hypothesis that BID is a preferred 

mechanism to increase SoS resilience is the assertion that current interventions are 

insufficient. Although this assertion has been observed in the literature, many studies still 

attempt to increase resilience by orchestrating dynamic interventions, rather than engaging 

in SoS design (Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2017). Chapter 5 

continues our investigation by presenting a case study where the use of biologically inspired 

design to improve SoS resilience is compared to traditional approaches.  
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CHAPTER 5. BIOLOGICALLY INSPIRED DESIGN  VERSUS 

TRADITIONAL RESILIENCE IMPROVEMENT APPROACHES  

5.1 Introduction  

Current approaches to increase resilience can be divided into soft and hard resilience. 

Soft resilience considers the impact of humans-in-the-loop and seeks to reduce response 

time, improve response effectiveness, and provide tools for fault identification (Bie et al., 

2017; Comfort et al., 2003; van der Leeuw & Aschan-Leygonie, 2010). Hard resilience, 

however, increases constituent robustness and adds redundancy within the SoS (Bie et al., 

2017; Hosseini et al., 2016; Uday & Marais, 2015). Soft and hard resilience typically 

requires human performance and cost to increase non-linearly with SoS size, making them 

ill -fitting solutions for modern SoS. The limitations of soft and hard resilience techniques 

inspired our approach: biologically inspired design. 

One potential application of biologically inspired design is the use of ecosystem 

topology to inspire SoS topology (Network Structure). It well known that Network Structure 

impacts resilience (Pariès, 2012). For example scale free networks have been shown to be 

more resilient to random node attacks, but less resilient to targeted attacks  (Pariès, 2012). 

Network topography changes also are effective when applied to artifact design. 

Network topography optimization resulted in improved performance and superior 

component cooling of an electric drive train case study (Docimo et al., 2020). Previous 

research by Haley, Dong, and Tumer has shown the importance of network topography 

(design) on complex system performance, even suggesting that directly measuring network 
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topography might be preferable to analysis through computationally expensive models 

(Haley et al., 2016). These studies are distinct from this dissertation because they did not 

include either sociotechnical aspect to their complex systems or use biological inspiration 

to inform their solution.  

To compare the effectiveness of traditional (hard and soft resilience) and 

biologically inspired resilience improvement approaches, this chapter present a case study 

of the Kreuzung Schweizer Mittlelland (KSM) Forestry Industry in the Swiss lowlands. The 

KSM was chosen due to containing several manufacturing constituent systems, a natural 

constituent system, and has performance driven by human behavior within each constituent 

system. We conduct an optimization search over the model parameters that investigates the 

potential design and human response parameters. These examined parameters mirror the 

current approaches of increasing resilience through improving human performance (soft 

resilience) and SoS physical design (hard resilience). Resilience increases due to traditional 

resilience improvement approaches are then compared to a biologically inspired Network 

Structure re-design. The network redesign adds a link inspired by the decomposer functional 

role found in natural ecosystems. This allows direct comparison of current approaches with 

biologically inspired Network Structure redesign to determine how the two compare in their 

attempts to increase SoS network resilience.  

This chapter completes research task 3 (demonstrate limited effectiveness of current 

resilience improvement approaches, validating the need for biologically inspired design) 

and provides secondary contribution 2 (new evidence for the limitations of current 

approaches to improve SoS resilience). This addresses the identified gap that many studies 

still attempt to increase resilience by orchestrating dynamic interventions, rather than 
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engaging in SoS design (Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2017). 

Additional findings of interest in this chapter include 

1) Evidence for our fundamental approach to SoS design-for-resilience: biologically 

inspired design can provide a viable approach to increase SoS network resilience 

beyond current approaches.  

2) Initial evidence that incorporating a decomposer functional role from natural 

ecosystems leads to an increased SoS network resilience. This contribution is 

derived from modeling the interaction of system architecture and resilience. Authors 

have stated the need to identify which ñbehavior topologiesò result in improved 

performance (Haley et al., 2016). This contribution provides an example of an 

improved topology to begin to fill this gap.  

3) This chapter is the first case study using the new SoSRM metric (presented in 

Chapter 4) to justify a design decision.  

4) Evidence that increased environmental sustainability may not always lead to 

increased resilience. The relationship between these two measures of performance 

is nuanced and requires further investigation.  

Chapter 5 proceeds as follows. First the biological inspiration for our design 

intervention (the decomposer functional role) is presented, followed by a detailed 

description of this case study, and the results of the experiment comparing BID and 

traditional hard and soft resilience improvement approaches.  
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5.2 Biological Inspiration: The Decomposer Functional Role 

The process of solution-based biologically inspired design begins with identifying a 

behavior or characteristic in nature that could provide a potential solution for a design 

challenge. The identified inspiration for this chapter is the decomposer functional role.  

 

Figure 45 ï Ecosystem Functional Roles and Dynamics. 

The decomposer function role (shown in the circle) provides the key recycling path within 

ecosystems. 

 

Biological species take one of multiple functional roles defined by their part in the 

material and energy flow through an ecosystem (Figure 45). These include producers, 

consumers, and decomposers (Fath & Halnes, 2007). Primary producers (e.g. plants), use 

solar energy and nutrients to produce plant biomass. A consumer then consumes this 

biomass directly (i.e. herbivores) or indirectly (i.e. carnivores or omnivores) through the 

consumption of another organism. Decomposing organisms feed on dead or waste organic 

matter from ecosystems, or detritus, to keep material and energy in the system by making 
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them available to primary producers and consumers (Moore et al., 2004). The decomposer 

functional role (e.g. detrital actors), consisting of decomposers (e.g. fungi) and detrital 

feeders (e.g. earthworms, slugs, millipedes, etc.), is vital to natural ecosystems by promoting 

material and energy recycling (Moore et al., 2004). Members of the decomposer functional 

role (i.e. detrital actors) determine the magnitude of cyclic flows within an ecosystem and 

facilitate the transformation of a linear food chain into a more cyclic food web (Moore et 

al., 2004). 

Ecologists have shown that the inclusion of the detrital actors into ecosystems makes  

available some of the embedded energy that would otherwise not be utilized, which impacts 

the biodiversity, food web structure, and transient responses of ecosystems (Moore et al., 

2004). Detrital actors support ecosystem diversity, which ecologists theorize in turn 

promotes ecosystem stability. Some studies have shown that detrital actors can be involved 

with over half of the material flows within an ecosystem (Carrer & Opitz, 1999). Detrital 

actors provide the critical function of breaking down larger organic matter to increase the 

detritus surface area. Detritus breakdown enables more efficient energy flow to higher 

trophic levels in an ecosystem (Malone et al., 2018).  Additionally, detrital actors may 

incorporate nutrients at a different time scale than higher trophic level actors, providing 

another impact of detrital actors to ecosystem dynamics (Moore et al., 2004).  

5.3 Translating the Decomposer Functional Role to SoS Design 

The next step in solution-based BID is to find an area in an artifactôs design where 

the natural inspiration can be applied. This process of analogical transfer is necessary for 

the inspiration to improve the performance of the design. The translation of functional roles, 

structural connectivity, and flow-based configurations found within natural ecosystems into 
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engineered system components is accomplished by identifying and mapping basic functions 

that exist within both industry and nature. These include the consumption of energy and 

materials, transforming materials and energy into products, and breaking down products to 

make them re-available (Allenby & Cooper, 1994). Using this approach to describe and 

model SoSs show strong disparities when compared to ecosystems. For instance, SoSs have 

a limited number of primary consumers (herbivores in natural ecosystems) and abundance 

of dependent consumers (carnivores in natural ecosystems).  Furthermore, the decomposer 

functional role found in natural systems is often minimal or absent (Malone et al., 2018), 

which  reduces material cycling within the SoS (Layton et al., 2016a). This material cycling 

deficiency has resulted in dependence on virgin resources, supply chain vulnerability, and 

contributes to the global environmental crisis through excess waste generation (Layton et 

al., 2016a).  

  Previous work has investigated the role of incorporating detrital actors into SoSs, 

but not from a resilience perspective. One study proposed utilizing the wetlands near an 

industrial park as an ecosystem service to fulfill the role of detrital actor (Malone et al., 

2018). Although this approach was shown to successfully increase the sustainability (i.e. 

energy and water recycling) of steel production within the industrial park, the impacts on 

resilience were not examined by the authors (Malone et al., 2018). Previous studies also 

have determined that adding detrital actors to artificial systems could enable artificial 

systems to mimic ecosystem robustness (Layton et al., 2016a). That work, however, focused 

on improving a cycling structural metric derived from graph theory, but did not investigate 

the role increased cyclicity had on SoS resilience.  
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5.4 Case Study Description 

 Section 5.4 begins with a description of the case study used to compare the 

effectiveness of biologically inspired and traditional resilience improvement approaches. 

This is followed by specifics for the evaluated KSM model not already presented in Sections 

3.5 (SoS Conceptual Modeling) and 3.6 (SoS Executable Modeling: Procedural Approach). 

5.4.1 KSM Description  

The case study examined in this chapter is the forestry industry in Kreuzung 

Schweizer Mittelland (KSM), Switzerland. The original model was built on data collected 

in a study whose goal was to ensure the KSM continued to be self-sufficient (Hendriks et 

al., 2000). This case study consists of 12 SoS links and 6 constituents. Flows show in Figure 

46 are in kg dry matter per capita per week. Stocks are recorded in kg dry matter per capita. 

This SoS has three input flows: Z1: forestry growth, Z2: lumber imports, Z3: pulp paper 

imports. 
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Figure 46 - Status-Quo KSM Forestry Region SoS. Adapted from (Hendriks et al., 

2000). 

Flows are in kg dry matter per capita per week. Stocks are in kg dry matter per capita. 

KSM was selected because its sociotechnical architecture reflects both conservation 

of mass flow between the constituents and the interaction of human choices. This interaction 

of human choices is defined in some works as a behavioral network (Haley et al., 2016). 

Previous research has considered either conservation based flows (without behavioral 

interactions) or behavioral interactions within an artifact (without conservation based flows) 

(Docimo et al., 2020; Haley et al., 2016). Although the links in Figure 46 represent physical 

connections between the constituent systems, the material flows also impact constituent 

decisions. Thus, this case study also incorporates the effects of the KSM ñbehavior 

networks.ò Behavior networks are an aspect of SoSs that was identified as crucial in 

previous efforts to explore topography changes to system performance (Haley et al., 2016). 

This case study expands upon (Docimo et al., 2020; Haley et al., 2016) because those case 

studies were technical artifacts (i.e. drivetrains and cooling systems), not SoSs.  
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Of note, KSM is not at steady state. The stocks in systems X1 and X5 increase at a 

rate of 0.2 kg per capita (.1%) and 1.0 kg per capita (1%) respectively. Secondly, only 

systems X1, X4, and X5 are designed to have a stock. X2, X3, and X 6 are designed to have no 

standing stock (i.e., a mean residence time of zero). These three constituents (X2, X3, and X 

6) have a direct input to output process. Of course, the processes in these three constituent 

systems (X2, X3, and X 6) take time, but for KSM model formulation, we assume stock 

accumulation during conversion to be negligible compared to the model time step of h=1 

week. Time step (h) is chosen to be short enough to ensure that model responses accurately 

reflect system dynamics, short enough to ensure the sum of the rows of the one-step 

transition matrix are less than one (a step in calculating TT in Section 4.3), and long enough 

to minimize computational expense.  

When estimating the value of SoSRM in dollars (i.e. calculating E[$SoSRM] per 

Section 4.3) the following assumptions were utilized to provide a rough estimate. KSM 

gross domestic product for the constituent systems is not available, but the Swiss Central 

Plain (where KSM is located) 2012 lumber profits was approximately $204,249.94 

(Forestry in Switzerland Pocket Statistics Report, 2013). To provide a conservative estimate, 

we will assume that X1ôs MOP ($204,249.94/year) is the value of the MOP of the entire 

KSM and is used to calculate E[$SoSRM] (expected losses during a disruption). Of course, 

X2-6 MOPs have financial value as well, but as an extremely conservative estimate of the 

financial value of the resilience improvement approaches in this chapter, they are omitted.  

5.4.2 KSM Model Formulation 

Model formulation followed the procedure and theoretical decisions outlined in 

Sections 3.5 and 3.6. The first key modeling decision is defining the Measure of 
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Performance (MOP) for each constituent system. In ecological systems in Chapter 4, 

SoSRM calculations were conducted with MOPs defined as standing biomass. This 

approach is not a realistic option for KSM for two reasons. Some of the constituents are 

designed to have no standing stock (X2, X3, X6) and standing stock is not a reasonable 

approximation for constituent success. As shown in Equation 89, MOP definition plays a 

critical role in SoSRM calculation. MOPs must be carefully defined to avoid distorting 

simulation results. MOP formulation assumed that constituents desired to maximize their 

own utility and act in their own self-interest (Table 21). Utility was defined based on the 

characteristics of each constituent system. Utilities considered were profit, sustainability, 

and services provided. Not all constituents considered all possible measures of utility 

(reflecting the competing goals between constituents in SoSs). Although the overall goal of 

KSM is self-sufficiency, most constituents do not consider sustainability in their MOP. For 

example, the Forestry system (X1) attempts to maximize profit without engaging in 

unstainable activities while Consumption of Timberôs (X4) MOP is driven by ensuring 

sufficient processed lumber was available within KSM. This provides a model that reflects 

the disparity in real-world motivations and does not require a utopic SoS where every 

constituent desires sustainability for sustainable SoS behavior to still be a goal. Table 21 

presents our specific MOP definitions and justifications. For additional information on MOP 

definition methodology, see Section 3.3.2.  
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Table 21 ï Kreuzung Schweizer Mittelland Measure of Performance Equations. 

System MOP Equation Verbal MOP Description and Justification 
Forestry  

(X1) 

άὭὲ

ừ
Ử
Ừ

Ử
ứ᷿ ὒ ὒ ὒ  Ὠὸ

ᶻᶻ

ὒ ὒ ὒ ςzz ὸz

ὢ ςz ὸᶻ ὢ π

Ȣςz ςz ὸz

 

Forestry (X1) MOP selects the minimum from two 

conditions. Condition 1 is driven by business 

interests, while condition 2 is driven by sustainability 

concerns.  
1. Forestry (X1) MOP is a function of the amount of raw 

lumber sold to the other systems. The amount of lumber 

sold drives the profit the company can generate. A MOP of 

1.0 corresponds to no drop in sales from the initial flow 

condition.  

2. Forestry (X1) MOP is the ratio of actual growth in X1 stock 

to no disruption growth in X1 stock. This metric is justified 

by the desire in the initial study for the KSM to maintain 

self-sufficiency.   

Timber 

Production 
(X2) 

᷿ ὒ   Ὠὸ
ᶻᶻ

ὒ ςzz ὸz
 

The Profit of the Timber Production (X2) system is 

driven by the outflow of finished lumber to the 

Timber Consumption system (X4).  
Paper 

Production  

(X3) 

᷿ ὒ  Ὠὸ
ᶻᶻ

ὒ ςzz ὸz
 

The Profit of the Paper Production (X3) is driven by 

the outflow of finished paper products to Paper 

Consumption (X5). 
Timber 

Consumption 

(X4) 

ὢ ςz ὸᶻ

ὢ π ρȢπz ςz ὸz 
 

Timber Consumption (X4) MOP is derived from the 

stock of timber maintained within the system. The 

MOP is the stock of timber after the fault recovery as 

compared to the no-fault scenario. When Timber 

MOP falls below X4(0), Timber Consumption (X4) 

MOP is squared to reflect the escalating impact of 

increased supply shortages.  
Paper 

Consumption 

(X5) 

᷿ ὢ ὸ Ὠὸ
ᶻᶻ

ὢ π ςzz ὸz
 

Paper Consumption (X5) MOP is derived from the 

stock of paper maintained within the system. The 

MOP is the stock of paper after the fault recovery as 

compared to the no-fault scenario. 
Incinerator 

(X6) 
᷿ ρ ὢ ὸ Ὠὸ
ᶻᶻ

ρz ςz ὸz
 

The Incinerator (X6) profit is driven by maximizing 

the amount of material processed without having a 

backlog of waste waiting for disposal. Backlog of 

material (i.e. standing stock within X6) indicates that 

the Incinerator (X6) is not operating at maximum 

capacity, thus profit is being lost. This backlog 

occurs when material accumulates above 

X6nopenalty. There comes a point where the storage 

costs of material waiting to be incinerated negates 

the profit generated by incinerating (X6MaxStorage). 

Once the Incinerator (X6) has a backlog greater 

X6MaxStorage, it is no longer making profit. The 

MOP compares the no-fault Incinerator (X6) flow 

scenario to the fault scenario by monitoring the stock 

in X6. 
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Additionally, the differential equations for KSM system must incorporate the actions 

of the intelligent agents (people) that control each constituent system. Intelligent agents can 

make choices to respond to SoS link failures, such as increasing Forestry (X1) production 

(e.g. L21) when a recycling link (e.g. L24) is lost. Each constituent system will act to 

maximize their MOP as defined in Table 21. The KSM differential equations are presented 

in Table 22.  Examination of the equations in Table 22 reveal that SoS response depends on 

model parameters which impact both soft and hard resilience. These parameters are 

summarized in Table 23.  
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Table 22 - KSM Flow Equations 

Link  Differential Equations 
 (Note: Only Positive Flows) 

Initial Flow  
(Kg/Capita/Week) 

Description and Reasoning 

L21(t)  τȢσ ὒ Ô &,!' 
: Ô &,!' 

8 Ô &,!'z&400 

3.9 Flow from Forestry (X1) to Timber Production (X2) is 

driven by the requirements of Timber Production (X2). 

Timber Production (X2) ideally has zero standing 

stocks, so when stocks accumulate a simple 

proportional controller with constant FTPP=.1 is used 

to reduce the flow from Forestry (X1) to Timber 

Production (X2). L21 flow is a function of the imports 

from Z2 and recycling flow from L24 The information 

from Z2 and X2 used to calculate L21 have a time delay 

of FLAG=1 week, meaning that it takes 1 week for L21 

to update to the needs of the Timber Production System 

(X2).  

L24(t) ὝὙὙzὒ ὸ

ρ ὝὙὙ
 

1.7 The recycling flow from Timber Consumption (X4) to 

Timber production is a function of the waste stream 

from Timber Consumption (X4) to the Incinerator (X6). 

For this SoS, a timber recycling rate (TRR) of 10.5% is 

used.  

L31(t) ρȢς ὒ ὸ ὊὒὃὋ
Ȣφ ὒ ὸ ὊὒὃὋ
τȢς ὢ ὸ ὊὒὃὋ
Ὂzὖὖὖ 

 

1.2 Flow from Forestry (X1) to Paper Production (X3) is 

driven by the requirements of Paper Production (X3). 

Paper Production (X3) ideally has zero standing stocks, 

so when stocks accumulate a simple proportional 

controller with constant FPPP=.1 is used to reduce the 

flow from Forestry (X1) to Paper Production (X3). L31 

is also a function of the imports from Z3 and L32. The 

information from Z3, L32, and X3 used to calculate L31 

have a time delay of FLAG=1 week, meaning that it 

takes 1 week for L31 to update to the needs of the 

Timber Production System.  

L32(t) Ȣφz ὒ ὸ

ςȢω
 

.6 Flow of paper pulp from Timber Production  (X2) to 

Paper Production (X3) is a function of timber produced 

(L42).  

L35(t) ὖὙὙzὒ ὸ

ρ ὖὙὙ
 

2.6 The recycling flow from Paper Consumption (X5) to 

Paper Production (X3) is a function of the waste stream 

from Paper Consumption (X5) to the Incinerator (X6). 

For this SoS, a recycling rate (PRR) of 62% is used. 

L42(t) ρ ὒ ὸ ὒ ὸ 2.9 The timber demand is driven by the Consumption of 

Timber. The goal of the Timber Production (X2) is to 

replace losses while increasing the stock of X4 at a rate 

of 1.0 kg per capita per week.  

L53(t) ὒ ὸ ὒ ὸ ρzππ

ὢ ὸ
 

4.2 The paper demand is driven by the Consumption of 

Paper Products. The goal of the Paper Production (X3) 

is to replace losses while maintaining the stock of paper 

products.  

L61(t) ρȢφ Ȣψ ὒ ὸ
ὊὒὃὋ 

1.6 Flow from Forestry (X1) to the Incinerator (X6) is used 

to compensate when there is insufficient flow from 

Production of Timber (X2) to the Incinerator (X6) to run 

the Incinerator (X6).  
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Link  Differential Equations 

(Note: Only Positive 

Flows) 

Initial Flow  
(Kg/Capita/Week) 

Description and Reasoning 

L62(t) 
Ȣψz
ὒ ὸ

ςȢω
 

.8 Flow from Timber Production (X2) to the Incinerator 

(X6) is a function of the finished lumber produced. We 

also assume that if a fault removes the ability of Timber 

Production (X2) to send pulp paper to Paper Production 

(X3), then this material is sent to the Incinerator (X6) 

instead (not shown in equation to the left to maintain 

readability).  

L63(t) 
ρȢρz

ὒ ὸ

τȢς
 

1.1 Flow from Paper Production (X3) to the Incinerator (X6) 

is a function of the amount of paper produced.  

L64(t) 
ρȢχz

ὢ ὸ

υπππ
 

1.7 Flow from Timber Consumption (X4) to the Incinerator 

(X6) is a function of the standing stock of timber in X4. 

We also assume that if a fault removes the ability of 

Timber Consumption (X4) to send recyclable material 

to X2 through L24, then this material is sent to the 

Incinerator (X6) instead (not shown in equation to the 

left to maintain readability).  

L65(t) 
ρȢφz

ὢ ὸ

ρππ
 

1.6 Flow from Paper Consumption (X5) to the Incinerator 

(X6) is a function of the standing stock of Paper in X5. 

We also assume that if a fault removes the ability of 

Paper Consumption (X5) to send recyclable material to 

X3 through L35, then this material is sent to the 

Incinerator (X6) instead (not shown in equation to the 

left to maintain readability).  

Z1(t) φȢω 6.9 The forest grows at a constant rate.  

Z2(t) Ȣς ὊὝὖὖzὢ ὸ .2 Timber Production (X2) ideally has zero standing 

stocks, so when stocks accumulate a simple 

proportional controller with constant FTPP=.1 is used 

to reduce the flow from Z2 to Timber Production (X2). 

Unlike Forestry (X1), there is no lag (FLAG) assumed 

with this process.  

Z3(t) ȢωὊὖὖὖzὢ ὸ .9 Paper Production (X3) ideally has zero standing stocks, 

so when stocks accumulate a simple proportional 

controller with constant FTPP=.1 is used to reduce the 

flow from Z3 to Paper Production (X3). Unlike Forestry 

(X1), there is no lag (FLAG) assumed with this process.  

Y6(t) ρ ὢ ὸ φzȢψ

ᶻ
ὒ ὸ ὒ ὸ

ςȢτ
 

6.8 The Incinerator (X6) outflow is driven by two factors. 

First, the system is designed with zero standing stocks, 

so if X6 accumulates, Y6 increases. Secondly, L62 and L61 

provide the fuel for the Incinerator (X6), thus outflow is 

also limited by the available fuel.  
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Table 23 - KSM Model Parameters and Optimization Search Space. 

  

Human response following a constituent fault impacts the soft resilience of a SoS.  

Human response was incorporated into the model three ways. First, Forestry (X1) responds 

to supply shortcomings downstream by increasing timber production. However, this 

response from the Forestry (X1) is subject to a delay time (the variable FLAG) as the 

additional lumber harvesting resources activation requires 1 week. The Production of Paper 

and Lumber systems (X2 and X3) seek to maintain zero standing stocks. A simple 

proportional controller throttles the incoming flows from the Forestry Industry with a 

proportional constant of 0.1. The higher the proportional constant (FTPP and FPPP) the 

more responsive are X2 and X3.  
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Constituent design decisions impact the hard resilience of the SoS. These design 

parameters were implemented into the model in the following ways. First, the Incinerator 

(X6) has two design parameters which impact resilience. The Incinerator (X6) MOP is driven 

by the constituent systemôs desire to maintain standing stock at zero (efficiently incinerate 

all incoming waste). There is an amount of waste the Incinerator (X6) can store without 

incurring a financial penalty (X6nopenalty). Additionally, there is an amount of storage 

where the Incinerator (X6) has so much stored waste that the cost of storage outweighs the 

profits made as a waste disposal company (X6maxstorage). The recycling rate implemented 

by X4 and X5 of timber and paper (TRR and PRR) also impact SoS resilience. Finally, the 

Forestry System (X1) has a minimum level it will allow the standing stock of trees to reach 

(ForestMin). This could be motivated by conservationism where the standing stock in 

Forestry (X1) is not allowed below the initial level of 14,000 kg per capita. Conversely, the 

SoS could have no conservation consideration and allow Forestry (X1) level to reach zero 

kg per Capita. While the first scenario would never allow logging below initial Forestry (X1) 

levels, the second approach would allow for complete deforestation in response to a SoS 

fault. Model parameter values during SoSRM evaluation are per Table 23. 

Verification of the KSM model included line-by-line code checks and exercising the 

KSM model over a variety of initial conditions and faults to ensure system performance 

matched anticipated response. All optimal results were re-simulated and closely monitored 

to ensure no unexpected model artifacts drove design solutions. The model was executed 

within Anylogic 8.4 University Edition. Model unit time was weeks. Simulation runs were 

conducted on a personal laptop with an IntelÈ CoreÊ i5-7000U CPU operating at 2.50 GHz 

and 16.0 GB of RAM.  
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5.5 Experiment Design 

The overall experiment conducted in this chapter compared the changes in KSM 

SoSRM when using optimized hard and soft resilience improvements against BID network 

redesign. The KSM presented in the literature and Figure 46 is referred to as the Status-Quo 

KSM. KSM improvements using BID principles is referred to as BID KSM. The goal of 

this comparison was to identify if resilience was bounded and to see how the two approaches 

compared in terms of magnitude of resilience improvement.  

5.5.1 Optimizing Status-Quo Resilience Improvements 

An optimization search of the KSM model evaluated the possible resilience 

improvement using the traditional approaches of increasing soft and hard resilience. Two 

independent searches were conducted. The first objective function was to maximize 

SoSRM, while the second objective function was to minimize SoSRM. These independent 

searches provided two insights. First, the results revealed if SoSRM was bounded despite 

resilience improvement efforts. Secondly, the maximization search resulted in the highest 

SoSRM achievable by traditional resilience improvement approaches. Table 23 shows the 

modelôs parameter range search space. The search evaluated 500 samples. These results 

provide a benchmark to compare traditional approaches to improve resilience against 

biologically inspired network design.  

The built-in optimization experiment within Anylogic was used to conduct the 

optimization searches. Anylogic utilizes the OptQuest optimization engine, a proprietary 

population-based metaheuristic search engine (Anylogic Help Manual, n.d.). OptQuest 

utilizes methods such as scatter search, evolutionary approaches aided by a multivariate 
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linear regression module, neural network to identify new trials, satisfiability data mining 

approach, and Markov Blankets (Laguna, 2011).  

5.5.2 Biologically Inspired Network Improvement 

 
Figure 47 ï Biologically Inspired Modification of KSM Forestry SoS. 

Link L16 was added to KSM. This caused the incinerator to change biological functional 

roles from apex predator to detrital actor. 

Contrasting traditional resilience improvement approaches, we next implemented a 

biologically inspired Network Structure change. Within SoSs, network topography changes 

often occur slowly and require constituent coordination, making them susceptible to design 

heuristic intervention. The Network Structure Design Heuristic tested in this chapter is: 

Ensure the SoS has a constituent system that fulfills the decomposer functional role (detrital 

actor) found in natural ecosystems. Following this heuristic, we added a link from the 

Incinerator (X6) to the Forestry (X1) constituent system (Figure 47). Of course, adding a 

network link is also potentially a form of adding hard resilience to the SoS.  
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In the original configuration, the Incinerator (X6) took the functional role of apex 

predator. All other systems sent flows to X6. No constituent system, however, fulfilled the 

decomposer functional role. This deficit is unsurprising as man-made systems often do not 

incorporate detrital actors (Malone et al., 2018).  

As shown in Figure 47, L16 was added to the original KSM design, connecting X6 to X1. 

This link simulates adding a mulching approach to the KSM waste stream. Mulching 

improves tree seedling survival, tree growth, soil moisture retention, and tree size in forests 

(Johansson et al., 2006). For this SoS, we assume that half of the received waste is eligible 

for mulching, and the remainder disposed by incineration. The only additional impact of L16 

to the SoS constituent dynamics is that the flow of L16 caused X1 stock to increase more 

rapidly. X1 stock increases at a rate of 3.6 kg/capita per week rather than 0.2 kg/capita per 

week as in the unmodified SoS. 

The effectiveness of this biologically inspired network rearrangement was tested by 

both measuring SoSRM as well as conducting an optimization search per Table 23 to 

determine the maximum and minimum achievable SoSRM for the biologically inspired 

KSM. The optimization search provides the maximum possible SoSRM when combining 

traditional approaches with biologically inspired network re-design.  
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5.6 Experiment Results 

Table 24 - KSM SoSRM Results Summary. 

 

Using the biologically inspired design heuristic resulted in an improved SoSRM 

over traditional hard and soft resilience improvements (.926 vs .922). The results are 

summarized in Table 24. The ñBest Trialò row reports which search iteration resulted in the 

optimal result, while the ñ<2% from Bestò row records when the search results were within 

2% of the optimal result. The ñ<2% from Bestò row provides an indication of how quickly 

the search converged to the optimal value.  
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5.6.1 KSM Status-Quo SoSRM 

Table 25 - KSM Status-quo SoSRM Calculation. 

 

SoSRM calculation for KSM Status-Quo is shown in Table 25. Of note, the KSM 

SoS is quite resilient initially, with a SoSRM of 0.909 (E[$SoSRM] approximately 2 million 

dollars). One reason is that the KSM has a large amount of hard resilience in the form of 

unused reserve capacity in the Forestry (X1) and Incinerator (X6) constituent systems. If 

inflows for the Forestry (X1) system were to cease, it would take 43.4 years for complete 

deforestation to occur. Similarly, it would take 50.6 years for Timber Consumption (X4) to 

be depleted to zero standing stocks. The reserve capacity designed into the KSM also 

resulted in large values for T* (total simulation time) and TT (fault duration). T* was 111.8 

years and TT was 55.9 years. These values show that the KSM is relatively insensitive to 

short duration faults.  
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5.6.2 KSM Traditional Hard and Soft Resilience Improvements 

Traditional methods successfully increased SoSRM from .909 to .922. This resulted 

in an improved E[$SoSRM] savings of approximately $300,000.  The specific parameter 

results provide some interesting insights into the KSM SoS (Table 24). First, the TRR that 

results in the highest SoSRM was 0 (i.e., no recycling from Consumption of Timber to 

Production of Timber). This counter-intuitive result may be explained by a closer 

examination of the SoS response when L24 is broken in Table 25. This is one of the two 

scenarios in Table 25 when the overall performance of the SoS improves due to a broken 

link. SoS performance improves because the 0.2 inflow to X2 from L24 is replaced by 

increasing L21 by 0.2. This 0.2 is the flow that normally increases the Forestry (X1) standing 

stocks. Thus, the performances of X2-6 MOPs are not impacted by severing L24. X1 MOP 

improves because the total wood exported by X1 increases. X1 MOP does not incur a penalty 

for reducing the standing stock below the minimum allowable forestry level because 

forestry stock remains at the initial level (14,000 kg per capita). Although the X1 MOP could 

be redefined, the current MOP formulation was based on the communityôs goal to maintain 

current forest size. Community decision makers felt that unsustainable activity should be 

avoided, but they also desired to avoid forest management issues from too large of a forest 

(Hendriks et al., 2000). Thus, we can see counterintuitively that removing a recycling flow 

results in increased resilience. This scenario implies that although recycling flows may 

increase resilience, the implementation is also important. The simple integration of a 

recycling flow into a SoS will not guarantee an improvement in resilience (although one 

would still expect an increase in sustainability). A final interesting observation is that this 
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case study provides a counterexample to the common idea that increased sustainability (by 

adding a recycling loop between X4 and X2) always leads to increased resilience.   

We must also note that these results find the maximum possible improvement to 

SoSRM, regardless of cost or technological feasibility. For example, it may not be 

technically feasible to increase the paper recycling rate (PRR) to 80%. The optimization 

search is not meant to provide actionable guidance to the KSM operators, rather this study 

seeks to compare possible improvements from traditional resilience improvement 

approaches to a biologically inspired Network Structure change.  

5.6.3 KSM Biologically Inspired Improvement SoSRM 

Table 26 - KSM Biologically Inspired Design SoSRM Calculation. 

 

Using biologically inspired design alone (without optimization) increased SoSRM 

from .909 to .926 (Table 26). This results in an improved E[$SoSRM] savings of 

approximately $390,000.  One cause of this increase was that the biologically inspired SoS 

had an additional link that the Status-Quo KSM did not have. Additionally, the added link 
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(L16) had no impact on constituent MOPs when removed. This outcome is logical because 

we would expect the SoS to have a SoSRM of 1.0 if there were no broken links. When the 

newly implemented link (L16) breaks, the system reverts back to Status-Quo but without any 

links broken. SoSRM was recalculated to ensure that the improvement in SoSRM was not 

an artifact of adding a link that did not have a negative impact on constituent MOP when 

removed. This recalculation only incorporated the 12 links in the Status-Quo Model. The 

recalculated SoSRM results still demonstrated improvement from the Status-Quo SoSRM 

(.909 to .920). 

KSM SoSRM increased more from this biologically inspired redesign than from the 

maximum possible upgrade through traditional resilience improvement approaches (.926 vs 

.922). This results in an improved E[$SoSRM] savings of approximately $90,000.  Table 26 

records the difference in link performance between the Status-Quo and biologically inspired 

intervention in the Delta column. The increased resilience from the broken links L35, L62, 

and L61 drives this improved KSM resilience.  

5.6.4 Biologically Inspired Improvement Combined with Traditional Approaches 

As a final test for this case study, the same optimization search conducted in Section 

5.5.1 on the Status-Quo KSM was repeated for the biologically inspired redesigned KSM. 

Although traditional resilience improvement approaches were successful in increasing 

biologically inspired KSM resilience from .926 to .931, the gain seen in the biologically 

inspired case due to implementing traditional approaches was smaller than the gain seen for 

Status-Quo. Traditional approaches were successful in increasing Status-Quo SoSRM by 

.013, while applying traditional approaches to the biologically inspired KSM only increased 

SoSRM by .005. The optimization search to find the lowest SoSRM did result in a lower 
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value than for the Status-Quo scenario (SoSRM .743 vs .764). The biologically inspired 

optimization search resulted in a slightly higher possible SoSRM range (difference of .188 

vs .158).  

Interestingly, as shown in Table 24, the optimization search for maximum SoSRM 

found nearly the same parameter results for the both the Status-Quo optimization and the 

biologically inspired optimization. We observed small differences in the PRR and minimum 

allowable Forestry level. This same trend is observed for the minimum SoSRM search result 

parameter values. Both Status-Quo and biologically inspired KSM minimum SoSRM 

configurations removed the paper recycling stream and maximized the Forestry response 

lag (FLAG). This agreement indicates that although Network Structure changes were 

successful in increasing SoSRM, implementing these changes independently of traditional 

hard and soft resilience improvement approaches may be insufficient to guarantee desired 

SoS performance.   

5.7 Summary  

The examination of the KSM Case Study allowed us to examine our approach to 

SoS design, utilizing biologically inspired network design heuristics to increase SoS 

network resilience. Specifically, this chapter yielded four findings of interest:  

First, we provided evidence that biologically inspired design provides an approach 

to increase SoS network resilience beyond current approaches. Traditional approaches 

struggle to increase resilience due to the emergence that manifests because of the complex 

interactions of humans and technology within the SoS.  Optimizing traditional hard and soft 

resilience improvement approaches only managed to increase KSM SoSRM to .922, while 

shifting the Incinerator (X6) to the decomposer functional role resulted in a higher SoSRM 
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of .926. This improvement is especially significant because the optimization search for 

traditional resilience improvement strategies considers technological changes and 

investments that may not be possible (e.g., increasing PRR to over 80%).   

Secondly, this chapter provides evidence that incorporating detrital actors increases 

SoS network resilience. Although previous studies have emphasized the importance of 

detrital actors within SoS, Industrial Eco-Parks, and ecosystems, the lack of a resilience 

metric prevented researchers from providing evidence that adding detrital actors could 

increase SoS network resilience. Simply by incorporating a link that transformed the 

Incinerator (X6) from apex predator to a detrital actor, the SoSRM increased from .909 to 

.926. This is especially impressive because the traditional resilience engineering approaches 

do not consider technical feasibility or cost. Our estimate of traditional resilience 

improvements is optimistic, expected gains when cost and technical feasibility are 

incorporated are expected to be much greater than the .027 SoSRM (E[$SoSRM] savings of 

approximately $90,000) observed in this study.  

Third, this chapter documents the first case study using the new SoSRM metric to 

justify a design decision. We hypothesized that transforming the Incinerator (X6) subsystem 

from apex predator into a detrital actor would increase SoS network resilience. This 

hypothesis was verified, and the Network Structure design decision was justified when 

SoSRM increased from .909 to .926.  

Finally, this chapter provides additional evidence concerning the link between 

sustainability and resilience. Although some suggest that sustainability and resilience trend 

together (Fiksel, 2003; Moradi et al., 2018; Tamvakis & Xenidis, 2013), the optimization to 
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maximize resilience recommended removing recycling from Timber Consumption to 

Timber Production (L24). This balance between efficiency and resilience is also seen in 

natural ecosystems dynamics (Ulanowicz et al., 2009). Removing L24 caused a net positive 

increase in resilience but a negative impact on environmental sustainability. Contrasting this 

example, adding L16 resulted in both an increase in sustainability and resilience. This case 

study provides a counterexample to the idea that increased sustainability always results in 

increased resilience. Further work is needed to identify the types of scenarios where adding 

recycling flows increases resilience.  

Although this chapter provides a valuable first step by illustrating the application of 

biologically inspired design to improve SoS resilience, Chapter 6 will focus on identifying 

other design heuristics for implementation. SoS Network Structure is conducive to 

heuristics as a strategy for design, allowing the designer to apply simple guidance to 

improve SoS performance. Chapter 5 provides one area for designer consideration, but 

Chapter 6 is needed to identify more approaches that can be used in BID4R.  

By analyzing KSM, Chapter 5 has presented a SoS combined of multiple complex 

sociotechnical systems. In Chapters 1 and 2 an argument was made that the evolution of 

SoSôs Network Structure coupled with the need for constituent concurrence for changes 

made Network Structure Design Heuristics a potentially powerful tool to improve 

sociotechnical SoS network resilience. Traditional design approaches are limited due to 

emergence. This chapter presents a design methodology applied to a SoS case study that 

was successful in increasing the manifestation of the emergent property of resilience. This 

was accomplished by testing the Network Structure Design Heuristic: Seek to ensure the 

SoS has a constituent system that fulfills the decomposer functional role (detrital actor).  
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CHAPTER 6. NETWORK STRUCTURE DESIGN HEURISTICS 

TO GUIDE SOS EVOLUTION  

6.1 Introduction  

Chapters 4 and 5 took key steps towards using biologically inspired design to 

increase SoS resilience. Chapter 4 presented a metric (SoSRM) which allows researchers to 

compare resilience across different SoS architectures by standardizing fault location and 

duration. SoSRM examines resilience from the perspective of unexpected link removal. 

Next, in Chapter 5, SoSRM was used to test against traditional methods of improving 

resilience in a case study examining a Swiss forestry industry SoS in Kreuzung Schwiezer 

Mittlelland (KSM). KSM is a single currency (kg lumber per capita), heterogenous SoS. We 

tested resilience improvement approaches by searching the design space of the KSM 

regionôs possible soft and hard resilience improvements. These results were compared to 

the biologically inspired improvement of having a constituent fulfill the decomposer 

functional role found in ecosystems. Decomposers extract value from waste (i.e., dead 

organisms or waste products) by feeding upon it and increase resource cycling by making 

otherwise wasted material available for uptake by plants and other organisms. Using the 

Network Structure Design Heuristic ñseek to ensure the SoS has a detrital actorò increased 

SoSRM from .909 to .926. Heuristics are simplified rules that provide designers direction 

with the goal of improving the final outcome. Interestingly, we noted that the more resilient 

arrangements removed a recycling loop between timber consumption and timber production 

(flows L24 and L42 in Fig. 2), while the less resilient SoS removed the recycling loop between 

paper consumption and paper production (flows L35 and L53 in Fig. 2). Chapter 5 provided 
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evidence that biologically inspired network design has the potential to increase SoS 

resilience beyond hard and soft resilience improvements alone. SoSRM increased from .922 

(current approaches to increase resilience) to .926 (biologically inspired approach).   

Chapter 5, however, demonstrated only a single design heuristic to improve one case 

study. A generic set of validated Network Structure Design Heuristics would be a powerful 

tool to increase SoS resilience. In this chapter, generic Network Structure Design Heuristics 

are derived with two approaches. First, we examine a set of ecosystems to identify 

correlations between Network Structure and resilience. Secondly, we use KSM design 

variants to identify and test Network Structure Design Heuristics.  

We derive these Network Structure Design Heuristics using Ecological Network 

Analysis (ENA), a subset of graph theory that can quantify network characteristics. ENA 

metrics allow non-context specific (i.e. generalizable) recommendations and provides 

design guidance that is not reliant on case-study or ad-hoc improvements (as recommended 

by (Uday & Marais, 2015)). For example, the guidance ñreduce link densityò could be 

applied a forestry industry, an eco-industrial park, or any other SoS represented with links 

and nodes.  Additionally, ENA based heuristics allow design guidance without needing to 

create time consuming system dynamic models. We hypothesize that examination of a set 

of SoS design variants with different link removal resilience, assessed with SoSRM, will 

reveal correlations between ENA metrics and resilience, allowing identification of SoS 

Network Structure Design Heuristics.  

This chapter combines investigation of design variants, graph theory, and system 

dynamic models of artificial and natural SoS. Although ENA graph theory metrics can 
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provide insight into what makes an ecosystem robust (from a material flow perspective), 

SoS resilience depends upon both Network Structure and Interaction Strategy (WHO and 

HOW of emergence). Additionally, while robustness contributes to resilience, it does not 

guarantee resilient performance. Dynamic simulations and SoSRM provide a unique insight 

from ENA alone. Specifically, ENA does not consider the standing stocks within each 

constituent. ENA does not incorporate how SoS respond, reorganize, and perform after 

disruptions. Thus, while it is possible to determine how resilience as defined by ENA tracks 

changes in an ENA parameter (see Section 2.7.1 for mathematical relationships between 

ENA metrics), applying ENA metrics to gain insight into human systems examined with the 

MOPs used here required additional validation.  One benefit of this work is to identify which 

ENA metrics (static graph theory) correlate with improved dynamic response (system 

dynamic model of SoS), which allows designers to use ENA metrics to make design 

decisions without needing to make time consuming models.  

Chapter 6 completes research tasks 4 (Analyze collection of ecosystems and SoS for 

resilience), 5 (Using approaches such as regression analysis, determine relationship between 

ENA metrics and resilience), 6 (Create network structural heuristics to help policy makers 

direct the evolution of their SoS to increase resilience.), and 7 (Demonstrate effectiveness 

of design heuristics with application to a case study to improve SoS resilience). Completion 

of these tasks provides secondary contributions 3 (The first analysis of a set of ecosystems 

and SoS with our novel resilience metric) and 4 (Statistical evaluation of the relationship 

between ENA metrics and resilience). Additionally, Chapter 6 provides the first primary 

contribution of this dissertation: Network Structure Design Heuristics for SoS Policy or 

decision makers to guide SoS evolution.  
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These contributions fill several gaps identified in Chapter 2. Rather than SoS 

resilience design methodology being ad hoc, focused on identifying faulty designs, or 

reductionist (Hollnagel & Woods, 2006), BID4R uses context independent design Network 

Structure Design Heuristics to enable a repeatable design approach. BID4R identifies and 

tests design heuristics, a need identified by SoS engineers acknowledge as a first step 

towards increasing the rigor of SoSE  (DeLaurentis & Crossley, 2005; Rouse, 2007). 

Finally, the Network Structure Design Heuristics identified in this chapter enable BID4R to 

evaluate between two proposed structural changes (possible network evolutions). 

The identification of Network Structure Design Heuristics is a primary contribution 

of this dissertation for two reasons. First, design-for-resilience is recognized as a new and 

uncultivated area (Balchanos et al., 2014; Hosseini et al., 2016; Tran et al., 2019). 

Specifically, repeatable and generalizable design methods are needed to aid decision makers 

(Hollnagel & Woods, 2006). This work provides design heuristics to increase resilience, 

which can be used when considering network evolution or expansion. Secondly, previous 

resilience engineering approaches often focus on identifying possible faults and either 

designing responses to these faults or increasing robustness to these faults (Uday & Marais, 

2015). Unlike previous approaches, Network Structure Design Heuristics do not require 

fault identification, rather, we seek to shift the SoS to a configuration that is inherently more 

resilient. Our approach is intentionally fault agnostic, attempting to choose an inherently 

more resilient Network Structure rather than preventing specific, predicted faults.  In 

Chapter 5, we showed that this type of network evolution can be more effective that 

traditional resilience improvement approaches.  
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Of course, we do not claim that the Network Structure Design Heuristics presented 

in this dissertation are a panacea for SoS resilience design. The heuristics are shown in this 

chapter to be effective when applied to cases with characteristics that exist within the graph 

theory limits of the data used to derive the heuristics. These heuristics only provide a tool 

for SoS decision makers to explore potential improvements in SoS with initial 

configurations that fall within the bounds identified in this paper. Future work is focused on 

expanding these bounds and identifying when these heuristics can be reliably applied. 

Nevertheless, this work's significance lies in proposing a new approach to increase SoS 

resilience (biologically inspired design-for-resilience heuristics). These heuristics are 

distinct from previously proposed SoS design guidelines due to being reverse engineered 

from Ecological Network Analysis.  

Highlights of this chapter include: 

1) An analysis of 40 ecosystems to determine the correlation between ecosystem 

structure and resilience.  

2) An initial set of 13 ENA based SoS Network Structure Design Heuristics. 

3) Three validation tests that verify the SoS Network Structure Design Heuristics 

are robust to changing measure of performance and constituent dynamics and 

they can be used to increase resilience for networks not derived from the KSM 

case study. 

  The work presented in this chapter proceeds as follows. First, a set of 40 ecosystems 

is gathered and evaluated to determine the correlations between ecosystem structure (ENA) 
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and resilience (SoSRM). Next, design variants of KSM are used to derive Network Structure 

Design Heuristics. The design heuristics were then tested with three validation tests.  

6.2 Initial Examination of Ecosystem Structure 

 The investigation into the use of biologically inspired Network Structure to increase 

resilience began by analyzing a set of ecosystems to determine which ENA metrics 

correlated with increased resilience. The goal of Section 6.2 is not to provide all the evidence 

required to derive design heuristics, rather it is to provide an initial indication of how ENA 

metrics correlate with SoSRM in existing ecosystems. This indication provides a foundation 

to validate the results of Section 6.3 and 6.4 against. 40 different ecosystems were analyzed 

in Section 6.2, collected from 32 different journal articles and from the book Trophic Models 

of Aquatic Ecosystems. Journals included in this dataset include Ecological Complexity, 

Ecological Modeling, and Ecological Indicators. A full list of the sources used can be found 

in Appendix D. 28 out of the 40 ecological networks analyzed were aquatic, while the 

remaining 12 were terrestrial. The flow matrices for these ecosystems are reported in 

Appendix E.   

All sources applied a steady-state ecosystem model in their analysis, which aligns 

with the assumptions used in the network analysis and resilience calculation. The sources 

did contain differing units flow and time units, and this was noted during data collection. It 

was assumed that thermodynamic and mass-balance principles are applied to all constituents 

of ecosystems, and thus to all units used across the data sets collected. The most observed 

model used, specifically within aquatic ecosystems, was the EcoPath model. This model 

applies thermodynamic principles to estimate a biomass budget. The EcoPath model uses a 
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mass-balance equation of Consumption (Q) = Production (P) + Respiration + 

Unassimilated Food. (Christensen, 2004). This mass balance was also used when needed to 

calculate missing import and export values from some ecosystems.  

This dataset differs from previous analyses done by Layton and Malone (Layton, 

2014; Malone, 2020) in several ways. First, the approach used in this dissertation requires 

both stock and flow values for all species, while previous examinations only needed flow 

values for analysis. Thus, the dataset examined in Section 6.2 is smaller than datasets that 

were previously examined. For example, Malone examined over 100 ecosystems in his 

dissertation. Forty datapoints, however is still sufficiently large for statistical analysis. 

Secondly, this examination also uses SoSRM to measure the resilience of each ecosystem 

to link removal, a tool unavailable during the previous investigations.  

The data were tested for correlations as a whole set of 40 ecosystems and split into 

different groups based on the Mean Path Length, type of ecosystem (aquatic vs terrestrial), 

and ecosystem currency (Table 27). Dividing into separate groups according to Mean Path 

Length provided an approximate measure for the size/activity of the ecosystems. Due to the 

wide range of Mean Path Lengths examined in the dataset, grouping was done using the log 

of Mean Path Length. Additionally, fifteen of the ecosystems used the same currency (tkm-

2), these were also examined separately. .The non-biomass currencies, such as carbon and 

nitrogen, were not grouped separately due to not having enough occurrences to support 

statistical evaluation. The remaining groups could be analyzed with mixed flow matric units 

because the only ENA metrics that depend on the flow matrix units are Development 

Capacity, Ascendency, Overhead, and Throughflow.  
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Table 27 - Grouping Categories. 

These groupings were used to divide the collected ecosystems into smaller subsets for 

analysis.  

Grouping 

Category 

Name 

Number of 

Data 

Points 

Description 

All  40 All Data Points for each metric 

BIO 29 All ecosystems using biomass as a measure for ecosystem flow 

and throughput 

AQU 28 All ecosystems in water 

TER 12 All ecosystems on land 

tkm-2 15 All ecosystems with the unit (tkm-2) 

MPL 1 16 Mean Path Length range [1, 1.5] 

MPL 2 11 Mean Path Length range (1.5, 2) 

MPL 3 8 Mean Path Length range (2, 3) 

MPL 4  5 Mean Path Length greater than 3 

 The overall correlation results are presented in Table 28 and Table 29. The 

regressions are calculated using Spearmanôs Rho, with a p-value of < 0.1 for significance. 

This dissertation uses Evanôs classifications for qualitative descriptions of correlation 

strength: 0.00-0.19 ñvery weakò, 0.20-0.39 ñweakò, 0.40-0.59 ñmoderateò, 0.60-0.79 

ñstrongò, and 0.80-1.0 ñvery strongò (Evans, 1996). Only those relationships with at least a 

moderate correlation (rÓ0.40, p<.1) were analyzed in the results.  
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Table 28 ï Correlation Results between ENA metrics and SoSRM. 
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Table 29 ï Visual Representation of Significant Correlations found in Table 28. 

Recall, ASC, DC, TSO, and TST are unit dependent, and thus just the results from the tkm-2 

column should be viewed as significant.  

 

 From this initial examination, there are several findings of interest. First, there are 

no statistically significant contradictions between the different groups (columns in Table 

29). We also see that the grouping, however, was necessary as the overall dataset only 

revealed a single moderately strong correlation (CYC). The results for MPL 4 should be 

viewed with caution, as this group only had 5 datapoints. From this initial investigation, we 

expect SoSRM to trend as shown in Table 30. Although interesting, Section 6.2 does not 

provide sufficient data for Network Structure Design Heuristics development. Rather, the 

results of Table 30 are used as a check in Sections 6.2 and 6.3. 
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Table 30 ï Expected Heuristics Based on Initial Correlations Between SoSRM and 

ENA. 

To Increase SoSRM ENA Metric  

Increase Robustness 

Reduce 

Cyclicity 

Vulnerability 

Number of Actors 

Number of Links 

Number of Predator 

Number of Prey 

Connectance 

Finn Cycling Index 

Mean Path Length 

6.3 KSM Design Variants to Develop Heuristics 

In Chapter 5, six design variants were created by implementing traditional and 

biologically inspired resilience improvement approaches to the same SoS. Variants are 

experimental (often minor) changes to a potential design, resulting in a modified design but 

with the same objective. This inspired the approach taken in Section 6.3. Rather than 

comparing different SoSs to explore the factors that influence resilience, we examine 

variants of the same SoS. Comparing the resilience of a single SoSôs variants could provide 

different insights from comparing resilience between different SoSs. This is because the 

Network Structure, flow, and operating context changes when resilience is compared 

between different SoS. Comparing resilience between SoS design variants, however, holds 

operating context constant, eliminating this uncertainty. In this work, we examine KSM 

design variants to identify and test preliminary SoS Network Structure Design Heuristics. 
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6.3.1 Design Variant Creation from KSM Case Study 

 
Figure 48 - KSM Forestry Region SoS.  

Flows are in kg dry matter per capita per week. Stocks are in kg dry matter per capita. 

Adapted from (Hendriks et al., 2000).  

The case study used in Chapter 6 is also the forestry industry in Kreuzung Schweizer 

Mittellland (KSM), Switzerland (Figure 48) (Hendriks et al., 2000). KSM has three input 

flows: Z1: forestry growth, Z2: lumber imports, Z3: pulp paper imports. There are three major 

differences from the previous appearance of the KSM model in Chapter 5 and the version 

used here. First, in Chapter 6, KSM is at steady state. This modification allows the use of 

ENA and ecosystem modeling approaches in follow-on validation testing. Secondly, only 

systems X1, X4, and X5 were originally designed to have a stock. Stocks for X2, X3 are 

calculated by assuming the two factory constituents keep two weeks of safety stock on hand.  
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Finally, in Chapter 5, KSM had a waste disposal constituent. This has been converted into 

exports Y1-5. Export flows capture timber that leaves the boundaries of the KSM system. 

These flows are material that is sent to waste disposal as a byproduct of use or production 

(e.g. Y3 is Ligin while Y5 is waste paper). Waste disposal is now considered outside the 

boundary of KSM. This is to allow follow-on validation testing where KSM is modeled as 

an ecosystem.  

SoSRM calculation (Equation 89) requires Measure of Performance (MOP) to be 

carefully defined for each constituent system. MOPs were derived by examining what 

would impact each constituentôs income. Additionally, the differential equations for KSM 

must incorporate the actions of the intelligent agents that control each constituent. 

Intelligent agents can make choices to respond to SoS link failures, such as increasing 

Forestry production (e.g. L21) when a recycling link (e.g. L24) is lost. Each system will act 

to maximize their MOP. We assumed that the maximum possible link flow was twice the 

initial, steady state flow (due to logistic constraints), and that the initial external 

demands/sources could not be reduced/increased. KSM model differential equations and 

MOPs are presented in Chapter 5. Of note, like many real-world SoS, KSM is a 

heterogenous SoS. Constituents have different differential equations to describe their 

behavior, decision criteria, and MOPs.  

There are five links in KSM that can be removed to create possible design variants 

(L21, L31, L32, L35, and L24). These links are annotated on Figure 48 with a large 1-5. These 

links were selected because the reduction of material flow within the system could be 

compensated for by changing the steady state imports or exports (Table 31). For example, 

removing link 1 (L21) resulted in a reduction of 3.9 kg per capita per week traveling from 
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X1 to X2, thus Z2 and Y1 were increased by 3.9 kg per capita per week. This strategy ensured 

that Total System Throughflow remained unchanged between design variants.  

Variants are identified by which links (1-5) from Figure 48 were removed. For 

example, Variant 145 had links 1,4, and 5 of Fig 2 removed, leaving only links 2 and 3. All 

of the design variants resulted in a connected SoS (i.e. variant 13 was rejected due to 

creating two separate, independent SoS).  Iterating through the five removable links created 

16 design variants: None, 1, 2, 3, 4, 5, 14, 15, 24, 25, 34, 35, 45, 145, 345, and 245. Due to 

only selecting links that could be compensated for altering system imports or exports, none 

of these design variants require new or special technology to implement. For example, we 

did not explore the impact of adding a link from Consumption of Paper Products (X5) to 

Production of Timber (X2), as this link addition would require a technology that could 

convert used paper products (e.g. paper plates or napkins) into a material that could then be 

used to manufacture finished lumber products. Although such technologies may be feasible 

(or exist), we focused our search on realizable variants that could be implementable without 

any additional technology.  

Table 31- Changes in KSM Flows Following Link Removal.  

The values in the table show how removing each link impacts the value of imports 

and exports to KSM. They are represented as the change from the values in Figure 

48.  

 Impact on 

Removed 

Link  

Z2 Z3 Y1 Y2 Y4 Y5 

1 (L 21) +3.9 - +3.9 - - - 

2 (L 31) - +1.2 +1.2 - - - 

3 (L32) - +0.6 - +0.6 - - 

4 (L24) +0.2 - - - +0.2 - 

5 (L35) - +2.6 - - - +2.6 

Values shown are the change in the initial, Steady State no 

fault flow values (Fig 2).   

Note: Altering Z2 or Z3 values also impact the maximum 

values Z2 or Z3 flows could achieve.  
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Model verification included line-by-line code checks and face validation checks. 

Face validation checks consisted of exercising the KSM model over a variety of initial 

conditions and faults to ensure system performance matched anticipated response (e.g. an 

increased in paper production resulted in decreased forestry stock). All results were 

monitored to ensure no unexpected model artifacts drove design solutions. The model was 

executed in Anylogic 8.4 University Edition and the model unit time was in weeks. 

Simulation runs were conducted on a personal laptop with an IntelÈ CoreÊ i7-10750H 

CPU operating at 2.50 GHz and 16.0 GB of RAM.  

6.3.2 Derivation of SoS Design-for-Resilience Heuristics 

Once the 16 design variants were evaluated, we calculated the linear coefficient of 

determination (R2) values between SoSRM and the 20 different ENA metrics. The goal of 

this chapter is to investigate the role of network configuration changes, not operator action, 

therefore the equations governing operator response to system failures were unchanged 

between design variants. We use Evanôs classifications when providing qualitative 

descriptions of correlation strength: 0.00-0.19 ñvery weakò, 0.20-0.39 ñweakò, 0.40-0.59 

ñmoderateò , 0.60-0.79 ñstrongò, and 0.80-1.0 ñvery strongò (Evans, 1996). Only those 

relationships with at least a moderate correlation (rÓ0.40, p<.1) were used to derive our 

Network Structure Design Heuristics.  
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Figure 49 - Plots of SoSRM Against the 20 Evaluated ENA Metrics for the 16 KSM 

Variants. 

Metrics used to derive design-for-resilience heuristics have a bold border. 

 

The correlations between SoSRM and the different ecological metrics provide 

insights into possible methods to increase resilience. The scatterplots for each of the 20 

examined ENA metrics against SoSRM are shown in Figure 49. These correlations were 

calculated by using the linear coefficient of determination (R2) between SoSRM and the 

ecological metrics and are shown in Table 32. Six of the 20 ENA metrics examined, had 
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significant correlation with SoSRM (|r|>.4, p<.1): Vulnerability (VUL), Average Mutual 

Information (AMI), Ascendency (ASC), Overhead, Alpha, and Robustness. The strongest 

positive correlation was between Robustness and SoSRM (r2=.415), while the strongest 

negative correlation was between Alpha and SoSRM (r2=.403). These are only weak to 

moderate correlations, thus these required additional validation tests to justify their use in 

SoS design.  

Table 32 - Correlations between SoSRM and 20 ENA Metrics for 16 KSM Variants. 

 Statistically Significant relationships (|r|>.4, p<.1) are shown in grey. These were used 

as the basis for design-for-resilience heuristics.  

 

Average Mutual Information, Ascendency, and Alpha have negative correlation 

values. These three metrics all measure the constraint of the system, i.e., the probability of 

knowing which path a flow will enter as it travels through the system. Resilience increases 

as the constraint decreases. This trend indicates that KSM may initially be overly 

constrained. High constraint values are typical of many artificial networks (such as timber 
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or water) which tend to favor efficiency over redundancy (Bodini & Bondavalli, 2002). 

Alpha is of particular interest since it is used to calculate Robustness. Alpha and Robustness 

are positively correlated for Alpha less than .368 and negatively correlated for Alpha greater 

than .368. For this dataset, the minimum Alpha examined was .418, thus SoSRM is positive 

correlated with resilience and negatively correlated with Alpha. This relationship could 

change for systems with Alpha less than .368 (low constraint networks). 

Robustness is related to resilience by measuring the amount of redundancy built into 

systems. When examining all 16 variants, we found a strong positive correlation between 

these two (r=.644, p<.01). These results are consistent with current approaches that seek to 

increase SoS resilience by increasing Robustness (Chatterjee & Layton, 2020b; Dave & 

Layton, 2020a; Moradi et al., 2018; Panyam et al., 2019). Designing networks to increase 

the ENA metric of Robustness has been shown to increase survivability of electric motor 

supply chains and reduce costs associated with water distribution failures (Chatterjee & 

Layton, 2020b; Dave & Layton, 2020b). The high correlation between Robustness and 

resilience is to be expected as they reflect two different strategies for improving SoS 

performance. SoSRM measures how the system will change when subjected to an 

unexpected fault. Robustness is a measure of redundancy and constraint (flow efficiency). 

Robustness does not consider the standing stocks (biomass) that exists within each 

compartment. The Robustness calculation considers only the pathways that currently exist 

and the amount of flow going through each. Therefore, Robustness does not incorporate 

how SoS respond, reorganize, and perform after disruptions. This shortcoming shows the 

need for dynamic analysis (e.g., system dynamic models) to measure system resilience in 

addition to static network calculations (ENA).  
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The ENA metrics that had a least a moderate correlation (|r| > .4, p<.1) with SoSRM 

were used as the basis for the initial Network Structure Design Heuristics (Table 33). These 

metrics have bolded frames on Figure 49 and are shaded in Table 32. The heuristics in Table 

33 are presented as increase or reduce because no local minimum or maximum was apparent 

in the data set (see Figure 49). As will be discussed in Section 6.5, we recommend using 

these heuristics for SoS within the bounds (as measured by graph theory) of the data used 

to derive the heuristics. For example, we do not expect that an Alpha of 0.00 would have 

the maximum resilience possible.  

Table 33 - Initial SoS Network Structure Design Heuristics and Regressions. 

Darker r2 shading shows a more significance correlation, while darker m values indicate 

steeper slope. 

 

The initial proposed heuristics are checked against Table 30 (Section 6.2) results to 

verify that they are consistent with the results indicated by the initial ecosystem dataset 

examination (Section 6.2). Table 30 does not include Average Mutual Information, 

Ascendency, Overhead, or Alpha. The initial proposed heuristics in Table 33 are, however, 

consistent with the recommendation to increase Robustness. The recommendation of 

increase Vulnerability, however, was inconsistent with the results found when examining 
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ecosystem biomass. This difference, however, is illuminated when we assess the plot of 

Vulnerability versus SoSRM for all ecosystems examined in Section 6.2. The negative 

correlation is driven by 5 ecosystems (green circle on Figure 50). These ecosystems exist in 

an environment which promotes high vulnerability and low resilience. The exact 

characteristic of the environments for those five ecosystems is an area for future 

investigation, but serves as a reminder that the heuristics identified in this dissertation 

provide guidance for the general case and as a starting point for investigation, but exceptions 

may exist due to the particulars of an operating environment.  

 

Figure 50 ï Plot of Group All Datapoints from Section 6.2 versus SoSRM. 

The negative correlation between SoSRM and Vulnerability is driven by the five ecosystems 

in the green circle.  

6.4 Validation Testing for Design Heuristics 

Three validation tests were conducted to ensure the heuristics of Table 33 were not 

case-study specific (i.e., only apply to KSM). These tests both utilized ecosystem dynamics 

and MOPs. Using a natural rather than artificial dynamics and MOPs allows us to validate 

which derived heuristics are applicable even if the underlying dynamics and MOPs change.  
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Validation Test 1 provides evidence that the correlations that are the basis of the 

design-for-resilience heuristics are robust to changing MOP and constituent dynamics. This 

was accomplished by applying a different MOPs and constituent dynamics to the same 

testbed used to derive the heuristics. 

Validation Test 2 verifies that the heuristics can be used to increase resilience for 

networks not derived from the KSM case study. The Network Structure Design Heuristics 

are successfully applied to Erdos-Renyi Random Networks.  

Validation Test 3 verified that these design-for-resilience heuristics were applicable 

for other SoS which existed within the graph theory boundaries used to derive the Network 

Structure Design Heuristics. In this validation test, the heuristics are applied to two 

additional case studies (North American Copper Industry and Austrian Plastic Flow) 

(Brunner & Rechberger, 2016; Spatari et al., 2005).  

6.4.1 Validation Test 1: KSM Variants as Ecosystems  

 The design-for-resilience heuristics developed from the KSM design variants are of 

limited utility if they are only applicable to KSM. Demonstrating that the same correlations 

between ENA metrics and resilience exist for different MOPs and dynamics would provide 

evidence that our results are not merely case-study dependent. To test this, the same 16 

KSM design variants were modeled as ecosystems. These models were then examined to 

determine if the same heuristics would be identified when using ecosystem (Figure 51 case 

II) rather than artificial (Fig 51 case I) dynamics. Figure 51 provides an example of how this 

approach was applied to L24, but for Validation Test 1 all link dynamics were changed, not 

just L24. In other words, Validation Test 1 combines the KSM Network Structure and initial 
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flow values with ecosystem dynamics and MOPs (ECO-KSM) to see if the previously 

identified heuristics are robust to changing dynamic equations and MOPs.  

   
Figure 51 - Validation Test 1 Approach for Link 24. 

 When originally identifying design-for-resilience heuristics the system was modelled as an 

artificial SoS using artificial SoS dynamics (Case I). To validate these findings, the variants 

were then re-modelled as an ecosystem, using predator-prey dynamics (Case II). This test 

is designed to determine if the identified heuristics are robust to the dynamic equations and 

MOP utilized.  

Validation Test 1 was accomplished using a MATLAB script that calculates an 

ecosystemôs SoSRM when given a steady-state flow matrix and initial stock values. The 

ecosystem modeling approach includes a Type II predator-prey interaction, interspecific 
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competition that influences carrying capacity, and logistic population growth. Additional 

details can be found in Section 3.3. 

Because the structure and flow matrices are unchanged, the ENA metrics for each 

variant will not change when artificial or ecological constituent dynamics are used. We do 

not expect to get the same SoSRM values for each variant, rather Validation Test 1 examines 

if the same trends that were the basis for our design-for-resilience heuristics still exist. 

Constant SoSRM is not expected because ECO-KSM has different MOPs.  

The KSM design variants differ from natural SoSs in several key areas. When 

modelled as ecosystems, the units are changed to kg (standing stocks) and kg/week (flows). 

Additionally, the Connectance of KSM is much lower than what would be expected in 

natural ecosystems (average Connectance of .28 vs approximately .52) (Pimm, 2002). Thus, 

although we utilize ecosystem dynamics and MOPs to test the heuristics derived from the 

KSM variants, it is important to note that many of the simulated ecosystems examined are 

not representative of the actual ecosystems. The point is not that KSM variants mirror real-

world ecosystems, rather that biological MOPs and dynamics can be used to validate our 

Network Structure Design Heuristics by examining if the same correlations are present. 
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Table 34 - Validation Test 1 Results.  

Table 34 presents the correlations between ENA and the original KSM or ECO-KSM 

resilience datasets. Shaded columns represent significant correlations. AMI, Overhead, 

Alpha, and Robust identified in the KSM model were positively confirmed by the ECO-

KSM model (shown in italics). The remaining seven rows in the KSM model show 

heuristics that failed to be disproved by the ECO-KSM model. Of note, the KSM data 

(first three columns) is a subset of Table 32 repeated for reader convenience. 

 

Validation Test 1 modeled the network and initial flow values of the 16 KSM design 

variants with ecosystem dynamics and MOPs (ECO-KSM) to determine if the identified 

design-for-resilience heuristics are robust to changing dynamic equations and MOPs. There 

are two ways the heuristics can be shown to be robust. First, we can positively confirm that 

KSM and ECO-KSM have the same statistically significant ((|r|>.4, p<.1) correlation 

(positive or negative) for the six heuristics identified in Table 33. A second valuable result 

would be if ECO-KSM failed to disprove the KSM based heuristics.  This would occur if 

ECO-KSM correlations do not contradict KSM correlations. A contradiction is defined two 
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statistically significant correlations ((|r|>.4, p<.1) in opposite directions (positive and 

negative). 

Four of the six significant correlations in Table 33 were positively confirmed (Table 

34). The other two significant correlations were not disproven due to the results of ECO-

KSM being non-statistically significant (|r|>.4, p>.1). As an unexpected benefit when 

applying the results in the opposite direction (checking if KSM correlations fail to disprove 

ECO-KSM correlations), seven additional correlations in the ECO-KSM data were 

discovered that could be used to expand our testable Network Structure Design Heuristics. 

These seven additional heuristics are also tested in Validation Test 2. Table 34 only presents 

the correlations that were significant for the original variant dataset or Validation Test 1 

(|r|>.4, p<.1). Validation Test 1 shows that correlations used to identify the Network 

Structure Design Heuristics are robust of MOPs or dynamics, and provides evidence that 

these heuristics may not require identical MOPs and dynamics to be applicable. 

6.4.2 Validation Test 2: Application of Design Heuristics to 100 Random Networks  

Validation Test 2 examined if Network Structure Design Heuristics were effective 

in increasing SoSRM by comparing resilience in randomly updated networks against those 

where our heuristics were applied. Useful heuristics should result in a greater expected 

SoSRM than a random network change (i.e., our null hypothesis is that SoSRM of a 

randomly chosen design iteration is equivalent to SoSRM of possible iterations filtered by 

our Network Structure Design Heuristics). To test this null hypothesis, we must first define 

our null model (i.e., random chosen design iteration). Ecosystems based on Erdos-Renyi 

Random Networks are used as our null models.  



 254 

Erdos-Renyi Random Networks are defined by the probability p that any two nodes 

are connected (Thurner et al., 2018c). For this test, we initially set p to 0.52, the expected 

Connectance of ecosystems. This value comes from the derivation of equation (103) from 

a least-squares regression plotted against 26 food webs (Pimm, 2002).  

ὅὲ σȢρ ρπσ  

Where C is the Connectance of the food web and n is the number of species. The previous 

regression plotted Connectance (C) vs number of species (n) and discovered a linear 

relationship. Although more recent work has suggested that a power law may also describe 

the relationship between C and n, we do not wish to enter this debate, rather, this 

approximation allows us to directly calculate p (which is equivalent to C). Uniform {1-4} 

links were removed to create networks of different link density. Export flows were added 

to all species because no species can convert all ingested food to biomass without some 

energy loss. To maintain consistency with Validation Test 1, all standing stocks were set to 

the KSM values. System imports and exports were then added to balance all flows. The 

Total Flow in the network was scaled to 60 kg/week. Any generated networks that did not 

result in a connected web were rejected. A connected web has no nodes isolated from the 

remainder of the network. A disconnected web is one where there is at least two nodes 

without links connecting them (e.g. the generated network resulted in two or more separate 

networks). 

One hundred random, ñpre-intervention networksò were generated and then 

subjected to two different design modifications (interventions).  First, a random design 

iteration, defined as above, was implemented and the SoSRM of the new network was 
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compared to the SoSRM of the pre-intervention network. Next, for each of the Network 

Structure Design Heuristics (one at a time) a random network that satisfied each heuristic 

was identified. These random networks were selected from a database of 1000 randomly 

generated Erdos-Renyi networks. Again. the change in SoSRM was calculated. This 

approach allowed us to compare change in SoSRM for both a random network modification 

and a modification based on each of the heuristics. A paired t-test was performed between 

the random network change and changes that followed the SoS heuristics to evaluate if the 

null hypothesis (that the heuristics do not improve resilience) could be rejected (p <.1). The 

normality assumption for the paired t-test (that the differences between samples follows a 

normal distribution) was verified using normal probability plots. 

In Validation Test 2 we seek to verify that the Network Structure Design Heuristics 

can be used to increase SoS resilience for cases other than the KSM. Recall, 16 KSM design 

variants were examined to identify the 13 potential Network Structure Design Heuristics 

(guidance to improve design decisions). Validation Test 2 results are shown in Table 35, 

which includes the heuristics defined in the original analysis (Table 33) as well as those 

identified in the analysis of KSM variants presented in Section 6.4.1 (Table 34).  Next, the 

change in average SoSRM is shown when implementing each strategy, the significance of 

that change (using a paired t-test with equal variance), and the percentage of trials that 

resulted in an improved SoSRM score.  
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Table 35 - Validation Test 2 Results.  

100 networks were generated (As Is) and were changed according to different strategies: Random Change (RAND), Strategies based 

on KSM correlations that were not disproven by ECO-KSM correlations (KSM ONLY), strategies based on ECO-KSM correlations that 

were not disproven by KSM correlations (ECO-KSM ONLY), and strategies that were positively confirmed in Validation Test 1 (KSM-

and ECO-KSM). The change in the average resilience of the dataset (æ Mean), the t-test significance of that change (T test), and how 

frequently applying that strategy resulted in an improved resilience (% Greater) are shown for each strategy. Bar charts are provided 

in the æ Mean and % Greater rows while the T test Row is color coded. Darker shaded t-test results indicate lower p values.  
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Of the 13 heuristics examined, 1 (increase DC) did not provide improvements when 

applied to the random networks. Three (LD, CONN, ALPHA) provided improvements that 

were not statistically significant (p>.1). This does not mean that these heuristics are invalid, 

rather, there are characteristics of the KSM case study that make them valid in that scenario. 

This may be due to nonlinearities in the relationship between ENA metrics and SoSRM. 

Why these heuristics appear valid for the KSM case study, but not more generalized random 

networks is the subject of future work.  

 Of the nine heuristics that resulted in a statistically significant increase in SoSRM, 

three did so at the p<.01 significance level. The strategy with the largest expected gain in 

SoSRM was decrease MPL (increase in SoSRM by .06). This strategy was also the most 

likely to result in SoSRM improvement (77%). The original 100 sample average SoSRM 

was .864. The entire 1000 dataset of possible configurations had an average SoSRM of .868 

with a standard deviation of .07.   

6.4.3 Validation Test 3: Hypothetical Redesigns of Real World SoSs 

To validate that these Network Structure Design Heuristics were applicable for other 

SoS, the heuristics were applied to a hypothetical redesign of North American Copper 

Industry and Austrian Plastic Consumption (Brunner & Rechberger, 2016; Spatari et al., 

2005). The new Copper Industry design satisfied eight heuristics (decrease number of 

Predators, decrease Mean Path Length, decrease Average Mutual Information, decrease 

Ascendency, increase Development Capacity, increase Overhead, reduce Alpha, and 

increase Robustness). Follow-on simulations showed that this redesign successfully 

increased North American Copper Industryôs SoSRM from .740 to .881 (a 19% increase). 
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The new Austrian Plastic Industry redesign followed the heuristics of reduce Linkage 

Density, increase Vulnerability, reduce number of Links, reduce Connectance, reduce Mean 

Path Length, reduce Ascendancy, increase Development Capacity, increase Overhead, 

reduce Alpha, and increase Robustness (a different subset of heuristics than used in the 

Copper Industry case). The new redesign increased SoSRM from .895 to .922 (a 3% 

increase).  
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Case 1: North American Copper Industry 

 

Figure 52 - Original Configuration of North American Copper Industry.  

Flows are Tg per year. Stocks are Tg. Adapted from (Spatari et al., 2005). 

 

 
Figure 53 - North American Copper Industry Redesign.  

New configuration arrived at by using heuristics in Table 36. Flows are Tg per year. Stocks 

are Tg. 
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Table 36 - Application of Heuristics to North American Copper Flow.  

Eight Network Structure Design Heuristics were followed, four were ignored, and one was 

not followed. This resulted in an increase in SoSRM from .740 to .881. The bounds of the 

dataset used to create and validate the heuristics are also shown. Recall, ASC, DC, OH, 

and TSTF cannot be used to determine if the case falls within the bounds of the data used 

to derive the heuristics.  

 

Case 2: Austrian Plastic Consumption 

 
Figure 54 - Original Configuration of Austrian Plastic Flow.  

Flows are 103 tons per year. Stocks are 103 tons. Adapted from (Brunner & Rechberger, 

2016)  
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Figure 55 - Austrian Plastic Flow Redesign.  

New configuration arrived at by using heuristics in Table 37. Flows are 103 tons per year. 

Stocks are 103 tons. 

 

Table 37 - Application of Heuristics to Austrian Plastic Flow.  

Eleven Network Structure Design Heuristics were followed, one was ignored, and one was 

not followed. This resulted in an increase in SoSRM from .895 to .922. The bounds of the 

dataset used to create and validate the heuristics are also shown. Recall, ASC, DC, OH, 

and TSTF cannot be used to determine if the case falls within the bounds of the data used 

to derive the heuristics. Additionally, although the Alpha value is outside the bounds of the 

data used to derive the heuristics, it is still to the right of the peak of the Alpha-Robustness 

curve, and thus was used. The peak of the Alpha-Robustness curve occurs at Alpha = .368.  
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6.5 Summary 

 

Table 38 - Summary of Evidence for T hirteen SoS Design-for-Resilience Heuristics.  

Strategies are sorted by effect size seen in Validation Test 2. Shading indicates positive 

evidence provided for each heuristic, while unshaded boxes do not contradict the heuristics 

(rather these tests did not provide positive evidence). The only contradiction was for 

increase Vulnerability (see discussion in Section 6.3.2).  Note, all heuristics tested for the 

Copper Industry and Austrian Plastic were applied in conjunction (i.e., simultaneously 

during a single test).  

 

This chapter explored the relationship between SoS resilience and Network 

Structure for the variants of a forestry case study. The goal of this chapter was to identify 

biologically inspired Network Structure Design Heuristics that could be used when making 

decisions that would impact Network Structure and SoS resilience. This goal was completed 

through three steps: 

First, an initial investigation of 40 ecosystems identified ten correlations that could 

be used to validate the heuristics developed in Section 6.2 and 6.3. A mixture of aquatic and 

terrestrial ecosystems was examined. When examining the final tested heuristics of Table 

38, these initial correlations confirm the heuristics to reduce Mean Path Length, 

Connectance, Number of Predators, Number of Links. Confirmation is also provided for the 

heuristic to increase Robustness. 
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Next, an initial set of six ENA based SoS Network Structure Design Heuristics was 

generated by examining the changing resilience across 16 variants of a Forestry SoS. 

Validation tests using additional ecosystem MOPs and dynamics expanded our list of 

potential Network Structure Design Heuristics to 13, 9 of which were effective in increasing 

the resilience of random networks (Validation Test 2 results).  

The heuristics are an important first step, but additional important work must be 

done. Although Table 38 provides a way for ENA practitioners to evaluate potential SoS 

network design changes, effective heuristics must be clear to the decision makers. As can 

be seen in Figure 56, designers can alter all of the 20 ENA metrics with a combination of 

three actions, adding nodes, adding links, or adjusting flows. The complexity of this 

decision-making process indicates that a tool to assist decision makers in using the heuristics 

developed in this dissertation is a worthy goal of future work. Thus, after validating these 

initial heuristics, a future line of research is focused on translating them to be useful without 

extensive ENA knowledge. This may be through a computational tool or exploring 

additional ways to describe the principles of Table 38.  



 264 

 

 

Figure 56 ï Relationship of Designer Decisions and ENA Metric Values.
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Third, Validation Tests verified several key characteristics of the Network Structure 

Design Heuristics. By combining the KSM Network Structure and initial flow values with 

ecosystem predator-prey dynamics and ecosystem MOPs, Validation Test 1 provided 

evidence that the correlations that form the basis of the design heuristics are robust to 

changing MOPs or constituent dynamics. Validation Test 2 verified that the heuristics can 

be used to increase resilience for networks distinct from the KSM case study. Nine of the 

thirteen tested heuristics were successful at increasing resilience of Erdos-Renyi random 

networks.  

Due to the need for increased resilience in SoS, this chapter investigated BID4R 

Network Structure Design Heuristics. Section 6.3 examined a set of 16 SoS design variants 

with different link removal resilience to determine correlations between ENA metrics and 

resilience, allowing identification of SoS Network Structure Design Heuristics. Heuristics 

provide simplified design guidance based on aspects of the current design context. This 

chapter therefore addresses two key gaps in SoS resilience engineering. First, the BID4R 

Network Structure Design Heuristics provide a quantitative, repeatable design approach, 

and is an advance on current methods that either provide qualitative guidance or are case 

study dependent and non-generalizable. Secondly, the proposed heuristics differ from 

currently implemented resilience engineering approaches as they are fault agnostic. Current 

approaches often require identification and reduction of liabilities in a SoS to increase 

resilience and are responsive only to known potential faults. Thus, this chapter provides a 

crucial step by utilizing Ecological Network Analysis to identify and test a set of design-
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for-resilience heuristics, critical to our goal of developing repeatable approaches to design 

SoSs with increased resilience. 

The results in this chapter exist within limitations. The KSM variants have several 

characteristics that should be viewed as initial conditions for applying these heuristics. First, 

the system should be at steady state; the SoS should not be actively accumulating stock. 

Next, the heuristics were based on a set of 16 variants that only explored a small portion of 

the possible design space. For example, all of the 16 variants had an Alpha greater than .418, 

indicating that these networks favored efficiency over redundancy. Additionally, for each 

test Total System Throughflow and Number of Actors was kept constant. We expect that 

these heuristics may be a powerful tool for individuals seeking to make network decisions 

within the bounds of the examined design variants (captured in Table 39). In other words, 

we recommend interpolating, rather than extrapolating. There is no guarantee that the linear 

regions identified here will continue beyond the boundaries of the data examined. 

Continuing to identify and expand when the heuristics should to applied is an important 

focus of future work. Of note, although the bounds of Ascendency, Development Capacity, 

Overhead, and Total System Throughflow are shown in Table 39, these are not criterion for 

the heuristics to be applicable. That is because the values of these metrics are influenced by 

the units chosen by the modeler. Thus, these metrics can be used to apply the heuristics, but 

not to determine if the heuristics should be applied.  
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Table 39 - Characteristics of Networks Examined in Sections 6.3 and 6.4.  

These should be considered the bounds for which the proposed Network Structure 

Design Heuristics are applicable.  

 

This chapter also completes this dissertationôs examination of using BID to guide 

Network Structure (the WHO of resilience). Next, we turn our focus to individual 

constituent agentôs Interaction Strategy (the HOW  of emergence). Chapter 7 examines this 

type of emergence engineering by looking to eusocial insects for inspiration on how to 

increase SoS resilience.  
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CHAPTER 7. AGENT INTERACTION STRATEGY TACTICS  

7.1 Introduction  

The overall goal of this dissertation is to increase the resilience of SoSs through is 

biologically inspired design (BID). In Chapter 5, we showed that altering a forestry 

industryôs Network Structure to mimic the detrital actor functional group found in 

ecosystems resulted in expected savings of approximately 90,000 USD after a fault. Other 

efforts in the literature include using graph theory to mimic ecosystem structure in industrial 

networks (i.e. water distribution, Military surveillance, and power grids (Chatterjee et al., 

2020; Dave & Layton, 2020a; Panyam et al., 2019)). For example, in a water distribution 

case study,  increasing the graph theory metric Robustness resulted in significant savings  

both for normal operation and when recovering from a fault (Dave & Layton, 2020b; 

Panyam et al., 2019).  These works, however, focus on impacting the Network Structure of 

the complex systems being examined (the WHO  of emergence).  
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Figure 57 - Different Approach Used in Chapter 7 versus Chapters 5 and 6.  

Chapter 7 focuses on using biologically inspire design to impact individual agentôs 

Interaction Strategy within a Multi-Agent System (a constituent of the SoS). Chapters 5 and 

6, however, focused on designing the Network Structure that connects the constituent 

systems. 

Recall, resilience is an emergent property, impacted by both the Network Structure 

between constituent systems (WHO of emergence) and the behaviors of the agents within 

the constituent systems (HOW of emergence). Increasing the resilience of SoSs is difficult 

due to the interconnectivity of multiple constituent systems. SoS constituents are Multi -

Agent System (MAS). MAS are any system where independent agents are acting 

autonomously from one another. For example, in the case of an electrical network, each 

home is an independent agent whose decisions about their power usage fit their specific 

needs. In this chapter, we shift the focus of the dissertation (Figure 57) from designing a 

SoSôs Network Structure (Chapters 5 and 6) to identifying tactics that can be used to alter 

then Interaction Strategy between agents within a constituent MAS. These tactics to 
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engineer an agentôs Interaction Strategy are referred to in this dissertation as Agent 

Interaction Strategy Tactics.  These two different approaches can be used independently or 

in conjunction to increase the overall SoS resilience.  

MAS behavior can be difficult to predict because it is difficult to anticipate the effect 

each agentôs decision will have on the entire system. Without understanding how agents 

impact each other, there is no way to measure a systemôs ability to anticipate, identify and 

recover from adversity (i.e. resilience). Thus, the key question examined in Chapter 7 is: 

What biologically inspired tactics can be used to design agent Interaction Strategy with the 

purpose of increasing resilience?  

Thus, in Chapter 7, we turn to biological multi-agent systems (MAS) to find design 

approaches to increase SoS resilience. Successful BID requires both the identification of 

successful approaches in nature (e.g. identifying the functions that lead to the observed 

phenomenon in nature) and translating them to engineering problems. The source of 

inspiration examined is eusocial insect colonies, such as honeybees and fire ant colonies. 

Eusocial insect colonies are a biological system that demonstrates resilience when they react 

to threats (e.g., external attacks or changes in food availability). By studying colonies in 

action, we can understand how resilience is affected by individual insect (i.e., agent) 

behavior. Insect colonies are an ideal case study for MAS design because although 

individual insects have low computing power, the colony can collectively perform complex 

tasks. This translates well into MAS because both rely on the interactions between 

independent constituents to determine overall system behavior and resilience.  
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Applying biologically inspired agent behaviors to increase resilience requires the 

completion of three research tasks. First, research task 8 (Identify behaviors of eusocial 

insects that promote resilience) is performed. In section 7.2 seven eusocial insect behaviors 

that contribute to resilience are identified. These behaviors are identified by performing a 

functional decomposition. Functional decomposition is the process of breaking down a 

system or process into individual functions (e.g., break down walking into bending one 

knee, lifting from the thigh, and propelling it forward). A functional decomposition of 

eusocial insect resilience is helpful because resilience is a difficult property to study in 

isolation. By observing the combination of individual and collective insect behaviors, we 

identify which functions contribute to resilience. The functional decomposition not only 

identifies these functions, but also demonstrated how they are interconnected. 

Understanding resilience requires understanding both the individual insect characteristics 

and how insects communicate. By decomposing these colony behaviors, we can compare 

analogous MAS and identify resilience design solutions. The functional decomposition is a 

tool to identify design strategies that can be applied to improve resilience in SoSs. 

 As a demonstration for how functional decomposition can be used to design agents 

with the goal of increasing SoS resilience, an example analogical transfer is performed on 

a real-world emergency power generation supply company in section 7.3. The proposed 

Agent Interaction Strategy Tactics are then tested on a model of an Electric Motor 

Manufacturing Supply Chain, completing research task 9 (Identify and implement novel 

biologically inspired Agent Interaction Strategy Tactics and test if SoS resilience is 

improved). These validation tests are discussed in detail in section 7.4. 
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Figure 58 - Framework for Applying Biologically Inspired Agent-Level Design to 

Improve SoS Resilience. 

Finally, throughout this chapter research task 11 (Formally document approach 

taken in Research task 9 as a roadmap for future researchers who desire to extract biological 

behavior into agent-based rules) is completed. Completion of these research tasks result in 

Primary Contribution II: A framework for applying biologically inspired agent-level 

design to improve SoS resilience (Figure 58). This contribution is the process that is 

performed and documented throughout this chapter. Functional decomposition is a 

respected design strategy; however, it has been primary been used for mechanical and 
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product design. Chapter 7 lays out a process by which functional decomposition and 

biologically inspired design can be incorporated into SoS resilience engineering.  

7.2 Identification of Agent Behaviors which Promote Eusocial Insect Colony Resilience 

 
Figure 59 ï Portion of Framework for Applying Biologically Inspired Agent-Level 

Design to Improve SoS Resilience Examined in Section 7.2. 

Flowchart boxes with bold borders are demonstrated in Section 7.2. 

To successfully perform a functional decomposition and analogical transfer requires 

several steps (Figure 59). First, a literature review must be conducted to improve the 

understanding of the biological inspiration. This understanding is then used to create a 
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functional decomposition. The literature review identifies several types of key concepts, 

defined below: 

 BID Functions: Functions observed in eusocial insects that promote resilience. 

These are identified from the eusocial insect functional decomposition.  

Factors: Groupings of BID functions. BID Functions within the same factor impact 

resilience in a similar manner.  

Domain: Domains are the areas where the BID Tactics apply. The transferred 

functions either impact individual agent design or communication design.  

Approach: A broad discussion of how the BID function could be applied to artificial 

SoSs. This discussion focuses on principles that should be applied. Specific Agent 

Interaction Strategy Tactics are discussed to illustrate these principles.  

Agent Interaction Strategy Tactics: A specific approach to apply the transferred 

approach. Agent Interaction Strategy Tactics focus on modeling approaches and techniques 

for implementation.   

7.2.1 Eusocial Insect Literature Review 

Before a functional decomposition could be made, a literature review is conducted. 

This literature review takes a solution-based approach, analyzing existing eusocial insect 

literature to identify insect behaviors that contribute to colony resilience. The process began 

by understanding which behaviors impacted resilience in an insect colony. Using Google 

Scholar, key terms were used to find papers that related to the subject. An initial cursory 
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literature review identified six search phrases to investigate more deeply. The initial terms 

searched for were ñbio-inspired agent-based modelingò, ñcaste polymorphismò, ñinsect 

response thresholdò, ñinsect task allocationò, ñspatial organization division of labor 

insectsò, and ñinsect colony network structure.ò The results for each search term were 

reviewed to identify relevant articles. Relevance was important to limit the scope of the 

papers examined. Papers often touched on topics from different angles and going deeper 

would mean breaking down the intricacies of biological details. To remain focused on the 

question of colony resilience, it was often important to avoid fixating on technical details. 

(E.g. Is the exact gene sequence that contributed to an antenna size, or the exact incubation 

temperature that would determine the temperament of an ant beneficial in understanding 

colony resilience?).  Reading the literature with an approach designed to avoid fixation on 

unnecessary technical details was inspired by the similar scoping used in a survey performed 

by Dressler and Akan on bio-inspired networking (Dressler & Akan, 2010).The title and 

abstracts were initially used to determine the paperôs relevance. There was no required limit 

for citations (e.g. only reading papers with 20 citations). Setting a limit on paper relevance 

would exclude older works that contextualize current approaches and assumptions. Setting 

a limit on the number of citations would exclude new, innovative research from the review. 

Therefore, each paperôs relevance was determined by holistically considering these factors.  

Searching for a single key term in google scholar would yield 10 relevant papers. 

The first read through of those 10 papers would focus on their abstract, introduction and 

conclusion, and determine if the paper addressed our research question. Half of the papers 

were relevant enough for a second read through. The second read through focused on 

analyzing case studies and identifying important definitions and concepts. For every 10 
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papers that were identified in the google scholar, around 1-2 would be read through fully 

(Figure 60).  

 

 
Figure 60- Eusocial Insect Literature Review Process to Support Functional 

Decomposition. 

A well-defined literature review process is needed to create knowledge of the area of nature 

we desire to take inspiration from.  

The literature review was considered complete when recurring concepts and terms 

became redundant. If no obvious conclusions came from reading the papers, the process 

was complete after 10 relevant papers were read through completely without any new 

additional concepts (see Figure 60, step 4).  The final search yielded 35 papers that are listed 

in Appendix F. The information from these sources were then used to perform a functional 

decomposition of eusocial insect resilience. Key biological functions were identified and 

translated into transferred ABM strategies.  

Table 40 L iterature Review Dataset Summary 

Number of 

Papers 

Number of 

Authors 

Publication 

Date Range 

Number of Journals 

Represented 

35 119 1998-2019 33 
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7.2.2 Overall Functional Decomposition 

 

Figure 61 - Function Decomposition of Eusocial Insect Colony Resilience 

Moving to the right answers the question ñHow is a function achieved?ò, while moving to 

the left answers the question ñWhy is a function achieved?ò 

The final functional decomposition of insect behavior is shown in Figure 61. For a 

description of the functional decomposition process, see Section 2.5.3. This functional 

decomposition was dominated by six factors (groupings of functions). A simplified 

functional decomposition which shows these factors in relation to the Domains is in Figure 

62. 






















































































































































































































































































































































































































































































