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SUMMARY

Modern life is enhanced by complex Systems of Systems (®@e8yorks that
combine constituentsuch as financial systems, power infrastructure, and transportation
networks.Networking constituents increases the possible services and utility than can be
provided.The response a SoS to unexpected subsystem fagk) however, undermines
its effectiveness andould mitigate the advantages of combining constituent sysidmes
increased complexity of SoS and mudtyer interaction effects hamper the use of
traditional System Engineering approachdgg.g., design bydecompositionXo mitigate
these unexpected failures. One possible solution to unexpected failures would be to
increase the So0S6s resil i e thatdescridestiseiallilitye nc e
of a SoS to resist faults, minimizbsruption during a fault, and recover from a fault
Current strategies tmcrease resilience afeampered by the level of complexity within
SoS. Thidissertatiorproposes a novel method to increase SoS resiligvieypothesize
thatbiologically inspieddesigncan increase resilience byforming boththe structure of
SoS interactions and the agent interactions. dissertation achievahkree research goals
which result intwo primarycontributions to theewfield of System of System Engineering
(ScSE). The primarytools used in this dissertation akeological Network Analysis,
System Dynamic Modeling, and AgeBased Modeling. The result of this research will
betwo approaches to increase resilience. Fvstidentifya set ofLl3 Network Structure
Design Heuristicsto guide SoS evolution. Secondlg framework for implementing
biologically inspiredagent behavior to increase resiliemceleveloped and presentddi
Agent Interaction Strategy Tacticare developed and tested. Application of these

approachegould dramatically increase the sustainability and resilience of modern SoS.
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CHAPTER 1. INTRODUCTION

1.1 Motivation

Modern life has been enabled by Systems of Systems)\S8S0S is a group of
systems that by operating together has added capalibtsaurentis & Cossley, 2005;
Joannou et al., 2019; Nielsen et al., 2015; Uday & Marais, 20H&ISO/IEC/IEEE 21839
standarddefines SoS aa fiset of systems or system elements that interact to provide a
unique capability that none of the constituent systems caonngdish on its own
(International Organization for Stdardization, 2019) &onnecting constituent systems
into a SoSprovides additional services or functiof@@e et al., 2014; Joannou et al., 2019;
A. P. Sage & Biemer, 200/Combining complex sociotechnical systems atarger SoS
typically results in improved performance characteristics including sustainability,

efficiency, or productivity

So$ are abundant Financial systems, power infrastructure, agriculture,
transportation networks, and other systems synergistically combineesbaerces and
services of their constituent systems into S@8annou et al., 2019\n example of a SoS
is the interaction between a water distribution network, electrical grid, communication
network, and transportation network in a city. #a8mplesnclude national water supply,
electrical distributionthe Global Earth Observation SystashSystems (GEOSSinilitary
air defense, financial systems, national airspace system, human health cantiracities
(Butterfield et al., 2008; Dodgson & Gann, 2011; Eusgeld et al., 2011; Filippini & Silva,
2014; Ge et al., 2014; Hata et al., 2009; Joannou et al., 2019; Maier, 1998; Nielsen et al.,

2015; San Migal et al., 2012; Sheard & Mostashari, 2009)



SoS designhoweverjs a difficult undertaking due Sdfing acomplex multilevel
network. Within sociotechnical systems, a population of independent agents (often people)
interacts with each other, the Imical artifacts in each system, and the environniént
Holland, 2019) As a result, sociotechnical systems are complex with many attributes that
hamper design intervention. These attributes include emergence (system behavior that is not
reducible to agent behavior), selfganization (including spatidémporal agent
distributions), and nofinear response to system stim(lelbing & Balietti, 2011;
PumpuniLenss et al., 2017; Rouse, 2007; San Miguel et al., 20} her hindering SoS
design efforts, these complex sociotechnical systems (which themselves are difficult to
design) are then networked together imtdarger SoS. One significant challenge in
attempting todevelop a design methodologyor SoS is that many desirable SoS
characeristics (e.g. resilience, safety, sustainability, robustness) are emergents that result
from the interactions of the constituent complex syst@pp & Gabric, 2002;
DelLaurentis & Crossley, 2005; Fiksel, 2003; T. Holland, 2019; Leveson et al., 2012,

PumpuniLensseth. , 2017;. kahin, 2005)



System of System Level Properties:
e.g. Resilience, Sustainability, Reliability

System of Systems

a
g Network Structure
g EMMI Flow
» | System Level Parameters: s oy
" ) eq. Spatial-Temporal Self Organizati &Y — :.._:‘;'
:\ \ &7 Complex System " & K & A N
== N 2 === N
1 SoS .| i B SoS .
: Inputs - '" Outputs ,~
SRl \
Local Environment

Figure 1- A System of Systems is a MuliLevel Complex Network
Complex sociotechnical systems consist of interactions between agents, entities (technical

artifacts) and the systemnvironment. Through emergence their interactions result in
properties measurable at the system level. These complex system properties also interact as
Energy, Material, Money, and Information (EMMI) flow through their network. The
combination of these iatactions with the local environment results in SoS emergent
characteristics¢.g.r esi | i ence). As an Aopen systemo tI
of interaction between itself, the global environment, and inputs to the SoS. At every
hierarchical sale complexity is present and resistant to reductionist engineering
approaches

Not surprisingly, these challenges have resulted in SoS design approaches that
require significant improvement. Previous efforts in SoS design focused on overcoming the
logistical and interface challenges of combining systems, but not on predicting or improving
SoS operatioMaier, 1998; Rainey & Tolk, 20154As a result, engineers have successfully
created SoS, but have difficulty cariting or predicting SoS dynami¢3amshidi, 2018; A.

Sage & Cuppan, 2001ppecifically, work is needetb improvethe response of SoS to



unexpected constituent system failur8eS dynamics are often emergerg.(SoS level
behavior that cannot be predicted by constituesiiabior), and thus many System
Engineering design approaches are ineffect@gstem Engineering approaches often
cannot be applied to emergerdue to the use of reductionistic bottamn designSchaff,

2018) Current efforts to reduce SoS vulnerabilities focus on improving human response,
fault identification, or adaptaticaiter a fault(Bie et al., 2017; Comfort et al., 2003; van der
Leeuw & AscharLeygonie, 2010) Another common approach adds robustness to
individual SoS components order toadd redundancy in the S@Bie et al., 2017; Hosseini

et al.,, 2016; Uday & Marais, 2015Resilience can be increased developing fault
identification approaches, improving human response, expanding constituent redundancy,
adding robustness, and making fault response more efféBiwet al., 2017; Hosseini et

al., 2016; Madni & Jackson, 2009; Uday & Marais, 2015; van der Leeuw & Aschan
Leygonie, 2010)As SoS$ scale, these approachesfortunatelypecome unsustainable in
their human performance and cost requiremehRts. example, perceived designer effort

grows greater than linearly as network complexity grikisn et al., 2017)

SoS response to unexpected subsystem failure can undermine their benefits. SoS
failures can result in greater costs than the saving gained by implemeSt&yinstead of
independent system&esearchersecognize the importance of limiting the impact of
failures within complex systen{glaley et al., 2016)but SoS vulnerabilities still include
cascading faults, difficulties in anticipating the scope dtifes, and identifying critical

infrastructure nodes

The consequences of SoS that cannot adequately respond to local failures can have

widespread impacts. On August 14, 2003 portions of the United States and Canada



experienced an electrical blackout that resulted in-fiftg million customers losing power

and shut down over odmundred power plants. The cause was not a coordinated failure or
widespread network attack, but a powerline in Ohio touching a tre¢Bhimsack, 2019)

These types of propagating failures are not limited to physical networks. On May 6, 2010,
the AFl ash Crasho traveled through the U.S.
widely. Accenture fell to only penny,hile Apple rose to $100,000 per share. Once again,

the cause was a local event, trades initiated in Kansas to sell a block of one type of stock
(Miller, 2019). Resilience, however, is an emergent SoS property that would improve SoS

respons to unexpected constituent faulBaries, 2012)

Reslience describes the performance of a SoS after adverse iengs al., 2017,
Hollnagel, 2006; Hosseini et aR016; Uday & Marais, 201550Sresilienceis described
asthe ability of a SoS to resist faults, minimize disruption during a fault, and recover from
a fault(Bie et al., 2017; Hosseini et al., 2016; Uday & Marais, 208p¢cifically,the fault
of interest in this dissertation is unexpected link remo&adystem with hiy resilience
would have minimal disruption and a speedy recovery to a stable state after a system fault
(Hollnagel, 2006) For example, consider a power plant that experiences a turbine failure.
A two-turbine plant that experiences a 50% reduction in output for 2 hours is more resilient
than a Hturbine plant that experiences a 100% reduction in output for 4 hours. Degreasin
either the duration or magnitude af disruption increases resilience. Resilience and
sustainability are linked concep{®doradi et al, 2018) A SoS might operate in an
environmentally sustainable manner (i.e. zero carbon footprint), but if the SoS is not
resilient it will require additional resources to recover from faults or maintain system

functionality. The material investmentrecover from these faults could be so great that the



lack of resilience could threaten the overall sustainability of the SoS. Given the importance
of SoS in the modern world and the challenges faced by System of Systems Engineering
(SoSE), we are interesten increasing SoS network resilienddwus, the central question

of this research idVhat design approaches can be used to increase SoS resilience?

Biologically inspired design may provide the needed approach to increase SoS
resilience. Biologicallynspired design is a form of design by analogy that seeks to utilize
existing designs in nature to improve technical artifg&teoyo et al., 2018; Fu et al., 2014)
Biologically inspired design has proven successful in the design of a wide variety of
technical artifacts and in providing a framework to design adaptive engineered systems
(artifacts with theability to reduce the impact or recover from fau(rroyo et al., 2018)

We turn to biologically inspired design as an approach to increase SoS resilience because
there is evidence that ecosystems may have evolved to increase refilirapge& Gabric,

2002; Kristensen et al., 2003; Mellard & Ballantyne, 20Etposystem resilience enables

life to perseveraNontresilient SoS by definition do not persist. Therefore, the ecosystems
which currently exist are more resilightinthose that suffered extinctig@ropp & Gabric,

2002) We hypothesize that Biologically InspirBésigrfor-Resilience(BID4R)could be

used to intentionally increase SoS resilience.

1.2Resilience as an Emergent Property

The existence of emergence within Sdfamper efforts by engineets increase
SoS resilienceThere are two types of measurable SoS characteristics: resultants and

emergents(Figure 2) Resultant characteristics are the aggregated characteristics of



constituents. Emergents are SoS charatiegithat are not the aggregated characteristics

of constituentgLangford, 2018)

p) Example Resultants
* Total Weight
* Total Link Flow

/ \ @ Example Emergents
* Resilience to Link Failure
C— w * Qverall System Behavior

Figure 2- Examples of Resultants and Emergents in a Complex System

In this complex system, three agents exchange opinions about a topic and attempt to reach
a consensus(g.,choosing a restaurant for lunch). Agent 1 sendormation to Agent 2,

Agent 2 sends information to Agent 3, and Agent 3 sends information to Agents 1 and 2.
Measurable characteristics of this system can be divided into resultants (able to be
determined by examining each individual) or emergentsy/ (adasurable by considering
individuals and interactions). Note: This example is a system, not a SoS, but the same
principles apply (e.g. substitute Agent 1 for System 1).

We prefer the following definition of emergence, as it is both general enough to
incorporate emergent properties of systems, SoS, and ecosysteimspgetfic enough to
detect emergence. From Johnson and Padill a:
effects that are approximately underivable based on system components &nd the
interrelationshipgJohnson IV &Padilla, 2018) 6 The word fAapproxi mat e
Johnson and Padilla to acknowledge the fact that some emergents may become resultants as

SoSE knowledge increases.

As shown in Figure 1, emergence is not merely a system or SoS process. ¢t has th
potential to occur anytime there are multiple autonomous entities inter@idteigen et al.,
2015; Schaff, 2018)An interaction is any event which results in the exchangaery,

matter, material wealh (money), or information (EMMI) (Langford, 2018) These



interacting components are referred to as constitiefatisnes, 2009; Rhode2018; Tran

et al., 2017; Uday & Marais, 2018yomplexsystems are the constituents within SoS, while
agents arghe constituents within complex systems. Emergence is often the result of
constituemnchoices with limited, local informatiofBonabeau, 2002b; Di Marzo Serugendo

et al., 2006)

There are tw&@o0S characteristics that can be altered to engineer emergence (Figure
3). First, WHO constituents interact with, defined as S @OI8tdork Structure This
characteristic issometimes referred to as the Operational Viewpoint in the literature
(Rhodes, 2018)The second characteristic BOW constituents interact, defined as
Interaction Strategy Interaction Strateggxplains how two systems or So&n have the
same interaction topography but exhibit different emergents. The key principle is that
interactions are unavoidable within complex systems orsSa&d thus emergence is
unavoidible (Keating & Katina, 2018; Langford, 2018pue to its universal existence,
successful SoSE will require considering

manifest as desirable SoS characteristics.
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Engineering Emergence through
Network Structure

. (who constituents interact with) / \
Original System
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i S T Engineering Emergence through \\@

Interaction Strategy
(how constituents interact)

Figure371 Two Approaches to Engineer Emergence

Emergent characteristics can be changed through two approaches. Firdyetiaerk
Structure(WHO) can be altered. In our example of three agents exchanging information,

this would be equivalent to changing who each agent talks or listens to. The second
approach to engineering emergence focuses on alteringntieeaction Strategyof a
constituent. Inour exampl e, this would be equival er
i nf | u e, enkeloto licten, but very likely to convince others of his/her viewpoint).

A successfuldesignfor-resilience must therefore consider bapproaches to
engineeremergenceNetwork Structureand Interaction Strategy The broad question we
are interested in isWWhat design approaches can be used to increase SoS resilience?
Research into influencing thetwork Structure(WHO of emergence) ointeraction
Strategy(HOW of emergence) is driven by lofty design goals. Harnessing emergence holds
the potenti al t merfommartgforecast emergsmespdngemto faults
ercourageoositive emergence, and prevent negative emerdgént¢olland, 2019; Rainey,
2018; Schaff, 2018)These goals face several significant technical challenges. At the
broadestdvel, emergence has ngit been modeled with explicit mathematical equations
(Petty, 2018; Rainey, 2018; Schaff, 2018urrent strategies to enginéégtwork Structure
are hampered by the level of complexity within modersteays or SoS. The complexity

exceeds the cognitive ability of engineers and decision mgkKsmnfort et al., 2003;



Rhodes, 2018)Additionally, for atraditional systenNetworkStructureis a design decision

made prior to implementation. For a SoS, structural evolution occurs as constituents are
added to or removed from the SoS, resulting in continuous network restru¢iinodes,

2018) This continuous restructuring requires engineering emergence to be ongoing, instead

of a singleupfrontdesign decision.

Current strategies to engine#rteraction Strategy (HOWhlso face practical
chall enges. First, changes to an constitue
network, causing unexpected cascading effdcasmgford, 2018) Secondly, problems of
complexity also hinder engineering constituémteraction StrategyFor examplesome
biologically inspired applications of stigmergfagent communication through the
environment)have had to rely on experimah adjustments to determine the agent
parameter settings to optimize swarm applicati@emnPierre et al., 2006)As a result,
approaches such as system dynamics, regression analysis, and closed form mdthematica

evaluation havaot yetsuccessfully analyzkemergencéBonabeau, 2002b)

These limitations require a novel approach to investigate SoS emergence and
resilience. Biologicallyinspired design may provide insights inaccessible from other
approachesWe hypothesize that Biologically Inspir&kesignfor-Resilience (BID4R)

could be used to intentionally increase SoS resilience.

Specifically, the hierarchical nature of SoS emergesugggests that two unique
emergence engineeriagproaches may be needed (Figurd g first approach is applied

to the network structure between SoS constituent complex systems, while the second is

10



applied to agents within the complex systems. Both aobes have the goal of increasing

the resilience of SoShe two approaches are summarized in Table 1.

Table 1- Comparison of Complex System and SoS Design Leverage Points.
Network Structure (Who)

Interaction Strategy (How)

Time Population Central or Susceptible to Intervention Time Central or Susceptibleto  Intervention
Scale Size Distributed Design Strategy Scale  Distributed Design Strategy
Intervention? Intervention?
Often Often Usually No NA Often May be Yes Biologically
Complex syStem Faster Larger Distributed Faster Initialized Inspired
Centrally Agent
Behaviors
Often Often Relatively Yes Network May Distributed No NA
SVSte U Of Slower Smaller Central Heuristics not
Syste ms Evolve

First, consider Network Structuré&oS network evolutio is often observed over
long time scales and requires coordination between multiple constituent system
stakeholdersAn examplemodification would be to add an additional electrical supply
source to a factory; or for two constituents to create an infaymatterlock where if one
failed, the other would increase production. Theeraction Strategyfunction of each
system) though,may be highly resistant to engineering intervention. It is unlikely that a
hospital will be converted into a power plant,esvif SoS resilience would increase
dramatically. Thus, we see that at the SoS levelN#tevork Structurés amiable to design
intervention during these critical evolution decision points, while constituégrtaction
Strategy(function) is not. This mblem structure indicates that SoS design heuristics for
decision makers consideringN@twork Structurehange may be a powerful tool to increase
SoS performance. Biologically inspired design can be used to inform those design heuristics
by identifying what ecosystem network characteristics result in increasiidnee. This

work investigates those desitpeuristics through a dataset of ecosystem and SoSs. This

11



d at alNewvorldoStructures evaluated with Ecological Network Analy$iEENA), a subset

ofgraphtheoryAnal yzed network metrics are then co

SoS biologically inspired network design will not be a viable approach for
emergence exhibited within the constituent complex systems. Complex systems typically
involve many more agents than SoS involve complex systems. Additionally, complex
systemNetwork Structuraapidy changes and links are often created at the agent level.
There is a design opportunity, however, to aftew constituent agents interact within a

complex system.

Biologically inspireddesign provides numerous examples of agent rules which
result in emegent behavior. These examples have mainly been used for area search or
optimization, rather than improving resilience. Rather than develop a set of heuristics, as
proposed for So8etwork Structurethis dissertation will demonstrate that complex system
resilien@ can be increased by implementing biologically inspiaetics to the agents in a
constiient As shown in Figure 1, agent actions impact the constituent complex system
resilience through emergence, which then impacts the SoS resilience (teroagience
again). Thus, intervention at the individual agent level within a constituent system is one
approach to increase SoS resilienéer this dissertation, we investigatusociainsect
behavioras an approadio improve SoSesilience. By demonsiting that changing system
agent behavior is a viable method to increase SoS resilience, this dissertations@ovide
framework to enable designers to adajtlogically inspired agent behaviors to their

problem domain.
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In summary this dissertatiorpropses a new Biologically Inspired Desifjr-
Resilience (BID4R) using two approaché&srst, ecosystemNetwork Structures used to
devel op heur i stNetwsrk Strocturgewiutobre(WHO ofem8rgence
Secondly, eusocial insect behavior is used to idetdifyicsthat can result in improved
resilience througlnteraction StrategfHOW of emergence This vision is summarized in

our overall research question.

Hypothetical SoS Redesign Using BID4R

Filtration rotation strategy informed by
ant colony task allocation. (CH7)

>< 1 Link Addition
' inspired by

(‘ ))) ‘ decomposer
functional

((‘ ))) ’ group. (CH5)

A——

4 N\
Server Type Distribution inspired by bee | & - k& ——
A "y

Hypothetical As-Is Low Resilience SoS. [

colony genetic structure. (CH7)

Link Addition inspired by Ecosystem Graph | ,..=*"
structure. (CH6) Legend

Altering Network Structure (Who of Emergence)

' '

Altering Interaction Strategy (How of Emergence).

L S

Figure 471 Biologically Inspired Designfor-Resilience (BID4R) Vision.

This figure shows a hypothetical example of how a low resilience SoS could be modified
using BID4R. BotiNetwork StructurandIinteraction Strateggan be modified towcrease
resilience. Chapters referenced in hypothetical redesign descriptions point the reader to
further discussion and investigation of that inspiration.

1.3Overall Research Question

How can biological inspiration be used to design SlefvorkStructureor constituent

Interaction Strategyo increase resilience?

13



This overall research question can be broken down into a seriemlsfand secondary
qguestions. The secondary questions are presented under each each of the corresponding

research gda in Section 1.4.

1.4 Research Goals

Meaningful research requires clearly identifying the current state of the art,
formulating research goals to advance the art, identifying gaps, and developing

contributions to help fill those gaps. Table 2 presemsdhationship between these areas.

14



Table 2 - Dissertation Goals, Gaps, Contributions, Tasksand Chapter Location.

SOSE State|] Research I
SPECIFIC GAPS Contribution Research Task CH
of Art GAPS Goal
So<E hasrecognized that research RT1: Develop a metric td
being hindered by a means to bg measure SoS resilience
SoS are evaluate SoS and develop models (SoSRM)
vulnerable to SC1: A new (;nethod to| RT2: Validate that SoSRM
unexpected SOSE ha often bcused on| MEASUre an compac measures ground truth with
failures. component properties while So Resilience between Se9 series of experiments to mod{ 4
RG1: Identify | design requires consideration and Ecosystems. Eir:)disg?ssﬁlswm of decreasi
attributes of | overall properties (i.eesilience). Y-
ecosystems
that are
desw_able Many studies still attempt t RT3: Demonstrate limiteg
Systems design , = ’ . .
Engineering | characteristics increase resilience by orchestratij SC2: Newevidence for the| effectiveness of curren
cannot be of SoS dynamic interventions, rather thg limitations of current| resilience improvemen 5
applied to SoS engaging in SoS$lesign(Cavallaro| appro@hes to improve SoY approaches, validating the ne
due to the et al., 2014; Nan & Sansavini, 201| resilience. for biologically inspireddesign.
existence of Tran e e, 2010 :Thefi lysis of § RT4: Anal llecti fi
emergence. There has not been a systema SC3: The first analysis o : Analyze collection o
. - set of ecosystems and Sq ecosystems and SoS fq
evaluation comparingecosystem| = : - P
b with our novel resiliencg resilience.
and SosS resilience. .
metric
SoSE is unable . . SC4: Statistical evaluatiol RT5: Using approaches such
SoSResilience design methodolog . . - ’ ;
to use is as ad hoc, focused on identifyi of the relationship betwee| regression analysis, determi
increased Ny e ENA metrics and| relationstip  between ENA
o . . faulty designs, and reductionist. - ) o
resilience to RG2: Derive resilience. metrics andesilience.
resist design SoS engineers acknowledge that { RT6: Using results of RT5 6
unexpected heuristics first step towards increasing th create Network  Structure
faults. Current from rigor of SOSE may be the creation heuristics to help policy maker|
approaches ecosystem | design heuristics(DeLaurentis &| PCIl: Network Structure | direct the evolution of their So
require ever structure to | Crossley, 2005; Rouse, 2007) DesignHeuristics for SoS | to increaseesilience.
increasing improve SoS decision makers to guide| RT7: Demonstrate effectiveneg
human performance. | SoSE is ilkequipped to evaluaty{ SoSevolution. of design heuristics  with
perfo_rmancg or| between two proposed structu application to a case study
everincreasing changes improve SoSesilience.
costs
RT8: Identify behaviors of
eusocial insecs that promote|
resilience.
RT9: Identify and implemen{ 7
RG3: SC5: Identification of a nov_elblologlcall_y|nsp|rec_j_agent
Current Demonstrate specific biologicall tacticsandtest if SoSresilience
approaches to a design Spec gically | g improved.
inspired agent behavi - -
use emergence] approach to : RT10: Implement  desig
A - . . N .| that can be used to improy L )
to improve SoS| implement | Biologically inspiredagent behavior - revision to the case study in RT|
s ) . ; - SoSresilience. .
resilience are | biologically | has not been applied to improve S and RT9 to include both
inadequate, | inspired agent resilience. structural and agent changg 8
requiring a behavior Determine difference in
noveldesign | within SoS to resilience gains from théwo
approach. improve strategies.
performance . RT11: Formally documen
:CI:'"'?‘ framzwoernliléc\)/rd approach taken in RT9 as
pplying 9 roadmap for future researche| 7

design to improve SoS
resilience.

who desire to extract biologicg
behavior into agerbased rules.
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1.4.1 ResearchGoal 1. Identify Attributes of Ecosystem$hat Are Desirable Design

Characteristics of SoS

Secondary Question What attributes of Ecosystems should be applied to SoS in

order to increase resilience?

This dissertation begins by developing a new approach to nee8s$ resilience
the System of Systems Resilience Mef8oSRM). Desigfior-X methodology requires X
to be measurable. Current resilient measurements are a function of SoS architecture, fault
type, fault duration, and fault recovery strateBgsearcherhave struggled to isolate the
impact of architecture on resilience given the inclusion of the other independent variables
(fault type, recovery strategy, and fault duratidri)is makes it difficult to compare results
between different context®umpuniLenss et al., 2017)lhis first task focuses on metric
development and validation to enable Biologically InspDedigrfor-Resilience (BID4R).

SoSRM development and validation is presented in Chapter 4.

Once resilience can be measured a collecticao$ystems and So%eaevaluated
for correlation with SOSRM and graph theory metrics. The resultssdrialysis enable us

to determine which network characteristics correlate with increased or reduced resilience.

1.4.2 RG2: Derive Design Heuristitdm Ecosystem Structartolmprove SoS Resilience

Secondary Question 2Vhatdesign heuristics can be usedrtoreaseSoSresilience?

The previously calculated correlations are refined into design heuristics. Design
heuristics are necessary to translate the abstract mathematical concepts disntvered

actionable guidance for realorld SoS decision makers. Successful heuristics refatte
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context and recommended action identification. Heuristics provide a repeatable design
approach to improve SoS performance, long recognized as a need withi(C&h3Hrentis

& Crossley, 205; Rouse, 20075pecifically, these design principles will seek to guide SoS
decision makers as to how their SoS network should evolve. Current guidance
acknowledgesthe importanceof SoS structural evolution and the role that current
configuration pays in limiting the possible design spd8alat & Bourdic, 2012; Sheard &
Mostashari, 2009) Current guidelines recommend include increasing redundancy or
repairability(Uday & Marais, 2015)but fail to provide quantitative guidance (e.g. by how
much is one solution preferred over another). This prevents diesighmethodology from

being applied for SoS resilience. The new heuristics from this dissertat also tested

for their effectiveness against traditional approaches. The results of this research goal are

presented in Chapters 5 and 6.

1.4.3 RG3: Demonstrata Design Approach That Utilizes Biologically Inspired Agent

Behaviourto Improve S8 Peformance

Secondary Question 3ow can biologically inspired agent behavior be used to increase

SoS resilience?

Lower-level constituents (individual agent) network topographies often shift too
rapidly and are too decentralized to allow design heuritibge utilizedTable 1).Instead,
we build on the success biblogically inspireddesign in fields such as optimization and
multi-agent flocking tdranslateinsect behaviors with increased resilience into 8gént
behavior Successfully implementirigologicallyinspiredtactics to agentis our case study

will provide a framework for future researchers bedogically inspiredagentbehavior to
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increase resilience for their specific desidrallenge Tactics areapproaches that apply
functions performed in nature to increase resilience to SoS. Specifically, tactics provide
insight into how these biological features can be encoded or applied intebagedtmodels

and multiagent systems.

1.5 Fundamental Contributions

This dissertation results in twprimary contributions (PC) and fivesecondary
contributions (SC). They have been organized under each researdn eaition 1.5
Table3 outl i nes how the contributions ar e I
class fi cati ons of possible objectives of phil
of Performing Research Which will Contribute Helpful Engineering Knowledge
Concerning Emergend@. Ferris, 2018) 6 Addi ti onally, the contr
conceptual, empirical, or methodological. These contributions meet the requirements of the
Woodruff School Dissertain guidance of being additions to the fundamental knowledge

in the field of SoSE.
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Table 3- Types ofResearchContributions.
Contributions adapted froffT. Ferris, 2018)
Note: Only applicable contributions included.

Dimension Code | Possible Category

Desired Outcome | D1 Theoretical Development of the Field

D2 Practical Development of the Field

D3 Development in Theory and Practice

Knowledge Goal K1 Goal is Knowledge

K2 Goal is field of Application

K3 Goal is Knowledge and Application

Beneficiary Bl Investigator (Includes Academia)

B2 Others in the Community (Outside Academia)

1.5.1 Contributions from Achieving@: Identify Attributesof Ecosystems That Are

Desirable Design Characteristic S&

Completion of research goal 1 results in thesosdary contributions.

1.5.1.1 SC1: A New Methotb Measureand Compare Resilience Between Safhd

Ecosystems

SoSE harecognized that research is being hindered by a means to both evaluate
So$and develop mode(Rouse, 2007)SoSE have often focused component properties
while SoS design requires consideration of overall propertiesgsidence)Nielsen et al.,

2015) This methodological contribution provides a tool for both of those gaps. SC1 is a
conceptual contribution, clarifying and quantifying the measuremei@o&resilience.

D1,K1,B1
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1.5.1.2 SC2: New Evidender The Limitations of Current Approaché&s Improve SoS

Resilience

In tandem with our hypothesis thhtologically inspired designs a preferred
mechanism to increase SoS resilience is the assertion that current intervandons
insufficient. Although this assertion has been observed in the literature, many studies still
attempt to increase resilience by orchestrating dynamic interventions, rather than engaging
in SoSdesign(Cavallaro et al., 2014; Nan & Sansavini, 20Ii@n et al., 2017)Thus, this
conceptual contribution provides additional evidence for the need to focus research

biologically inspireddesignratherthan the current focus on response strategies. D1,K1,B1

1.5.1.3 SC3: The First Analysi$ a Setof Ecosystems with Our Novel Sd®esilience

Metric

Although the literature supposes that ecosystems have inherently high resilience,
this supposition is often based on evidence such as the continued endurance of ecosystems
over long time period&ropp & Gabric, 2002)There has not been a systematic evaluation
of natural SoS resilience. Building on the datasets collected by Layton and (Uaytisn,

2014; Z. Morris, 202Q)we measure the resilienokecosystems using the newly developed
metric. Authors have advocated for a largataset comparing simulation and network
theory analysis resul{gialey et al., 2016)This empirical contribution will provide the first

large dataset calculating ecosystem resilience. D2,K3,B1
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1.5.2 Contributionsfrom Achieving RG2: Derive Design Heuristi€som Ecosystem

Structureto Improve SoS Performance

Completion ofesearclgoal 2 results in one secondary contribution and one primary

contribution.

1.5.2.1 SC4: Statistical Evaluatioof the Relationship Between NA Metrics and

Resilience

In a 2015 review, SoS Resilience design methodology was classified as ad hoc,
focused on identifying faulty designs, and reductionist. These shortcomings prompted the
authors to note that the current approaches are inadequate and unable to meet cirent SoS
demandgUday & Marais, 2015)SC4will result in a quantitative evaluation of thietwork
Structurecharacteristics which correlate highly with resilience. Emgirical contribution

will provide the basis for our digm heuristics. D2,K3,B1

1.5.2.2PCI: Design Heuristics for SoS Policy or Decision Maker&uide SoNetwork

StructureEvolution

Despite recognizing the important rdletwork Structuresvolution plays within
So0S;, current SoSEpproaches aik-equippél to evaluate between two proposed structural
changes (except for simplistic analysis such as two independent power sources are more
resilient than one). A needed tool will inform designers which proposed network evolution
is expected to increagesilien®. SoS engineers acknowledge that the first step towards
increasing the rigor of SOSE may be the creation of design heuliB@tsurentis &

Crossley, 2005; Rouse, 2008pecifically, our wrk falls into the gap recognized by Ferris,
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that future design configurations require modeling investigation to improve the design
process(T. Ferris, 2018) This dissertation utilizes theystem dynamics modeling

framework to derive and develop design heuristics. This methodological contribution
providesguidance for SoS decision makers considering a network investment or change.

D3,K2,B2

1.5.3 Contributiondrom Achieving RG3: Demonstrate a Desigpproachto Implement

Biologically Inspired Agent Behavior Within S&to Improve Performance

Achieving research goal 3 will result in one secondary contribution and one primary

contribution.

1.5.3.1 SC5: Evidencé&hat Biologically InspiredTlactics Appled to Agens is a Viable

Approachto Improve S& Resilience

Biologically inspired agent behavior has been successfully used in complex systems
such as the Internet of Thingldamidouche et al., 2019but had nbyet been applied to
improve SoS resilience. This methodological contribution provides a proof of concept to

future designers on how to implement agent behaviors to increase SoS resilience. D3,K3,B2

1.5.3.2 PCII: A Frameworfor Applying AgeniLevel Desia to Improve SoS Resilience

This empirical contribution tests our agent behaviors on a case stméjetric
motor manufacturingsupply chain). The result provisilboth a theoretical justification for
our approach to increase resilience, but also paldmnefit to the SoS stakeholdefghe

case studyD3,K3,B2

22



1.6 Research Tasks

To answer t he Howcasbmlogrd inspitateos e usedcto désign

SoSNetwork Structurer Constituentlnteraction to increase resilienceéand meet the

research goals, the following research tasks were conducted. Research tasks are presented

with their corresponding research goals (RG).

1.6.1 Research Tasks That Suppo@l1R Identify Attributesof Ecosystems That Are

Desirable Design Characteristic S&

Research Goal 1 requires completion of research tasks 1 through 4.

1.6.1.1 RT1: Develop WMetric toMeasure SoS Resilience

A method of measuring Sa8silience is required to both assess the effectiveness of
design strategies as well as compare natural and artificial SoS resilience. SOSRM was
developed by usingraph theoryo define fault duration and the defining characteristics of
SoS to define faulbcation. Chapter 4 presents the development of SOSRM. RT 1 supports

SC1 (develo@mnew method to measure SoS resilience).

1.6.1.2 RT2: Validat& hat SoSRM Measures Ground Truth watleriesof Experiments

to Modelan Ecosystenof Decreasing Biodiversy

Development of a metric is insufficient if thmaetric does not provide accurate
measurements. Withotihoroughtesting SOSRM, the value of SC1 is extremely limited.
One way to validate SOSRM is to measure the correlation between the SalaBM

produce with naturally occurring examples of resilience. We leverage the relationship
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betweerknowne cosyst em characteristics and resi
Chapter 4 presents the validation testing for SOSRM. The completion of RT1 and RT2

together complete SCa new method to measure SoS resilience).

1.6.1.3 RT3: Demonstrate Limited Effectivenedfs Current Resilience Improvement

Approaches, Validatinthe Need for Biologically Inspired Design

RT3 provides evidence that traditional resilience engineering approaches are limited
in their ability to improve resilience. Identifying these limitations provides motivation to
explore additional resilience engineering approaches subiolagically inspired design.

To demonstrate these limitations, simulations of a Swiss Forestry Industry attempted to
maximize resilience by conducting an optimization search across the parameters defining
engineeredystem capacity and human response. NetButrkcturevas feld constant. This

study provided evidence that when Mhetwork Structures fixed, the resilience of a SoS is
bounded. No matter how many resources were invested into the SoS, SoS resilience
approaches an upper bound. RT3 is presented in Chaped completesSC2 (new

evidence for the limitations of current approaches to imp8o&xesilience).

1.6.1.4 RT4: Analyze Collectioof Ecosystems and SoS and Measure Resilience

A dataset which records graph theory metrics and resilience for ecosystems is
nealed to determine which characteristics of natural SoS result in increased resilience. This
work is presented inl@pteré and completes SC3 (the first analysis of a setadystems
with our novel resilience metric) and RG1 (ldentify attributes of ecemystthat are

desirable design characteristics of So0S).
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1.6.2 Research TaskBhat Support RG2: Derive Design Heuristiidom Ecosystem

Structure tdmprove SoS Performance

Research goal 2 requires completion of research tasks 5 through 7.

1.6.2.1 RT5: Usig Approaches Suchs Regression Analysis, Determine Relationship

Between BIA Metricsand Resilience

Network StructureDesign Heuristicare based on the relationship between ENA
metrics and SoSRM. RT5 encompasses performing statistical analysis of the dataset
collected in RT4 to determine which ENA metrics correlate with resilience. RT 5 provides
SC 4 (statistical evaluation of the relatioipshetween ENA metrics and resilience). This

work is presented inl@&pter6.

1.6.2.2 RT6: Usinthe Results of RT5, Create Network StructuDesigrHeuristicsto Help

Policy Makers Directhe Evolutionof Their S&sto Increase Resilience

The results oRT5 will be used to create a set othenNetwork Structure Bsign
Heuristics that So8ngineer®r decision makers could use when considering expanding or
evolving their SoS network. These heuristics will be focused on guidance to increase the
SoS redience. RT6 contributes to PCNétwork Structure Design Heuristidsr SoS
decision makers to guide Sd$etwork Structureevolution). This work is presented in

Chapter6.
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1.6.2.3 RT7: Demonstrate Effectivenesfs Network Structure Design Heuristiasith

Applicationto a Case Studyo Improve S& Resilience

This task includes applying the design heuristics to a previously built artificial SoS
model. This is vital to discriminate between network characteristics that correlate with
increased SOSRM and tho#gt cause an increase in SOSRM. This task will involve
simulating the SoS as is and aft@rlogically inspired network improvement. Results will
validate the efficiency of implementirgologically inspired design heuristics to increase
SoS resilienceThis task completePCl (Network Structure Design Heuristidsr SoS
policy or decision makers to guide SoS structural evolytidrhis task is presented in

Chapter 6.

1.6.3 Research TasH$iat Support RG3: Demonstrate a Design Approacimplement
Biologically Inspired Agentinteraction Strategy TacticaVithin S&s to Improve

Performance

Research goal 3 requires completion of research tasks 8 through 11.

1.6.3.1 RT8: Perform LiteratureeRiewon Autonomous Task Switchirig Colony Insects

As shown in Table 1, if we desire to improve resilience at the complex system level,
it is necessary to identifgiologically inspired agent behavithat could lead to increased
SoS resilience. Eus@diinsects are a promising source of inspiration. Design inspiration
could include factors such as distribution of individual response thresholds through the

population or use of local information to promote ®etfanizing behavior. This RT
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contributeso SC5(Evidence that biologically inspired agent behavior is a viable strategy

to improve SoS resiliengeRT 8 is presented in Chapter 7.

1.6.3.2 RT9: ImplemerBiologically Inspired Agentnteraction Strategy Tacti¢e Test If

SdS Resilience Is Improved

This task appliesAgent Interaction Strategy Tactice an Electric Motor
Manufacturing 8pply Chain modelin an attempto increase resilience. This task will
involve simulatingthe SoS case studies as is and afberlogically ingired agent
improvemeng are implementedo determine changes in SoS resilience. This work is

presented in Gapter7.

1.6.3.3 RT10 Implement Design Revisitimthe Case Studin RT7 And RT9 to Include

Both Network Structue and Interaction Strateqy Changes. Determine Differenca

Resilience Gains frorthe Two Approaches

This task will include applying the agent behavior and design heuristics to the same
SoS modelElectric Motor Manufacturing Supply ChairThis will require construction of
hybrid models. Hybrid models combine elements of lagéntbased andystemdynamic
modeling approaches. Completeddels will be exercised through a variety of faults (same
set as RT9 and RT7). SoS resilience is memsand compared after faults. Analysis will
also compare results to RTRtwork Structurealone), and RT9lifteraction Strategy
alone) to investigate the impact of both design strategies to the same case study. This
research tasks documented in Rapter8 and completes SC5 (ldentification of BID agent

behaviors that can be used to increase resilience).
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1.6.3.4 RT11: Formally Document Approach TakenRT8 as a Roadmapfor Future

Researchers Who Desitte use Biologically Inspired Design ttentify new Agent

Interaction Strateqy Tactics.

In tasks RT8RT10, this dissertation identifiégsologically inspired agent behaviors
(e.g. taskswitching) and apply them to a SoS to test the impact on resilience. This
inspirationandcase studiewill not reflectall possible biologically inspired agent behaviors
or SoS needs. To enable future engineers to follow the process of this dissertation, our
approach is documented and presented. This provides a roadmap for future projects that
wish to usebiologically ingpired agent behavior to improve SoS performance. This task
completes PCI{A framework for applying agedével design to improve SoS resiliefice

and is documented inf@pter7.

1.7 Limitations

Consistent with previous investigations into the usgraph theory to inform design
decisions, this work has several limitations that should be kept in mind. First, the ecosystem
data used in this work was not collected by the author. Rather, it was gathered through a
review of the existing literature. Thuse assume that these previously published works
were erroifree and conducted correctly. To minimize the chance that a single erroneous
source will impact our overall results, a variety of sources have been utilized, as well as

from different authors.

Secmdly, any measurement errors in the reporting of ecosystem or artificial SoS
flow or stock values will have an impact on our overall results. We expect measurement

errors to be small when compared to the values being measured. To protect against this
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limitation fully simulated case studies are also used in this dissertation, allowing validation

of the design principles without needing field measurements.

The final limitation is the number of samples available for analysis. To combat this
limitation, we hae employed techniques such as creation of design variants for analysis.
As ecologists and system engineers continue to document and describe our world, future
work could reexamine the recommendations of this dissertation in light of a new, expanded

datasée

1.8 Dissertation Layout

The remainder of ik dissertation proceeds as follows. Chapter 2 presents the
background information necessary for the remainder of this work. Topics include System
of Systems, resilience, emergence, biologically inspired debguristics, and Ecological

Network Analysis.

Chapter 3 presents both a background of the two primary modeling approaches used
in this dissertation (system dynamic and agwmded modeling)and also presents the

executable and conceptual modeling frarak used in the remainder of this dissertation.

Chapter 4 begins the first research task of developing and validating a new SoS

resiliencemetric. SOSRM methodology and three validation tests are presented.

Chapter 5 examines if biologically inspiredsdg provides a different outcome than
traditional approaches to increase resilience. A design optimization problem is presented

and the two approaches of increasing resilience are compared.

29



Chapter 6 presents our investigation into ushhetwork Structue (WHO of
emergence) to increase SoS Resilience. Correlations between ENA metrics and SOSRM are
presented for both ecosystems and SoS design variants. These correlations are then used as
a basis folNetwork Structure Design HeuristicEhe heuristics arénén tested with three

validation studies.

Chapter 7 presents our investigation into usinggraction StrategfHOW of
emergence) to increase SoS Resilience. A literature review and functional decomposition
of eusocial insect colonies revealsAgent Inkeraction Strategy Tactitkat can be used to
increase resilience. These tactics are applied to a functional decomposition of an emergency
power generation company and tested on a model d&lectric Motor Manufacturing

Supply Chain

The last section whit new research results, Chapter 8 compares the effectiveness of
the two approaches in this dissertation (alteNegwork Structur@ndinteraction Strategy

to the samease study.

Finally, Chapter 9 summarizes the findings of this dissertation and da®vi
recommendations for future investigations. This dissertation can be read straight through,
or the reader can skip to the chapters (emergence engineering strategy) of interest. To help

guide the reader, a recommended prerequisite reading guide isgaravichble 4.
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Table 4- Outline of Dissertation and Recommending Reading Prerequisites.

Shaded blocks indicated recommended reading prerequisites prior to each chapter. For
example, | recommend prior to reading Chapter 4, the reader also rea2l£.2.7, and
Chapter 3.

Recommended Prerequisite Reading

Chapter 22 23 24 25 26 27 3 4 5 6 7 8
2.2 Systems of Systems Background
2.3 Resilience Background
2.4 Emergence Background
2.5 Biologically Inspired Design Background
26 Heuristics
2.7 Ecological Network Analysis
3 Modeling Methodology
4 505 Resilience Measurement
5  BID Versus Traditional Resilience Improvement Approaches
6 Increasing Resilience With Network Structure
7 Increasing Resilience With Agent Behavior
8 Comparing the Two Approaches to Increase Resilience
9 Conclusion and Future Work
1.9 Summary

When considering the importance of Systems of Systems (SoS) and their
vulnerability tounexpected linkailures, there is an urgent need within SOSE. Increasing a
S0S06s resilience would increase their effec
This has not already been accomplished bye&®g8eers because the increased complexity
of SoS prevents traditional System Engineering approaches from being effectively applied

to SoS.

This dissertation advocates that a possible solution to unexpeitteesfavould be
to increase the S0S06s resilience. Resi |l i en
interactions of SoS constituents. Current strategies to increase resilience are hampered by
the high level of complexity within SoS. We hypothesize Bialogically Inspired Design
for-Resilience (BID4R}kan inform both thé&letwork Structuref SoS interactions and the

agent interaction strategiasthin a SoS.
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This chapter outlines our three research goals which will result in two primary and
five secadary contributions to the young field of SOSE. The eleven outlined research tasks
will be conducted using the tools of Ecological Network Analysistem dynamic
modeling, andagentbasedmodeling. The result of this research is two approaches to
increag resilience. First, a set Metwork Structure Design Heuristide guide SoS
evolution. Secondly a framework for implementing biologically inspired agent behavior to
increase resilience. Implementation of these approaches could dramatically increase the

sustainability and resilience of modern SoS.

32



CHAPTER 2. BACKGRO UND

2.1 Introduction and Framing

This dissertation examines the following research queskiomw _canbiological

inspiration be used to design SH8twork Structur®r constitueninteraction Strategyo

increase resilience®o organize clearly and tprevent the backgroundhapterfrom
becoming overly lengthy, the background information is divided into two cha@teapter

2 provides the reader with the information necessary to understand the pe{alemmed

in this dissertationChapter 3, therfocuseson the computer modelingpproachused to
examineBID4R. We beginChapter 2oy defining and describing some of the key terms in

our research question: System of Systems, resilience, and emergence. The remainder of this
chapter provides the reader backgmbunformation on the nemodeling tools used to
examine this problem: biologically inspired design, heuristics, and Ecological Network
Analysis. At the completion of this chapter, the reader should have an increased
understanithg of the challenges assoadtwith desigrfor-resilience and why biologically

inspired heuristics were chosen as a potential solution strategy.

The goal of thichapter is to provide the reader the backgranfatmationneeded

to understandhe following sentenceWe seek touse Ecological Network Analysigo

identify heuristicsthat can be used for thélogically inspired desigaf System of Systems

to increaseesilience(anemergentrait).
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2.2 Systems of Systems

This section discusses the definition and classificationSof, the unique
vulnerability of SoS to cascading faults, and severalweald case studies wheirecreased

SoS resilience was needed

2.2.1 SoS Definition

The ISO/IEC/IEEE 21838tandard1SO, 2019) defines SoS agiset of systems or
system elementdat interact to provide a unique capability that none of the constituent
systems can accomplish on its ofimternational Organization for Standardization, 2016)

Authors note that SoS has the following additional distinguishing characteristics:

1) Distributed Contral SoS do not operate under a centraharity, rather each

constituent makes independent decisi@Beardman & Sauser, 2006; Baann, 2014;
Maier, 1998) Although some SaSappear to have centralized control (e.g. military
networks, water supplies, and some power gfitle et al., 2017; Joannou et al., 2019;
Maier, 1998), these SoSare comprised of independent actors that make local decisions

based on the available informatiBoardman & Sauser, 2006; Maier, 1998)

2) Evolved by adding new constituent systems to the existing SoS:are not

designed during a single freahd efbrt (Butterfield et al., 2008; DeLaurentis & Crossley,
2005; Ge et al., 2014; Joannou et al., 2019; Nielsen et al., 2015; &1dariashari, 2009)

The legacy architecture has an impact on the final SoS, often precluding or prompting future
SoS configurationgBoardman & Sauser, 2006; Rouse, 2007; A. Sageugpan, 2001;

Salat & Bourdic, 2012; van der Leeuw & AscHagygonie, 201Q)Network evolution may
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change SoS characteristics (e.g. functionality or performgAceage & Cuppan, 2001;

A. P. Sage & Biemer, 2007)

3) Emergent Emer gence i S fa novel hi gher | €
interacting loweilevel constituent systems, begiincapableof prediction or reduction to
properties of lowetevel constituent systenfKeating & Katina, 20186 It i s i mpor
note that the phrase fAbeing incapable of pi
(Langford, 2018)a characteristic is not emergent because an observer does not expect it to
occur, rather it is emergent because it is a characteristic that is megaiggl constituent
characteristics. Emergent characteristics include robustness, safety, and coordination
(DeLaurentis & Crossley, 2005; Leveson et al., 2012; Nielsen et al.,.20@Bjrasting
emergents, resultants are the aggregated characteristics of constituents. Emergence is caused
by the interaction of awstituentdDahmann, 2014)_ocal system (or individual) behavior
can lead to SoS level behavidqiBonabeau, 2002b; Di Marzo Serugendo et al., 2006)
Recall, constituent systems have distributed control, allowing us to consider them as
Ai ndependegBoardmang&e atiserp 2006550me argue that constitutes with
distributed control is a key difference between a SoSadladge systenm(Boardma &

Sauser, 2006; Eusgeld et al., 20Hmergence is discussed in detai@tction 2.4.

2.2.2 SoS Vulnerability to Cascading Faults

Historically, the major design challenge for System of System Engineering (SoSE)
was enabling constituent systesommunicationand interface(Maier, 1998; Rainey &
Tolk, 2015) SoSE has successfully created many SoS, but SoS dynamics are still difficult

to anticipate or contrqlamshidi, 2018; A. Sage & Cuppan, 2089S dynamics are often
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emergentFaults can propagate through a SoS regulh greater total impact that if each
system suffered the same isolated fault. For case study examples, see section 2.2.4. One area

the impact propagating faults can be seen éfforts to improve SoS sustainability.

Sustainability advocates have ¢pheen interested in resilience. From an economic
sustainability perspective, when systems require additional resilience, costs are icurred.
SoS might operate in an environmentally sustainable manner (i.e. zero carbon footprint),
but if the SoS is notesilient it will require additional resources to recover from faults or
maintain system functionality. The material investment to recover from these faults could
be so great that the lack of resilience could threaten the overall sustainability of the SoS.
For examplewhen recovering from th€olonial Pipelineelansomware incident (discussed
further insection2.2.4.1), Colonial Pipeline incurred operational costs from securing fuel
flow, restarting flow after the ransom was paid, and lost revenue durirdistiugtion. A
SoS that is not resilient risks having its sustainability compromised due to the additional
investment of time, material, and finances necessary to restore the SoS after a fault.

Additionally, during a faula SoSoperation may also restitt increased usphase impact

Sustainability is the ability to meet the requirements of a SoS within environmental
impact constraints. Sustainability dependsoththe impact of a system (or SoS) and the
environmental constraint.oS level environmentaimpact is an emergent characteristic.
Consider, even if every individual makes a more environmentally benign choice, there is no
guarantee that the SoS will have a lower total environmental impact (e.g. the demand for
electric vehicle charging exceeds@mnesnergy generation capability, causing an increase in
coal power plantg)Anderies et al., 2013YThis is due to the complex, ndinear dynamics,

and multiscale cascading impacts that exist within $A&deries et al., 2013from this
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perspective, sustainability is a dynamic SoS property, not a merely an evaluation of past
performance or éuture goal(Fiksel, 2003) Previous research has shown that secondary
effects from increased use also i mpacts a

increased road weafbdoli et al., 2019)

Authors have posited that resilience and sustainability are linked performance
charateristics, with each suitable for different challen{@sderies et al., 2013; Moradi et
al., 2018; Tamvakis & Xenidis, 2013Pne approach of increasing resilience is to increase
the robustness of the SoS (e.g. increase number of transmission lines), this infrastructure
investment has an assatgd reduction in sustainabiliBalchanos et al., 2014Moradi et
al developed a graphical model that reflecteappgating effects between sustainability,
resilience, and safefMoradi et al., 2018)Fragile Sustainability refers to solutions that are
sustainable, but with low resilience. The sustainability is compromised when, following a
fault, additional resources must be committed to restore the syGteatterjee & Layton,
2020b) SoS decision makers must consider the sustainalilfipdt of alternate operating

postures following a fault, as well as the physical repair costs.

2.2.3 Current State of SoS Engineering

Current SoS Engineering (SoSE) efforts are in their infafdeynshidi, 2018;
Nielsen et al., 2015)The inceased complexity of SoS and muétyer interaction effects
prevent simply applying traditionaBystem Engineeringapproachesto SoS design
challengesOne reason is that Systems Engineering approaches assume that systems are
closely coupled(Schaff, 2018) This allows reductionism to be used to design each

component. When systems are tightly coupled, the impact of changes on each component
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propagate througthe system deterministically. Tightly coupling complex systems may not
be possible, however, and mayenprevent the SoS from functioning. When SoS are tightly
coupled, constituents lose their autonomy (a defining characteristic of SoS). A new form of
Systems Engineering, Systems of Systems Engineering (Ss3ieginning to investigate

SoS performance and desigDelLaurentis & Crossley, 2005; Jamshidi, 201B)any
previousresearch efforts have focuken enabling SoS creation, interface engineedand
communication protocol@Vaier, 1998; Rainey & Tolk, 2015As a result, engineers have
successfully created SoS, but are unable to control or anticipate SoS dyflamiskidi,

2018; A. Sage & Cuppan, 2001)

SoS and artifacti.e., product) design require different tools and processes. Front
end artifact design decisions often have large immacigoduct features and performance
SoS, however, do not undertyaditional frontend desigr{DeLaurentis & Crossley, 2005;
Uday & Marais, 2015) SoS structure and function continuously evolve as constituent
systems are emected, replaced, upgraded, and add&elaurentis & Crossley, 2005;
Rhodes, 2018; A. Sage & Cuppan, 209S evolution can occur in response to changes
in the operating environment, newrformance requirements, or technological advances
(e.g. the invention of computer networks and communication protqéalg)puniLenss et
al., 2017) Evolutionary acquisition is an approach that recognizes that adding constituent
systems may be the only way to improve SoS performance to the desirgd\levage &
Cuppan, 2001) As the SoS network evolves, SoS performance characteristics (e.g.
resilience) may change in unexpected ways due to emer@dietsen et al., 2015; Rhodes,
2018; Uday & Marais, 201550me evolutionary netwlo changegould exposé¢he SoS to

new vulnerabilities oreduceoverall SoS performangg€eccarelli et al., 2018; Cainbi,
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2018) Thus, designers need to consider the impact on SoS characteristics such as resilience
or sustainability when evolving SoS. Tools to help predict SoS performance following

network changes would be a valuable addition to Sd&&sen et al., 2015)

2.2.4 Examples of SoS Cascading Failures

Creating SoS that cannot adequately respond to local human or technical failures
can have widespread impacts. The following are fostorical examples ofink failure
faultscascadinghrough SoS These examples include constituents such as financial, fuel,

transportation, supply chains, stock market, pandemic response, and electrical distribution.

2.2.4.1 Colonial Pipeline Hack (2021)

On 7 May 2021 the online group DarkSide successfully instadlssomware on the
fuel company Coloni al Pipelineds computer
potent example of the vulnerability of SoS and need for increased resilience. The interface
between the computer system and physical fuel pipetiaesed Colonial Pipeline to shut
down the 8800 km (5500 mile) pipeline that served the east coast of the United States. This
induced panic gasoline purchases, causing prices to swell and sending an economic ripple
effect. The crisis ended when Colonial &ipe paid over 4 million USD worth of digital
currency as ransom. Experts predict that if the ransom had not been paid, the transportation
industry would have been severely impacted (e.g. securing mass transit due to lack of fuel),
chemical and other famties would have been shdbwn (dueto an inability todistribue
finished products), and supply chain impacts would have continued further downstream

(Sanger & Perlroth, 2021)
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2.2.4.2 Ever Given Grounding in the Suez Canal (2021)

On 23 March 2021, the Ever Given, a 400 m cargo ship, ran aground and blocked
traffic through the Suez Cahfor 11 daygLee & Wong, 2021; K. G. Ramos et al., 2021)
Approximately 12% of the worlds shipping cargo travels through the Suez Canal, and during
the blockage ships were required to take3an&kek and approximately 5000 km (3000 mile)
detour around the horn of Afridhee & Wong, 2021; K. G. Ramos et al., 202Ihe Suez
Canal is a constituent in many SoS, and the results of this dpréd beyond local
congestion andecoveryo per at i ons. The disruption i mpac
goods per daylL.ee & Wong, 2021)The disruption affected multipldisparatandustries
including grocery, automobile manufacturing, semiconductors, and sporting ¢®edal,
n.d.) Individual components that were dgda could prevent an entire product from being
assembled. These impaetgeninclude disruptions to the COVHDI response supply chain
(vaccines and personal protective equipm@lt)G. Ramos et al., 2021 xpert response
to the crisis advocated for increased resilience to preuamnefincidentgK. G. Ramos et

al., 2021; Segal, n.d.)

2.2.4.3 Texa$Power and Water Outage (2021)

In February 2021, a winter storm in Texas resulted in about 10 million people
without power for several days. In the aftermath, politicians and engineers were confronted
with poor resil i ence iingthdawingrsommathgedfecedal ect r |
spike in demand from consumers. The grid failed while under this increased load due to a
combination of frozen natural gas wells, frozen pipes transporting the gas, power outages at

compressor stations, and equipment malfunctions at power plaetgashortagesed to

40



power outages, which in turn impacted residggnteaing and water supply. Without
residential heatinglexansexperiencedurst frozen pipedost access to clean water, and
resorted to unsafe methods to heat their hof@e® stuly found that 40% of survey
participants went two or more days without clean water and 33% lost power for two days

or more(Busby et al., 2021)

The severity of these problems varied throughout Texas. The United States is split
into three electrical gridsElectric Reliability Council of TexagERCOT), the Eastear
Interconnection grid, and Western Interconnection grids. The areas of Texas that were
connected to the Eastern and Western Interconnections were able to recover quickly because
the grid outside Texasvas not impacted by the winter storm. However, regithrad
exclusively relied on ERCOTO6s isol ated powe
This case study provides a potent example of how Se®vork Structure( WHO of

emergence) impacts SoS resilience.

2.2.4.4 Flash Crash (2010)

Unexpected failurgoropagation is not limited to physical S0®n 6 May 2010, the
AFl ash Crasho traveled through the U.S. st
widely. Accenture fell to only one penny, while Apple rose to $100,000 per share. The cause
was a locakvent tied to trades initiated in Kansas using an algorithm to sell a block of stock

(Miller, 2019).

41



2.2.4.5 Northeastern United States Power Ouf20@3)

On 14 August 2003, portions of the United States and Canada experienced an
electrical blackout that shut down over émendred power plants and left fiffive million
customers without power. The cause was not a coordinated failure or widesyiveadk ne
attack, but a powerline in Ohio touching a tree lifllJumsack, 2019) Researchers
estimated that the outage caused more than ninety deaths in Ne@ityalone(Anderson

& Bell, 2012)

2.3 Resilience

The goal othis dissertation is to examine approaches to increase resilience in SoSs.
This section presents a definition of resilience, current practicesilienmes engineering,

and the relationship between resilience and emergence.

2.3.1 Resilience Definition

One emergent that may provide a partial solution to SoS vulnerability to unexpected
faults is resilience. The concept of resilience was adapted foE $aBn physics and
ecology. In physics, resilienégthe ability to withstand a shock. In ecology, resilience is
defined as a ecosystésrability to return to an stable equilibrium point following a negative
event (fires, floods, etc(van der Leeuw & Aschaheygonie, 201Q)Within engineering
resilience refers to both the ability of

(Bie et al., 2017; Hosseini et al., 2016; Uday & Marais, 2015)

Generally, resilience is defined as minimizing the impact of disrup{Bieset al.,

2017) Impact can be minimized by taking action before the fault (anticipation), during the
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fault (response), or after the fault (recovefiyloradi et al., 2018) Wood identified four

major categories for how resiliemds definedDavid D. Woods, @15)and the differences

often depend upon the phase (anticipation, response, or recovery) of interest. First, resilience
is defined as the ability to return to an equilibrium status following a fault. For example, in
ecology, resilience focuses on tlability to resist or become stable after a disruption
(anticipation and recoveryCavallaro et al., 2014; van deeeuw & AscharLeygonie,

2010) Secondly, resilience is often used interchangeably with robustneghydits,
resilience is the ability that allows a material to resist a shock (anticip@@enpett et al.,

2005; van der Leeuw & Aschdreygonie, 201Q)Robustness avoids degraded performance
after a fault. Robustness is a useful strategy to prevent high frequency faultefiading
performanc€Haimes, 2009; Uday & Marais, 2019)hird, resilience can be defined as not
being brittle, or the ability to spond to faults (response). Engineering definitions of
resilience often focus on this ability to maintain performance parameter(s) within acceptable
bounds following a fauliBarker et al., 2013; Bie et al., 2017; Eddaoui et al., 2018; Hosseini

et al., 2016; Leveson et. a2012; Uday & Marais, 2015)The fourth category of resilience

aligns with our focus: Anet work architectul

surprises as conditions evol{ieavid D. Woods, 2015)06 Speci fically, we
asan initial SoS design thathen faced with unexpected link removal minimizes negative

dynamic impacts.

Resilience is a heavily used term in research and is often interchanged with similar
terms (David D. Woods, 2015)For clarity, we view resilience as distinct from either
robustness or reliability. A robust SoS would not have degraded performance after a fault,

but a resilient SoS nyadisplay decreased performance. Robustness and resilience are
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therefore related if increased robustness aids a system in responding tq/Ani@edies et

al., 2013) Resilience is also distinct from reliability. Reliability refers to the capacity of a
system or system component to resist a f@ik et al., 2017)While robustness enables
undegraded performance after a fault, reliable components prevent faults from occurring.
Reliability includes only fault prevention while resilience also includes system recovery

(Uday & Marais, 20%).

2.3.2 Resilience Engineering

Resilienceengineering seeks to deliberately design systems and SoS with increased
resilience. Although highly desirablegsilience engineering resists analysis by traditional
mathematical approaches (e.g. partialatghtial equationg). H. Holland, 2006)As such,
exploratory computer models are seen as a valuabteagpto investigating resiliencé.

H. Holland, 2006) Current approaches to increase resilience asn afhly effective at
responding to pranticipated fault¢Marshall et al., 2019Resilience engineering is further
complicated by the fact that constituents often need to remain in service when responding

to faults(Marshall et al., 2019)

Resilience engineerifgegan as an alternate approach to risk assessment and safety
engineering. Rather than focus on preventing incidents (using approaches such as
probabilistic safety assessment or event trees), resilience engineers recognize that system
failures are notinear phenomenon that manifest due to the complexity of sociotechnical
systems(Hollnagel, 2006) Resilience engineering does not merely focus on preventing
faults (e.g. improved safety procedures or interlocks), rather it also includes adaptation after

faults occur (e.g. dynamic system respondédle & Heijer, 2012; Hollnagel, 2006;
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Hollnagel & Woods, 2006)Rather than focus on analyzing previous faults to prevent
reoccurrence, resilience engineers seek to create models and methods to improve fault
prevention and respor@$®linagel & Woods, 2006) Interestingly, early researchers

realized that systems could be safe without being resilient and the opposite could also be
true (Hale & Heijer, 2012; Paries, 2012Vith these considerations, Hollnagel defines
resilience as Athe ability of a system or

disturbances at an early stage, with minimal effect on dynamic stdbibtinagel, 2006)

Resilience engineering is strongly connected to efforts to increaseefalSlity
and safetfMoradi et al., 2018; David D. Woods, 201Rkeliability focuses on maintaining
performance despite disruptions, while safecuses on the health and wellness of people
in the SoS after a disruptidBie et al., 2017; Uday & Marais, 2019 reliable SoS only
prevents disruptions, reliability does not consider SoS recdietyy & Marais, 2015) A
resilient SoS, however, will recover more quickly after a disruption, minimizing the
negative impacts on the users (e.g. increased sdfatypson et al., 2012; Summers &
Barker, 2017; Uday &Marais, 2015) Reliability engineering is appropriate for more
common, lower impact faults (e.g. traffic jams on a supply chain route) while resilience
engineering promotes recovery after infrequent, high impact faults (e.g. lack of fuel due to
a pipelne rupture)(Uday & Marais, 2015)Reliability is an attribute that can increase
resilience, but cannot make a SoS resilient by itd&trker et al., 2013)Resilience
engineering may be able to improve SoS performance in unique ways from apprbathes t
focus on improving reliability alondUday & Marais, 2015) Resilience engineering

provides a different perspective for maintaining services and protecting users
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Engineering design of SoS is an research area idmhtifith promising potential
(Hosseini et al., 2016)0ne review of design methedoted that in almost all cases, SoS
are inflexible to disruptionelLaurentis & Crossley, 2003ather than attempt to respond
to faults, engineers could attempt to design SoS with intrinsic resiligiicsel, 2003,
2006) To understand wh8oSdesign is an area needing additional research, it is necessary

to review current approaches to increasing resilience.

There ardwo main approaches to increasing resilience. First, hsinatme-loop
can intervene following a fault to increase resilief\dday & Marais, 2015; D D Woods &
Hollnagel, 2006) Individuals can adapt to faults, overcoming issues not anticipated during
system desigHollnagel, 2006; D D Woods & Hollnagel, 200@)his strategy is referred
to as soft resiliencéBie et al., 2017)Some work focusesn enabling human response to
be either faster or more efficieffiksel, 2006) One study examined two crisis in the
historical Comtat (current Provengdpes-Cote d'Azuryegionof France and demonstrated
that resilience can be improved when individuals recognize and respond more rapidly to
faults (van der Leeuw & Aschaheygonie, 201Q) Other worls focus on what type of
recovery strategy Wimost quickly restore SoS performance after a disg¢€avallaro et
al., 2014) This can be accomplished by guaranteeing that there are sufficient assets or
workers available to respond after a fault occ(Wslay & Marais, 2015) Computer
modeling isan approachusedto test and improve recovery approacfigalchanos et al.,
2014; Cavallaro et al., 2014; Pumpiianss et al., 2017; Stroeve & Everdij, 2017; Tran et
al.,, 2017) Agent based modeling has proved to be especially valuable in these efforts. A
final strategy called fAdrift correctiono

prior to full fault occurrenc€Uday & Marais, 2015)
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Attempting to implement soft resilience, however, faces significant challenges. Most
obviously, individuals sometimes make mistalegjita, 2018) The use of humam-the
|l oop is | imited by the i ndi yHolthaga, |2@6;vano gni t
der Leeuw & Aschath.eygonie, 2010)SoS may display nelnear or multiscale dynamics
that are difficult to anticipatéBennett et al., 2005Additionally, humans must be able to
make and implement response stregedaster than the problem and environment are
evolving (Bennett et al., 2005; Hollnagel & Woods, 2006; van der Leeuw & Aschan
Leygonie, 2010) Decision makers must also haeecurateand current information
(analogous to the need for accurate sensors with low noise in control systems). In
organizations with centralized decision making (directed SoS), the difference between
manage perception and operator realitgn compromise humain-the-loop intervention
(Dekker, 2012) Lastly, given the complexity of SeSit is nontrivial to ensure human
intervention does not result in unintended consequences more severe than the original fault
(Anderies et al., 2013; Hollnagel, 2006; Pickett et al., 2004; van der Leeuw & Aschan

Leygonie, 201Q)

Given the limitations of implementing soft resilience, a second strédeiggrease
SoS resiliencéocuses on the physical engineering of the SoS. This method is referred to as
hard resiliencéBie et al., 2017)Hard resiliencdocuses on physical changes desigteed
improve the performancef constituent systesn In hard resilience, rggineers seek to
identify vulnerabé areas and implement engineering solutions to increase res{Bamker
et al., 2013; Hosseini et al., 2016; Joannou et al., 20183 can consist of increasing the
robugness of the system to ensure faults never lead to degraded perfo(Benkee et al.,

2013; Hosseini et al., 201&0r example, in a power distribution system adding redundant
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power supplies or hardening cabke® strategies to increase hard resiliefigie et al.,

2017) Designing a SoS with excess capacity may also improve hard resilience. When a
fault occurs, the remaining capacdguld still be sufficient for SoS performan@&ancis

& Bekera, 2014)This excess capacity provides physical or function redunddjayy &
Marais, 2015)Another strategy is investing in resources to speed SoS recovery after a fault
occurs(Nan & Sansavini, 2017; Uday & Marais, 2015)nally, some design guidelines
promote buding SoS to maximize the ability of constituents to communicate. Authors
propose that this will aid in recovery coordinatigsyday & Marais, 2015)but it is also

possible that increasing a SoS network density could @efault propagation.

The current strategies to increase hard resilience in SoS have limitations and offer
unique challenges. First, to harden a system against a fault requires the potential fault to be
identified (Bie et al., 2017; Francis & Bekera, 2014; Haimes, 20AZhough current
literature provides methods to identify areas vulnerable to faldesnou et al., 2019%he
identification of all faults may be impossible for various read@msleries et al., 2013;

Fiksel, 2003; Hosseini et al., 2016; Pumplanss et al., 2017; Salat & Bourdic, 2012)

The potenti al faults may be masked due to
system, changing SoS environment, or changing system boufutiay & Marais, 2015;

David D. Woods, 2012, 2015Yarying environmental or operatcharacteristics allows for

the possibility of new faults that were not originally anticipated during SoS implementation
(Filippini & Silva, 2014; Francis & Bekera, 2014; Hollnagel, 2006; David D. Woods, 2012,
2015) Compounding tese limitationsthe set of all possiblfaults increases ndimearly

as the complexity of Sa3yrows. It is not possible to prevent all faulBe et al., 2017,

Uday & Marais, 2015¢ven if all the faults can be identified. Further, combining resilient
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SoS castituentscould prodice emergence in a way that results in an unresilient SoS
(Summers & Barker, 2017The inability to anticipate all possible SoS faults msultin

excess resiliencén one portion of a SoS and inadequate resilience in other portions
(Haimes, 2009; Uday & Marais, 20153ystem hardening also can feite expensive
(Balchanos et al., 2014; Bie et al., 2017; Pumjluemss et al., 2017; Uday & Marais, 2015)
Thus, hardening strategies are often considered as an inefficient method to increase
resilience(Anderies et al.,, 2013; Haimes, 2009; PumpLenss et al.2017; Uday &

Marais, 2015)

Further, hard resilience strategies that focus on ensuring recovery occurs quickly
may be inadequate because once a fault occurs even a rapid recovery could have
unacceptable lorterm repercussion&ilippini & Silva, 2014; Uday & Marais, 2015For
example the 2003 eleatal blackout only lasted for two days in New York City, but
researchers estimated that the outage caused more than ninety additional deaths in New
York City alone (Anderson & Bell, 2012) Some very brief faultsan even result in
deadlocked scenarios, eliminating possible recov@ilippini & Silva, 2014) The
Chernobyl disastas an example of a deadlocked scend8ipeeding recovery is effective
to increase resilience for timunded scenarios, however, where recovery must occur

within a given window for the SoS to remain viaffdippini & Silva, 2014)

As a result of the challenges in implementing hardsarficresilience, Scsare often
highly resilient to a small, specific set of fautigically to faultsthat have already occurred
(Haimes, 2009; Uday & Marais, 2015; David D. Woods, 20TRg statistical probability
of SoS fault frequency can follow a filed distribution,however,which makes it

impractical to onlyfocus on frequent or anticipated faults. Researchers describe the high
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likelihood of disruptive eventsinSe$ n t erms ranging from figrea

i nev i(Bargeb ét al.p 2013; Hollnagel & Woods, 2006; Summers & Barker, 2017)
Finally, constituent hardening ather designupgradescould result in unintended SoS
consequences (e.g. when a constituentesysipgrade causes negative SoS performance)
(Leveson et al., 2012; Summers & Bark2®17) Due to these challenges, we approach

resilience engineering from the perspective of emergence.

2.3.3Resilience as an Emergent Property

Resilience is an emergent characteristic of a SoS. Emergent characteristics result
from the interaction ofanstituents and cannot be evaluated with reductionist approaches.
SoS resilience is impacted by both the network architecNieemork Structurgand the
behavior of the constituen{interaction Strategy(Gao et al., 2015)A key challenge for
resilience engineering is to identifietwork architecturesr agentbehaviorghat result in
improved SoS performance. Agent behaviors have a key impact on SoS reéiienmeea
et al., 20D; Taberna et al., 2020The interaction both between agents and with their
environment impacts Sd@ult respons¢Rasoulkhani & Mosti@avi, 2018) To understand
how we can increase resilience, therefore, requires a more detailed understanding of

emergence.

2.4 Emergence

This section presents a definition of emergence, reviews challenges associated with
emergence engineering, andatdisses approaches to modNgtwork Structureand agent

Interaction Strategto increase resilience.
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2.4.1 Emergence Definition

Of note, Section 2.4.1 repeats vial information from section 1.2. It is repeated here

to provide necessary context for the r@mdar of Section 2.4.

The existence of emergence within S&@mper efforts by engineers to limit SoS
vulnerabilities. There are two types of measurable SoS characteristics: resultants and
emergents. Resultants are those characteristics which are tlegatgdrcharacteristics of
constituents. Emergents are system or SoS characteristics which are not the aggregated

characteristics of subcomponefitangford, 2018)

We use thefollowing definition of emergence, as it is both general enough to
incorporate emergent properties of systems, SoS, and ecosystems, yet are specific enough
to detect emergence. From Johnsdaprodacimgil Padi
system effects that are approximately underivable based on system components and their
interrelationshipgJohnson IV & Padilla, 2018)0 The word Aapproxi mat e
the Johnson and Padilla to acknowledge the fact that some emergents may become resultants

as SoSE kowledge increases.
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Figure 1 Reprint for Reader Convenience- A System of Systems is a Muklievel
Complex Network.

Complex sociotechnical systems consist of interactions between agents, entities (technical
artifacts) nviconmiert. & hragigh £meegentes their interactions result in
properties measurable at the system level. These complex system properties also interact as
energy, material, money, and information (EMMI) flow through their network. The
combination of these iatactions with the local environment results in SoS emergent
characteristics¢.g.r esi | i ence). As an Aopen systemo tI
of interaction between itself, the global environment, and inputs to the SoS. At every
hierarchical sale complexity is present and resistant to reductionist engineering
approaches.

As shown in Figure {reprinted for reader conveniencejnergence is not merely a
system or SoS process. It has the potential to occur anytime there are multiple autonomous
ertities interacting[Nielsen et al., 2015; Schaff, 201&n interaction is any event which
results in the exchange efergy,matter,materialwealth fnoney), or Information (EMMI)
(Langford, 2018) These interacting components are often referred to as constituents
(Haimes, 2009; Rhodes, 2018; Tran et al., 2017; Uday & Marais, 20@B)dex Systems

are the constituents within SoS, while agents and entities are the constituents within
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complex systems. Emergence is often the result of agent choices with limited, local

information(Bonabeau, 2002b; Di Marzo Serugendol et28906)

There are twdactorswhich impact emergence. FirSHO constituents interact
with, defined as thé&etwork StructurgSection2.4.3. This characteristic is sometimes
referred to as the Operational Viewpoint in the literatfRbodes, 2018)The second
characteristic isHHOW constituents interd, defined asnteraction Strateg{Section2.4.4).
Interaction Strateggxplains how two systems or S5x&n have the saniNetwork Structure
but exhibit different emergemtaits The key principle is that interactions are unavoidable
within complex syeems or SoS, and thus emergence is unavoid#taating & Katina,
2018; Langford, 2018)Due to its universal existence, successful SOSE will require
considering and potentially hagdegrabke i SoSg e me

characteristics.

2.4.2 Challenges to Emergence Engineering

Emergence engineering is difficult. Interactions between systems causes SoS level
propertiesand interaction between agents causes sydex@l properties (which in turn
cause So%evel properties). Current approaches to increase resilience, thus often focus on
reductionist approaches. For example, hardening individual components may prevent a
failure in the first case, but is often expengBe& et al., 2017)SoS physical upgrades may
be approprite to increase resilience in the current threat/operating environment, but these
environments chang®avid D. Woods, 2015Yesulting in a potentily brittle resilience.

Rather, what is needed is an adaptive approach to increase resilience.
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Current, norbiologically inspired, efforts to use emergence to increase resilience
have been limited by the fact thath anges t o a ¢ o n saniptopagatet 6 s |
through the network, causing unexpected cascading effects. As a result, approaches such as
system dynamics, regressions, and mathematical evaluation have not successfully analyzed

emergencéBonabeau, 2002b)

2.4.3Engineering Emergence Throubletwork StructuréWHO of Emergenge

Specifically, the hierarchical nature of SoS emergence suggests that two unique
biologically inspired approaches may be needed (Figure 1).\WiK§D constituents interact
with can be modiéd (Network Structurglt is already known that network topography
design impacts resilien¢Paries, 2012)For example scale free networks have been shown
to be more resilient to random node attacks, but less resilient to targeted dRaciks,

2012)

Network Structurechanges also are effective when applied to artifact design.
Network topography optimization resulted in improved performance and superior
component cooling of an electric drive train case st{idlycimo et al., 2020)Previous
research by Haley, Dong, and Tumer has shown the importance of network topography
design on complex system performance, even suggesting that directly measuring network
topography might be pferable to analysis through computationally expensive models
(Haley et al., 2016)These studies are distinct from this paper because they did not include
either sociotechnical aspect to their complexesystor use biological inspiration to inform

their solution.
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SoS network topography is susceptible to design intervention during these critical
evolution decision points. SoS network evolution occurs at distinct points in time as multiple
stakeholders ageeto combine their constituent systeriRer example, a SoS could add an
additional electrical supply source to a factoBecision makers considering multiple
possible SoS network topography changes would benefit from an approach to indicate
which option would result in increased resilience. For example, would it be more resilient
to add an additional power supply to a network (add a network node) or add redundant

pathways between the existing power supplies and leadisa network lin}?

This problem sticture indicates that Sd&twork Structure Design Heuristiozy
be a powerful approach to increase SoS performance. Utilizing heuristics allowas®n
study specific guidance to be given; heuristics provide designers with a pribagsd
approach tgroblem solving(Arroyo et al., 2018; Fillingim et al., 2019%euristics are

discussed in section 2.6.

Biologically inspired @sign is one field of study that could be used to create design
heuristics for SofReap et al., 2005)or example, one previous study utilized blood vessel
fractal geometry as inspiration for organizing air traffic patterns, successfully simplifying
numerical optimization calculation complexitf{Chamseddine & Kokkolaras, 2017)
Ecosystem modeling of network characteristics whenskaséed to engineered systems
could result in increased resilien@ave & Layton, 2020bBiologically inspired design is

discussed in section 2.5.

2.4.4 Engineering Emegence Through Agent Interaction Strate@actics (HOW of

Emergence
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A second method of engineering emergence is to change the behavior of individual
agents or constituents (thHOW of emergence)Network Structures often unamiable to
design intervention at the agent lev@bmplex systems typically involve many more agen
than SoS involve complex systems. Additionally, complex syst&lmatwork Structure
rapidly changesand links are often created at the agent level. There is a design opportunity,
however, to altehow constituent agents interact within a complex sysbgndentifying
tactics engineers can use when desigriggnts. Agent design (i.e. behavior) influences

Interaction Strategy.

Holland identified two problems, however, that complictte approach of
designing agent behavior for positive emergeflceHd. Holland, 2006)First, the credit
assignment problem discusses that the information available about agkstystem
performance may be incomplete or inaccurate. The second challenge is the rule discovery
problem. This problem focuses on the difficulty of identifying new agent rules when the
current rules are deemed ineffective. Random rule evolution doesppeéarato be a
plausible approach to improving agent (and SoS) performance. Rather, previous approaches
have proposed identifying rules already in use that could be used to improve agent
performance in your context and then alter or adjust those ruleptoveagent behavior
(J. H. Holland, 2006)Biologically inspired design provides the key step of idemiifyules
already in use in another context, providing a starting point for resilience engineering using

agent behavior.
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Figure 5- Our Approach to Engineering Emergence Through Agent Behaviar
This works useslifferent methods and approach from many current efforts to engineer

emergence through agent behavior. We use
behavior strategies in nature and then applying them te ®o&ee if the desired emergent
characterisicstlloccurs. Current approaches wuse a #r

learn about emergence in order to derive agent behaviors strategies from desired emergent
characteristics.

The approach in this dissertation is fundamentally different thenerduresearch
that uses agetlitased approaches to engineer resiligiftgure 5) Many current efforts
focus on determining the mechanisms within the black box of emergEneie goal is to
use the knowledge of emergence to design behavior strategies.hdigever, identify
behavior strategies that already function well in an emergent environment (nature) and

translate them to our problem (SoS resiliengepther words,using biologically inspired
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Agent Interaction Strategy Tactidsypasses the need toderstand the internal workings

of emergencen orderto see the desired effect of increasgdSresilience.

2.5 Biologically Inspired Design

To conduct emergence engineering with the goal of increasing SoS resilience this
dissertation utilizes the tool dbiologically inspired designSection 2.5provides an
overview of biologically inspired design, whiiologically inspired designs used,
functional decomposition, and a brief overview of how biologically inspired design will be

applied toNetwork Structue and agentnteractionStrategies

2.5.1 Biologically Inspired Design Definition

Biologically inspired design (BID) is the application of the principles or mechanisms
found in nature to influence and improve rraade technologies. BID, which is considered
synonymous with biomimicry in thislissertation is a type of desighy-analogy hat
combinediological solutions and engineering problgiis Helms et al., 2009Biological
phenomena have often proven to be more durable and efficient compared-toag&n
inventions, causing BID to be a highly valued apprq&bel et al., 2012)As a result, the

use of BID in engineering has been steadily incregsiagau et al., 2018)

BID can begin by either first determining an engineering problem or by determining
a biological solution. Thes®vo approacheare problemdriven BID and solutiondriven
BID (Vattam et al., 2008)Problemdriven BID is when a biological solution for a
previously identified technical problem is soudN@agel et al., 2014; Shu et al., 2011)

Problembased approaches to Bl&xaminenatureto find potential BID for a known
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problem. An example would beoding (i.e. identifying redundant terms and concepts)
bi ol ogy and ecol ogy ' iterature anda t hen

simulation(Reap & Bras, 2014)

Solutiondriven BID begins, however, with discovering a biological phenomenon
that is applicable to engineering issugslutionbased approaches follows the following
general steps: First, identify the biological solution. This can be done by identéying
species of interest and then performing a functional decompositiscu¢sed in section
2.5.3. Functional decomposition breaks down natural processes to identify functions of
interest. Next, the reseamrgains a biological understanding of how thésections are
achieved. Third, the underlying principle is abstracted away from the biological inspiration
and translated for application to design problenfi.e. analogical transfefDressler &

Akan, 2010; M. Helms et al., 2009; Yen & Weissburg, 2020)

Velcro® is an example dfhe solution-based approach. George de Mestrel was
supposedly inspired when he came upon seeds
their tiny hookqShu et al., 2011)Although some repothatproblemdriven BID has been
observed as more common than solution driven @8bBu et al., 2011; Yen & Weissburg,

2007) other studies observe them occurring at an approximately equal rate among novices
(M. E. Helms et al., 2008; Weissburg et al., 201&Jditionally, using a solutiorbased
approach has been shown to result in more designs with multifunctional solutions (a single
analogy addressing multiple design requiremef¥sh & Weissburg, 2020, 2007Ylore
information on the methodology of BID and its processes caouel in(Lenau et al.,

2018)and(M. Helms et al., 2009)
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Since BID is a combination of biology and engineering principles, it requires a wide
range of knowledge of both scientific field¥en & Weissburg, 2020)Biologists and
engineers follow different methodologies, and they communicate concepts diff¢héntly
E. Helms et al., 2008; Vattam et al., 2008)r examplebiologists are not trained in design
(Yen & Weissburg, 2020)These differences make it difficult at times to combine
information and ideas from biology and engineer{iMy Helms et al 2009; Yen &
Weissburg, 2020)ldentifying appropriate biological analogies is also a chall¢8be et
al., 2011) Often, to even recognize the suitable biological inspiration requires a high level
of expertise(Yen & Weissburg, 2007)Successful BID requires emtifying successful
approaches in nature (e.g. identifying the functions that lead to the observed phenomenon
in nature) and translating them to engineering probgers& Weissburg, 20200ne role

this dissertation plays is to perform this translation for BID4R.

BID tools and databases such as AskNature.org, DAN&,BA0TRIZ have been
developedto enable easier communication between biologists and engiffeerst al.,
2014; Shu et al., 2011; Wiltgen et al., 201H8yen with these tools, BID remains cognitively
difficult (Weissburg et al., 2010) Despite this fact, BID is beginning to be used more
frequently by scientists to produce more robust and efficient innovafidaiser, 2011)

BID often helps increase the sustainability of technologyrawve old innovations, and
inspire new inventions and applications. Overall, BID is viewed as a useful method for

improving humarmade design&Chirazi et al., 2019)
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2.5.2 Effectiveness of Biologically Inspired Design

BID has a history of solving engineering problerf®r example,biologically
inspired nanemanufacturing approaches have been shown to be superior and potentially
more sustainable than conventional apgtes(Shu et al.,, 2011)BID is a recognized
source of novel solutions and the use of BID in recent years has been steadily increasing.
From 20032015, academic papers and patents related to BID increased approximately five

fold (Lenau et al., 2018)

BID has also been applied to mudigent systems. By applying the concept of
loneliness, researchers have created robot traffic that integrates well with human foot traffic
(Guzi et al., 2014)Bee colony behaviors have provided a variety of applications including
swarm againsswarm combat and internet host server allocagigorithms that have proven
more effective and adaptive than conventional algoritfiBagli et al., 2012; Gray et al.,
2018; Nakrani & Tovey, 2007Ant Colony Optimization (ACO) mimics ant foraging
behavior that combines random searches and chemical signaling to fithd AQG®
algorithms use this strategy for optimization searches. Examples of BID network modeling
include integrated task allocation and routing in sensor and actor networks, and
synchronization/artsynchronization designed based on firefly pulsamgd frog calls
(Dressler & Akan, 2010; Sutantyo & Levi, 2013hspiration beyond insects also exist,
including improving area search using territorial bird beha@@iuggioli et al., 2018)
Although widespread, the application of BID maulti-agent systemshowever, usually
consists of applying a specific analogy to a single engineering prékkdhar, 2018) rather

than a review of underlyinigiological strategiet increase resilience.
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Obtaining an overall view of how BID is employed is complicated by the
interdisciplinary nature of BID. Other researchers have investigated specific uses for BID
(e.g. networkingr manufacturingjDressler & Akan, 2010; Oh et al., 2017; Reap & Bras,
2014) but no review has attempted to perform a survey of overall BID applicé&oon.
example Oh et al., analyzed BID applications within mutbot pattern formatio(Oh et
al., 2017) Similarly, Dressler and Akan focus on the BID in netwdiRsessler & Akan,
2010) In another review of BID, Reap and Bras provide methods to extract principles from
biology and ecology literature to createlbgically inspired guidelines for Environmentally
Benign Design and/anufacturing (EBDM). The authors were primarily focused on the
area of sustainable engineering and did not analyze BID outside of the scope of this area of
engineering. Chirazi et al. primarily foeedon how to effectively apply BID in industry.

The autlors provide insight for how to best utilize BID, but they do not detail where it is
and is not being commonly usédhirazi et al., 2019)Providing a broader view @ID,
Moreno, Yang, and Wood analyzed BID as a form of debiganalogy and identified

where BID can be further explored in future resedkébreno et al., 2014)

In a recent papewe examine®40BID examples that were gathered equalbni
three data sources: Google Scholar, the Astk
News. The data were coded across 5 categories and-42tegories. The paper concluded
that BID is most often used in a physical domain, inspired by a padtofenthat commonly
welkk nown, uses a structural strategy to solwv

and impacts the use phase of a proqdastrzembski et al., 202I)hese resulténdicate
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there may be an opportunity to implement BID for SoS design that has not been well

explored.

2.5.3 Functioral Decomposition

Functionaldecomposition is a key tool used in solutioased biologically inspired
design.Functional decomposition is a conceptual desagproachthat breaks down a
system by the tasks it performs while working towards the desired out¢Bnrahall et
al., 2016; Guo et al., 202Ihe tasks, or functions, agefined as any action that generates
a transformation or output in the system (e.g., turning on a light switch is a function that
turns on a lightbulbjGuo et al., 2021)Functional decomposition is used in a wide range
of fields including software engineeringlgorithm designand product desigfFiorineschi
et al., 2016, 2018Nakrani & Tovey, 2007) The broad applications have led to
discrepancies between methods of functional decomposition, depending on the goals and
applications of the process. The lack of structure means that the functional decomposition
process is difftult to replicatgFiorineschi et al., 2016; Guo et al., 202dpwever, others
argue that functional decomposition is too stringent, making it a poor source for innovation
in comparison to other processes. The process can also reveal functional inconsistencies or

be too detailed to be applicable to a solutiorcegidroll, 2013).

To combat these concerns, we ugesimethodaughtin (High, 2009) Brimhall et.
Al and Fiorineschi et. Al ssuggestions are also incorporated in our functional
decomposition procegBrimhall et al., 2016; Fiorineschi et al., 201&he first step is to
identify the goal of theystem Then, define the&onstraints of the systerRor example,

backup power can be defined as the single generator powering a hospital, or the entire
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system and workforce that services and maintains backup power for a metropolitan area. In
bothcases,th syst emébés goal i's to provide power i
impacts the systems functions. The next step iddntify the functionsOnce they have

been identifiedsimplify the functionsto generic terms. The simplified function should be

related to the overarching goal of the system (identified in the first step). Once the functions

are simplified,organize thenbased on how they relate to each other in a diagram. This
process uses Whylow laddering in the diagram to relate parent functions to subfunctions.

Moving up the diagram answers the question:

| Drive to Work ‘

I(eepFuelan
Tank
‘ Read Gauge | ‘ Refill Tank |
Figure6-Ex ampl e Functi onal Decomposi®ion for tI
Note: This example Functional Decompositior

full functional decomposition would have many more subfunctions. See Chapter 7 for
examples of full functional decompositions.

For exampl e, i n Fef gbUul éh&ubfinatien of therparéeni on 6
function O0Keep Fuel in Tank. 6 The subfuncti
in the tank?d6 Moving up the | adder answers

Using the same example, the functi@nve to worldexplains why fuel is kept in the tank.
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2.6 Heuristics

In this dissertation, heuristics are used to guNsd#work Structureevolution. A

background on heuristics is presented here. Heuristics are primarily used in Chi&pters

2.6.1 Heuistic Definition

One of the contributions of this dissertation is a set of SoS désigasilience
heuristics. Heuristics are a strategy used to improve decision making under uncertainty.
Heuristics have been applied in domains including economic,anyilitand political
(Dorner, 2014) Properly understanding heuristics is vital to understand how this
dissertation identified new heuristics. Although many defingiof heuristics exist in the
|l iterature, we use the definiti o-depgndemtp os e d
directive, based on intuition, tacit knowledge, or experiential understanding, which provides
design process direction to increasedhance of reaching a satisfactory but not necessarily
optimal solution(Fu etal., 2016) 6 Thi s definition identifies
heuristic: providing design directioeing contextdependence, bas{foundation) and
type of solution found. The remainder of this section discusses these four charactedstics an

how heuristics are well suited for So8&signchallengs.

The first key characteristiof heuristicsis that theyprovide guidance during the
design process. Heuristics give the designer advice for which design action to consider,
given the current degn (Fillingim et al., 2019) For examples, one heuristic that has been
observed in artifact design is to focus design iterations on correcting identified design flaws
(Daly et al., 2012)This is analogous to increasing S@Silience by correcting identified

weaknesses in constituents. Heuristics are usually presented as positive directives, rather
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than as limitations (€. do this, not avoid thaf}illingim et al., 2020) Heuristics are not
laws or rules that require strict adhere(baly et al., 2012)Heuristics can prompt the
designer to consider specific approaches, and increase the amount of solutions considered
during the design press(Daly et al., 2012; Yilmaz et al., 2016)euristics may also help

mitigate design fixatioriDaly et al., 2012)

The second key characteristictiet heuristics areontextdependentThe context
the heuristic is applied in can limit or support heuristic efficigifeyet al., 2016)In some
works, context is referred to as ecological rationality, the environment required for the
heuristic to be effectivéGigerenzer, 2008)or example, the type of design challenge (a
part of the context) impacts which heuristic should be (Baty et al., 2012) This context
dependence could involve using current artifact features to guide design itef@abnet
al., 2012) For example, in this dissertation the currerfs 8cchitecture impacts the possible
future network iterations. When writing heuristics, we follow the format used in previous

heuristic studies, i {Filihgmetab 8013 vt X, consi c

The third key characteristic of heuristics is their basis. One basis is through data
collection and analysiéStone et al., 2000Recall our definition of heuristics, as being
Abased on € experFAueealn P04 . uhdes stdtasdengat.i
series of computer models and experiments that provide the experimental understanding
necessarya propose SoS desigar-resilience heuristics. It is worth noting, however, that
heuristics are generally based on less evidence than design guidelines or priRaiges
al., 2016) We mirror the approaches used in previous studies that identify heuristics through
artifact analysis. Yilmaz et al, examinedd30 physical artdcts to identify 77 design

heuristics(Yilmaz et al., 2016) Their approach identified patterns within their dataset as

66



the basis for their design heuristics. Likewise, Daly et al, extracted over 60 heuristics to aid

idea generation from the completed designs, sketches, and recordings of 36 engineering
studentgDaly et al, 2012) Fillingim et al utilized interviews and document analysis to
identify process heuristi cs (FlingpnetaN2ZB®A 6s Jet
Similarly, we examinetO ecosystemand 16 SoS design variantsidentify patterns that
supportpossibleNetwork Structure Design Heuristic¥his approach reflectgrevious
approaches that examine completed designsyr caseecosystems) to identify heuristics

(no designer notes or recordings are possible). Of note, heuristics need not be identified with
data (fAbased on intuiti ooftenusedimplititly ke oponl e d g e
interview, designers are often unable to articulate what heuristics theyDadg)et al.,

2012) Thus, SoSE may currently use heuristics when considering SoS atohkitect

evolution without being aware of them.

The final key characteristf heuristicds their expected benefit. Ideally, heuristics
should provide an improved, but nroptimal outcome. Heuristics are usually efficient, but
may lead to predictable errgfBversky & Kahneman, 1974Fhis is because heuristics are
an approach to simplify design decision making, often in a complex enviroibwner,
2014; Fillingim et al., 2020)importantly, heuristics doot necessarily identify olead to
ideal solutions, rather they attempt to provide improved solufkitimgim et al., 2020; Fu
et al., 2016; Gigerenzer, 200&8ne reason for identifying newptimal solutions is that
heuristics do not utilizall information available, rather they focus on a specific piece of
information to guide actiofGigerenzer, 2008) | n f act , some aut hors
more unpredictable a situation, the more information needs to be ig(Gigerenzer,

2008) Bhenomenon that are difficult to predict have more noise in their information history
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(i.e. a higher fraction of the inforation recorded does not relate to the phenomenon of
interest)(Gigerenzer, 2008)As SoS are extremely unpredictable, this makes heuristics a
potentially weltsuited tool for SOSE. Heuristics, or behavioral guidelines, have been shown
to increase complex system resilience(Marshall et al., 2019)the air trafficelements
follow two broad rules (avoid extreme errors and avoid premature optimization) with four

tie-breaking approachée improve performance

2.6.2 Suitability of Heuristics for Desigor-Resilience

Now that the key characteristics of heuristicgehbeen identified, the rational for
using heuristics to address resilience will be presented. There are three reasons that
heuristics were identified as a promising avenue of to increase SoS resilience. First, is the
nature of the design problem. Heugstiare uniquely suited for problems that cannot be
analyzed logically or with standard probabilistic approa¢Bégerenzer, 2008550 defy
both logical (reductionist) and probabilistic approaches, making heuristics a potentially
valuable tool. Additionally, heuristics provide an approach to identifying a solution when
no algorithmic approach is possil§[@orner, 2014)Algorithmic solutions are not possible
for manycomplex systendesign problemdue to bein@nN-P hard problenfiGigerenzer,

2008)

The second reasons heuristics colbéd usedincrease SoS resilience that our
approach is well suited to identifying one of three categories of heuristics needed for
decision making under uncertainty: identifying process X that will increase the likelihood
of outcome Y(Tversky & Kahneman, 1974)fo be clear, we do not seek to generate

representate heuristics (i.e. does X resemble {lversky & Kahneman, 1974)0ur
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heuristics are not intended to cause artificial SoS to resemble ecosystems (we do not simply
copy an ecosystem structuwrespecies behaviprrather we seek to identify the underlying
natural featurethat corespond with increased resilience and create heuristics that transfer
those features into SoS design. A final important note, it is not necessary to identify the
causal mechanism that led to the ecosydtmtwork Structurewith increased resilience.
Extraded heuristics do need not identify the exact path taken by the designer of the artifact
being examined to be useful. Merely a hypothetical path that would lead to similar results

is sufficient to create heuristics with val(igllingim et al., 2020)

The final reason that heuristics were examined as an approach to increase SoS
resilience is the expected benefit of the
Propulsion Laboratory identified three aspects that correlate with heuristic benefit
(Fillingim et al., 2019) All three of these aspects support our approach of using of heuristics
in SoS design. First, the heuristic must be reliable (i.e. based on a large ddtatbéet).
dissertation, 40 natural and 16 artificial SoS design varaaatased to derive our heuristics.
Secondly, how often the heuristic is used (i.e. more frequent use has greater value). As
discussed isection 2.1SoS undergo frequent structural and agent development. Finally,
the identified heuristics should not cigenoften (i.e. they should be stable). By utilizing
biologically inspireddesign to identify our heuristics, we have chosen a data source that is

stable (i.e. eosystenfood webs arevell understood andrenotexpected to change soon).

2.7 Ecological Netvork Analysis

The final background in this chapter presents for the reader a description of

Ecological Network AnalysifENA), a subset of graph theory. ENA is used in this
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dissertation to identify the network characteristics of ecosystems that conethte
increased resilienceThis is a necessary step to generate Network Structure Design

Heuristics.
2.7.1 ENADefinition andDescription

Ecological Network Analysis (ENA) is a subset of graph theory developed to
understand ecosystem dynam{ésBriand & Cohen, 1987; Odum, 1969inin, 1982;
Ulanowicz, 1986, 2004; Warren, 199@®NA represents ecosystems as a series of nodes
and edges. ENA aggregates organisms together into actors (species) that are defined by what
they consume and what they are consumed by. Each actor (speai@es®de and the edges
represent consumption (kip77 . The resulting topology des:

the basis of ENA, and can be expressed mathematwiliymatricesUlanowicz, 2004)

1 2
P — { 0 1 1
\ /ﬂ 20 0 1
3
<» 00 0
Figure 7- E x a m plypathetical Food Web and Conversion into an Adjacency Matrix.
Arrows define a link from prey to predator, with the resultijacencymatrix displaying
a 1 where a given prey (row) is consumed by a given predator (col). Analysis of the
adjacency matrix yields the structural metrics defined below. When cell vakiespdaiced

by the amount of material or energy flowing from prey to predator ntidsss a flow
matrix. Analysisof the flow matrixyields the flow metrics defined below.

There Iis a vast set of ENA metritseicbut

for analysis. There were two i mportant crit
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1) The metrics mus t omp etvidb hae | sinreqlre rwa

approaches.

2) The metrics have a relationship to

ecol ogi cal resilience.
Al l 20 metrics selected yield a single
perfor med. I n addition, al | oft hheh eassrea Imeestirs

design-laflu€tco( abyttam ket alT.he 2kt &d)cs ar e
strattuwrnd fl ow metrics. Structur al metric
connections within the network, whil e the
through the network. A more in defdtthydeoeancri

et al ., 2016b, 2016¢c; Z.. B. Morri s, Wei ssbu

There are ten structwoak @mptriace mpeleseas
foll owi NianfeAbmaéevi ati on). Théed orrelbeovtahn ceec ocsfy

and s&Sp& di scussed.

Act b#sACTIORS)he tot al number of i ndepen
net whatkor s corrieechpomge otchh esnpeal pools in fo
ot her entities (including natur al systems
material, energy or curmfrremcy fSlo®GEA piciasseplemd n
the numbernbofcondepeodats (i . e. power pl ant
from an ecolofgctcabs psedpewthi Ve ftbm adelSmS

constituents i s used.
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Li n(kksl NKS$)t he tot al number of connecti on

net woirkked actors in food webs exchange en
actors in human systems exchange some form
money, i nf ok mankestorni)c. cTohuent s direct, one wa

resource exchange beFw®de®r i ova B cLio anpkdsy ti is@ 88ayl

as foll ows:

Where § represents the presendg or absence (0) of a connection between two actors.

Number of Prey# PREY)is the number of actors that are consumed by at least one
other actor(Schoener, 1989Number of Predator§ PRED)is the number of actors that
consume at least one other ac{Bchoener, 1989)From a SoS perspective, Prey and
Predators represent suppliers and consumers of EMNthber of Preys calculated as

follows:

while Number of Predatoris calculated
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Prey Predator RatiqPREY: PRED)is the ratio of the number of actors that are
consumed to the mober of actors that consuni&rey Predator Ratiprovides an indication
of whether more constituents within a SoS are focused on production or consufRgyon.

Predator Ratiois calculated witfEquation®.

C2
m-
S

Generalization(GEN) is the average number of prey consumed per predator in a
system(Pimm, 1982; Schoeam, 1989)Generalizatiorprovides an indication of the average

number of suppliers per constituent amdalculatedvith Equation?.
o 0 : X

Vulnerability(VUL) is the average number of predators per prey in a syBtenm,
1982; Schoener, 1989 ulnerability provides an indication of the average number of

consumers connected to each constituenisndlculated withEquation8.
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Linkage Densit§LD) is a measuref the level of structural connextnesswvithin a
network Linkage Densitys the average number of links per adieath & Halnes, 2007)

Linkage Densitys calculated withEquation9.

WhereN is the number of actors.

Connectanc€ CONN) is Linksdivided by the number of possible interactiohlse
number of possible interactionstiee maximum amount of connectivififrédéric Briand,
1983) Linkage Densityand Connectanceprovide a measurement of how dense the

connections are between constitue@ennectancés calculated as shown below:
6 VY 5 G p T

Cyclicity (CYC) is a structural measure of the proliferation of cyclic pathways as the
number of links in the pathway increases. The rate of cyclic pathway proliferation is a proxy
for the potential of a system to retain flo@sath & Halnes, 2007)A SoS with a high
Cyclicityvalue has more connections in place to enable cyclic processes that reduce external

draws and export€yclicity can be calculated witiquation 11

606 a b QRNQQE b Gwda e AAD _E pp

WhereA is the adjacency matrix amds the identity matrix of the same sizefas

The remaining ten metrics examined in t
rat her than struTtdtualal Sydsatt eamTt3oh kEcadl dclesd |l Isha v . o f

nodal fl ows and repregdhasowioctiglt alsOy8sbty) e m e |

74



Thr ougphrfoovawlmesasur ement of how much EMMI p a

be cal cul ated as foll ows:

Y'Y 0 P ¢

Where § is the flow from compartment i to compartment j.

The nexkEFi metCyc(,FGlg) | mel@ xur e sc yhaowne tdrhuicnh |
the system relative(Fonhot WERBRPgqtzaeamtyt hr esgt
potenti al f orFiocmync |Qycc lipgsantgh wdnydseexc t measure o

EMMI being cycled relative to thgquabitah &g

Finn Cyclsng | ndex
g o p .,
YY'Y : Y po
0
08 'O Y'Y
0 Oy P T

WhereT; is the sum of all flows entering column j.

MeaPmat h K&MPg)his the average number of a
the system and is a measure of {(Fhaet ha cetti valt.
2019, Fi.nnl,n 1789 SPRat pbr aendged an indicatio
constituents interact wi t hentaerusni an dofe xE MMI

boundMeraynw. Patihs Lealgd hl attguwWataisos hbb.n i n
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VYUY

Shannonoé6(Sll)ndiex a measure of the speci e:
net WBhannonand 9plr8gvi des an indication of hec

are among the |Iinks within a SoS.

T 0 . .50

Average Mutu@AMInNnfios matmeasure ofoft he de

net work flows. Higher AMI values indicate r
probability of knowing which pat h Baodfilnow ewi
al ., 2012;. Oghuung, h elr9 6AN) I i's associated with

substances move al earedifnewlerpadrhd merntevewal lac

Aver age Mutuiag dalf oulmatednas shown bel ow, w

. O g 0 IYYY
V) — 2

YY\?rJ]( B o0 B o PX
Ascendd&d’®s€y measures how well net wor ks ¢

(Ul anowi.dlz gh2004gmrl ues represent an ecosyst
restraevaedabhe pathways and flow is more |

values represent the opposite.

0 YO 0 0 'OY'Y'YR pyY
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Devel opmen(tDOQa pmaecaistuyr e t he maxi mum poter

an eco(sSosS)emn ter maf foif cDeermed yompaniemtts arhgea awiptpye

l i miAtscem@@ Badyni et al ., 2012.; Ul anowlcz & |
06 pO 0O MEQ O p W
Al phALPHA) i s Atshcee nrd @reicvge | ofp mend ndCaipacat

measure of ecosystem (SoS) efficiency.

Over {é&H measures the amount of reserve

(SoS) has access to (Ul andwircz.oetrealpond20009

06 0 "YO/ ( Cp
Robus{ ROBVST) i s a measuweenofeftihei ¢énay
redundancy in flow pathways. | fnont daeu Inte t iw
predictable transfer. I f the network is no

susceptible tRoliuswalpaes ocecrcePresa,k ,t when t he
bal anced between effi ¢iUémanofwli2c0z0 Sa&tildead fe g umuad le

f oRobusitsness shownk=bel ow, wher e

Y

v 796 Y('il ; 0 Y6
08 G== CC

2. Cu2rent Uses of Ecological Net wor k Anal y:

77



ENA has been used to analyze a variety
net works, energy net wor k(skamgd& c@hrebmo,n 20m %;s
2019; Layton et ala) .202P1520Z6cB.2Mbv7ribkuy
Z. B. Morris et al., 2020; Z. B. Morris, Me
Y. Zhang, Yang, Faéwioes méesealbdhlO)ndicated
bet weenA tnmeet rENS and traditional economi c ¢
i ndustri dlLagébworeks Hirdneasni2g0nleédc ) sy st e ms , spe
form dfndbBscd ri al Par ks, were shown to have

natural ekcagtyesneents al ., 2016Db)

Recent work by Laytonds group has recogr
i mprove system and SowWordle sfigaus &aspean ftilal é ¢
olRobusdasnneasmeansstai dabli gnog Crheagtitleirg rete sy sLi
2019a)yhe theme of tt ueiarl worsk ems obhaai maa
redundancy and pathway efficiency. Artifici
performance characteristics of natural ecos

the design process.

Li ke oudipraprekk,s seek an approach to i mpr
constructcomgumiingd Chhaddles j ee. eResadar,ch2gafogao
successfully applied this approachltanseve

water distributfiChmattaeamgepower adgri d202O0; Dav

et al. ,ReddlLi)gni nRoBaShaew siseanem esasicewen btoot h no
operating costs, recovery costs foll owing ¢
approximately 1.8 million doll-Arsoperngygemnc
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anal ypasvwe & Layton, 2020.b; AdPdintyiaom adt edlIf .o,
devel opment of amRodmupir e a achulrtroe nccayl( cirela awtoer rkjse €
& Layton, ThOs9bh)sanseemaayySb&cexchange com

material, money, or informati on.

There are several wawys eourouvsoRWobrks tuseal shsy
as a design parameRebusFnwes sal swhidoaoensiinddru da
metsr.i cPrevbypukawbok 6RO lgu punpeewnNsdtehs an ext er neé

o f our resuRabsusconesesondhgRobiuseameasilyg requi

making the industrial system more rendundan
previous studies this involved increasing t
34 or 43) or electrical di s(tDraivbeu t& olLna yltionne,s

Panyam et &ldd,i n30hd)di t i Pombad sdlairnddse tqa iitrec reexa
(Dave & Layton, 2020bis Paingaplr eaé @dBNA 20€lt9r)
can be wihan ped e mtfiralslty ulce ug e i nvestomdrst . T
measured resil,id®MNceoinhi oggmchN anal ysi s or &
(Chatterjee et al., 2020; Da,v eoWwr Lraggdear, c 2 C
measures SoS resilience through a metric d:¢
N-3contingenslgecatnsal tylsriese randomr compohéeernset
(Chapeeal dates the i mpact of each I ink fail
do not evaluate the(Chpaterpéecascading 2043

2020bwhisch nctlhuidseddiisnsertati on.

2.8 Summary
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This chapter has discussed the background needed for the remainder of this
dissertation Recall, the goal of this chapter was to provide the reader with the context

necessary for this sentenc@ur goal is to usé&cological Network Analysiso identify

heuristicsthat can be used for th®ologically inspired desigmf System ofSystemsto

increaseesilience(an emergentrait). One way to visualize the relationship between the

five themegresented in this chapt@NA, heuristics, BID, SoS, and resiliencg)hrough

Figure 8.
Resilience | 51 Goa System of Approach to | Biologically Inspired
andGAP -~ Systems 1 Design
',// \‘\“ T~
o . T T
- . - —
- . _— ~—
= ~ - -
Key = —
Characteristic Tools to Support
Emergence Ecological ~ Heuristics ~ Modeling
Network and
Analysis Simulation

Figure 8- Relationship Between Key ldeas in Chapter 2.
Note: Modeling and Simulation background is presented in Chapter 3.

The review ofSoSprovides the context for the design challenge examined in this
dissertation. We examined resilientte understand our key design goal and why it is
necessary. A review of emergence provided insight into the difficulties of emergence
engineering as well as the strategies used later in this dissertation. Next, we focused on some
of the tools that would beised in this dissertation. Biologicaliyspired design was
presented as the framework this dissertation would use to fill the gap of insufficient

resilience. Ecological Network Analysis ahduristics are tools that support biologically
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inspired designThe final tool necessary for BID4R is computer modeling and simulation,

discussed ifChapter 3
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CHAPTER 3. MODELING APPROACH ES

This chapter presents the modelingethodologiesused to inform and test the
biologically inspired design approaches developed in this dissertation. First, an overview of
the modeling process is present®dr metamodeling approach (including conceptual and
executable models) is definedext, we discas the purpose of building models and how
this integrates into our research goalsing biologically inspired desigio increase SoS
resilience. Finally, the conceptual and executable modeling frameworks for ecosystems and
SoS are presented. Thmmewoks presented in this chapter agplied throughout the

remainder of the dissertation.

3.1 Modeling Process

Models are any representations of +&akld phenomenoigJackson et al., 2000)
Modeling may be as old as civilization s e | f . Poeticsswritien ih 56 BC, has
been pointed to as the earliest example of modéGadpriel, 200L)Ar i st ot | ebds des
of theatre includes many concepts familiar to modelers today. This includes the key idea
that simulations or models offer a unigue method of learning about the (Galatiel,
2001) There are many types of models that scientists and engineers use in their
investigations. The type of model used should be driven by the characteristics of the problem
being examineqHeymans et al., 2016\Vhen approaching the problem of SoS design for
resilience three questions must be answered. First, what is the purpose of making these
models? Second, what type of model should be taredur problen? Third, what meta

modeling approach will be employed?
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3.1.1 Question OneWhat is the Purpose of Model Building?

Authors list a variety of reasons for building models, however, the most broad

options are to obtain understanding about system behavior or to predict system performance

(Epstein, 2008; Hlbing & Balietti, 2011; Jackson et al., 2000; Kitano, 208)rief review

of chaos theory will show that the second goal may not be feasible for complex systems.

SoS are composed oiterconnectedomplex system@.e. theconstituent systems

are ofen complex systemsfomplex systems consist of interacting (often heterogeneous)

entities (i.e. agentskhat respondboth to each other, théNetwork Structure and the

environmen{Frei & Di Marzo Serugendo, 2011; INCOSE, 201Bpmplex systembave

some or all of the following characteristics:

1) The entitiegagentspre often simpléFrei & Di Marzo Serugendo, 2011; Pumpuni

2)

3)

4)

5)

6)

Lenss et al., 2017)

Interactions and resulting system behavior are-lmmar (Anderies et al., 2013,
Fiksel, 2006; Frei & Di Marzo Serugendo, 2011;Holland, 2019; JeaRierre et
al., 2006; Krakauer, 2019; Pumptlrenss et al., 2017)

Feedback mechanisms afesdbackoops impact system performan@erei & Di
Marzo Serugndo, 2011; P & C, 2010)

Complex systemare selforganizedFrei & Di Marzo Serugendo, 2011; Pumpuni
Lenss et al., 2017)

Complex systemdemonstrate emergengérei & Di Marzo Serugendo, 2011; T.
Holland, 2019; INCOSE, 2016; Pumptlenss et al., 2017)

Complex system processa® path dependent (i.e. they are not ergddicyirner et

al., 2018d, 2018b)
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7) Complex systemsre evolutionary, both in terms of architecture dnteraction
Strategy(PumpuniLenss et al., 2017; Thumet al., 2018d, 2018b)

8) Complex systems are often opgiksel, 2006; Keating & Katina, 2018)

Examples of complex systems include cities, fagupdy networks, and ant colonies
(Miller, 2019; Paries, 2012; Petty, 2018) thischapterthe termscomplex systems and
complex adaptive systems are used interchangeably. Complex systems have two
characteristics which make predigi specific future states of the system extremely
difficult, if not impossible: nodinear dynamics and sensitivity to initial conditions. The
inability to predict future complex system performance has hindered sustainable policy
decisiongAnderies et al., 2013T his difficulty in predicion is one of the reasons resilience

engineering was founded as a fiBtroeve & Everdij, 2017)

The first characteristic thlampers predicting futu@mplex systenperformance
is the nonlinear dynamic®xhibited by these systerdnderies et al., 2013; Fiksel, 2006;
Frei & Di Marzo Serugendo, 2011; T. Holland, 2019; JB&nre et al., 2006; Krakauer,
2019; PumpunLenss et al., 2017)rhis nonlinearity can be caused by the human actors
embedded in the complex systéBennett et al., 2005; Haley et al., 2016dr examples,
different constituents may have different goals, déife perceptions of the global situation,
or different abilities to respond tdault (Butterfield et al., 2008; Gianetto & Heydari, 2015;
Haimes,2012) Human agbn after a faultcanimprove or further degrade performance
(Madni & Jackson, 2009Additionally, complex systems may operate near critical response
thresholds and tipping paad Xhderies ek al.p2013; a s
Krakauer, 2019) An example of a system at the

strategies using stigmerggtigmergy is form of colony communication that uses the
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environment as a commuaiton medium, rather than direct peefpeer communication.

For example, auccessfulood searchrequires both for the ants to follow internal logic rules
when searching, but also for unpredictaddéonsto occur. If an ant never wanders off the
estabished pheromonédrail, then no new food supplies will ever be discoveffedries,

2012) Other characteristics of complex systems that prevent prediction includes the fact
that complex systems often do not operate at equilibrium and their dynamics can involve

delayed feedback loogEiksel, 2006; Frei & Di Marzo Segendo, 2011; P & C, 2010)

Secondly, prediction is difficult because complex systems are sensitive to initial
conditions. This is one of the defining characteristic of complédulson & Godfray,
2007) Complex systems are sensitive to the initahditions of their environment
(exogenousvariability) and of the constituent itselér{dogenousrariability) (Hollnagel,
2006) This sensitivity is partially due to complex system processes being path dependent
(Thurner et al., 2018bComplex systems are namyodic (i.e.,complex systems processes
aredependent on initial conditionsErgodicity indicates thaf a sample of great enough
duration was observed, then one could determine the sttfstoperties of the underlying
system. Thishowever,is not the case for complex systems. The issue with sensitivity to
initial conditions is that even if the ndmear dynamics could be modeled accurately,
prediction would still not be possibl@hurner et al., 2018b)The field of deterministic
chaos in the 1970s demonstrated that even simple, deterministic equations could be
combined to create behavior so sensitive to initial conditions that prediction was impossible
(McLean & May, 2007) Differences in performancprediction exist both due to the

accuracy and precision of our measurements of initial condifiRetsy, 2018; San Miguel
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et al., 2012) Thus, we cannot expect our models to completely represent (&itgt al.,

2014; Gotelli, 2008; Rainey & Tolk, 2015)

As aresult, models that seek to precisely predict the future states of complex systems
are not currently possib(@oyd, 2012) Currently, there is not even a statistical mechanics
equivalent (an approach to allow for broad predictions without attempting to predict
individual behaviors) for complex systeriBhurner et al., 2018b)Authors do propose
however, that while analytt approachesnay be limited in their success when analyzing
complex systems, the current shift to algorithmic description appears profiisimger et
al., 2018b) In fact, modeling may be the only way to study complex sys{Betity, 2018)

Our work follows thenew approacihatseeks to examine the underlying propertiethe
complex systems, not to make specific predictions about future perforrfizmat 2012;

Fiksel, 2003) Helbing divides model predictionsito two cases: forecasts (specific
expected future states) and model implications (expected changes in system states when
parameters are altered in a specific manner), while Miguel et al makes a distinction between
forecasts (quantitative calculation oftdte states) and predictions (general types of
behavior expectedHelbing & Balietti, 2011; San Miguel et al., 2012)his dissertation

does not aempt to forecast SoS performance after faults. Rather than attempting to predict
exactly what the resilience (an emergent property) of a SoS is, the purpose of models in this
dissertation is to determine algorithmic principles that can be utilized &aseresilience.

In other words, we do not claim that resilience will increase from .6 to .8 by taking action

X, rather we present evidence that taking action X is likely to result in increased resilience.

3.1.2 Question TwoWhat Type of Model Should bised?
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Models can be mental, physical, or digitMental models have two currently
accepted definitions. Either they are temporary mental structures to aid in reasoning and
understanding or they are a structure in the long term me(h@ssessian, 2002)'he
ability of individuals to successfully employ mental models appears to be due to both
genetics and experienc@surz-Milcke et al., 20@). Mental models can be simulated and
exercised in a similar manner to computer
have been shown to be a valid method of learning about physical phendiNersgssian,

2002)

Physical models have several advantages martal models. First, a modeler or
designer may be more easily able to detect logical falacies or inconsistancies in a physical
model(Nersessian, 2002Physical models form a natural extension of thought experiments
(Nersessian, 2002)Indeed, research indicates that a primary oblghysical modelss to
aid in creating a shared mental model within groiagz-Milcke et al., 2004) Physical
models alscallow designersto cognitively offload part of the design process onto the
physical representation, allowing researchers to focus on other profdemnasMilcke et
al., 2004 Nersessian, 2002)The evolution of physical models over the design process can
serve as a record of previous decisions, inspiring future Warkz-Milcke et al., 2004)
Physical models also allow designers to bypass limitations in other methods including

vocabulary or formula@Nersessian, 2002)

Contrasting mentand physical modelgsomputer models are better able to analyze
and assess complex syste(Berman, 2002)Although, computer models often require
significant expertise to implement and significant-tume to evaluatgHomer, 1996;

Simpson et al., 2001 5terman argues for four primary advantages of computer modeling
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over other method¢Sterman, 2002)First, mental models are unlikely or unable to
accurately simulate complex, ntinear systemgHomer, 1996)This is the primary reason

that computer models are utilized in this dissertat®woSsare complex, notinear, and
demonstrate emergence. Secondly, Sterman presents evitlahdbe use of computer
models improves our ability to create mental models. The process of creating computer
models requires the modeler to compare his current mental model against the simulation
results. Third, physical experimentation or modeling mayslow, costly, or unethical.
Finally, Sterman argues that computer models can bypass @bthe significant delays
between cause and eff¢&terman, 2002)Computer modeig also make all assumptions
explicit, and allow empirical exploration of areas with conflicting mental mqttamer,

1996)

Thus the answer to our second question: this dissertation will explore SoS design
with computer models. Computuer modeling has a rich history of supporting System
Engineering tlough Model Based Systems Engineer{iRpiney & Tolk, 2015; A. L.
Ramos et al., 201250 previouslymodeled include national water supplies, air defense,
power grids, sensarets, air transportation, and cyh@ysical systemg§Ceccarelli et al.,

2018; Chamseddine & Kokkolaras, 2017; Drozda ef@ll1; Eusgeld et al., 2011; Filippini
& Silva, 2014; Ge et al., 2014; Haimes, 2012; Joannou et al., 20k8jeling gproaches

used in previous studigaclude functional dependency analysis, PBigit, agent based
modeling, Phantom System Models, HligLevel Architecture, and hybrid

approachg&usgeld et al., 2011; Ge et al., 2014; Haimes, 2012; Joannou et al., 2019)
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3.1.3 Question ThreeWhat Meta Modeling Approach Will be used?

Meta Modeling Approach

| Assumptions
| Simplifications

Computer
Programming

L]

)

Reference Model Conceptual Model Executable Model
e »  Exists in mind of the +  Exists in computer code.

. E):rsntni;nb:ah?u\lﬁo;;dp;tured researcher (but should be *  Not s:_aftware_ipdependem_
or documented. document.ed). . RegLIlr_es verification and
Properties are Software _|ndeper_|dem validation. .
independent of observers May require multiple *+  Used for testing and

’ iterations. theory development.

Figure 9- Overview of Meta-Modeling Approach Used in thisDissertation.
A metamodeling approach outlines the process of transitioning from thewedt
reference model to an executable simulation.

Effective implementation of computer models requires a deliberatemutaling
approach. Our modeling approach consists of three steps, influenced by the procedure
outlined by Jones i(Rainey & Tolk, 2015) First, the reference model must be identified.

The reference model is the rembrid system beingxaminedRainey & Tolk, 2015)For

this dissertation, most of the reference modelsraterial flow analysisliagrams of So$

or ecosystems (which are themselves modetsalfworld SoSor ecosysten)sThis reveals

a key assumptionni this work, that thematerial flow analysisdiagrams (which are
themselves models) correctly abstract fromdhginal reference model. We assume that
critical ecosystem and SoS characteristics that influence resilience were not abstracted away
by the athors of thematerial flow analysisliagrams. We limit the risk of previous moelel

abstraction biasing our investigation by usimaterial flow analysidiagrams from a variety
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of authors.Using multiple source authors the recommende@pproachto minimize the
potential of a single referencebs bias or
results of thigype of study (Allesina et al., 2005)Utilizing multiple biological research
sources has been successfully Usggrevious researcheis analyze Econdustrial parks,
propose using the ENA metric of robustness as a desirable design parameter, and examine
the role of detrital actors within in artificial systefitardy & Graedel, 2002; Layton et al.,

2016b, 2015; Malone et al., 2018)

Thenext step imourmetamodeling approach is to clearly define the framework used
to construct the conceptual model. Whenever models are created, abstraction occurs from
the realworld (reference model) to the properties included in the model (conceptual) mod
(Robinson, 2008)This is necessary because without removingessential elementbe
model would quickly become intractalfleusgdd et al., 2011; Leveson et al., 2012; Stroeve
& Everdij, 2017) Modelers must make decisions about which elements of the reference
model must be included to examine the desired characteristics of the referencOmogtel
& Gabric, 2002; Filippini & Silva, 2014; Kitano, 2002; San Miguel et 2012) This
means, of course, that the results ofdbeceptuamodels will also be simplified from the
reatworld performance. Recall, our goal is to develop understanding about system
behavior, not precise predictiord future behaviar An ideal moel will include the
minimum level of detail necessary to accurately capture the phenomenon investigated
(Tilman, 2007) For exanple, the neutral theory of ecology is successfully able to explain
some of the observable ecosystem level patterns even though this theory abstracts away all
differences between specig@gday et al., 2007)Often it is just as important to decide which

elements should be abstracted away as which elements should be ijdadksdn et al.,
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2000) Overly complex models result in overfitted models, Emdevelopment timelines,

and extensive data collection requiremdtgrk et al., 2020; Robinson, 2008)odelers,
therefore, seek to create the least complex model that still captures the essential
charateristics of the problem being examiné@otelli, 2008; Jackson et al., 2000;

Robinson, 2008)

There are two ways modelers abstract from the reference iawotled conceptual
model assumptions and simplifiat i on s . First, model er assumj
best understanding for unknown reference parameters. In simplification, the modeler
chooses which portions of the reference model should be represented in the conceptual
model (Robinson, 2008) Assumptions are an approach to address uncertainty, while
simplifications reduce model complexiirobinson, 2008) As with all steps in the meta
modeling process, the problem characteristics drive decisions made when constructing the
concepual model(Robinson, 2008)The conceptual model is platforimdependent (e.g.
software) (Robinson, 2008)The conceptual model clearly articulates (i.e. documents)
which elements of the reference model should be included and all asswsnysed when
implementing them. Often conceptual models are represented through flow charts and
diagramgJackson et al., 2000y he transition from reference to conceptual model has been
recognized as one of the most difficalbd important modeling steps, often requiring
multiple trial and error iteration@ennett et al., 2005; Fiksel, 2003; Jackson et al., 2000;

Robinson, 2008)

The final step of our metaodeling process is to create the executgisulatior)
model. This is also referred to as the quantitative m@dekson et al., 2000yor computer

models, this step encodes equations into software to allow for analysis. This step requires
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both identifying which equations are neddo fully capture the conceptual model, but also
what parameter values are used in those equafitatkson et al., 2000As with the
conceptual model, it is vital that the simulation model is only as complex as necessary to
capture the conceptual moddhckson et al., 2000) he simulation model is the executable
software. For this dissertation, the models are implemented either in MATLABytogic.

The two types of modeling usede systemdynamic andagentbasedmodeling. Next, this

chapter provides an overview of these modeling approaches.

3.2 Modeling Approaches

An overview of the twomodeling frameworkaised in this dissertatiorsystem

dynamic andagentbased) are provided.

3.2.1 System Damic Modeling

Systemdynamic models relate levels within constituent systems (stocks) through
differential equations that govern flows between tt{Borshchev & Filippov, 2004b)or
example, Figur&0provides a screenshot froomylogic depicting asystemdynamicmodel
representation of a simple predapsey system. In Figurd&0Q, the stocks represent the
biomass of each species, while the flows represent the consumption and loses of energy due
to respiration and heat. One way to viszekystem dynamic models is as a system of tanks
connected with pipes of varying diameters. When these models are evaluated, we are

interested in the levels in each tank (the stocks) as well as the flows between the tanks.
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Figure 10- Example System Dynamic Model Screenshot from Anylogic.

Note: Thepurpose of Figure 10 is to provide a reader with an improved intuitive
understanding of the representation of System Dynamic Modelfgylogic. As such, the
specific relationship stwn in Figure 10 is not paramourithe Text has been enlarged as
much as possible, but please contact the author for a copy of thisrésator oneprey
system.

System Dynamic modeling was originally pioneered by Jay Forrester in tk20fhid
century(Borshchev & Filippov, 2004b)Systemdynamic models have often been used to
investigate and illustrate causal chains within sociotechnical systems and the feedback loops
within them (Leveson et al., 2012)n these types oihvestigations the stocks are not
physical currency, durather causal influences. Systelynamics has also been used to
provide systentevel analysis of ecosysten(Kitano, 2002) Systemdynamics is unable,
however, to accurately predict emergence due to individual agent beh@omabeau,
2002b). Systemdynamics only captures emergence at the constituent system level. System
dynamic models are recommended for modeling applicatwinsre a high level of
abstraction will not impact model resulfBorshchev & Filippov, 2004b)Thus,in this

dissertationsystemdynamics can be used when aggregating individual behavior does not
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impact the result of broken network linHgius, system dynamics is used in this dissertation

when investigating the use Network Structur¢o engineer emeemce.

3.2.2 Agent Basellodeling

Agentbased modeling (ABM) provides the means to investigate the impact of
Interaction Strateggn resilience. AgerAbasedmodelsrepresentomplex systems or SeS
as a collection of autonomous age(@Bsnabeau, 2002apBM is recognized as suitable
approach to examine Se8ue to being able to examine the interactions between large
numbers of complex, independent agéhtsath et al., 2009ABM provides the means to
test complex system emergence by altering t
respond to stimulus (i.e. the environment oreotbntities) to make autonomous decisions
(Dorri et al., 2018) Example ofagents are diverse. Humans, antsmpater servers,
autonomous vehicles, Internet of Things objects, and dmatsystems have all been

successfully modeled with ABM. Agents have the following characteristics:

1) Agents have no meaning without an environni@&ntolland, 2019)

2) Agents communicate with other ageftsHolland, 2019) This communication
can occur directly or through an intermediary suchtigmergy (communication
by altering the environment).

3) Agents respond to stimuli from other agents, the environment, or entities with
pre-set rules. Thse rules are often simgleumpurniLenss et al., 2017)

4) Agents have goals or objectifanctions they seek to achie&. Holland,
2019) Agent goals are independent from the system goal and no agent directs
all aspects bthe complex systerfDi Marzo Serugendo et al., 2006)\gents

act to ful fildl i ndi vi dual goal s, whi c|
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marketing models treat every consumer, seller and distributor as an independent
agent, eaeh acting in its own selhterest)(Di Marzo Serugendo et al., 2006; T.

Holland, 2019)

ABM has already been used to successfully explore a variety of complex systems
including robot swarm obstacle avoidance, area search, data stream clustering, network
formation, impacts of landslides on rural traffic, and modern transportation systems
(Agarwal et al., 2012; Forestiero et al., 2009; Giuggioli et al., 2018; Guzzi et al., 2014; Hung
et al., 2015; Jakob et al., 2012)\gentbasedmodels have also been usedrnudastigate a
diverse set of resilience engineering scenarios including air traffic taxi deconfliction, air
traffic management, urban water distribution, flood response, traffic networks, and even
SoS architecture evolutigAcheson et al., 2013; Bouarfa et al., 2013; Marshall et al., 2019;

PumpuniLenss et al., 2017; Rasoulkhani & Mostafavi, 2018; Taberna et al.,.2020)

Altering agent behavior is a unique approach to resilience engineering because
autonomous response is often neefdedaults (Marshall et al., 2019)ut the size of Sa&S
canpreclude central coordination. Agdmdsed approach@sepromising because they do
not require global rationality (knowledge of the entire system) to make decisions to improve
resilience, rather bounded, or local, rationalitgufficient(Marshall et al., 2019Artificial
intelligence and autonomous response may not be able to respond to unforeseen emergent
interactions(Marshall et al., 2019)This is especially troubling because the impact of
unanticipated faults often outweighs flaellt response designed into the sys(®arshall
et al., 2019) In response, inherently resilient architecture and design have been identified
as a key nee@arshall et al., 2019)Despite this, aecentreview of SoS 6 abgsed t

modelsrevealed only 10% examined SoS Des{§ilva & Braga, 2020)Agentbased
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modelsare rarely examined in engineering contexts. Another reviewgeritbased models

from 1998 to 2008 showed thatcgal science, biology, business, ecology, economics, and
public policy consisted of 82% of the articles surveyed (the remaining categories were
Military, traffic, and other)(Heath et al., 2009)Agentbased models have also been
successfully used to identify unexpected emergent betsarecall resilience is an
emergent characteristic of a SqBpuarfa et al., 2013)n (Bouarfa et al., 2013heuse of

ABM was able to identifyemergent behaviors that were not identified through other
modeling approaches, including humarthe-loop simulationsimproved understanding

of emergence would better allow designers to harness pasitiggencéo improve system
performancgBouarfa et al., 2013) Additionally, authors note that changes in design can
lead to new emergent behaviors, so the relationship between design decisions and expected

emergent outcomes is a key need in the {iBlbarfa et al., 2013)

Onecurrent keyuse of ABM is to test the effectiveness of different responses to
increase resilience after a disagtesmalian et al., 2019; Heath et al., 2009; Pumjheniss
et al., 2017; Rasoulkhani & Mostafavi, 2018pr example, Esmalian et al used ABM to
investigate what factors influence how households tolerate the impacts of hurricane power
outagegEsmalian et al., 2019ABM also allow designers to test scenarios that are either
too expensive, hazardous, or impractical to test in thewedd (PumpuniLenss et al.,
2017) In this type of research, the models perform a mediator role (testing theories about
possible influences on responses) rather than acpoedole (precisely forecasting what
will occur in the system of interes{Heath et al., 2009)A review identified that
approximately 60% ofaigentbased models perform the role of mediator, while none

predicted system respongkleath et al., 2009)This role distribution speaks to the
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complexity ofmulti-agentsystemsThe models in thidissertatioralso perform the role of
mediator, examining ibiologically inspiredagent behaviors(Agent Interaction Strategy
Tactics) improve model resilience, rather than attempting to directly predict SoS fault

response.

Like the approach proposed by Marshall, this dissertation also seeks to utilize
autonomous agent response to increase resilience. The primary difference, hovleatr, is
their approach has limited functionality withdbe prerequisite step &recasting system
response, while the BID approaches applied in this paper do not require predicting future
system responséMarshall et al.,, 2019)Rasoulkhani and Mostafavi use&BM to
investigate the resilience of an urban water system to chronic stresses, while we focus on
acute stresesponségalthough over similarly long time period§asoulkhani & Mostafavi,

2018) Rasoulkhani and Mostafavi note from their literature review that resilience
engineering often omits the adaptiveness of human g&aseulkhani & Mostafavi, 2018)
This paper, however, departs from that gap by testing different biologically inspired

adaptive actor behaviors following a fault.

Agents make decisions based oaitlnteractionsvith their peers and environment
(Dorri et al., 2018; C. Macal & North, 2014; Pumpluainss et al., 2017hese decisions
are often based on simple rules documented in statecharts (e.g. (€igM3cal & North,
2014; PumpunLenss et al., 2017)Statechartar e f | owcharts describ
transitions betweedefined tasks anblehaviors (i.estates). Aragentcan onlybe in one
stateat a time and moves through its statechart independently of its peers. Transitions
between states are conditional statements activated by triggers when appropriate conditions

are me . Triggers may or may not be activated
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triggers can occur by receiving a message from another agents (i.e. communication) or
arriving at a location (i.e. task completion). Rate, timeout triggers, and internariggers

are independent of the external environment. Rate triggers transition the agent through states
at a set rate, and timeout triggers initiate transitions when no other conditions are met

(Andrei & llya,2013) These triggers are impacted by ea

State 1
Search Location

e N

State 2 State 3 State 4
Transit Attack Enemies Refuel

Transition Tvpes
¥ Timeout Q Logic B Communication Q Arrival

Figure 11- Example Military Agent Statechart.

Now thatABM andsystemdynamicmodeling approaches have been reviewed, this
chapter continues by describing the ecosystem and SoS conceptual modeling frameworks.
The ecosystem and SoS conceptual modeling frameworks are discussed with reference to
systemdynamic modeimplementationWhenABM is used in this dissertation (Chaptérs
and8), then further discussion will be given on how the conceptual modeling is applied.
This chapter focuses @ystemdynamic modeling becaussystemdynamics approaches
are heavily used i€hapters 45, and6. ABM, however, is not used widely until Chapters
7 and 8. Additionally, focusing on one type of modeliggsemdynamics) enhances the

clarity of the remainder of this chapter.
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3.3 Ecosystem Conceptual Modeling Framework:

The ecosystem models in thissertation are built from current ecological research.
Modeling assumptions and simplifications are specified and applied consistently. This
section documents our approach for converting ecosystem reference models to conceptual
models. First, the diffential equations currentlysedin the literature are presented. Next,
these differential equations are converted into flow equations to allow the ecosystems to be

examined throughystemdynamic models. Finally, a full list of simplifications is provided.

3.2.1 Ecosystem Modeling Utilizing Differential Equations

This section will walk through the current approaches for modeling ecosystems with
differential equations. It will start with the simplest possible model, and then gradually
increase in complexity until the form used in this dissertation is reached.rSé&it and
many of the equations discussed are built from the ecosystem modeling approaches

di s cus s e dAPrimer & &dolegyGoteld, 2008)

3.2.1.1 Exponential Growth

Many current modeling platforms use differential &ipns to examine ecosystems
(e.g. EcoNet or Ecosim with EcoPat{@hristensen & Walters, 2004; Kazanci, 2Q07)
Consider the simple ecosystem shown iruFég 2. This ecosystem consists of one species
(X1) with one input flow (4) and one exporlow (Y1). Species abundance is normally
measured in kgndflows are measured in kg/time period. Often in food webs these
recorded per year. The input and output flows capture both growth, species birth, and death.
This simplified ecosystem has unrealistic Igies including an infinite food supply (X

and infinite space (i.e. no environmental limitations).
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Figure 12- Example Single Species Ecosystem

Under these conditions, ¥ill exhibit exponential growth

— 1® 0 o
Qo S

Wherer is the instantaneous rate of increase or basic reproducti€mtison & Godfray,

2007) r is the amount of stock increase per kg of stac&an be calculated:

O O
| — QT
QT
Equation®23 and 2 can be combined:
QL O T .
w 0 ¢ L

Q0o W T
The growth rate dX/df) depends on the current population si2&t)j. For simple
exponential growth models, is a constant (i.e. growth rate is not density dependent)
(Gotelli, 2008) This means that as a population grows and the birth rate remains constant,
then the amount of kg added tp@pulationalso increasesn the literature, the values for

X1, Y1, andZ; are usually reported for ecosystems at steady Gtat@1(0) = Y1(0) and Xy

IS constant).
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3.2.1.2 Loqgistic Growth

The simple exponential growth iBquation25 does not take into consideration
environmental carrying capacity. Population dynamit€Equation 25 are not density
dependent. In the real wdy we expect a species growth rate to slow as its density increases
due to more intense competition for resour@eg.shelter, water, matggGotelli, 2008)
Ecologiss use the variablé to represent the environmental carrying aaty. k is the
maximum amount of biomass that can be suppont@dgiven environmentor the single

species ecosystem at steady stateufieit)?)

Q O m (0]

This is because K is not increasing exponentially, the only factor that will liditin the
absence of predation is the environmental carrying capacity. When the ecosystem in Figure
12 is at its carrying capacity, it is at a stable equilibri¢@otelli, 2008) The general

equation for logistic growth is

£ i o0 ©_9
CombiningEquations 3, 24, and26:
L O wm P ® o
Qo QO T P D T cv

Logistic growth models incorporate the environmental limitations that prevent
unlimited exponential growth in the real wofl@otelli, 2008) Logistic growth models are
a wellestablish approaghDuncan et al ., 2020; @6)Dheyer , 2

have been used to successfully examine bbast dynamics from ecosystem intervention
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and strategies for managing invasive spe¢isde et al., 2015; Duncan et al., 2020)
Particularly relevant to this work, logistic models have been proven effective in
investigating ecosysin recovery (relevant to our work on resilience), both providing
insight into asymmetric African mammal recovery and into species decline after removing
a limiting predator(Duncan et al., 2020; Stalmans et al., 20I9)ese works provide a
precedent for applying logistic growthoatels to recovering species that were extremely
depleted (needed in our approach to measure resilience). Although logistic growth models
improve upon exponential growth models by incorporating environmental carrying
capacity, additional changes must bedm#o capture the impact of multiple species within

an ecosystem.

3.2.1.3 Interspecific Competition

Figure 13 shows a multspecies ecosystem with independent food sources. These
species do not experience direct interactian, (o predatorprey dynangs). Species do,
however, engage in interspecific competitidnterspecific competition occurs when
multiple gecies have competitive interactions for resources such as gpe@mptive
competition), shelter, or water (exploitation competitig@potelli, 2008) Interspecific
competition can cause an increase in one species to result in the decline of(arothar

2007) BothX;andX; are limited byk, the environmental carrying capacity.
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Figure 13- Multi -Species Ecosystem

To include interspedid competitionk is split into two termsk; andk.. ki andk
represent the environmental carrying capaci
of XconXtdue to interspecific compefXiohnX,tha and |

growth rates oK andX: are

Qo . Q wo | wo

— 1®W O = W

Q0 0 G
and

.. . Q Hho T Do

- W O = O

Qo Q

One successful approach to simplifying the calculatiok isfto assume that the
environment is capable of carrying a spedifjof biomass regardless of the type of biomass
(X1 vs Xo) (Stalmans et al., 2019Yhis simplification can be stated fprspecies in an

ecosystem
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Equation31 is consistent with the findings that valueskofwhen calculated with other
approached)ave a positive corrdian with equilibrium (i.e. initial) population siz€¥an

& Zhang, 2016) Additionally, because the ecosystem carrying capacity does not
differentiate between kg 0fior X, t er ms U and b Egaations29ap0dd 1. Th

can combined witlcquation 2 to yield

X Oom Oon, . . B om B @O
— = W 0 O C
Qo W T B & 1T

and
W on on, . B om B @O
— = W 0 lole]
Qo W T B & 1T

Assuming intraspecific and interspecific interaction is equivalenh igrgortant
simplification. Theoretical and empiricsiudies have shown that intraspecific impacts are
between 510 times greater than interspecific impg€tark et al., 2020)This makes sense,
we would expect more niche overlap within species than betweerespm a grassland
biodiversity experiment fitting reatorld data to Lotka&/olterra models, allowing different
U and b values (rather than e&equivalentdrreodal ) i nc
fitting) by nearly .15(Clark et al., 2020)Note for this gain in model fit, the peapita
interspecific response was the same for all species. Equations31-33 can be updated
by assuming that intraspecific impact is 7.5 greater (midpoint of-tt@tnes observed

range) than any interspecific impact.
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Next, modeling is improved by incorporating predator and prey dynamics.

3.2.1.4 PredatelPrey Dynamics

Figure 14 Multi -Species Ecosystem with Predation
Predatoiprey interactions increase the amount of influence one species has on
another. Intraguild predation is when two species interact as both predator and prey and
through interspecific competition. Intragujdedationis a common method of interaction
in ecosystemgGotelli, 2008) Not only do species indirectly compete for resources such as
shelter

, they also directly influence each

souce of the other species (kg 14). Of note, including intraguild predation does not
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impact the carrying capacikyof an ecosystem. Rather it lowers the amoumtafimpetitor

necessary to force a species abundance to dé@uwtelli, 2008)

Predator consumption is divided in three different types of functional responses. A
Type | response (used in the classic Leddaterra formulas) assumes that as victim
abundance increases and predator abundance is held stable, the ammyntohgumed
per predator increases without boundl'ype Il response assumes that predation is limited
by both the ability of the predators to capture food and the amount of prey a predator can
consume. Finally, &ype lll response also assusnprey consmption approaches an
asymptotic limit, but with a sigmoid curve. Type Il responses can occur if predators switch
feeding preferences based on prey abundance. We incorp@saie H functional response
for the predators because Type | is unrealistic gunded predator appetite) and Type llI
violates our assumption that the predators are extreme spe¢@bstdi, 2008) A Type II
response is also incorporated into many ecosystem models sucbsa®s Ehristensen &

Walters, 2004; Vial et al., 2011)
The general equation for prey growth rate is

Qo ., . 0w O .
e W O = W O (0)
Qo w o O X

r remains the instantaneous rate of increldse maximum rate predators can consume prey,
andD is the halfsaturation constarfthe prey density at which predation rate is-ba# of
maximum) The rate of predation depends on the prey and predatotydemierated by

the ability of the predators to consume p(@ptelli, 2008) As will be proved later in this
chapter, onlyEquation37is needed to realize our system dynamic ecosystem models, thus

the equation for predator growthdmitted. By definition

10¢



) ?2 OLIJ
p
O 0 ow

Wherehi s t he handling time per kg of prey caj

capture efficiency measures the I mpact of &

Our approach uses the consgive assumption of intraguild predation. We assume
that species still engage in interspecies competition (se8t@i.3 even if they are
predator and prey. To combine interspecies competition with prepi@prdynamics,
requires us to recognize thidte termrXy(t) in Equation37 is the growth ratex; would
achieve in the absence of predation. Combiritggations32 and 37 yields the expected

dynamics ofX; due to both predation and interspecies competition. Ngi@)=0 for figure

14.

Qo on on ., x@zém B" on x®rd o B" 0o 0B o

s o - W o s — W 0 T
Qo W T x®zd m B N T wo O

To evaluateEquation40 requires values foK andD. We will start withK. The handling

timehis
Q 0
- T
: Y

Whereth is the time neededapture and consuneach prey and is the kg of prey captured.

At equilibrium



Thus,

and fromEquation38

Q 0 m TT

Next, to obtain an estimate Dfrequires recognizing that the data for Figidas from an

ecosystem at steady state. THegation 15 can be rewritten:

- KON |
T T —— W T TUL
wm O
Algebraically, this leads to the following
@ m
| ——= O T T
wmm O @
i Q
5 T
W T wmm O X
Qo
: QT T Y
Incorporating equatiod4:
, 0 MmO T
O —— wmn T W

[

Thus, we see that bohvandk can be calculated from the initial values provided by

food web data. Combiningquations40, 44, and49 provides our final differential equation:
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Finally, the assumption of intraguild predation has another impact on model
dynamics. Not only do species compete for the resources that impact carrying chpacity,
as food web complexity increases, species also impact each indirectly. Indirect effects
driven by impacting an intermediary species abundanasa#ieeldensity mediated indirect
interactiors. Recent work has shown that as ecosystem complexity grensifymediated
indirect interaction can have a greater impact on ecosystem dynamics than carrying capacity

(Yan & Zhang, 2016)

3.2.2 Implementation of Ecosystem Models with System Dynamic Models

This dissertation implements the derived differential equations with system dynamic
models. This distinction is important because system dynamic models allow us to impact
individual flows. To create system dynamic models requires translation from species
differential equations to the flowquations Figure15 shows an example ecosystem that
also demonstrates tlseventypes of flows that exist within an ecosystem. Tdbfhows
the converted differential equatioas flow equations that are used to implemémese

ecosystem models.
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Figure 15- Example Ecosystem

Table 5- Generalized Ecosystem Flow Equations.
Note: Sources and Flows must have positive values.

Type of Flow | Examples Equation
(A—B) in Figure
13
A E
Source Mon- AWA
Dietritus ) , .
Spa’_‘jes Z,00 00— ¥ (0] i [N o Jiw1 ) ) 200
Zat)= min[ﬁ.m:._ %| b |-. TE+ XN (2 + Z KAt — 7.5+ X, (00 - Z: .rlll:ll_]l.?:g-lil:lz 4000

NOII.— DEUI".'I.E ]_..u: I__ . L.';‘.‘.(u:' -
Datritus Lgalt) = m-‘m(ﬂ

Species I

Mon- | Bxpor= | Y, Yo 13 - / g

; » b |veion . 25 (0) — ¥ (0] . ¥ (0}

Detritus = _EBMT o B 2 eV ey — . oy Falby,
Det ¥a(8) = min [ X (0 + P )| 75 5 20— 754 1,(0) Z}c’,(l}h T ®

P \ i=1
Datritus | Eegport Ty o wm

Y= m-‘-’n{l’}
Pray | Predator Lu. L Lo, ()= L (008, (£) K5 ()
T i) + X, (00X (03 — 1)
Zource | Defritus £y Iyt = Z,(0)

Next, the conversion process frodifferential equatios to flow equations is

documented. We begin with Equatié®

restated for the reader o

11C



QO Om Om o, B d&don B ®o 0 m
Qo [V B omn N R LA

This equation can be thought of as

8@ e AWEYO ¢ DY O@EM 6 OYidi OQLdN ¢ | ORO T YA BABOT | B O Dol 6 & "0ty i
Note, prey flow is not impacted by the enviroemtal carrying capacity. Rather tha
modeling the ecosystem as a differential equation, each of the elemEqgtsaiion51 are
different flows in the ecosystem. For example Xom Figurel5, Equation51 becomes

0o W OoOanetl awlOwnaodit v O0Qol Qooil Qw v

The remainder of section 3.2.2 discusses how each of the types of flows in Table 5 are
converted into flow equation3.he derivations for the remainder of this section switch
subscript nomenclatures. Previoussybscriptsl and 2 were used to describe prey and
predators. To be consistent with the nomenclature in Table 5 and to reflect that more than
two species exist in the ecosystems we are now examining, subAaiuB are used from

this point forward (se&able 5 column 1). Flow always travels frofato Xs.

3.22.1 Source to NoiDetritus, NorDetritus to Exports

These two flow types result in logistic growth that is influenced by the carrying
capacity of the environment. The derivation will start without considering the impact of
carrying capacity and will examineon-detritus toexports in detail. No+logistic (i.e.
exponential growth) is modeled Eguation25, reprinted for reader convenience.

X Omnm T

— = ®» O v
Qo W T &
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This is equivalent to

X OMmMO O OMn® O

— = = OCanei OdNel oi Vo
Qo w T w T L d
Thus
sy O TR O
Own el e4——— UT
W T
And
Oaneil ed5—— (VY]
W T

Next, we must incorporate the impact of carrying capacity. From section 3.2.1.3, we know

the following to be true in the absence of predatey flows:

p O@mh ©OanNél Bonéi oi
(Y
Ur
(bbl‘l’ ® 1h Vaneil onei oi Vo
1’y
(Y
LY ® 1h Vanéeéil oonei oi
w

Thus, fromEquations54-56 it follows that when an ecosystem is at carrying ceypac

(without predator or prey flows):

—— ® 0 +——® o L X
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For most ecosystemBguation57 as written is not true, due tag 0 ) a(0). Thus,

Equation57 must be revised.

— DO e Do LW

Wh e r e ¢ quired adjudingent to ¢he exponential growth rate due to carrying capacity.
Equal adjustment is applied to both the imports and exports. This assumes that if population
exceeds carrying capacity it is both more difficult to find food (imports) and mofg like

die (exports). EquatioB8is written forZa(0) is greater thaitYa(0), but this is not required

to be the case. Algebraic manipulation results in the following:

W T W T
_— ... — U W
W T QO T
OT T
- T
QO T wnc ¢
OWTmT T
o T (0N

The absolute value bars provide generality for the case Wha@gis greaer than
ZA(0). This is often true for species that have no external nutrient source (i.e. all sustenance
comes from prey). Equatiddil shows how much the exponential growth rate must change
for the ecosystem to be at equilibrimvhile at carrying capacityTo convert from a
differential equation to an expression for the input and output flows requires recognizing

that logistic growth is achieved by using carrying capacity as a proportional controller with

a desired equilibrium at the carrying capacity. Boqume61li s t he proporti onal

control gain. Thus, the export flow is
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Equation62 can be updated to include the greater impact of intraspecific vs interspecific

interactions.
o . o h h

“ w ., wmn wTm , o " "

W 0 = W O ———— W 0 X®Zw o Wo x®dZw m WTT @O
W T ¢ T

One final update must be made. Consider the equilibrium ecosystem witK goigsent
at carrying capacity. Clearly in this case, carrying capacity limitations would not increase
Xa0s deat h Equatibne3 canThe sisplified wherXa(t) is consumingall the

environmental resources possible:

. ® T O mn ®m
®» o ® o - 0z m QT
® ¢ T
“ w T, |
® 0 = ® o QU
W T

Equation65 only holds whenXa is the only species in the ecosystem and is at carrying
capacity. Logically Equation65, thusprovides an expression for the minimum possible

death rate of specie®. This is incorporated into the equation ¥rin Table5 as follows:

W O IEI(bnwo o T W o X®»zw 0 WO x®zZw 1 WM h—o 0 [0N0)]

Similarly, the expression for input flow is:

w o0 | Els W 0 = WO x®zh O WO x®dzw T O h—o 1 0 X
(AR O T (AN
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The minimum operator is added to imports because as a conservative assumption we
assume that the original amount of nutrients available is the maximum amount that a species
could receive. This approach follows the assumption by Gotelli that approachiniggar

capacity has a linear impact on birth and death (&etelli, 2008)

3.22.2 Flows to and From Detritus

Detritus is a unique constituent in an ecosystem due to its passive nature. Detritus is
nortliving organic matter. Thusletritus is not subject to carrying capacity; it does not seek
shelter, foodor water. External inputs to detritus depend upon the systems outside of the
boundary of the examined ecosystembs abild.
boundary of thesystem we are modeling, saternal imports of detritus aessumed to be
constant. This is also the approach takeRdopath with EcosinfChristensen & Walters,

2004) Detrital inputs in Tabl® are a constant.

®Oo T oY

Likewise, exports from detritus to outside the system boundary are proportional to the

amount of detritus within the system.

WO ——m® O QP w

Additionally, flows to detritus from species within the ecosystem only depend upon the

abundance ahe constituent which produces detritus.
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3.22.3 Predator/Prey Flows

The final element of our ecosystem model which needs to be converted from a
differential equation to a flow equation is predator prey interactionslReey growth rate

is:

— W0 = o0 o X

The ternrXa(t) is the growth rate not due to predapoey interactions. We will only derive
this flow from the expression for a prey

corresponding fAfrom pr e ypeeyihtdractions cal hearastgteds d u e

0@ @ o
— — — W O
Qo w o 0O XP
U (6] = W O
w o 0O X6

As shown previouslyhrough Equation 44

Thus fromEquations71 and72, at initial conditions (equilibrium)

. 0 MO M T
0 T — - T
w1t O X

Rearraging algebraically:

O Omnmdmnm p X U
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Substituting back int&quation60 provides an expression for the expected preeatey

flow utilizing a Type |l predator response.

N 0 T 0d O
0 0 +—F—— z
@O Omdm p X®

3.2.3 Assumptions ar®implifications used in Ecosystem Models

A key function of conceptual models is to clearly document assumptions and
simplifications used when converting from the reference model. Many have been discussed
in sections 3.2-B.2.2, busection 3.2.2onsoldates these assumptions. These assumptions
and simplifications were selected after a review of current modeling papers and theoretical
ecology textbooks. A brief description of each simplification and its precedent in the

literature are presented in TalfleA full description of each follows Table 6.



Table 6- Consolidated List of Ecosystem Simplifications.

Simplification

Other Models with These Simplifications

1) Biomass is a continuous
variable.

(Bode et al., 2015; Coulson & Godfray, 2007; Gotg
2008; Oo6Dwyer, 2018; St
2011; Yan & Zhang, 2016)

2) Populations are evenly

(Audzijonyte et al., 2019; Bode et al., 2015; Gotg

unstructured populations

mixed throughout the 2008; OO6Dwyer, 2018; Vi
environment.

3) Food webs aref mature (Christensen & Walters, 2004; Gotelli, 2008)
ecosystersat equilibrium.

4) Predator and Prey are (Bode et al ., 2015; Got

et al., 2011; Yan & Zhang, 2016)

5) Demographic stochasticity
is omitted.

(Bode et al., 2015; Gotelli, 2008; Vial et al., 2011; Y
& Zhang, 2016)

resources, not individuals.

6) The Ecosystems are (Bode et al ., 2015; G

Acl osed syst el Staimans et al., 2019; Vial et al., 2011; Yan & Zha
2016)

7) Biomass transfer between| (Audzijonyte et al., 2019; Bode et al., 2015; Gote

systems is deterministic. 2008; Kazanci , 2007; 0ad
2019; Vial et al.2011; Yan & Zhang, 2016)

8) Predators have fixed (Bode et al ., 2015; Got

preferences. et al., 2011)

9) Scramble Competition (Bode et al., 2015; Gotelli, 2008)

dynamics are employed.

12) Imports are external (Gotelli, 2008; O6Dwyer

13) Carrying Capacity is
modeled logistically

(Bode et al., 2015; Duncan et al., 2020; Gotelli, 2(
Stalmans et al., 2019; Yan & Zhang, 2016)

14) Environmental Condition:
remain stable

(Bode et al., 2015; Gotelli, 2008; Heymans et al., 2(
Stalmans et al., 2019; Vial et al., 2011; Yan & Zhg
2016)

15) Exploitation is only
modded for predators.

(Bode et al., 2015; Gotelli, 2008; Stalmans et al., 2
Vial et al., 2011)

16) Direct interference is not
modeled

(Begon et al., 2006b)

17) Intraspecific competition
outside of carrying capacity i
negligible.

(Bode et al., 2015; Gotelli, 2008; Stalmans et al., 2(

18) Type Il PredatePrey

Interactions

(Christensen & Walters, 2004; Vial et al., 2011)
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1) The biomass in each system is a continuous var(&@alelli, 2008) This assumption is

justified by the population size included in each system.

2) Populations are equally mixed throughout the environment. Predatoregridteraction

rate is determined by their relative abundar(Gselli, 2008) This assumption, borrced
from statistical mechani¢cshas also been implemented when modeling deterministic
evolutionary systems and within each cell in ATLANTIS modaisdzijonyte et al., 2019;

Thurner et al., 2018a)

3) The data recorded in the food webs are of a mature ecosystem at equilibrium.

4) Predator andgrey population demographic variation is not modeled (i.eytlae
unstructured populatigh The model does not attribute different behaviors based on
individual age. This assumption can be justified by the Pdfroanius Theorem. This
theorem states that the overall population dynamics can be calculated bymimate
eigenvalue of the Leslie Matrix. The Leslie Matrix structures population byGmason

& Godfray, 2007) Rather than using the Leslie Matrix to determine the overall population
dynamic, we use the initial network characteristics. This is airtol the approach taken in
Ecosim which assumes that reference model information incorporates the impact of species
size and age distribution and that this distribution will remain stable through the simulation
(Christensen & Wattrs, 2004) An additional benefit is because the steady state age
distribution within the population is ergodic (independent of starting point) and we know
the steady state ecosystem performance from the avaihatézial flowdiagrams, we can

then de¢rmine the expected overall population dynamics without directly determining the
age distributions of the populations. Another impact of this assumption is that it means all

species are treated as polycarpic (iteroparous reproduction). Species are e®tededh
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they can reproduce throughout their lifesg&@otelli, 2008) Additionally, this assumes a
Type Il survivorship curve (death rate is independent of developiftotglli, 2008) The
result of these aseptions is that transients will occur more quickly. This is because the
instantaneous rate of changgfor an age structured species can be estimated by using the

generation time(s, (average age to reprodu¢&otelli, 2008)

i — X X

If the food web data is recorded per year d&nds greater than 1.0, then the new
instantaneous rate of change will be less than the original rate of change. This is because
organisms must wait to develop after birth to reproduce. Thus,eastragtured ecosystem

will experience transients more slowly. Slower transients will result in a more resilient
ecosystem, thus omitting age structure will provide conservative ragidtdculated with
Equation 77 has been shown to be within 10% of ttree value for agstructured
instantaneous rate of chan@&otelli, 2008) Future work could incorporate the impact of

age structured populations by using generation times.

5) There is no demographic stochasticity (variation betwieéividuals) (Coulson &
Godfray, 2007; Gotelli, 2008) This omitted due the guideline that demographic
stochasticity does not need to be implemented for models with greater than 50 females. The
usual caveat to this rule involves pogitibns of large carnivores, but none of the ecosystems

examined include these types of carnivores (e.g. large(Catg)son & Godfray, 2007)

6) Theec o sy st ems ar e with cejacddoandividsigidBoputatioascare unable

to enter or exit tb evaluatedecosystem(Gotelli, 2008) Therefore, metapopulation
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dynamics are not included in this model. This includesréiseueeffect, where healthy

populations immigrate to sustain populations that otherwise would not s(iXéee2007)

7) Biomass transfer between systems is deterministic. The stochasticity which occurs in
individual predatoiprey interactions is incorporatento the overall energy flow between
predator and prey populations. In readrld experiments species competition dynamics are
probabilistic. When two species compete fo
someti mes domi n@®@egen et ah, 006ajine dedvedf hontass transfer
equations reflect the expected outcome over many independent trials. Deterministic biomass
transfer is also taken in the ATLANTIS series of mlgdused for marine ecosystem
managemenfAudzijonyte et al., 2019)Additionally, we assume that for the species being
modeled, the Allé&ffect does not occur. The Alleffect occurs when populations require a
minimum threshold of individuals to bealile. This occurs in species that employ pack
hunting, schooling to avoid predators, or require minimum population sizes for mating
(Coulson & Godfray, 2007 Eliminating the Alle Effect allows these simulations to focus

on the impact olNetwork Structue on ecosystem resilience, rather than a particular spécie

adaptive behaviors.

8) We model all predators as having fixed preferences (extreme speqiélittd)i, 2008)

Species have a fixed preferences if their diet composition is independent of ecosystem
population(Begon et al., 2006c; Tilman, 200Qontrasting fixed preferences, some species
pursue the more abundant prey species. This can occur when different prey options occupy
different portions of a predaid@r habitat(eliminated ly assumption 2) or if the predator

adapts their search strategy to favor the more abundant(Begpn et al., 2006c) A
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consequence of this approach is that if one sourpeegfis eliminatedthen thepredators

will be unable to compensate by consuming morhi@femaining prey sources.

9) When two or morg@redator species compete for the same prey, scramble competition
dynamics are employed. secramblecompetition, available resources aligided between

the competing predators (proportional to their original feeding (@®)lson & Godfray,

2007) This increased interspecific competition for shared resources is the main mechanism
for indirect effects between populations to mani{@sgon et al., 2006a; Tilman, 2007)

This application of the Resour@®mpetition Theory assumes that the impact species have

on shared resources is the mechanism for species inter@iatroan, 20Q).

12) With assumption 6, system imports will always be external resources (e.g. sunlight or

detritus in solution) not individuals.

13) Environmental carrying is incorporated by adding a term to convert exponential growth
to logistic growth as a spes approaches or crosses the carrying capé8dgon et al.,
2006a) Exceeding the carrying capacity does not result in damage to the environment (i.e.

carrying capacity is stablégotelli, 2008)

14) The habitat remains stable throughout the simulation (i.e. it is not degraded by external
forces). Environmentatochasticity (random changes in environmental conditions) is not
captured in this moddlCoulson & Godfray, 2007; Gotelli, 20Q8Jhis is similar to the
baseline approach taken icdpathwith Ecosim,where environmental parameters are the
average expected values annually (i.e. seasonal fluctuation is on(ieginans et al.,

2016) Patch dynamics are not incorporaiBdgon et al., 2006a)There is no accumulation
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of extinction debt. Extinction debt occurs when current ecosystem destruction or

exploitation results in future population declifiee, 2007)

15) Exploitation (the impact of consumption of finite resources) is only modeled for
predators. Exploitation is not modeled for species who consumewceesutside of the
system €.g.,sunlight being blocked by taller trees). Previous work has shown that it is
necessary for all nemodeled resources to be both conserved and unique for each species
accessing that resour¢eO 6 D wy e r Thus,200dlw&l) boundaries should be drawn to
ensure that the external inputs are #sabstitutable. Most food webs in this dissertation
only have inputs to the primary producers (a single functional group) and/or detritus in

solution (for aquatic ecosystem#jus satisfying this requirement.

16) Direct interference is not modeled. Direct interference occurs whemadiidual
physically prevents another from utilizing a resoui@egon et al.2006b) Examples of
direct interference include territorial animals or plants that release chemicals to deter
growth from competitor¢Begon et al., 2006aNote, although direct interfemnce is not

modeled, environmental carrying capacity is modeled.

17) Intraspecific competition outside of carrying capacity is considered negligible. We
consider these ecosystems to exhibit mutual antagonism, where intraspecific competition is
negligible ompared to the impact of interspecific competiti@egon et al., 2006a)
Ecosystems with increased interspecific competition have a corresponding reduction in
intraspecific competitior(Begon et al., 2006¢c)A study of grassland biodiversity also
showed that models using a more generalized intraspecific and interspecific modeling
approach had superior performance (less overfitiimd) more generalizabléflark et al.,

2020)
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18) Type Il predateprey interactions occur. For further discussion see section 3.2.1.4.

3.4 Ecosystem Model Executable Modeling: Procedural Approaches

Now that theconceptual modeling approach has been presented and justified,
methods to convert theonceptual models to executallestemdynamicmodels must be
defined. The literature reports ecosystem information in flow diagrams and diet composition
matrices. Thesenust be converted into flow matrices. Flow matrices are needed for
resilience calculations (Chapt#ras wellas conversion into system dynamic link equations
(Table 5). Foreach of these conversions, the process is described, followed bylg-step
stepprocedure. The procedure is provided to enhance reproducibility of this Wugk.
section will be of most interest to individuals who which to reproduce or build upon the
work of this dissertation. Sections 3.4 is not necessary to understand the remgthder
work in this dissertatiorReaders not interested in procedural replication are advised to skip

to Section 3.5.

3.4.1 Conversion from Flow Diagrams to Flow Matrices

The first way ecologists report nutrient and biomass dynamics within an ecosystem
is with flow diagrams(usually from material flow analysisllow diagrams are similar to
system dynamic models. They represent the flow of biomass or nutrients betwees speci
graphically. For this researcllow diagrams are converted to flow matrices to be
compatible with ouMATLAB systemdynamic ecosystemsimulator (Appendix A). To

ensure compatibility, the formatting guidelines provided below must be followed exactly.

A flow diagram can be converted to a flow matrix if the reference literature

contains:

124



1) Stocks for each species. Note, this is usually the limiting factor for analysis.

2) Unit of time: usually given in the stocks and flow units, can be years, months,
days, etc.

3) Flow values: links indicated between species without vauesinusable

4) Flows to detritus: If detritus is an actor in the system, this data is necessary.

5) Imports and Exports: In a steady state matatal systemmports must equdbtd
systemexports. These values should be dowdblecked or calculated depending

on availability of data.

An example flow diagram and its associated flow matrix is shown in FHdérand 1.
This flow matrix is from(Dame & Patten, 1981a; Patten, 198H)e handout researchers

used to code ecosystem flow matrixes is alewided as Appendix B.

7,241.4697
e X;-Xs here T
depict the H ; )
initial stock ; . r) ! s Zidepictsan
values n=251636 1 | F:;g::,; [ 1705135 | predators |_i%:03594 import flow into
s Yi-Yedepict the | [ )=200000 xi=692367 | | factor 1
export flow ! 1212157915 1 * Factor names are
rates for each | fo70.3262 fos=C.172) labelled within
: ! H boxes.
b : q : ¢  Any flow rates not
factor paired . | Deposited Deposit no .
with V2781321 _| Detritus Feeders +’"’-9'4303 drawn on diagram
| |x22100000 x5:162740 | ! are assumed 0.
e Arrows | : r me
H faps8.1721 [ 1S o * Time unitis
connecting 32 —— (=060 s
factors show | 42 : generally given in
: ' research paper,
flow rates, : l \ ctine of ’

' consisting of one
where fy, ¥3=5.7600 | Microbiota Meiofauna 1y4:3.5794 ofthe un?t_r.
means flow ! 224121 * oa1214 T :
rate from y to x i — s described below.

]

.......................................

Fig. 1. Intertidal oyster reef compartment model. Numbers within the rectangles indicate

steady state standing crop energy storages, x, (kcalm~2), i=1, ..., 6, and those associated
with arrows denote energy flows: input z,, outputs y,, and internal f,; (kcalm~?day™"), i,
J=1 .. 6

Figure 16- Example Flow Diagram adapted from(Dame & Patten, 1981a; Patten,
1985)
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1 0 1 2 3 4 5 6 Exports  Dissipation
2 Imports 0 41.4697 i} 0 0 0 i} 0 0
3 1 Filter Feeders 0 0 15.7915 0 0 0 0.5135 25,1646 0
4 2 Deposited Detrius 0 0 o 8.1721 7.2745 0.6431 o 6.1759 0
5 3 Microbiota a L1} o i} 1.206 1.206 o 5.78 a
[ 4 Melofauna 0 ] 4.2403 0 0 0.6609 o 3.5794 0
7 5 Deposit Feeders 0 0 1.907G 0 0 0 0.1721 0.4303 0
B 6 Predators 0 0 0.3262 0 0 0 i} 0.3594 304
9 0 0 o 0 0 0 o 0 0
10 0 0 o 0 0 0 o 0 0
11

b Y Initial Stocks 1 2 3 q 5 [

13 2000 1000 2.4121 24.1214 16.274  69.2367

b3 Time Scale Unit:

3
Figure 17- Example Flow Matrix for Figure 1 6.

Thefollowing proceduras usedto convertaflow diagramto aflow matrix:

1) Createtheflow matrix template irExcel.

a)

b)

g)

Start the flow matrix in the top left corner of the spreadsheet, leaving cell
Al blank.

Column A for the flow matrix should contain numbers for each ecological
group or action tracked.

Column B for the flommatrix should contain a label describing the group
or system component.

Ensure the last two columns in the flow matrix are exports estpdtion.
Row 1 should consist of numbered elements indexed at 0, where 0 is
Imports.

All labels and nomumeric data values are bolded in the excel file to
enhance legibility.

Flow proceeds from a row to a column. For examplédftie flow from

species 1 to species 6) shown above is placed in cell I3, which is the filter

feederds row and pr elamentig) representsip | umn .
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2) Fill in theinitial stocks
a) Begin the initial stock table after skipping one row after the flow table
b) All labels and nonumeric data values are bolded to enhance legibility.
c) Indicate end oflow matrix and start of initiadtock values by maintaining
one row of blank space between the flow matrix iaitial stocks.
d) List initial values in order of rowsf flow table, with the numbered indexes
aligning with flow matrix.
e) Leaveonerow of white space between initial value table and time scale
unit.
f) Enter a number next to the unit label based on key below:
1.Years
2. Months
3. Weeks
4. Days
5.0.25Days
6. Hours
7.0.5 Hours
8. Minutes
3) ldentify which species idetritus.
a) Create a | abel ADetritus Locationo tv

b) Input the species number for the detritus to the righiDetritusLocatioro.



Finally, a few notes about the provided MATLAB@=(Appendix A) Onceready
to run the software, change line 9 of the MATLAB code, changing the text inside the single
guotes to match the file name and path of the template. If you do not include a path and just
the file name, it is assumed that the iflén the same folder as the application when running
Be sure to include thdissipation column, even if thecsystemliteraturedoes nospecify
between dissipation and expori3issipationvalues are grouped together with exports
during calculation. fie output for each run is in the console, but the output for all tabs will
be arranged in an output file called SOSRM.xIsx, that will be generated from running the
code. If you are making several runs, be sure to delete/remove the old SOSRM.xIsx from the
current code directory, otherwise it will be overwritten partially or fully. This code was

developed and tested in MATLAB R2019b and is provided as Appéndix
3.4.2 Conversion from Diet Composition Matrices to Flow Matrices

A secondvay ecologistgeportnutrientandbiomassdynamicswithin anecosystem
is with diet compositionmatrices.Diet compositionmatricesreportthe fraction eachprey
isof ap r e d adtetqRigbre 18). Using diet compositionmatricesone can determine
systemflow values.EcologicalNetwork Analysis (ENA), the ECOPATHmodel,andour

modelingframeworkarebasedon a conservatiorof masg(J.H. Hanetal., 2011) thus:
#1171 001 POEJITAOA QRAIOAPEOAREAGOET T Xy
Respirationand egestionareexportsanddo not needto be distinguishedrom one

anotherConsumptioris representedly variableQ, andproductionby variableP.
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The diet compositionmatrix reportsthe total consumptiorof one predatorandthe
fractionor percentagef eachpreyspeciest consumesA datasetisinga diet composition

matrix canbe convertedo aflow matix if thereferencditeraturealsocontains:

1) Biomass(B) valuesfor eachspecies Biomassis neededor theinitial stocksin the

flow matrix.
2) Total consumptiorfor eachspeciesgiveneitherasQ or calculatedrom Q/B ratio.

3) Imports and exportsOR total productionfor eachspeciesgiven eitheras P or

calculatedrom P/B ratio.
4) Flowsto detritus given eitherin thediet compositionmatrix or in its own column

5) Unit of time, usuallygivenin the stocksandflow units(e.g.,yearsmonths days.

Diet composition matrix in percentage volume of prey groups in Namyang reservoir.

Prey Predator

1 2 3 4 5 [ 7
Psewdobagrus fulvidraco

1

2 Other fishes 0.330

3 Carassius aureius

4 Carassius cuvieri

5 Cyprinus carplo

3 Zoobenthos 0.500 0200 0.076 0.100

7 Zooplankton 0200 0.50 0.300 0200 0.340
-4 Phytoplankton 0200 025 0300 0,149 0030 0510
9 ) Macrophytes 0200 0,100 0,387 0080 I!'I.I'.IIS_
10 | Detritus 0170 0200 025 0.300 0.387 0.590 0.135]
Sum 1.000 1.000 1.000 1.000 1.000 1.000 1.000

Figure 18 Diet Composition Matrix Reporting Fractional Values ofConsumption.
Reprinted fron(J. H. Han et al., 2011Red Box Added by author.



Ky features of the ECOPATH model for Namyang reservair,

Species/group Trophic level Biomass (gm~7) PiB ratio(yr-') QB ratio(yr-') EE

Psendobagrus fubidrmog 325 13.786 0668 15000 0194
Other fishes 259 24,350 0533 15350 DEEY]
Carassius auratus 2.76 4678 0625 25100 0161
Carassiis cuvier 245 19.578 0463 8500 0638
Cyprimus carpio wam 7584 0377 8800 0324
Zoobenthaos 245 30.310 4.300 21.050 0470
Zooplankton 202 27.8BG6 659,100 316370 0,769
Phytoplankton 1.00 110450 29411 - 0.499
Macroephytes 1.00 200,000 1.000 - 0845
Detritus 1.00 1013 448 - 0233

PE: production/biomass, JB: consumption/biomass, EE; ecotrophic efficiency.

Figure 19- Additional data neededto convert Diet Composition Matrix to Flow
Matrix.
Reprinted fron{J. H. Han et al., 2011Red Box Added by author.

Thefollowing proceduras usedto converta diet compositionmatix to aflow matrix:

1) Setupemptyflow matrix on anexcelspreadshedspeciesnamesgxports,
dissipationjnitial stockstime scaleunit, detritusfactor,zerosin thefirst andlast
column,andtwo rows of zerosbelowthelastspecies)For additionaldetailson
flow matrix formatandintegrationwith providedMATLAB codein AppendixA,

seesection3.4.1.

2) Belowthedetritusfactor,inputthedatafor Q/B, P/B andcalculateQ andP.

Detritusfactoris atermthatidentifieswhich speciess detritus.

3) Forimportsandexports,calculateQ i P.

Ifitial Saesiis 1 2 3 L] 5 B 7 ] 9 e
1%786 24,33 2478 19578 T84 =R FEs 11029 200 1015448

Time Soabe Linit 1

Dritis Fis s 10

/e 19 1535 251 B.S B 21.05 316.37 i} 0 o

FfB QLG8 05333 0.02% DLy (=% 4.3 L 29411 1 0

0 261.934 3743855 1174178 165,413 E1.472  G3R.0ISS BEI2.2OIEQ a i 0

F 9. 05048 1299537 292375 S.0G8614 289868 130.333 1924.18 32439063153 200 0

0-p 252, 7H952  361.3REE3 10440400 1STMAZRE SRSTS1A2 SOTE0S GERL1SEED -3240.6214 -2 0

Figure 20- Exel Sheet Reflecting Steps-3 above.

4) Next,setup anidenticalmatrix containingdiet compositionvaluesfor eachspecies.

Multiply eachcolumnwith its speciexorrespondin@ value.Shownin red,thesum
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of ones p e ccolers $houldbe equalto its total consumption Thesesumsare
calculdaedfor the purpose®f checkingfor matherrorsandarenot includedin the

final flow matrix.

A n ( 4 ! F G " | ) 4 A L N

pocts 0 0 (- 0 0 O 8004002 64.9012)
1 Pervdotagro dadvidaaio C 0 0 0 0 « [» 0 0 . wa
2 CRTuw Sadves 0 MAa8)2 0 0 < ( ) 0 [

) Cornins st stin 0 . )

4 Caranbins covierl 0

§ Cypeoun capeio 0 o - 0 0

6 Toobevihan 0 130 967 Mamm ( 0 S.130592
T Toopleniion 0 0 AET 8.0 4992
8 Pvpoplaniton 0 0 MR 2955445 990
9 Mt opivytes 0 0 4877 D
10 Detritas 0 &45)87% 744773 2935445

Il Stochy 1 T s z .3 [3 4 i 9 Y
1A S 4478 195N J AL ». J7.RM 11049 200 013440

Figure 21- Checking Populated Flow Matrix with Calculated Flow Values.

5) Transposandpastevaluesfrom Q1 P calculationsgn exportscolumn.

6) Checkif thesumof theinputsequalshe sumof the outputs by checkingif thesum
of columnsequalssumof rowsin the flow matrix. Samplecalculationsareshown
in Figure 22 below. Adjust importsand exportsas necessargo that the systemis
balanced.To checkthis, Outputs- Inputs(or vice versa)mustequalto zero.In the
tablebelow, samplecalculationgakethe sumof eachrow andsubtractthat by the
sumof eachcolumn.Whensubtractingnputsfrom outputs,if the valueis greater
thanzero,it needgo be addedto the exportvaluefor thatrow, andif it is lessthan
zero, the magnitudeof that value needsto be addedto the imports value for that

column.

131



| Exports

o
201.5
33.6
91
127.8

9]

Dissipation

o000 000000000
L L

out

261.9
210.13822
116.5
166.4

0

" 704.885909
£889.1951
" 6042.94152
" 335.263678
" 4296.69777
i 0
0

-

F

b

261.934
374.3865
117.4178

166.413

67.5515808
638.0255
8812.29382
324962139
200

2100.7

R
out -in

-0.034
-164.24828
-0.9178
-0.013
-67.551581
66.8604092
66.9012788
2793.32013
135.263678
2195.99777

5

(===

]

T

0.034

164.24828

0

9178
0.013

0 67.5515808

66.8604092
B6.2012788
2793.320134
135.2636777
2195.997771

[ Y = I = O

‘add to import add to exports

Figure 22- Example Calculations Showing Necessary Adjustments to Imports and
Exports.

0NN AW N

16 Ininisl Stocks
17

18

15 Time Scale Unit:
20

21 Detritus Factor:

7) Oncethe flow matrix is completeand balanced,copy and pasteits valuesto a

separatesheetor document.The calculationssheetis retainedto record daa

calculation for replication and to troubleshootany errors Shown below is a

completecexampleflow matrix:

Imports

1 Prseudobagrus fulvidi
2 Other fishes
3 Carassius auratus
4 Carassbus cuvier
S Cyprinus caprio
6 Zoobenthos
7 2ooplankton
8 Phytoplankton
9 Macrophytes

10 Detritus

1
13.786

1

10

Qoo QCCOOCOCOQOOOCQO

2439

130967

0

0

4452878

]
0

3
4678

74877
74877
74877
74877
74877

19.578

2 3 4 s 6 7 8 9 10 Exports
0 0 0 0 66.8604092 669012788 604294152 335263678 2195.99777 0
0 0 0 0 0 0 0 0 604 2015
0 0 0 0 0 0 o 0 90.1 336
0 0 0 0 0 o 0 0 255 9
0 0 0 0 0 0 0 0 386 1278
0 0 0 4] 0 0 0 0 0 0
3 0 0 5.1390592 63.80255 o 0 0 441 386
3 58.7089 499239 0 127.6051 2999.5799 0 0 44756 51309
3 29.35445 459239 100752608 19.140765 4499.36985 o 0 13602 0
3 0 166413 261686304 51.04204 132.334407 0 0 342 (1]
3 29.35445 499239 261686304 376435045 1191.00967 0 0 0 2504.4
0 0 0 1] o 0 o 0 0 ]
0 0 0 0 0 0 0 0 0 0
4 5 6 7 8 9 10

7.684 3031 27.886 11049 200 1013.448

Dissipation

Figure 23- Completed Flow Matrix for the Diet Composition Matrix Shown in Figure
18.
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3.5 SoS Conceptual Modeling

Now that the ecosystem conceptual and executable modeling approaches have been
properly described and documented, the remainder of this chapter discusses the SoS

conceptuamodelirg approach useid this dissertation

3.5.1 System Dynamic Approaches to Represent SoS

Standardizé modeling approaches are required to allow us to focus on impacts of
architecturgNetwork Structurgon resilience. First, So&nstituents are classified by the
researcher into one of 9 archetypes (Tablddentification of the archetype is necessary

because different types of constituents exhibit different dynamic properties.
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Table 7- System of System Constituent Archetypes, Characteristics, and Examples.

Archetype Characteristics Example

User This is the end user for | Housing Market in a regio
product. They provide th( (for lumber), individual
demand for a finished goo{ homes (for electricity).

Waste/Dump This is a disposal locatio Recycling Centers
once the currency is pass| Landfills

from either a user or as
production waste.

Environment

This is the alternate was
destination if the dump i
unavailable.

Rivers, atmosphere.

Non-HumanNatural Sytem

These are resources in
SoS.

Water level in a dam, tree
in a forest.

Non-Waste Any constituent that is nq Factory, Server cluste
the dump or a Noihuman| hospital supply center.
Natural system that receiv
imports

Importer A source ofEMMI outside | Water entering a watershe

the boundary of a system.

foreign investments.

Factory/Supplier

A constituent that takes i

Ball bearing factory, fooq

EMMI and wuses it tq sorting center.
produce an improve
product.

Production Waste Stream | The necessary waste th Metal shavings during
occurs during productior] production, fR  loses
This does not exist withoy during electricity

production and productio
cannot occur without wast

transmission.

User Outside
Boundary

Systel

An external sowe of
demand for EMMI leaving

the boundary of the SoS.

Foreign markets

Next, the flow equations based on the archetype designation are defined. These are
presented iTable 8. Thes flow equations cannot be defined if the SoS example from the
literature does not contain both stock and flow va(uese: it is permissible fasome of
the constituents to have zero standing stosklero standing stock indicates a constituent

with a near instantaneous inpuitput process.
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Table 8-Generalized §stem of System$-low Equations.

Note:

If X -then ¥else Zstatements in Table 3 are annotated X?Y:Z. This is consistent with the
format used within the Anylogic modeling platform.
#These equations assume Xi(0) is not zero. If this is not the case, reEde0) with
(Xi(t)+1)/1 and X(0)/X(t) with 1/(X(t)+1).

Definitions:

SS: Initial Steady State flow value as recorded in the flow matrix.
Xi(0): Value of stock pat time O (i.e. beginning of the simulation). These are the initial

stocks.
gate: indicates this link is vulnerable to a fault andl e broken during SoOSRM analysis.

From (X1) To (X2) Pseudocode Comments

Factory/Supplier User X1(t)>0? SS*gate*(X4(t)/X(0)*):0

All Waste/Dump X1(t)>0? SS*gate*(%(t)/X1(0)"):0

All Environment X1(t)>0? SS*(X1(t)/X1(0)*) +(1-gate)* SS | Flow to the

*(X 1(t)/X1(0)%:0 environment iS
increased if the
constituent loses acce
to the normal wast
stream. SS§is flow
from X to the
environment. S§ is
flow from X; to waste
management.

Import Waste/NonR SS This isa constant

Human
Constituent (e.g
Forrest)

Import NonWaste Xa(t)>0? Min(SS*X%(0)/Xx(t)*, SS):SS Allows constituents tg
throttle down imports if
unnecessary.

Factory/Supplier Production X4()>0? SS*gated This is waste generatg

Waste stream | ProductionFlow(t)/ProductionFlow(0):0 |as a esult of

production. This outpu
is dependent on othg
output flows
(Production Flows
being uninterrupted.

Factory/Suppliel User  Outsidg X1(t)>0? Min(SS*X(t)/X1(0)*,SS):0 This assumes extern
System demand is constant.
Boundary

Factory/Suppliet

Factory/Supplief

Xa(t)>07?
SS*gate*%(0)/Xo( t ) * x Ex p o #(t¥
*xExportg0:0r om_X

The second factor
adjusts its orders bot
to keep up with curren
demand and t¢
maintain the sam
safety stock it had on
hand at SS.

13¢



Third, the Measures of Performance (M8pRr each constituent must be defined.
MOPs are metrics that reflect the health or performance of a constituent. The approach for
MOPs is much less prescriptive than for dynamic equations. The SoS Engineer must
consider for their design scenario, which B have the greatest impagsh SoS
performance. In this dissertation each MOP used will be presented and jdetifeeth
investigation in Chapters-&8. Frequent MOPs for different archetypes are presented in

Table 9.

Table 9- Typical System of System Archetype Measures of Performance.

Archetype Possible MOP Example
User Stock values Amount ofhousing availablg
Waste/Dump Amount of wastg Export flow fromwaste
processed
Environment Ensuring novaste flow| a penalty due to flow to the
to environment environment
Non-Human Natural System | Stockvalue Amount of lumber|
unharvested.
Factory/Supplier Amount  of  flow| Number of  widgets
leaving constituent produced, amount ¢
electricity sold.

3.3.2 Assumptions and Simplifications used in SoS Models

A key function of conceptual models is to clearly document assumptions and
simplifications used when converting from the reference model. The following standardized

assumptions are applied acroddfa SoS models presented in this dissertation.

1) Assume any excess flow to the environment has a 1.0 ratio for negative MOP impact.
This is a major assumption that impacts SoOSRM calculation. Setting all to 1.0 standardizes
acrosshe SoSs being modede This assumption assumes that environmental impact is of
concern to the So8ecision makerdf this were not the case, then this ratio should be set

to 0.0.

13¢



2) Steady state imports are at the maximum available. Imports can be throttled down, but
not increased past initial steady state values. A proportional response to flow mismatch is

implemented.

3) Models do not consider interlocks between constituents unless explicitly stated in the

case study literature
3.6 SoS Executable Modeling: Procedat Approach

Similar to our discussion afcosystem procedures, the modeling procedures for
SoS are also presented here to increase reproducibility of this dissert@éiciion 3.6 is
not necessary reading for those who do not wish to reproducexgeiments in this

dissertation
3.3.1 Procedure to convert SoS to Flow Matrix

The following steps provide guidanoa howto convert a SoS flow diagram to a flow
matrix. First, the case study in the literature must be a SoS. There are four requirements f

a flow diagram to be identified as a System of Syst&®s.also section 2.2.

1) First,the constituents mube comprised of complex systems

2) There is no central conttel for the overall system, which means each constituent
system exercises independdetision making.

3) The SoS is capable of demonstrating emergence.

4) The SoS structure can be changed through evolution (i.e. constituents can be

replaced, upgraded, or retired).



After finding appropriate flowdiagrams,the conversion process will begin.ist
necessary to convert the SoS flow diagram to a flow matrix. Representing the SoS as a flow
matrix allows calculation of the EMMI transit time within the SoS (necessary for our
resilience measurement presentedChapter4). This process is described bel and

presented in a procedural checkirsTable 10.

1) Startby identifying the SoS for analysis and the boundary for that SoS. Often the
boundary is defined by the source literateg @ box containing the S93f the boundary
is not defined bythe previous authors, create a boundary containing the major stocks and
flows. Any constituent that acts as an infinite source or sink (i.e. flows only entering or

exiting) should be outside the boundary of the SoS.

2) Next, create a spreadsheet documentecord the flow matrix. Begin the flow
matrix in the top left corner of the spreadsheet, leaving the cell A1 blank. The first column
of the flow matrix should contain numbers as indices for each stock starting from the third
row. The second row is fomports. The second column of the flow matrix should contain
the label describing the stock. Use the existing label from the flow chart. Depending on the
number of stocks, the first row should consist of numbered elements so that the flow matrix

IS a squarenatrix. ThenJabelthe last column to bexports.

3) Record flow data from the flow chart or related tables to the flow matrix. The
direction of the flows is normally indicated by the direction of the arrowthe flow
diagram If several flows combinand then split, create new constituent as a management
hub. This new constituent should be named based on the function it performs in the overall
system. These acts as a zstock flow manager, collecting inflows and directing them to

different stocks.
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4) Createn initial stock table after skipping one row after the flow table. List initial
values in order of rows of flow stable, with the numbered indices aligning with the flow
matrix. Searching for the stocks in the article or the journal and idewgityie units of
stocks and flows. Skip one row between the initial value table and time scale unit. Map a

number next to the unit label based on the key below:

1: years, 2: months, 3: weeks, 4: days, 5: 0.25 days, 6:6 hours, 7: 0.5 hours

Table 10- Flow Matrix Conversion Checklist.

Identify system based on requirements:

1 Be comprised of complex systems.

1 No central control for the overall system, which means each constitue
system has independent decision making.

1 Capable of Demonstrating Emergence.

1 Evolved Structure.

Identify system boundary by answering the basic questions:

1 What are the systems inded for analysis?
1 What is the boundary for this system?

Use the providedemplate to createspreadsheet to record ste@nd flows.
Add stocls with the name that appears in the paper

Createanew stock as a managemeunblfif required)and name it based on the
function it performs in the system

Create initial stock table and record the time scale unit.
Check the balance of the inflows, outflgusd changgin stock

3.3.2 Procedure to convert Flow Matrix to Systeymamic Model

Once the flow diagram has been converted into a flow matrix, then a system
dynamic model can be created. These models can become quite complicated and visually
cluttered (one model in Chapter 8 has over 170 links between elements).Z8ighmvs

a screeshot of the Anylogic model for the OystBay Case Studypresented itChapter 4.



Thereforethe modeling process highly vulnerable to human error. To minimize this

risk, a model creation checklist waslized (Table 11).
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Figure 24- Example of Cluttered Anylogic Model Vulnerable to Human Error.

The steps required to create a system dynamics model of a SoS are as follows. First,
the conversion to a flow matrix must be completed. Next, the Microsoft Exeeisfil
analyzed with MATLAB script to calculate the required fault duratidyppendixC). The
model is then constructed from a case study tem@latdogic File This template is
available from the author upon request. Next, Tdlleirects how the modedhould be

created to esue that important steps are not overlooked.
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Table 11- Model Creation Checklist

Verify stocks andlows from reference literature are accurately converted to flow
matrix.

Use script TStarCalculator.(AppendixC) to calculate the required fault duration.
Open the Anylogic modelasestudy template. Save a copy and rename to match
case study being examined.

Set the model timescale to match the units recorded iihativematrix (Table 10)
Create the proper number of stocks. Position the stocks in Anylogic to mirror th
position inthe reference document.

Renamestocks Name each stock as X _and then the first letter of the constituen
name capitalized. If this convention causes two stocks to have the same name,
first two letters in their name (e.g. Factory becomesn¥ea).

Set X(0) for all stocks. This is the initial value blank within each stock. This sho
match the values taken from the source document and recorded in the flow mat
CreateNetwork Structurdoy connecting SoS Links. Connéittks starting wih the
constituent in the uppéeft corner and finishing with the constituent in the bottom
right corner. So&inks should be labeled flow1, flow2, etc.

Connect flows to creaonstitueni mports. These are | &
Sources should enter from the left side of each stock when possible.
Connect flows to creatonstituene x ports. These are | a

Sources should enter from the right side of each stock wbssible.

UseTable8 to update the dynamic equations within each of the links. Update th¢
imports first, exports next, and finish with SoS links.

Setup MOPs by editing stocksResil through XResil.

In function InsertFault ensure the codetsec(NoFault X_=Calc_) has the proper
number of stocks,-N.

In function InsertFault set all initial values. Remember to also update the stockn
to reset to initial values.

In function InsertFault ensure that the resilience trackers have tleetcoumber of
stocks. X1Resil =0

Ensure there are the proper number of gatenum type parameters created. It sh
the same as the number of constituents. Ensure a gate mymected t@ach SoS
link.

Remove unused flow links from the right side of the table.

In the variable 8SRM, ensure the calculation includes all MOPS and appropriat
data run numbers. Correct format: (Caie¢KalcXe+ € C a k)iN)Xwhere N is
number of stocks

In the Output ensure the correct number of links are recorded. Correct format:
(dat aset . datasedét\(K))/k, wheée k is the number of SoS Links

Set parameter FaultDuration to the value determined by the TStarCalcularor.m.
Ensure Simulaton.Main.Modeltime is sufficient to analyze for SOSRM. Simulatiq
duration should be greater than 2*(Noen_of _SoS_Links+1)*Fault_Duration

Run model at 1/1000 speed. Pause immediately. Verify that all stock and flow Vv
match the Steady State values recorded in the flow matrix, if not troubleshoot.
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3.7 Summary

This chapter presented timeodeling approaches used in this dissertation. Initial
background discussion began with an overview of the modeling process, purpose of
building models, system dynamic models, and agased models. Next, this chapter
focusel on the methodology used fdre remainder of this dissertation to develop models
in Anylogic and MATLAB. The theoretical basis for the mathematical equations used were

presented and justified, as well as procedures to enhance repeatability.

At this point of the dissertation, we hagempleted outlining the background

necessary to examine our central questitmw can biological inspiration be used to design

SoSNetwork Structur@r constituent interaction to increase resiliendé&xt, we continue

by identifying and overcoming a majobstacle to this central question. We cannot increase
resilience if we cannot measure resilience. The focus of the next chapteforings

resilience quantificatioand the novel SoS resilience metric developed in this dissertation.
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CHAPTER 4. RESILIENCE QUANTIFICATION

AYou candét i mprove what you donodt

Peter Drucker

4.1 Introduction: Why is a New M etric Needed?

The goal of examining 0 lHow cane hiotogicall res

inspiration be used to design SN8twork Structur®r constitueninteraction Strategyo

increase resilience?is to develop a new desigar-resilience methodology. Biologically

InspiredDesignfor-Resilienceg(BID4R) methodology applied to SoS could be a powerful
approach, but any Desigar-X methodolog requires X to be measurable. Current resilient
measurements are a function of SoS architecture, fault type, fault duration, and fault
recovery strategyResearchers have struggled to isolate the impact of architecture on
resilience given the inclusion dghe other independent variables (fault type, recovery
strategy, and fault durationhis makes it difficult to compares#iencebetween different
contextgPumpuniLenss et al., 2017)Ve propose that keeping the anticipation, response,
and recovery phases condtacross different architectures will allow designers to isolate
the impact of architecture alone on So&silience. Context independent resilience
evaluation is necessary because the very act of changing SoS architecture changes SoS
operating contexte(g., adding a backup power plant to a city adds additional safety and

operational risks). There are two roadblocks to context independent resilience evaluation:

1) The analyzed faults are context dependeeliecting dferent faults can result in

inequivaknt resilience measurements. For exampl@®an & Sansavini, 2017)esilience

calculations were made for a Swiss electrical system with 17 specific power transmission
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lines (selected by the authors) disconnectedPemyam et al., 2019)-1 contingency

analysis was performed on a 5 bus systerl. ddntingency analysis analyzes if a system
sustains required bus loading when angpiece of equipment is unalable. Both studies
examine a power gridés resilience, but due
unclear which network is more resilient. This roadblock prevents resilience comparison
between two crossontext SoS because the resiliee measurement for each SoS will be

uniquely dependent on the fault selected for each SoS operating context.

2) The fault recovery strategies are context dependerdlyzing different fault

recovery strategies for the same SoS can be used to detersmimeghresilient response
(Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2@Lif)acts as a roadblock

when comparing SoSs. This creates an additional barrier when comparingartess
architectures. If each case selects uniquétathen unique recovery strategies are also
selected. Changing faults and recovery strategies may obscure the impact of architecture on
SoS performance. For example, one study examining critical infrastructure (the Seervada
Park transportation networlghowed that changing the recovery strategy and the fault

duration resulted in system impact varying by up to $B¥%mpuniLenss et al., 2017)

Chapter 4addresses these roadblocks by developing a neweigence metric
(SoSRM). Our key goal in developing SoOSRM is to design a methodology to compare
potential SoSs and determine whi8bSis expected to be the more resilient to link failure.
When developing SoSRM, we consider the four of the unique needs of SoS resilience

guantification:
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1) A focus on constituent interfaces. The most effective (and sometimes only)
intervention occurs at congtent system interfacgFilippini & Silva, 2014; Maier, 1998;
Uday & Marais, 2015)This characteristic provides insight into where faults should occur

in our models when measuring resilience.

2) An approach to standardize the fault and recovery strategy timeline when
measuring resilience. Current resilience metrics are affected by fault duration and recovery

timeline (Haimes, 20097ran et al., 2019; van der Leeuw & AscHagygonie, 201Q)

3) The modeling framework should capttineunique SoS dynamics (e.g. cascading
faults, delayed feedback loops, network interdependencies) that occur afte(/Arfdeltes

et al., 2013; Pickett et al., 2004; van der Leeuw & Asdbeygonie, 201Q)

4) The metric should beontext independenthis will allow SoSRM to be applied

to both natural and artificial Se@Senabling biologically inspired design.

In response to these four needs, SOSRM methodology uses SoS properties to identify
fault locations and Ecological Network Analysis (a subseajraph theory) to define fault
and recovery duration3his allows SOSRM to compare So8ith different architectures.
Rather than attempting to identify all possible faults and recovery strategies, we adopt a
phenomenological approahe. a fault agnogt approach)Specifically, we are interested

in the impact of link removal, independent of the cause of the link being removed.

Chapter 4documents the completion isearchask 1 fevelop a metric to measure
SoS resilience) andresearchtask 2 yalidate that SOSRM measures ground truth).

Completion of these two tasks provisecondarycontribution 1 of this dissertatiom few
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method to measure and compare resilience betweers 80& ecosystems). This
contribution addresses two of the gaps iderditduring literature review. First, SB®ias

recognized that research is being hindered by a means to both evaluatsa&agvelop

models. Secondly, SoSkas often focused on component properties while SoS design
requires consideration of overall properties (igsilience). The new metric presented in

this chapter provides a means to evaluatesédo§S wel | as a waySdSo cons

propertegce). (resi |

Chapter 4roceeds as follows. First, a brief background on resilience quantification
is presented. Next, we describe and justify the methodaleggito calculate SOSRM
Finally, three testare performed to validate SOSRM before applying ita 8esign studies

in Chapters 8.

4.2 Previous Approaches to Quantify Resilience

Resilience Engineering is seen as a promising, new area of engineering design
researck{Balchanos et al., 2014; Bie et al., 2017; Hosseini et al., 2016; Joannou et al., 2019;
Uday & Marais, 2015; David D. Wals, 2015) Dependable resilience quantification is
needed both in the initial design phase and duxdietyvork Structurevolution. Measuring
resilience in the design phase provides guidance between potential SoS arrangements
(Anderies et al., 2013; Eddaoui et al., 2018; T. L. J. Ferris, 2019; Madni & Jackson, 2009;
Moradi et al.,, 2018; Zobel, 2011Measuing resilience also allows for investigation
between resilience and SoS characteristics, potentially allowing for improvement of existing
SoS(Fiksel, 2003; Ingrisch & Bahn, 2018; Meyer, 2016; Todman et al., 2016; David D.

Woods, 2015)
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Historically, it has been difficult to quantify resilience due to the multiple definitions
of resilience. Resilience can be broken into three phasggipation, response, and
recovery (also referred to as absorb, adapt, and restore/re@aiehanos et al., 2014; Bie
et al., 2017; Hosseini et al., 2016; Moradi et al., 2048} all metrics incorporate all three
phaseqCavallaro et al., 2014; Moradi et al., 2018; Tamvakis & Xenidis, 20%8ne
measurements do not incorporate the time over which recovery ¢Ecargis & Bekera,
2014) Due to each study measuring different facets of resilience, researchers are unable to
compare resilience between case studies. Additionally, resilience measurement depends on
the system, fault, and response teigg examinedCavallaro et al., 2014; Haimes, 2009;
Scheffer et al., 2015; Tamvakis & Xenidis, 2013pmepreviously developedpproaches
to measure resiliendgave limited use in SoS design. For example, discontinuity analysis
requr es a system to exceed i(Alentak @a0@3Thust v f or
resiienceegi neers currently have difficulty ans

architectures A and B, which S0S i s more r e

For a full review of existing resilience metrics $Eddaoui et al., 2018; Hosseini et
al., 2016; Tamvakis & Xenidis, 2013)Ve classify currentesilience metrics across three
criteria. First,ecology-based versuengineeringbased. Secondlyesilience as aingle or

multi-dimensional value. Third, are resilience measurements meaningful?

The first criterion is between ecology or engineering a&ppbns. Ecological
resilience often focuses on the recovery to or transition between stable states following a
disturbancéAllen et al., 2005; Meyer, 2016; Pickett et al., 2004; van der Leeuw & Aschan
Leygonie, 201D Some ecological definitions allow an even broader definition of resilience

to be the returrof a systemto any state other than extinctig6cheffer et al., 2015)
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Engineering resilience does not consider multiple equilibrium statésides incorporate
the dynamics (i.e. shape of the system response) following a disturfgaitzoui et al.,
2018; Nan et al., 2014; Uday & Marais, 2015; David\ibods, 2012)This distinction may
be because natural SoS resilience engesystensurvival, while artificial SoS resilience

also seeks to minimize service disruption or lost profit.

The second criterion distinguishes between resilience as a smglber or a mukHi
element array. Resilience arrays attempt to retain information that is lost when consolidating
resilience into a single number. One approach proposes that resilience can be measured
directly through subsystem statugg$aimes, 2009) Ingrisch and Bahn, however, use
bivariate mapping to capture system performgiegrisch & Bahn, 2018)Han, Marais,
and Delaurentisterpreted SoS resilience through Bayesian Networks, using graph theory
to evaluate interdependency between factors. This approach was effective in its approach of
defining a Conditional Resilience value, which is a direct ratio of the performancea$an S
when responding to a specific failure to normal performance. However, this method results
in a graphical description of resilience patterns instead of a single quantifiabléSalue
Han et al., 2012)Madni, Uday, and Mariasrefined the concept of interpreting the
performance of a system as area under a curve when plotting system performance over time.
With their approach, individual constituents can be evaluated. The individual impacts of
failure can be calculated by finding the area of a faulted SoS and using it in proportion to
the area of the unhindered SoS, resulting in relative weights of importance amdiainsr
for eachconstituenwithin a SoS. This ratio is then factored in with the probability of each

specific system failing and the probability of recovery with each fault. This concept of area

is alsoutilized in SOSRM methodology to weighttheresitee 6 s of each i ndi vi
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link fault. However, by separating measures such as System Recoverability Importance and
System Disruption Importanckladni, Uday, and Mariaéstudy represents the resilience as

a relative mix of several numericaleasuresacknowledging a gap in abilif resilience

to bemeasured aa single valugMadni et al., 2014)SoSRM attempts to fill this gap by

developing a metric which provides a single numenedle to represent resilience.

Measuring resilience as a single number is more common than resilience arrays. For
example, Nan and Sansavini formulated General Resilience (GR). GR is a function of the
minimum performance after a fault, speed of recovianylt susceptibility, and difference
in performance due to a faflan & Sansavini, 2017)famvakis and Xenidis use entropy
as a framework to quantify resilien@eamvakis & Xenidis, 2013)n an ecosystem context,
combining species characteristics has been used as an indicator of ecasgdtente
(Cropp & Gabric, 2002) Several metrics measure the area under the Measure of

Performanceurve (Bruneau et al., 2003; Todman et al., 2016; Zobel, 2011)

The final criterion considers if resilience measurements are meaningful. Some reject
the idea that resilience can be meaningfully quantified. They assess that this contributes to
our inability to compare resilience between contexts. When resilience idatett; it is
dependent upon the modeling or realrld assumptions used. This includes restoration
strategy and fault specificatio(Gavallaro et al., 2014; Tamvakis & Xenidis, 201Bhus,
comparison of current resilience metrics is only meaningful if the two systems (or SoS) are
subjected to the same fayldaimes, 2009) Many frameworks require accurate fault
prediction (Francis & Bekera, 2014)but system size and complexity often precludes
accurate fault predictio(fFiksel, 2003; David D. Woods, 2012)he combination of these

issues leads some authorsomclude that resilience metrics do not provide meaningful data
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(Haimes, 2009)We, however, see the same issues of fault identification and cross context

compari®n as a need for a standardized SoS resilience measurement approach.
4.3 SoOSRM Methodology

Previous resilience metrics ar e of t en
Performance (MOP)urve annotatedQ(t). The simplest metric is Resilience Loss
(Equation 79, proposed by BrunedBruneau et al., 2003; Hosseini et al., 20B8silience
Loss(RL) compares performance after a fault at tigeio the pre-fault 100% operating
condition. ThereforeRL measures how much performance degrades due to a fault. Smaller

RL values indicate higher resilience.

YO pTTTO 6 QO X W

Next, Zobel recognized that different combinations of fault magnitude and recovery
time could resultinthesanR. Zobel 6s met r i ¥ thapetentagelofe par
degraded performancd;, the time needed for full recovery; afd, a fAsug tably
intervalo t o d et e rzZm bneghelric msstimesf immediatd WO@Pa | i t y

degradatior{Hosseini et al., 2016)

Y Y —C‘— p =< U

SoSRM combines elements of these two approadfmsation 8). First, consider

the case where the system in question has only one MOl ¢R2H).
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Figure 25- Example MOP Performance After Fault
Adapted fron{van der Leeuw & Aschalneygonie, 2010)

SoSRM values typically range from 0 add where 1 indicatesio degraded
performance and O indicatestal performance loss after a fault. Performance degradation
is measured again@(0), system steady state MOP prior to fault occurrence. Of course, for

nonSoS applications, SOSRM providesimprovement over current approaches.
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Figure 261 Example System of Systems

To expand SoOSRM to a SoS, considerurgg®. This example SoS consists of four
constituent systems. The constituents are connected by five So3dplesentingnergy,
money, material, orinformation (EMMI) flow. If different types of flows exist within the
SoS, they must be converted into a coon currency (e.g. Emergy). Boundary interactions
provide two sources and four sinks. Notatio

constituent A to constituent B.

To apply SOSRM in a repeatable manner, we must answer three questions. First,

whatfaults should we analyze for? Secondly, what is our SoS MOP? Finally, wirt&t is

Question 1:What faults should we analyze foOSRM analyzes faults that

disconnect SoS links. Although many readrld faults result in degraded flow, rather than
severedf | o w, analyzing removed |l inks provides
resilience. Additionally, completely removing links enables folmwgraph theory analysis

for the faulted configuration (the focus Ghapters 5 and)6Approaches to measure a

consti tuen alfealy camuweithe ifaalts within each constituent. Additionally, a
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severe fault within a constituent will manifest itself similarly to severing links between
constituents. For example, complete internal failure of constituentiidistinguishable

from the severing athe link AA B. One exception of this would be if a constituent with
multiple outflows were to fail internally. For example, failureconstituentC would be
equivalent to severing AZA and CA D. Note, this wouldrequire constituentC to fall
completely. More likely, a single output would be compromised. Additionally, focusing
SoSRM analysis around SoS links acknowledges the unique role interfaces between
constituent systems have in a Bfippini & Silva, 2014; Uday & Marais, 2015Although

vital to the perfomance of SoS, SoS sinks and sources are excluded due to falling within
the realm of supply logistics and are often beyond the control of the SoS. Most SoS could
not continue to function with a complete embargo of external EMMI. Thudirstanswer

is: SOSRM considerdink failures between constituentlthough SoSRM focuses on
completely severing links (digital failures), this often will result in continuous values for
eachQn. For example, losing one source of electricity may force a factory to pratl60eo

capacity.

Question 2: What is our SoS MOR®e allow each constituent to define its own

performance metricThe response of each constituent is both context dependent and in each
const it ungerest.0cEsch soastitfient might influence So®adyics in different
directions after the same fault. Thus, SOSRM appropriately measures system resilience as a
holistic property(Haimes, 2009; Todman et al., 2018he SoS MOP averages each

constituent s MOP

(@]
o
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nis the number of systems within t8eS. MOPs are normalized from O to 1. Each
MOP must be carefully defined by t&®SEngineer. In the case studies examined in this
chapter,MOPs are defined as linear functions lixdmass and unit survivability. More
complicated functions may also be used, including minimum thresholds of performance
(e.g. if the amount of air traffic is less than 30%, the MOP becomes 0 because the airline
suffers bankruptcy), notinear functions (e.g. the impact of food shortages increases as
function of the caloric deficit squared), or be time dependent (e.g. deadlocked scenarios
where recovery is impossible if inputs are not received within a time constfdiese types

of MOPs are used in Chapter85Similar functions could also be used to evalui@ies

In this chapterwe use an unweighted meadout future work could incorporate
weightings intoEquation 82 This may be especiallgeneficialdue to may SoS being

comprised of heterogeneous constituents. Even without weightings, however, each

constituentodos performance is 1impacted by
Ai mportantodo constituents wil|l havedeaaf | mp ac
the network, providing an inherent form of

MOP is the constituent MOPs mean.

Question 3: What iST*? T (observation durationjnust be defined to ensure

consistent SOSRM values are obtained for crostegb SoS. SoS often include cyclic flows
(Figure ) which impacts the transfer of EMMI within the system. The following ENA

calculations are used to determifie

First, calculate the one step transition mattixXPatten, 1985)P provides the

probability that any transition between constitisemill occur at intervals df length, when
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modeled discretely. The selectiontofequires careful consideration, see discussion after
Equation 86P raised to thaith powelyields the normalized energy flow owesteps.The
elements oP can be calcutad with flow data as follows, for diagonal and rdiagonal
elementsThe elements dEquation 83are the donor normalized energy flows frpto i.

Si is the storage within each subsystem. The denominat&cuaitions 83 and 8hlculate

the flow into each constituent.

o 0ov Y v

Qj displays the total time integrated flow itérom j over all paths as path length

approaches infinityQi-1 represents the normalized cyclic flow over all cycles.

P and Q represent the total flow as path length approaches infinity and the flow
assoc at ed with each number of path | engths
is originally defined with a transition time bfit is then possible to determine how long it
takes for X% of flow to occur following a transient. For this study, X#eitned as 63.2%.

This is represented iBquation 8dor aP andQ matrix of sizen x n.

B B B {
™®OC BB 5 O
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X is the number of steps of duratibrnthat are necessary for 63.2% of flow in a
network to occur. 63.2% is the expected percentage change in a first order system following
a transient during one time constafitthough not all systems behave according to time
constants, Mont€arlo tests latan this paper will demonstrate that the case study SOSRMs

examinedare relatively insensitive to the propagation threshold selected.

The value selected ftwwill have an impact on the number of steps required to reach
63.2% of the flow. Ihis too larg, the actual flow occurring isteps could greatly exceed
63.2%.h is made small enough to ensure thafp@eentage of thibow occurring inx steps
is 632 +.1%. OnceEquation 86s solved analytically fok, the fault durationT') can be

calculated

YO '

When calculating SOSRM, fault durationTisand we observe recovery for an additional

T

YocrTY g

The SoSRM equation can be generalized for any SoS, after observing a fault that

lasts forT'/2 in a SoS model
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nis the total number of subsystems within the ¥iSthe umber of SoS links in the SoS.
A system withk links only requiresk fault simulations because system response is observed
after each link is broken. SoOSRM calculates system resilience for faults at constituent

interface with a duratiodetermined by the SoS architecture.

In summary, the steps to calculate SOSRM are:

1) CalculateP, the OneStep Transition Matrix

2) CalculateQ, the Transitive Closure Matrix

3) CalculateT™.

4) Calculate SOSRM pdEquation 8usingthe construted model of your

SoS.

Oneway to consider SOSRM values is to consa&oS where the combined MOPs
for all systems is one million dollars per year equivalehtisTe months, and SoSRM is
.922. This means that the expected MOP loss when a SoS linokenbis $78,000
equivalent. Conversely the expected MOP loss for a SOSRM of .6 is $400,000 equivalent.
These expected losses are annotB{@$0SRM].SoS are large scale systems which often
have combined MOPs much greater than 1 million dollars equiviaégntear. Thus, even

small changes in SOSRM could lead to substantial financial savings.

SoSRM must be applied to an underlying model or dataset. This is necessary to
provide the dynamic values used to calculate each MOP that contriblEgsidabon 89.

The remainder of thishapter applies SOSRM three validation tests. Two of these tests



utilize case studies during validation. Thase studies/ere selected to illustrate the wide

range of applicability o50SRM(Table12).

Table 127 Summary of Validation Case Study Characteristics.

Case Study 1 | Case Study 2
Subject Oyster Bay Military Defense
Modeling Framework | System Dynamics Agent Based
Modeling
Interaction Type Deterministic Stochastic
Currency Exchanged Material Information
Type of S0S MNatural Artificial
Architecture Source Literature Derived
MOP Basis standing Stock Unit Performance
Fault Duration Length Days Minutes
Modeling Platform MATLAB ANYLOGIC

4.4 SoSRM Validation

SoSRM validation was conductedth three tests. In the first test SOSRM was
applied to a system dynamic model of an ecosystem. In the second test SOSRM is applied
to an agentbased model of military SoS In the final test, we examine if SOSRM trends as

expected against known ecosysterarelsteristics that contribute to resilience.

4.4.1 Validation Test 1: Intertidal Oyster Reef

The first validation test applies SoOSRM to an ecosystem using system dynamic
models. The SoS and models are described, example SoOSRM calculations are shown, and
Monte Carlo simulations are performed to examine the sensitivity of SOSRM to several of

the methodological decisions in Section 4.3.

4.4.1.1 IntertidaDyster Reef SoS Description

15¢



The first case study is an intertidal oyster reef ecosystemr@=2g) off the shore
of South Carolina, USA(Dame & Patten, 1981b; Patten, 198bhe oyster reef has the
characteristics of a SoS (emergence, distributed control, and e\drewdrk Structurg
Flows consist o (source))Y (sink), and. (SoS link). The six constituentXifXs), contain
species such as mollusks:), nonliving organic matter X2), bacteria and fungiXg), and
small benthic animals<g). Water currents carry phytoplankton and detritus transported into
the SoS Z1). Respiration, death, and detritus beinguspended in solution send material
to SoS SinksYw6) (Dame & Patten, 1981b; Patten, 1985)r additional details, s¢Ratten,

1985)
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Figure 27 - Intertidal Oyster Reef Model.

Units for Flow are kcal m day' and for storage are kcal Th

Note: Pictures are to aid in visualization but may not be representative of South Carolina
intertidal oyster reef ecology.

Prior to analysis, theysterreef s i n equi |l i bri um. Therefo
is the currenbiomass divided by the initial biomass. The oyster reef model was originally
published with a 0.25 day transition period to calcuR{®ame & Patten, 1981b; Patten,

1985)

The oysterreefwas selected for three reasons. First, it shows the applicatdility
SoSRM to natural S&SSecondly, flow information for ecological networks is piaitected
as intellectual property. Therefore, this ecosystem has been well studied (e.g. Table 2 of

(Dame & Patten, 1981p)Finally, this ecosystem is not abnormal, containing a range of
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transfer and storage siz@®atten, 1985)The main limitation of usinthe o/ster reeffor a
case study, as mentioned(Patten, 1985)is that there are onkix constituentsOnegoal
of the firstvalidaion test however, is to demonstrate how to calculate SOSRM. This

requires a manageable, yet sufficiently complex example.

4.4.1.2 Intertidal Oyster Reef: System Dynamic Model Formulation

The intertidal oyster reef was realized with systgmamics(Section 3.3 and 3.4)
System dynamics is appropriate because thgster reef only exhibits interspecies
interactions. Aggregating individual actions to species level behavior will not impact our
ability to capture emergence between constitudrts.model was built within MATLAB
with a unit time of hours. Simulation runs were conducted on a personal laptop with an

| nt el E -ZaOUeCPU dpérating at 2.50 GHz and 16.0 GB of RAM.

Two changes were made to the model presented by Dame and Ré§Bame &
Patten, 1981b; Patten, 198B)rst, the model presented in their work is a steady stadeln
but several constituents were not at equilibrium. Thereforehamgedy; from 25.1646 to
25.1647 ntday® and Lss from 1.2060 to 1.2061 kcal fday’. Ne xt , whenever
det r i t usLoy Ls ilog) & Lod) veas lgaken during SoOSRM calculation, the outflow
from that constituentds SoS sink was incre.

continue producing detritus (e.g. feces) even if that detritus is no longer retained in the SoS.

Model verification consisted of lindy-line code verification and manual SoOSRM
calculation prior to automatios an additional verification, secondexecutable model

was createdn ANYLOGIC 8.4 University Edition which yielded identical results. Face
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validity was chec&d by exercising the intertidal oyster reef model over range of initial

conditions and faults, validating that the model performed as expected.

4.4.1.3 Intertidal Oyster Reef: SOSRM Analysis

Table 13- Oyster Reef SOSRM.

Subsystem
DF ME FF PR DD Mi  Link Average
21w 0.328/'W 0.302|== 1.001|== 0.908|W 0.68/W 0.284| 0.584
24|% 0.546/% 0.811|== 1j== 0.952/== 0.968/% 0838 0.853
25/W 0.713)== 0.938|== 1= 0.969/== 0.984|== 0926 0.922
o 26/= 0.988/= 0.987|= 1|== 0.998|== 0.987|== 0987 0.991
S 32[w 00814 1.292/= 1.002|W 08434 1347|W 0.002| 0.761
-  42|% 0534/% 002 1.001/= 0.925|4 1.112|4 1.416| 0.835
£ 43w 0.764|® 0.403]= 1001/= 0959/= 1.072[a 126/ 0.910
@ 52/w 0.233)= 1.075/= 1.002/w 0.873/= 0983)= 1096 0.877
" s3jw 0084} 1.085/— 1.002/w 0.844/— 0974|a 1125 0.852
54/W 0.202/== 1.087|== 1.002/W 0.868|== 0.98|== 1.098| 0.873
6lj== 1.031(== 1.007 (== 1.019W" 0.644|== 1.007|== 1.007 0.953
65/== 1.046/== 1.003|=> 1.002|W 0.858/== 1.003== 1.003| 0.986

Subsystem Average  0.546  0.834  1.003 0.887 1.008  0.920
Legend: 4 >1.1, = 1.1-0.9, W <.9 SoSRM  0.866

Theintettidaloysterre e f 6 s S o SRM 13sTh®inteBti@abysterreet las e
a fault duration(T") of 84.25 days andbservation durationT{) of 168.5 days. Complete

ENA calculations for theysterreefareshown as follows:

1) Construct an Adjacency MatriA (predator, prey) is

p T T T TT TT .
a4 ]
WP P TP P P,

& It p p T T T, W T
11TT p p p T TT D
m p pp p 1"
Up mmmp pV

2) Calculate the one step transition matRxEquations 83 and 8¢ield:
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3) CalculateQ using Equation 8anda step time oh=.25:
P Wa&D C T T ] ) T
LO@O CUHICLB T pTBIP p WHPP P PEOT
§ nTo pPPPp BN MPCT oMY T ¢ Y W

nc¢do eduv opt1T pEILV LI W OPpP ™
'''pHpo &G uvpo T8X ORY ¢Bip "
U egm Tt®&UL Lv8 Y t®p o@p 1 xaucy

4) Solve forT*. Equation 86wvas analyzed numerically in MATLAB, revealing
=337. UsingEquation 87and h=.25 day yieldsT'= 84.25 days. This is consistent with
Pattends finding of 500 days to completely

oyster reefFinally, perEquation 88T*=168.5 days.

Elements of the SOSRM analysis provide additional insights. Rembyirgasthe
biggest negative impact on SoS respaff@ble 13) Thus,L21 might benefit from system
hardening, robustness, or reliability improvements. DepesiergXs), however, are the
most vulnerable constituent overall. Network theory currently has wedlldped methods
to identify vulnerable links or constituents, thus the strength of SoSRM is not in
vulnerability detection. Rather SOSRM could be calculated for another potential architecture

configuration to identify the more resilient.

Counterintuiively, Table13 reveals that some constituent performance improved
during some faults. This has several possible explanations. Severing the link between a prey

and predator will cause prey population to grow. For example, whetihe link from

165



detritus tomeiofauna) was removedjeiofauna lost a major nutrient source. This caused
meiofauna MOP to rapidly drop. Detritus amicrobiota rose due to a reduction in their

predator (neiofauna) population. The lossmeiofauna as a foogburce also causedposit

feeder population to decline and a slight digtiadator population. Systedynamics are

well suited to examine thesgpes of sequencedhat havedelayed feedbackoops
Especially notewort hy, indtricteedfiotdrestiiitonightseek t uent
to remove some Sd#iks. When any SoS link is removed, however, another element within

the SoS sufferand overall SoS performance decrea3dsis, these results align with the

view of resilience as an emergent Spi®perty(Cropp & Gabric, 2002) Thatis to say,

resiliencecannot be understood only by examining the local desires ofceashituent

4.4.1.4 Intertidal @ster Reef: SOSRM Validation

Validationtest 1simulations explored two questions:

1) Validation Question Onddow much of an impact does having the fault duration

be 63.2% of total energy travel time have on SOSRM results?

To answer this question, Mon@arlo experiments were run. Fault duratewere
drawn from auniform distribution ranging from 0 to 500 days. 500 days was the upper limit
because at 500 days 100% of the energy cycling is complete. 200 iterations of each link
fault were tested(2400 iterations total); however, convergence was observed after
approximately 10 iterations for each linkEach run was initiated with a random seed. Table
14 results indicate that the Monte Carlo SoSRM calculated by using the expected value of
SoSRM with 200 different’ (SOSRM=.857) is slightly below the SoOSRM calculated using

aT based on 63.2% of the system flow to occur (SoOSRM=.866). Four link failures resulted
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in a higher link resiliencelgs, Lsz, Laz, Lag) with variableT', while the remainder of the
Monte Carlo analyzed links were below the SOSRM values. All links werermb@ti of

their SOSRM values, with seven less than a 2% change. Finally, SOSRM vs Monte Carlo
SoSRM differed by 1.08%, indicating the choice of 63.2% does not determine SOSRM

values.

Table 14- Oyster Bay SOSRM Sensitivity to Fault Duation.

Standard
Min Max  Deviation Mean  SoSRM Value % Difference
21| 052 0.996 0.077 0.564 0.584 -3.40%
24| 0.799 0.993 0.029 0.846 0.853 -0.76%
25| 0.919 1 0.011 0.926 0.922 0.47%
. 26| 0.98 1 0.003 0.985 0.991 -0.62%
5 32| 0.724 0.847 0.019 0.778 0.761 2.21%
- 42| 0.83 0.922 0.019 0.85 0.835 1.84%
E 43| 0.907 1.001 0.012 0.919 0.910 1.01%
E 52| 0.796 0.996 0.047 0.838 0.877 -4.45%
53| 0.792 1.006 0.045 0.823 0.852 -3.44%
54| 0.795 0.996 0.046 0.831 0.873 -4.79%
61| 0.933 0.999 0.015 0.949 0.953 -0.37%
65| 0.96 1.003 0.013 0971 0.986 -1.50%
MC SoSRM 0.857
SoSRM 0.866

% Difference -1.08%

2) Validation Question Two:Does SoSRM accurately reflect expect8dS

performance aftermaunknownfault?

This second question is more difficult to answer. Faults can be divided into two
types. Those known by the designer (Type 1), and those unknown until occurrence (Type
2). Oneapproachproposedo assess the abiligf a SoSo handle Type 2 faults is tostea
variety of Type 1 fault§Stroeve & Everdij, 2017)This approach was implemented by using

Monte Carlo Analysis to subject togsterreefmodel to a wide range of Type 1 faults. The
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Type lfaults analyzed were a randomly selected broken SoS Link with a random fault
duration. Fault durations were drawn from a Uniform Distribution, bounded from 0 to 500
days. 1000 trials were evaluated. Convergence (cumulative average within 1% of final

average) was observed after 133 trials.

Histogram of ADCOCK Response Monte
Carlo Subject to Randon Fault and Durations

200 Mean: 0.888
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Figure 28 - Histogram of Oyster Reef SOSRM When Subjected to Random Faults at
Random Durations.

The second vnedniesiila(Figre B) was®.69%odosver than SOSRM
(mean 0.860 vsB866). The median result from this Monte Carlo analysis was 0.58% less
than SOSRM rhedian.866 vs 0.861). Additionally, 51.0% of the samples returned an
expected performance lower than SOSRM. Thus, to answer our second question, at least
when examining theysterreefresults, SOSRM provides a realistic expectation for SoS

performance.
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4.4.2 Validation Test 2: Adcock Defen

The second validation test applies SOSRM to a military defense scenario using an
agentbased model. The SoS and models are described and Monte Carlo simulations are
performed to examine the sensitivity of SOSRM to several of the methodological decisions

in Sec¢ion 4.3.

4.4.2.1 Adcock Defense: SoS Description

The SoS being examined in validation test 2 is a military SoS, referred to as Adcock
Defense after the source of the modéhdcock, 2006) Whereas Adcock does not
specifically represent any particular military in action today, it has bsed previously as
a representative military Sq8lexander, 2007; David Alexander, 200This second case
study provides an example methodoloy estimaé SOSRM for a stochastic system

modeled using agetiiasedapproaches

Adcock Defenseis a SoS due to having an evolved structure (defense acquisition
changes force composition), being autonosi(each unit makes decisions with the locally
available data) and demonstrating emergence (e.g. spatial clustering of agents). Adcock
consists of six constituents (Tall®). Infantry search for enemy infantry to engage in
battle. The Mobile Arial Recovehicle (MARV) surveys the battlespace to create a
Command Operational Picture (COP). The Command constituent then interprets the data
within the COP to direct the Infantry or Intelligence Surveillance Target Acquisition and
Reconnaissance Coordinator (KH). ISTAR directs the actions of the Unmanned Combat
Arial Vehicle (UCAV). The UCAV is equipped with missiles capable of disabling enemy

tanks or infantry.



Table 15 - Adcock Defense Unit Characteristics

Unit Sensing Speed Accuracy | Accuracy | Vulnerable
Radius (M/s) against against to
(M) Infantry Tanks
Infantry 400 11 50% Tank, Inf
Tank 800 5 90% UCAV
MARV 2000 300 -
UCAV 1000 300 95% 90% -

The design scenario (or vignette) under consideration is the following. The enemy
(Red) forces consist of 25 infantry and three tanks. Friendly (Blue) forces consist of 100
infantry, 1 MARV, and 1 UCAV. The combapace is Zm x 2 km.Red and Blue force
initial positions are uniformly distributed in the battlespabgantry are unable to
effectively attack enemy tanks or enemy airborne units. The Blue forces are tasked with
clearing the area of all Red forces. 8luictory is inevitable in this vignette due to the
Red forces to neutraliz

inability of the

4.4.2.2Adcock Defense: Model Formulation
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Figure 29- ADCOCK Defense Information Flow Network.

SoSRM calculatin requires understanding the underlying network (or dependency

structure) within a SoSThe network is needed to break SoS links and calclifattome

networks areapparen{e.g OysterRee) whereas others require conversion and analysis to

determine the underlying network (e.g. Adcock). OysterReefis massexchange, while

Adcock is based on information exchange. The information networkgurd=2 was

derived from the operating charegstics of Adcock.The flows in Figire D are

N

i nfor mati on

fii nformati on?o

u nthetstwaraingpsmak of reacm aonstituerd 00 dinits of

(proportional to the

amount

within it). We apply the followng steps to calculate the SoS network flows. First, for source

flows (e.g.Z1, 22, Z3) to constituent elements with sensing capability (e.g. MARV, UCAV,

Infantry) we calculate how long it would take for them to have no knowledge of their

environment if tey were to stop sensing but continue moving. Our approach is inspired

from look-interval calculations utilized in submarine navigation. By understanding the



distance that can be seen through a periscope, submariners can calculate when they should
raise theperiscope as a function tieir speed. This ensures that the submarine does not
move out of the area the operators have seen. This is simply the classic distance, velocity,

and time equation:
vy Y
_ wo
Y

WhereT is the time required for the sensing unit to be fully bliRds the sensing range,

andSis the straightine speed. The values of inpuiss is the stock divided byi.
” w
® WT

A similar approach is used to calculate export (&g). magnitueéts. The SoS link
magnitudes can be calculated by knowing the time delay between constituents. Each of these
calculations provides a portion of the flow through the SoS links, inputs, and outputs. The

SoS begins at steady state, so information balancdat#bis can be conducted.

Once a network flow model for information is derived, we calculafé af 3.67
minutes and & of 7.34 minutes. Unlike theyster reefmodel, the standing stocks of
information within each constituent system is not a reasonable MOP. For Adcock the MOPs
are derived from the number of friendly agents that survive the battle and number of enemy

agents dispatched. Thus, although this SoSlwmstituents, there are only three MOPs.

1) Blue Infantry Survival

, 00&"Q
0 0¢"Q2
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2) Red Infantry Destruction

o Y'0e"X
U LU N0 O wo
3) Red Tank Destruction
0 YYQD EYQ
vu p N Yo EY0 W X

The average ahe three MOPs will be evaluated for each broken link. The average of
MOPs 13 for each fault will be normalized by the expected values of MG@Relg. no

broken links). Thenean of thenormalized MOP$s SoSRM for the Adcock system.

The SoSEngineerhas a key role in SoOSRM analysis. The SBBgineermust
determine the appropriate MOPs for calculation. Additionally, for the case studies in this
dissertatiorwe assume that all MOPs are weighted equally, butdaseEBigineefor overall
theatre commandeould prioritize protecting friendly forces over destroying enemy
forces. Additionally, calculating these MOPs assumes knowledge of the amount of enemy
forces prior to the engagemestarting This assumption will introduce an additional source
of error wken analyzing potential battlefields. Finally, the approach demonstrated here is
appropriate for a SoS that exchanges information about the environment around the sensing
units. Other approaches will be necessary to accurately convert different typesiofoSoS
flow networks. The insights and experience of the &wfgineerwill be vital when

converting a SoS to a flow network.

Themodel wasbuilt within Anylogic 8.4 University Edition in a unit time of hours.

Simul ations were conducted on a-70p0&rCBW n a |
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(2.50 GHz) and 16.0 GB RAMDue to the stochastic nature of Adcock performance, Monte
Carlo simulations i@ needed to estimate the performance of the SoS when each link is
broken. Each broken link is analyzed for 500 Monte Carlo triessltingin a total of 3500

trials (six broken links an@neno-fault analysis). Due to each trial requiring approximately
1.5 seconds of runtime, computing resources required the initial run to be limited to 500
trials per link. After review of the trial results, convergence (average trial result within 1%
of final average) was observed after 92 trials for all seven sceneaaiidating that 500

trials were sufficient. Modelerification included lineby-line code checks for errors. Face
validation checks were conducted over range of initial conditions and faldidel
statechart diagram@@ graphical approach to represeriernal agent logig)areshownin

Figures30-35.
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Figure 34 - Red Tank Statechart

Figure 35- Red Infantry Statechart.
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4.4.2.3 AdcockDefense SOSRM Results

Average of MOP 1: Blue MOP 2: Red MOP 3: Red

Average of MOPS 1-3

MOP 1-3 Infantry Infantry Tank
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Figure 36 - MOP 1-3 Results for ADCOCK Defense

Analysis reveals thafdcock is quite resilient, with a SOSRM of 0.94khis is
greater than the SOSRM calculated for @ester Reef (.866). Overall performance and
MOPs 13 are show in Figure 3. Note that the values shown in &rg 3 are unnormalized
(i.e., Figure 3 values are not divided by the4fault Monte Carlo result (.73R)Omitting
normalization in Figure @enablesasier visual comparison between no fault performance

and faulted scenarios.

As expected, the greatest decrease in performance occurred.ywwhies, andLss
experienced faults. These faults prevented the UCAV from pursuing enemy tanks. As a
result, simulations indicate that we should expect slightlye Red Infantry survival .

1.32 more Ls4 1.42 more, andles 1.43 more). The driver for Adcock performance during
those three faults is the increased losses experienced binBlogy due to the inability of

Blue forces to eliminate Red tanks. Tadditional expected Blukafantry losses are 17.48
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soldiers [42), 17.42 soldiersla), 17.12 soldiersls). This results in increased casualties

of nearly 40% (20% ofthe total initial Blue Infantry populatior), highlighting the
importance of these thedinks on SoS performance. The shbrtalculation 7.34 minutes
indicates that this SoS is vulnerable to short duration faults. Future work will focus on
examining ifT" can be used to identify if SoS are timeunded (i.e. if recovery actions

must occur within a certain time for the SoS to be recoveréblgpini & Silva, 2014)

Interestingly, a fault irL2zandLszresulted in a negligible change in performance
(MOP average changed from 0.739 to 0.743 and .742). Closer examination revehts that
mechanismat playmay be that without the information provided Iy, Blue Infantry no
longer abandaoedpursuit of Red Infantry due to intelligence about approaching tanks. Thus,
Blue Infantry is more successful in eliminating Red Infantrys MOP 2average increases
from 0.967 nefault to 0.970). The removal &fsz does not preverthe UCAV, however,
from eliminating tanks, therefore the Blbafantry does not suffer significant additional
casualties due to their disregard of tank location wherupgRedinfantry (23 MOP 1

changes from .583 to .592).

Finally, Lo1 and L2z show an example of emergence. The loss of either of these
information sources only results in a minimal impact on MOP average (0.739 to 0.739 or
0.743). The Infantry and MARVrovide functional redundancy, a method of increasing
SoS resilienc€Uday & Marais, 2015)When one is eliminated, the other is still able to
provide battlefield picture updates to the COP. A fault4n however eliminates both of
these information sources and the total drop in MOP average (a decrease of 0.076) is greater
than the sum of the change from the loss of eitheor Loz alone (araveragancrease of

.001).



4.4.2.4Adcock DefenseSoSRM Valicition

Thetwo validation questionsxaminedn Sectior4.4.1.4were repeated for Adcock.

1) Validation Question Onddow much of an impact does having the fault duration

be 63.2% of total energy travel time have on SOSRM results?

Forthis questionMonteCarlo experiments drew fault durations uniformly between
0 to 34 minutes. At 34 minutes 100% of the information cycling is complete. Consistent
with the Oyster Reef validation questionl, 200 iterations of each link fault were tested
(1200 iterations total An additional 200 trials were conducted to calculate théank
MOP average needed to normalize the SOSRM values. Convergence occurred prior to 150

iterations for each link tested. Each run was initiated with a random seed.

Table 16 - ADCOCK Analysis for Sensitivity of SOSRMto T,

Standard Wieghted SoSRM %

Min Max Deviation Mean Value Change

21 0370 0.957 0.102 0.986 0.999 | -1.30%
5 23| 0.556 0960 | 0.100 | 1.010 1.005 0.50%
E 42| 0.280 0.850 ‘ 0.116 _ 0.776 0.897 |-13.45%
= 43| 0.380 0.957 0.101 1.008 1.004 0.38%
E 54, 0.280 0.843 0.110 0.796 0.894 |-11.00%
65 0.267 0.813 0.107 0.783 0.896 |[-12.59%

MC SoSRM 0.893

Note: Min, Max, and Standard So5RM 0.949
Deviation are unwieghted % Difference -5.88%

Table 16 results show that the validation Monte Carlo SOSRM is also slightly below

the SOSRM calculated with® based on 63.2% (.893 vs .949). Two link failures resulted
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in a negligibly higher link resilience s, Ls) with variableT', while theremainder of the
Monte Carlo analyzed links were below the SOSRM values. All links were within 15% of
their SOSRM values, with half less than a 2% change. Finally, the SOSRM and Monte Carlo
SoSRM differed by 5.88%, indicating the choice of 63.2% providescaurate value for

expected SOSRM values.

The difference in accuracy for this validatignestionfor Adcock versushe oyster
reefis that the oystareefMOPs could improve once the fault was removed (Biomass could
begin accumulating again). For Adcotcke MOPs were based on unit survivability. This
lead to an interesting result when the fault impacted the UTAM 64,Les). The longesT’
analyzed had a MOP average of .667. MOP 1 was 0 (all blue infantry lost due to the fault),
MOP 2 and 3 were 1 (aénemy forces eliminated by the UCAV once the fault cleared).
This is one reason that analyzing longer fault durations resulted in a lower Monte Carlo

SoSRM than using &' of 63.2% of flow.

2) Validation Question Two:Does SoSRM accurately reflect expect8dS

performance afterraunknownfault?

For the second validatiajquestion any of the six So8nks could be broken with a
fault duration between 0 and 34 minutes. 1000 trials (consistenOwitter Reefquestion
2) were also evaluated. Convergence was observed after 427 trials. Each trial was divided

by the nefault expected performance found in the first validation test (.765).
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Figure 37 - Histogram of ADCOCK SoSRM When Subjected to Randm Faults for a
Random Duration.

The Monte Carlo analysis resultshigure ¥ were 6.4% lower than SOSRM (mean
0.949 vs .888). The median result from this Monte Carlo analysis was 5.1% less than
SoSRM (.949 vs 0.901). Additionally, 65.6% of the sampatisrned a SOSRM less than
the value predicted by SOSRM. When examining the Adcock, SOSRM provides a realistic

expectation for SoS performance.
4.4.3 Validation Test 3: Correlation with Ecosystem Characteristics.

The final validation test approaches SoSRM validation from a different perspective
than the first two tests. Rather than applying SOSRM to specific case studies, this validation

test measures the correlation between SoSRM with naturally occurring examfples
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resilience. Natural ecosystems are known to be resilient. Ecosystems withstand disturbances
regularly(e.qg. fires, floods, droughtstcosystems are organized into levels, categorized as
producers, primary consumers, secondary consumers, tertiary a@ssamd so on. These

|l evel s are known as Otrophic |l evelsd and t|
Products of one trophic level are used to feed organisms in a higher trophidf lemel.

trophic level faces a disruption (e.g. a naturiahsier), it affects members in the entire
ecosystem, and can potentially cause its colldpmeexampleforest fires cause damage to
multiple species of plants and insects, and yet ecosgstaaver rather than face complete
extinction. Thus, we antipate that features found in ecosystems that successfully recover
from damage can be identified and used to 3eSRM. We leverage the relationship
between ecosystem characteristics and resilience to vaidat8 R Mffectiveness. By
identifying which eceystem network characteristics correlate with resilience amdj us
these characteristics to build a genéggtbedf various trophic structures, SOSRM can be

tested against fAground trutho resilience.

The characteristics that contribute to ecosystemieasié are high biodiversity,
triangular trophic structure (wide base), and presence of detritus providing efficient nutrient
cycling. Validation test3 specifically alters trophic structures to create variations in
resilience. Biodiversity and detritus arkeld as control variablesWe expect
thatSoSRMresilience scores will positively trend with structures that have a wider base,
while structures that are Otop heavyd wildl

validation ofSoSRMaccuracy.
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Section 44.3 continues with a brief review of ecosystem trophic structame
biodiversity,followed by a description of the test bed and the approach used to determine if

SoSRM trends with ecosystem structure as expected.

4.4.3.1 Biological Background Informatio

Section 4.4.3.1 provides a discussion of ecosystem tropic structure, energy

thermodynamics within ecosystems, and biodiversity.

4.4.3.1.1Trophic Structure and Energy Thermodynamics

Trophic structure is the organization of organisms into differephtedevels based
on their feeding relationshipdetwork Structureof food webs is a general property of
ecosystems. Ecological, evolutionary, and thermodynamic mechanisms shape the complex
Network Structureof food webs(Dunne et al., 2002; Williams & Martinez, 2000)he
energy produced per time by each type of organism shows evidence of this triangular
structure. Primary producers convert sunlight into energygandrallypass orabout10%
of this energy to primary consumers. Each following level passes on 10% of the énergy i
receives, and 90% is either used in growth and repair or lost to the environmentas heat
organic waste (Figur@8). Ecological food chains are usually short, consisting of no more
than five trophic levels. Thisan beexplained by the reduction in trenergy which is
available to successive links in the food ch@&@mm & Lawton, 1977)The dissipation of
available energy from one trophic level to the next has been emphasized as a major factor

limiting the length of food chaindeAngelis et al., 1989)
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3 45% goes to detritus

The geometry of food webs also affects their stability. Trophic structures usually
have a triangular shape. For a given number of species, triangular webs are more resistant
to species extinction®orrvall et al., 2000Q)A change from the typical triangular structure
affects energy flow and energy input levels into each species. @m@n-triangular
ecosystem is not able to act at optimum productivity. We expect that resilience will
positively trend with triangularity. When a link is broken, all species downstream of the
affected species will be negatively impacted. Thus, resiliemrwls positively with the

number of primary consumers and the more

18¢

A E



4.4.3.1.2Biodiversity

Biodiversity is typically a measure of variation between living organisms based on
genetics, species, and ecosystems. Biodiversity is known to be greater in tropical regions
(e.g. near the equatprdue to the warmer climate and high primary productivity.

Bi odi versity can be categorized i n t wo wa
6compositiond (i ddmthis chapter,dodiversity s defined gsehei e s ) .

number of specie@.e. richnesspresent in an ecosystem.

A major concept in ecolgghas been the idea that the number of species, regardless
of their functional group diversity, can significantly affect the functioning of an ecosystem
(such aghe cycling of energy, nutrients and organic matter, which is essential to keep an
ecosystem wrking). This idea explains why species loss could result in ecosystem harm

(Worm & Duffy, 2003)

An experiment by Naeem tested the relationship between biodiversity and resilience
(Naeem et al., 1994)t used 14 model terrestrial ecogmst microcosms that were kept in
controlledenvironment chambers. Plant and animal diversity was manipulated to make low
(9 species), intermediate (15 species) and high diversity (31 species) conditions. All three
community types hatbur trophic levelsi primary producers (plants), primary consumers
(insects), secondary consumers (parasites), and decomposers (earthworms); and five
ecosystem processes were measured (1) community respiration; (2) decomposition; (3)
nutrient retention; (4) plant productivitgnd (5) water retention. It was found that higher
diversity systems intercepted more light, and since all ecosystem functions are- energy

dependent, productivity and respiration was higher. On the other haeduetion of

184



biodiversity led to a loss of getic resourcesjecreasegroductivity, andower ecosystem

buffering against ecological perturbatsorA second study by Borrvall, Ebenman, and
Jonsson also indicated that high biodiver
ecosystem changg®orrvall et al., 20000 60 Theor vy, | aboratory mi
experiments of plantaanmunities suggest that highaodiversity (in terms of number of

species per functional group) in ecosystems enhances their functional reliability.

Validation test 3 uses biodiversity as a control variable, maintaining a species
biodiversity of 15 spees for every test case. Thagsures changes in biodiversity do not
impact our resilience measuremems an additional bonus,ybobserving a range of
SoSRM for the same network size apsovides vefication that SOSRM is not driven by

network size.

44.3.2 Test Bed

Validationtest 3 compares the measured resili@ESRM) of a test bed against
the expected change in resilience duetrtiphic structure modification This section

describes the theory used to develop this test bed as well as hiestbesl was created.

4.4.3.2.1 Test Bed First Principles

Biodiversity, trophic structuregmnivory, complexity of food chains, the presence
of detritus and the process of nutrient cycling are the key factors which influence ecosystem

resilience. Research meach factor resulted in the following set of assumptions:
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1) The biomass of each species equals to its energy input in a month, measured in
kcal/mf/month This was selected so that if a species lost all nutrients for one month, it would

become extinct.

2) Each species transmits only 10% of the energy it consumes to the species in the
next higher trophic level (Figuré8). The remaining 90% is used in prosesincluding
respiration, digestion, growtland repair. This is represented in the food web as exports or
flows to detritus. Of the remaining 90%, 50% is organic waste that goes into d@feitus
45% of input energy)50% was selected after averagihg flow to detritus for all species

in five real world foodwebs (calculated average 47.271%).

3) All species of a particular trophic level, feed on all species of the trophic level
below them. This ensures all the links within a trophic level have al iegpact on SOSRM

when removed.

4) The ecosystem is based on the energy pyramid, and thus there &redrdphic

levels(DeAngelis et al., 1989; Pimm & Lawton, 1977)

5) To prevent resilience being affected by more than one variable, biodiversity

(number of species) was kept constant at 15 species (nodes) in all test cases.

6) It was assumed that there are no omnwanethe system, and nutrient cycling

occurs through the detritus. Both of these principlesontrol variables.

7) We assumed all cases in the test bed scenario were aquatic ecosystems and that

the amount of detritus available was stable at the begjrafianalysisAt the beginning of
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analysis (prdault) imported detritus was equivalentttee sum of théosses from all other

species.

Our testbed was a collectionmfie6 based case that had a tyg
(Figure ®)and 30 casesofwvr i ably shaped trophic structur
11 were Obottom heavydé and 89. Whe BOetestroasdse r at e

were selected by researchers to ensure a diverseNetvadrk Structure were analyzed.

4.4.3.2.2 TetsBed Creation

Each test case was created as follows. First, each ecosystem in the testbed began the
simulation in steady state. Next, all species in the highest trophic level biomass was set to
100 kcal/m. Next, required biomass flows from the adjaceophic level was calculated
(assumptions 1 and 2). Then, we calculated the energy flow per link, total standing stock
input,and the amount of energy that goes into detritus for each species (Assumption 2). This
process was repeated for all trophic levé@lge entire ecosystem was then balanced by
adding a variable known as detrital #Ainputo
7). The mseecosystem test case calculation resahlsshown in Table 7. 30 additional
variants were created for thest bed, yielding 31 total cases in the test bed. Each test bed

was then modeled as an ecosystesing the approach documented in Chapter 3
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Figure 39- Base Ecosystem Structure.

Table 17 - Energy Flow Calculations Corresponding to Figure 3.

species input| Overall, 90% is used or lost| Goes to detritus Goes to heat|  10% to next level # of Incoming links outgoing links| output per link
x1 200400 180360 90180 90180 20040 sunlight + detritus 11,12, 13, 14| 5010
x2 200400 180360 90180 90180 20040 sunlight + detritus 15,16, 17, 18 5010
x3 200400 180360 90180 90180 20040 sunlight + detritus I, 110, 111, 112 5010
x4 200400 180360 90180 90180 20040 sunlight + detritus 113,114, 115, 116 5010
x5 200400 180360 90180 90180 20040 sunlight + detritus 117, 118, 119, 120 5010
X6 25050 22545 11272.5 11272.5 2505 5 121, 122,123 835
x7 25050 22545 11272.5 11272.5 2505 5 124, 125, 126 835
x8 25050 22545 112725 112725 2505 5 127,128, 129 835
x9 25050 22545 112725 112725 2505 5 130, 131, 132 835
x10 3340 3006 1503 1503 334 4 133,134 167
x11 3340 3006 1503 1503 334 4 135, 136 167
x12 3340 3006 1503 1503 334 4 137, 138 167
x13 500 450 225 225 50| 3 139 50
x14 500 450 225 225 50| 3 140 50
x15 100 100 50 50 0 2 0 0

4.4.3.2 Validation Procedure

Now that the test bedascreatedtestingproceduregsreclarified. SOSRM analysis was
conducted pefection 4.3 In order b comparetrophic stucture (i.e., triangularity) to

resilience, however, trophic structure must also be quantified. The following approach was

18¢



utilized, building upon Dalebs discussion

(Dale, 2017)

n|d | zd ° n|d,| id,
1] 3] 10 11 3] o
| 2| psp o | 2 | osp
m| 2| 10 ' ml 1] 10
v | 1| Tse ° ° ° o v | 1| Tsp
v|1]| 10 vi1]| 9
Detritus Vi 1 Detritus VI 1
Case A Case B
n d,, Edﬂ . n dﬂ :dn
1| 3] 15 T3 8
| 3 | pse o T3 Tose
i3] 10 | m| 1| o
vV|3] TP o ° o w | 1| Tsp
V]2 15 v, 1| ss
Detritus Vi 1 Detritus
Case C Case D

Figure 40- Four Examples of Calculating TSP.

Notes:

CASE A. this ecosystem has perfect triangular structure. CASE A also demonstrates
calculation of DSP for an n=6 ecosystem.

CASE B. Too many primary producers (wide base).

CASE C. Too many secondary consumers (wide ceiling).

CASE D. Example of calculatingSP and DSP when n is not a member of the triangular
number sequence.

Consider an ecosystem network consistingy obdes and trophic levels. These
nodes are connected kyinks. Letd, be the mean walk length from detritus to nodé
walk is the number of links necessary to travel between nodes. Note, if the ecosystem
network does not include omnivore or cannibalistic behavior, dhés equivalent to the

trophic levelt. We define al'rophic Shape Paramet@rgP)

0]



Y B Q
O =55 WY
Where the Desired Shape ParamdDsi)is

oYO Q 0 W

Then nodes mustbeplacedinto a perfect triangular configuratiom calculateDSP.
If nwould not allow for a fully triangular ecosystem network to be formed it does not
equal 3,6, 10, 15 ¢é) DSPtagsanes thahtiee desieel ecasystemiiso n 0o
created from the apex predator down, with any omitted nodes at the base levels. This ensures
that the same number of trophic levels are compared by bofis®PendDSP. The number
of actors which would form a perfect triangular ecosystem are the triangular number

sequence such thitrophic levels require
¢ go o p DT

This approach ensures that TSP is calculated consistently regardless of number of
actorsor trophic levels, with TSP equal to one being a perfectly triangu&work
Structure TSP greater than oneshaider higher trophic leveleind TSP less than ohas
wider lower trophic levelsDue to space constraints, example calculations in FéfLaee
shown for an ecosystem witt=6, t=3 but the remainder of this study is based on an

ecosystem witm=15, t=5.
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Once TSP and SoSRM were coll etbtedthde f or
relationship between them was analyzed by
because the relationship beltiweeeanr ,T SSPp eaanrdnash
which cal-oubdatesompaki sofTawhsesr al $864anal yze

eBQ
i

TP pmp

Whedies the ranskisndg her mambamd of stations e

Finally, for SoSRM to be a valuabl e met
net work characteristics (e.g. number of | i1
and Spearmands Rho were also used tokbnvest

number of nodes, and SoSRM.

4.4.3.4 Validation Test 3 Result
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SoSRM vs TSP

y =-0.0336x + 0.9826
0.97 oy R%2=0.5016

0.5 1 15 2
TSP

Figure 41 - Relationship Between S8RM and TSP.
The outlier circled on Figurdli s t he fiperfect | ¥-82ltnodesspargul ar
level ascending).

So SRM, TSP, number of nodes, anti9nimber
SOoSRM nor mal probability plofttcal suSpaarRet al | vy

valfoéds ow a nor mal di stribution and are ami

SoSRM and TSRraluesare plotted in Figure 41. SOSRM showed a negative
correlation with TSP as expected. Statistical details for the linear regression adegiavi
Table20. The normal probability plot indicates that the residuals are normally distributed,
but with light tails. Thus, the results of the significance level in T@&leshould be

interpreted conservatively.€., p-values and significance f).
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Table 187 Summary of Results for Validation Test 3.

Top Heavy Networks
aclll]  alll s 4] s o ] 7] E|i I9|i I L] s
ac|i ] allll 3] all| s all] 3|l 3(lE] 3|l 2|l 1] a
2] alll] allf] 3|l 2|l 2(lH 2|1 21 1 1 1{lE] 3
1c(F] vl M alll] 3(l] 2|l] 2(H 2| 1 1 1 1(F] 2
1e |l 1l 1 1l 1l 1|l 1|l 1|l 1|l 1|l 1 1
# Links a2 a1 a0 41 38 30 33 32 24 14 40
SOSRM 0.929 0.931| 0.9256| 0.9301| 0.9243| 09179 o0.9249| o0.93a7 o0.9252] o0.9511| O0.9208
TSP 1.514286| 1.371429| 1.485714 1.6| 1.628571| 1.657143| 1.742857 1.8| 1.828571| 1.857143| 1.571429
# Node 15 15 15 15 15 15 15 15 15 15 15
Balanced Metworks

aci s sl | =] E] la]ll ] 20 ] 21 1

ac|l] 1(I sl | 4l | =zl = 4l ] [l 1a

o] 22l z2(B S| |zl 2| S| s/ |4

iclililil] = :l 1/l | (] ] s[E] 1l ] =

1l |4 1l 2|f] | sl s|H 1l (4l | s

# Links 28 35 40 43 38 32 46 33 a3z

SoSRM 0.9579 0.928| 0.9375| 0.9381| 0.9251| 0.9185 0.937 0.9382| 0.9339

TSP 1.285714| 1.514286| 1.428571| 1.285714| 1.285714| 1.342857| 1.371429| 1.228571 1.2

# MNode 15 15 15 15 15 15 15 15 15

Bottom Heavy Networks

aclll 1l 1l 1l 1l 1|l 1|l 1|l 1|l 1|l 2| 1
ac|l] 2l 1(ll 1(ll 1(ll 1(F] 2|1 2(7] 2(07] 3(f] 2(lE] 3
2c(iE] z(l 1(ll 1(ll 1|F] 2(lH] 2|1 2(F] 2(07] 3] z(F] 2
icl]  afl 1(E] 2] 3] 3] sl ] sl  alE]  all] s
] 118 1b (I |o| | s | 7] sl s([iE] all] alll] a
# Links a4 24 33 40 40 39 a3 45 43 37 a2
SOSRM 0.923| 0.9712 0.97 0.969| 0.9514| 0.9535| 0.9525| 0.9513| 0.9337 0.9375| 0.9562
TSP 1| 0.714286| 0.742857| 0.771429| 0.828571| 0.914286| 0.942857| 0.971429| 1.085714| 1.114286| 1.057143
# Node 15 15 15 15 15 15 15 15 15 15 15
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Al t hough SoSRM was strongly correlated w
was only .5016. ThNet wosr ke xSpsercu cetdy r leetcea u 5 @ c
contributes to SoS resilience. Resilience i
factors such as response strategies and cor

Table 19 - Regression Details for TSP vs SOSRM
Coefficients | Srandard Error [ Star P-value

Intercept | 0.982639543 0.003300752 115.37953 1.71E-40

Slope |-0.043146379,  0.007956578 -5.402361309 8. 20E-06

Multiple R| R Sguare |Adjusted R Sqguare|Standard Error| Significance F

0708233 [ 0501504 0.424408 0.01141 2 20413E-06
Finally, when SoSRM was compared to TS
Correlation, a strong negatB%e,corB&|] apcodo

further supports our hypothesis that net w

Resi lainedncehat SoSRM trends as expected with

Of note, the oud4iiset hei ipleedecnl|-H3Iogur e ar
221 nodes per dreoverd iads9ckingiusneg)s net wor k ar ch
to DSP 40K dgtunrleesey el ecosystem). This point h
of the other test cases analyzed, i ndi catir

maxi mi ze resilience.
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Max Max Max
Robustness Efficiency Resilience

Figure 42 - Different Structures Are Required to Maximize Robustness, Efficiency, or
Resilience.

This |l eads to the key question, I f the

why do ecosystems exhi bia wi dter ibaansgeu | sau p psadhral

chain? Equivalently, as designers should w
Ecosystem and artificial So0oS must balance a
one. I nsights can bentsee@asear dhheomueac @ny s te
robustness. A completely efficient network

(Fid@refficiency caikNRe malemls atrheedAs wad i kbe tolf ¢

t Devel oPanpeanchi stcyecyiena measure of how organi z

SofJorgensen, 2009; . UAasSoBAwpdifdat laawayl d2 00D\

single chain.

Ecol oRalxwdtirsesas metri c which measures ho
within a network. A network where al/l nod
ma x i mal | (yF irgbdbrued tf one |l ink were to fail/ t |

through the remadRlbogtiisesstad cuEadleadd avaa fu
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with the s&a¢éi ngqgueuahstanone. Maxi mum robust

(dashed | i43)e on Figure

Y I T¢eC PTG
Researchers have discovered tadfatyvietcalsiytsy
t hat balances ropuaynessetandl|l effR2oleéedmyll ar
similar manner, ecosysfems rmayl sancef wceéht
characteristic®ptrmabl So®®Mi n Rasinloinence i s
net work characteristic that designers must

exi st within a Awahdowesfresthienhye, thabust
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SoSRM and Robustness vs Alpha

1
0.98
0.96
0.94

SoSRM

0.92

0.9
0.35
0.53
0.51
0.49

Robustness

0.47

0.45
0.225 0.325 0.425

Alpha

Figure 437 Robustness and SoSRM plotted Against the Ecological Network Analysis
Metric Alpha.

The plot of SOSRM vs Alpha indicates that ecosystems may seek to satiséicéhan
optimize resilience.
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v al
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The

. ®)1.

FigwBsbdodsg etlae i onshi p Roédtuwe exdehis@lo SRMnot e,
regressi on [EgiunaetliGaébro vReo b yashtort eesgsti diess i on |
SoSRM vs Al pha i s ra islelciostdr aotrider qrmll y)n.c
zoomed in to enhance readability, resul
ues bei ng43s hbDhven per fFe gturter RiaghdBrudi asr cci arsce e
case withltrereackri dh®gtl nem Case 19 .had a

case with the highest r%buAdtprheas s 3viads G

Addi ti omarll d ecadse studies need to be coll

wn i48i §i gacal or gl obal. It may al so be
create the test bed. These ta@ast heapesakonr
robustness curve. The behavi aogb wsfhtorwens sna

ationshipomeatrne de. pMake odxtremeicase st
h different numbengwowlfapes@Etswver K nobihy und
ationship between Ecol ogical Ro43u st ness
ely to illustrate that Ecosystems may s
t i ofnocdu.sde.sbed af tlegwpoostyhsetteimneseplr hedt casal st u

s examinat i-oob wskfnieiscieesndyi ewicedd wt urse t h

ear ch.

Just as SoSRM should trend with TSP, it
h trivial n eet gnou nkb ecrh aocfacnedas tarcsnymber
e to trend with these parameters, that v
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actually measuritngwo elsd |ii mdhiceat ¢ att lheapr 8a$RK

net wor k siwietywyr connect.

Number of Nodes and Links

vs SoSRM
Number of Nodes
0 5 10 15 20
= 0.6
A A Ak
£ 04 A A a
tg 0.2 A A ‘t i m
n o
10 20 30 40 50
Number of Links
A Number Links ® Number Nodes
. . y =-0.0034x+0.4794
Linear (Number Links) R? = 0.0543

Figure 44- SOSRM vs Number of Links and Number of Nodes.
This plot provides evidence that SOSRM ismetelydriven by the number of links or
number of nodes.

SoSRM was plotted against tth3ek -heenbecas ®9
exami nedd4d PDeriegtime a4l test beds having the s:
that there is no correlation between node
was calculated for number of Links versus

bet weennunbeksofand So™SBM® waslBdes pfr 5). Thes:

confirmed with Spearmands Rhae,074dl,s on=y3ilel dpi:



Thus, these results provide additional evi 0

characteristics.

4.5 Summary

This chapter presented a new SaSilience metric (SoOSRM) that reflects unique

SoSmeasurementeeds by:

1) Recognizing that the most potent SoS leverage point is atdhstituent
interfaces. This need was addressed lsigiéng a metric that focused on measuring

systemwide response to faults at SbSks, the interfaces between constituents.

2) Analyzing a standardized fault and recovery strategy duration between different
S0S. SOoSRM calculates the system response Wieefault duration and recovery time

permits 63.2% of the total energy cycling to be complete.

3) Incorporating unique SoS dynamics. The intertidal oyster reef system dynamic
model(validation test 1) and the ecosystem test beds (validation test 3jedckscading

faults, delayed feedback loops, and network interdependencies.

4) Being appropriate for both natural and artificial SoBhis work applied SOSRM

to both an oyster re¢¥alidation test 1and military case studivalidation test 2)

Of note our results exist within constraints. The goal of developing SOSRM was to
provide a tool to allow designers to compare different SoS architectures. SOSRM has been

developed, but further validation studies are the focus of work beyond this dissertation. F
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example future work will explore SoS response to different types of fauiterthan SoS

link removal.

Now that we have developed an approach to measure SoS resilience, we can
continue our investigatioro f t his di ssertati omd&ew canentr al

biological inspiration be used to design S¥&twork Structur@r constitueninteraction

Strategyto increase resilienceIn tandem with our hypothesis that BID is a preferred

mechanism to increase SoS resilience is the assertion that current interventions are
insufficient. Although this assertion has been observed in the literature, many studies still
attempt to increase s#ience by orchestrating dynamic interventions, rather than engaging

in SoSdesign(Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2Chgpter 5
continues our investigation by presenting a case study weetse obiologically inspired

design to imprové&osSresilience is compared to traditional approaches.
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CHAPTER 5. BIOLOGICALLY INSPIRED DESIGN VERSUS

TRADITIONAL RESILIENCE IMPROVEMENT APPROACHES

5.1 Introduction

Current approaches to increase resilience can be dividesbitend hard resilience.
Soft resilience considers thmpact ofhumars-in-the-loop and seeks to reduce response
time, improve response effectiveness, and provide tools for fault identifi¢@ieret al.,
2017; Comfort et al., 2003; van der Leeuw & Aschaygonie, 201Q)Hard resilience,
however, increases constituent robestiand adds redundancy within the 88 et al.,
2017; Hosseini et al., 28; Uday & Marais, 2015)Soft and hard resilience typically
requires human performance and cost to increasdimearly with SoS size, making them
ill -fitting solutions for modern SoS. The limitations of soft and hard resilience techniques

inspired ow approachbiologically inspireddesign.

One potential application of biologically inspired design is the useco$ystem
topology to inspire SoS topologMetwork Structure)lt well known thatNetworkStructure
impacts resilienc€Pariés, 2012)For example scale free networks have been shovibe

more resilient to random node attacks, but less resilient to targeted gtfaries, 2012)

Network topography changes also are effective when applied to artifact design.
Network topography optimization resulted in improved performance and superior
component cooling of an electric drive train casedgtDocimo et al., 2020)Previous
research by Haley, Dong, and Tumer has shown the importance of network topography

(design) on complex system performance nesigggesting that directly measuring network
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topography might be preferable to analysis through computationally expensive models
(Haley et al., 2016)These studies are distinct from this dissertation Isecthey did not
include either sociotechnical aspect to their complex systems or use biological inspiration

to inform their solution.

To compare the effectiveness of traditionddard and soft resilience) and
biologically inspired resilience improvemergmoaches, this chapter present a case study
of theKreuzung Schweizer Mittlelland (KSMPorestry Industry in the Swiss lowlands. The
KSM was chosen due to containing several manufacturing constituent systems, a natural
constituent system, and has perfonceadriven by human behavior within each constituent
system. We conduct an optimization search over the model parameters that investigates the
potential design and human response parameters. These examined parameters mirror the
current approaches of incepag resilience through improving human performance (soft
resilience) and SoS physical design (hard resilience). Resilience increases due to traditional
resilience improvement approaches are then compared to a biologically inseiveark
Structure e-desgn. The network redesign adds a link inspired by the decomposer functional
role found in natural ecosystems. This allows direct comparison of current approaches with
biologically inspired\Network Structureredesign to determine how the two compare irrthei

attempts to increase SoS network resilience.

This chapter completessearchiask 3 femonstrate limited effectiveness of current
resilience improvement approaches, validating the need for biologically inspired design)
and provides secondary contribution 2 (new evidence for the limitations of current
approaches to improve SoS resilience). This addresses the identified gaprifiatidies

still attempt to increase resilience by orchestrating dynamic interventions, rather than
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engaging in So8esign(Cavallaro et al., 2014; Nan & Sansavini, 2017; Tran et al., 2017)

Additional findings of interesn this chapter include

1) Evidence for our fundamental approach to SoS ddsigresilience: biologically
inspired desigrcanprovide a viable approach to increase SoS network resilience
beyondcurrent approaches.

2) Initial evidence that incorporating a decomposer functional role from natural
ecosystems leads to an increased SoS network resilience. This contribution is
derived from modeling the interaction of system architecture and resilience. Authors
have stated the needtodent i fy which Abehavior topo
performance(Haley et al., 2016)This contribution provides an example of an
improved topology to begin to fill this gap.

3) This chapter is the firstase study using the new SOSRM metpeegented in
Chapter 4) to justify a design decision.

4) Evidence that increased environmental sustainability may not always lead to
increased resilience. The relationship between these two measures of performance

is nuanced and requires further investigation.

Chapter 5S5proceeds as follows. First the biological inspiration for our design
intervention (the decomposer functional role) is presented, followed by a detailed
description of this case study, and the resultghef experiment comparing BID and

traditionalhard andsoft resilience improvement approaches.
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5.2 Bological Inspiration: The Decomposer Functional Role

The process of solutiebased biologically inspired design begins with identifying a
behavior or chracteristic in nature that could provide a potential solution for a design

challenge. The identified inspiration for this chapter is the decomposer functional role.

Heat Loss

Heat Loss 4 { Heat Loss

Heat Loss

‘ \{y | . Heat Loss

Primary Consumers

e

> }‘"

Figure 457 Ecosystem Functional Roles and Dynamics.
The decomposer function role (shown in the circle) provides the key recycling path within
ecosystems.

Bi ol ogi cal species take one of mul tiple
mat eriemneragnyd fl ow throwghd) BnThrevssyshemudédi
consumer s, afGFatdtbcé&mplast ®es ma29Opyoducers (

solar energy and nutrients to produse pl a

bi omass directly (i.e. herbivores) or indi
consumption of another organi sm. Decomposir
matter from ecosystems, or detrmthbhg, mabi kg
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them available to primhdMoprpretdudéres dgeeé mpot
functional role (e.g. detrital actors), cCo
feeders (e.g. earthwoimsyislaltgsp maturpéedes

material and(Moer gy eitMenybcdrise@oX4)t he decompo

roliedetri t)alet adtheensmagni tude of cyclic fl ow:
faci l ittratnes ftolr dna hfecaand od h aai nc yicnltioc & Mmalr evedt
al . ,. 2004)

Ecologists have shown that the inclusion

avail able some of the embedddd | ererdgy wthh ath
the biodiversity, food web str ulcMaaree eatndal
2004 )Detrit al actors support ecosystem div
promotes ecg@s ySomen sstthuadyiel isthown t hat detrit
with over half of the méCariral & OWwettwiittHid
actors provide the critical function of br
detritus surface area. Detritus breakdown
trophic | evel 6Malno mey etddahdsdietm onal | vy, det
i ncorporate nutrients at a different ti me

another impact of detr i(tMdoraec teotr salt.o, e2c000s4y)s

5. T ans|l atcogpbober DEuncti onal Role to SoS D

The next stbhapeidn Bd Dl utsi amr tf ddealsitagnn aw heear ¢
the natur al inspiration can be applied. Th
the i nspiration noetitddpgs ibtye. tt h&n pleatf oo maof f

structur al cobhmresetdi ciony ,i gamdtfiloomw found wit
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5.4 Case Study Description

Section 5.4 begins with a description of the case study used to compare the
effectiveness obiologically inspired and traditional resilience improvement approaches.
This is followed by specifics for thevaluatedSM model not already presented in Sections

3.5 (SoS Conceptual Modeling) and 3.6 (SoS Executable Modeling: Procedural Approach).

5.4.1KSM Description

The case study examined in this chapter is the forestry industry in Kreuzung
Schweizer Mittelland (KSM), Switzerland. The original model was built on data collected
in a study whose goal was to ensure the KSM continued to bsusitient (Hendriks et
al., 2000) This case study consists of 12 3imRs and &onstituentsFlows show irFigure
46 are in kg dry matter per capita per week. Stocks are recorded in kg dry matter per capita.
This SoS has three input flowgi: forestry growth,Z2: lumber importsZs: pulp paper

imports.
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Ye= 6.8 '

2,=6.7 o Le,= .8
Forestry ~ Production of Consumption of === Incinerator i
;=39 3 L42= g g L= 1.7 |
X,=14000 Timber > Timber = 4. and Waste :
X,=0 + _X4=5000 Management | |
Lae= ot Xg=0 |

Production of Consumption of |

Paper Products |Ls3=4.2 Paper Products
—_— i
Xs=100

Lgs= 1.6 - !
Les=1.1 =16 |

Figure 46 - StatusQuo KSM Forestry Region SoS. Adapted from(Hendriks et al.,
2000)
Flows are in kg dry matter per capita peeek. Stocks are in kg dry matter per capita.

KSM was selected because its sociotechnical architecture reflects both conservation
of mass flow between the constituents and the interaction of human choices. This interaction
of human choices is defined inme works as a behavioral netwdikaley et al., 2016)
Previous research has considered either conservation based flows (without behavioral
interactions) or behavioral interactions within an artifact (witlemnservation based flows)
(Docimo etal., 2020; Haley et al., 2016)\lthough the links ifFigure 46 represent physical
connections between the constituent systems, the material flows also impact constituent
decisions.Thus,t hi s case study also incorpomrates
networksd Behavior networks ar@an aspect of SaSthat was identified as crucial in
previous efforts to explore topography changes to system perforifiéaley et al., 2016)

This case studgxpands upofDocimo et al., 2020; Haley et al., Zi)Ibecause those case

studies were technical artifacts (i.e. drivetrains and cooling system§o8et



Of note, KSM is not at sXaaX¥%ynstatse @ah
rate of 0.2 kg per capita (.1%) and 1.0 Kk
SsystXexas agad e desi gnedXyt 9X KXapadree adesgsiogrked t o
standing stock (i.e., a mean resd d&XnxXned t i me
g) have a tddiurtecutt ipmrpowctes s. Of course, the pr
syst ¥mgX (aXm)d t ake tri fkeSM bmuotd eflo f or mul ati on,
accumul ation during conversion to bhelnegl i
week. Tihmei steelpoden to be short enough to e
refl ect system dy manmincsu,r es htohret seumo-sqyfb pt h e
transition matrix are ITEsns Stehcan ammetl (8a) gs teep
to minimize computational expense.

When estimating the ¢al ae oOH[l$SooSphak]n g d
Sectidrmed4d fD) | owing assumptions were utiliz
gross domestic product for t hehSewinssst i Qeunetnrta
Pl ain (where KSM is |l ocat ed) 2012 l umber
(Forestry in SwitzerlagflBadckredviSdata sadrcsse rf
we wi || Xdsu MVEOPt {at204, 249. 94/ year) is the
KSMndused toEc&daSc8BEpected | osses during a
X0 MOPs have financiaasl awalewxd raegnmewegl Ic,onlsetr va

financi al value of the resilience I mproveme

5.4.2 KSM Model Formulation

Model formulation followed the procedure and theoretical decisions outlined in

Sectiors 3.5 and 3.6 The first key modeling decision is defining the Measure of
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Performance (MOP) for each constituent system. In ecological systems in Chapter 4,
SoSRM calculationsvere conducted with MOPs defined as standibigmass. This
approach is not a redlis option forKSM for two reasons. Some of tlenstituentsare
designed to have no standing stol, (X3, Xs) and standing stock is not a reasonable
approximation for constituent success. As showkdqnation89, MOP definition plays a
critical role n SOSRM calculation. MOPs must be carefully defined to avoid distorting
simulation results. MOP formulation assumed that constituents desired to maximize their
own utility and act in their own seifterest(Table 21) Utility was defined based on the
characteristics of each constituent system. Utilities considered were profit, sustainability,
and services provided. Not all constituents considered all possible measures of utility
(reflectingthe competing goalbetween constituents BoS3. Although tte overall goal of

KSM is seltsufficiency, most constituents do not consider sustainability in their MOP. For
example, the Forestry systenXi( attempts to maximize profit without engaging in
unstainable activities while Consumption of Timbe§Xs) MOP is driven by ensuring
sufficient processed lumber was available within KSM. This provides a model that reflects
the disparity in realorld motivations and does not require a utopic SoS where every
constituent desires sustainability for sustainable SoSvimh@ still be a goal. Tablg1
presents our specific MOP definitions and justifications. For additional information on MOP

definition methodology, seection 3.32.
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Table 217 Kreuzung SchweizerMittelland Measure of Peformance Equations.

System MOP Equation Verbal MOP Description and Justification
Forestry 5 b 0 odForestry (%) MOP selects the minimum from tw
(X1) . m————————— conditions. Condition 1 is driven by busine

aQg b UZ . Y57 %interests, while condition 2 is driven by sustainabi
. we' 9 ‘w n concerns.
¥ &g2¢2 0 1. Forestry (%) MOP is a function of the amount of ra
lumber sold to the other systems. The amount of lun
sold drives the profit the company can generate. A MO
1.0 corresponds to no drop in sales from the initial f
condition.

2. Forestry (X) MOP is the ratio of actual growth im Xtock
to no disruption growth in Xstock. This metric is justifiec
by the desire in the initial study for the KSM to maintg
self-sufficiency.

Timber 0 0o The Profit of the Timber Production §Xsystem is

Production pA— driven by the outflow of finished lumber to t

(X2) L ¢z 0 Timber Consumption system X

Paper 0 0o The Profit of the Paper Productionag}Xs driven by

Production —_— the outflow of finished paper products to Pa

(X3) L z¢z0 Consumption (¥).

Timber W qzo Timber Consumption (3 MOP isderived from the

Consumption D M P8z stock of timber maintained within the system. T

(X4) MOP is the stock of timber after the fault recovery
compared to the nfault scenario. When Timbe
MOP falls below %(0), Timber ConsumptioiiXa)
MOP is squared to reflect the escalatingpact of
increasedupplyshortages.

Eiﬁgjmption i 2 & 000 Paper Consumption (;XMOP _is _derived from thf

_—— stock of paper maintained within the system.

(Xs) RSN MOP is the stock of paper after the fault recoven
comparedd the nefault scenario.

Incinerator ‘ Zp 8000 The Incinerator (%) profit is driven by_maximizing

(Xe) g the amount of material processed without havir

pzgz o

backlog of waste waiting for disposal. Backlog
material (i.e. standing stock withjg) indicates tha
the Incinerator (¥) is not operating at maximu
capacity, thus piid is being lost. This backlo
occurs when material accumulates ab
xenopenalty. There comes a point where the sto
costs of material waiting to be incinerated neg
the profit generated by incineratingeMaxStorage)
Once the Incinerator X has a backlog greate
XeMaxStorage, it is no longer making profit. T
MOP compares the rARult Incinerator (%) flow
scenario to the fault scenario by monitoring the st
N x6.
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Additionally, the differential equations for KSM system must incorporatadtiens
of the intelligent agents (people) that control each constituent system. Intelligent agents can
make choices to respond to SoS link failures, such as increasing FoXek{pyoduction
(e.g. L21) when a recycling link (e.glz4) is lost. Each conisuent system will act to
maximize their MOP as defined Trable 21 The KSM differential equations are presented
in Table 22.Examination of the equatioms Table 22 reveahat SoS response depends on
model parameters which impact both soft and hard resilience. These parameters are

summarized iMable 23.
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Table 22 - KSM Flow Equations

Link

Differential Equations

Initial Flow
(Kg/Capita/Week)

Description and Reasoning

L2a(t)

(Note: Only Positive Flows)
@ 0 O &, !
0 &, !

8 O &, !12&40

3.9

Flow from Forestry (X) to Timber ProductiorfXy) is
driven by the requirements of Timber Product{¥n).
Timber Production (X)) ideally has zero standin
stocks, so when stocks accumulate a sin
proportional controller with constant FTPP=.1 is u
to reduce the flow from Forestry (Xto Timber
Production (X2). L21 flow is a function of the import
from Z; and recycling flow from ks The information
from Z; and % used to calculatezhave a time dela)
of FLAG=1 week, meaning that it takes 1 week fer
to update to the needs of the Timber Produc8ystem
(X2).

L24(t)

1.7

The recycling flow from Timber ConsumptidiX4) to
Timber production is a function of the waste stre
from Timber Consumptio(X4) to the Incinerator (¥.
For this SoS, a timber recycling rate (TRR) of 10.59
used.

L3(t)

1.2

Flow from Forestry (X) to Paper ProductiofXs) is
driven by the requirements of Paper Produc{iss).
PaperProduction(Xs) ideally has zero standing stock
so when stocks accumulate a simple proporti
controller with constant FPPP=.1 is used to reducg
flow from Forestry (%) to Paper ProductiofXs). L1
is also a function of the imports from &nd Ls.. The
informaion from 7z, L3y, and % used to calculatesk
have a time delay of FLAG=1 week, meaning thg
takes 1 week for 41 to update to the needs of t
Timber Production System.

L32(t)

Flow of paper pulp from Timber ProductiofX>) to
PaperProduction(Xs) is a function of timber produce
(L42).

L3s(t)

2.6

The recycling flow from Paper Consumpti¢Xs) to
Paper Productio(Xs) is a function of the wast@ream
from Paper ConsumptiofXs) to the Incinerator (¥.
For this SoS, a recycling rate (PRR) of 62% is useq

Lao(t)

2.9

The timber demand is driven by the Consumptior|
Timber. The goal of the Timber Producti@Xy) is to
replacdosses while increasing the stock of & a rate
of 1.0 kg per capita per week.

Ls3(t)

4.2

The paper demand is driven by the Consumptio

Paper Products. The goal of the Paper Produ¢Xen

is to replace losses while maintaining the stock of p
roducts.

Lea(t)

1.6

Flow from Forestry (X) to the Incinerator (¥ is used
to compensate when there is insufficient flow fr
Production of Timbe¢X2) to the Incineator (%) to run
the Incinerator (¥).
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Link

Differential Equations
(Note: Only Positive
Flows)

Initial Flow
(Kg/Capita/Week)

Description and Reasoning

Le2(t)

0 o
C®o

aJZ

Flow from Timber ProductioifXy) to the Incinerato
(Xe) is afunction of the finished lumber produced. V
also assume that if a fault removes the ability of Tim
Production(X5) to send pulp paper to Paper Product
(X3), then this material is sent to the Incineratog)(
instead (not shown in equation to thet ligf maintain
readability).

Le3(t)

o7 -
8

11

Flow from Paper ProductiqiXs) to the Incinerator (¥
is a function of the amount of paper produced.

Lea(t)

® 0
VTITT

1.7

Flow from Timber ConsumptiofX4) to the Incinerato
(Xe) is afunction of the standing stock of timber in.
We also assume that if a fault removes the ability
Timber Consumption(X4) to send recyclable materi
to X through L, then this material is sent to t
Incinerator (%) instead (not shown in equatiom the
left to maintain readability).

Les(t)

p&?

pTT

1.6

Flow from Paper ConsumptidiXs) to the Incinerato
(Xe) is a function of the standing stock of Paper in
We also assume that if a fault removes the ability
PaperConsumptior(Xs) to send recyclable material
X3 through Lss, then this material is sent to t
Incinerator (%) instead (not shown in equation to {
left to maintain readability).

Z1(t)

The forest grows at a constant rate.

Zo(1)

& OYoH o

Timber Production (¥ ideally has zero standin
stocks, so when stocks accumulate a sin
proportional controller with constant FTPP=.1 is u
to reduce the flow from Zto Timber Production (X.
Unlike Forestry (X), there isno lag (FLAG) assume
with this process.

Z3(t)

8 "O0 DG O

Paper Productio(Xs) ideally has zero standing stock
so when stocks accumulate a simple proporti
controller with constant FTPP=.1 is used to reduce
flow from Z; to Paper ProductiofXs). Unlike Forestry|
(X4), there is no lag (FLAG) assumed with this procg

Ye(t)

6.8

The Incinerator (%) outflow is driven by two factors
First, the system is designed with zero standing sic
S0 if x¢ accumulates, increases Secondly, kxand Lsx
provide the fuel for the Incinerator {)Xthus outflow is
also limited by the available fuel.
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Table 23 - KSM Model Parameters and Optimization Search Space.

Parameter Model | System | Hard or Soft
Value Resilience?
FLAG 1 week X4 Soft
FTPP A X, Soft
FPPP 1 X3 Soft
X6nopenalty 2 Xe Hard
X6maxstorage 5 Xe Hard
TRR 105 | X, X, Hard
PRR 62 X5 X Hard
ForestMin 14000 X, Hard

Human response following a constituent fault impacts the soft resilience of a SoS.
Human response was incorporated into the model three ways. First, FoXgstesponds
to supply shortcomings downstream by increasing timber production. However, this
response from the ForestriXif is subject to a delay time (the variallieAG) as the
additional lumber harvesting resources adtbrarequiresl week. The Production of Paper
and Lumier systems X2 and X3) seek to maintain zero standing stocks. A simple
proportional controller throttles the incoming flows from the Forestry Industry with a
proportional constant of 0.1. The higher the proportional condg&aRK and FPPP) the

more resposive areX; andXa.
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Constituent design decisions impact the hard resilience of the SoS. These design
parameters were implemented into the model in the following ways. First, the Incinerator
(Xs) has two design parameters which impact resilience. Theshator Ks) MOP is driven
by the constituent systembs desire to mai nt
all incoming waste)There is an amount of waste the Incineraiy) Can store without
incurring a financial penaltyXgnopenalty. Additionally, there is an amount of storage
where the IncineratotX) has so much stored waste that the cost of storage outweighs the
profits made as a waste disposal compafasnéxstorage The recycling rate implemented
by X4 and Xs of timber and paperTRRandPRR also impact SoS resilience. Finally, the
Forestry SystemX) has a minimum level it will allow the standing stock of trees to reach
(ForestMin). This could bemotivated byconservationisnwhere the standing stock in
Forestry K1) is not allowed below the initial level of BD0 kg percapita. Conversely, the
SoS could have no conservation consideration and allow For&sjrieyel to reach zero
kg per Capita. While the first scenario would never allow logging below initial Fpi&s)
levels the second approach would allow for complete deforestation in response to a SoS

fault. Model parameteraluesduring SOSRM evaluation are per TaB

Verification of theKSM modelincluded lineby-line code checks and exercising the
KSM model over a variety of initial conditions and faults to ensure system performance
matched anticipated response. All optimal results westnmelated and closely monitored
to ensure no unexpected model artifacts drove design solutions. The model wasdexecut
within Anylogic 8.4 University Edition. Model unit time was weeks. Simulation runs were
conducted on a per sonal-70008 GRUnperatng dth50&Hz | nt e

and 16.0 GB of RAM.



5.5 Experiment Design

The overall experiment conducted in this chapter compared the changes in KSM
SoSRM when using optimizéthrd andsoft resiliencemprovemerg against BID network
redesignThe KSM presented in the literature and Figuees4eferred to as the Stat@uo
KSM. KSM improvements using BID principles is referred to as BID K$ke goal of
this comparison was to identify if resilience was bounded and to see how the two approaches

compared in terms of magnitude of resilience improvement.

5.5.1 Optimizing Statu®uo Resilience Improvements

An optimization search of the KSM model evaluated the possible resilience
improvementusingthe traditional approaches of increasing soft and hard resilience. Two
independent searches were conducted. The first objective funegnto maximize
SoSRM, while the second objective function was to minimize SOSRM. These independent
searches provided two insights. First, thsultsrevealed if SOSRM was bounded despite
resilience improvement efforts. Secondly, the maximization seasthted in the highest
SoSRM achievable by traditional resilience improvement approaches. Z3aétews the
model 6s parameter range search space. The
provide a benchmark to compare traditional approaches toowapresilience against

biologically inspired network design.

The builtin optimization experiment within Anylogic was used to conduct the
optimization searches. Anylogic utilizes the OptQuest optimization engine, a proprietary
populationbased metaheutis search enginéAnylogic Help Manual n.d.) OptQuest

utilizes methods such as scatter search, evolutionary approaches aided by a multivariate
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linear regression module, neural network to identify new trials, satisfiability data mining

approach, and Markov Blankeflsaguna, 2011)

5.5.2 Biologically Inspired Network Improvement

i |

Figure 471 Biologically Inspired Modification of KSM Forestry SoS.
Link Lis was added to KSM. This caused the incinerator to change biological functional
roles from apex predator to detrital actor.

Contrasting traditional resilience improvement approaches, wemplemented a
biologically inspiredNetwork Structurechange. Within So$ network topography changes
often occur slowly and require constituent coordination, making them susceptible to design
heuristic intervention. Th&letwork Structure Desighleuristc tested in this chapter is:
Ensure the SoS has a constituent system that fulfills the decomposer functional role (detrital
actor) found in natural ecosystemiBollowing this heuristicwe added a link from the
Incinerator Ks) to the ForestryXi) constiuent system (Figre 47). Of course, adding a

network link is also potentially a form of adding hard resilience to the SoS.



I n the original C 0nXs gt o afku ndcriiife oolinéad ol nape
predator. Al ot hraNosgesnsemstsent 6Eletvemf oh
decomposer functional rol emadé i sy dtedms idf ties
i ncorpor at e( Mlaeltorniet aelt aaclt.o,r s2018)

As s hdwmg uirleavas a didheed i tKiSriva |d ecsoi ngnne tio Xi.n g
This Iink simulates adding a mulching app!
i mproves tree seedling survival, tree growt
(Johansson eRoralt.hi s2 00065, we assuime ¢hiagi hla
for mulching, and the remainder disfipssed by
to the So0S constituent gdayun¥asdi ccsk itso tihrmadr ah
rapiXdgsltyock increases at a rate of 3.6 kg/ca
week as in the unmodified SoS.

The effectiventygsiabpthed heoWwogkcakarre
both measuring SoSRM as well as c@Btdouct i nc
determine the maximum and mini mum achievab
KSM. The optimizati oinmwsmapads ipblovi S@SRM hwh ¢

traditional approaches widtelsilginol ogi cally ir
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5.6 Experiment Results

Table 24 - KSM SoSRM Results Summary.

Parameter Model | Optimization | System | Resilience
Value Search Type
Min Max
FLAG 1 week 0 52 X, Soft
FTPP A Nl 1 X, Soft
FPPP A Nl 1 X3 Soft
X6nopenalty 2 0 5 Xe Hard
X6maxstorage 1 0 5 Xe Hard
TRR .105 0 1 X, X, Hard
PRR .62 0 1 X3 Xs Hard
ForestMin 14000 0 14000 X, Hard
Using the biologicalrdegsulntsepd rierd aresi mmpr
over traditional hard aMhd9 26ofxs Trhes2 2 @ wnlictes
summati inzddbl @dBex4 orTGWwearleports which search
opti mal r e &W21% ,fBevehrio iwec otrldes when t he search
2% of the opfi2zni¥a |fBer@etrowl tp.r ovheles an indicat
the search converged to the optimal value.
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5.6.1 KSM StatuQuo SoSRM

Table 25 - KSM Status-quo SoSRM Calculation.

Subsystem
F PT CcT PP cp I Link Average
21/ 0.778/w  0.44 0.486/== 0.974 0.974 == 1 0775
24 == 1.018|== 1 1j= 1 1f 1 1.003
3 0.9]1|== 1| 1w 0778w 0.778[= 1 0.911
o 32 0994[=  1.009|= 1= 0976/== 0.976|= 1 0.993
£ 3= 1019/= 0974 1w 0797/% 0729/= 0998] 0.920
- 42 (W 0.767|%" 0.376 0.409|== 0.972|= 0.972|= 1 0.749
;E 53w 0.884 |== 1= 1w 05w 0.5== 1 0.814
3 61w 0879)= = 1} 1fe 1w 0.275| o0.859
62/==  1.017|=  1.064 1) 0.99 0.99 == 1 1010
63 [== 0.959 == 1 1 1 1 1 0.993
6d (W 0B84|" 0.717|=m 1= 0.988|= 0.988[= 1 0.930
65  0.916[= 1]e= 1% 0.809)= 1= 1 0954
Subsystem Average 0.919 0.882 0.908 0.899 0.909 0.939
|Legend: A >11, =21109, w<9 | SoSRM  0.909
S0OSRM calcul ati-Quo fios XIsdvbstGdmn natbel,e t he
SoS is quite resilientEj$%b08BpMIgxi matkl g 3o
dol Il ars) . Onder ddMora mbanyleaoth hard resilien
unused reserve caXpacandg Il nkeitrceernastoorrea(eny 6y
infl ows foX)thg sEFemewtery (o cease, it woul
deforestation t owowlcdirt alSe m»>0 a6 | ye a&sh s tfoor T
be depleted to zero standing stocks. The |
resulted inTl(amndal v sl mendd¢{& odotn at Twmayd . 111. 8
year S'warsd $6aBOs. These values show that the
short duration faults.
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5.6.2 KSM Traditional Hard and Soft Resilience Improvements

Traditional methods successfully edncreas
i n an IEMpprSovSeddM] ngs of approxi mately $300, C
results provide some intéimMadbl ierFg@ 4MsRRBh ajthhtes |
results in the Hi.gmegtecFcERMgwds otr CoO0DS umg
Production of Ti-inmbteuri)t.i VEhirseswo u ntneay be e
examination of t hei SSolbr akeboinshe TsaMtileen one of
scenari oxwhenTabéeeoverall perfor mamkenof t |
i nk. SoS performance | mpXbvdsy Decaplsacaédcd e
incrdalyn@. 2. This 0.2 is the flXw gthandinmg
stocks. Thus sofXohRMORBa&mMdodr manmpcaec t eld s XbMOPs ev er i
i mproves because t IX@ ntcoteaadOdsodbae £ xmmtr tierdc bry

for reducing the standing stock below the

forest owgknmai ns at the initial | ewXeMOP( X4,u0 @o
be redefined, the current MOP formulation v
current forest size. Community decisd on ma
avoided, but they also desired to avoid for
(Hendnilks. DIOW9g, we can see counterintuiti\
results in increased resilience. This scen
i ncrease resilience, the 1 mpl ementatai on i s
recycling flow into a SoS wil/l not guar ant
would stildl expect an increase in sustaina
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case study provides a count erdcxaunptl a&i rtab itlhie
adding a recycianXty bowpybetwads t o0 increas:e

We must also note that these results fi
SoSRM, regardl ess of cost or t e g hmoolto gh e a
technically feasible to(PRRcoa e®G%. tThhee papmpteirt
search is not meant to provide actionabl e ¢
seeks t o compar e possi bl e i mpi onp e me ®ime n tf
appr oaabhieosl otgoi ¢ aNeltywoirnks pStrreudct ur e change
5.6.3 KSM IBspl opgdchmpyovement SoSRM

Table 26 - KSM Biologically Inspired Design SoSRM Calculation.

Subsystem Link  Status Quo

F PT CcT PP cp I Average Link Average Delta
21| 0.778|  0.44| 0486 0974] 0974 1| 0.775 0,775  0.000
24| 1.018 1 1 1 1 1| 1.003 1.003  0.000
31 0.91 1 1 0.778 0.778 1] 0.911 0.911 0.000
o 32| 0994 1.009 1| 0976] 0.976 1| 0.993 0.993  0.000
£ 35/dh 1.045|dh 1 1/4h 0.809|4h 0.737|4h 0.999] 0.932 0.920  0.012
- 42| 0767 0376] 0.409] 0972| 0972 1| 0.749 0.749  0.000
2 53|  0.884 1 1 0.5 0.5 1| 0.814 0.814  0.000
Eu 61|  0.879 1 1 1 14k 0.912| 0.965 0.859  0.106
62/fh 104/ 1.08 1{dp 1|dh 1 1| 1.020 1.010  0.010
63|  0.959 1 1 1 1 1| 0.993 0.993  0.000
64| 0.884] 0.717 1| 0983 0.988 1| 0.930 0,930  0.000
65 0.916 1 1| 0.809 1 1| 0.954 0,954  0.000

16 1 1 1 1 1 1| 1.000

Subsystem Average 0.923 0.885 0.908 0.901 0.910 0.993
Legend: A Improvement from Status Quo‘ SoSRM 0.926 0.909

Usibmgl ogically inspired design alone (w
from . 909Tabdag. 9ZBi s resul tEf $50 SRAM]i ngnpr ov
approxi mately $390, 000. One cause of this

had amnaddiltink -Qh#&$ Mt e nSttathmsve. Addi ti ona
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(L) had no i mpact on constituent MOPs when
we would expect the So0oS to have a SoSRM of

newlmpl emenltpedbdeaks,( the sys-Qeom bevewitshobat

l inks broken. SoSRM was recalculated to en:¢
an artifact of adding a |ink that ded not

removed. This recalcul ati on onrQuyo iMocdoerlp.o rTah
recal cul ated SoSRM results stil-Qude®oB&Mr at

(.909 to .920).

KSM SoSRM increased more fromhiami $riloimol ¢
maxi mum possible upgrade through traditiona
.922). This reBu3ScSERM] mgps iomprawpedo x26nat el y
records the difference IinQbwiakdpbrd6bogaoakl
intervention in the Delta column.L:fht incr
anlgddri ves thisreéeémprioeede KSM
5. Bidl ogically Inspired I mprovement Combi n:¢

As a final test for this case sSegdyonthe

5. ®nlt heQuSot akIM was repeated for the biol ocg

Al t hough traditional resilience | mpmgpvVvemen
bi ologically inspired KSM resilience from
inspired case due to i mplementing tradition

St aQua. Traditional approachesQwer 8oSRNMckRY:
.013,apvhliieng tradithen@ilolapgiroalclhye si nopi r e

SOoSRM by .005. The optimization search to
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value than-Qumor stclteama$®i @t SolThRMo |. dgi3c avlsl y. 7i6M
opti mization search resulted in a slightly
vs .158).

Il nt eresti nign yT a balsep $2hdonw izt ahtei on sear ch f or
found nearly the same tphaer aRQueattew triemiuz dtsi d ro
bi ol ogically inspired optimi zRRRod. mWei mmh me
all owabl e Forestry |l evel. This same trend i
par ameter val-Qee . acBaotghiicatl atyusi nspired KSM
configuradi bpppercgmdveng stredieamrdrmaxir mi 7 e
| agLAG This agreement Niendioa &t eSh atalgats r avletr fe
successful i n increasimansgnesEe ndmplkt € mewf i
hard and soft resilience i mprovement appr oO:
SoS performance.

5.7 Summary

The examination of the KSM Case Study a

Sof8esign, bubibgizcably inspired network de:

network resilience. Specifically, this chapg

First, we provided evidence that biologically inspired design provides an approach
to increase SoS networlegilience beyond current approaches. Traditional approaches
struggle to increase resilience due to the emergence that manifests because of the complex
interactions of humans and technology within the SoS. Optimizing traditional hard and soft
resilience inprovement approaches only managed to increase KSM SoSRM to .922, while

shifting the IncineratorXe) to the decomposer functional role resulted in a higher SOSRM
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of .926. This improvement is especially significant because the optimization search for
traditional resilience improvement strategies considers technological changes and

investments that may not be possitday(,increasing PRR to over 80%).

Secondly, this chapter provides evidence that incorporating detrital actors increases
SoS network esilience. Although previous studies have emphasized the importance of
detrital actors within SoS, Industrial E&arks, and ecosystems, the lack of a resilience
metric prevented researchers from providing evidence that adding detrital actors could
increag SoS network resilience. Simply by incorporating a link that transformed the
Incinerator Ke) from apex predator to a detrital actor, the SOSRM increased from .909 to
.926. This is especially impressive because the traditiesience engineering apfaches
do not consider technical feasibility or cost. Our estimate of traditional resilience
improvements is optimistic, expected gains when cost and technical feasibility are
incorporated are expected to be much greater than the .027 SERFIISRMEavirgs of

approximately $90,000) observed in this study.

Third, this chapter documents the first case study using the new SoSRM metric to
justify a design decision. We hypothesized that transformintntiieerator Xs) subsystem
from apex predator into a dial actor would increase SoS network resilience. This
hypothesis was verified, and tiNetwork Structuredesign decisiomwas justified when

SOSRM increased from .909 to .926.

Finally, this chapter provides additional evidence concerning the link between
sustainability and resilience. Although some suggest that sustainability and resilience trend

together(Fiksel, 2003; Moradi et al., 2018; Tamvakis & Xenidis, 20113 optimzation to



maximize resilience recommended removing recycling from Timber Consumption to
Timber Production l(>4). This balance between efficiency and resilierc@lso seen in
natural ecosystems dynamigédanowicz et al., 2009)RemovingL24caused a net positive
increase in resilience but a negative impact on enwiental sustainability. Contrasting this
example, addind 1e resulted in both an increase in sustainability and resilience. This case
study provides a counterexample to the idea that increased sustainability always results in
increased resilience. Furtheork is needed to identify the types of scenarios where adding

recycling flows increases resilience.

Although this chapter provides a valuable first step by illustrating the application of
biologically inspired design to improve SoS resilience, Chaptal Gocus on identifying
other design heuristics for implementation. SN8twork Structureis conducive to
heuristics as a strategy for design, allowing the designer to apply simple guidance to
improve SoS performance. Chapter 5 provides one area fgndesonsideration, but

Chapter 6 is needed ientify more approaches that can be used in BLD4R

By analyzing KSM, Chapter 5 has presented a SoS combined of multiple complex
sociotechnical system#n Chapters 1 and 2 an argument was made thawvblation of
S0 detwork Structurecoupled with the need for constituent concurrence for changes
made Network Structure Design édiristics a potentially powerful tool to improve
sociotechnical SoS network resilience. Traditional design approaches asal lane to
emergence. This chapter presents a design methodology applied to a SoS case study that
was successful in increasing the manifestation of the emergent property of resilience. This
was accomplished by testing thetwork Structure Design édiristic Seek to ensure the

SoS has a constituent system that fulfills the decomposer functional role (detrital actor).
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CHAPTER 6. NETWORK STRUCTURE DESIGN HEURISTICS

TO GUIDE SOSEVOLUTION

6.1 Introduction

Chapters 4 and 5 took key steps towards usiodpgically inspired design to
increase SoS resilience. Chapter 4 presented a metric (SoSRM) which allows researchers to
compare resilience across different SoS architectures by standardizing fault location and
duration. SOSRM examines resilience from peFspective of unexpected link removal.

Next, in Chapter 5, SOSRM was used to test against traditional methods of improving
resilience in a case study examining a Swiss forestry industry SoS in Kreuzung Schwiezer
Mittlelland (KSM). KSM is a single curregdkg lumber per capita), heterogenous SoS. We
tested resilience improvement approaches by searching the design space of the KSM
regionds possible soft and hard resilience
the biologically inspired improvementf dvaving a constituent fulfill the decomposer
functional role found in ecosystems. Decomposers extract value from wastdegad
organisms or waste products) by feeding upon it and increase resource cycling by making
otherwise wasted material availaliteg uptake by plants and other organisms. Using the
Network Structure Designediristici s eek t o ensure the SoS has
SoSRM from .909 to .926. Heuristics are simplified rules that provide designers direction
with the goal of improwng the final outcome. Interestingly, we noted that the more resilient
arrangements removed a recycling loop between timber consumption and timber production
(flows Lasaand Ls2in Fig. 2), while the less resilient SoS removed the recycling loop between

paper consumption and paper production (flows &nd Lssin Fig. 2). Chapter 5 provided



evidence thatbiologically inspired network design has the potential to increase SoS
resilience beyond hard and soft resilience improvements alone. SOSRM increas®@2om .

(current approaches to increase resilience) to Ba®gically inspired approach).

Chapter 5, however, demonstrated only a single design heuristic to improve one case
study. A generic set of validat&tketwork Structure Designédiristics would be gpowerful
tool to increase SoS resilience. In this chapter, geNettwork Structure Designediristics
are derived with two approaches. First, we examine a set of ecosystems to identify
correlations betweelNetwork Structureand resilience. Secondly, wesaei KSM design

variants to identify and testetwork Structure Designediristics.

We derive thesd&letwork Structure Design édiristics using Ecological Network
Analysis (ENA), a subset of graph theory that can quantify network characteristics. ENA
metrics #low noncontext specific (i.e. generalizable) recommendations and provides
design guidance that is not reliant on esgly or aehoc improvements (as recommended
by (Uday & Marais, 2019) . For exampl e, t he guidance
applied a forestry industry, an eswlustrial park, or any other SoS represented with links
and nodes. Additionally, ENA based heuristics allow design guidance without needing to
create time casumingsystemdynamicmodels. We hypothesize that examination of a set
of SoS design variants with different link removal resilience, assegie GoSRM will
reveal correlations between ENA metrics and resilience, allowing identification of SoS

Network Sructure Design duristics.

This chapter combines investigation of design variants, graph theory, and system

dynamic models of artificial and natural SoS. AlthougNA graph theory metrics can
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provide insight into what makes an ecosystem robust (fromterialaflow perspective),

SoS resilience depends upon bbigtwork Structureandinteraction StrategyWWHO and

HOW of emergence)Additionally, while robustness contributes to resilience, it does not
guarantee resilient performance. Dynamic simulationsSax8RM provide a unique insight
from ENA alone. Specifically, ENA does not consider the standing stocks within each
constituent. ENA does not incorporate how SoS respond, reorganize, and perform after
disruptions. Thus, while it is possible to determines hesilience as defined by ENA tracks
changes in an ENA parameter (s&ection 2.7.1 for mathematicadlationships between
ENA metrics), applying ENA metrics to gain insight into human systems examined with the
MOPsused here required additional validatidOne benefit of this work is to identify which
ENA metrics (static graph theory) correlate with improved dynamic respayseeif
dynamic moeél of SoS), which allows designers to use ENA metrics to make design

decisions without needing to make time aamghg models.

Chapter 6 completessearchasks 4 (Analyze collection e€osystems and SoS for
resilience), 5 (Using approaches such as regression analysis, determine relationship between
ENA metrics andesilience), 6 Createnetwork structuralheurisics to help policy makers
direct the evolution of their SoS to increassilience.), and 7Demonstrate effectiveness
of designheuristics with application to a case study to improve 18sience) Completion
of these tasks providescondarycontributiors 3 (The first analysis of a set of ecosystems
and SoS with our novel resilience metrar)d 4 (Statistical evaluation of the relationship
between ENA metrics and resilience). Additionally, Chapter 6 provides theriimsary
contribution of ths dissertationNetwork Structure Design Heuristicsfor SoS Policy or

decision makers to guide SoS evolution.
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These contributions fill several gaps identified in Chapter 2. Rather Sb&n
resilience design methodology being ad hoc, focused on idegtifaumity designs, or
reductionist(Hollnagel & Woods, 2006 BID4R uses context independent desigtwork
Structure Design Buristis to enable a repeatable design approach. BID4R identifies and
tests design heuristics, a need identified by SoSneags acknowledge as a first step
towards increasing the rigor of SoSEDelLaurentis & Crossley, 2005; Rouse, 2007)
Finally, theNetwork Structure Designediristicsidentified in thischapter enable BID4R to

evaluate between two proposed structural changes (possible network evolutions).

The identification oNetwork Structure Designédiristicsis a primary contribution
of this dissertation for two reasons. First, dedmynrresilience $ recognized as a new and
uncultivated aregBalchanos et al.,, 2014; Hosseini et al., 2016; Tran et al., 2019)
Specifically, repeatablendgeneralizable dégn methods are needed to aid decision makers
(Hollnagel & Woods, 2006)This work provides design heuristics to increase resilience,
which can be used when considering network evolution or expansion. Secondly, previous
resilience engineering appidees often focus on identifying possible faults and either
designing responses to these faults or increasing robustness to thegtl fayli& Marais,
2015) Unlike previous approachelletwork Structure Design édiristics do not require
fault identification, rather, we seek to shift the SoS to a configuration that is inherently more
resilient. Our approach is intentionally fault agnostic, attempting to choose an inherently
more resilientNetwork Structurerather than preanting specific, predicted faults. In
Chapter 5 we showed that this type of network evolution can be more effective that

traditional resilience improvement approaches.
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Of course, we do not claim that tNetwork Structure Design ediristics presented
in this dissertation are a panacea for SoS resilience design. The heuristics are shown in this
chapter to be effective when applied to cases with characteristics that exist within the graph
theory limits of the data used to derive the heurisfib®se heuristics only provide a tool
for SoS decision makers to explore potential improvements in SoS with initial
configurations that fall within the bounds identified in this paper. Future work is focused on
expanding these bounds and identifying whieesé heuristics can be reliably applied.
Nevertheless, this work's significance lies in proposing a new approach to increase SoS
resilience Kiologically inspired desigifior-resilience heuristics). These heuristics are
distinct from previously proposed Sa®sign guidelines due to being reverse engineered

from Ecological Network Analysis.

Highlights of this chapter include:

1) An analysis of 40 ecosystems to determine the correlation between ecosystem

structure and resilience.

2) Aninitial set of 13 ENA baseS8oSNetwork Structure Design édiristics.

3) Three validation tests that verify the ShStwork Structure Design édiristics
are robust to changingneasure ofperformance and constituent dynamics and
they can be used to increase resilience for networks netdeiiom the KSM

case study.

The work presented in this chapter proceeds as follows. First, a set of 40 ecosystems

is gathered and evaluated to determine the correlations between ecosystem structure (ENA)
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andresilience (SoOSRM). Next, design variant&&M are used to deriidetwork Structure

Design Reuristics. The design heuristics were then tested witbevalidation tests.

6.2Initial Examination of Ecosystem Structure

The investigation into the use of biologically inspiféekwork Structuréo increase
resilience began by analyzing a set of ecosystems to determine which ENA metrics
correlated with increased resilien@ée goal of Section 6.2 is not to provide all the evidence
required to derive design heuristics, rather it is to provide anlimteation of how ENA
metrics correlate with SOSRM existing ecosystems. This indication provides a foundation
to validate the results of Section 6.3 and 6.4 agal@dlifferent ecosystems were analyzed
in Section 6.2collected from 32 different journatticlesand from the booKrophic Models
of Aquatic Ecosystemdournals included in this dataset inclugieological Complexity
Ecological ModelingandEcological IndicatorsA full list of the sources used can loeihd
in AppendixD. 28 out of the 40 ecological networks analyzed were aquatic, while the
remaining 12 were terrestrialhe flow matrices for these ecosystems are reported in

AppendixE.

All sources applied a steadgtate ecosystem model in thamalysis, which aligns
with the assumptions used in the network analysis and resilience calculation. The source
did contain differing units flow and time units, and this was noted during data collection. It
was assumed that thermodynamic and Ab@ssnceprinciples are applied to all constituents
of ecosystems, and thus to all units used across the data sets collected. The most observed
model used, specifically within aguatic ecosystems, was toBaih model. This model

applies thermodynamic principlesastimate a biomass budget. TheoBathmodel uses a

234



massbalance equation ofConsumption (Q) = Production (P) + Respiration +
Unassimilated FoodChristensen, 2004y his mass balanagas also usedthen needetb

calculate missing import and export vadifeom somescosystems

This dataset differs from previous analyses done by Layton and Mdlagt®n,
2014; Malone, 2020n several ways. First, the approach used in this dissertation requires
both stock and flow values for all species, while previous examinations only needed flow
values for analysis.us, the dataset examined in Section 6.2 is smaller than datasets that
were previously examined. For example, Malone examoet 100 ecosystems in his
dissertation. Forty datapoints, however is still sufficiently large for statistical analysis.
Secondlythis examination also uses SOSRM to measure the resilience of each ecosystem

to link removal, a tool unavailable during the previous investigations.

The data wretested for correlations as a whole set of 40 ecosystems and split into
differentgroupsbased on thiean Path Lengthtype of ecosysterfaquatic vs terrestriagl)
and ecosystem curren¢Vable 27) Dividing into separate groups accordingiean Path
Lengh provided an approximatmeasure fathe sizéactivity of the ecosystems. Due to the
wide range oMean Path Lengthexamined in the dataset, grouping was done using the log
of Mean Path LengthAdditionally, fifteen of the ecosystems used the same rocyrgknt
2), these were also examined separat&lye norbiomass currencies, such as carbon and
nitrogen were not grouped separately due to not having enough occurrences to support
statistical evaluatiarThe remaining groups could be analyzed with miiftew matric units
because the only ENA metrics that depend on the flow matrix unit®erelopment

Capacity, Ascendency, OverheatdThroughflow
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Table 27 - Grouping Categories.

These groupings were used to divide thHected ecosystems into smaller subsets for
analysis.

Grouping Number of Description
Category Data
Name Points
All 40 All Data Points for each metric
BIO 29 All ecosystems using biomass as a measure for ecosyster
and throughput

AQU 28 All ecosystems in water
TER 12 All ecosystems on land
tkm™ 15 All ecosystemswith the unit(tkm)
MPL 1 16 Mean Path Length range [1, 1.5]
MPL 2 11 Mean Path Length range (1.5, 2)
MPL 3 8 Mean Path Length randg, 3)
MPL 4 5 Mean Path Lengtbreater than 3

The overall correlation results are presented in Table 28 and Tabl&h29.
regressionsrecalculatedusingS p e ar man 6 s -\Riloeoof < OviLifot dignifecange.
This dissertatiooru s es Evanés c | atatwvd descrpaonsi ob cogelatforo r gu
strength: 0.0 . 19 Avery-Owdakdwe@kBDP 0Omddedk7at eo,
Astrongaol. Gnidv OBEB0s 1996i0nlgtidose relationships witht least a

moderate correlation (r®0.40, p<.1l) were ar
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Table 287 Correlation Results between ENA metrics and SoOSRM.

Al BIO TER AQU (tkm?) MPL 1 MPL 2 MPL 3 MPL 4
ENA | Rhe ‘ P Eho ‘ P Eho ‘ P Rho ‘ P Rho | P Rho ‘ p Rho ‘ ] Rho | ] Rho P

CYL | 011 048 | -030 012 | -002 096 | -027 016 | -06/ <07 | 032 023 | -041 021 |-0356 015 | -045 045
LD -0.10 056 | -035 <07 | -0.28 038 | -020 030 | -053 0.04 | 011 065 | -032 034 | -039 034 | -031 061
GEN | 007 065 -036 <07 | -027 041 | -0.18 037 | -048 007 | 004 090 | -028 040 | -041 031 | -031 061
VUN | -0.12 045| -048 <07 | -034 028 | -0.18 036 | -052 <01 | -015 038 [ 032 034 | -035 040 | -028 065
Actors | 018 026 | -052 <0J | -024 045 | 040 <01 | -059 <01 |-042 011 053 =01 | -046 025 | 007 092
Links | -021 020 | -045 <07 | -012 071 | -039 <01 | -060 =01 |-002 0893 0353 =01 |-052 018 | -0.12 085
#Pred | -0.19 025 | -050 <07 | -023 048 | -040 <01 | -062 <01 |-025 034 | -055 =07 |-041 031 | 007 092
#Prey | -0.15 034 | -041 <0J | -015 064 | -040 =01 | -060 =01 |-005 086 |-0355 <=0I1]|-047 024 | 010 087
CON | 0.02 050 | 023 023 | -034 028 | 027 017 | 007 081 042 011 | 043 019 | 015 072 | -094 <01
CYC | 051 =01 -037 <01 | -036 =<01| -036 <01 |-057 <01 |-022 041 [ -027 0435 | 021 062 | -047 042
MPL | 023 0.15| -033 <0J | -042 018 | 036 <0J | 045 <017 |-001 098 | -044 018 | -0.05 091 | -0.09 0.88
AMI | -009 060| 013 051 | -001 098 | -0.10 061 | 010 072 | 012 066 | 014 068 | -041 031 | 0356 033
ASC | 006 070| 000 098 | 017 060 | -013 050 | 027 033 003 0%2 | -032 034 | 037 037 | 014 082
DC -006 072 001 097 | 01% 056 | 013 051 | 031 025 | 003 092 | -032 034 | 037 037 | -003 096
TS0 | 005 075| 011 0359 | 020 053 | -012 053 | 031 026 | 003 092 | -032 034 | 037 036 | -0.06 092
TST | -006 071 | 000 098 | 015 063 | -013 050 | 026 034 | 003 093 | -0.32 034 | 037 037 | 0.00 1.00
Alpha | -021 019 | -002 0951 | -044 015 | -012 055 | 018 053 | -036 017 | 010 077 | -035 040 | 025 0.68
ROB 024 013 | 019 032 | 041 018 | 02% 013 058 =01 | 028 029 | 054 =0J| 033 043 | -0.54 035
SI 018 026 | 008 068 | 037 024 | 004 083 |-014 062 | 041 011 [ -003 092 | 026 053 | 064 024




Table 297 Visual Representation of Significant Correlations found in Table 28.
Recall, ASC, DC, TSO, and TST are unit dependent, anglsittise results from the tkin
column should be viewed as significant.

Positive Positive Positive Wealk / Negative Negative Negative
Very Strong Strong Moderately | Insignificant Moderately Strong Very Strong
Strong Correlation Strong

0.60—0.79 | 0.40-0.59 | -0.39-0.39 | -(0.40-0.59)

T 17 - 1

U TER tkm-? MPL 1 MPL 2 MPL 3 MPL 4

ENA Metrics All BIO

CYT

LD

PPR

GEN

VUN

# Actors l ‘ |

LINKS i
# Pred
# Prey i

cYC ! !

MPL

ANMI

ASC

DC

TS0

TST

Alpha

ROB T T

SI

From this initial examination, there are sevdiadlings of interest. First, there are
no statistically significant contradictions between the different groups (columns in Table
29). We also see that the grouping, however, was necessary as the overall dataset only
revealed a single moderately strongretation CYQ. The results for MPL 4 should be
viewed with caution, as this group only had 5 datapoints. From this initial investigation, we
expect SOSRM to trend as shown in Table 30. Although interesting, Section 6.2 does not
provide sufficient data foNetwork Structure Design édiristics development. Rather, the

results of Table 30 are used as a check in Sections 6.2 and 6.3.
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Table 301 Expected Heuristics Based on Initial Correlations Between SoSRM and

ENA.

To Increase SOSRM

ENA Metric

Increase

Robustness

Reduce

Cyclicity

Vulnerability

Number of Actors

Number of Links

Number of Predator

Number of Prey

Connectance

Finn Cycling Index

Mean Path Length

6.3 KSM Design Variants to Develop Heuristics

In Chapter 5, six design variants were created by implementing traditional and
biologically inspired resilience improvement approaches to the Sofe Variants are
experimental (often minor) changes to a potential design, resulting in a modified design bu
with the same objective. This inspired the approach takeéBestion 6.3 Rather than

comparing different SoSs texplore the factors that influence resilience, we examine

vari

ant s

of the same So0S.

Compar i cpovideh e

r

different insights from comparing resilience between different SoSs. This is because the

Network Structure flow, and operating context changes when resilience is compared
between different SoS. Comparing resilience between SoS design vamaveseh holds
operating context constant, eliminating this uncertainty. In this work, we examine KSM

design variants to identify and test preliminary $&®work Structure Designédiristics.
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6.3.1 Design Variant Creation from KSM Case Study

21=16'7 2,22 Y,=.8
Forestr _i' Production of Consumption of |——
y L,;=3.9 ) Lis=2: Timb %5
X,=14000 > Timber > imber = 2.
X,=5000

2 Production of Consumption of
: Paper Products |Lss=4.2 | Paper Products
X5=10.6 Xs=100
/’\‘ ~-Z y L35= 2.6 s - - ——
h=1 week l | l 5 Y,= 1.6

Y,=1.6 ;=9 Y=11
Figure 48- KSM Forestry Region SoS

Flows are in kgdry matter per capita per week. Stocks are in kg dry matter per capita.
Adapted fron{Hendriks et al., 2000)

The case study used in Chapter 6 is also the forestry industry in Kreuzung Schweizer
Mittellland (KSM), Switzerland (Figre 48) (Hendriks et al., 2000KSM has three input
flows: Z;: forestry growth, Z lumber imports, Z pulp paper imports. There are three major
differences from the previous appearance of the KSM model in Chapter 5 and the version
used here. First, in Chapterk6SM is at steady state. This modification alktne use of
ENA and ecosystem modeling approaches in foltlowalidation testing. Secondly, lgn
systems X Xas, and X% were originally designed to have a stock. Stocks fgrXg are

calculated by assuming the two factory constituents keep two weeks of safety stock on hand.
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Finally, in Chapter 5, KSM had a waste disposal constituent. This hasbeeerted into
exports Y.s. Export flows capture timber that leaves the boundaries of the KSM system.
These flows are material that is sent to waste disposal as a byproduct of use or production
(e.g. Yz is Ligin while Ys is waste paper). Waste disposah@wv considered outside the
boundary of KSM. This is to allow followen validation testing where KSM is modeled as

an ecosystem.

SoSRMcalculation (Equation 89) requires Measure of Performance (MOP) to be
carefully defined for each constituent system. M@Rse derived by examining what
woul d i mpact each constituentds income. Ad:¢
must incorporate the actions of the intelligent agents that control each constituent
Intelligent agents can make choices to respond to SoS link failures, such as increasing
Forestry production (e.g.2L) when a recycling link (e.g.2k) is lost. Each system will act
to maximize their MOP. We assumed that the maximum possible link flerstwiee the
initial, steady state flow (due to logistic constraints), and that the initial external
demands/sources could not be reduced/increased. KSM model differential equations and
MOPs are presented in Chapter 5. Of note, like manywedt SoS, KSMis a
heterogenous SoS. Constituents have different differential equations to describe their

behavior, decision criteria, and MOPs.

There are five links in KSM that can be removed to create possible design variants
(L2, Lay, Laz, L3s, and L24). These Inks are annotated on fige 8 with a large 15. These
links were selected because the reduction of material flow within the system could be
compensated for by changing the steady state imports or exports 8Lafer example,

removing link 1 (l21) resuted in a reduction of 3.9 kg per capita per week traveling from
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X110 Xz, thus Z2and Yiwere increased by 3.9 kg per capita per week. This strategy ensured

thatTotal System Throughfloemained unchanged between design variants.

Table 31- Changes inKSM Flows Following Link Removal.

The values in the table show how removing each link impacts the value of it
and exports to KSM. They are represented as the change from the valuesren
48.

Impact on
Removed Z2 Z3 Y1 Y2 Y4 Ys
Link

1(L21) +39 ] - +3.9| - - -

2 (L31) - +1.2| +1.2| - - -

3 (L32) - +0.6 | - +0.6 | - -

4 (L24) +0.2 | - - - +0.2 | -

5 (Lss) - +2.6 | - - - | +2.6
Values shown are the change in the initial, Steady Sta
fault flow values (Fig 2).

Note: Altering 2 or Zz values also impact the maximu
values 2 or Zz flows could achieve.

Variants are identified by which links &) from Figure48 were removed. For
example, Variant 145 had links 1,4, and 5 of Fig 2 removed, leaving only links 2 and 3. All
of the design variants resulted in a connected SoS (i.e. variant 13 was rejected due to
creating two separate, independent SoS). Iteratingghrtine five removable links created
16 desigrvariants: None, 1, 2, 3, 4, 5, 14, 15, 24, 25, 34, 35, 45, 145, 345, and 245. Due to
only selecting links that could be compensated for altering system imports or exports, none
of these design variants requirew or special technology to implement. For example, we
did not explore the impact of adding a link from Consumption of Paper Produgt (X
Production of Timber (¥, as this link addition would require a technology that could
convert used paper prodsce.g. paper plates or napkins) into a material that could then be
used to manufacture finished lumber products. Although such technologies may be feasible
(or exist), we focused our search on realizable variants that could be implementable without

any adlitional technology.
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Model verification included lindy-line code checks and face validation checks.
Face validation checks consisted of exercising the KSM model over a variety of initial
conditions and faults to ensure system performance matched agtitigsponse (e.g. an
increased in paper production resulted in decreased forestry stock). All results were
monitored to ensure no unexpected model artifacts drove design solutions. The model was
executed in Anylogic 8.4 University Edition and the modeit dime was in weeks.
Simulation runs were conducted onlO#&OHper son

CPU operating at 2.50 GHz and 16.0 GB of RAM.

6.3.2 Derivation of SoS Desidar-Resilience Heuristics

Once the 16 design variants were evaluatedcaleulated the linear coefficient of
determination (R values between SoSRM and the 20 different ENA metrics. The goal of
this chapter is to investigate the role of network configuration changes, not operator action,
therefore the equations governing myier response to system failures were unchanged
bet ween design variant s. We use Evanoés c |
descriptions of correlation strength: 00 19 fAver y0 wkA kdweldR® 2,0 0. ¢
Amoder at-®.079 s t60@DH g 60, i a a divans, 1996) @Qnly dhose
relationships with at | east asediodesiveadire cor

Network Structure Designeédiristics.
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Figure 49 - Plots of SoOSRMAgainst the 20Evaluated ENA Metrics for the 16 KSM
Variants.
Metrics used to derive desidar-resilience heuristics have a bold border.

The correlations between SoSRM and the different ecological metrics provide
insights into possible methods to increase resilience. The scatterplots for each of the 20
examined ENA metrics against SOSRM are shown iniréigd. These correlations were
calcubted by using the linear coefficient of determinatior) (fetween SoSRM and the

ecological metrics and are shown in Tabf Six of the 20 ENA metrics examined, had
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significant correlation with SOSRM (|r|>.4, p<.1Yulnerability (VUL), Average Mutual
Information (AMI), Ascendency (ASC), Overhead, Al@m RobustnessThe strongest
positive correlation was betwedtobustnessind SOSRM @=.415), while the strongest
negative correlation was betwedlpha and SoSRM @=.403). These are onlyveak to
moderae correlations, thus these required additional validation tests to justify their use in

SoS design.

Table 32- Correlations between SoOSRM and 20 ENA Metrics for 16 KSM Variants
Statistically Significant relationships (|r|>.4, p¥) are shown in grey. These were u:
as the basis for desigfior-resilience heuristics.

r p r p

# ACTORS | NaN | NaN TSTF | 0.000 [1.000
#LINKS |0.373|0.155 FCI -0.198|0.462

L‘g #PRED | 0.071 |0.795 " MPL |-0.165|0.542
©| #PREY |-0.031/0.909| .2 Si -0.001|0.997
E PRED:PREY |-0.089|0.744 g AMI |-0.574|0.020
E GEN 0.332 |0.208 > ASC |-0.448|0.082
E VUL 0.466 |0.069 u_c_: DC 0.297 |0.264
A LD 0.373 |0.155 ALPHA |-0.635|0.008
CONN 0.373 |0.155 OH 0.489 |0.054

CYC -0.166|0.540 ROBUST | 0.644 |0.007

Average Mutual InformatignAscendencyand Alpha have negative correlation
values. These three metrics all measure the constraint of the siystgiime probability of
knowing which path a flow will enter as it travels through the system. Resilience increases
as the constraint decreases. This trendicates that KSM may initially be overly

constrained. High constraint values are typical of many artificial networks (such as timber
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or water) which tend to favor efficiency over redundafBgdini & Bondavalli, 2002)
Alphais of particular interest since it is used to calcuRbustnesAlphaandRobustnes
are positively correlated f&lphaless than .368 and negatively correlated¥iphagreater
than .368. For this dataset, the minimAiphaexamined was .418, thus SOSRM is positive
correlated with resilience and negatively correlated wWijpha This relationship could

change for systems withlphaless than .368 (low constraint networks).

Robustnesss related to resilience by measuring the amount of redundancy built into
systems. When examining all 16 variants, we found a strong positive corrdatioeen
these two (r=.644, p<.01). These results are consistent with current approaches that seek to
increase SoS resilience by increasigbustnesg¢Chatterjee & Layton, 2020b; Dave &
Layton, 2020a; Moradi et al., 2018; Panyam et al., 20026%igning networks to increase
the ENA metric ofRobustess has been shown to increase survivability of electricrmoto
supply chains and reduce costs associated with water distribution fdiliraerjee &
Layton, 2020b; Dave & Layton, 2020bJyhe high correlation betwedRobustnesand
resilience is to be expected as they reflect two different strategies for improving SoS
performance. SoOSRM measures how the system will change when subjected to an
unexpected faultRobustness a measure of redundancy and constraint (flow efficiency).
Robustnesgoes not consider the standing stocks (biomass) that exists within each
compariment. TheRobustnessalculation considers only the pathways that currently exist
and the amount of flow going through each. TherefBa@ustnessloes not incorporate
how SoS respond, reorganize, and perform after disruptions. This shortcoming shows the
need for dynamic analysig.g.,systemdynamicmodels) to measure system resilience in

addition to static network calculations (ENA).
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The ENA metrics thadtad a least a moderate correlatffh> .4, p<.1) with SOSRM
were used as the basis for the iniN@twork Structure Designediristics (Table 33). These
metrics have bolded frames on Figuésa#d are shaded in Table 32. The heuristics in Table
33 are presented as increase or reducausemo local minimum or maximum was apparent
in the data set (see Figur8)4As will be discussed in Section 6.5, we recommend using
these heuristics for SoS within the bouitas measured by graph trg) of the dataused
to derive the heuristics. Fokample, we do not expect that Afphaof 0.00 would have
the maximum resilience possible.

Table 33 - Initial S0S Network Structure Design Heuristics and Regressions

Darker r? shading shows a more significance correlation, while darker m values inc
steeper slope.

y=mx+b
When Seeking Strategy r’ m b

Reduce AMI 0.329 -0.134 1.037

Reduce ASC 0.2 -0.004 1.054

To Increase |Reduce Alpha* 0.403 -0.551 1.082
Resilience |Increase Vulnerability 0.217 0.057 0.753
Increase Overhead 0.24 0.002 0.717

Increase Robustness* 0.414 1.821 -0.108

* Only tested for alpha greater than .368

The initial proposed heuristics are checked against Table 30 (Section 6.2) results to
verify that they are consistent with the results indicated by the initial ecosystem dataset
examination (Section 6.2). Table 30 does not incléderage Mutual Informatio,
Ascendency, Overheadr Alpha The initial proposed heuristics in Table 33 are, however,
consistent with the recommendation to incredés¥ustnessThe recommendation of

increaseVulnerability, however, was inconsistent with the results found when iekagn



ecosystem biomass. This difference, however, is illuminated when we assess the plot of
Vulnerability versus SoSRM for all ecosystems examined in Section 6.2. The negative
correlation is driven by 5 ecosystems (green circle on FEQré& hese ecosysms exist in

an environment which promotes high vulnerability and low resilience. The exact
characteristic of the environments for those five ecosystems is an area for future
investigation, but serves as a reminder that the heuristics identified inighestation
provide guidance for the general case and as a starting point for investigation, but exceptions

may exist due to the particulars of an operating environment.

All Ecosystems

19
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E 0% o e o™
7 r ° —
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¢ (oo ° \
-
0.5 . i i i i .ﬁ"
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Vulnerability
Figure 5071 Plot of Group All Datapoints from Section 6.2versus SOSRM.

The negative correlation between SOSRM and Vulnerability is driven by the five ecosystems
in the green circle.

6.4 Validation Testing for Design Heuristics

Threevalidation tests were conducted to ensure the heurddtiTable 33were not
casestudy specifici(e.,only apply to KSM). These tests both utilized ecosystem dynamics
and MOPs. Using a natural rather than artificial dynamics and MOPs allows us #devalid

which derived heuristics are applicable even if the underlying dynamics and MOPs change.

24¢



Validation Test 1 provides evidence that the correlations that are the basis of the
designfor-resilience heuristics are robust to chand#@P and constituent dyamics. This
was accomplished by applying a different MOPs and constituent dynamics to the same

testbed used to derive the heuristics.

Validation Test 2 verifies that the heuristics can be used to increase resilience for
networks not derived from the KSMise study. Théletwork Structure Design édiristics

are successfully applied to ErdBgnyi Random Networks

Validation Test 3 verified that these desigmn-resilience heuristics were applicable
for other SoS which existed within the graph theory bouadarsed to derive thidetwork
Structure Design Euristics. In this validation test, the heuristics are applied to two
additional case studies (North American Copper Industry and Austrian Plastic Flow)

(Brunner & Rechberger, 2016; Spatdrag, 2005)

6.4.1 Validation Test 1: KSM Variants as Ecosystems

The desigrfor-resilience heuristics developed from the KSM design variants are of
limited utility if they are only applicable to KSM. Demonstrating that the ssonelations
between ENA metrics and resilience exist for different MOPs and dynamics would provide
evidence that our results are not merely €sdgdy dependent. To test this, the same 16
KSM design variants were modeled as ecosystems. These modelfhi@vesxamined to
determine if the same heuristics would be identified when using ecosjEtgme 51 case
II) rather than artificial (Fidgp1lcase I) dynamics. Fige51 provides an example of how this
approach was applied te4. but for Validation Test 1 all link dynamics were changed, not

just Loa. In other words, Validation Test 1 combines the KS&twork Structureand initial
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flow values with ecosystem dynamics aM®Ps (ECOKSM) to see if the previously

identified heuristics are robust to changing dynamic equations and MOPs.

[: Artificial Dynamics
| Consumption of
Timber

Production of
Timber

Xy (1)
X,4(0

Lay(t) = Lag(0) +

| Consumption of
Timber

Production of
Timber

L.“_':_“:'xgl.tilx.l_l;ttl

Lyz(t) =
2 T X, () £ X5 (0)(X4(0) — 1)

Figure 51 - Validation Test 1 Approach for Link 24.

When originally identifying desigior-resilience heuristicthe system was modelled as an
artificial SoS using artificial SoS dynamics (Case |). To validate these findings, the variants
were then ranodelled as an ecosystem, using predatey dynamics (Case Il). This test

is designed to determine if the idemtifiheuristics are robust to the dynamic equations and
MOP utilized.

Validation Test 1 was accomplished using a MATLAB script teltulatesan
ecosystembs SoSRM-statd flow marix and mitiabstock tvaduasd The

ecosystem modeling appidaincludes a Type |l predatprey interaction, interspecific
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competition thainfluences carrying capacity, and logistic population growth. Additional

details can be found in Section 3.3.

Because the structure and flow matrices are unchanged, the ENidsnfiet each
variant will not change when artificial or ecological constituent dynamics are used. We do
not expect to get the same SoSRM values for each variant, rather Validation Test 1 examines
if the same trends that were the basis for a@esignfor-resilienceheuristics still exist.

Constant SOSRM is not expected because HBGSO! has different MOPs.

The KSM design variants differ from natural SoSs in several key areas. When
modelled as ecosystems, the units are changed to kg (standing stocks) aedk Ktiows).
Additionally, the Connectanceof KSM is much lower than what would be expected in
natural ecosystems (averggennectancef .28 vs approximately .52ZPimm, 2002) Thus,
although we utilize ecosystem dynamics and MOPs to test the heuristics derived from the
KSM variants, it is important to note that many of the simulated ecosystems examined are
not representative of the actual ecosystems. The point is not thav&&ivits mirror real
world ecosystems, rather that biological MOPs and dynamics can be used to validate our

Network Structure Designeédiristics by examining if the same correlations are present.
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Table 34 - Validation Test 1 Resuts.

Table 34 presents the correlations between ENA and the original KSM or-ESK2
resilience datasets. Shaded columns represent significant correlations. AMI, Overhead,
Alpha, and Robust identified in the KSM model were positively confirmed by the ECO
KSM model (shown in italics). The remaining seven rows in the KSM model show
heuristics that failed to be disproved by the ERSM model. Of note, the KSM data
(first three columns) is a subset of Tabkr8peated for reader convenience.

KSM ECO-KSM
r p r p

LD 0.373 0.155 LD -0.437 <0.1
VUL 0.466 <0.1 VUL -0.331 0.210
Links 0.373 0.155 Links -0.437 <0.1
# PRED 0.071 0.795 # PRED -0.564 <.05
CONN 0.373 0.155 CONN -0.437 <0.1
MPL -0.165 0.542 MPL -0.839 <.01
AMI -0.574 <0.1 AMI -0.780 <.01
ASC -0.448 <0.1 ASC 0.259 0.332
DC 0.297 0.264 DC 0.907 <.01
Overhead 0.489 <0.1 Overhead 0.873 <.01
Alpha -0.635 <.01 Alpha -0.684 <.01
Robust 0.644 <.01 Robust 0.625 <.05
| -0.001 0.997 | -0.557 <.05

Heuristic Basis

Validation Testl modeledhe network and initial flow values of the K&M design
variants with ecosystem dynamics and MOPs (BCG3M) to determine if the identified
designfor-resilience heuristics are robust to changing dynamic equations and MOPs. There
are tvo waysthe heuristics can be shown to be robust. First, we can positively confirm that
KSM and ECOKSM have the same statistically significarfjr|é.4, p<.1) correlation
(positive or negative) for the six heuristics identified in Té3eA second valuable reku
would be if ECOKSM failed to disprove the KSM based heuristics. This would occur if

ECO-KSM correlations do not contradict KSM correlations. A contradiction is defined two

Validation Test 1
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statistically significant correlations(|(>.4, p<.1) in opposite directionsp@sitive and

negative).

Four of the six significant correlations Table 33 were positively confirmed (Table
34). The other two significant correlations were not disproven due to the results of ECO
KSM being nosstatistically significant (|r|>.4, p>.1). sSAan unexpected benefit when
applying the results in the opposite direction (checking if KSM correlations fail to disprove
ECOKSM correlations), seven additional correlations in the HCGM data were
discovered that could be used to expand our teshidileork Structure Design élristics.
These seven additional heuristics are also tested in Validation. Tiedil2 34 onlyresents
the correlations that were significant for the original variant dataset or Validation Test 1
(Ir]>.4, p<.). Validation Test 1shows that correlations used to identifye Network
Structure Design Blristics are robust of NDPs or dynamics, and provides evidence that

these heuristics may not require identical MOPs and dynamics to be applicable.

6.4.2 Validation Test 2Application of Design Heuristics to 100 Random Networks

Validation Test 2 examined Network Structure Design étiristics were effective
in increasing SOSRM by comparing resilienceandomly updated networks against those
where our heuristics were apgdi. Useful heuristics should result in a greaepected
SoSRM than a random network change.(our null hypothesis is that SOSRM of a
randomly chosen design iteration is equivalent to SOSRM of possible iterations filtered by
our Network Structure Degn Heuristics). To test this null hypothesis, we must first define
our null model ie., random chosen design iteration). Ecosystems based on-Eetys

Random Networks are used as our null models.
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ErdosRenyi Random Networks are defined by the probigiplthat any two nodes
are connecte@hurner et al., 2018cJor this test, we initially sgito 0.52, the expected
Connectancef ecosystems. This value comes from the derivation of equdi@d ffom

a leastsquares regression plotted against 26 food \{leinsm, 2002)

0¢& o® pTOo

WhereC is theConnectancef the food web and is the number of specieghe previous
regression plottedConnectancgC) vs number of speciesn] and dscovered a linear
relationship Although more recent work has suggested that a power law may also describe
the relationship betwee@ and n, we do not wish to enter this debate, rather, this
approximation allows us to directly calculad€which is equivatnt toC). Uniform {1-4}

links were removed to create networks of different link density. Export flows were added
to all species because no species can convert all ingested food to biomass without some
energy loss. To maintain consistency with Validati@stTl, all standing stocks were set to

the KSM values. System imports and exports were then added to balance all flows. The
Total Flow in the network was scaled to 60 kg/week. Any generated networks that did not
result in a connected web were rejected.oArected web has no nodes isolated from the
remainder of the network. A disconnected web is one where there is at least two nodes
without links connecting them (e.g. the generated network resulted in two or more separate

networks).

One hundr ed -irnanedrovne,nt ipne net wor ks o wer e
subjected to two different design modifications (interventions). First, a random design

iteration, defined as above, was implemented and the SoOSRM of the new network was
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compared to the SOSRM of the pngervention network. Next, for each of tidetwork
Structure Design euristics (one at a time) a random network that satisfied each heuristic
was identified. These random networks were selected from a database of 1000 randomly
generated ErdeRenyi networks. Again. the change in SoOSRM was calculated. This
approach allowed us to comme change in SOSRM for both a random network modification
and a modification based on each of the heuristics. A paitext was performed between

the random network change and changes that followed the SoS heuristics to evaluate if the
null hypothesisthat the heuristics do not improve resilience) could be rejepted). The
normality assumption for the pairédest (that the differences between samples follows a

normal distribution) was verified using normal probability plots.

In Validation Test 2ve seek to verify that thdetwork Structure Designédiristics
can be used to increase SoS resilience for cases other than the KSM. Recall, 16 KSM design
variants were examined to identifiye 13 potentiaNetwork Structure Design ediristics
(guidance tomprove design decisions). Validation Test 2 results are shown in Table 35,
which includes the heuristics defined in the original analysis (Table 33) as well as those
identified in the analysis of KSM variants presented in Section 6.4.1 (Table 34). hdext, t
change in average SoSRM is shown when implementing each strategy, the signiffcance
that change (using a pairedest with equal variance), and the percentage of trials that

resulted in an improved SOSRM score.
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Table 35- Validation Test 2 Results.

100 networks were generated (As Is) and were changed according to different strategies: Random Change (RAND), Strdtegies base
on KSM correlations that were not disproven by EREM correlations (KSM ONLY), strategies basade COKSM correlations that

were not disproven by KSM correlations (EBSM ONLY), and strategies that were positively confirmed in Validation Test 1- (KSM
andECOKSM) . The change in the aver ag-estsignificancaf that changeo(T test),lard halvat a s e
frequently applying that strategy resulted in an improved resilience (% Greater) are shown for each strategy. Bar ghenvsdack

in the & Mean and % Gr eat er r Daker shaded-tedaesulthirdicaie lower p valud&Bow i s c ol

Strategy
KSM ONLY ECO-KSM ONLY KSM and ECO-KSM
AslIs|RAND|] ASC| t1VUL | | LD || Links || #°RED/| CONN| | MPL | | SI 1 DC | | AMI || ALPHAl 1 ROB | + OH

Mean 0.864| 0.864| 0.896 | 0.878 | 0.876 | 0.888 | 0.879 | 0.868 | 0.924 | 0.884 | 0.853 | 0.890 | 0.871 | 0.878 | 0.884
A Mean - |0.000| 0032 | 0.013 | 0.012 | 0.023 | 0.015 | 0.004 | 0.060 | 0.020 | -0.011 | 0.026 | 0.007 | 0.014 | 0.020
T test - 10493 | <.01 <1 0.133 | <.05 <1 0.321 | <.01 <05 | 0135 | <01 | 0.250 <1 <.05
% Greater| - 52% | 63% 58% 55% 58% 54% 52% 77% 53% 51% 60% 56% 56% 57%
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Of the 13 heuristics examined, 1 (increase DC) did not provide improvements when
applied to the random networks. Three (LD, CONN, ALPHA) provided improvestieatt
werenot statistically significant (p>.1). This does not mean that these heuristics are invalid,
rather, there are characteristics of the KSM case study that make them valid in that scenario.
This may be due to nonlinearities in the relationship between ENAcsyand SoSRM.

Why these heuristics appear valid for the KSM case study, but not more generalized random

networks is the subject of future work.

Of the nine heuristics that resulted in a statistically significant increase in SOSRM,
three did so at thp<.01 significance level. The strategy with the largest expected gain in
SoSRM was decrease MPL (increase in SOSRM by .06). This strategy was also the most
likely to result in SOSRM improvement (77%). The original 100 sample average SoOSRM
was .864. The eime 1000 dataset of possible configurations had an average SOSRM of .868

with a standard deviation of .07.

6.4.3 Validation Test 3: Hypothetical Redesigh&eal World SoSs

To validate that thedgetwork Structure Designedtiristicwere applicable forther
SoS, the heuristics were applied to a hypothetical redesign of North American Copper
Industry and Austrian Plastic Consumpti@Brunner & Rechberger, 2016; Spatari et al.,
2005) The new Copper Industry design satisfied eight k&asi (decrease number of
Predators decreasd/ean Path Lengthdecreaséverage Mutual Informatigndecrease
Ascendengy increaseDevelopment CapacityincreaseOverhead reduce Alpha and

increase Robustnegs Follow-on simulations showed that this reidgs successfully

increased North American Copper I ndustryods



The new Austrian Plastic Industry redesign followed the heuristics of rddokage
Density increasé/ulnerability, reduce number dfinks reduceConnetance reduceMean

Path Length reduceAscendancyincreaseDevelopment CapacityincreaseOverhead
reduceAlpha and increas®obustnessga different subset of heuristics than used in the
Copper Industry case). The new redesign increased SoSRM from .895 to .922 (a 3%

increase).
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Case 1: North American Copper Industry
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Figure 52 - Original Configuration of North American Copper Industry.
Flows are Tg per year. Stocks are Tg. Adapted f{®patari et al., 2005)
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Figure 53 - North American Copper Industry Redesign.
New configuration arrived at by using heuristics in Table 36. Flows are Tg per year. Stocks
are Tg.



Table 36 - Application of Heuristics to North American Copper Flow.

Eight Network Structure DesigHeuristics were followed, four were ignored, and one was

not followed. This resulted in an increase in SOSRM from .740 to .881. The bounds of the
dataset used to create and validate the heuristics @ shown. Recall, ASC, DC, OH,

and TSTF cannot be used to determine if the case falls within the bounds of the data used
to derive the heuristics.

SoSRM  CYC LD PRED: PRE GEN VUL #ACTORS #LINKS  #PRED # PREY CONMN
Upper Bound from Table 7 - 1.8 1.8 2.5 3.0 27 5 9 5 5 0.36
Real-World SoS 0.740 | 1.53416 1.4 ot 1.4 1.4 5 7 5 5 0.28
Redesign 0.881 |1.395337 1.4 1.25 1.75 1.4 5 7 4 5 0.28
Heuristic Followed? - - 1 - - T - 1 1 &
Lower Bound from Table 7 0.0 0.6 0.6 1.0 1.0 5 3 2 3 0.12
SoSRM  FCI MFL AMI ASC DC OH TSTF ALPHA ROBUST Sl
Upper Bound from Table 7 - 0.744 8.69 2.18 13097 211.00 115.52 538 0.749 0.52 3.52
Real-World SoS 0.740 0.22 4.03 1.89 16.30 26.60 10.29 7.49 0.61 0.43 3.08
Redesign 0.881 0.19 3.90 1.70 15.92 31.42 15.50 8.08 0.51 0.50 3.36
Heuristic Followed? - - 1 1 1 T T - 1 T &
Lower Bound from Table 7 o 1.61 1.38 49.48 107.34 43.78 38.8 0.218 0.312 0.235
Heuristic Followed Value Unchanged Hueristic Not Followed
Case2: Austrian Plastic Consumption
1100 990 480 61
1 1 1 Collection
Production 250 | Manufacturing 600 Use 621 .| Transportation
X,=40 X,=50-1/Year X;=7100+410/year and Storage
- X,=45+37/year
1 1 929 50 !
850 641 645
Recycling

Xs=0+6/year

|

43

Figure 54 - Original Configuration of Austrian Plastic Flow.
Flows are 1 tons per year. Stocks are3ons. Adapted fronBrunner & Rechberger,

2016)
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Figure 55- Austrian Plastic Flow Redesign
New configuration arrived at by using heuristics in Tabfe Flows are 18tons per year.

Stocks are 11tons.
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Table 37 - Application of Heuristics to Austrian Plastic Flow.
ElevenNetwork Structure DesigHeuristics were followed, one was ignored, and one was

not followed. This resulted in an increase in SOSRM from .895 to .922. The bourals of th
dataset used to create and validate the heuristics are also shown. Recall, ASC, DC, OH,
and TSTF cannot be used to determine if the case falls within the bounds of the data used
to derive the heuristics. Additionally, although the Alpha value is outiseélbounds of the

data used to derive the heuristics, it is still to the right of the peak of the-Ripbastness

curve, and thus was used. The peak of the ARiaustness curve occurs at Alpha = .368.

Upper Bound from Table 7
Real-World So5

Redesign

Heuristic Followed?
Lower Bound from Table 7

Upper Bound from Table 7
Real-World 508

Redesign

Heuristic Followed?
Lower Bound from Table 7

SoSRM

0.895
0.922

S0SEM

0.895
0.922

}

673

cYC LD PRED: PRE GEN VUL #ACTORS #LINKS #PRED #PREY CONN
1.8 1.8 2.5 3.0 2.7 5 9 5 5 0.36
1.22 1.2 1.25 1.5 1.2 5 3 a 5 0.24
1 1 1 1.25 1.25 5 5 a 4 0.2
- 1 - - T - 1 1 - 1
0.0 0.6 0.6 1.0 1.0 5 3 2 3 0.12

il MPL AMI ASC DC OH TSTF ALPHA  ROBUST sI
0.744 8.69 2.18 | 13097 | 21100 | 11552 | 53.8 0.749 0.52 3.52
0.01 1.63 1.25 | 8080.32 | 20746.95 | 12666.02 | 4295 0.389 0.530 3.20
0.01 1.62 1.23 | 7898.01 | 21010.12 | 13112.11| 4251 0.376 | 0.531 3.27
- 1’ 1 & T T - I T ¥
0 1.61 1.38 43,48 | 107.34 | 43.78 38.8 0318 | 0312 | 0.235

Heuristic Followed
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Value Unchanged
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6.5 Summary

Table 38 - Summary of Evidencefor T hirteen SoSDesignfor-ResilienceHeuristics.
Strategies are sorted by effect size seen in Validation Test 2. Shading indicates positive
evidence provided for each heuristic, while unshaded boxes domioadict the heuristics
(rather these tests did not provide positive evidence). The only contradiction was for
increase Vulnerability (see discussion in Section 6.3.2). Note, all heuristics tested for the
Copper Industry and Austrian Plastic were apglim conjunction (i.e., simultaneously
during a single test).

Indicated By
40 Ecosystem CEoCrgl-;ist’)h:s 100 Random
When Correlations | <=M Correlations (Validation Test Networks Copper Industry | Austrian Plastic

Seeking Strategy 1) (Validation Test 2)

Reduce Mean Path Length
Reduce Ascendency

Reduce Average Mutual Information
Reduce Number of Links
Reduce Shannon Index
Increase Overhead

Reduce Number of Predators
Increase Robustness

Increase Vulnerability

Reduce Linkage Density
Reduce Alpha

Reduce Connectance

Increase Development Capacity

To Increase
Resilience

Thi s chapter expl ored the r e INaettiwoonrskh i p
Strutburehe variants of a forestry case st
bi ol ogihnspINeEtgwlor k St r u@tuurrfetsiba tci gmow!l d be wused
deci si ons t WNett woa k| &nt o mia 8itrreesi | i ence. Thi s

through three steps:

First, an initial i nvestigatiomatofto40de
be used to validate the heuristics devel ope
terrestri al ecosystems was examined. Wh e n
38, t hese I ni ti al correl atiMaasn chatfh r mend
Connectance, Number of Kroedatrovad,i obdu mise ral cf

heuri sti cRotbhau sitmersesas e
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Next, an initial set of six ENA based Sbigtwork Structure Designédiristics was
generated by examining the changing resilience across 16 variants of a Forestry SoS.
Validation tests using additional ecosystem MOPs and dynamics expanded our list of
potentialNetwork Structure Designediristicsto 13, 9 of which were effective indreasing

the resilience of random networks (Validation Test 2 results).

The heuristics are an important first step, but additional important work must be
done. Although Tabl&8 provides a way for ENA practitioners to evaluate potential SoS
network design changes, effective heuristics must be clear to the decision rAakeus.
be seen in FigurB6, designers can alter all of the 20 ENA metrics with a combination of
three actions, adding nodes, adding links, or adjusting flows. The complexity of this
decisionmaking process indicates that a tool to assist decision makemsgrthes heuristics
developed in this dissertation is a worthy goal of future wbhkis, dter validating these
initial heuristics, a future line of research is focused on translating them to be useful without
extensive ENA knowledge. This may be througlcanputational tool or exploring

additional ways to describe the principlesrable 38.
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Third, Validation Tests verified several kdyaracteristics of thBetwork Structure
Design Feuristics. By combining the KSMNetwork Structureand initial flow values with
ecosystem predat@rey dynamics and ecosystem MOPs, Validation Test 1 provided
evidence that the correlations that form the $asdithe design heuristics are robust to
changing MOPs or constituent dynamics. Validation Test 2 verified that the heuristics can
be used to increase resilience for networks distinct from the KSM case study. Nine of the
thirteen tested heuristics were sassful at increasing resilience of Erd®snyi random

networks.

Due to the need for increased resilience in SoS, this chapter investigated BID4R
Network Structure Designediristics. Section 6.3 examined a set of 16 SoS design variants
with different link removal resilience to determine correlations between ENA metrics and
resilience, allowing identification of Sd$etwork Structure Design eédiristics. Heuristics
provide simplified dsign guidance based on aspects of the current design context. This
chapter therefore addresses two key gafSoi@resilience engineering. First, the BID4R
Network Structure Design édiristics provide a quantitative, repeatable design approach,
and is an agance on current methods that either provide qualitative guidance or are case
study dependent and ngeneralizable. Secondly, the proposed heuristics differ from
currently implemented resilience engineering approaches as they are fault agnostic. Current
approaches often require identification and reduction of liabilities in a SoS to increase
resilience and are responsive only to known potential faults. Thus, this chapter provides a

crucial step by utilizing Ecological Network Analysis to identify and geset of design
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for-resilience heuristics, critical to our goal of developing repeatable approaches to design

So0Ss with increased resilience.

The results in this chapter exist within limitations. The KSM variants have several
characteristics that should ewed as initial conditions for applying these heuristics. First,
the system should be at steady state; the SoS should not be actively accumulating stock.
Next, the heuristics were based on a set of 16 variants that only explored a small portion of
the pssible design space. For example, all of the 16 variants hdgleagreater than .418,
indicating that these networks favored efficiency over redundancy. Additionally, for each
test Total SystenThroughflowand Number of Actorsvas kept constant. We exqt that
these heuristics may be a powerful tool for individuals seeking to make network decisions
within the bounds of the examined design variants (captured in Table 39). In other words,
we recommend interpolating, rather than extrapolating. Theregaarantee thahe linear
regions identified here will continue beyond the boundaries of the data examined.
Continuing to identify and expand when the heuristics should to applied is an important
focus of future work. Of note, although the boundaséenéncy, Development Capacity,
OverheadandTotal System Throughfloare shown in Tabl89, these are not criterion for
the heuristics to be applicable. That is because the values of these metrics are influenced by
the units chosen by the modeler. Thus, ¢h@astrics can be used to apply the heuristics, but

not to determine if the heuristics should be applied.
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Table 39 - Characteristics of Networks Examined inSections 6.3 and 6.4
These should be considered the bounds for whieproposedNetwork Structure
Design Heuristicare applicable.

cye LD  PRED:PREY GEN VUL #ACTORS #LINKS #PRED #PREY CONN
ER | 18 1.8 2.5 3.0 2.7 5 9 5 5 0.36
MAX Tksm| 1.0 1.4 13 1.8 17 5 7 4 5 0.28
KsM| 0.0 0.8 0.8 1.3 1.0 5 4 3 3 0.16
MIN E-R 0.0 0.6 0.6 1.0 1.0 5 3 2 3 0.12
FCI MPL AMI ASC DC OH TSTF  ALPHA ROBUST Sl
ER | 0744 | 869 218 [ 13097 | 211.00 | 11552 [ 538 | 0749 | 0518 | 3.52
MAX Tksm| 0213 | 3.00 1.66 56.20 | 125.81 | 7323 | 234 | 0487 | 0526 | 3.46
KsM| 0.000 | 1.61 1.39 49.48 | 107.34 | 5752 | 234 | 0418 | 0505 | 327
MIN' TER | 0000 | 182 1.38 82.92 | 14081 | 4378 | 388 | 0450 | 0312 | 235
This chapter also completes this di

Network Structure (the WHO of resilience). Next, we turn our focus to individual

constitueneegent 6 s

| nt gthedlOW of enmergé&hte). Ghapeg ¥ examines this

sser

type of emergence engineering by looking to eusocial insects for inspiration on how to

increase SoS resilience.



CHAPTER 7. AGENT INTERACTION STRATEGY TACTICS

7.1Introduction

The overallgoal ofthis dissertation is tocreag the resilience of Sa&hrough is
biologically inspired design (BID). In Chapter 5, we showed that altering a forestry
i n du sNetworld Structureto mimic the detrital actor functional group found in
ecosystems resulted in expected savings of approximately 90,000 USD after a fault. Other
efforts in the literature include using graph theory to mimic ecosystem structure in industrial
networks (i.ewater distribution, Military surveillance, and power gri@hatterjee et al.,
2020; Dave & Layton, 2020a; Pamgaet al., 2019) For example, in a water distribution
case study, increasing the graph theory m&uadbustnessesulted in significant savings
both for normal operation and when recovering from a féidétve & Layton, 2020b;
Panyam et al., 2019)These works, however, focus on impactingNedwork Structuref

the @mplex systems being examined (W&lO of emergence).

26¢



System of System Level Properties:
e.g. Resilience, Sustainability, Reliability

System of Systems

~ Emergence ..

Network Structure
EMMI Flow —~,
< g Q 9 { Ve Focus of
N7 — — Chapters 5-6
. ' System Level Parameters: _,‘ 1
., _..-" o oo $patial-Temporal Self Organization :-::" :.;..
; ,.-3 g ‘..':_' '.. \

I\ g7 Complex System “ “ AR
==\ H . F == "\
''sos |[% 2%, System sos
{Inputs || "4 Cmvironment Outputs

== 7/ *ere, -

Y Agent \ ’

— Local Environment
Focus of | Global Environment
Chapter 7 N N e el _ae=""

Figure 57 - Different Approach Used in Chapter 7 versus Chapters 5 and 6.

Chapter 7 focuses on using biologically inspire design to impact individual @gent
Interaction Strategywithin a MultFAgent System (a constituent of the SoS). Chapters 5 and
6, however, focused on designing tHetwork Structureghat connects the constituent
systems.

Recall, resilience is an emergent property, impacted by botletveork Structure
between constituent systemM&KIO of emergence) and the behaviors of the agents within
the constituent systemslQW of emergence)ncreasing the resilience of SoSs is diffic
due to the interconnectivity of multiplonstituentsystems. So$onstituents ardulti-

Agent System (MAS). MAS are any system where independent agents are acting
autonomously from one another. For example, in the case of an electrical netagdrk,
home is an independent agent whose decisions about their power usage fit their specific
needs.n this chapter, we shift the focus of the dissertation (Figdydrbm designing a

S o SNesvork StructurdChapters 5 and 6) identifying tactics that can hesed taalter

then Interaction Strategybetween agents within a constituent MABese tactics to



engi neer an agentos |l nteraction Strategy
Interaction Strategy Tacticslhese two different approaches can beduindependently or

in conjunction to increase the overall SoS resilience.

MAS behavior can be difficult to predict because it is difficult to anticipate the effect
each agentds decision wild.l have on the &ent
impacteach other, there is no way to measure ;
recover from adversity (i.@esilience). Thus, the key question examined in Chapter 7 is:
Whatbiologically inspiredtactics carbe used to design agdnteractionStrategywith the

purpose of increasing resilience?

Thus, in Chapter 7, we turn to biological m#tgent systems (MAS) to find design
approaches to increase SoS resilieiggcessful BID requires both the identification of
successful approaches in nature (e.g. identifying the functions that lead to the observed
phenomenon in nature) and translating them to engineering probldrassource of
inspiration examined is eusociakect colonies, such as honeybees and fire ant colonies.
Eusocial insect colonies are a biological system that demonstrates resilience when they react
to threats (e.g., external attaakschanges in food availability). By studying colonies in
action, wecan understand how resilience is affected by individual insext @gent)
behavior. Insect colonies are an ideal case study for MAS design because although
individual insects have low computing power, the colony can collectively perform complex
tasks. This translates well into MAS because both rely on the interactions between

independent constituents to determine overall system behavior and resilience.
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Applying biologically inspired agent behaviors to increase resilience requires the
completion of thre researchtasks. Firstresearchtask 8 (dentify behaviors of eusocial
insects that promote resilience) is performadection 7.2 seven eusocial inseehaviors
that contribute to resilience are identified. These behaviors are ideiyfipdrformirg a
functional decomposition. Functional decomposition is the process of breaking down a
system or process into individual functions (elgeak down walking into bending one
knee, lifting from the thigh, and propelling it forward). A functional decontmrsiof
eusocial insect resilience is helpful becavsslience is a difficult property to study in
isolation. By observing the combination of individual and collective insect behaviors, we
identify which functionscontribute to resilience. The functiondécomposition not only
identifies these unctions but also demonstrated how they are interconnected.
Understanding resilience requires understandioity the individual insectharacteristics
and how insects communica®y decomposing these colony beioas, we can compare
analogous MAS and identify resilience design solutions. The functional decomposition is a

tool to identify design strategies that can be applied to improve resilieBoSm

As a demonstration for how functional decomposition camdeel to design agents
with the goal of increasing SoS resilience, an example analogical transfer is performed on
a realworld emergency power generation supply company in sectinlie proposed
Agent Interaction Strategy Tacticae then tested on a o of an Electric Motor
Manufacturing Supply Chain, completimgsearch task 9 (Identify and implement novel
biologically inspired Agent Interaction Strategy Tactiand test if SoS resilience is

improved). These validation tests are discussed in dets@dtion 4.
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Figure 58 - Framework for Applying Biologically Inspired Agent-Level Designto
Improve SoS Resilience

Finally, throughout this chapteesearchtask 11 (Formally document approach
taken in Research task 9 as a roadmap for future researchers who desire to extract biological
behavior into agerbased rules) is completed. Completion of these research tasks result in
Primary Contribution Il:A framework for applying biologically inspired agentlevel
design to improve SoS resiliencéFigure ). This contribution is the process that is
performed and documented throughothis chapter. Functional decomposition a

respected design strategy; however,ds lbbeen primary been used for mechanical and
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product designChapter 7lays out a process by which functional decomposition and

biologically inspired design can be incorporated Bt resilience engineering

7.2 Identification of Agent Behaviors which Romote Eusocial Insect Colony Resilience

Real-World
System or SoS

Improve Understanding ‘

Biological

Inspiration

mprove

A - Understanding
(Literature Review,

- (Literature
Interviews) R avie
‘ ' Create | Create
Functional Functional
Decomposition Decomposition
' Identify I Transfer
Analogous > Analogous
Functions Functions
Identify BID
Application to
l SoS
f i g ‘\'\
T | Test for Improved
Real-World L, Apply BID Performance in
System Model approach to Model Model
Improved Real- Test for Improved Apply BID
World — Performance in +— Approach to Real- |«
Performance Real-World System World System

Figure 591 Portion of Framework for Applying Biologically Inspired Agent-Level
Designto Improve SdS ResilienceExamined in Section 7.2
Flowchart boxes with bold borders ademonstrated in Section 7.2.

To successfully perform a functional decomposition and analogical transfer requires
several steps (Figure9p First, a literature review must be conducted to improve the

understanding of the biological inspiration. This untéerding is then used to create a



functional decomposition. The literature review identifies several types of key concepts,

defined below:

BID Functions:Functions observed in eusocial insects that promote resilience.

These are identified from the eusodraect functional decomposition.

Factors Groupings of BID functions. BID Functions within the same factor impact

resilience in a similar manner.

Domain: Domains are the areas where the BID Tactics apply. The transferred

functions either impact individii agent design or communication design.

Approach A broad discussion of how the BID function could be applied to artificial
So0Ss. This discussion focuses on principles that should be applied. Spemfit

Interaction Strategy Tacti@e discussed tdustrate these principles.

Agent Interaction Strategy TacticA specific approach to apply the transferred

approachAgent Interaction Strategy Tactiftecus on modeling approaches and techniques

for implementation.

7.2.1 Eusocial Insedtiterature Review

Before a functional decomposition couldrbede a literature review is conducted
This literature review takes a solutibased approach, analyzing existing eusocial insect
literature to identify insect behaviors that contribute to oplesilience. The process began
by understanding which behaviors impactesdiliencein an insect colony. Using Google

Scholar, key terms were used to find papers that related to the s@njenttial cursory
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literature review identified six search phgado investigate more deeply. The initial terms
sear c hed bib-iospiredvagenteasedino d e | icastg@olymornphisno finsect
responsethreshol@ ,finsect task allocatian, spafial organization division of labor
insect® and finsect colonynetwok structured The results for each search term were
reviewed to identify relevant articleRelevance was important to limit the scope of the
papers examined. Papers often touched on topics from different angles and going deeper
would mean breaking downédhntricacies of biological details. To remain focused on the
guestion of colony resilience, it was often important to avoid fixating on technical details.
(E.g. Is the exact gene sequence that contributed to an antenna size, or the exact incubation
tempeature that would determine the temperament of an ant beneficial in understanding
colony resilience?)Reading the literature with an approach designed to avoid fixation on
unnecessary technical details was inspired by the similar scoping @ssarireyperformed

by Dressler and Akan on biaspired networkingDressler & Akan, Q10)The title and
abstracts wermitiallyu s ed t o det er mi n dhetelasno pequped imits r e | e
for citations €.g. only reading paperwith 20 citation$. Setting a limit on paper relevance

would exclude older works that contextualize current approaches and assumptions. Setting
a limit on the number of citations would exclude new, innovative research from the review.

Therefore, each paperds relevanceefactors. det er

Searching for a single key term in google scholar would yield 10 relevant papers.
The first read through of those 10 papers would focus on their abstract, introduction and
conclusion, and determine if the paper addressed our research quéastiai.the papers
were relevant enough for a second read through. The second read through focused on

analyzing case studies and identifying important definitions and concepts. For every 10
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papers that were identified in the google scholar, arodbdvbuld be read through fully

(Figure60).
(1) USE GOOGLE SCHOLAR (2) DETERMINE PAPER (3) FIRST READ THROUGH:
TO SEARCH KEY TERMS RELEVANCE SCAN PAPER TO
* e.g., "Eusocial insect colony * Publication date DETERMINE RELEVANCE
behavior” * Number of citations * Abstract
* e.g, "Insect colony resilience” * Title relevance * Conclusion

* Introduction

(5) REPEAT (4) SECOND READ
* Reevaluate key terms from THROUGH: READ FULL
reoccuring concepts PAPER
* Case studies and limitations

* Key terms
* Key definitions

Figure 60- Eusocial Insect Literature Review Process to Support Functional
Decomposition

A welkdefined literature review process is needed to create knowledge of the area of nature
we degie to take inspiration from.

The literature review was considered complete when recurring concepts and terms
became redundant. o obvious conclusions came from reading the papers, the process
was complete after 10 relevant papers were read through completely without any new
additional concepts (see Figud®@ step 4). The final search yielded 35 papleas are listed
in AppendixF. The information from these sources were then used to perform a fuhctiona
decomposition of eusocial insect resilience. Kejlogical functions were identified and

translated into transferred ABM strategies.

Table 40 Literature Review Dataset Summary

Number of | Number of | Publication | Number of Journals
Papers Authors Date Range Represented

35 119 19982019 33
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7.2.2 Overall Functional Decomposition

Figure 61 - Function Decomposition ofEusocial Insect Colony Resilience
Moving to the right answers the question i
the |l eft answers the question AWhy is a fu

I

r
The final functional decomposition of insect behavior is showigure61. For a

description of the functional decomposition process, see Section Ztbs3functional

decomposition was dominated by six factors (groupings of functions). A simplified

functional decomposition which shows these factors in relation to the Domains is in Figure

62.

































































































































































































































































































































































































































































































































































































































































































































