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SUMMARY

As urbanization continues to grow world wide, cities are experiencing challenges deal-
ing with the increases in pollution, congestion, and availability of public transportation. A
new market in aviation, Advanced Air Mobility, has emerged to address these challenges
by engineering novel aircraft that are all electric and meant to transport people within and
between cities quickly and ef ciently. The scale of this market and the associated oper-
ations means that vehicles will need to y with increased autonomy. The lack of highly
trained and skilled pilots, along with the increased work load for novel aircraft makes pi-
loted aircraft infeasible at the scale intended or Advanced Air Mobility. While a variety of
concepts have been created to meet the performance needs of such operations, the safety
and certi cation requirements of these aircraft remain unclear. The paradigm shift from
conventional aircraft to novel, highly integrated, and autonomous aircraft presents many
challenges which motivate this work. An emphasis is placed on the safety assessment and
the gaps between current regulations and the needs for Advanced Air Mobility.

The research objective of this work is to develop a framework for the development and
safety assessment of autonomous Advanced Air Mobility aircraft by rst examining the
existing methods, techniques, and regulations. In doing so, several gaps are identi ed per-
taining to the hazard analysis, reliability analysis of Integrated Modular Avionics systems,
and the inclusion of a Run-Time Assurance architecture for vehicle control.

An improved hazard analysis approach is developed to capture functional failures as
well as systematic areas that can lead to unsafe system behavior. The Systems-Theoretic
Process Analysis is supplemented to the Continuous Functional Hazard Assessment so that
system behavior and component interactions can be captured. Unsafe system and compo-
nent actions are identi ed and used to develop loss scenarios which provide context to the
speci ¢ conditions that lead to loss of critical vehicle functionality. This information is

traced back to identi ed hazards and used to establish constraints to mitigate unsafe behav-

XVi



ior. The Functional Hazard Assessment is then applied to applicable scenarios to provide
severity and risk information so that quantitative metrics can be used in additional to quali-
tative ones. The improved approach develops requirements and determines component and
system constraints so that requirements can be re ned. It also develops a control structure
of the system and assigns traceable items at each step to track how unsafe actions, losses,
hazards, and constraints are linked.

To improve the reliability modeling of complex modular avionics systems utilizing
Multi-Core Processing, a Dynamic Bayesian Network modeling method is developed. This
method rst utilizes the existing methods de ned in ARP 4761 for reliability analysis,
namely the Fault Tree Analysis. A mapping is identi ed for converting fault trees to
Bayesian networks, before a Dynamic Bayesian Network is developed by de ning how
component reliability changes with time. The capability to model reliability of these kinds
of systems overtime alone is useful for developing and evaluating maintenance schedules.
Additionally, it can handle degradable and repairable components and has the capability
to infer failure probabilities using observed evidence. This is useful for identifying weak
areas of the system that may be the most likely to cause an overall system failure. A sec-
ondary capability is the modeling of uncertainty and the reliability impacts of Multi-Core
Processing factors. Subject Matter Expert input and test data can be used to develop con-
ditional dependencies between factors like Worst-Case Execution time, complexity, and
partitioning of multi-core systems and their impact on the reliability of the Real-Time Op-
erating System. The added safety challenges of interference and system complexity can
be modeled earlier in the design process and can quickly be updated as more information
becomes available.

Finally, the safe inclusion of autonomy is addressed. To do so, a Simplex architecture
is chosen for the development and testing of complex controllers. These controllers are
nonOdeterministic in nature and would otherwise not be certi able as a result. The Simplex

architecture uses an assured back up controller that is triggered when a monitor senses that

XVii



some prede ned safety threshold is breached and gives control back once the system is
back to nominal operations. This architecture enables the use of complex control and func-
tionality while also enabling the overall system to be certi ed. A model predictive control
algorithm is developed using a recursive neural network and a receding horizon control
scheme that allows a simple system to be controlled quickly and accurately. A PID con-
troller is used as the assured back up controller and the monitoring and triggering capability
is demonstrated. The architecture successfully triggers the back up when a threshold is ex-
ceeded and hands control back over to the complex controller when the system is brought
back to nominal conditions.

The main contribution of this dissertation is the development of a modi ed development
assurance and safety management framework that is applicable to Advanced Air Mobility
aircraft. The modi cations made are speci cally targeted at the challenges of applying the
existing framework to novel, integrated, complex, and autonomous aircraft. This supports
the objective of this research and provides guidance for how existing well understood and

trusted methods can be modi ed for novel applications.
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CHAPTER 1
INTRODUCTION AND MOTIVATION

1.1 Rapid Global Increase of Urbanization

Cities often provide a wider variety of opportunity for education, employment, services,
and healthcare compared to rural environments so they tend to draw people to move closer
to them. Over the past century, more people have begun living in urban environments
seeking to take advantage of the opportunities and improve their quality of life. In 1955
32% of the global population lived in urban areas and that increased to 45% by 1995, by
2009 that number surpassed 50% and it continues to grow today [1]. Figure 1.1 shows the
amount of different sized cities worldwide for 1990, 2018, and projected values for 2030
[2]. Even the number of megacities, which are categorized by having populations greater
than 10 million, are projected to grow at an increasing rate, and this rapid acceleration of
growth can be detrimental if the cities cannot keep up with the in ux of people.

Environmental complications such as increased air pollution, increased waste products,
and negative impacts on wildlife, along with complications involving infrastructure, such
as more congested roads and highways and larger power grid requirements become more
signi cant. Complications involving public services including healthcare, public trans-
portation, and education are also among the main challenges which arise when urbaniza-
tion outpaces a city's ability to respond [3]. To properly deal with these concerns, solutions
will need to tackle several of them at a time. For example, future public transportation
systems can be designed more ef ciently and be powered by batteries to reduce emissions.
This notional example would improve commutes and would not contribute to the overall
emissions of the city.

The United Nations Department of Economic and Social Affairs has published an



Figure 1.1: Global urban population growth by city since 1990 [1]

agenda for Sustainability Development in the 2030 time frame which identi es 17 goals
to address economic, social, and environmental challenges [4]. One of these goals, goal 11
in the published document, is to make cities and human settlements inclusive, safe, resilient
and sustainable. To accomplish this, cities will need to provide access to sustainable, safe,
and affordable means of transportation to all citizens by improving infrastructure, expand-
ing on the currently available public transportation, and doing so in an environmentally
friendly manner.

Recent technological advancements in electric vehicles, autonomy, vertical take-off and
landing (VTOL), and air traf c management have enabled novel aircraft designs and con-
gurations, novel operations, and novel business models [5]. These capabilities provide
access to on-demand air mobility services, faster and more wide spread delivery of goods,
and better access to emergency services. The services encompass urban, suburban, and
rural environments making these novel vehicles a great candidate for addressing the sus-
tainable development goal.

Government entities in the United States, such as NASA and the FAA, and as well as



entities in other parts of the world, especially in Europe, have taken note of the challenges
and business opportunities and have begun organized efforts to Il the gaps [6, 7]. NASA

has also developed a set of environmental sustainability goals for aviation technology that
is projected out to the year 2025. These goals, listed in Table 1.1, set target levels for
noise, nitrogen oxide (NOx) emissions, and aircraft fuel burn to help reduce global and

local aviation emissions. The European Commission has set their own goals of reducing
transport emissions by 55% and 90% by 2030 and 2050 respectively compared to 1990 [8,
9]. Reduction of emissions and noise to meet those targets requires aircraft architectures

and con gurations to shift from the current paradigm.

Table 1.1: NASA's goals for environmentally responsible aviation technology project [10].

Technology Generations
Generation N+1 (2005)| N+2 (2025)| N+3 (2025)
Noise (cumm. below stage 4) -32dB -42 dB -71dB
TOL NOXx (below CAEP 6) -60% -75% -80%
Fuel Consumption (rel. to 2003) -33% -50% -60%

Novel aircraft are being developed to address the necessary operations and reduction of
emissions by providing the necessary services, giving rise to a new aviation market. This
market focuses on shorter trips between fty and a few hundred miles in length and aim
to connect intra-city and inter-city regions. Traf ¢ congestion would be alleviated by these
new routes and emissions would not be compounded by the introduction of all electric
aircraft. A more comprehensive dive into this market will be provided in the following

section.

1.2 Emerging Aviation Market: Advanced Air Mobility

The opportunities enabled by the emergence of new technology and growing demand for
air transportation have given rise to a new market in aviation: Advanced Air Mobility
(AAM). This market encompasses a wide range of services including commercial think-

haul ights between cities, public transportation and services, cargo delivery, and private or

3



recreational ights. Advanced Air Mobility also encompasses Urban Air Mobility (UAM)
which speci cally aims to provide last-mile parcel delivery, air metro, and air taxi services.
Advanced Air Mobility seems like a futuristic concept but the market is expected to
be bring in $155 billion annually by 2035 in the United States alone [11]. The projected
growth of both the cargo and passenger sectors of the market between 2025 and 2035 is
shown in Figure 1.2. This includes creating 280,000 jobs despite the fact that vehicles are
intended to be own autonomously. While autonomous aircraft are likely not going to be
ying over major cities by 2035, manned or partially autonomous vehicles are much more

likely with fully autonomous aircraft further on the horizon.

Figure 1.2: Projected growth of Advanced Air Mobility market value [11].

Concepts for these aircraft, pictured in Figure 1.3, are currently being developed by the
likes of NASA, Joby, Airbus, Boeing and Jaunt to name a few. The concepts are going to
be own all electrically to combat emissions especially over cities. A majority of them uti-
lize vertical take-off and landing (VTOL) so that they can access heliports and dense urban

environments, however short take-off and landing (STOL) concepts are also being devel-



oped for inter-city travel. STOL aircraft require a much shorter runway than conventional
aircraft and thus can take-off and land at a much larger set of airports or even at areas that

are converted to temporary runways.

(@) X-57 Maxwell - Credit: [12] (b) Joby S4 - Credit: [13]

(c) Lift Hexa - Credit: [14] (d) Bell Nexus - Credit: [15]

Figure 1.3: Proposed vehicle concepts for different sectors of the AAM market.

Market viability is dependent on a variety of factors that are currently being researched
by leaders in the eld. Among these are the safe and ef cient design of VTOL and STOL
aircraft, safe integration of VTOL and STOL aircraft into the airspace around airports and
cities, organization and development of large scale operations as well as other factors in-
cluding infrastructure, city planning, and maturity of technology [7]. These factors will be
discussed brie y to highlight some more speci c challenges and provide structure to the

motivation moving forward.



1.2.1 Focusof CurrentResearclefforts

While a large variety of research areas are being explored, the design and engineering
of aircraft concepts, their operations among themselves and with other aircraft, and the
complex interactions within dense airspace must rst be explored to support the viability of
the market. Technology maturation and investment are not enough to support the longevity
of this sector Without a viable market infrastructure.

Advanced Air Mobility will not provide a single service so naturally there are several
categories of aircraft to perform speci ¢ tasks within the scope of AAM. For example,
private single-seater concepts are being developed to address the more recreational side
of AAM, various drones are being developed for the transport of goods, and 4-6 seater
VTOL and STOL concepts are being developed for intra-city travel. This work will focus
on aircraft concepts that are designed to carry passengers because drones and delivery
vehicles have very different sets of requirements and are therefore out of scope. A variety
of con gurations have been proposed for inter and intra-city travel such as tandem wing,
multi-coptor, and tilt-wing although a consensus on which of these is optimal has not been
reached.

A vast majority of the concepts utilize multiple propulsors distributed around the core
of the vehicle so that it can take off vertically while reducing the noise produced by large
rotors. This type of propulsion system is called Distributed Propulsion and enables novel
con gurations to be designed. Large engines are no longer required, engines are also not
required to be placed under the wing or at the end of the fuselage like conventional aircratft,
and there is no longer a need for one large rotor to provide the necessary lift and thrust
to maneuver the vehicle. These concepts thus pose a challenge for certi cation because
they do not fall into a single category according to federal regulations. For example, some
concepts can be thought of as more conventional aircraft and would fall under FAR Part 23,
while others are more closely related to rotorcraft and would fall under FAR Part 27 [16].

More novel and complex con gurations can even fall under FAR Part 21.17 for special
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cases of vehicles, but it is not clear which category, if any, they fall under.

New vehicle con gurations do pose challenges to designers and engineers though be-
cause with distributed propulsion comes more complex aerodynamic and propulsive inter-
actions and coupling. An all electric propulsion system and powertrain also pose challenges
because jet fuel and other conventional fuels are much more energy dense. This makes the
energy source of the vehicles heavier for the same amount of energy, and in turn, requires
more lift and more thrust to maneuver which can cause vehicle size to diverge quickly.
Flying over densely populate areas also poses restrictions on noise, maneuverability, and
safety. In short, AAM vehicles may provide a solution to the challenges of increased ur-
banization, but they require a new design approach because they are novel and cannot rely
on historical data and trends like conventional vehicles can.

Another challenge that must be addressed is that of the increased congestion in the sky.
Increased congestion also poses concerns about safe operations and ight. The scale of
AAM is quite large with eets of vehicles operating at the same time over the same gen-
eral area in and around a city. To illustrate this, an overview of the airspace classi cation
around Atlanta, Georgia is shown in Figure 1.4 with Hearts eld-Jackson Atlanta Interna-
tional Airport and the metro Atlanta region highlighted. It is clear that within just this once
urban environment, there are multiple different airspace classes that deal with a variety of
aircraft from commercial transport to private and general aviation.

Introducing large eets of new aircraft into these kinds of airspaces requires careful
planning and a good understand of the types of aircraft and their capabilities. Guidelines
and protocol will be needed and will likely depend on the infrastructure being used by
AAM vehicles. This highlights another important challenge, ight operations and different
operating scenarios, which is an ongoing area of research for this application [17, 18].
Understanding the concept of operations on a scale as large as AAM is already dif cult,
but when the aircraft are not conventional and do not use conventional infrastructure for

landing and take-off it becomes even more dif cult. For this reason, NASA, the FAA,



Figure 1.4: Airspace classi cation around Atlanta, Georgia.

and industry leaders have already started developing Concept of Operations (CONOPS) for
UAM with the goal of providing a common frame of reference to all those involved [19].

A standard set of goals and challenges enables a common understanding of what must be
achieved and how it must be achieved to help guide the work of the many players in the
game.

Ensuring proper communications among AAM aircraft and with other aircraft in the
airspace is an area being research by NASA right now. NASA has started an initiative
targeting an open architecture approach for air traf c management by taking advantage of
system-wide data usage and an increase in autonomous decision making [7]. As the number

of aircraft increase and the complexity of the airspace and operations increase, a larger and



larger workload is put on humans to make critical decisions. This can increase the chances
of human error so a more autonomous system can prevent such mistakes and enable faster
decision making under high load scenarios.

There is a plethora of additional research areas that are being explored in regard to
AAM vehicles and operation but they rely on the fundamental solutions to vehicle de-
sign, eet and vehicle operations, and air traf c management. A few notable areas will
be mentioned brie y for completeness. In terms of vehicle design, battery and electrical
component technologies are being researched to improve the energy and power densities,
propeller and rotor design is being investigated to reduce noise while improving lift and
thrust generation, and new materials are being investigated to reduce aircraft weight while
still providing structural integrity. Autonomy and human-machine interaction capabilities
are being developed to reduce the load on pilots and air traf ¢ controllers, and existing
guidelines and regulations are being assessed to identify modi cations or amendments for
inclusion of AAM vehicles.

The AAM market is huge and will require advancements in a variety of elds, but to
get the market on its feet, the aircraft, airspace, and operations challenges must be solved.
To enable this, NASA has developed a framework for UAM maturity levels that consists of
three categories: aircraft, airspace, and community [20]. The framework is broken down
into six steps with each step denoting the requirements for successful completion culminat-
ing in step six with the ubiquitous integration of UAM into daily life. This work supports
NASAS larger initiative, the Advanced Air Mobility National Campaign, which is aimed

at promoting public con dence in AAM and accelerating the realization of the market [7].

1.2.2 AdvancedAir Mobility NationalCampaign

The goal of the national campaign is to help the AAM market develop safe systems for
transporting people and cargo between places that are not being served or are under-served

by aviation currently [17]. Public con dence and acceptance are also top priorities as the



public is the primary customer of these services, however the campaign will also provide
insight into the operational environment for prospective manufacturers and operators. The
rst stage of the campaign, currently called, "NC-1", presents a set of tests that enables
participants to demonstrate integrated operations in relevant scenarios. All of this supports

NASA's vision for AAM:

Safe, sustainable, accessible, and affordable missions

Inclusion of UAM and short haul missions as well as potential rescue missions

Promoting public con dence in and acceptance of AAM

Addressing key safety and integration barriers

Five projects are currently in place to support different aspects of the campaign across
the different stages. These includldvanced Air Mobility Air Traf c Management eXplo-
ration, Revolutionary Vertical Lift Technologystem-Wide SafetgndTransformational
Tools and Technologiesdndustry leaders are also involved in these projects, for example,
as Uber has attempted to develop a standard UAM mission and set goals for its all electric
vehicle [21, 22].

The Advanced Air Mobility project encompasses the other projects and is the back-
bone of the national campaign. The Air Traf c Management eXploration project aims to
transform the air traf c management system to safely accommodate the growing demand
of novel aircraft. The Revolutionary Vertical Lift Technology project is geared towards
reducing the environmental impact and enabling the safe and reliable operations of AAM
aircraft. The System-Wide Safety project is developing innovative data solutions for safe
and repeatable access to the National Airspace System (NAS) and evaluating how evolving
aircraft will impact safety. Finally, the Transformational Tools and Technologies project is
developing computational tools and capabilities to allow engineers the ability to model and

predict the performance of novel AAM aircraft.
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These projects have a common goal of providing a common foundation for tackling
complex problems and allowing for transparency so that progress can be made quickly.
At the core of these goals is public acceptance and credibility because they are the users
of the service and they must be willing to use it if it is going to be successful. That is
why a common focus of each project is safety and safe integration of particular operations
within the existing airspace and community. Safety and reliability are the top concerns for
passengers when evaluating new transportation options so it makes sense that the campaign
is heavily focused on ensuring that safety is considered throughout [23].

Conventional aircraft safety assessment is typically performed in the later design stages
because tube and wing aircraft have not changed much over the past 50 years. The guide-
lines and protocols also tend to be reactive in nature in that regulations are often updated
after an accident or incident occurs due to previously unforeseen errors. Novel aircraft have
no universally accepted guidelines or regulations and must take a more proactive approach
to safety assessment. No data or incidents reports exist but an accident at the early stages of
AAM operations is surely to cause distrust among the customers and destroy the credibility
of the stakeholders. Therefore, safe and reliable vehicle design is a vital step in ensuring

the success of AAM.

1.2.3 NASA UrbanAir Mobility Vision

As part of the AAM national campaign, NASA has also set initiative for Urban Air Mobility
systems and operations. While the goals align closely with those of the AAM campaign,
they have set speci c UAM Maturity Levels (UMLS) for aircraft development, Airspace
Design, Fleet Operations, and Community Integration [24]. The six UMLs and their ob-
jectives are shown in Figure 1.5 and are split into three categories according to the ma-
turity states: Initial state, Intermediate State, and Mature state. These levels demonstrate
that NASA is seeking to integrate autonomy into the vehicle development, operations, and

community of UAM gradually.
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Figure 1.5: NASA's Urban Air Mobility Maturity Levels.

The objectives of these maturity levels also highlight how the certi cation of these ve-
hicles is envisioned to progress by rst considering certi cation testing and developing a
general set of prototypes to support the full certi cation of UAM vehicles. The certi cation
considerations are expanded to small UAM networks in favorable conditions, and eventu-
ally to full scale operations ranging from hundreds of vehicles all the way up to tens of
thousands. These campaigns and initiatives showcase the interest in developing complex
AAM aircraft and emphasize the importance of certi cation and safety that is needed to

ensure the success of these markets.

1.3 Summary

The number of people living in urban environments is continuing to grow which poses
challenges for those environments. In order to keep up with the in ux of people, transfor-

mative technologies and capabilities must be developed to alleviate congestion, pollution,

12



and accessibility to resources. Advanced Air Mobility is one piece of the puzzle as it aims
to improve public transportation in and around cities and do so using all electric vehi-
cles. This enables improved transportation of people and goods, reduces emissions from
aviation, and can facilitate faster emergence response. However, there are barriers to the
success of AAM because the vehicles being designed are novel, the airspace will become
more congested, and operations will be frequent and on a large scale.

NASA, the FAA, and industry leaders have begun developing a standard set of goals
and challenges to overcome the barriers by setting up the Advanced Air Mobility National
Campaign. This campaign currently consists of ve projects and is being broken up into
different developmental stages. The ve projects each focus on different aspects of AAM
but all have a common goal of increasing public acceptance and con dence in AAM. This is
done through a large focus on safety and the safe integration of new technologies, vehicles,
and operations into the existing airspace and community. Safe and reliable development of
AAM vehicles is key to the success of the campaign. Building safety and reliability into
design is also important for vehicle certi cation before these vehicles can start transporting
passengers. However, because the campaign is still in its initial stage, it is not yet clear
how vehicle design and operations will be made safe for novel aircraft that cannot rely on
historical data or trends. This brings to attention a motivating question that will guide the

literature review for this work:

Motivating Question

How can a more proactive safety assessment approach be developed for autongmous
Advanced Air Mobility vehicle design?

The aim of this researchis to rstidentify how this is done for conventional vehicles and
determine what, if anything, can be leveraged when applying it to AAM vehicles. A review
of state of the art methods will be performed to identify how, if at all, the short comings

of the traditional approaches have been addressed when applying to novel concepts. This
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work will then provide a structured method for addressing safety concerns to integrate
safety and developed of AAM vehicles in alignment with the vision for the AAM national

campaign. The research objective is summarized below:

Research Objective

Develop a vehicle development and safety assessment framework for Advanceg Air
Mobility Aircraft by

* ldentifying the existing state-of-the-art approach(es)

» De ning speci ¢ gaps that limit the application of existing approach(es) fo
AAM

* Incorporating techniques to integrate and assess autonomy

» Develop a new framework for the development and safety assessment of AAM

The next chapter will provide a literature review of the traditional safety assessment
and development techniques and identify the gaps which motivate this research. Chapter
3 will provide formulation of research questions based on the identi ed gaps. Chapter 4
will contain hypotheses as to how the research questions can be addressed. Chapter 5 will
detail the experiments performed and the results obtained to accept or reject the hypotheses.
Finally, Chapter 6 will provide a summary of the research, provide insight into future work,

and provide concluding remarks.
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CHAPTER 2
BACKGROUND AND LITERATURE REVIEW

The rst chapter of this thesis identi ed the research area of interested and highlighted the
motivation behind the need for an approach to safety assessment and vehicle development
for AAM aircraft. A detailed review will not be performed of the current literature to gain
additional insights and structure the work of this thesis. The literature review consists of
rst examining the existing development methods and safety assessment considerations for
conventional aircraft and then dives deeper into methods for assessing the characteristics
of novel aircraft. The traditional vehicle design process is discussed and requirements def-
inition and re nement are presented to demonstrate how requirements are used to design
vehicles today. An emphasis is placed on safety requirements and the existing framework
used to integrate vehicle development and safety is introduced. The topic of autonomy in
aircraft is discussed by rst introducing automation and its evolution in aviation. A tran-
sition from automation to autonomy is presented and speci ¢ challenges are introduced
pertaining to the integration of autonomy for vehicle certi cation. Regulations and rec-
ommended practices that are relevant to autonomous vehicles are also introduced. This
chapter concludes with a summary of the observations made from the literature review

across different research areas by grouping them together based on relevancy.

2.1 Aircraft Design Process

The current paradigm of aircraft design places a focus on affordable design [25]. Cost must
therefore be considered in addition to performance requirements and must be integrated
into the overall design process. The engineer is tasked with balancing the cost of the aircraft
and the performance capabilities which is dif cult as up to 85% of the life-cycle costs

are determined in the early design stages [26]. This is illustrated in Figure 2.1 which
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shows how the design knowledge, cost, and design freedom change throughout the design
process. Here solid lines represent the current design process while dashed lines represent

the improved design process for the future.

Figure 2.1: Notional overview of the aircraft design process, adapted from [25].

Knowledge of the design is scarce during the initial stages of the process and this par-
ticularly true for complex designs. While the design knowledge increases slowly during
the conceptual design, the design freedom decreases much more rapidly. This is because
major design decisions are locked in and which is also why such a large portion of the
life-cycle costs are made in this phase. Initially, the cost of making changes at this stage is
still relatively low, but begins to increase as more of the aircraft design is determined. Itis
therefore advantageous to attempt to bring in more knowledge earlier in the design process

to better inform design decisions. More knowledge results in more design freedom and less
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changes being made, therefore lowering overall cost.

One advantages that conventional aircraft design has over novel aircraft design that was
mentioned in the previous chapter is the use of historical data. The initial concept layout
and design of conventional architectures is greatly improved by the use of empirical rela-
tionships for estimating weights, aerodynamic performance, and fuel burn. This not only
provides some early design knowledge but speeds up the conceptual design signi cantly.
Novel architecture design requires more design exploration and analysis because trends for
weights, aerodynamics, and fuel burn may not be known or may not be as accurate. The
differences between conventional and novel architectures will be further discussed in the

next section.

2.1.1 IntegratedProduct/ProcesBevelopment

The concept of Integrated Product/Process Development (IPPD) was developed in the in the
early 1990's as and methodology to incorporate a systematic approach to early integration
of all disciplines that play a role in the life cycle of a system [27]. This concept focused
not only on the design of systems, but on the process of designing them as well which
improves quality and reduces the time needed to complete a design. The IPPD approach
achieves this by synthesizing two different concepts: systems engineering and quality en-
gineering. Systems engineering consists of the synthesis of all design disciplines through
Multidisciplinary Optimization, while Quality engineering consists of developing robust
designs by evaluating alternatives and choosing an optimal design. The integration of these
is structured into a process ow diagram pictured in Figure 2.2.

A focus is placed on earlier integration and optimization of multiple design disciplines
so that the design space can be explore more thoroughly at the conceptual design stage.
This allows engineers to make more decisions early and reduces the number of changes
that are made in the later design stages. This has the advantage of reducing cost associated

with changes late in the design cycle, and allowing products to be developed much more
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Figure 2.2: Generic IPPD methodology.

quickly than was previously possible. Integrating safety is especially important to ensure
a proper path towards certi cation. Being aware of such issues early is extremely valuable
for novel concepts that cannot rely on historical data so that higher quality vehicles are

designed.

2.2 Architectures and Designs

An architecture can be de ned as, "the fundamental organization of a system embodied in
its components, their relationships to each other and to the environment and the principles
guiding its design and evolution” [28]. The de nition is purposely broad because architec-
tures are meant to encompass a wide variety of potential designs. In this case, a design or
concept can be thought of as a unique application of an architecture. For example, a Boeing
787 Dreamliner and an Airbus A380 are both large class commercial transport aircraft that

utilize a tube and wing architecture, but are different in design. Architectures tends to be
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more abstract while designs tend to be more concrete.

Conventional tube and wing aircraft architectures have stayed frozen over the past sev-
eral decades. Small changes have been made to improve the designs of these aircraft, but
the fundamental architectures have not changed much since the 1960's. The aircraft are
tube and wing con gurations of various size classes that have engines mounted either un-
der the wing or at the tail end of the fuselage. They tend to have tricycle landing gear and
utilize three different types of control surfaces to control the vehicle in ight. The reason
these architectures have not changed is simply because they work well.

Large changes to the conventional architectures are dif cult because they are associ-
ated with much more uncertainty. This uncertainty can result in signi cant cost if a x is
needed due to unforeseen issues or an overhaul if the new architecture does not perform as
expected. To avoid this uncertainty and potentially expensive consequences, the architec-
tures have remained the same with some technological improvements only being made to
the designs.

Novel aircraft architectures are thus more rare because if the current approach works,
it is likely not worth making signi cant changes unless there is potential for a considerable
bene t. However, if there is currently no approach for a particular set of requirements,
tasks, or environment, then there is opportunity to develop novel architecture to address the
gap. Here, novel refers to architectures that are signi cantly different than what is currently
available and ful Il a gap that is not able to be address by the current architectures. This
also implies that novel architectures are associated with more uncertainty and risk, but that
this can result in a larger reward as well.

Developing architectures with a signi cant amount of uncertainty can be dif cult be-
cause of cascading effects of errors or failures. A single fault in the architecture can prop-
agate and cause severe hazards or catastrophic failures that were not anticipated. Building
safety and reliability into architectures and the architecture development process helps min-

imize these risks by identifying safety related requirements earlier in the process. However,
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de ning safety related requirements for novel architectures is not a trivial task.

2.3 Design Requirements

The rst step of the design process begins with the design requirements which is still true
even for novel architectures. Requirements at the conceptual design are typically perfor-
mance based and can be captured in analysis of the aerodynamics, propulsion, or weights.
The requirements are not always rigid and can be reevaluated or revised during design iter-
ations. Requirements can also be re ned to be more speci ¢ throughout the design process.

Performance requirements for aircraft can be assessed in multiple ways but a common
and well trusted approach is presented by Mattingly which will be discussed brie y [29].
This approach is established and widely used [30, 31]. The goal of the approach is to de ne
the design space using physical metrics and identify the feasible region of the design space
given the requirements. Because this is intended to be used in the conceptual design stage,
some simplifying assumptions are made to reduce the complexity of the analysis. First,
the aircraft is treated as a point mass such that all forces act through a single point that is
considered to be the aircraft's center of mass and second, it is assumed that the drag force
acts in a direction directly opposite to that of the thrust. An energy based approach is used
by rst creating a free-body diagram and drawing the forces of lift, drag, thrust, and weight.
The core of the approach is performed by manipulating the equations associated with these
forces.

The value of this is that many of the performance requirements can be translated into
functional relationships between two key parameters: the thrust-to-weight ratio and the
wing loading. By developing a relationship between these two and making further as-
sumptions based on phases of ight and ight conditions for each requirement, a set of
constraints are developed. The constraints are used to determine which combinations of
thrust-to-weight ratio and wing loading represent a feasible aircraft design. A further ben-

e t of this is that the two parameters represent proportions and can therefore be scaled to
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different vehicle sizes. This enables the analysis to be performed without requiring infor-
mation about the aircraft's size which is particularly valuable at the early design stage when
that information may be unavailable or unreliable.

The results of the constraint analysis can be visualized by plotting the constraints and
identifying which region of the design space is feasible. Constraints can include things
like maximum speed, cruise velocity and altitude, climb rate, approach speed, and take-off
eld length. A notional example of this is shown in Figure 2.3 to demonstrate how the
two scaling parameters are used to bound the feasible space and includes four constraints.
Any point within the feasible design space meets all of the performance requirements cap-
tured by the analysis. To distinguish between more or less optimal points, the two scaling
parameters can be used to identify which areas of the feasible space are better. For in-
stance, thrust-to-weight ratio should be minimized and wing loading should be maximized,

therefore points towards to bottom right of the feasible space are preferred.

Figure 2.3: Notional example of constraint analysis using the energy based approach.

This approach to vehicle design and early analysis has successfully been applied to

thousands of aircraft. However, as engineers push the envelope of the current paradigm in
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aircraft design, the traditional approach to requirement assessment becomes less applicable.
As Nam describes, the traditional approach is in exible to signi cant changes and tends to
rely on empirical relationships derived from years of historical data [32]. For example,

it is assumed that the rate of change of weight of an aircraft utilizing traditional fuel is
equal to the fuel ow, which leads to the derivation of the Breguet range equation. This is
not applicable to vehicle that are all electric as the energy source weight does not change
throughout the mission. This is especially true for vehicles that use multiple energy sources.
Studies have been performed to analyze different energy sources but often do not capture
the full impacts on the vehicle and its size, rather they retro t a novel propulsion system
onto an existing vehicle to compare performance to a more traditional propulsion system
[33, 34, 35]. While useful for assessing feasibility and early performance, these types of
analyses do not provide detailed insights as to how a vehicle would be designed around
these more novel propulsion systems and their implied requirements.

Other areas of de ciency when considering application to novel concepts are the use of
codes or models that do not capture the full effects of the vehicles. Traditional drag polar
plots are much more dif cult to determine when considering propulsive and aerodynamic
interactions throughout a mission, and there is little data to build an empirical model for the
entire vehicles ight envelope. Chakraborty has developed some capability to model and
size more novel aircraft with distributed propulsion systems and electrical energy storage
with some success, but their approach is not as versatile as the traditional approach and
requires high delity model for each individual vehicle [36, 37]. Other methods and tools
have also been developed to study eVTOL and UAM concepts including work done by
Cakin et al. for initial sizing of eVTOL aircraft, a study by Hendricks et al. to size and
optimize a tilt-wing vehicle, and a detailed look and exploration of mission requirements
performed by Patterson et al. [38, 39, 40]. Other generalized tools for sizing and design
space exploration of hybrid and all electric vehicles have also been developed like the

Electric Propulsion Sizing and Synthesis (E-PASS), but they lack detailed models of the
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complex aerodynamic interactions associated with AAM aircraft [41]. This challenge is
inherent to the domain of these concepts and demonstrates the dif culty in designing such
vehicles. When thinking beyond the early conceptual design these issues become even
more prevalent because vehicle operations come into play and the engineer must start to
consider requirements related to safety, structure, and controls among other engineering
disciplines.

Safety is often not the focal point of the conceptual design because traditional tube and
wing architectures have a great safety track record and have been improving over time.
The protocols and design features that make these architectures so safe have often come as
a result of a reactive approach, however. Often unsafe design features and changes have
gone unnoticed or have been overlooked until a serious failure occurred. This allows for
improvements over time, but often results in huge costs and loss of life which is not the
way to build safety into aircraft. A proactive approach identi es issues before the vehicle
is built and anticipates failures so that the vehicle can adjust or avoid catastrophic failures
to an acceptable degree. Safety requirements are different than performance requirements
though. No components or systems are perfect so they will eventually fail, however safety
requirements are put in place to de ne an acceptable level of failure typically in the form
of a failure rate. The failure rate de nes how many failures are expected per ight or ight
hour and vary based on the criticality of the component or system. Failure rates are not
the only type of safety requirement, but a more detailed breakdown is provided in the next

section.

2.3.1 SafetyRequirements

As mentioned, safety requirements can be de ned in terms of a failure rate, or number of
failures per ight hour for example. Safety requirements can also be de ned in terms of
performing certain actions within a prede ned time or under prede ned conditions. For

example, a safety requirement can be de ned to specify the time required for an aircraft
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to accelerate to its V1 speed and come to a complete stop under different runway condi-
tions [42]. There exist a wide variety of safety requirements across every discipline within
the vehicle development and design process making safety requirement more dif cult to
integrate and requiring an iterative approach to ensure that both performance and safety
requirements are met. When talking about safety, reliability is often brought up and some-
times confused with safety, so in this work they will be de ned according to Mulazzani to

clearly distinguish the two [43]:

» Safety: The probability, that no catastrophic accidents will occur during system op-

eration, over a speci ed period of time

 Reliability: The probability of accomplishment of a function under speci ed envi-

ronmental conditions and over a speci ed time

The reliability of a system is thus concerned with the extent to which a system can
perform its intended tasks. Reliable systems are designed to be failure-free so that they can
perform all necessary tasks. Safety is concerned with the actual consequences of the system
and its behavior. Safe systems are designed to be accident-free and to not reach states
which could be unsafe or hazardous. There is clearly overlap in the terms and systems
which are reliable are also typically safe, but it is not a guarantee. To understand how
vehicles are designed with safety requirements in mind, it is necessary to understand how
the vehicle development process and safety assessment process relate to each other. Safety
requirements exist at every stage of the development process and so some are more detailed
than others and require a different level of analysis as well as higher delity methods. To
this end, the functional safety management framework for civil transport aircraft will be

presented in the following section.
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2.4 Traditional Safety Assessment and Development Approach

Safety is an integral part of the design and development of an aircraft and places constraints
and requirements on each discipline. To provide an overview of the development process
and the safety assessment process, each will be discussed and the transition of design infor-
mation between the two will be illustrated. A more detailed review will then be provided

for the speci ¢ steps of the process. First, the traditional approach will be presented which
pertains to civil transport aircraft as they are well understood and the processes are trusted
and widely used. Then, a modi ed approach will be presented that discusses some changes
made to accommodate unmanned aerial systems.

The development process consists of the design and architecting of the aircraft from
the requirements de nition and task allocation all the way through aircraft implementation.
Starting with the requirements, tasks are allocated to the different systems of the aircraft
and system architectures are development to complete those tasks. This step can include
breaking down tasks and allocating them to components. After system and component
assessment, the speci ¢ hardware and software is chosen to match the needs of the system,
and the systems are implemented. Finally, the systems of the aircraft and integrated and the
full vehicle level implementation can be performed. This process is iterative and requires
revisiting prior steps when more knowledge is known about the systems and components
to ensure the tasks and requirements can still be met, or to change the architectures to meet
those needs.

The safety assessment process on the other hand consists of a variety of different meth-
ods and processes that must be performed to ensure the vehicle meets all necessary safety
requirements. This begins with an aircraft level safety assessment and continues down to
the system level similar to the development process. It also includes safety analyses that
must be performed during each iteration as the systems are updated and can be expanded

based on the available information. The speci ¢ safety assessment methods and the overall
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process are de ned in the Aerospace Recommended Practices (ARP) 4761 and integrated
with the ARP 4754A standard for vehicle development as shown below in Figure 2.4. This
includes guidelines for the development of electronic hardware and software as well as

integrated modular avionics.

Figure 2.4: SAE civil transport aircraft and system safety standards [44, 45].

The ARP 4754 and 4754A as well as the Radio Technical Commission for Aeronau-
tics (RTCA) documents DO-254 for hardware, DO-178B for software, and DO-297 for
integrated modular avionics have been integrated into a civil aircraft functional safety man-
agement and development assurance framework as shown in Figure 2.5. The framework is
built on an iterative systems engineering approach that breaks the vehicle down into sys-
tems, then builds it back up and ends with implementation and certi cation. The standards
that comprise the framework have been developed with the help of aircraft industry part-
ners and regulatory agencies like the FAA. While Figure 2.5 does not contain all the safety
assessment methods or the speci c information relayed at each transition, it highlights the
complex and iterative process of development and safety assessment. The framework only

consists of ve steps but requires multiple iterations and architecture changes to design a
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vehicle that meets all requirements. The speci ¢ processes involved in taking a vehicle

through this framework will now be presented in more detail.

Figure 2.5: The civil transport function safety management and development assurance
framework adapted from [46].

A more comprehensive diagram of how safety requirements are assigned and distributed
to systems and components is shown in Figure 2.6. A top-down approach is initially used to
allocate requirements to systems and then components using aircraft level safety analyses
and system level analyses respectively. This is represented by the left side of the "V”
diagram and validates that the aircraft and its systems are meeting the design and safety
requirements. This creates a hierarchical structure with the aircraft at the top and system
components at the bottom. The right side of the diagram then takes the system architectures
with speci ¢ components and builds up the aircraft with a bottom-up veri cation approach.
During this part of the development process, the systems and aircraft are tested to verify
that they meet all regulatory requirements rather than requirements de ned by a customer.
This allows engineers to design aircraft that meeting customer needs and then ensure that
they also meet all regulations and certi cation requirements.

Now a more detailed breakdown of the speci ¢ safety processes and methods will be

presented. First the more speci c processes in the safety assessment process will be dis-
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Figure 2.6: Validation and veri cation process diagram for systems engineering adapted
from [47].

cussed followed by the safety assessment methods used throughout the processes. The
safety assessment and development framework begins with a request for proposal from
which the necessary tasks, requirements, and other customer requirements are de ned.
From the requirements, a set of aircraft level functions will be determined and their cor-
responding ight phases will be assigned and an Aircraft Functional Hazard Assessment

(AFHA) will be performed.

2.4.1 FunctionalHazardAssessment

A functional hazard assessment is a structured and systematic process that begins with
de ning the aircraft or system level function and identifying potential functional failures
that could occur. The failure conditions are classi ed according to severity and risk and
are updated throughout the development process. Initially this begins with aircraft level
functions and failure conditions and is then allocated to the systems where this process

is repeated accordingly [48]. The failure conditions along with their impacts and their
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methods of detection are documented and safety objectives are developed to suit the needs
of each speci c aircraft.

The FHA is effective at identifying functional failures that result from component or
system failures but is not as effective at capturing more nuanced system behavior that can
also be dangerous. This is particularly important for aircraft that rely heavily on software
and automated functionality because even if software or an operating system do not fail,

they can still send erroneous signals that can indirectly affect the vehicles safety.

Observation

The traditional functional hazard assessment is not well suited for capturing sygtem
behavior and behavior failures

2.4.2 PreliminaryAircraft/SystemSafetyAssessment

The next step is to initiate the Preliminary Aircraft Safety Assessment (PASA) which is
a systematic and comprehensive examination of an aircraft architecture. The goal of this
assessment is to determine how the identi ed aircraft level failures can lead to the failure
conditions. This allows for lower level requirements to be identi ed and demonstrates how
those requirements satisfy failures modes and conditions.

The Preliminary Systems Safety Assessment (PSSA) is similar to the PASA but is per-
formed for each individual system. This includes de ning lower lever requirements and
identifying how system level failure modes and conditions can be met. These processes
are also documented like the FHA and are updated as more aircraft and system detailed are
available. The result of the PSSA is not only the documentation mentioned, but also the
assignment of Development Assurance Levels (DALS) to systems and components. The
level assigned to a particular component or system is directly related to the failure condi-
tions and the effects of the failure. These levels are also often associated with a probability
of occurrence per ight hour and are more restrictive for more serious failures. A list of

the typical DALs is shown in Table 2.1. Development Assurance Levels applied to systems

29



are typically called Functional Development Assurance Levels (FDALS) and ones applied
to components are referred to as Item Development Assurance Levels (IDALS) but both are

assigned using the same classi cation in Table 2.1.

Table 2.1: Development Assurance Level breakdown

Failure Condition Class | Probability of Occurrence | DAL
Catastrophic < 10° A
Hazardous < 107 B

Major < 10° C
Minor < 10° D
No Effect None E

2.4.3 Aircraft SafetyAssessment

The nal process is the Aircraft Assessment (ASA) which is a systematic and comprehen-
sive analysis of the complete aircraft. The goal of the ASA is to ensure that the safety
objectives established during the AFHA and SFHA are met and that the safety require-
ments de ned during the PASA and PSSA are satis ed. For traceability and appropriate
management of the overall safety assessment process, a safety plan is also created to track
all safety objectives and requirements, update them as necessary, and ensure they are all
met.

The safety processes discussed so far utilize a variety of methods and techniques for
evaluating the safety of systems. The relevant methods will be reviewed to give a com-
prehensive view of the techniques involved. These methods can be used to provide both
gualitative and quantitative analysis of system safety and the choice of technique is deter-
mined by metrics of interest and engineering judgement. There are generally three types
of safety analysis methods used in the safety management and development framework:
Top-down, bottom-up, and analyses pertaining to considerations parallel to the previous

two.
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2.4.4 Top-DownSafetyAnalysisMethods

Top-down methods start, as expected, at the top level of the vehicle with rst studying
previous incidents or accidents that may be expected for the type of vehicle being assessed.
Top level failure events that are selected for further examination are further broken down
to system level failure events and further still until the proper granularity of examination

is reached for the given stage of the development process. Top-down methods can be used
for both qualitative and quantitative analysis for evaluating risk and severity of failures.
They are straightforward and relatively quick to perform so that are ideal for concepts or
architectures that are well understood. For vehicles that do not have extensive data on
component failure rates or are highly complex, these methods may not perform as well
and typically cannot capture component interactions or behaviors [49]. A few of the most
popular top-down safety analysis methods will be examined to provide insight into how

safety assessment is currently done.

Fault Tree Analysis

Fault Tree analysis (FTA) is a deductive diagrammatic analysis that is used for reliability,
maintainability, and safety assessment. Beginning with a top-level event or failure, deduc-
tive logic is used to understand the underlying causes and estimate the probability of the
top-level event or failure occurring. Typically, this reliability is a function of the system
architecture and can be improved by choosing components that are more reliable and have
lower failure rates, or by introducing redundancy into the system [50].

The rst step in the approach is to scope the analysis for the desired event and clearly
de ne the event being examined and the goal of the analysis. Once de ned, the next step
is to build the fault tree by determining what other failures could cause the top-level failure
and how they are logically linked. This is typically done using a combination of "AND”
and "OR” logic gates that provide information about the architecture of the system or com-

ponent layout. A notional example of a fault tree for some subsystem is shown in Figure 2.7
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and shows how different levels of failures are de ned using the different logic gates.

Figure 2.7: Notional example of a fault tree.

Once the fault tree has been developed and bottom-level failures have been identi ed,
failure rate information can be used to populate the tree. The failure rate information along
with the logic gates are sued to propagate the reliability towards the top-level failure and
provide an estimate of the failure probability for that failure. Based on the goal chosen at
the beginning of the analysis and the safety targets, the system can be validated as meeting
safety goals at the current stage of development, or it can be modi ed to improve its safety

by increasing redundancy or choosing more reliable components.

Reliability Block Diagrams

Reliability Block Diagrams (RBDs) or Dependency Diagrams (DDs) are diagrammatic

combinatorial models used for assessing system reliability and availability. They are simi-
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lar to FTA in that they break down a system and identify dependencies and failure rates to
capture the reliability of the initial system. Unlike FTA, however, RBDs tend to focus on
successful operations rather than failures. Visually, RBDs use different representations for
components linked in parallel and in series, as well combinations of the two and they can
be used to model complex systems. A notional set of RBDs are shown in Figure 2.8 that
demonstrate the different representations of RBDs. In Figure 2.8, the left most diagram
shows elements connected in series, the middle diagram shows elements connects in paral-
lel, and the right most diagram shown elements connected in a way to represent that two of

the three elements must fail before an upstream element fails [51].

Figure 2.8: Example of different representations of reliability block diagrams.

To calculate the reliability of each block or set of blocks for the con gurations above, a
simple probabilistic approach is used. For blocks in a series con guration, the reliability is

calculated as follows:

Ps = Pi (2.1)

Po=1 1 P) (2.2)
And nally the reliability of blocks representing a k-out-of-n elements failing leading
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to a system failure is calculated using:

X K k
P’ p" (2.3)
i=k
A benet to using RBDs is that components do not have to have xed failure rates.
Failure rates can be represented by distributions and repairable components can also be
included. For a component with a constant rate of degraddtjahge reliability over time

can be calculated as follows:

R(t)=e ! (2.4)

A similar approach can be used to calculate reliability for repairable components with
a constant rate of repair, y. This reliability information is then propagated to the initial
event, similar to the FTA method where safety targets and criteria can be evaluated for that
event. This method represents physical systems well but as the complexity of the system

increases, calculating reliability becomes more dif cult.

Markov Analysis

The nal top-down method that will be discussed is Markov Analysis (MA) name after
Russian mathematician Andrey Markov. This analysis method calculates the reliability of
a system by considering different states that the system can be in and transitions between
states. First, the composition of the system is de ned and different possible system states
are identi ed. These states can be both operational, where the system is capable of per-
forming its task, as well as failed, where the system can no longer complete its task. In
general, MA assumes that the reliability of a system is only in uenced by the current state
itis in and no other previous states. Once states and transitions between them are identi ed,
a transition diagram, or Markov Chain, can be drawn [52]. The relationships that describe

how a system can transition from one state to another is usually de ned by some proba-
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bility and in relation to reliability analysis is typically some failure rate. An example of a
Markov chain is shown in Figure 2.9 which represents a system with four possible states,

S1, S2, S3 and S4, and three transition probabilities,, | 3.

Figure 2.9: Example of a Markov Chain with four states and three transitions.

Markov Analysis evaluates the reliability over time by calculating the portion of time
that the system is in an operational state. To simulate and calculate the system reliabil-
ity, it is necessary to calculate the probability of transitions between states. Although not
shown in the notional example, system states can also be represented with a probability
of remaining in the same state instead of transitioning to a different one. State transitions
can be represented by failure rates because when a component fails, the system will either
continue operating nominally (state remains the same), operate at some degraded level of
operation (still operational but different state), or the system will fail (transition to a failed
state). Repair rates can also be introduced so that the system can transition out of failed
states and a steady-state reliability can be calculated.

Transition probability out of a state is calculated using the transition probabilities of all
transitions out of that state along with the amount of time spent in that state. Consider the
example in Figure 2.9, the probability that the system leaves state S3 can be calculated as

follows:

Psa(t)=( 1+ 2)dt (2.5)
The above equation tells us that the longer the system stays in state S3, the higher the
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probability that is will leave state S3. Again, a similar type of analysis can be performed
for failed states using repair rates. Although component failure and repairs can be used
to calculate system reliability over time, Markov Analysis require more system knowledge
and information than the previous two techniques which may not be available or known at
early stages of design [53]. Additionally, Markov Analysis can incorporate some amount
of uncertainty into the analysis, but suffers when the systems are large and can exist in a
large number of states because it requires increasingly more computational power. For a
system with binary component states (i.e. operating or failed) thereNafail@re states

where N represents the number of components in the system.

2.4.5 Bottom-UpSafetyAnalysisMethods

In contrast to the top-down safety analysis methods, bottom-up methods start at the com-
ponent level, propagate to the system level, and eventually end at the aircraft level. Rather
than initially determining failure events, the systems and aircraft are built up from lower
level features. The advantage of this approach is a more comprehensive analysis of failures
that bene ts larger design problems. The results of these analyses provide useful insight
into the risk associated with the systems and architecture chosen and includes combinations
of possible failure events [49]. The drawback to providing a more comprehensive review
of system and aircraft risk is the increased time and computation required which can be-
come cumbersome for highly complex systems. Three of the most common and widely
used bottom-up analysis methods will be reviewed to shed light on the traditional safety

assessment methods.

Event Tree Analysis

Event Tree Analysis (ETA) is an inductive method that details all possible outcomes from
some initiating event. By examining all consequences of an initial event and propagating

them through a system, a large number of accident scenarios can be identi ed even for
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complex systems. The ETA is diagrammatic and involves dissecting accidents and conse-
guences to identify barriers that are design to address the accidents [49]. By doing so, a
sequence of events is created for each possible outcome, as shown in Figure 2.10, and acci-
dent scenarios are identi ed Probabilistic analysis is then used to determine the probability
that an accident outcome occurs and mitigating strategies can be developed to reduce the

likelihood that a failure or initiating event leads to such accidents.

Figure 2.10: Example of an Event Tree with three barriers and ve possible outcomes.

The ETA is different from the previous methods in that the engineer anticipates the
failures or events occurring and design barriers or safeguards to prevent accident outcomes
even if some failure event were to happen. Accident progressions, component and system
dependencies and the response of the system should be considered when evaluating the
series of events. At each barrier, a negative outcome is proposed (i.e. Safeguard 1 fails
(F) in Figure 2.10) and the event sequence progresses until an accident outcome is reached
[54]. If a barrier were to not fail, represented by a success (S), the system would continue
operating until a new barrier is encountered or a safe outcome is reached. Historical data

and accident report information can be used to estimate the probabilities of barriers failing
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and to provide safety engineers valuable information about weakness in system design.

Failure Modes and Effects Analysis

The Failure Modes and Effects Analysis (FMEA) is an inductive analysis method used
to assess system reliability. Failure modes are identi ed and the effects of those failures
on equipment, other systems, and the overall system performance are reviewed and doc-
umented. Because FMEA is a bottom-up approach, it begins with the lowest level of a
systems hierarchy and works up to subsystems and the vehicle itself [55]. There are seven

steps to the FMEA method which are summarized as follows [56]:

Assembly of team and system de nition
Structure analysis

Function analysis

Failure analysis

Risk Analysis

Optimization

N o g & w R

Documentation

The initial step of the process is used to scope the system and the analysis based on the
team that will be performing the analysis, the intended outcomes, and the availability of
system details and knowledge. The structure analysis breaks the process down into several
steps and identi es interfaces between them to facilitate a comprehensive understanding of
the entire process. Using the structure analysis breakdown, each component is reviewed
to determine its intended functions as well as how its function play a role in the overall
functionality of the system. In the failure analysis step, failure modes are rst identi ed
by determining how elements could fail to perform their functionality. The consequences
of the failure (effects) and the causes are also documented. The risk analysis step consists
of developing severity, occurrence, and detection details for each failure mode and rank-

ing them. The aim of the optimization step is to develop clear actions to reduce risks and
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improve safety and reliability of the overall system. Finally, the documentation step is per-
formed to clearly record the analyses performed and their results, as well as the actionable
items that were to be performed to improve the system.

FMEA is effective at identifying single point failures and provides data and system
information for performing FTA and creating RBDs. It also provides a comparative capa-
bility for alternatives at the early design stage and provides engineers qualitative reliability,
maintainability, and safety analyses. A team of subject matter experts or safety engineers
are typically needed to perform a thorough FMEA which can be time consuming and espe-

cially if such resources are not available.

Failure Modes and Effects Criticality Analysis

Failure Modes and Effects Criticality Analysis (FMECA) is similar to FMEA but includes
criticality analysis for each of the identi ed failure modes. The criticality of each failure
mode of a component is a direct function of the failure consequence probability of the
failure mode and the likelihood of occurrence of that failure. Using this information, a
criticality number is calculated for each component based on the number of failure mode

identi ed for that component using the following equation [48]:

C= ELt (2.6)

Here, E is the failure consequence probability, ik the likelihood of occurrence of
failure mode, t is the duration of time being considered, and N is the number of failure
modes for a particular component. The advantages of FMECA are the same as those for
FMEA but include more quantitative results due to the inclusion of the criticality infor-
mation. This also allows engineers to better design safety plans and actions because the
most critical points of failure are identi ed. This process adds additional complexity to
the FMEA process and requires additional expert input so it is more time consuming and

requires additional resources to enable the improved capabilities.
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2.4.6 Summaryof the SafetyAssessmerrocesandMethods

The current approach to safety assessment and aircraft vehicle development is documented
in a safety management and development assurance framework that utilizes ARP 4761 and
ARP 4754A guidelines. These recommended practices de ne the high level processes for
safety assessment and how they are integrated into the vehicle development process, as well
as the speci c methods used in assessing system safety, reliability, and availability. This
framework, along with its processes and methods, has been applied with great success to
traditional civil transport aircraft and is a well understood and trusted process. While effec-
tive for civil transport aircraft, it was not developed to handle the novel con gurations and
complex vehicle functionality associated with Advanced Air Mobility concepts. Observa-
tions have been made as to speci c areas that are insuf cient to handle these differences,
but the topic of increased vehicle autonomy has not been addressed. The following section
will review the challenges of autonomy and possible solutions to integrating it into a safety

assessment and development framework.

2.5 Autonomy in Aircraft

Aircraft ying today already utilize some amount of automation even with pilots in the
cockpit. On-board automation in aviation can be categorized into three generations: me-
chanical, electric, and electronic [57]. The rst era of automation consisted of mechanical
instruments and devices to help pilots better understand their aircraft and environment.
Pneumatic gyroscopes were used to stabilize the aircrafts' arti cial horizon and servo-
mechanisms were developed to account for larger force input requirements for larger air-
craft. The mechanical generation of automation helped pilot with their skill-based tasks by
providing them with more information and capabilities.

The second generation of automation introduced many electric instruments that re-

placed the mechanical ones. Electric gyroscopes were introduced along with more ad-
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vanced innovations like auto-pilots and auto-throttle capabilities. This advancement in
technology allowed for many more aircraft parameters to be measured and tracked which
gave way to safer ying. While helping pilots with some skill-based tasks, it also helped
them at a ight rules level by providing measurements previously unavailable to them and
enabling recovery measures that would otherwise not be possible.

The nal generation of automation in aviation is the electronic era which was enabled
by the availability of cheap and reliable technology that came into the market in the 1980's.
Improved instrument gauges and integrated color displays helped to remove the clutter and
confusion of the many instruments the pilot dealt with. By doing so, these new capabilities
and technologies allowed more information to be presented to pilots in a more compact
and easily readable way. This generation of automation introduced a much wider variety
of innovation allowed computing systems to tackle the task of analyzing the vast amount
of data that pilots previously had to do on their own.

The current state of aviation is under going a paradigm shift from automation to auton-
omy. The distinction is important, automation deals with a system being able to perform
a speci ¢ assigned task repeatedly, while autonomy utilizes some form of arti cial intel-
ligence to detect changes in its environment and take necessary actions to adapt to those
changes [58]. Capabilities like these are necessary for the Urban Air Mobility (UAM) and
Advanced Air Mobility (AAM) markets because a large number of vehicles are required
with fast-paced operations and there simply aren't enough pilots to ful | these needs [59].
Additionally, the increased complexity of the vehicles means that pilots would need to be
highly trained and capable of controlling the vehicles with high precision and accuracy at
a moments notice [60, 61]. The current capabilities of automated aircraft cannot handle
these demands and therefore it is necessary to develop more autonomous systems.

For the entirety of the automation era, the pilot was the most complex and advanced
equipment in the aircraft was the pilot, but shift to the autonomy paradigm means that the

autonomous systems on an aircraft may take that title. With this in mind, safety comes into
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guestion and ensuring that an autonomous system is as safe, if not safer, than a human pilot
is a necessity for the success of this new generation or aircraft. The following sections will
highlight the technology that is enabling the paradigm shift was well as associated safety

and certi cation challenges.

2.5.1 IntegratedViodularAvionics

The avionics systems of commercial aircraft have been constantly improving over time
starting with distributed analogue architectures that implemented using speci ¢ hardwired
analogue electronics and relays for speci ¢ solutions. Then, distributed digital systems
were developed to improve the speed and capabilities of the previous system and enabled
improved functionality. More recently federated avionics architectures have been used
that are enabled by Controlled Area Networks (CANs) where each avionics function was
grouped by domain. The Federated architectures are more interconnected and enable even
more functionality with improved performance, but each domain is governed by an individ-
ual computer [62]. The next shift in avionics architecture is happening right now and has
already been implemented in a few commercial aircraft. The Integrated Modular Avionics
(IMA) architecture introduces an open-architecture design that allows for the use of diverse
hardware that multiple software systems can utilize. This allows for a large reduction in
the size, weight and power consumption of the avionics system because the hardware used
by different software is shared [62, 63, 64]

A comparison of the federated and integrated modular avionics architectures is shown
below in Figure 2.11 that shows how multiple software applications are hosted on a single
operating system. In this example, GPM represents the general processing module con-
taining memory, software (SW) and applications, the real-time operating system (RTOS),
and central processing unit (CPU). The RTOS is responsible for scheduling the different
applications and allocating computing resources while the CPU provides the computational

power. In federated architectures, the GPM is connected directly to sensors but in the IMA
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architecture, a network is used in conjunction with remote data concentrators (RDCs) for
processing and collecting data from the sensors. In Figure 2.11, only two software applica-
tions are shown to be hosted on the RTOS, however in reality, most if not all the applications
would be hosted on a single RTOS and set of CPUs making the system as a whole greatly

reduce in size.

Figure 2.11: Notional comparison of federated and integrated modular avionics architec-
tures adapted from [62].

Integrated modular avionics also provide more exibility to software developers be-
cause the functionality is intended to be modular. Federated avionics architectures are built
as a single unit and certi ed with the speci c hardware and software contained in the unit
[65]. This poses a barrier for software developers because software tends to improve more
quickly than hardware, but it is expensive to remove and re-certify avionics systems every
time software is upgraded. IMA architectures enable more robust packages of hardware

and software that can be removed or upgraded without the need to completely re-certify
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the entire system. The interface between hardware and software is intended to be standard-
ized so that new elements can be independently certi ed and added to the system. This type
of interface is currently being developed and standardized through the ARINC 653 which
provides speci cations for the spatial and temporal partitioning of RTOS used in avionics
applications [66]. The interface layer, called the APlication EXecutive (APEX) is in charge

of triggering recon gurable mechanisms whenever a failure is detected. This capability al-
lows an avionics systems to dynamically recon gure itself in the event of a failure and is a
vital component of enabling safe autonomous ight.

Integrated Modular Avionics architectures are especially valuable for UAM and AAM
concepts because these tend to be more weight sensitive because they utilize electric propul-
sion. Electric vertical take-off and landing (eVTOL) vehicles are even more sensitive to
changes in weight so IMA architectures are vital for successful introduction in service.
Guidelines for designing safe and effective IMA architectures have been introduced via
DO-297, Integrated Modular Avionics Development Guidance and Certi cation Consid-
erations, and are approved by governing agencies like the FAA and EASA [67]. These
guidelines provide guidance for designing these architectures including speci ¢ protocols
for modules and platforms, integrating the architectures onto vehicles, and using power-
ful hardware for hosting multiple software applications. Speci cations for space and time
partitioning of software have been developed to reduce interference and isolate safety crit-
ical functions. These considerations are vital for autonomous AAM and eVTOL vehicles
because processing demand is quite large. However, when considering the scale of oper-
ations and increased functionality of fully autonomous systems, additional modi cations
are needed for the systems to handle the computation necessary and provide functionality

in a timely manner.
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Observation

As aircraft become more complex and rely more heavily on autonomy, avionics gys-
tems will require signi cantly more computing power to handle the increased fumc-
tionality

2.5.2 Multi-Core Processing

Multi-core processing (MCP) is the use of multiple computing cores on a single processing
chip [68]. This type of processing structure allows for improved computing power and
capability by enabling processes to be run in parallel. The structure of these two types of
processors is compared in Figure 2.12 below [69]. The single-core processor architecture
utilizes a single core that has access to it its own level 1 (L1) and level 2 (L2) memory.
Processing architectures utilizing multiple cores instead have more than one core that has
access to its own level 1 memory, as well as to a shared level 2 memory that other cores
have access to. While this comparison is simpli ed, it highlights the shared resources that
multi-core architectures use which can be a concern if safety critical applications are being

hosted.

Figure 2.12: Comparison of single and multi-core processing architectures adapted from
[69].

Although no of cial regulatory policies are currently in effect, the Certi cation Author-

ities Software Team (CAST) has released a report detailing certi cation considerations of
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MCP systems for aviation that is supported by certi cation authorities around the world
[70]. The report highlights a number of topics to address in regards to MCP certi cation.
First of which is planning with regard to the software that will be hosted which includes
determining the speci c processor that will be used, the speci c architecture, the dynamic
features of the software, and whether or not the MCP architecture will be providing robust
resource partitioning. Next is planning and settings of MCP resources to explicitly de ne
which cores are active for different functional settings, execution frequencies of the cores,
and how shared memory and caches are used. Interference channels and resources usage
is another topic that deals with how resources are used and identi es an potential inter-
ferences that could occur. This includes testing the worst case execution time (WCET) of
the software applications hosted on each core to determine the maximum computational
loading and its impact on scheduling [71]. Software veri cation is also considered in-
cluding compliance with DO-178B to ensure any hosted applications abide by regulatory
guidelines. The last two topics are for error detecting and handling to catch any errors that
may occur and execute appropriate recovery or recon guration protocol so that the system
can continue functions as intended, and reporting of compliance to document what safety

measures are in place and verify that all safety concerns have been dealt with appropriately.

Observation

Multi-core processing provides increased computing capability, but also introdyces
additional safety concerns

2.5.3 Summaryof Autonomyin Aviation

The topic of autonomous aircraft is vast and encompasses a number of disciplines that de-
serve their own in depth discussion to properly cover. This section was intended to cover
the progression of automation in aviation and highlight the paradigm shift taking place to-
wards autonomous aircraft. In doing so, enabling technologies were identi ed in Integrated

Modular Avionics which utilizes common hardware for all software applications. This new
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avionics architectures reduces the size, weight, and power of the system while allowing for
integrated and complex software to be hosted. Fully autonomous aircraft will require even
more computing power to handle the increasing number of functions and the rapid response
time needed for the large scale operations intended. This can be addressed with Multi-Core
Processing to allow for parallel processing and an even more integrated system. However,
safety concerns arise when running applications in parallel and when different software
could be competing for a limited number of resources. Safety critical applications must
take priority and recon gurable systems allow for dynamic changes to be made in case a
fault occurs. Even still, modeling these kinds of system and capturing their safety and reli-
ability characteristics is a dif cult but necessary task to bring AAM aircraft to fruition. To

this point, a number of guidelines have been developed to try and address these concerns
and ensure that these systems are designed safely. The most prominent of these has been
developed by the American Society for Testing and Materials (ASTM) and identi es Six

pillars of increased autonomy in aviation system.

2.6 ASTM Pillars of Increased Autonomy

ASTM has developed six pillars of increased autonomy in aircraft systems that describe
general capabilities and characteristics that promise increased safety, reliability, and preci-
sion for manned and unmanned aircraft. The pillars also align well with the needs of UAM
and AAM as these markets rely heavily on successful implementation of autonomous ve-
hicles to become successful. It should be noted that these pillars not strict guidelines with
de nitive metrics, but rather are well understood and robust principles needed for complex
system development when engineering increased automation for aviation. This includes
in uence from dynamic functionality, systems architecture, and the development process
itself that engineers have already been utilizing for years [63]. The six pillars, shown in
Figure 2.13, overlap within these disciplines and were developed by individuals in govern-

ment, industry, and academia with extensive knowledge and experience in these elds.
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Figure 2.13: Interconnected relationship of the pillars of increased autonomy [63].

The motivating question for this literature review was centered around how a more
proactive safety approach could be developed for autonomous AAM vehicles. With this
in mind, the six pillars of increased autonomy will be discussed here to not only provide
a comprehensive breakdown of the necessary design principles, but to also identify how

these principles can be used to develop a more proactive safety assessment approach.

Development Assurance

Directly from the ASTM report, development assurance is de ned as, "Techniques to gain
safety assurance for complex systems as part of the development process”. Development
assurance is directly linked to the Development Assurance Levels that were discussed pre-
vious and can be applied to both functionality as well as speci c components. These levels
can be assigned to software elements and provide a level of assurance that components are
safe and reliability, however it only considers off-line performance. Installing elements
onto a vehicle also requires considering interactions with other elements or systems and

any dynamic or non deterministic functionality that may occur while the vehicle is y-
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ing. Aspects of this pillar have already been integrated into the current safety assessment
approach through the guidelines presented by RTCA mentioned previously for software
(DO-178C/B) and hardware (DO-254). These guidelines have been shown to be highly
successful in the past and are a valuable resource to reference when designing new sys-
tems. These standards provide processes for development assurance to increase con dence
in the safety and reliability of software and hardware systems on board aircraft. Potential
issues still arise when considering the pace at which software and technology is improving
over time.

The software and hardware required by autonomous AAM aircraft is likely outside of
the realm of that envisioned for aircraft when these standards were developed. The speed
and functionality of software improvement is likely going to exceed that speed at which
these standards can keep up. Autonomous systems do not behave deterministically making
them dif cult to assure with the current regulatory guidelines. The tempo at which software
is updated does not align with the tempo of amendments to the guidelines. In addition,
complexity of software and hardware makes certi cation dif cult. Considering DALSs for
the software and hardware of safety critical functions, it is likely that a DAL of A would be
required. This is the more stringent level and requires a large number of objectives to be met
in order to meet the requirements for DAL A. As systems become more complex and more
assurance is needed, the cost, time, and effort to ensure these safety critical functions meet
high DALs increase dramatically. It is not yet clear how the current assurance guidelines
will need to be changed to account for these complex systems, but the traditional approach
will likely still be necessary to ensure an initial level of safety. DALs are a direct and simple
approach that establishes clear requirements and has been proven to be effective in the past,
but it may be dif cult to prove all DAL requirements are met for complex software or to

de ne explicitly what those requirements would be.
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Modularity and Partitioning

Modularity and partitioning are two distinct design strategies that are often used together.
These strategies are bene cial for highly integrated complex systems because they allow
the systems to be broken down into simpler subsystems which can simplify analysis and
requirements de nition and testing. Partitioning speci cally can also ensure that safety
critical functions have proper access to computing resources at all times so that they do not
suffer from interference effects. This kind of capability could be required during hazardous
ight conditions or system states to ensure safety critical functions are prioritized. This
pillar focuses on identifying design characteristics that are going to be required for devel-
oping highly complex and integrated systems and ensuring they can still be integrated in a
safe and reliable way.

These kinds of design characteristics are already being captured with the use of IMA
architectures to reduce hardware of the avionics systems. Multiple software applications
are integrated together and utilize the same resources making for a more compact system.
Aircraft such as the Boeing 787 Dreamliner and the Airbus A380 already have IMA ar-
chitecture on board that have been certi ed using the DO-297 guidelines [62, 72, 73]. As
vehicles get more complex and more functions that are typically performed by pilots are
required to be performed by machines and arti cial intelligence, the IMA systems of those
vehicles will become exponentially more complex. This makes certi cation dif cult be-
cause the requirements for high DALs are stringent and will require a signi cant amount
of effort for all parts of the system to meet those requirements. It is imperative then that
the design of these more complex systems utilize the modularity and partitioning design
strategies to more easily decompose large complicated software systems in smaller more
manageable ones. Imposing boundary conditions and DALs are these lower levels can
make the certi cation process less expensive and less time consuming than it otherwise

would be.
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Operational Considerations and the Role of the Human

Human-Machine Interaction (HMI) is a key concept for future autonomous aircraft and
requires a clearly de ned set of requirements for both the human operators and the au-
tonomous system itself. The ASTM reports points out and interesting paradox when con-
sidering the integrated roles of machines and humans in aviation. They cite the FAAs AC
25.1329 regulations which that pilots must be able to, at a moments notice, be available
to control the aircraft what the autopilot disengages due to system failure, sensor failure,
or undesired system behavior. Shortly after, the regulations state that the autopilot should
be able to evaluate the human factors associated with pilot confusion or indecision and act
accordingly. This establishes a dif cult path forward for autonomous vehicles because it
tends to put a larger burden on pilots that must be highly trained and experienced. Most of
the time the systems are operating as designed and no input from the pilot would be needed,
but if some hazardous conditions were to take place, the pilot would need to swiftly take
control and perform the necessary tasks. This expected workload for pilots is not feasible
for future aircraft and introduces additional safety concerns for pilot attention and utiliza-
tion.

Human and pilot error already make up a considerable percentage of causes of accidents
for civil commercial aircraft operations. Table 2.2 shows the number of accidents caused by
aircrew or supervisory human error between 1990 and 2002 for civil transport aircraft and
it shows that on average human error is responsible for about 68% of the total accidents.

To provide the right amount of input for a speci ¢ autonomous system, the roles of
both the human, whether that be a pilot or someone monitoring the vehicle remotely, and
the autonomous system must be clearly de ned by considering the speci ¢ HMI throughout
the entirety of the vehicles mission and operations [61]. All the functions expected to be
provided by both of these entities must be clearly stated along with the operational context
and the expected roles and interactions in nominal and contingency operations. A clear and

well-de ned concept of operations (CONOPS) can help design an autonomous system that
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Table 2.2: Frequency of Accidents Associated with an Aircrew or Supervisory Human
Error adapted from [74].

Year | Human Error Accidents | Total Accidents | Percentage
1990 90 134 67%
1991 81 121 67%
1992 76 103 74%
1993 81 99 82%
1994 85 113 75%
1995 72 105 69%
1996 85 123 69%
1997 90 130 69%
1998 76 121 63%
1999 77 120 64%
2000 82 135 61%
2001 70 120 58%
2002 55 92 60%

is structured to perform its intended functions in a safe way and ensure that the human is

properly engaged and attentive to their functions as well [75].

Dynamic Consistency Checking

Dynamic consistency checking refers to a continuous checking of the logical functionality
performed by software or the measurements captured by sensors. This information is then
typically used to notify the pilot and ensure proper safety measures are taken. As mentioned
in the previous sections, the growing complexity of AAM systems present many challenges
both for ensuring that checking is being performed at the correct time and for pilots to be
able to take in and use larger and larger amounts of information. Future systems will
need to be capable of monitoring themselves and applying appropriate recovery measures
to ensure that faulty sensors or software does not corrupt the entire system. Dynamic
consistency checking refers to two concepts: Checking that functions are executed in a
temporally consistent manner, and checking that the system states are being reported as
expected.

This rst of these two requires a well de ned scheduling and monitoring system for
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the software and functions being executed. For RTOS, ARINC 653 guidelines are used to
de ned scheduling for execution of software partitions including time sensitive and safety
critical applications on a single processor [76, 77]. ARINC 653 also de nes guidelines
for spatial and temporal partitioning to isolate memory for each partition and ensure other
partitions cannot access memory that is restricted to certain partitions and to provide a
scheduling protocol for each partition. An example of this kind of temporal scheduling
is shown in Figure 2.14 where minor time frames capture the time required to execute a
function on a particular partition and major time frame capture the time required for each
partition to be executed once. Proper scheduling ensures that safety critical functions can
be executed in a timely manner and are not hindered by other functionality that may not be

as critical.

Figure 2.14: lllustration of major and minor time frames for partition scheduling adapted
from [76].

Another example of dynamic consistency checking is state-space estimation in real
time. For traditional six degree of freedom (DoF) dynamics, a simpler 3 DoF model can
be used to estimate the state of a vehicle for most nominal ight conditions and mission
segments. This allows measured parameters to be compared to calculated ones from the
simpli ed model and provides the dynamic consistency checking capability. This approach
is not applicable in all situations and it is likely that a more robust dynamics model may
be needed in certain situations, but because civil transport aircraft are well understood

and typically do not perform advanced maneuvers, this technical is useful for an initial
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approach. More advanced aircraft will require additional considerations and models that
are able to model and check themselves to reduce the work load on humans and enable

more cost effective concepts.

Fail-Function Design

Fail-function design is concerned with developing reliable redundant systems that are per-
forming critical functions. The level of criticality will drive the speci ¢ requirements,

but a systematic approach is needed so that future systems are designed with a common
framework and design principles in mind. If a system cannot perform its required tasks or
becomes unreliable, appropriate backup systems or residual functionality must be able to
take over. Current implementation of automated functionality requires the system to safely
operate under pilot supervision, but a clear and structured approach is needed to transition
from pilot oversight to fully system autonomy. Highly complex autonomous systems are
often tested and optimized for ideal ight conditions, however it is under hazardous or off-
nominal operational conditions that these systems must prove to be reliable and safe. For
this, future systems must be shown to perform at least as good as a human pilot, if not
better, in these situations.

Aircraft ying today already use some level of automation such as auto pilot success-
fully but transitioning to fully autonomous ight requires many additional safety consider-
ations. A mutli-step approach has been proposed to incrementally increase the autonomy
of civil aircraft so that more and more advanced technology can be integrated into aircraft
and safety requirements and testing can be performed on increasingly complex systems.
The approach, pictured in Figure 2.15, shows how the current automated functionality and
proposes steps for increasing it through steps. This approach has been recognized by the
FAA and highlights the increased safety risk when moving from left to right and the need
to ensure proper recovery or backup functionality is implemented.

The ASTM report also identi es four steps for identifying whether or not a function
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Figure 2.15: Conceptual steps for increased automation in general aviation and civil trans-
port aircraft from [63].

meets expected safety requirements. These steps are presented below. The goal of these
steps is to clearly de ne the role of the automation and provide explicit criteria to measure
its performance. In doing so, testing procedures can be developed to speci cally test the

system and ensure it is designed to successfully complete all of its intended functions.

1. Identify what the aircraft is going to do and break that down by mission segments

2. Identify the tasks that the automation is intended to perform for each mission segment
3. ldentify expected behavior and criteria for whether the system passes or fails
4

. Create mission task element testing procedures to verify if system passes criteria

By explicitly de ning roles, risks, and traceability for each automated function, means
of compliance (MOC) can be developed to demonstrate that systems and functions are
certi able. These means of compliance are composed of both criteria that must be satis ed
as well as speci c testing procedures that must be performed to properly test the system.
Once a system is proved to meet the MOCs, it can then be certi ed. More details on the
intended framework for increased automation and fail function design are available in the

ASTM report [63].
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Run-Time Assurance

The idea behind Run-Time Assurance (RTA) is that the behavior of an otherwise unpre-
dictable complex controller can be bounded by a backup control system that is well under-
stood and reliable. This strategy is based on the simplex architecture, shown in Figure 2.16,
that states that a simple assured backup controller provides better performance and relia-
bility than a increasingly redundant complex controller [78]. A monitoring capability is
implemented that monitors the system states and ensures the aircraft is operating within its
nominal operating envelope. Safety bounds are determined and if the monitor detects that

these bounds are breached, it toggles a switch to active the assured backup controller.

Figure 2.16: Simplex architecture with complex controller, simple controller, and monitor
components.

For controllers to be designed to handle a variety of ight conditions and situations,
they must be capable of performing under off-nominal operations. This capability implies
that these controllers are capable of making decision and thus may not be deterministic in
nature. Certifying non-deterministic aircraft controllers is not currently possible, or would

require extensive redundancy to meet the proper DALs which would render the system
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too expensive and infeasible. Additional tasks that are typically performed by pilots will
also need to be performed by the autonomous controllers which adds more dif culty as
the systems become more complex and require certi cation for addition tasks. This poses
a signi cant challenge for implementing highly complex autonomous controllers because
they must be able to ensure the aircraft will be able to y safely.

The RTA modeling approach is a solution to these challenges because it enables unas-
sured, non-deterministic controllers to be utilized while not requiring the controllers them-
selves to meet the most stringent DALS. It is worth noting that when developing this archi-
tecture, a human pilot can be considered a backup controller. The role that pilots play can
vary based on the system and architecture being developed, but it is vital to consider how
humans will t into the loop of these automated systems. RTA has, however, already been
used successfully in other elds and is a promising approach to a complicated problem.
It provides a possible path to certi cation for highly integrated non-deterministic systems

that would otherwise not be certi able using traditional methods.

Summary of Pillars of Increased Autonomy

The six ASTM pillars of increased autonomy have been summarized above to provide con-
text into the current state-of-the-art approach for integrating autonomy into aircraft. The
six pillars are tightly related and cover a wide variety of areas within the domains of the
development process, system functionality, and system architecting. These pillars are not
intended to provide explicit metrics for autonomous systems to meet, but rather a broader
set of principles that are trusted and accepted for the development of highly complex sys-
tems. Among these principles is development assurance, aiming to integrate safety into the
design and development process. Modularity and partitioning provide guidance for devel-
oping highly integrated systems and ensuring they can meet safety requirements and criteria
despite their complex nature. This includes breakdown systems in smaller components and

isolating safety critical functionality. While the focus of these pillars is autonomy, the role
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that humans and pilots play in the operations and development of autonomous systems
must also be well de ned. The CONOPs of the aircraft must be included in the develop-
ment of these systems and must clearly layout the intended functions of both humans and
the complex systems.

As autonomous systems take on more responsibility and human oversight is reduced,
dynamic consistency checking must be implemented so that systems can monitor them-
selves and detect failures or faulty sensors and act accordingly. Designing systems to cope
with failures and enabling proper recovery functionality even under off-nominal operations
will allow complex systems to dynamically recon gure themselves so that functionality can
continue with little to no impact of failures. When considering certi cation for these com-
plex systems and controllers, it is daunting to think about how they will meet the stringent
safety requirements imposed by high DALs and the associated cost for doing so. RTA can
reduce the need for meeting the most stringent safety targets for the complex systems but
monitoring the system and triggering an assured backup controller if the complex controller
exceeds safety bounds. The current safety assessment and development assurance frame-
work does not capture all these principles and would not enable a complex, autonomous
AAM aircraft to be certi ed. Therefore, the integration of these principles must be con-
sidered for future aircraft to be designed to be safe and relive pilots of their increased

workload.

Observation

The current approach to safety assessment and vehicle development is not difectly
applicable to highly complex and integrated aircraft like those intended for Advanged
Air Mobility

2.7 Review of Autonomy Development Principles in Current Framework

This section will review the current framework in place for safety assessment and develop-

ment assurance and identify which pillars of increased autonomy are captured and which
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are not. The previous section reviewed the six pillars and gave brief descriptions of their
principles and will be used as a basis for comparison with the current approach. Before
diving into the functional safety management (FSM) and development assurance (DA)
framework for civil transport aircraft, it is worth mentioning that a modi ed framework
was developed for autonomous unmanned aerial systems [79]. This framework, pictured in
2.17, introduces some changes that incorporate some of the autonomy pillars. The rst step
of the framework has been modi ed to includes a de nition of the CONOPSs, mission re-
guirements and tasks, and any available target levels of safety speci ed by the stakeholders.
In addition, it introduces the development and an integrated modular avionics architecture

in step 3.

Figure 2.17: The function safety management and development assurance framework for
autonomous UAS [79].

The framework in Figure 2.17 is not meant to be exhaustive and omits some of the in-
formation that is fed into the safety assessment process and back up into the development
process but captures some of the modi cations that have been made for the introduction
of autonomous vehicles. The autonomous UAS that this framework was designed for were
much smaller than vehicles expected to carry any passengers, however, and were designed
for military operations. These considerations imply that safety was not necessarily a pri-

mary concern in their development and safety and reliability requirements were not as

59



strict as they would be for manned transport aircraft. Despite this, the modi cations made
do provide improvements to the original framework when considering complex highly au-
tonomous systems and therefore the modi ed framework will be used as the ground work
for this research. A review will be conducted to examine to what degree the pillars of in-
creased autonomy are captured in this modi ed framework and identify areas which may

not have been captured yet.

Observation

A functional safety management framework has been derived for autonomoug un-
manned aerial systems but not for advanced air mobility aircraft

Both FSM DA frameworks are built around the ARP 4761 and 4754A which provide
guidelines for integrating safety certi cation in the development process and provide meth-
ods to analyze system safety. These guidelines utilize the principles of development as-
surance and thus DA is inherent to these two frameworks. The methods suggested enable
systems to be designed that can perform their tasks safely and reliably through the opera-
tions of the vehicles. The principles of this pillar of autonomy are already captured in the
existing framework although more comprehensive analysis may be needed as the systems
are more complex.

Modularity and partitioning are considered in the FSM DA framework for autonomous
UAS with the inclusion of the IMA architecture development. The safety requirements
imposed on UAS system are drastically different than those applied to autonomous AAM
vehicles, however, so some modi cations will be needed to properly capture the principles
associated with this pillar. For example, it was determined that MCP would be required to
enable complex autonomous systems to perform the functionality typically performed by
pilots while monitoring the system states. Advanced computations would also need to be
calculated quickly in case the vehicle was ying in hazardous conditions or experienced
any failures. MCP introduces some additional safety and reliability concerns that are not

captured in the UAS framework and thus some modi cations are needed to capture the

60



impacts this would have some system reliability.

Observation

The functional safety management and development assurance framework fof un-
manned aerial systems does not fully capture the impacts of integrated modular
avionics systems with multi-core processing

The introduction of the CONOPs in the rst steps if the UAS framework aligns well
with the operational considerations and role of the human principles. The framework was
applied on a small autonomous helicopter that utilized adaptive control with capability for a
human pilot to remotely take over if the adaptive controller was unable to control the vehicle
[80, 81]. While not extensive, this does provide some de nition of the required tasks of
both the remote human pilot and the autonomous adaptive controller. This information
would be explicitly stated in the CONOPs although further safety measures were likely not
needed as the risk was quite low and the small UAS was relatively inexpensive compared
to a full scale AAM aircraft. For AAM aircraft application, the steps for de ning the roles
and functions of humans and autonomous systems would be the same, but would require a
more thorough investigation into the associated risks and mitigation strategies.

The concept of fail function design is built into almost every aircraft being own today
because some amount of redundancy or backup is required. However, the UAS framework
does not consider the behavior or erroneous functionality of software or autonomy. The
reason for this is that it does not necessarily have to because of the low risk of the system
itself. With increased risk, more care is required for the design and development of the
control system. The traditional approach for identifying functional failures is well trusted
and successful, but these new aircraft require additional analysis to capture the impacts of
their more complex systems. A modi ed or augmented approach that capture the safety
impacts of software and autonomy behavior will improve the vehicle development process
and enable vehicles to be certi ed more quickly and reduce the cost of making design

changes later in the design process.
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Observation

Hazard and failure analysis in the existing framework is focused on capturing fync-
tional failures but system behavior must also be accounted for to capture thq fail
function design pillar for advanced air mobility aircraft

The principles of the remaining two pillars, dynamic consistency checking and RTA,
are currently not captured on the existing framework. Although the autonomous UAS
system utilized a form of RTA with a human backup controller, the monitoring system
was simply human observation and no explicit safety constraints were discussed. Dynamic
consistency checking and RTA overlap to an extend because RTA inherently checks the
system states and even controller outputs when monitoring the safety bounds, however
dynamic consistency checking has a broader application than simply the control system.
These two pillars are vital to the success and feasibility of AAM aircraft and will ensure
that advanced, highly complex systems can safely be implemented for aircraft designed to

carry passengers.

Observation

Run-time assurance and dynamic consistency checking principles are currently not
accounted for in the existing functional safety management and development agsur-
ance framework

2.8 Summary of Observations

This section has reviewed the literature on traditional vehicle development and safety as-
sessment as well as design principles needed for the application to complex autonomous
aircraft. The functional safety management and development assurance framework was
highlighted as a trusted and successful tool for taking vehicles from concept and require-
ments to fully certi ed aircraft. This includes vehicle development steps with safety analy-
ses integrated with them. An additional framework was identi ed that built on this original
one and adapted it for application to small autonomous unmanned aerial systems. This was

done by including a more thorough de nition of the concept of operations during the re-
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guirements de nition and the inclusion of the development of integrated modular avionics
architectures later in the process.

Advanced air mobility aircraft are more complex than traditional civil aircraft and au-
tonomous UAS and also require stringent safety requirements because they will be carrying
passengers. This includes more complex avionics systems and a much heavier reliance on
autonomy which takes more responsibilities from the pilot. This transition from automa-
tion to autonomy means that safety assessment and development much be able to capture
these changes and generate the proper requirements and testing procedures to verify that
aircraft remain safe. Design principles for the safety development of more complex and
integrated aircraft were then identi ed to capture how this could be done.

The ASTM pillars of increased autonomy were identi ed as the set of principles that
were directed at the development of such aircraft and highlighted six key areas that are re-
quired for these systems. These are well trusted principles that were decided on by experts
in the government, industry, and academia and serve to guide designers in the development
of integrated and complex autonomous systems. The frameworks were then examined to
determine which principles may already be innate to the framework, and which ones much
be integrated. Observations have been noted throughout this process and are summarized
below. In total, eight observations were made and are organized into four groups repre-
senting different topics of observation. These will serve to guide the development of this

research which will be discussed further in the following section.
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Summary of Observations

1.1 The current approach to safety assessment and vehicle development is not
directly applicable to highly complex and integrated aircraft like those intended [for
Advanced Air Mobility

1.2 A functional safety management framework has been derived for autononpous
unmanned aerial systems but not for advanced air mobility aircraft

2.1 The traditional functional hazard assessment is not well suited for captur-
ing system behavior and behavior failures

2.2 Hazard and failure analysis in the existing framework is focused on cgp-
turing functional failures but system behavior must also be accounted for to cagture
the fail function design pillar for advanced air mobility aircraft

3.1 As aircraft become more complex and rely more heavily on autonomy,
avionics systems will require signi cantly more computing power to handle the
increased functionality

3.2 Multi-core processing provides increased computing capability, but g
introduces additional safety concerns

SO

3.3 The functional safety management and development assurance framework
for unmanned aerial systems does not fully capture the impacts of integrated
modular avionics systems with multi-core processing

4.1 Run-time assurance and dynamic consistency checking principles are |cur-
rently not accounted for in the existing functional safety management and
development assurance framework
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CHAPTER 3
RESEARCH FORMULATION

The previous chapter reviewed the vehicle development process and how safety assess-
ment is integrated into it. Frameworks have been developed to take aircraft concepts from
requirements to a complete and certi ed product through rst validating requirements are
met and then verifying that the designed systems meet all safety criteria. Advanced Air
Mobility aircraft are more complex and integrated than civil aircraft so these frameworks
are not suf cient to capture these difference. Design principles geared towards the safe
development of highly complex systems were identi ed that are backed by government,
industry, and academia. Several sets of observations have been compiled regarding the cur-
rent frameworks and the principles from the ASTM pillars of increased autonomy. These
observations will be used to identify more speci ¢ gaps between the current safety assess-
ment and develop process and the needs for autonomous AAM aircraft. To structure this
research, research questions will be developed to address the gaps and provide a modi ed
framework by using the autonomous UAS framework as a foundation. Finally, hypothe-
ses will be formulated to answer the research questions by reviewing different options and

methods for addressing the de ciencies.

3.1 Overarching Research Question

The motivating question for the literature review was concerned with how a more proactive
safety approach could be developed for autonomous AAM aircraft and the rst set of obser-
vation, listed below, highlight that this kind of approach does not currently exist. As noted
in the FSM DA framework for UAS, attempts have been made to modify the traditional

approach but are insuf cient for AAM.
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Observation Set 1

1.1 The current approach to safety assessment and vehicle development is not
directly applicable to highly complex and integrated aircraft like those intended [for
Advanced Air Mobility

1.2 A functional safety management framework has been derived for autononpous
unmanned aerial systems but not for advanced air mobility aircraft

It should be noted that it is not impossible to apply the analysis and development meth-
ods used in the existing frameworks to AAM aircraft, however satisfying the safety and
development assurance requirements would not be feasible. The DALS required for safety
critical functions and systems would require the AAM aircraft avionics and controls to
either become even more complex by either introducing additional complex systems to
provide redundancy, or would place reliability requirements that could not be met within
feasible cost and time limits. This would also have a signi cant impact on the size of these
systems with the introduction of additional redundant components or systems that would
need to abide by the standards currently in place for civil transport aircraft. This leads to

the rst research gap:

There is no accepted development, safety and certi cation framework for
autonomous AAM aircraft

To address this gap, a framework must be developed that is applicable to AAM aircraft
and can capture their unique aspects that are challenging for the current frameworks to
account for. The existing frameworks are well trusted however, so leveraging the structure
and applicable methods will be bene cial to bridging this gap. The overarching research

guestion for this work is stated below to address the identi ed gap:

Overarching Research Question

How can a development and safety management framework geared towards certi -
cation be created for AAM aircraft?
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The proposed solution to addressing this research question has already been alluded to
in the literature review and observations. In order to develop a modi ed framework suitable
for autonomous AAM aircraft, design principles regarding the safe development of highly
complex and integrated systems must be incorporated into the framework. The ASTM pil-
lars of increased autonomy provide detailed descriptions of these principles and examples
of how they have been implemented in other industries with success. The literature review
also highlighted aspects of the six pillars that are captured in the existing framework and
aspects that are missing which will lead to the development of further research questions.
The utilization of parts of the existing framework for autonomous UAS and the pillars of

autonomy is the basis for the overarching hypothesis for this work stated below:

Overarching Hypothesis

If the ASTM pillars of increased autonomy are integrated into a development and
safety management framework like the one for autonomous UAS, then hazarglous
operations associated with software and autonomy related systems will be capjured
and bounded

This hypothesis will be accepted if it can be shown that each of the pillars of increased
autonomy are integrated and captured in a modi ed framework that uses the UAS frame-
work as a foundation. The development assurance and operational considerations and role
of the human pillars have already been identi ed as being captured within the existing
framework, but the remaining pillars are either partially captured or are missing all to-
gether. The remaining observations will highlight some of these de ciencies and gaps that

must addressed.

3.2 Research Question 2

The additional gaps, research questions, and hypotheses will be de ned under this central
hypothesis by determining how principles of the pillars can be integrated. The second set
of observations are listed below and they deal with the lack of exibility of the current

approach to capture more nuanced failures and system behavior. This applies to issues
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that can occur with software that are not necessarily failure but can lead to a failure or
erroneous inputs or outputs. This speci cally deals with the fail function design pillar as

only functional failures are typically considered.

Observation Set 2

2.1 The traditional functional hazard assessment is not well suited for captufing
system behavior and behavior failures

2.2 Hazard and failure analysis in the existing framework is focused on cgp-
turing functional failures but system behavior must also be accounted for to cagture
the fail function design pillar for advanced air mobility aircraft

These observations point out the lack of capability to capture when systems start be-
having different than expected but before a component fails. Autonomous systems are
especially susceptible to these kinds of issues because they must make decisions on their

own without human input. Thus, a gap is identi ed between the existing approach to hazard

and system behavior identi cation stated below:

Existing framework and approach fail to capture systematic and behavioral sgfety
failures associated with software and human operations

To address this gap, it is important to remember that the capturing functional failures is
still necessary and must not be removed from the existing approach. Therefore, the solution
to this gap must consider both random failures associated with systems and component
failures, as well as systematic failure associated with architecture and system behavior.

Thus, the research question posed to address this gap is stated as follows:

Research Question 2

How can both systematic and random failures be captured in a safety assesgment
framework for Advanced Air Mobility Aircraft?

To answer this question, it is necessary to identify methods and techniques for assessing

system behavior and identify how whether or not they can also be used for functional fail-
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ure analysis. If not, the existing method for functional failure analysis must be augmented
for modi ed to capture system behavior that would otherwise be missed. Before diving
into potential methods for analysis it is important to clearly de ne criteria for comparing
and selecting the most appropriate method. First, the method should be capable of captur-
ing system behavior, component interactions, and unsafe system conditions. In addition,
the amount of information needed to perform the analysis should be considered along with
the scope of the analysis. This also impacts the usability during further design iterations
and the method should be able to hold as more detail becomes available throughout the
design process. The method should be traceable so that any unsafe or hazardous situation
and conditions can be traced back to a speci ¢ cause or architecture characteristic. Finally,
ease of integration with the existing framework should be considered because diverging too
much from a well understood and accepted approach introduces a greater amount of un-
certainty. With this criteria in mind, several methods will be explored capable of assessing
system behavior and component interactions and will be compared to determine the most

appropriate approach.

3.2.1 HazardandOperabilityAnalysis

The Hazard and Operability (HAZOP) analysis is a structured and systematic process haz-
ard analysis technique for system examination and risk management [82]. The analysis is
performed in four phases during which potential hazards and operability issues are identi-
ed that would otherwise result in products that do not conform to expected performance
or reliability. The theory behind HAZORP is that risk events are caused by the deviation of
component and system functionality. To determine these deviations, speci ¢ "guide” words
are used that provide context as to how component functions might behave. The results of
the analysis are a detailed list of protection and detection capabilities of a system and a list
of actions to be performed that are intended to improve system safety. This information is

typically documented in a safety report.
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The steps of the HAZOP analysis method are sown in Figure 3.1. The rst phase is
de nition phase which consists of scoping the intended analysis and system and assembling
a team of experts to perform the analysis. The team collaboration is an integral part of
HAZOP and is intended to facilitate brainstorming in the next phases. While assembling
the team it is also important to de ne speci c responsibilities for each member to best
utilize the knowledge and expertise and avoid wasting resources. The next phase of the
approach requires the team to collect data and create a plan to perform the study. This
includes creating a timeline and schedule for the study based on the scope de ned in phase

1[83].

Figure 3.1: The four phases of the HAZOP analysis process.

Once the two initial phases are complete and the study has been properly scoped and
planned, the technical analysis begins with phase 3. The system is rst decomposed into
parts and the design intent of each part is de ned. Once the design intent is de ned, the
team uses guide words to identify deviations from nominal operating functionality for the
parts of the system. Guide words used are not necessarily a strict set of words for each
application but some examples are provided below. This list can be amended according
to the problem by the team performing the analysis. These guide words help the team to

brainstorm ways components of the system could deviate from intended operations.
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* No or not * Aswell as
* More » Before
* Less » Other than
» Early » Part of

Phase 3 also consists of identifying causes of deviations and their consequences so that
protection, detection, indication mechanisms can be identi ed. These mechanisms are used
to evaluate the system safety and help determine actions items to improve system safety.
The analysis concludes with phase 4 which is used to record the examination process of the
analysis and to produce documentation containing details of the identi ed safety issues.
This documentation is reported and used to re ne the system or architecture in further
design iterations.

HAZOP is arobust approach that is applicable to a wide variety of systems but also suf-
fers because its unique approach. The safety assessment team can be dif cult to assemble
and can require experience in many different system aspects. Additionally, the application
of the analysis can be lengthy because the brainstorming phase is less structured than most
other techniques [84]. Other drawbacks include requiring experience with the technique to
properly use it, making application more dif cult as well as the analysis team overlooking
component function deviations by not exhausting options during the brainstorming stage.
In a isolated application HAZOP can be an effective approach, but for an approach this
is intended to be integrated into a larger framework, it is slow and requires a number of
experienced user to perform properly. For novel designs, it can also be dif cult to capture

all function deviations as some component intent may not be fully understood.

3.2.2 Systems-Theoretirocess\nalysis

The Systems-Theoretic Process Analysis (STPA) method is based on the System Theoretic
Accident Model and Processes (STAMP) approach for systematic safety analysis and pro-

vides a distinctive representation of a system that can be applied to a variety of applications
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[85]. STPA not only considers component failures, but assumes that accidents or losses re-
sult from potentially hazardous interactions between components that haven't necessarily
failed yet. Systems Theory is used as the basis for this technique, allowing it to capture
complex interactions caused by coupled component behavior that may not be obvious to
designers or engineers initially. During the analysis, a system is treated as whole with a
focus on capturing emergent behavior of the parts of the system.

A control structure is used to model the system and its components by de ning speci ¢
roles for components that provide commands and other that receive them. An example of
this is provided in Figure 3.2 where the controller indicates a component or system element
that provides some command or control action, and the controlled process is a different
component or system element that receives the command is typically provides some sort
of feedback. This can be used to represent a controller toggling a ap de ection in ight
or something more abstract like a communication network interfacing with software. This

modeling approach is what makes application of STPA versatile.

Figure 3.2: Generic control loop structure used in STPA [85].

Application of STPA is done through four main steps that are summarized in Figure 3.3.

The initial step is de ning the purpose of the analysis which includes identifying the spe-
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