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SUMMARY

With the rise in distributed energy resources (DERs) and electric vehicles (EVS),
electric power systems, especially distribution systems, are transforming into active
systems with renewable and low-carbon energy resources. Shifting from passive to active
is one of the most significant characteristics of distribution systems, allowing bidirectional
power flow from DERs. Such change brings challenges to distribution systems, including
growing complexity, heightened uncertainty, frequent voltage violations, dynamic load
demand, and cybersecurity issues. With the development of advanced metering
infrastructures (AMI), leveraging extensive sampled and historical data enables real-time
monitoring and control to enhance the resilience of Active Distribution Networks (ADNSs)
under uncertainties and cyberattacks. This dissertation aims to advance distribution
automation (DA) in terms of protection, control, and optimization to ensure secure,
reliable, and resilient distribution system operation. Specifically, this dissertation explores
advanced model-based and data-driven methodologies in this framework, including state
estimation, fault diagnosis, voltage control, and load management.

First, we propose a Dynamic State Estimation-Based Protection (EBP) scheme for
addressing protection challenges posed by Inverter-Based Resources (IBRs). Unlike the
legacy state estimation method, Dynamic State Estimation (DSE) uses two consecutive
sample values to compute the estimation instead of steady-state current and voltage
phasors. The object-oriented DSE algorithm requires high-fidelity device models,
measurement models, and a DSE process. The main idea of EBP is to detect faults by

checking the consistency between the measurements and the mathematical system model.
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The fault is identified by a low confidence level, suggesting an inconsistency between the
measurements and the model. Simulation results demonstrate the benefits of the proposed
EBP method, including simple settings, high accuracy, and fast response time.

Once the fault is detected, a real-time fault diagnosis framework is proposed for fault
classification and fault locating. We utilize a supervised Deep Learning (DL) model for
real-time fault classification. Compared with other Machine Learning (ML) methods, this
model has lower computational complexity and is more efficient for processing long
sequences of real-time data. This advantage makes it more efficient for processing long
sequences of real-time data. Moreover, it can automatically learn relevant features from
sequential data, reducing the need for manual feature engineering. The main idea of the
Dynamic State Estimation-Based Fault Locating (EBFL) algorithm is to treat the fault
location as a state to obtain its best estimation. A non-linear weighted least square (WLS)
estimator is applied for the state estimation process. Note that the DSE applications,
including EBP and EBFL, use the dynamic device model of distribution systems, expressed
in a standard syntax referred to as State Control and Parameter Algebraic Quadratic
Companion Form (SCPAQCF).

A model-free Vol-VAR Optimization (VVO) method via Robust Deep Reinforcement
Learning (RDRL) algorithm is developed to enhance the voltage profile of distribution
systems. Unlike a standard DRL, RDRL offers improved performance in unpredictable
conditions and the ability to handle power injection uncertainties, where the uncertainties
are considered adversarial attacks, making it highly effective in finding an optimal or
suboptimal solution without solving complex min-max optimization problems. Moreover,

we design the uncertainty sets acquired by conformal prediction as the inputs of actor-critic

XVi



networks. This information provides robustness during training. Numerical results
illustrate the effectiveness of the proposed RDRL methodology for the online application
of the VVVO problems with enhanced safety regions.

Finally, we focus on the load management system, which is a critical part of the DA.
In the dynamic energy market, active consumers can adjust their energy usage based on
real-time pricing. We model this price-responsive demand to understand consumer
behavior better. However, with the increasing reliance on cyber assets and
communications, power systems are becoming more vulnerable to cyberattacks.
Specifically, the attackers can alter electricity price signals from the aggregator to the
consumer or change the load signals from the customer to the aggregator. In this
dissertation, we only consider the real-time pricing attacks and propose a robust
optimization method to address them. By setting the level of robustness, customers can
obtain an optimal and secure energy consumption plan based on their preferences.

To sum up, the main contributions of this dissertation include: (1) the design of the DA
platform, which utilizes smart meter data for distribution system applications to enhance
resilience; (2) the development of the real-time fault diagnosis framework with high
accuracy and robustness; (3) the innovation of the RDRL method to solve optimization
problem under uncertainties; (4) the formulation and mitigation methodology for pricing

integrity attacks on the energy market.
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CHAPTER 1. INTRODUCTION

1.1 Problem Statement

The integration of distributed energy resources (DERS) in the power system is an
emerging tendency to promote the carbon reduction policy. DERs are small-scale power
generation sources connected directly to distribution systems [1]. DERs include renewable
generation units like photovoltaics (PVs) and wind turbines, and energy storage such as
batteries and electric vehicles (EVs). It has been projected by the U.S. Energy Information
Administration (EIA) that the U.S. power grid will see an addition of 42.6 gigawatts (GW)
of new utility-scale electric-generating capacity in the second half of 2024. Most of this
capacity, over half (60%), will be from solar power (25GW), followed by battery storage
(10.8GW) [2].

Most of the transformation is taking place at the distribution grid level. The increased
integration of renewable energy poses operational challenges for Distribution System
Operators (DSO), including growing complexity, heightened uncertainty, and increased
volatility. Consequently, the concept of active distribution network (ADN) has been
proposed to improve the power system's stability, reliability, and resilience [3]. Unlike the
traditional "passive" distribution system, ADN allows for bidirectional power flow and
various operation modes by employing intelligent control and operation strategies.

Several practical problems need to be tackled in ADN. Firstly, the proliferation of
DERs can cause voltage fluctuations, which degrade the quality of the grid's voltage
profile. Simultaneously, distribution systems are continuously exposed to fault occurrences

due to extreme weather events and human errors, which may lead to bulk power outages.



The low-amplitude fault current and the low inertia of power electronic inverters [4]
present challenges to legacy protection schemes, leading to potential mis-operation as these
schemes cannot accurately interpret and respond to such atypical fault dynamics. A typical
case happened in the 2016 Southern Australia blackout [5]. This risk to the operation of
protective devices is especially of concern when the system faces low levels of strength
that may be experienced due to system splitting.

On the other hand, with the overwhelming adoption of smart meters and
communication infrastructures, cybersecurity issues against power grid operation and
energy market have become a significant concern. For instance, in 2020, the UK grid was
attacked by cybercriminals who deployed ransomware on the business systems to steal and
post sensitive internal data, causing a considerable loss [6]. Power distribution systems are
also vulnerable to cyber-attacks due to the increasing number of active consumers and the
integration of DERs. For example, the attacks may implement false data injection (FDI)
attacks to manipulate the electricity prices or compromise the measurements from meters,
leading to unobservable economic loss for customers and grid operators.

The uncertainties introduced by DERs and more frequent failures call for developing
resilient ADNSs. Resilience signifies the capacity to resist, absorb, recover from, and adapt
to disturbances or disruptions. According to Electric Power Research Institute (EPRI),
distribution system resilience contains three elements: prevention, recovery, and
survivability [7]. It involves secure and intelligent protection, control, and optimization
strategies to reliably deliver electrical energy to customers, even in the face of challenges
such as natural disasters, cyberattacks, equipment failures, or other unexpected events.

Distribution automation (DA), deploying sensors, control devices, and communication



technologies across the power distribution network, is recognized as the most effective
method for DSO to increase operation efficiency and reliability. As a typical component
for DA, state estimation monitors the system's operating status and is vital to ADN
operation with DER penetration. VVarious new applications, such as fault locating, isolation,
and service restoration (FLISR), feeder reconfiguration, fault diagnosis, load management,
voltage control, and cyberattack mitigation, are employed to improve DA. However,
towards developing resilient ADNs, DSOs must consider the following issues distinct from
transmission systems:

e Partial observability: Distribution systems always have a limited number of
metering instruments as full coverage of sensors is cost-prohibitive. In contrast,
transmission systems hold a high level of data redundancy.

e Power electronic interface: DERs are connected to the grid through power
electronic inverters. The low fault current and low inertia features of inverter-based
resources (IBRs) can adversely impact the performance of legacy protection
schemes.

e Unbalanced operation: Most distribution systems are highly unbalanced, leading to
higher complexity in formulating distribution system state estimation. Also,
considering the invisibility of network parameters and the phase angle information,
this unbalanced property poses challenges to data-driven models.

e Active consumer behavior: Many consumers may feed excess energy back into the
grid, complicating load management due to bidirectional power flow. Moreover, they
often involve frequent sell/buying actions in response to grid signals. Load

management systems must account for demand response program variability.



These distribution system characteristics increase the challenges of operation and

control, so it is crucial to advance DA for resilient ADN development.
1.2 Research Objectives and Accomplishments

The proposed research aims to advance DA on the scope of protection, control, and
optimization via dynamic state estimation (DSE) and machine learning (ML) approaches.
With abundant real-time and historical data from advanced metering infrastructures, such
methods can ensure the safe, reliable, and efficient operation of ADNSs, even under
uncertainties and cyberattacks. Figure 1.1 shows the general schematic of a model-based
and ML-based DA platform. In the platform, the uncertainties from DER and load are
captured by statistical methods based on database and deemed as the inputs of the ML
models while DSE is implemented to get the best estimation of key states. Then, we can
extend the measurements from smart meters and those estimated states to DA applications

like protection, voltage control, fault diagnosis and demand management.

Distribution Automation Platform
. Y2 A
( ommunication

Datab: DER/Load
latabase 2
Protocol Uncertainty
AMI/PMU/RTU

/SCADA data

Protection and control

\ ' ) Fault Diagnosis
’ ) Voltage Control
e /

)Load Management

State
Estimation

e ~

Machine
Learning | Cybersecurity
Techniques /
— S

(1000

Figure 1.1 Research scheme of this thesis for distribution automation

Specifically, the main accomplishments of this dissertation are provided as:



e DSE & Protection. A Dynamic State Estimation-Based Protection (EBP) scheme is
developed to ensure accurate and secure fault detection and isolation against the
impact of IBRs. The object-oriented DSE algorithm requires high-fidelity device
models, measurement models, and a DSE process. The EBP detects faults by
checking the consistency between the measurements and the protection zone model.
When an internal fault occurs, even high impedance faults or faults on inverters, the
DSE reliably detects the abnormality, and a trip signal can be issued. This setting-
less EBP can ensure high fault detection accuracy.

¢ Real-time fault diagnosis. Fast and accurate fault location is crucial for isolating
faults and accelerating restoration. A real-time fault diagnosis framework based on
DSE and Al methods is proposed. The framework comprises two tasks: (a)
supervised deep-learning (DL) for fault classification; and (b) Dynamic state
estimation-based fault locating (EBFL). With the fault type information, DSE is
implemented to estimate the fault location based on the physically informed three-
phase dynamic models. Its high accuracy and low computation cost show potential
in real-world applications.

e Al for control/optimization. Using machine learning and artificial intelligence for
solving control/optimization problem. Considering the increasing uncertainties like
load fluctuation and renewable generation, an online VVolt-VAR Optimization (VVO)
method is proposed for effective voltage control via robust deep reinforcement
learning (RDRL). The objective of VVO is to maintain voltage levels within
specified limits while minimizing the losses. Unlike a standard RL, RDRL offers

improved performance in unpredictable conditions, enhanced handling of noisy data,



and resilience to adversarial attacks, making it highly effective for solving VVO
problem.

e Optimization & Cyberattack Mitigation. Active consumers can adapt their load
demand in response to real-time pricing and optimize their energy use. However, the
increased reliance on cyber assets and communications makes these systems prone
to cyberattacks. The impact of real-time pricing integrity attacks on price-responsive
demand is investigated and quantified. Then, a robust optimization method is
proposed to handle the real-time pricing attack as uncertainty to obtain the optimal
energy consumption plan based on consumers' preferences. This method can save

more than 2% economic loss compared with the traditional deterministic method.
1.3 Thesis Outline

The dissertation is outlined as follows.

Chapter 2 provides background and literature review of DA, focusing on the impacts
of IBRs on protection schemes, fault management, VVO, and cybersecurity in load
management. The state-of-the-art techniques, their disadvantages, and the additional
challenges posed by power electronics interfaces, uncertainty from DERs and load, as well
as cybersecurity, are all included.

Chapter 3 presents the proposed EBP scheme for distribution system protection. The
DSE algorithm encompasses dynamic models of distribution systems using a general
syntax called state and control algebraic quadratic companion form (SCAQCF). A DSE
process is executed using the derived measurement SCAQCF object to identify internal
and external faults within the protection zone. The simulation results demonstrate that the

proposed EBP scheme for ADNSs is resistant to the fault characteristics of inverters.



Chapter 4 extends the work proposed in Chapter 3 and proposes a real-time fault
diagnosis framework based on DSE and ML methods. The fault diagnosis procedure
includes fault detection, classification, and locating. It starts when the proposed EBP
detects the fault and generates a trip command. Then, a supervised DL model is used for
fault classification, and the EBFL algorithm is implemented with the fault type to estimate
the fault location. Extensive simulations validate the accuracy, efficiency, and robustness
of this framework under various fault scenarios, including measurement noise, which
shows promise for real-time applications.

Chapter 5 proposes an RDRL framework for VVVO via a robust deep deterministic
policy gradient (DDPG) algorithm. This algorithm can effectively manage hybrid action
spaces, considering control devices like capacitors, voltage regulators, and smart inverters.
Additionally, it is designed to handle uncertainties by quantifying uncertainty sets with
conformal prediction and modeling uncertainties as adversarial attacks to guarantee safe
exploration across action spaces.

Chapter 6 develops a robust optimization-based load management system under
cyberattacks. The false data injection (FDI) attack, a real-time pricing integrity attack,
manipulates electricity prices to study the impact on price-responsive demand. To address
this issue, a robust optimization method is used to determine an optimal energy
consumption plan for active consumers.

Finally, Chapter 7 concludes the research work and discusses future work.



CHAPTER 2. DISTRIBUTION AUTOMATION

2.1 Introduction

This chapter provides the background of distribution automation (DA) and an overview
of technologies related to the proposed topics. Section 2.1 presents the definition and
structure of Distribution Automation System (DAS). Section 2.2 illustrates the impact of
IBRs on legacy protection schemes. Section 2.3 reviews fault diagnosis in previous
research, especially for the state-of-art and research gap of fault classification and fault
locating. Section 2.4 summarizes the VVVO methods used in distribution systems and their
limitations. Section 2.5 describes the cybersecurity issue on load management systems with

active consumers. Finally, a summary of this chapter is given in Section 2.6.
2.2 Distribution Automation System

DA involves implementing advanced control, monitoring, and data acquisition systems
in the electrical power distribution network, and it plays a crucial role in smart grid. [8].
Advances in the development of intelligent electronic devices (IEDs) and communication
have given rise to the DAS concept [9]. DAS are technologies applied to the electric power
distribution network that allows for the automatic control, monitoring, and operation of
electrical distribution systems without human intervention. The primary objective of DAS
is to enhance the reliability, efficiency, and quality of power distribution by facilitating
real-time management and control of the distribution network, especially with the growing
penetration of distributed generations (DGs) and electric vehicles (EVs) [10-12]. The

following sections present the key components and applications of DAS.

2.2.1 Sensors and Monitoring Devices



The widespread implementation of Advanced Meter Infrastructure (AMI), also known
as smart meters, is vital to the DAS concept, especially in improving power quality in
distribution systems. AMI can improve outage response time, predict harmonic scenarios,
implement load shedding to prevent power disturbances and outages, monitor waveforms,
support demand-side management initiatives, and provide consumers with energy
consumption information for potential cost savings [13]. Smart meters are equipped with
two-way communication, offering numerous benefits to customers and utilities and
improving operational efficiencies. Figure 1 shows the commonly used sensors in smart
grid. Based on the measurement type, these sensors can be classified into three categories:
(i) electrical sensors, (ii) environment sensors, and (iii) working condition sensors. As
distribution systems continue to evolve, the role of these devices will become increasingly

important, supporting the transition to smarter, more resilient power grids.
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Figure 2.1 Sensors in smart grid



2.2.2 Control Systems

Utilities worldwide use Supervisory Control And Data Acquisition (SCADA) to
monitor, control, and manage equipment and processes in real time. SCADA is a
centralized controlling system that involves a system operator to use available data in
decisions relating to the distribution network control [14]. By analyzing data on voltage,
current, load, and faults, control systems can automatically reroute power, isolate faulty
sections, restore service, and optimize the distribution network's performance. This
automation reduces the need for manual intervention, minimizes downtime, and enhances
the overall efficiency and reliability of the power grid. Due to the challenges posed by the
interconnection of DERs and EVs, the control issues of DAS can be summarized as follows
[15]:

e Local control: This level focuses on the real-time, decentralized management of
individual components within the distribution network, such as transformers, circuit
breakers, switches, voltage regulators, and capacitor banks. It involves autonomous
decision-making by Intelligent Electronic Devices (IEDs) or local controllers based
on data from nearby sensors.

e Global control: It operates at a centralized level, overseeing the entire distribution
network to ensure coordinated operation across multiple local controllers. This level
of control typically involves a central control system that collects data from all parts
of the network, processes it, and sends coordinated control commands back to local
devices. An exemplary application of this is observed in demand-side management
(DSM), which leverages real-time data within SCADA systems to achieve optimal

control of DERS input.
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e Market-level control: Market-level control involves broader decision-making that
goes beyond technical operations to include economic, regulatory, and market-driven
factors. It encompasses the interaction between the distribution network and the
electricity market, including demand response, dynamic pricing, and integration of
distributed energy resources (DERs). For example, we must consider market
implications, such as whether specific loads can be curtailed through demand
response programs to maintain grid stability or how the fault impacts energy pricing
and market participation.

Addressing these control issues required robust communication systems, advanced data

analytics and intelligent control algorithms. Moreover, effective coordination across all
three control levels is necessary to minimize disruption, maintain reliability, and balance

economic considerations.
2.2.3 Communication Standards and Protocols

As mentioned in section 2.2, robust and reliable communication systems are required
to enable real-time monitoring, control and automation of distribution networks. Several
working groups established an international standard for DA, involving organizations such
as the Institute of Electrical and Electronics Engineers (IEEE), the American National
Standards Institute (ANSI), the International Electrotechnical Committee (IEC), and
several other committees. Table 2.1 presents the commonly used standards with their
applications as well as advantages and disadvantages. Note that the IEC 61850 standard
specifies new communication protocols, including Generic Oriented Object Substation
Event (GOOSE), Sampled Analog Values (SV), and Manufacturing Messages Specific

(MMS) protocols for substation automation, which can also be used for DA. To facilitate
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Table 2.1 Communication standards used in distribution systems

Standard Application Advantages Disadvantages

IEEE 61850 Substation automation and | High interoperability. Complex configuration
control. high-speed. and implementation.
Integration of IEDs. Object-oriented data High initial cost.

modeling.

IEC 60870-5 Telecontrol between Reliable for wide-area Older standard with lower
control centers and network communication. data rates.
substations. Well-suited for large-scale | Requires robust
Real-time data acquisition. | distribution networks. infrastructure.

IEEE 802.15.4 | Wireless sensor networks | Low power consumption. | Limited range and data
Connectivity in hard-to- Good for low-data-rate throughput.
reach or expansive areas. | applications.

IEC 62351 Securing communication Provides comprehensive Adds complexity to

(Cybersecurity) | in power system security measures. system design.
automation. Ensures data integrity and | Can impact performance
Protecting DAS from confidentiality. due to encryption
cyber threats. overhead.

ANSI C12.22 AMI communication. Enables secure, flexible Higher complexity and
Facilitates data exchange data communication over | cost compared to simpler
over wide-area networks. | various networks. protocols.

Supports real-time data Requires robust network
exchange. infrastructure.
Table 2.2 Communication protocols used in distribution systems

Protocol | Description Application Advantages Challenges

DNP3 Widely used in SCADA Reliable, low Limited bandwidth
SCADA systems. bandwidth, remote.

Modbus | Used in industrial Communication Simple, widely Limited security,
automation systems. | between devices in adopted, easy to low speed, security

automation systems. | implement. concerns.

Zigbee Used for low-power, | Home automation, Low power, mesh Limited data rate,
low-data-rate smart meters, sensor. | networking, shorter range.
wireless networks. scalable.

Wi-Fi Wireless networking | Internet of Things High data rate, wide | High consumption,
technology for local | (l1oT) devices, smart | availability. security concerns.
area networks. grid communication.

Cellular | High-speed wireless | SCADA, AMI. High speed, wide High consumption,

(4G/5G) | communication. coverage, reliable. costly fees.

PLC Communication over | AMI, load control, Low cost, reliable in | Limited bandwidth,
existing power lines. | demand response. short range. noise interference.

the adoption of smart grid technology, various power system operators and research

institutes have advocated for the utilization of existing communication protocols, as
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detailed in Table 2.2. Similarly, Table 2.2 illustrates their description, application,

advantages and challenges.

Besides the above communication standards, the IEEE 1547 standard [16], published
in 2003, is also pertinent to FA, which describes interconnection criteria for DERs with the
electric grid. It provides guidelines for safe and reliable DER integration, enhancing grid
stability and supporting renewable energy adoption. However, updates to the standard may

require upgrades to existing systems.
2.2.4 Distribution Automation Applications

Implementing automation applications has been pivotal in transitioning from
traditional power distribution systems to active distribution systems to ensure reliability,
resilience, and security. The key applications of DA are represented as follows:

e Protection scheme automation: The protection scheme is at the core of any
distribution system. Its primary function is to prevent damage to the connected
equipment during adverse operating conditions. This includes fault detection and
fault isolation. Fast and accurate protection can reduce restoration time, as well as
customer and utility losses.

e FLISR: Fault Location, Isolation, and Service Restoration (FLISR) is another
significant application of DA. Once a fault is detected, the fault location algorithm
identifies the exact location of the fault (faulted line section and fault locating
information). After locating the fault, the FLISR system isolates the affected section
of the network by automatically opening and closing circuit breakers, switches, or
reclosers. Service restoration is the final step to restore service to the unaffected areas

by closing switches and reconfiguring the network to bypass the faulted section. The
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FLISR can be completed within seconds or minutes to reduce the duration and
frequency of outages and to improve grid efficiency and safety.

Volt-VAR control: The main goals of Volt-VAR control, also known as VVO, are
to maintain optimal voltage profiles while minimizing power losses of distribution
systems. The conventional VVVO approaches use switched capacitors (SCs), load tap
changers (LTCs) and voltage regulators. However, the integration of DERs and EVs
poses challenges to this task: a) uncertainties from DER and load, b) traditional
downstream control cannot work for fast-time scale at sub-minute level, c)
coordination issues among different type regulation devices. Thus, more advanced
VVO in DA is highly required by using smart inverters, static VAR compensators
(SVCs) as well as IEDs and Remote Terminal Units (RTUs) to realize voltage
control.

Load management: Load management is crucial for balancing power flow in
electrical grids. It involves monitoring and controlling loads to optimize distribution,
reduce peak loads, and enhance grid stability. This function helps utilities adapt to
demand fluctuations, integrate renewable energy, and provide reliable power cost-
effectively.

DER control: DER provides benefits to the distribution industry by supplying energy
to connected customers, such as balancing load and power supply during peak times,
improving power quality, and strengthening grid stability. DER control in DA
involves voltage regulation, demand-side management, reactive power control, and
microgrid operation, enhancing resilience, efficiency, and sustainability in the

transition to a more decentralized energy system.
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2.3 Impact of IBRs on Protection Schemes

Legacy protection functions in distribution systems are classified into three categories:
current-based protection schemes, impedance-based protection schemes, and voltage-
frequency (V-f) based protection schemes. Current-based protection schemes mainly
include overcurrent protection and earth fault protection; impedance-based protection
schemes mainly include distance protection and differential protection; V-f-based schemes
mainly include over/under voltage and frequency protection.

Different from the traditional synchronous generators (SG), IBRs have significantly
different characteristics under fault conditions [17-18]: (a) low-amplitude current: a steady-
state fault current that is typically around 1.1-1.5 pu of the inverter’s current rating, (b)
low inertia: deviation of system frequency leading to significant system disturbances, and
(c) dynamic changing phase angle depending on IBR control scheme (e.g., grid-following
[19] and grid-forming [20]). As a result, large-scale integration of IBRs would introduce
new challenges to the legacy protection functions.

Many researchers have studied the impact of IBRs on legacy protection functions.
Overcurrent protection ensures system safety by disconnecting circuits when the current
exceeds a threshold. However, traditional relays may fail to detect the faults as the fault
current is below their current pickup settings under a single fault on the IBRs side [21]. For
directional protection, the unpredictable negative-sequence currents (almost zero) can
compromise the performance of legacy protection schemes [22]. In [23], the authors noted
that the voltage and current signals were significantly affected by fault current limiters
(FCL) during the first quarter cycle after a fault. Distance protection, while effective in

transmission systems without communication requirements [24], faces challenges in
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distribution networks as IBRs could amplify the influence of fault resistance [25]. For
differential protection, Han et al. [26] conducted a thorough investigation of the reliability
and sensitivity of conventional two-terminal differential protection. For line current
differential protection [27], the relay may mistakenly classify an internal fault as external
due to an incorrect characteristic region of the fault current.

The EBP known as “setting-less protection,” is an effective protection scheme to
identify the faults and issue the trip command correspondingly [28]. The EBP has been
developed and implemented in protection zones of transformers [29] and a three-feeder
distribution system [30]. Further, we implemented the EBP in a real-world distribution

system with PVs [31], which shows that the EBP is immune to the impact of IBRs.
2.4 Fault Diagnosis

Various subtasks are involved in protecting active distribution systems: fault detection,
fault classification, and fault location. The fault detection function monitors the system
continuously to identify abnormal conditions, such as short circuits, overloads, or other
disturbances. Once a fault is detected, it is classified to determine the type of fault. Accurate
fault location is the next crucial step as it enables a quick response and minimizes
downtime.

This section presents the literature review on fault diagnosis methods in distribution
systems. Specifically, section 2.4.1 illustrates the state-of-art and research gap of fault

classification, and section 2.4.2 focuses on fault locating methods.
2.4.1 Fault Classification Methods

Fault-type classification is an essential part of protecting transmission lines and power

distribution systems. Most classification methods adopt classifier models based on
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statistical learning theory [32], while others use logic flows [33-34] based on experience
and observation of collected data. This field has been developed rapidly due to advances
in pattern recognition and machine learning, particularly supervised learning algorithms
for classification, such as artificial neural networks (ANNS) [35], support vector machine
(SVM) [36], fuzzy logic methods [37-38], etc.

Recently, DL has become a vital part of state-of-the-art methods. Reference [39] shows
an outstanding performance in applying a novel DL classification model based on Deep
Recurrent Neural Networks (DRNN) and Long Short-Term Memory (LSTM). Authors in
[40] proposed a novel fault classification model based on spatiotemporal graph learning,
with more robust feature extraction and anti-interference abilities. In [41], the authors
proposed a CNN-based image similarity recognition method to solve fault classification
problems via a Hilbert—-Huang transform band-pass filter. A DL framework is presented in
[42] for identifying system operation states and fault types using a combination of deep
auto-encoder and CNN. Reference [43] illustrates the robustness and explainability of the
proposed CNN model on field data with high classification accuracy.

The studies above, however, have limitations in their application due to high
computational costs and overreliance on feature selection. Moreover, increasing the
complexity of the model to achieve better accuracy leads to overfitting and difficulty in

training the model.
2.4.2 Fault Locating Methods

Fault locating methods can be divided into three categories: traveling wave methods
[44], impedance-based methods [45-46], and machine learning methods [47-48]. Traveling

wave methods rely on precise fault transient measurements with high sampling rates, which
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is not economical for distribution systems. Impedance-based methods derive fault location
by calculating equivalent impedance from current and voltage phase information.
However, they are sensitive to network parameter variations and inaccurate with
fluctuating fault resistance and load conditions. In [48], a general regression neural network
is utilized for locating the fault. While machine learning is a powerful tool for classification
and regression, its training process is time-consuming, and scalability remains a concern.

Based on the measurement type, these approaches can be classified into phasor domain
methods and time domain methods. Phasor domain methods harness synchronized phasor
measurements to gain insights into the electrical network's behavior from a frequency-
domain perspective. Synchronized phasor measurement units (PMUs) play a crucial role
in phasor-based techniques [49], allowing for the real-time analysis of voltage and current
phase angles and magnitudes during fault events. Regardless of fundamental harmonic
measurements, time-domain methods are less vulnerable to fault transients. The circuit is
represented with its time-domain model using differential equations. With the dynamic
transmission line model, the fault is located using the recorded current and voltage
measurements before and after the fault [50]. Lu et al proposed a time-domain fault location
method for transmission lines with a novel prepositive to solve the partial differential
equations (PDEs) [51].

However, there is still a gap in the time domain fault locating method for distribution
systems due to the complexity of topology and the integration of IBRs. With accurate and
reliable fault locating algorithms, utility operators can deploy a specialized crew for
restoration purposes to minimize repair time, consequently reducing losses for both utility

and customers.
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2.5 Volt-VAR Optimization

The VVO aims to optimize voltage files and minimize network losses. This is achieved
by employing regulation equipment such as voltage regulators, capacitor banks, the DGs,
and static var compensators. However, the rapid fluctuations and significant uncertainties
arising from varying and often unpredictable load demands, renewable generations, and
measurement errors pose new challenges for voltage control.

The literature on VVC problems can be categorized into model-based and model-free
methods. Model-based control methods rely on detailed network simulations,
incorporating factors such as line impedances, load profiles, and control device
characteristics to create sophisticated models of the power distribution network. These
methods include mixed-integer linear programming (MILP) [52], dynamic programming
[53], mixed-integer quadratically constrained programming (MIQCP) [54], and Meta-
heuristic algorithms [55-56]. Significant efforts have been put into the design of real-time
VVC. [57] integrates local and remote-control mechanisms to maintain voltage stability
and efficiency in the power distribution network. A reactive power control algorithm that
rapidly responds to voltage fluctuations is proposed in [58]. The VVC problem is addressed
by real-time reactive power control with photovoltaic inverters [59]. However, these
methods come with certain limitations: 1) dependence on accurate network models, where
any inaccuracies in these models can lead to suboptimal or even counterproductive control
actions; 2) significant cost due to the coordination of various control devices and
communication systems; 3) intensive computational complexity in large-scale ADNSs.

To this end, several studies propose model-free methods for VVC, such as the

alternating direction multiplier method (ADMM) [60], k-nearest neighbor (kNN)
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regression [61], and RL [62-63]. In particular, DRL has become increasingly popular due
to its success in addressing challenging sequential decision-making problems with stable
convergence results [64]. A model-free multi-agent DRL based on the forward-backward
sweep method is developed in unbalanced distribution systems [65]. Considering the fast
timescale continuous control devices, a Bi-level off-policy DRL [66] and a two-stage
optimization framework with multi-agent DRL [67] are proposed. However, they rely on
a simulated environment to train the agent, which does not guarantee the safety of the
learning process. Wang et al. in [68] formulate the VVC problem as a constrained Markov
decision process (CMDP) to satisfy voltage constraints in exploration. A novel approach
to real-time voltage control is utilizing the Lyapunov function to ensure formal voltage
stability [69]. To guarantee the final learned control policy is safe, a safety layer is added
to the actor network [70]. However, they tend to overlook the issue of robustness. This is
mainly due to approximation errors between the linear approximator and the actual ADN
model.

Additionally, uncertainties originating from DERs, loads, and measurements contribute
to the VVO problem [64]. As DER penetration increases in distribution systems, the
training of DRL algorithms for VVVO problems should consider the uncertainties of DERs.
The modeling approaches of DER uncertainties can be classified into two categories,
probabilistic approaches and nonparametric approaches. Probabilistic approaches model
uncertainty as a distribution function with known mean and variance. These methods have
less computational time and provide accurate empirical estimation. However, these
methods require prerequisites of distribution information, and one distribution may not

work for all cases [71]. The nonparametric approaches usually model DERs as inequality
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constraints with upper and lower limits. However, the nonparametric approaches require
longer computational time. Real-world VVVO uses forecasted PV generation and load for
the next step’s optimization. Thus, it is crucial to design an intelligent VVC algorithm that

can handle uncertainties effectively.
2.6 Cybersecurity towards Load Management

The energy market for future grids with DGs will face new challenges due to the rising
number of active consumers engaging in frequent buying and selling activities. The active
consumers aim to optimize their energy consumption profile based on the price of
electricity, consumption limits, and ramp-up/ramp-down limits. In the past, residential
consumers have paid for their energy consumption at a fixed rate, while some utilities have
implemented critical peak pricing. However, implementing time-varying electricity price
policies will lead to a price-responsive demand [72], which requires communication
infrastructures to deliver real-time price signals to consumers. Unfortunately, these
communication infrastructures are vulnerable to cyberattacks that can affect the energy
market or degrade the physical distribution system.

If cyber attackers have gained access to the transactive energy market, there are two
methods they can use to carry out their malicious attack: 1) manipulating the electricity
prices through the communication infrastructure; 2) compromising the smart meters to alter
their measurements. Recently, there has been a notable increase in studies on FDI attacks,
also known as data integrity attacks, in the energy market. In [73], an FDI attack against
the state estimation to derive profitable financial misconduct in the energy market is
presented. [74] illustrates the scheme of real-time pricing attacks as well as their impact on

the demand dynamics. Authors in [75] find that an FDI attack on electricity price can have
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a much more severe effect on the power distribution system than an FDI attack on demand.
Therefore, it’s crucial to detect and mitigate such attacks and protect consumers from
economic loss.

Several literatures have studied how to identify attacks and mitigate their impacts.
Authors in [76] propose a defense scheme to mitigate the attack’s impact by moving the
equilibria quantity close to the optimal equilibrium. A game theory-based approach is
presented with the costs of attacks and defenders to eliminate FDI attack threats [77]. In
[78], an online anomaly detection algorithm that utilizes system information such as load
forecasts and measurement data has successfully detected measurement anomalies.
However, it’s still impossible to know when the attackers would implement the attack and
how much they would change the real-time electricity price, where consumers are still at

risk of losing money.
2.7 Summary

This section introduces definitions, components, and applications of DA. Moreover,
we present the overall literature review on various DA applications, illustrating the
challenges arising from the growing prevalence of DERs and EVs, as well as uncertainties
from load demand and cybersecurity issues. Consequently, developing advanced, reliable,
robust, and intelligent algorithms and methods for distribution system protection, control
and optimization within the DA framework is essential. The subsequent sections will delve
into detailed model-based and machine learning-based techniques to address the above

tasks.
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CHAPTER 3. DYNAMIC ESTIMATION-BASED PROTECTION

FOR ACTIVE DISTRIBUTION SYSTEMS

3.1 Introduction

This chapter represents a dynamic estimation-based protection (EBP) scheme for
ADNSs considering the power electronic interface. Section 3.2 illustrates the dynamic
modeling method. Section 3.3 introduces the proposed EBP scheme. Section 3.4 displays
the simulations results of the proposed EBP. Finally, section 3.5 concludes the performance

and application of the proposed EBP scheme.
3.2 Dynamic Model of Distribution Systems

A distribution system consists of various devices, like transformers, distribution line
sections, three-phase loads, capacitors, and inverters. A high-fidelity modeling method is
proposed to represent the physical and mathematical properties of the devices [28]. In
general, it starts with the physically based model referred to as the compact device model,
which is a set of equations based on physical laws (e.g. KCL, KVL). After quadratization,

the quadratized device model (QDM) can be described in a standard form:
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The above equations are in terms of the state vector x(t), control vector u(t) and

through variable vector i(t). All variables are in metric system (MKSA).
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Using quadratic integration over two time steps to eliminate the differential terms and
retains the quadratic form [79], a general syntax called state and control algebraic quadratic
companion form (SCAQCF) as equation (3.2) is adopted to model all these devices in the

Z0ne.

i(t)
0
0 _—

i) =Y, X(t,t,)+x(tt,) <Feqxx>x(t,tm) -8B,
0
0

(3.2)

Beq :_quuu(t’tm)_ U(t,tm)T <Feiqu“>u(t’tm)

— N X(t —1,) = N u(t —t,) —M it -t,) - K,

equ

where t =t—h, t. =t—2h. h is the time step.
A distribution system consists of various devices, like transformers, distribution line
sections, three-phase loads, capacitors, and inverters. The detailed device QDMs of

distribution line sections, three-phase loads, and inverters are provided in Appendix A.
3.3 Dynamic State Estimation based Protection

This section presents the procedure for creating the measurement model which is
consistent to SCAQCF model in the protection zone in Figure 3.1. Note that each protection
zone is designed based on the components of distribution systems. Then, DSE is proposed

to compute the system’s states to determine the trip decision without any other interference.
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Figure 3.1 Procedure of constructing the zone measurement model

3.3.1 Measurement Model in Protection zone

As shown in Figure 3.1, the measurements are classified into three groups: a) actual
measurements, collected by MUs from the field, b) virtual measurements, which represent
the zero value on the left-hand side of the equations, ¢) pseudo measurements, which
denote quantities that are typically not measured, such as current/voltage in the neutral.

A protection zone is a selected section of the distribution system. The protection zone
may include a single device, or several components and/or breakers. An example to
illustrate a distribution system with an electrical fault is shown in Figure 3.2. The illustrated

section has two protection zones. Each protection zone has several power devices and

several measurement sets (voltage and current) obtained from MUSs.
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Protection zone 1 Protection zone 2

3-Phase Distribution Line
Single-Phase Lateral Distribution Line

Figure 3.2 lllustration of a distribution section with a fault model

Given the actual measurements and the device SCAQCF model, the protection zone
measurement model incorporating virtual and pseudo measurements can be derived as:

z=h(X)+n =Y, X+<X F.X:+B, +7

) (3.3)

B, = N,x(t—2h) + M,i(t—2h) +C,

where z is the measurement vector, x is the device state vector, 7 represents the noise of
the measurements, Y,, and F, are the linear and nonlinear coefficient matrix, N, and M,
are the linear coefficient matrices of past-history terms, and C, is the constant vector.
3.3.2 Dynamic State Estimation Algorithm

Dynamic State Estimation (DSE) is a crucial process that involves real-time monitoring
and estimation of the system's state variables, such as voltages, currents, and frequency, to

enhance stability and reliability in smart grid. Unlike static state estimation, DSE accounts
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Figure 3.3 Flow chart of dynamic state estimation algorithm

for the system's dynamic behavior, capturing the rapid changes and transient events that
occur due to disturbances, faults, or switching operations. The flow chart of the DSE is

presented in Figure 3.3.
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The weighted least squares (WLS) method is used for the state estimator, then, the

objective function is defined as follows:
Minimize J = (h(x)—2)"W (h(x)—-2) (3.4)
where W = diag {1/0'12,1/0'22,~~,1/G;} is the weight matrix defined as the inverse of the

squared standard deviations for each measurement.

The solution is given with Newton’s iterative algorithm:
X =x"—(H'WH)H'W (h(x*)-2) (3.5)

where H = % is the Jacobean matrix. At each time step of the estimation algorithm, the
X

contributions of each measurement to the information matrix H'"WH and the vector
H™W (h(x")—z) must be computed. By updating the state x, the residuals between the

measurements and the linearized measurement model are computed.
After the iteration of Newton’s algorithm, the chi-square test is performed to check
whether the measurements fit the system model. The goodness of fit between the model

and the measurements is expressed by:

£=3 (0 =2 (N®-2)/ o) @9)

where £ is the chi-square value, X is the solution of estimated state, s, is the normalized

residuals computed at the solution X. Next, the confidence level is computed as:

Pr{y* > &1 =1-Pr[y* <&l =1-Pr(&,v) (3.7)

where v is the degrees of the freedom, Pr(&,v) is the probability function.

3.3.3 Protection Logic
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Trip command decision is determined based on the confidence level in the chi-square

test. Two user-defined settings are defined: (a) reset time (T, ), and (b) delay time (T,).

Over a user selected interval, the trip command is obtained:

. t
Trip(t) = Lo L_T, Pr(&,v,7)dz >T,

0, Otherwise

(3.8)

Once the user sets up the selected parameters, this algorithm performs in real time to

inspect the consistency of the measurements and the physical models.

3.4 Simulation Results of EBP
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Figure 3.4 Diagram of a real-world distribution system with a solar farm, (a) overall

configuration, (b) protection zone of interest at POI

Figure 3.4 (a) illustrates a real-world distribution system used to validate EBP. This

system includes a 115kV/25kV substation, two reclosers, a 3MG solar farm, and a Point of
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Interaction (POI). We have selected a protection zone of interest in Figure 3.4 (b) to
demonstrate the simulation results. The events were simulated in WinIGS, and the EBP
was implemented in WinXFM. Note that the merging unit collects 80 samples per cycle,
as per standard IEC61850. The base frequency of this system is 60 Hz, which means the
sampling rate is 4800 per second.

In the protection zone, MU-3A and MU-3B are installed to collect the voltage and
current measurements of Bus BPG-142 and BPG-150, which means there are 12 actual
measurements from MUs. As mentioned in the protection zone measurement model, the
virtual and pseudo measurements are automatically formulated: 1) 131 virtual
measurements (internal equations of switch, breaker, and distribution lines), and 2) 6
pseudo measurements (neutral voltage being close to zero at BPG-142, BPG-144, BPG-
145, BPG-146, BPG-149, and BPG-150). In summary, there are 149 measurements and
128 states. Thus, the redundancy of the measurement model is 149/128 = 116.4%.

A). Event 1: Internal fault

A single-phase to neutral fault with 0.1 Ohms impedance is simulated at bus BPG-149.
The electric fault starts at 0.5s and is cleared at 0.6s from the start of the data recording.
The measurements obtained from the MUs and the results (including residuals, estimated
states, confidence level, and trip command) of EBP are shown in Figure 3.5 and Figure 3.6,
respectively. From Figure 3.6, we can see that the estimated states are consistent with
measurements when there is no fault. However, the residuals and Chi-Square increase
when the fault occurs and the confidence level drops immediately to zero at 0.5s. Thus, the
proposed EBP method can detect the internal fault once it happens and create a trip

command after 10ms to open the breaker.
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B). Event 2: External fault

We implement a single-phase A to ground fault out of the protection zone in this event.
Similarly, this fault starts from 0.5s with a duration of 0.1s. Figure 3.7 shows the collected
measurements from MUs and Figure 3.8 illustrates the results of the EBP. As shown in
Figure 3.8, the confidence level remains 100 % with a low residual of each state. Unlike
Event 1, the residuals of voltage and current states at two sides of the protection zone are
lower, and there is no trip command during this event. Thus, the external fault is

successfully ignored without any misoperation.
3.5 Summary

This chapter proposes a dynamic estimation-based protection (EBP) scheme. The
proposed scheme involves the modeling of distribution systems and a DSE algorithm to
detect faults in the pre-determined protection zones. Extensive simulations show that this
algorithm can detect the internal fault immediately with a trip command to open the breaker
and identify the external fault to avoid the misoperation of the relay. In case of insufficient
MUs installed in ADNSs, the proposed method can still provide accurate trip command. The
proposed EBP scheme is a promising solution that enables more accurate protection to
handle the challenge introduced by the emerging IBRs, thus enhancing the resilience of

ADNSs.
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CHAPTER 4. REAL-TIME FAULT DIAGNOSIS FRAMEWORK VIA

DSE AND ML METHODS

4.1 Introduction

This chapter presents a real-time fault diagnosis framework, which provides accurate
fault type and fault locating. Section 4.2 describes the procedure and data flow of the
proposed framework. Section 4.3 introduces the DL-based fault classification model.
Section 4.4 proposes the time-domain DSE-based fault locating (EBFL) algorithm. Section
4.5 shows the event studies to illustrate the effectiveness of the proposed framework. The

summary of this chapter is provided in section 4.6.

4.2 Real-time Fault Diagnosis Framework

» Data flow in fault

. Dynamic identification
Real-time sample o s
values i’ tate Data flow in fault
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Fault ™~No Fault | Normal
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Data Preprocessing DL-based fault [ .; - I P
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'4 type
labels

EBFL
Algorithm

Figure 4.1 Proposed real-time fault diagnosis framework
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The fault diagnosis procedure includes fault detection, classification, and locating. The
DSE algorithm is used in the proposed EBP to enable proper decision-making for relays,
which is equivalent to a fault detection process. Thus, the proposed real-time fault
diagnosis framework focuses on fault classification via DL methods and EBFL algorithm.

The structure of the proposed approach is depicted in Figure 4.1.

In Figure 4.1, the data flow is represented by three different processes: fault detection
(black arrow), fault classification (blue dotted arrow), and fault locating (orange dotted
arrow). We use a supervised DL model to classify faults, containing offline training and
online analysis processes. Finally, the EBFL algorithm is implemented with the fault type

to estimate the fault location.
4.3 DL-based Fault Classification Model

Once a fault is detected, the method proceeds to the fault classification. A 1D-CNN
model is proposed to achieve the classification goal in real-time. Compared with 2D-CNN
and other DL methods, this model has lower computational complexity and is more
efficient for processing long sequences of real-time data. This advantage makes it more
efficient for processing long sequences of real-time data. Moreover, it can automatically
learn relevant features from sequential data, reducing the need for manual feature

engineering.
4.3.1 CNN Model

The proposed 1D-CNN architecture for fault classification is illustrated in Figure 4.2.
This model has seven hidden layers: two 1D convolution layers, two following 1D

maxpooling layers, and one fully connected layer. A maxpooling layer is used after each
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convolution layer. After the flatten layer, a dropout layer is added to prevent overfitting by
randomly dropping out a certain percentage of the neurons in a layer during training. The

detailed parameters of this model are shown in Table 4.1.

1D . 1D >
Input 6 olution Maxpooling L Maxpooling Flatten Dropout FC Soﬁh

Figure 4.2 Structure of the proposed 1D-CNN model

Table 4.1 Parameters of each layer in the 1D-CNN model

Layer Layer Type Kgirzr;el Filters Ogitzpeut
1 1D Convolution + ReLU 3 32 10 x 32
2 Maxpooling1D 2 - 5x 32
3 1D Convolution + ReLU 2 64 4 x 64
4 Maxpooling1D 2 - 2% 64
5 Flatten - - 128
6 Dropout - - 128
7 Fully connected - - 64
8 Softmax - - 12
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4.3.2 Feature Selection and Offline Training

Feature selection: The three-phase voltage and current during the fault have
contribution to the fault type classification based on the admittance differences.

Consequently, the feature vector of the fault type classification is defined in (4.1).
o= Ven Voo 1 188 I ..] (4.1)
where V3, Vg, Vo are RMS values of voltage measurements obtained from i-th
merging unit in phase AN, BN, and CN, respectively. 1", 15", |2 are RMS values of

current measurements obtained from i-th merging unit in phase A, B, and C, respectively.
The RMS values of the measurements were obtained with the following equation (phase
AN is presented as an example).
v (6);1=1,2,3,...,k
ivg‘,; (t)coswt, = ﬁaii cos? et +ﬁa2icos ot sin ot,
S 42)
DV (t)sinat, =28, sinat; cos et ++/2a, D sin® at,
=) =) =)
V3 = ol val
The training data is fed into the 1D-CNN model, and backpropagation is used to adjust
the model's weights iteratively. To prevent overfitting, validation data is employed to
monitor the model's performance during training. Early stopping may be implemented to

halt the training process when validation performance no longer improves, thus avoiding

excessive model complexity.
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4.3.3 Classification Output

Note that at each 1D convolution layer, the ReLU activation function is utilized [80].

f(2) = z', if ' >0 (43
0, otherwise '

where z' is element of the output in the I-th convolutional layer.
After the softmax layer, the output for K classes is calculated as
z=[z,...,2,]" =c(h) (4.4)
where z, is the predicted fault type in the k-th category; o(h) is the softmax function.

The loss function is expressed as

(6) = [Vizi—rL l0g(z!) (45)

ieV k=1

where T}, =1 when k is the correct index of the i-th training sample, otherwise T, =0;

is the parameters that can be learned to minimize the loss function through training set V.
The distribution line faults normally include single-phase, two-phase, three-phase short-

circuit or grounding faults, and downed conductor fault. The fault types (totally 12 types)

and corresponding class index used for fault classification is presented in Table 4.2. For

example, if single phase A to ground fault is identified, the output is z=1.
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Table 4.2 Types of power system faults and corresponding class index

Type of Faults Short Form (class index)
SLG-A (1)
Single line to ground fault SLG-B (2)
SLG-C (3)
DLG-AB (4)
Double line to ground fault DLG-BC (5)
DLG-CA (6)
DLL-AB (7)
Double line to line fault DLL-BC (8)
DLL-CA (9)
Three phase line to line fault TLL-ABC (10)
Three phase line to ground fault TLG-ABC (11)

Single-phase downed conductor fault SDC (12)

4.4 EBFL algorithm

The time domain EBFL algorithm is initiated upon detection of a fault power device
and when the device is a transmission or distribution circuit. In general, the faulted device
may be a set of distribution circuits representing a protection zone. Specifically, Appendix
B represents the dynamic model of faulted lines. Note that our previous work has identified
the fault type and the section of the distribution circuit where the fault is located.
Subsequently the problem of fault locating is formulated as an optimization problem with
an unknown that determines the location of the fault. The solution to this problem provides

the location of the fault. Figure 4.3 illustrates the process.
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Figure 4.3 Fault locating logic

Sample value-based fault locating in the distribution system must consider the typical
conditions in a distribution system. In general, the distribution system is connected to
multiple loads, and devices along its length. Measurements can be distributed along with
the distribution feeder. In addition, measurements can be of different technologies with
widely varying accuracy.

We designate the location of the fault with the variable (. The idea is to formulate the
problem of fault locating as a state estimation problem, which will determine the best

estimate of the fault location (. Considering the system of Figure 3.2, the state of this
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system is defined as the voltages at each node of the system, line inductance current and

the state variables that define the fault location, which is given with:
X=[Viat) Vig() Vic(t) i) i@ LM ... ] (4.6)

Let m, denote the metering device. The set of network buses equipped with MUs is D

. The measurements set z € R® are represented symbolically as follows:

Z= [Vlr,le (t)’ VlrglN (t)’ VlgllN (t)’ |1fT2hA(t), |1n2)lB (t)’ Ilnzhc (t)' ] (4-7)
Given the actual measurements and the device SCAQCF model, the protection zone

measurement model incorporating virtual and pseudo measurements can be derived as:

2(tt,) = h(x(t,t,)) +7 =Y, x(t. 1) + X(t,tm)T';le(t,tm) —B,+7 (4.9)

B, = N_x(t—h)+M,i(t—h)+C,

where z(t,t,) is the measurement vector, Xx(t,t.) is the state vector including the fault
location (, 5 represents the noise of the measurements, Y,, is the linear coefficient
matrix, F, is the nonlinear coefficient matrix, N, and M, are the linear coefficient

matrices of past-history terms, and C, is the constant vector.
A nonlinear weighted least squares state estimator (NWLS-SE) is used to obtain the

best estimates of the fault location. Similarly, the objective function of this problem is:

Minimize J =E(MJ 4.9)
i=1 O

where h; () is the dynamic model of the distribution section, k is the total number of

measurements, n is the length of the state vector, o; is the standard deviations of j-th

measurement, I is the estimate of the fault location.

The pseudo code of DSE is:
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Algorithm 3.1: DSE for Fault Location

Input: SCAQCF object, W, T, z

1 for t=1:T do

2 Initialize x°,r,it__

3 z—2(t,t)

4 while it <it_ do

5 X = X (HTWH)H™W (h(x") - 2)
6 r—W (h(x*!) )
! ifr<e

8 break

9 end

10 it —it+1

1 end

12 Output ((t,t,)

13 end

45 Event Studies

This section presents case studies to evaluate the effectiveness of the proposed
framework. We use the real-world distribution system in Figure 3.3 as the test case system.
The events were simulated in WinIGS. The fault classification is implemented in

TensorFlow. The EBFL algorithm was executed in MATLAB.

45.1 Results of Fault Classification

The number of fault samples is 16100. The dataset is split into the training set and the

validation set with a 70:30 split ratio. Note that the sample rate is 4800 samples per second
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which is commonly used in real-time operation. Classification performance is evaluated

after training the prepared dataset with the 1D-CNN model. The training and validation

accuracy is measured by:

daccuracy

loss

Number of correct samples

Accuracy= 4.10
Total number of samples (4.10)
Training and validation accuracy
1.0 + — P ———
0.8
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Figure 4.4 Performance of the fault classification by 1D-CNN. (a) accuracy of

training and validation. (b) loss of training and validation
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Figure 4.5 Confusion matrix of the proposed CNN

The performance and confusion matrix of the proposed CNN are depicted in Figure 4.4
and Figure 4.5, respectively. Figure 4.4 shows the mislabeled data points of CNN are minor
while obtaining high accuracy and low loss at the end of the iterations. Based on the
confusion matrix in Figure 4.5, 86 samples were misclassified as TLL-ABC (label 10)
when they were actually TLG-ABC (label 11). The model achieved nearly 100% accuracy
for all other fault types.

Three other Al (SVM, LSTM, MLP) models are implemented for comparison. The

performance of different methods is listed in Table 4.3. We can see that the proposed 1D-
CNN based DL method outperforms the other methods with higher accuracy above 97%
with low computation cost. Thus, it can effectively process fault features and learn the
feature boundary of fault classification. Moreover, the proposed DL method can be used

as a fault classification tool for the power system engineer in real-time.
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Table 4.3 Accuracy comparison of fault classification

Method Trainingset  Validation set  Computation
accuracy (%)  accuracy (%) Cost/s
SVM (Support Vector Machine) 68.06 68.27 1.03
LSTM (Long Short-Term Memory) 86.06 85.10 0.32
MLP (Multilayer Perceptron) 90.53 89.49 0.22

1D-CNN (one-dimension

Convolutional Neural Network) 98.21 97.83 0.29

4.5.2 Fault Events Diagnosis

After the offline training of DL model, we validate the effectiveness of the proposed
framework (DSE-based fault detection and DL-based fault classification) on three different
fault events of the real-world distribution system.

1) Event 1: A single-phase A to ground fault (SLG-A)

A single-phase A to ground fault with 0.1 Ohms impedance was simulated at bus BPG-
146. The electric fault started at 0.5s and was cleared at 0.65s from the recording. The
measurements and the results are shown in Figure 4.6. From Figure 4.6, we can see that
the confidence level dropped immediately to zero at 0.5s when the fault occurred. Thus,
the proposed DSE algorithm can detect the internal fault once it happens while generating
a detection signal after 10ms. Note that this delay was caused by the delay time defined by
users. Then, the proposed CNN model fit the sample data and output the classification

result (fault type 1) that was consistent with the true fault type.
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Figure 4.6 Measurements and results of event 1
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2) Event 2: Downed conductor fault (SDC)
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Figure 4.7 Measurements and results of event 2
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A single-phase downed conductor fault was simulated at the same location. Similarly,
this fault started from 0.5s with a duration of 0.15s. Figure 4.7 shows the results of fault
diagnosis. When the fault occurred, it was the disturbance of measurement data that
contributed to the fluctuation of confidence level. Still, the proposed DSE algorithm can
detect the internal fault once it happens while generating a detection signal. In Figure 4.7,
there are two mislabeled samples with predicted type 3 that can be ignored due to bad data
or disturbance. On the other hand, the proposed model obtained the correct fault type 12
for all other samples.

3) Event3: External Fault

In this event, a three-phase line-to-line fault with 0.1 Ohms impedance is simulated out
of the protection zone at BPG-123. Similarly, this fault started from 0.5s with a duration
of 0.15s. Figure 4.8 shows the collected measurements from MUs. Although there were
voltage and current fluctuations in the protection zone, the DSE would identify it as an
external fault without any detection signal. Unlike Event 1 and Event 2, the confidence
level of this event remained 100%. Thus, it indicated that the system was under normal

conditions, and the external fault was ignored without any mis-operation.
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Figure 4.8 Measurements and results of event 3
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4.5.3 Results of Fault Locating

The real-world distribution system in Figure 3.3 (a) is used for testing the proposed
fault location method in time domain. Specifically, we tested four different scenarios with
a fault along the line from BPG-149 to BPG-150 (total length is 2miles) as follows.

« Scenario Al: 0.1 ohms bolted phase A-N fault, 0.8 miles from BPG-149.

» Scenario A2: 10 ohms impedance phase A-N fault, 0.8 miles from BPG-149.
« Scenario A3: 10 ohms impedance phase A-N fault, 1.6 miles from BPG-149.
« Scenario A4: 10 ohms impedance phase A-B fault, 1.6 miles from BPG-149.

Figures 4.9 (a)-4.9 (d) depict the fault location results of the proposed method under
different scenarios. Additionally, the absolute errors between the estimated and actual
value of fault location in these scenarios are shown in Figures 4.10 (a)-4.10 (d). From
Figure 4.9 and Figure 4.10, we can observe that the proposed DSE method converges
within a few steps, and the absolute estimation error is within an acceptable range. Figure
4.9 (b) and Figure 4.10 (b) show that Scenario A2 has the best performance regarding the
absolute error. Even the worst case, Scenario A1, has an absolute estimation error of less
than 1%. Furthermore, it can be inferred that higher fault impedances do not lead to
increased errors. Moreover, the proposed method has proven effective for different fault
types, as observed from Scenario A3 and A4 results. These results indicate that the
proposed approach is appropriate for accurately locating faults in real-time distribution

systems.
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Figure 4.9 Fault location results under various scenarios. (a) Scenario Al; (b)

Scenario A2; (c) Scenario A3; (d) Scenario A4

To investigate the impact of measurement errors on the proposed methodology,
simulated cases have added mean-zero Gaussian noise with 5% and 6% maximum errors

of current and voltage measurements, respectively.
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The accuracy of the fault locating method is represented by absolute percentage error

(APE):

A

APE ==l 100 (4.11)

F

where I and fF represent actual and estimated fault location, respectively.

Table 4.4 presents the results of the fault location analysis under two conditions: with
and without the presence of measurement noise. This table provides a clear comparison of
the fault location performance under both conditions, which shows the proposed method is

robust in the presence of measurement noise. Even in the worst-case scenario Al, the APE
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is only 0.1224%. This indicates that the proposed fault location method has significant

potential for real-world applications in distribution systems.

Table 4.4 Results of fault location with measurement noise

Normal Condition Under Measurement Noise
Scenario | Estimated (miles) | APE(%) | Scenario | Estimated (miles) | APE(%)
Al 0.799523 0.0596 Al 0.799021 0.1224
A2 0.800016 0.0020 A2 0.799938 0.0078
A3 1.599844 0.0098 A3 1.599806 0.0121
Ad 1.599740 0.0163 A4 1.599697 0.0189

4.6 Summary

This chapter proposes a real-time fault diagnosis framework, which is crucial for
maintaining the stability and reliability of ADNs. This data-driven approach analyzes fault
information based on recorded measurements from MUs, making it potential for radial
distribution systems. Extensive simulations verify the accuracy, efficiency, and robustness
of this framework under various fault scenarios, including measurement noise. By focusing
on real-time fault diagnosis, this chapter addresses the immediate response to disturbances
or faults in the system, a critical aspect of any resilient electrical grid. Thus, this chapter is
essential as it sets the stage for understanding how quick response mechanisms and

accurate fault diagnosis contribute to the overall robustness of ADNs.
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CHAPTER 5. ROBUST REINFORCEMENT LEARNING FOR

VOLT-VAR OPTIMIZATION ON DISTRIBUTION SYSTEMS

5.1 Introduction

This chapter introduces a robust deep reinforcement learning (RDRL) framework for
Volt-VAR optimization (VVO) in active distribution systems. Unlike other DRL methods
for VVO, we consider power injection uncertainties from DERs and load, modeled as
adversarial attacks, to ensure safe exploration across action spaces. Section 5.2 covers the
basics of reinforcement learning (RL). Section 5.3 presents the general mathematical model
of the VVO problem with fast timescale and slow timescale voltage regulation equipment.
Section 5.4 outlines the proposed RDRL framework, including RDRL design, uncertainty
set quantification, and the proposed robust DDPG algorithm. Section 5.5 demonstrates the
numerical results of training and online testing. Finally, section 5.6 concludes the proposed

RDRL framework.
5.2 Preliminary

RL is a type of machine learning where agents learn to make decisions to maximize the
cumulative reward with the interaction of the environment. Exploitation of maximum
reward draws a line between reinforcement learning and classical machine learning settings
including supervised and unsupervised learning. Unlike unsupervised learning, RL
assumes supervision, which, similar to labels in data for supervised learning, makes it well-
suited for real-world decision-making tasks in dynamic and uncertain environments.

Mathematically, the decision-making problem is represented as a Markov Decision

Process (MDP), denoted as a tuple (S,.A,T,r,y). Specifically, S is the state space; A is
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the action space, which can be discrete or continuous. T is the transition probability
p(s’|s,a), where s,8'€ S,ae A. r is the reward function and y € (0,1) is the discount
factor. As depicted in Figure 5.1, the environment starts with an initial state s,. At each
time t={0,1.. .}, the agent chooses action a, based on the current state s, and the policy
m(als), and subsequently receives a reward r,. The next state s, is randomly generated
from the transition function p(s’|s,a) =Pr(s,,, =S| s,,&,). In most practical problems, the

interaction process will come to some sort of an end with a finite length T to reset the

environment back to s, to start a new interaction. Such interaction cycle from s, to the

final state is called an episode. Note that the episode length T may vary, but the episodic

property holds if the interaction ends after a set maximum time T__, .

_>

Phalsd) oy gyelne)

S
Policz/ /\ Policy /\4
Ch a,

o I

Figure 5.1 Hlustration of a Markov decision process

In RL, the agent aims to maximize a cumulative reward during one episode. This
cumulative reward, referred to the return, can be expressed as a summation of all received

reward signals as follows:

R:irt (5.1)

t=1



A policy z(a|s):S — A is a map from the state to a distribution on the action space,

which determines the best action to a given state s. The policy can be deterministic or
stochastic, depending on how actions are chosen based on the current state. From the

probabilistic perspective, the trajectory distribution can be expressed as:
7, =11p(s..Is.a)z(a|s,) (5.2)

For given MDP and policy, the discounted expected reward is defined as:
IJ(m)=E, > 7', (5.3)
t=0
The goal of the RL agent is to find an optimal policy 7*, which maximizes the
discounted expected reward:
7" cargmaxJ(7) =E,, ;ytm (5.4)

To estimate the efficacy of an agent using a policy = to visit state s, the value function

is defined as:
V”(S) :E7”|sozszy/trt+l (55)
t=0

Similarly, the Q-function is introduced to provide more information about transition
probabilities (identify what the state may be the environment’s response on certain action

in a given state), which is denoted as:
Q” (Sy a) = Eﬁ‘sozs,ao:azytrt+l (56)
t=0

By recalling interconnection between value function and Q-function, the Bellman

Equation in (5.7) shows a recursive relation to compute Q-value.

Q/z’ (S, a) — r(S, a.) + yEsL]P’(~|s,a),a'~7r(~\s’)Q”(S” a’) (57)
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By substituting the optimal (deterministic) policy 7" =arg max Q" (s,a), we can obtain

the Bellman Optimality Equation:
Q'(5,) = 1(5,2) + 7By MAXQ'(5',2) (5.8)
Based on the Bellman Optimality Equation in (5.8), the optimal Q-function Q" and an

optimal policy 7" can be solved using dynamic programming (DP) or linear programming

(LP) [81].
5.3 VVO in Active Distribution Network

This section introduces the power flow model and problem statement of VO, using
slow time-scale regulation equipment (e.g. regulators and capacitor banks) and fast time-
scale regulation equipment (e.g. inverters). Moreover, we reformulate the optimization

problem for VVVO under uncertainties from load and DERs.
5.3.1 Power Flow Model

We consider an ADN as an undirected graph G = (N, &), which consists of a set of
nodes N:{O,l,...,n} and a set of branches £=(i, j) € N'x N . Node 0 represents the
substation. We use N/, to denote the set of nodes excluding the substation node. Figure
5.2 presents a 5-bus active distribution network. Let s, = p, +iqg, be the complex power

injection on bus 1. Also, let v, denote the voltage magnitude of bus i.
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Figure 5.2 A 5-bus radial active distribution network

The power flow equations are as follows:

p=P°—P"=>|v |V, |[G, cosd; + B, sing,]
i i i i ij 1] | I

i
j=1

n (5.9)
q :QiG _QiL :Zl:|vi ”Vj |[Gij Smeij - Bij Cos‘gij]
j=

where G; /B, represent the real/imaginal parts of the admittance between node i and

node j. &, =6 —0, is the phase angle difference between node i and node j. P®/Q°
are active/reactive power injection from substation or distributed generation (DG) at node
i. P“/Q" are active and reactive power injection from load demand at node i .
The total active and reactive power losses of the system can be calculated by
Poss = 2, G; (W +V2 —2vy, cosé,)

@i,))e€
5.10
Qloss = z _Bij (V|2 +V? - 2Vivj Cos Hlj) ( )

(i,j)e€

5.3.2 VVO Problem Formulation
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Three types of voltage regulation devices are considered: 1) voltage regulator; 2)
capacitor bank; 3) smart inverter. We assume that a voltage regulator is installed at the
substation. Thus, the reference voltage of the network for discrete time step t is expressed
as:

v =1p.u.+u’ - M ™ (5.11)

reg

where u; is the tap position, M™ is the fixed step size.

Similarly, the reactive power output of the capacitor bank at bus i can be computed by
G = U M= (v)° (512)

We assume that smart inverters utilize the reactive power control strategy and that the
active power outputs of DGs are known. Let g'°® be the reactive power of the DGs

regulated by inverters at bus i. Such injected or absorbed reactive power by inverters can

be expressed as the following constraint. For example, if the maximum complex power

s7°° is 1.1 p.u. of the rated active power, the reactive power output should be no larger

than 0.4|p*|.

t

The goal of VVC is to regulate the voltage magnitude to the nominal values or stay
within an acceptable interval while minimizing the network losses. Thus, the VVC problem

can be formulated as an optimization problem with the objective function as follows,
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min f =C Py, +CVZ|:]I(VM >V)+I(v,, < y)}

ieN

s.t. (5.9)-(5.12)
gt =g/ +q > (5.13)

][5 ()
<V, <

i i i
V' <y,

<

where P

loss,t

is the active power loss of the network at time t.]I(.) is the indicator functions
with 1 for true and O otherwise, v;, denotes a tuple of single-phase voltage magnitude
[vft,vft,vft] .C, and C, are the active power loss cost and the voltage violation cost

when the voltage magnitude of any bus falls outside the acceptable range

[v=0.95p.u, v =1.05p.u.], respectively.
5.3.3 Power Injection Uncertainty

VVO computes control settings for a snapshot of the system using forecasted complex
loads and active power generation from PVs. These forecasts have some uncertainty, called
forecast-type uncertainty, which is the difference between actual and forecasted values. It
is essential to note that the VVVO system's performance may worsen if the power injections
deviate from their forecasted values between the control set-points in the field. This
deviation could cause the voltages to operate outside their designated boundaries, leading
to practical problems.

Generally, load demand uncertainty can be modeled using the Gaussian probability

density functions (PDFs) as follows:

(S —m) j| (5.14)

1
f(S o) =——exp| —
( L‘IUL 0 \/E p{ 20_5
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where S, is the complex power of the load demand. o, and z4 are the standard deviation

and mean of the load demand, respectively.
The lognormal probability density is an efficient and precise way to express the

distribution of solar irradiance. The PDF of solar irradiance ¢, with standard deviation of

o, and a mean value of y can be computed by

2 _L _(Iog(¢s)_/us)2
H;,00) = \/E eXp|: 2052 } V¢, >0 (5.15)

The amount of power a PV system generates depends on several factors, including solar

f (4,

irradiance, the location and angle of installation, and the ambient temperature [82].
However, without access to solar farms or small-scale PV plants, obtaining this information
can be challenging. To model the uncertainties, we use historical load and PV output
records datasets to compute the prediction interval for the forecasted complex loads and
active power generation from PVs.

The uncertainty sets of load and PV generation are represented as ¢/, and U, ,
respectively. To handle such uncertainties, the VVVO problem in (5.13) can be rewritten as
the min-max optimization problem given by

min - max J=f(x,u|S,,P)

u S el Py elpy

s.t. h(x)=0 (5.16)
g(x)=>0

where u is the control vector of voltage regulation devices. h(x) and g(x) are equality

and inequality constraints in (5.13).
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5.4 Robust Reinforcement Learning for VVO

This section proposes a robust VVO method where this decision-making problem is
modeled as the adversarial state MDP (ASMDP) to handle uncertainties. Next, we present

the design of RDRL with the proposed robust DDPG algorithm.
5.4.1 RDRL Design

Definition 5.1. An adversarial attack is any perturbation that disrupts the agent's
observation, causing it to take suboptimal actions in a 'phony’ state.

We proposed a robust deep reinforcement learning (RDRL) algorithm for VVC,
accounting for unknown power deviations from IBRs and loads. Like game theory, this
algorithm aims to solve a min-max optimization problem corresponding to the worst-case
design. Specifically, it involves an agent tasked with minimizing an objective function
while simultaneously contending with an adversarial player determined to maximize the
same objective. We model the uncertainties as adversarial attacks on the agent's
observation. As shown in Figure 5.3, the adversary distorts the agent's perception of the

actual states of the environment. Therefore, the agent makes detrimental decisions.
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Figure 5.3 Reinforcement learning with perturbed observation

Definition 5.2. Adversary perturbation set is defined as Z/(s) with bounded perturbations
to restrict the power of an adversary, where Z/(s) is a set of statesand S€ S .

We formulate the VVC as an adversarial state MDP (AS-MDP), which can be

represented as a tuple (S, A,U,r, p,y) . Given the adversarial states s, € Z/(s) and fixed

7, the Bellman equations for an ASMDP is:

V7™ (s)= B s [r(s, a,s)+ N " (s’)]

§7(5,8) = By, s [r(s, a,5)+7E (5.17)

a'~zr(~|sadv')(j” (' a')}

A robust deep reinforcement learning (DRL) algorithm is proposed for VVO,
accounting for uncertainties from PVs and load demands. Like game theory, this algorithm
aims to solve a min-max optimization problem corresponding to the worst-case design.
Specifically, it involves an agent tasked with minimizing an objective function while

simultaneously contending with an adversarial player determined to maximize the same

objective. The specific descriptions of elements for VVO are as follows.
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1)

2)

3)

4)

Environment and Episode: In this article, we use OpenDSS to implement the
environment. The P/Q setpoints of the PVs and load demands are input into
OpenDSS to obtain power loss and node voltages by simulation. Moreover, we
have set the episode to terminate automatically at the end of the training process
when the maximum timestep is reached.

State: the state for the VVO is defined as a vector S={s, |s, =[p,. q,,Tap_,,t[},
where p, ={pl,,plie N} and g ={q,,G |ie N} are the vectors of nodal
active/reactive power injections with forecasted active power injection p; and

reactive power injection @ at time t, Tap_, is the list of status of voltage

regulators and capacitor bank at time t—1. This state vector includes SCADA
measurements that can be readily adopted in practice if the system operator can
access SCADA data in real time and the load condition of different regions in the
distribution feeder.

Action: the action space, including tap position of the voltage regulator, the on/off

status of the capacitor banks, and the reactive power output of inverters, is

eXpressed as A = {a‘t | at = I:utreg ' utcap ) thG :'} . Note that utreg ' utcap ) thG are a”

vectors. It is a hybrid action space referred to a scenario where the agent can take
both continuous and discrete actions. Discrete actions are tap changes of regulators
and switching status of capacitors, while continuous actions are reactive power
output of smart inverters.

Reward: the objective of VVO is to maintain all voltage magnitudes within a safe

operating range while minimizing power loss. The reward function is modified
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from the objective function in (5.13) by adding a penalty of switching cost as

follows.

rt = _Cp I:)Ioss,t _CVZ[H(VM > \7)+H(Vi,t < !)}
e (5.18)
~C, > [Tapi, ~Tap||

where C, is the switching cost of regulators and capacitors. This design enforces

voltage constraints and incentivizes agents to obtain a positive reward. Negative rewards

indicate that actions cause voltage violations or increased power loss.
5.4.2 Conformal Prediction for Uncertainty Quantification

Quantifying uncertainty is crucial in statistics and machine learning, usually done by
creating prediction intervals. Traditional prediction models provide a single-point estimate,
but newer regression methods such as random forest [83], deep neural network (DNN)
[84], and ensemble method [85] have been successful in computing prediction intervals
(PI). However, computing prediction intervals for dynamic time series data, such as PV
generation and load, can be challenging due to their non-stationary nature and high
stochasticity with spatial-temporal correlations across different regions [86]. To address
this challenge, conformal prediction (CP) provides a measure of confidence or uncertainty
associated with the estimate. This measure of confidence is used to handle uncertainty in

the subsequent section.

Given an unknown model f :R% — R, where d is the dimension of input vector, we

observe that Y, = f (X,)+¢,t=12,..., where & are identically distributed according to a

common cumulative distribution function (CDF). X, ={y,}, is the history of Y, with M
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sample points. The goal is to construct a sequence of PI C{; given a significance « , such

that the ground-truth values of the entire time-series trajectory are contained within the
intervals.
P(Y,eCf)zl-a (5.19)
The PI at time t can be expressed as follows:
ce, = . (x)+(@—a) quantile of {ét}:_l (5.20)
where f_i denotes the i -th “leave-one-out” (LOO) estimator of model f , whose
training data excludes the i-th datapoint (X, y;). Thus, the prediction residual is calculated
by
& ::‘yi - ffi (xi)‘ (5.21)
In this article, Sequential Distribution-free Ensemble Batch Prediction Intervals

(EnbPl) [87] is implemented to construct the Pls of PV generation and load of the form

[ 950 90 |-he{L...,H}, where H is the prediction horizon. Note that such algorithm

requires no data-splitting and efficiently constructs ffi to avoid model overfitting. The

flowchart of the CP process is shown in Figure 5.4. The inputs are observations of
individual time-steps within the time-series. The Pls of historical PV generation and load

time-series are obtained automatically by EnbPI algorithm.
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Figure 5.4 Conformal prediction for time-series paradigm

5.4.3 Robust DDPG Algorithm

Unlike other approaches that use only one predicted value for the PV generation and

load, we consider the prediction interval part of the adversarial states s, for training to

manage the uncertainty. The modified robust DDPG, depicted in Figure 5.5, is a DRL
algorithm that can handle hybrid action spaces and facilitate learning.

1) Actor-Critic Network

DDPG is a model-free off-policy algorithm [91] employed to approximate the policy
gradient in our learning process. This algorithm adopts the Actor-Critic framework where
the 'Actor' learns to has a deterministic policy function (S) to determine the best action
based on a given state, while the 'Critic' evaluates the optimal action-value function

Q(s,a) using the Bellman equation. Both the actor and critic are fitted by two deep neural

networks (DNNs), referred to as online networks with parameter 8 and « . Another two
DNNs are established in the training with a copy: actor target network with parameter 6’

critic target network with parameter o'.

69



Environment

Historical data

Conformal Prediction

—_—————— o ——— — — —

| Actor : | Critic :

| |

: Optimizer : : Optimizer :

lUpdate & Policy 4 : | Updatey & QValue :

: y Gradient «Gradient! Y GradlentI
+ ] Online Actor Network [ =.: Online Critic Network |

| Soft | #(s10)] v, 4 Soft |

: v Update : : t vy Update :
2 || Target Actor Network H P Target Critic Network |
o N I B A CPY ) E— A |

’ r
{si.a. stk

Sampling

Replay Buffer Mini Batch

Figure 5.5 Structure of the proposed DDPG algorithm

The proposed approach is to incorporate the uncertainty associated with photovoltaic
(PV) generation and load into the state variable for VVO in active distribution systems.
Instead of attempting to calculate the worst-case outcome that could potentially disrupt the
agent's performance due to this uncertainty, we adjust the state variable to account for it
and use it as input for a DNN to learn the optimal policy. Additionally, we can achieve
robust online VVVO by utilizing real-time data. The description of the adversarial state is as

follows:

Sav {8 Y Y [5€Siyh Y €U} (5.22)
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where y*-, y" denote the upper bound and lower bound of the uncertainty set Z/ (obtained

by conformal prediction).

The loss function of the Critic network is expressed by
2
L=E| (s l)-1.) | (529
where,

Y. =r+7Q (sadv,t+11 H(Saqy 1) | a)) (5.24)

The online Actor network is updated using the chain rule in (9) with its loss gradient

stated as:

v,

Q

E(VeQ(Sadv’ alw) |sadv:s;,a:ﬂ(s{\e>)

(5.25)
E(VHQ(Sadv ,a| ) |sadv:s{,a:,u(s{) Vo tt(Syy | 9))

2) Replay Buffer
The proposed algorithm adopts a replay buffer to efficiently avoid sample correlation
and make use of hardware optimizations. The replay buffer is a finite-sized cache in the

form of a tuple {s;,a,r,,s,,}- When the replay buffer reached its maximum capacity, the

oldest samples were discarded. After that, the agent chooses B tuples in the buffer to make
up a mini-batch. The optimal buffer size is dependent on the nature of the problem being
addressed. Inadequate data quantities may result in overfitting, while excessive data
amounts may impede learning. To prevent algorithm divergence, the training data must be
independently distributed. At each stage, the DNNs are updated through random sampling.
This involves selecting a subset of minibatch from the buffer to reduce sample correlations,
which enhances the model's accuracy and reliability.

3) Offline Training and Online Testing
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In the training process, the Actor network can calculate u(s;) that is an input to the
Critic network with the mini-batch {s/,a,r,,s;,,}. The policy gradient can be approximated

using the action's and parameter's gradients as follows:

1
V,d = WZVUQ(S’ a| o) ls-sr ace, sy VoG (S| 6°) |y (5.26)

ieB
To improve the performance of the policy, the parameters of the Actor network are

updated by gradient ascent with a small learning rate Ir,.

0« 0+IrV,J (5.27)

Finally, the target networks are updated by

0 «—10+@01-1)0
@ — 1w+ (1-7)0

(5.28)
where 7 is the soft-update rate.

The pseudocode, as shown in Algorithm 5.1, summarizes the offline training process
of the proposed algorithm. In our VVVO framework, the training process for the RL agent
can be summarized as "centralized learning, decentralized execution,” where each control
device receives the control action from the central coordinator. Different metrics, such as
average reward and actor-critic losses, are monitored throughout the training to track the
agent's learning progress. Once the training is complete, the trained robust DDPG model is
deployed for online testing. During online testing, the agent's performance is evaluated by
observing cumulative rewards and success rate metrics. We can improve the agent's

performance iteratively by continuously monitoring and gathering feedback. This can be

achieved through fine-tuning the existing model or collecting more data for retraining.

Algorithm 5.1: Robust DDPG Training Process for VVO
Input: Historical dataset 27, active distribution system model, the state/action
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space, and the uncertainty set £/ of the node power injection (load and PV output)
Output: Actor network with parameters 6

1

© 00 N O O &~ WO DN
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19

Randomly initialize critic network Q_(s,a|®), target critic network Q' ,
actor network 1, (s), target actor network s (s), reply buffer B, with batch
size of B, and soft-update rate ¢
fort=1:N,, do
Reset the environment and observe the state s,
while not terminal or not max time steps per episode reached do
S <—S,q,» Where s_,, is defined in (14) based on the uncertainty set &/
a < 4y (s))
Execute action a,, obtain receive reward I, and next state s/,
if the replay buffer is not full (t < B) then
Store the new (s/,a,,1,,S;.;)
else
Push the new (s/,a,,r,,s;,,) into the buffer and pop out the oldest one
Randomly choose M tuples from B, to form a mini-batch
Calculate y, according to (5.24) and update the loss in (5.23)
Update the parameters of network Q,(s,a| )
Calculate the sampled policy gradient using (18)
Update the parameters of network z,(s): @ <~ 6+Ir,V,J
Update the target networks by (5.28)
end while
end for

For online application, the agent observes the current state, selects the optimal actions
using the learned policy (the best state-action pairs 7(s,a)) as the Actor network 4,.(S),

and executes these actions in the environment to provide a solution for online system VVO

control.

5.5 Numerical Results

Numerical studies are conducted on IEEE 13-bus, 123-bus, and 8500-node test feeders

[88]. We have modified these three test feeders with smart inverters as active distribution

73



systems. We then compared our proposed robust VVVO method based on DRL with some
popular benchmark algorithms to validate its effectiveness. The simulations are performed
in OpenDSS under Python 3.11.5. The DRL training process is implemented using
PyTorch. Experiments are run on a MacBook Pro with 16GB memory and 8-core CPU and

14-core GPU.
5.5.1 Test Feeder and Data Acquisition

Three PV units with smart inverters have been added to the IEEE 13-bus feeder at bus
numbers 634, 680, and 684, as shown in Figure 5.6 (a). The three separate voltage regulator
controllers have been merged into a single unit that adjusts the tap positions. The LTCs
have 33 tap positions with turns ratios ranging from 0.9 to 1.1. To accommodate the actual
operation of the distribution feeder, smart inverters and regulators can be controlled using
a single-phase method. Meanwhile, the control capacitors are operated in a three-phase
configuration. These capacitors have two statuses, "on" and "off," with capacity values of
100 kVar and 150 kVar. In Figure 5.6 (b), 8 PV units with smart inverters have been added
to the 123-bus system at bus {32, 41, 50, 57, 71, 83, 88, 110}. In addition, 20 PVs have
been added to the 8500-node system shown in Figure 7. The installed capacity of all these
PV units is set to 500kW and their rated complex power is 550kVVA. Note that the optimal
allocation of these PVs is not the focus of this paper. Table 5.1 shows the summary of three

test feeders. In the 123-bus test feeder, regulator 4 has been updated to a gang-controlled
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Figure 5.6 Modified test feeder with PVs: (a) IEEE 13 bus, (b) IEEE 123-bus

Table 5.1 Summary of test feeders

13-bus 123-bus 8500-node
# of loads 9 85 1177
# of regulators 1 5 12
# of capacitors 2 4 10
# of smart inverters 3 8 20
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Figure 5.7 Diagram of IEEE 8500-node system

version with a resistance of 0.6 and a reactance of 1.3. Meanwhile, the 8500-node test
feeder has no regulator or capacitor control changes. Although capacitor 3 is assumed to
be open, the RL algorithm can still manage it. It's important to note that the 8500-node test
feeder is designed for balanced scenarios, while the other two are simulated to represent
unbalanced distribution systems.

An operational dataset, which includes PV generation, load data, regulator tap and
capacitor status, voltage profile, and SCADA information, is generated to train offline RL
algorithms for mimicking real-world VVVO. The PV generation datasets are collected at the
inverter level, with each inverter having multiple lines of solar panels attached. Sensor data
is gathered at a plant level, with a single array of sensors optimally placed [89]. The load

data (kW and kVAr) for each load at each test feeder is calculated by multiplying the
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original single snapshot load of the test feeders with a normalized load time series. The
load time series was obtained from the London smart meter dataset [90], which includes
half-hourly smart meter kWh data for over 5,000 customers from 2011-2014. To ensure
synchronization of the PV and load data, we have carefully selected 27,649 half-hourly
timestamps for the operational dataset. The OpenDSS static power flow program solves
the LTC tap, capacitor status, voltage, and SCADA data. The control logic for LTC and
capacitors was discussed in the problem statement. Since the interval is relatively long (30
minutes), each timestamp is treated as an independent power flow analysis. This is
achieved by setting the control mode of OpenDSS to STATIC. We split the dataset into a

7:3 ratio, with 70% (19,354 samples) used for offline training and 30% (8,295 samples)

used for online testing. Note that the active power loss cost C,, voltage violation C,, and

switching cost C, are set as 20.0 $/MWh, 0.1 $/switching, and 1.0 $/p.u., respectively.

These values can be selected based on the application's specific requirements in practical

scenarios.

5.5.2 Power Injection Uncertainty Quantification

77



— Actual
600 - —— Forcasted
Uncertainty Interval

400 A

200 -

PV Power Generation (kW)

Figure 5.8 Power generation uncertainty interval of a PV unit over two consecutive

days

4000 — Actual
-~ Forcasted
Uncertainty Interval
2
o
©
o
—
Q Q \\] Q Q \\] Q \\] Q
6()0"0 6069 6‘\'41‘9 b'\,%"g 1()0"0 1(}69 ,\'\,T'G 1\"59 %00._0
% Y O\ N A e N BeY A
Q0T Q0T QO QT QT QT Q0T Q0T P

Figure 5.9 The uncertainty interval of total load over two consecutive days
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Figure 5.8 displays the forecasted generation output and power generation uncertainty
interval of a PV unit for two consecutive days. PV generation follows a predictable daily
pattern driven by the sun's position. It ramps up after sunrise, peaks around midday, like
11 AM to 2 PM, and decreases as the sun sets. Weather and seasonal changes influence
this pattern but remain consistent with the natural solar cycle. On the other hand, the
forecasted value and the uncertainty interval of the total load for two consecutive days are
shown in Figure 5.9. Human activities largely influence load demand and follow a different
pattern. The demand typically rises in the early morning and stabilizes during the morning
and early afternoon. The highest demand occurs in the early evening (6 PM to 9 PM) when
people return home, use lights, cook, and engage in other activities that consume electricity.
After this peak, demand decreases as people go to bed, reaching its lowest levels late at
night and in the early morning hours. This daily cycle of load demand reflects typical
residential and commercial usage patterns, creating a challenge when it does not align with
the solar generation peak.

From Figure 5.8 and Figure 5.9, we can see that the EnbPI algorithm effectively
captures the variability and potential forecast errors in load demand and PV generation.
Based on conformal prediction, this algorithm substantially enhances the quantification of
PV generation and load uncertainty in response to abrupt disturbances or environmental
variations. By defining these uncertainty sets, we can improve the robustness of the RL-
based VVO method. This method can utilize uncertainty information to make more
informed and resilient decisions, ensuring optimal voltage control despite uncertainties.

The quantified uncertainty sets provide a buffer that allows the RL agents to adjust its
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strategies dynamically, thereby improving the overall reliability and performance of the

voltage management.
5.5.3 Algorithm Setup

This subsection provides the hyperparameter setup for the proposed algorithm and three
benchmarks. The first benchmark is deep Q-learning network (DQN) [65] using a
combined discrete action space, partitioning the continuous control space into 100 linearly
distributed discrete control options. The second benchmark is Soft Actor-Critic (SAC) [92],
a neural network structure decoupled from devices, scaling linearly with the number of
devices rather than exponentially. The third benchmark is DDPG [93] adopting a hybrid
action space. It involves utilizing sigmoid activation for discrete actions and tanh activation
for continuous actions after the fully connected layer. The hyperparameters are listed in
Table 5.2. In Table 5.2, the first section displays the parameters that are shared by all
algorithms. Note that when selecting hyperparameters based on the feeder, the parameter
will be denoted in curly brackets to indicate the values tailored for the 13-bus, 123-bus,
and 8500-node distribution systems, respectively.

This study assumes we have one thousand hours of operational data from the historical
dataset before the agent starts interacting with the system. The historical dataset, as
described in Section A, contains information on load/DG, voltage, network loss, and
corresponding tap positions. This dataset was created to simulate the database of a standard
electric utility company. As a result, we can pre-train specific components of the RL-VVC
framework, which provides a slightly better initial policy [94]. To facilitate a more
thorough demonstration and comparison, we pre-train the proposed and benchmark

algorithms using this historical data. Moreover, we assume that the AMI and SCADA data
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are available for the offline training process, allowing us to use the actual value of load
demand and DERs to train the RL agent. However, during the online testing process, due
to limited AMI data availability, we utilize forecasted values of load and DER to assess

operational conditions under uncertainty and evaluate the performance of the proposed

robust DDPG algorithm.

Table 5.2 Algorithm hyperparameters

Replay buffer size 3000
Discount factor » {0.95,0.95,0.99}
All Optimizer Adam
Pre-train steps 500
Reward Scale 5
Hidden layer sizes {(30,40,80), (40,60,80), (120,120)}
Hidden activation tanh-tanh-tanh
Learning rate 0.0005
DON Copy steps ¢ 30
Epsilon length 500
Epsilon max 1.0
Epsilon min 0.02
Hidden layer sizes {(30,40,80), (40,60,80), (120,120)}
Hidden activation (actor-critic) tanh-relu-relu
Learning rate (actor-critic) 0.0005
SAC Temperature parameter « 0.2
Smoothing coefficient p 0.99
Batch size 64
Hidden layer sizes {(30,40,80), (40,60,80), (120,120)}
Hidden activation (actor-critic) relu-relu-relu
Learning rate (actor-critic) 0.001
DDPG Soft update rate - 0.005
Noise {0.07, 0.05, 0.1}
Batch size 64
Hidden layer sizes {(30,40,80), (40,60,80), (120,120)}
Hidden activation (actor-critic) relu-relu-relu
Learning rate (actor-critic) 0.001
E(E)b;ét Soft update rate - 0.005
Confidence level of uncertainty sets  0.95
Noise {0.07, 0.05, 0.1}
Batch size 64
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5.5.4 VVO Performance

To demonstrate the effectiveness of the proposed RDRL method by comparing it with
other benchmark algorithms and a mixed-integer conic programming (MICP) based VVVO
method using the DistFlow equation [95] under uncertainties. Specifically, we evaluate the
performance using the power loss index and voltage violation ratio (VVR).

VVR: VVR is defined as the fraction of the total node voltage violation across all the

testing runs. Mathematically it’s defined as:

Z.Nmt n ((0)
VWR=4i21 77 (5.29)
N, . *nPh

test

where N, is the total number of testing runs, nVV, () is denotes the number of phase

test

voltage violation in i™ run, and nPh is the total number of phases in the system.

1) IEEE 13-bus test feeder

Figure 5.10 plots the reward step value during offline training and a plot for maximum
voltage magnitude deviation to evaluate the system-wide voltage magnitude flatness. The
solid curve represents the average value on independent runs, with shaded regions

indicating the corresponding error bounds.
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Figure 5.10 Offline training reward and voltage violation of 13-bus feeder

The reward curve in Figure 5.10 indicates that all the model-free DRL-based algorithms
can approach a near-zero negative value after 15,000 training samples. DQN shows slight
fluctuation, and SAC's exploration is extensive, although it exhibits minor convergence in
reward toward the end of training. The proposed robust DDPG demonstrates the lowest
reward, potentially compromising power loss to ensure the safety region of the voltage
profile. Analyzing the voltage violation curve, we find that SAC tends to outperform
DDPG and DQN in terms of both convergence speed and accuracy. The proposed robust
DDPG falls between DDPG and SAC, quickly registering the maximum voltage violation

within an acceptable threshold.
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Figure 5.11 Voltage profile of 13-bus feeder in online testing

Table 5.3 Voltage profile comparison of 13-bus system in online application

Voltage mag. profile (p.u.)

Algorithm
Min. Max. Avg.

MICP 0.9683 1.0283 1.0016
DQN 0.9329 1.0708 1.0053
SAC 0.8908 1.0450 0.9923
DDPG 0.9375 1.0621 1.0068
Robust

DDPG 0.9558 1.0484 1.0082

In the context of online testing, Figure 5.11 displays the voltage profiles of the 13-bus
feeder, while Table 5.3 and Table 5.4 provide statistical illustrations of the voltage
magnitude profiles and performance comparisons. Additionally, Figure 5.12 showcases the
control actions of VVVO equipment executed by the proposed RL agent over a day. Note
that smart inverters have a single-phase control configuration. However, for simplicity, we

only present the balanced Q injection.
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Table 5.4 Performance comparison of 13-bus system in online application

Q (kVar)

. Power loss (MW) VVR
Algorithm
Mean Std. %
MICP 3.60e-2 - 0
DQON 3.50e-2 2.66e-2 2.5
SAC 3.81e-2 2.85e-2 4.37
DDPG 3.80e-2 2.74e-2 2.29
Robust
DDPG 4.11e-2 2.74e-2 0
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Figure 5.12 Control actions executed by the proposed RL agent over one day

Based on Figure 5.11 and Table 5.3, the proposed robust DDPG algorithm ensures that
the voltage profile remains within an acceptable range with minimum and maximum values
of 0.9558 and 1.0484 p.u. This outperforms other RL algorithms in terms of safety. Despite
exhibiting the highest mean power loss in online testing, the algorithm achieves a zero
VVR, indicating its effectiveness in managing uncertainties arising from DERs and load

demand. The optimization-based approach using an approximate ADN model also
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demonstrates excellent performance in this small-scale feeder with zero VVR and low
power loss.

We have selected a specific day to demonstrate the control actions of the robust DDPG
agent, encompassing the tap position of LTC, the on/off status of capacitors, and the Q
injection of intelligent inverters. According to Figure 5.12, after 6 am, the voltage regulator
becomes active to set points, restoring voltage levels to normal operating conditions using
smart inverter controls as the PV output increases. By 10 am, with a significant rise in load,
the first capacitor is activated to inject reactive power and prevent over-voltage. From 6
pm to 10 pm, both capacitor 1 and capacitor 2 are engaged to support reactive power needs
as the load demand continues to increase. During this period, the voltage regulator is not
active. After 10 pm, as the load demand decreases, smart inverters control reactive power
to prevent over-voltage conditions, while the capacitors and voltage regulator are not
actively controlled.

2) Large test feeder: IEEE 123-bus and 8500-node

Figure 5.13 and Figure 5.14 illustrate the reward step value and the maximum voltage
violation observed during the training phase for the 123-bus system and 8500-node system,
respectively. A comprehensive performance comparison during online testing is delineated
in Table 5.5. Upon application to larger test feeders, all DRL-based methodologies exhibit
lower power losses than MICP. Among these, the proposed robust DDPG notably
outperforms DQN, SAC, and traditional DDPG models without any voltage violations.
Even though it might lead to a suboptimal solution with increased power loss, it still meets

the safety criteria for voltage control. Such outcomes underscore the efficacy of the
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Figure 5.13 Offline training reward and voltage violation of 123-bus feeder
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Figure 5.14 Offline training reward and voltage violation of 8500-node feeder
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Table 5.5 Performance comparison of larger test feeder in online application

Test . Power loss (MW)
System Algorithm Mean Std. %
MICP 1.46e-1 - 0
DON 1.24e-1 9.01e-2 10.45
123-bus SAC 1.26e-1 8.86e-2 6.57
DDPG 1.28e-1 9.86e-2 7.61
Robust
DDPG 1.33e-1 7.53e-2 0
MICP 4.51e-1 - 0
DON 2.27e-1 2.93e-1 8.39
SAC 2.30e-1 2.97e-1 8.61
8500-node i 35e-1 2.32%-1 6.29
Robust
DDPG 3.92e-1 2.12e-1 0

proposed approach in enhancing the safety controls of RL agents, offering resilience
against uncertainties prevalent in the operational environment.

Traditional optimization-based VVO methods may compromise their performance for
large distribution systems due to inaccuracies in modeling without an accurate network
model. In contrast, mode-free DRL-based algorithms show more significant potential and
are worth considering regardless of complex network topology. The technology for
quantifying uncertainties in the proposed method enhances VVVO performance in online
applications. The robust DDPG algorithm balances exploring the safety region and

optimizing the objective function. It's worth noting that while DQN demonstrates excellent

offline training, SAC and DDPG are more advantageous for the hybrid action space.

88



5.5.5 Computation cost

In the online testing, the average executive time of MICP is around 3.7 and 52.2
seconds for the 13-bus and 123-bus systems and more than a half-an-hour for the 8500-
node system. However, DQN, SAC, DDPG, and robust DDPG models only take a few
milliseconds, as shown in Table 5.6, which promises to meet the real-time implementation
requirement in power systems. The proposed algorithm demonstrates high computational
efficiency in unbalanced and balanced distribution systems. Moreover, the proposed RDRL
method performs well when dealing with a hybrid action space in three-phase distribution

systems.

Table 5.6 Computation cost of online application

Average execution time (milliseconds/sample)

Algorithm —— —rm 123-bus 8500-node
DON 223 13.61 63.66
SAC 3.39 15.06 68.37
DDPG 263 13.80 66.92
Robust

vicind 2.94 14.34 66.02

5.6 Summary

This chapter proposes a novel RDRL framework for VVO in active distribution
systems to enable autonomous operation without the knowledge of accurate model
parameters. To address the uncertainties in power injections from DERs and load, we
formulate the VVO problem as an ASMDP, treating uncertainties as an adversarial attack
on the agent's observation. Then, we propose a robust DDPG algorithm that addresses
adversarial states by incorporating uncertainty quantification through conformal

prediction. Numerical studies on ADNs represented by the modified 13-bus, 123-bus and
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8500-node test feeders indicate that the proposed robust DDPG outperforms the traditional
optimization-based and DRL-based benchmark methods in the online application.
Particularly in larger-scale ADNSs, this algorithm can ensure safe voltage control with
exceptional efficiency and robustness under uncertainties. Applying the proposed RDRL
framework with the robust DDPG algorithm to online VVVO for unbalanced ADNs shows
excellent promise. Note that the dataset's quality would influence the performance of RL
agents during the training. For future work, we plan to create two separate datasets for

training and online testing.
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CHAPTER 6. ROBUST OPTIMIZATION BASED LOAD

MANAGEMENT UNDER CYBERATTACKS

6.1 Introduction

This chapter presents a consumer-level load management system under false data
injection (FDI) attack on price of electricity, which is known as real-time pricing integrity
attack. Section 6.2 demonstrates the mathematical model of dynamic load demand based
on real-time pricing policy. Section 6.3 investigates the impact of such attack of the price-
responsive demand and quantifies the economic loss of error of total demand. Moreover, a
robust optimization method is proposed to handle the real-time pricing attack as uncertainty
to obtain the optimal energy consumption plan based on the preference of consumers. Case
study is conducted to verify the effectiveness of the proposed method in Section 6.4, where
a comparison with a deterministic method is provided. Section 6.5 concludes the proposed

robust load demand system considering cybersecurity.
6.2 Dynamic Load Demand Modeling

With the improvement of smart sensing, communication and control technologies,
consumer-level appliances are becoming more intelligent with load management and
communication capabilities. As a result, future consumers will engage in managing energy
consumption, production, storage with interactive behaviors. Large commercial, industrial,
and residential consumers will be able to participate directly in the Transactive Energy
Market (TEM) [96]. Therefore, advanced load management system which will use real-
time electricity price, consumer preferences to schedule different devices and real-time

generation is expected to maximize the benefit of using electricity.
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On the customer side, they receive the information of electricity price which is set by

the aggregator as a step function based on the total demand D(t) [97]. Real-word

electricity pricing policy is modeled as:

A if 0<D(t)<d,
) = ﬂ:n |:f d, < th) <d, 6.1)
A ifd, <D(t)

Generally, the aggregator will increase the price of electricity as demand increases
during the time slot. Otherwise, they will decrease. However, a few deterministic
mathematical models exist to describe the dynamic relationship between demand and price
since the aggregator and the adopted marketing policy govern the electricity price. The
real-time price of the electricity will be sent to all the active consumers in contract with the
aggregator through the communication channel. Then, based on the current electricity
price, the consumers may change a portion of demand to obtain a more economical
consumption behavior. Therefore, the transactive energy market's demand profile becomes
more complicated and unpredictable. For simplicity, the total demand can be modeled with
the following:

D(t) = F(t)+S(A(1)) (6.2)
where, F(t) is the baseline load demand that is independent of the real-time price. For
instance, for a household, the baseline demand can be the minimum necessary power usage

as cooking, illumination, and refrigerators. A(t) denotes the controllable load also referred
as the price-responsive demand. This demand is a decreasing function of A(t) . Obviously,

if the real-time price is neglectable, D(t) = F(t).
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ISO utilizes historical total demand data as valuable input for advanced Machine
Learning algorithms to make accurate predictions regarding future energy consumption
patterns. However, with the increasing application of intelligent meters and home-side loT
systems, observing human-induced responses towards real-time price is crucial. We
assume that the fixed demand is known at the interval by prediction. The price-responsive
demand has been represented by the constant elasticity of own-price (CEO) model [98].

The CEO model is expressed as:

S(A(1) = B Alt) (6.3)

where, £ and e are positive and negative constants, respectively. e is within (-1,0).

6.3 Robust Load Management System
6.3.1 Impact Analysis of Cyberattacks

The attack model is designed as the data integrity attack towards the real-time
electricity price, which is presented in Figure 6.1. Attacks are implemented over the
communication channel to manipulate the real-time electricity price at any given time. By
alternating electricity price signal from the aggregator to the consumer, the adversary may
impact the energy consumption of active consumers resulting in a change in total demand.
Without knowing the risk of being attacked, those active consumers may make incorrect
decisions that may lead to economic loss. For example, the adversary modifies the price to
a low value when the price is high. As a result, the active consumers would increase their
power consumption, which exceeds the expected demand by the power supplier. To be
worse, it may degrade the operating condition like instability of price-responsive demand

and voltage violations leading to cascading failures and outages.
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Figure 6.1 Real-time pricing attack scheme

Let D(t) denotes the demand based on the manipulated price A(t) , then it is

represented as:
D(t) = F(®) +£(AM) = F () + B At)° (6.4)
The error of demand is characterized as e, (t) thatis e, (t) = D(t) - D(t) given by
&p(t) = 8- (A1) —A(t)") (6.5)
Therefore, the economic loss for consumer can be computed by

(= [es (At (6.6)
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6.3.2 Consumer-oriented Load Management Model

At the consumer level, a preference variable B is conducted to describe the benefit of
power consumption, which is set artificially. For example, industrial consumers who are
more profitable have higher value of B. On the other hand, the preference variable for
residential consumption is lower. But it may be different for different time even for the
same consumer. Consider the active consumers aim to maximize the benefit of power
consumption by dispatching the controllable load over time-period T . The normal

deterministic linear problem is formulated below.
T
max Y (B-A4)(F, +u,)
t=1

subject to
Dt = Ft +U,
u"<D, <U" (6.7)
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where, 4, is real-time electricity price at time t, D, is the total demand at time t, F, is the
fixed demand which is assumed to be known at time t, u, is the controllable demand at

timet, U" and U" are minimum and maximum level of hourly demand. U® and U are

minimum and maximum total energy consumption, respectively.
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6.3.3 Robust Optimization Method

Under data integrity attack, the real-time price is manipulated as i which can be
considered as uncertain parameters. It’s assumed that every ﬂl takes value in the interval
[4,4 +d,], where d, denotes the deviation from the correct price. In addition, an integer
control parameter " €[0,|J,|] is defined, where J, ={t|d, >0}. If T =0, the impact of
the cost deviations in the objective function is disregarded. If ' = |JO|, all cost deviations

are considered, corresponding to the worst-case scenario.

The objective function of the robust optimization problem can be stated as:
T . T
max Y B(F +u)-min> A (F +u,) (6.8)
t=1 t=1
The above min-max structure can be reformulated equivalently as the inner problem:

mini(ﬂt —24)x(F, +u,)

suject to
z<1 (6.9)

izgl"
t=1

z>0
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Finally, this problem can be reformulated into the consumer-oriented robust

optimization problem as:

T T
min -> (B=A)(F, +u)+2[+)_q,
t=1 t=1
suject to
D, =F +uy,
U"<D, <U"

d
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Dt
(6.10)
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where, z and ¢, are dual variables of the constraints related to the deviation of cost
coefficients and level of robustness, Yy, is an auxiliary variable corresponding to linear
expressions [99].

6.4 Case Study

According to Georgia electricity market price, the time-varying price model for case

study is shown in Figure 6.2, where B =0.057$/kWh , P, =0.094$/kWh and

P, =0.097$/kWh.
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Figure 6.2 Electricity price based on different levels of demand

Figure 6.3 represents price-responsive demand with three different ¢ . From the figure,

we can see that if ¢ increases, the demand decreases.
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Figure 6.3 Price-responsive demand based on real-time price

The time window of case study is 24 h. Moreover, other parameters are shown in Table

4.1. The described problem is solved with a code developed in MATLAB.
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Table 6.1 Parameters of benefit and constraints

B 0.2 $/kWh u* 8 MWh
24 U 16.5 MWh
. Electricity Fixed h —-h
Time | e (skwh) | demand gowy | & (V) | 0" (W)

0 0.094 50 650 1000
1 0.057 50 0 650
2 0.057 75 0 650
3 0.057 100 0 650
4 0.057 125 0 650
5 0.057 100 0 650
6 0.057 350 0 650
7 0.094 250 650 1000
8 0.094 350 650 1000
9 0.094 350 650 1000
10 0.094 450 650 1000
11 0.094 300 650 1000
12 0.094 250 650 1000
13 0.094 400 650 1000
14 0.097 400 1000 3000
15 0.097 300 1000 3000
16 0.097 400 1000 3000
17 0.097 350 1000 3000
18 0.097 350 1000 3000
19 0.097 400 1000 3000
20 0.094 300 650 1000
21 0.094 150 650 1000
22 0.094 100 650 1000
23 0.094 50 650 1000

6.4.1 Impact of Real-time pricing attack

Cyberattack scenario: For t in [8,12], the price is manipulated as 0.057$/kWh instead
of 0.094%/kWh by the attacker. Without noticing the real-time price being attacked, the
consumers maintain their demand based on the incorrect price signal. In this case, they
would keep high demand since they receive lower price than the correct one, resulting in
paying more money when they receive the bill. After t=12, they receive the correct price

and take the appropriate action. The attacked price compared with the correct are depicted
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in Figure 6.4 (a), where ¢ is -0.4. The error of the total demand caused by the attack is

shown in Figure 6.4 (b).
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Figure 6.4 (a) Correct electricity price and attacked price, (b) Error in demand

under attack.

As the consumer maintain high demand for t in [8,12], the economic loss of the
customer is £ =148.52% in this case. Imagine that there are 2,000 units of active consumers
in one area, the daily loss can be 297,040$. Such enormous loss increases the concern
towards the detection and mitigation of the real-time pricing attack. Hence, a robust and

secure load management model is highly required.
6.4.2 Performance of Optimization

The simulation results of deterministic optimization and robust optimization are shown
in Figure 6.5 and Figure 6.6, respectively. In Figure 6.5, load demand of deterministic

optimization method without attack during 24h period is obtained, which is compared with
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the condition under attack. It’s obvious that consumers would like to use more electricity
when the price is hacked (t in [8,11]), which may lead to economic loss. The result of the
proposed robust optimization method in Figure 6.6 shows the optimal decision of demand
management in each time-period without the detailed information of the attack signal.
From Figure 6.5 and Figure 6.6, we can see that the robust optimization will have the same
small amount of consumption when the price is high in the afternoon, while deterministic
method obtains zero-energy planning at that period. Moreover, the demand bar graph in
Figure 6.6 is flatter than that in Figure 6.5 under real-time pricing attack during [8h,11h],

contributing to a more stable, reliable, and economical grid operation.
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[ |Fixed load without attack

- Controllable load without attack
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Figure 6.5 Load demand of deterministic optimization method without/under attack

The deterministic method assumes no uncertainty in the electricity price as well as the

robust budget is zero. Table 6.2 compares the maximum profit under attack using
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deterministic and robust optimization methods. When the robust budget is considered
within 24 hours, the maximum profit is $1819.8, close to the normal condition ($1830.9)
and better than the deterministic method under attack ($1779.1). Thus, the proposed robust
optimization method enables consumers to make secure and cost-effective energy

consumption decisions even if attackers try to manipulate the power market price.
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Figure 6.6 Load demand of robust optimization method under attack.

Table 6.2 Comparison of deterministic method and robust optimization method

Deterministic method Deterministic method  Robust optimization method
without attack (I"'=0) under attack (I'=0) under attack (T" =24)

Maximum

Profit ($) 1830.9 1779.1 1819.8
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6.5 Summary

This chapter proposes a robust optimization load management system to make optimal
decisions of energy consumption where the real-time pricing is modeled as uncertain
parameters. In the case study, the impact of cyberattacks on the pricing signal is analyzed
based on a realistic real-time pricing policy and the loss of consumer level is quantified.
The results show that when robust budget is considered in 24h, the maximum profit is
$1819.8 under such attacks, which can save more than 2% economic loss compared with
the traditional deterministic method. Therefore, the proposed method is better than
comparable deterministic methods and can be used in consumer-oriented load management
to reduce economic loss under real-time pricing attacks.

This approach primarily focuses on mitigating integrity attacks. However, a valuable
research direction involves proactively detecting these attacks and developing strategies to
disrupt the methods attackers use for deployment. For instance, deep learning models [103]
and Kalman filter-based estimators [104] have been applied to identify cyber threats.
Consequently, anomaly detection is a critical concern for large-scale industrial systems,

such as bulk electric power grids.
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CHAPTER 7. CONCLUSION AND FUTURE WORK

7.1 Conclusion

This dissertation investigates new approaches to improve Distribution Automation
(DA) in response to the increasing challenges of integrating DERs. These approaches offer
solutions to bolster the resilience of distribution systems by enabling more effective
protection, fault diagnosis, voltage control, and load management. The main contributions
are as follows. (1) A new distribution system Dynamic State Estimation Based Protection
(EBP) scheme has been proposed. This protection scheme is reliable and secure with power
electronics interfaces like inverters. (2) A real-time fault diagnosis framework based on
DSE and DL has been proposed, which is accurate and robust to measurement noises. (3)
A robust Volt-VAR optimization (VVO) method has been proposed. The proposed robust
deep reinforcement learning (RDRL) framework can handle uncertainty better than
standard DRL methods. (4) A robust optimization-based load management system has been
proposed, providing customers with solutions to mitigate cyberattacks with reduced losses.

The proposed EBP scheme in Chapter 3 provides a systematic diagram for distribution
protection from dynamic modeling of distribution systems to monitoring and control using
DSE. It outperforms legacy protection functions due to the following benefits: (a) the
simple settings of the protection without coordination issues, (b) the higher accuracy and
fast response time, (c) its immunity to the impact of IBRs, and (d) the ability to detect high
impedance faults.

The real-time diagnosis framework presented in Chapter 4 addresses the need for real-

time fault detection, classification, and locating using physics-based and learning-based
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methods. The proposed deep learning-based fault classification using the 1D-CNN model
can effectively process fault features and learn the feature boundary of fault classification
with low computation cost. Additionally, the Dynamic State Estimation Based Fault
Locating (EBFL) method effectively estimates fault location using just two sample values
and is robust under measurement noise. In summary, this fault framework lays the
groundwork for understanding how quick response mechanisms and accurate fault
diagnosis contribute to the overall robustness of ADNSs, which can be applied for real-time
applications.

Towards the VVO problem for distribution systems, the proposed Robust Deep
Reinforcement Learning (RDRL) method is compared with traditional optimization-based
and DRL methods. The proposed RDRL has the following advantages: (a) it utilizes the
"centralized training and decentralized deployment™” framework, enabling fast and slow
time-scale control; (b) it applies conformal prediction to establish uncertainty sets of PV
output and load, which are inputs in the proposed robust DDPG algorithm; and (c) it has
low computation cost and can ensure safe voltage control while having high sample
efficiency and robustness under uncertainties.

For the load management system, we consider the real-time pricing policy to make
optimal energy consumption decisions that fit the future energy market. The proposed
robust optimization-based method is better than comparable deterministic methods and can
be used in consumer-oriented load management to reduce economic loss under real-time
pricing attacks. This system can be applied to dynamic electricity price scenarios by

introducing an integer control parameter to improve robustness. Moreover, it’s immune to
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cyberattacks, providing a secure solution for load demand management of active

consumers.

7.2 Future work

The dissertation focuses on tasks for advancing DA, which uses DSE and ML methods

to deploy accurate and fast protection and fault diagnosis, including fault detection,

classification, and locating. It also involves VVO for distribution systems and load

management. We briefly discuss future work in the following areas to enhance the

robustness and resilience of ADNS:

Smart sensors and data acquisition. Advanced Metering Infrastructure (AMI)
technologies, including Measurement Units (MUs), enable significant
enhancements in real-time monitoring of distribution systems. Investigating how
data from field sensors can be leveraged to facilitate advanced distribution system
analytics is a promising research direction. Additionally, exploring the optimal
placement of MUs, along with assessing the effects of various sampling rates and
data update frequencies, could provide valuable insights into improving DSE
performance—particularly in applications related to distribution protection and
control.

Topology and network parameter identification. Topology change is a
noticeable phenomenon in distribution systems, whether it encounters faults with
forwarding system reconfigurations or adopting different penetration of DERs.
Distribution system operators (DSOs) may lack knowledge of network topologies,
especially the connectivity of DERs in secondary distribution networks, as the

utilities may not own them. Additionally, network parameter identification matters
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since we need to consider dynamic parameters to ensure the accuracy of DSE and
its applications, such as EBP and EBFL. Thus, further exploration of how topology
and network parameter changes impact our proposed algorithm for real-time fault
diagnosis is needed.

Training efficiency and scalability of ML. Regarding DL and RL, there is an open
question: "How can we improve learning efficiency with limited sample data and
lead to a scalable method?". For example, as the network scale and number of
controllable devices change in the VVVO problem, the state/action space size varies
accordingly. Authors in [100] define different Q-functions for different actions to
get the scalable issue resolved. Moreover, we can utilize transfer learning [101] to
pre-train the network parameters for better scalability. Note that real-world data is
a rare and crucial element in power systems, significantly impacting the accuracy
of the learning process. Thus, we can employ generative models [102] to acquire
sufficient "virtual” data points and real-world data for training the DL/RL model.
Electric vehicles integration. As a matter of fact, the increasing number of electric
vehicles (EVs) will affect load demand, operation, energy management systems,
and the energy market. By analyzing EV charging patterns alongside distribution
system data, we can thoroughly examine the effect of uncoordinated EV charging
on distribution grids. Additionally, we can explore the peer-to-peer electricity
transaction when there are abundant battery energy storage systems (BESS) and
EVs. It would be beneficial to discuss how to design regulation policies, control

algorithms, and multi-vector energy centers for the future energy market.
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APPENDIX A. DYNAMIC DEVICE MODEL OF DISTRIBUTION

SYSTEMS

This appendix presents a high-fidelity modeling method, which can be expressed in a
standard format as QDM and SCAQCF. These dynamic device models are derived to form
a network model for simulation. Moreover, the critical components of active distribution
systems are discussed, where the modeling of Inverter-Based Resources (IBRs) is

represented in detail.
A.1l Compact Model, QDM and SCAQCF

A compact device model includes several mathematical equations, which can be
grouped into three equation sets: terminal equation set, linear differential equation set, and
nonlinear equation set, representing the physical circuit of the device.

Take the three-phase distribution line as an example, whose circuit model is shown in
Figure A.1. The compact distribution line model derived from this circuit is given with the

following equations:

iy du® di ()
WO =C-— =i +G-L-—
av,(t) di (t)
i,(t)=C- it —i, ()-G-L- -
0= —v,(t)+v, () + R-(i, (©) +G-L- I (t)) L9 (®

dt

108



L
° ]
g

Stabilizing
Conductancey

o— o, VWV O

2

O LYY Y O

o | \_Am VW | o

Figure A.1 Three Phase Distribution Line Model, where dashed boxes show the

mutual couplings

The time domain state and control quadratized device model (SCQDM) is the basis of
a standardized method with which the behavior of any power system device is rigorously
defined. It consists of a set of differential equations with terms of first or second order. The

standardized equation form is as follows:
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As the distribution line model is linear, the quadratized model is identical to the

compact model. In compact matrix form, QDM of the distribution line model is:

In compact matrix form, the model is:

i(t) _A. v(t) +B.i v(t)
0| i dt | i, (t)

Where: i(t) = rl(t)} V() = {Vl(t)}

(1) v, (1)
0 0 I C 0 GL
A={0 0 -1|B=|0 C -G-L
-1 I R 0 0 RG-L+L
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R, L, C: are the line section resistance, inductance and capacitance matrices (Note that

the terms in the matrices are resistance, inductance and capacitance values). G is the matrix

of stabilizing conductances.
Quadratic Integration: To obtain the QDM, the quadratic integration method is
adopted to eliminate the differential terms. Assume that a linear system can be expressed

as X= AX, where A is a constant square matrix and x is the state vector.

Lett, :t—h. For integration over time interval [t—h,t_]:
2

tn h 5h h h
jt_h x(T)dT = joz X(D)dr =2 (=) + 2 X(t) — o X()
For integration over time interval [t—h,t]:

t h h 2h h
Lh x(T)dT =j0 X(D)dr = X(t=h) + 2 x(,) + 2 X(O)
For integration over time interval [t_,t]:

t h h h 5h
Lm x(T)dT :jm X(D)dr == X(E=h) + 2 X(t) + = X(0)

The algebraic companion form model is derived after quadratic integration of the

quadratized model with a time step h. Then, according to (3.2), the SCAQCF of distribution

line model is:
i(t) v(t)
0 | i (1)
i) |~ 5 vy |
0 i (t,)
B v(t—h) i(t—h)
where beq_E'FZ'LL(t—h)}FE'FE’.{ 0 }
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A.2 Devices in Active Distribution Systems

The growing integration of renewable energy into power distribution systems is
transforming how electricity is generated, distributed, and consumed. Solar and wind
energy, in particular, are being increasingly connected to both transmission and distribution
networks. For example, Germany's Energiewende (energy transition) initiative has
successfully integrated over 50% renewable energy into its grid, yet it relies on advanced
energy storage, grid modernization, and smart systems to handle fluctuating solar and wind
outputs. Similarly, California has aggressively deployed rooftop solar and wind farms, but
it also depends on advanced forecasting, energy storage systems like Tesla's Powerwall,
and demand-response programs to ensure grid reliability during peak demand or low
generation periods. Corresponding, the active distribution network (ADN) concept was
proposed to enhance power system's stability, reliability, and resilience. Unlike the
traditional "passive™ distribution system, ADN allows bidirectional power flow and varied

operation modes by adapting intelligent control and operation strategies. Figure A.2 shows
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power distribution system with integration of renewable energy with bidirectional power

flow.
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Figure A.2 Power distribution system with integration of renewable energy

Table A.1 shows the critical devices in distribution systems, including transformers,
distribution line sections, three-phase loads, capacitors, and inverters etc. In addition to
those common, modern power distribution systems must incorporate several other critical
elements: energy storage systems for balancing supply and demand, communication
networks and automation systems (such as SCADA), demand response systems, electric
vehicle charging infrastructure, and power quality management, especially with the
growing integration of renewable energy. However, we focus on the high-fidelity modeling

and simulation of IBR dominated distribution system for protection and control
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applications in chapter 3 and chapter 4. Other applications of DA will be considered in

other chapters.

Table A.1 Critical devices in distribution systems

Device Description

Automatically isolate faults and restore power, improving the

Switch/breaker

resilience and reliability of the distribution system.

Steps up or steps down voltage levels to enable efficient power
Transformer transmission and distribution, ensuring that the voltage is

suitable for the consumers or other parts of the grid.

Transfers electrical power from substations to consumers
Distribution line section
through overhead or underground lines.

Electrical devices or systems that consume power in either
Single-phase /three-phase load single-phase (for small loads) or three-phase (for larger,

industrial loads) configurations.

Improves power factor by reducing reactive power in the
Capacitor system, helping to stabilize voltage and improve overall

efficiency.

Convert DC from DERs (like solar panels) into AC and provide
Smart inverter additional services such as voltage and frequency regulation, as

well as reactive power support.

Maintains a constant voltage level in the distribution network to
Voltage regulator
ensure reliable operation of electrical devices.
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A.3 IBR Modeling

This section presents the quasi-dynamic domain model of a voltage source converter
(VSC), which is one way to model IBRs. The block diagram of the quasi-dynamic domain
voltage source converter is shown in Figure A.3. The block diagram provides the AC and
DC terminals and control signals coming from the controller. The control signals are the

modulation index, modulation angle and frequency.
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Figure A.3 Block diagram of the quasi-dynamic domain VSC model

Figure A.4 illustrates the overall system of an AC-DC VSC. An AC-DC VSC consists
of six valves, each valve contains an IGBT, a diode, snubber circuits and current limiting
circuits, capacitors at both AC and DC sides, and smoothing/filter inductors at DC and AC

side. These components are interconnected to yield the AC-DC converter topology.
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Figure A.4 Circuit diagram of DC-AC inverter
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Depending on the operating state of valves, there are 8 different operating modes. The

switch conditions for each operating mode are shown in Table A.2.

Table A.2 Inverter operating modes with corresponding switching conditions

Mode Valve 1 Valve 2 Valve 3 Valve 4 Valve 5 Valve 6
0 OFF OFF OFF ON ON ON

1 ON ON OFF OFF OFF ON

2 ON ON ON OFF OFF OFF

3 OFF ON ON ON OFF OFF

4 OFF OFF ON ON ON OFF

5 ON OFF OFF OFF ON ON

6 ON OFF ON OFF ON OFF

7 OFF ON OFF ON OFF ON
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The compact model of the inverter is given by:

IAD = ILfAD

IKD = ILfKD

[,=1,+j4nfCN, —j2rfCV, - j2xfCN. + j2zfCV, — j2z fCV,

[, =1, +j4rfCVN, - j2z2fCV, - j2z fCV_ + j2z fCV, — j2z fCV,

[.=10,+j4rfCV. —j2zxfCVN, — j2xfCVN, + j2xfCV, - j2xfCV,
[,=j6rfCV, —j2xfCV, — j2xfCV, — j2xfCV,
I, =0 (terminal m)

|, =0 (terminal a)

I, =0 (terminal f)

O:Va_éa_jZﬂ-fLsrLa_Ls dII_a_raCINLa
dt
e o i,
O:Vb—Eb—jZ7rfLs|,_b—Ls gt —I’acll_b
0=V —E _jorfLr. L e g
— Ve (o J s ' Lc S dt ac ' Lc
dl
O:VAD - EAD - Lf %_rdclLfAD
dl
O=VKD - EKD - Lf %_rdclLfKD
t
m o - di, -
OZﬁ(EAD—EKD)eJ —j2mfLl, -L, d; -E,
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(A1)
(A2)
(A3)
(A4)
(A5)
(A6)
(A7)
(A8)

(A.9)

(A.10)

(A.11)

(A.12)

(A.13)

(A.14)

(A.15)



m =] . - dr,
Ozzﬁ(EAD_EKD)e( SJ_1277ﬂ-s||_b_|—s d;b_ b
. 2z &~
m J(Mf] ) ~ di
0=——(Ep—Egle’ */—jorfli, —L —L—E
2\/5( AD KD) J L dt
dE dE
0=C d'?D_C d1[<D+IA—ILfAD
dE dE
0=-C d;‘D+C df[<D+IK—ILfKD
OZILar+ILbr+ILcr+IA+Ik
0=Re(E, I}, +E, I\, +EI7 )+ Expla +Ecoly
AC Power DC Power  DC Power
. . ~ ~ ~ ~ T
The through variables are: i" =[ 1, 1 T, B, T T 1, 1, 1]

The state variables are:

X'=[Vio Vo Vi V, V, V, m a« f E, E E E4 Eo I,

a

I LfAD I LfKD I A I K ]
There is no control variable in the model.

The compact model has 21 equations and 21 state variables.

Normalization Factors (for all the states x):

StateNormFactor:

(A.16)

(A.17)

(A.18)

(A.19)

(A.20)

(A.21)

[VDCrated ’VDCrated ’VACrated ’VACrated ’VACrated ’1'0’1'0’ 60'01\/DCrated ’VDCrated 1VDCrated ' " DCrated ? " DCrated !

IACrated ! IACrated ' IACrated ’VACrated ’VACrated ’VACrated ’Srated]
Normalization Factors (for all the through variables and equations):

ThroughNormFactor:
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[I DCrated ! I DCrated ! IACrated ! IACrated ! IACrated ’1'011'01 60'O’VDCrated 'VDCrated ’VDCrated ! I DCrated ! I DCrated !

VACrated ’VACrated ’VACrated ’VACrated ’VACrated ’VACrated ! Srated ]
where,

V

V _ "LL_ACrated S rated | S rated

ACrated — v Vacrated = ' "DCrated —
\/§ \/§VLL _ ACrated VDCrated

Sratedr VI acrated » Vocraea @r€ Obtained from the user inteface.

rated ?

ControlNormFactor: this model does not have control variables.

Equations (A.1) to (A.11) and (A.14) to (A.16) reflect the physical properties of the
VSC circuit. Equations (A.17) to (A.19) present the relationship between the AC side and
DC side voltages by modulation index and phase angle. Equations (A.12), (A.13) and
(A.20) simulate the dynamic of DC side capacitor by the active power flow in the VSC and
current inflow of the capacitor.

Quasi-dynamic domain QDM:

The compact device model is quadratized to provide the quadratized device model
(QDM). For the quasi-dynamic domain, the phasor quantities are split into real and
imaginary components. Any terms that have nonlinearities great than two, they are
converted into quadratic terms by the introduction of additional state variables.

Note that equation sets 1 and 2 must be linear. This means that it may be necessary to
introduce additional variables to meet this requirement. In this case, equation set 1 includes
nonlinear equations. The following additional state variables are introduced to convert

these equations into linear.
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(6= F (O, (1)
(1) =T (O, (1)
.(0)= 1 (V. (1)
()= T (1), (1)
Z,(t)= 1 ()7 (1)
Z,(t)= 1 (1)1, (1)
Z,(t)= 1 (0. (1)

Upon substitution of above, equation set 1 becomes linear.

Subsequently, all the complex equations in the resulting model are split into real and
imaginary.

Any remaining nonlinear equations are quadratized. For this model the following

equation needs to be quadratized (A.20), (A.21) and (A.22). Consider equation (A.20):

era _ E

m . .
O:m(EAD_EKD)eJ -2z, - L dt a

First, the equation is split into real and imaginary parts.

dl

m
0=——(E,, —E,,)cosa+27fL 1, —L —2 —E,
2\/5( AD KD) s 'L dt
L CIILai_E

m ,
OZE(EAD —Eyp )sina — 27 L

silar s dt ai

Subsequently, we introduce eight new variables
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dcs da
CS=C0Sax — —— =-SS

dt dt

. dss da
SS=SIha —> —=CS——
dt dt

X :(EAD - EKD)CS
X, =(EAD _EKD)SS

-t
dt
dt
x5=me1
22
xezimx
22 ?

Using the new variables, the quadratized equation becomes

0=x, +27fL1l,, —LS%—Ear
dt
dILai
O0=x,—-27fI, - L —/—*—-E,

0=X —(Eu —Exp)Cs
0=%, —(Exp —Exp )5S

O=x3—d—a
dt
O:x4—%
dt
0=X, +58.X
0=cs? +ss* -1
1
O=%X———=m
5 2 X
1
0=Xx. ———mx
6 2\/5 2

Similarly, the equations for phase b and phase ¢ become:
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1. B dl,,
O=—§x5+7x6+27szlebi—LS stb -E,
NI dl,,
0:_7X5_Ex6_27z-fleLbr_Ls dlib - E;
O=—lx5—£x6+27szleci—Lsdlﬁ—ECr
2 2 dt
ozﬁxs—lxe—zﬂfleLcr—|_S%—ECi

2 2 dt

Note that the quadratization has introduced a number of new variables and an equal

number of additional equations. This way the mathematical consistency is maintained.
The quadratized equations are listed as follows:

Equation Set 1:

IAD = ILfAD

KD LfKD

ar Lar

—27(2C, +C, )Y, +27CY,, +22C.Yy +27C,Y,,

l, =l +27(2C, +C, )Y, —22C.Y,, —27CY, —27C,Y,,

ai — 'Lai

ly, = 1y —272(2C, +C, )Y, +27CY, +27CY, +22C,Y,,
Iy, =l +27(2C, +C, )Y,, —22C.Y, —22CY, —2C.Y,,

ly =l —27(2C, +C, )Yy +22C.Y, +22C.Y, +22C,Y,,

cr = Ler

ly = 1. +27(2C, +C, )Y, —27CY, —22CY, —22C,Y,,

ci

I, =—67C)Y, +272CY,; +27C.Y, +27C. Y,
|, =67CY, —22CY, —27zCY, —27CY,

[, =0 (Terminal m)

[, =0 (Terminal o)
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I, =0 (Terminal f)

Equation Set 2:

0 :Var - Ear + 27z.|‘szli - Ls d e — racILar
dt
di,,
0 :Vai - Eai - 27Z-Lszlr - Ls = — Fac I Lai
dt
dILbr
0 :Vbr - Ebr + 27Z.LSZZi - Ls dt - r-aclLbr
dILbi
0=V, —E; —27L.Z, - L, at Foc | Lo
di,
0 =Vcr - Ecr + 27Z.|-sz3i - Ls dtcr L I Ler
dILci

O:Vci _Eci _27[Lsz3r - Ls _racchi
dt
dl
0 :VAD - EAD - Lf (;ftAD — Ty I LfAD

dl
0 :VKD - EKD - Lf Clj_ftKD — Ty I LfKD

0=X5+27Z-Lszli _Lsh_Ear
dt
dILai

0=x ~27L,Z, - L = -,
0= —%XS +§x6 +27LZ, — L, dIstbr -E,
0= —% X, —%xe —27L.Z, —L, d('j:b‘ ~E,
0= —Ex5 —Ex6 +27LZ,; — L Al E.

2 2 dt
0 zﬁxf, —lx6 -2rL.Z, —L, e _ E,

2 2 dt

dE dE
0=C d'?D -C d:DJrIA—ILfAD
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dE dE

— AD KD
0=-C +C + 1 — o

dt dt

0: ILar—i_I Lbr+|Lcr+|A+|k

da
Y

dcs
LTy

Equation Set 3:

0=Y, - fV

ar

0:Y1i_fvi

0 :Y2r - ber
0 =Yy, — bei

0=Y, -V

cr

0=Y, -V

ci

0=Y, -V,

nr

0=Y, -V

ni

0=2, —fl

1r — 'MLar

0= Zli - ﬂLai
0= ZZr - ﬂLbr
0= Zzi - ﬂLbi

0=2, — fl

Ler

0= Z3i - ﬂLci
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0=x—(Ey —Exp)CS
0=x,—(Ep —Exp)sS
0=X,+5Ss-X,
0=
0:

cs? +ss° -1
Xs_im)ﬁ
22
1
22
O=E_I _ +E_I

— Mar 'Lar ai  Lai

0=x,— mx,

+E, 1, +E;l +Eo 1 +Egl

cr © Ler ci ° Lci

+Eply +Epli
Note, the SCQDM has 53 states and 53 equations as follows: 13 through equations, 19

internal linear equations and 21 internal non-linear equations.

The through variables are:

T _
Lios Leor Loy Ly Do by Do d 011

AD 'KD?! “ar crr e “nrtni Tm?

The states are:

X' =V,5, Vi, V

ar?

\Y

ai !’

V, Vo VoV VOV m e f

cr? Ycir Ynr? Ynio

Ear’Eai’ Ebr’Ebi’Ecr’Eci’ EAD’EKD’ ILar’ILai’ILbr’ILbi’ILcr’ILci ILfAD’ILfKD’IA’IK’

X3’X4’Y Yoo Yo, Yo Y. Y3i’Y4r’Y4i’er'Zli’ZZr’ZZi’Zsr'Z3i’ Xps X515 CS, S5, X55 Xg

Iry "1ir "2r0 "2 "3r»

The matrices appearing in the standard SCQDM from are:

Matrix Y

eqx

1 hon zero terms:
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Y,0a[01[27]=1.0;
Y,a[1[28] =1.0;

Yal2l[21]=1.0,Y,,,[2][34] = -27(2C, + C,),Y,
Y.qa[21[38] = 27C,, Y,q,[2][40] = 22C,;

Yo [31[22]1 =1.0,Y,,,[31[33] = 27(2C, +C,), Y,,1[31[35] = —27C,,
Yu[31[37] = —27C,, Y, [31[39] = —27C, ;

Y, [41[23]1=1.0,Y,,,,[4][36] = —27(2C, +C,),Y,,[41[34] = 22C,,
Y.qa[41[38] = 27C,, Y,q,,[4][40] = 22C,;

Yoa[51[241 =1.0,Y,,,,[5][35] = 27(2C, +C,), Y, [5][33] = —27C,,
Y [51[371=—27C,,Y,,,[51[39] = —27C, ;

Y, a[61[251=1.0,Y,,,,[6][38] = —277(2C, +C,), Yo, [6][34] = 272C,,
Y.qa[61[36] = 27C,, Y, [6][40] = 22C, ;

Y,0a[71[26]1 =1.0,Y,,,[71[37] = 277(2C, +C,),Y,,,[71[33] = —27C,,
Y[ 71[35] = —27C,, Y, [71[39] = -22C,;

Y,,a[81[40] = -67C, Y, [8][34] = 27C,,Y,,,.[81[36] = 27C,,
Y,,a[81[38] = 27C,;

Y.a[91[39] = 67C,, Y, 1 [91[33] = —27C,,Y,,a [9][35] = —27C,,
Y,.a[91[37] = -22C, ;

[2][36] = 27C,,

ax1

Matrix Y,,, non zero terms:

Yeuo[01[2] =1.0, Y, [0][13] = -1.0,Y,,,,[0][42] = 27L,,Y,,,,[0][21] = —r,;
Yoo [LI[3] =1.0, Yo [1[14] = =1.0, Y, [1][41] = —27 L, Y, [1][22] = —r;
Yoo [21[4]1 =1.0,Y,,,[2][15] = —1.0,Y,,[2][44] = 27 L., Y, ,[2][23] = —r.;
Youa[31[5] =1.0, Y, [3][16] = —1.0,Y,,,[31[43] = —27 L, Y, [3][24] = —,;
Youo[41[6]1 =1.0, Y, [41[17] = =1.0,Y,,,,[4][46] = 27 L, Y, [41[25] = —r.;
Yeq2[P1[7]1=1.0,Y,,,[5][18] = 1.0, Y, [5][45] = —27 L, Y,,,,[5][26] = —;
You2[6][0]1 =1.0,Y,,[6][19] = -1.0,Y,,,[6][27] = -1 ;

qux2[7] [1] :1'O’qux2[7] [20] = _1'O’qux2[7] [28] = _rdc;
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Yoo [BI[51] =1.0,Y,,,, [8][42] = 2L, Y., [8][13] = ~L.0;
Yeqa[91[52] =1.0, Y., [91[41] = 27 L, Y,,,,[9][14] = -1.0;

Yeqro[10][51] = —% Ve [101052] = % Y. [101[44] = 27, Y, [10][15] = ~L.0;

Yoo [111[51] = —? Y. [121[52] = —% Yoo [110[43] = -27L,, Y, [12][16] = ~1.0;

Y,o[12][51] = —% Y.[121[52] = —? Y. [121[46] = 2L, Y, [L2][L7] = 1.0,
V3 1

quXZ [13] [51] = 7 ’qux2[13] [52] = _E ’quxz [13] [45] = —27TLS ,quxz[lS] [18] = —10,

Yoo [141[29] =1.0,Y,,,,[14][27] = -1.0;
Y, [151[30] =1.0,Y,,,[15][28] = -1.0;
Y,.[161[21] =1.0,Y,,,,[16][23] =1.0,Y,
Y, [16][30] =1.0;
Y, [171[31] =1.0;
Y, [18][32] =1.0

Matrix D,,, non zero terms:

» [161[25]=1.0,Y,,,,[16][20] =1.0,

Degeo[01[21] = -L;
Doy [1[22] = -L;
Dego[21[23] = -L;
Doy [31[24] = L
Do [41[25] = —L;;
Doy [51[26] = L
Dego[61[27] = —L;
Degeo[71[28] = -L;
Doy [8][21] = -L;

S

Deqxz [9] [22] =- I—s ;
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Deqxz [10] [23] = _Ls;
Deqxz [11] [24] =-L ;

Doy o[12][25] = -L;
Do [13][26] = —-L;
Degez[141[19] = C, D,,,,[14][20] = ~C;
D, [15][19] = -C, D,,,,[15][20] = C;
Do [17][11] = -1.0;

Deqxz [18] [49] =-1.0

Matrix Y, non zero terms:

Yexa[01[33] =1.0;
qux3[1] [34]=1.0;
Yeal 21[35] =1.0;
qux3[3] [36]=1.0;
qux3[4] [37]=1.0;
qux3[5] [38]=1.0;
Yexal61[39] =1.0;
Yeqal 71[40] =1.0;
Yoal81[41] = 1.0;
qux3 [9][42] =1.0;
Yexa[101[43] =1.0;
Yea[111[44] =1.0;
Yepal12][45] =1.0;
Yequal13][46] =1.0;
Yes[141[47] =1.0;
Yes[151[48] =1.0;
Y,[161[32] =1.0;
qux3[18] [51] =1.0;
Y,a[19][52] =1.0;
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Matrix F,,,; non zero terms:

Feaa[01[12][2] = -1.0;

Feps[H[12][3] = -1.0;

Foea[21[12][4] = -1.0;

Feaa[31[12][5] = -1.0;

Feqxx3[4] [12][6] =-1.0;

Foaoa[B1[121[7]= -1.0;

Feaa[6][12][8] = -1.0;

Feaa[ 71[12][9] = -1.0;

FeqXX3[8] [12][21] =-1.0;

FeqXX3[9] [12][22] =-1.0;

Feqxx3[10] [12][23]=-1.0;

Feqxx3[11] [12][24] =-1.0;

Feqxxs[lz] [12][25] =-1.0;

FeqXX3[13] [12][26] =-1.0;

Feqxx3[14] [19][49] =-1.0, FeqXX3[14] [20][49] =1.0;
F.xa[151[19][50] = -1.0, F,,,,,;[15][20][50] = 1.0;
FeqXX3[16] [50][31] =1.0;

Feqxx3[17] [49][49] =1.0, Feqxxs[17] [50][50] =1.0;;

1.
FeqxxS [18] [10] [47] - m ’
1.
Feqxxs [19] [10] [48] - m ’

Fupoa[20][13][21] = 1.0, F,,,,s[20][14][22] = 1.0,
F.yua[20][15][23] =1.0, F,,,,,[20][16][24] = 1.0;
F.ua[201[171[25] = 1.0, F,,,[20][18][26] = 1.0,
F.00a[201[19][29] = 1.0, F,,,[20][20][30] =1.0

Matrix C,., non zero terms:

Cooll7]=-10.
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APPENDIX B. FAULTED DISTRIBUTION LINE MODEL FOR

FAULT LOCATING

This appendix describes QDM and SCAQCF of distribution lines for EBFL

application, especially for a two-terminal distribution line integrated with a fault.
B.1 Model Description

We model the fault based on the fault type accordingly. For instance, consider a phase

A to neutral fault occurs on a two-terminal line (between bus j and k) which is I miles

from bus j. The fault impedance is R- which is usually unknown.

F I_IF
BO hiio B0 vO L Ro  Shie ko
o -« > <o
VA 0 e N W vA©)
I | |
1 B | i (g | -B -l B iB
iE (1) Lo () |ﬁ(t)! | i () L () i (t)
=0 o by Q) | ;g;; L V(0
| R S|
ic (t) L ) -ﬁ(t): e || SEis® ic (1)
o) i g ol e )
|
I |
iv (1) B 50 ivw| || SR © i ()
y “’I =T T I et o)
Frrlec b b e TR A F S
| Tk o] | |
L)
Left Side Faulted Point Right Side

Figure B.1 Two-terminal faulted distribution line model
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The model is shown in Figure B.1 where the distribution line models are divided into

the left side and right side represented by a n-equivalent short line model.

For the left side of the distribution line model, we can obtain the following equations:

i (©) Vi) | (i
Ol d]vO] @)
HOITINREIEAOINBAQ
i (©) Vi i
vi(t) i
VO] 1, d i@ ] 1
O= e "1 a e o TR
vi (1) i ()
i) v | [
@ | 1 d v | [®] 1
iSO 1 dt|vi@) | |i5® [
i (©) vi ()] i@

where R, C, g, L are 4x4 matrices.

F
I

Similarly, for the right side, the equations are:

i () V()|

i@ 1=l L d| Vi)

i) 1 dt]ve()

i (1) Vi (1)
V()|

PO ] 11, d

[0]=- Vo) |l "t
vy (0) |

i (1)
i ()|
it (©)
ife (1)

ip (1) ]

i (0)
if ) ]

g () NS

i (t)
d |5
dt i}}L(t)
iy (1)
i (t) i ()] [ vi)
@] 1 d i@ v
() | dt] i (t) Ve (t)
i (1) in®]) v
i (1)
d | ()
dt iijL(t)
iy (1)
i (1)
| =1 d|ig (D)
rCa i (1)
i (1)
ip (1) ] i ) [vim
e ol [T @] 1=l d [T @] [ve@®
icw| 07 “alico| o
i (0] in®]) W
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i (t) ve(t) | | iR (® i (1)
@] 1=l o d (WO | [T®] -l d]iu®

iS@® | 1 dt|ve) | IS I dt]iS (t)
i (1) Ve )] [k ® it (1)

At the faulted point we can write the Kirchhoff's Current Law as follow:

it ] [ise]  [vie ]

o ?E(” N ﬁik(t) .5 v§<t)

i) | |iS@) ve (1)

ig®] [IK®]  [vi®]
1 0 0 -1
here Do 1|0 000

wnere —R—F 0 0 0

-1 0 0 1

Note that the fault location is a constant, thus we have another equation: 0 = Lt(t)

For simplicity, we define the following variables as the three phase and neutral

current/voltage:
i () ig(t) i (t) i (1) i (t)
R (91 IR (9 ISR 4 (9 ) MRS (9 IR N H ()
Iif (t) - iﬁ(’[) ’lfj(t) - iij('[) ’Ifk(t) - i?k(t) ka(t) - ikcf(t) ’If(t) = i?(t) )
i (1) i (1) i (1) i (1) i (©)
i (1) i (1) Vi (t) Ve () Ve ()
R LF A (O] IR | H (3} BRI (9 - e RO
i O =] ) PO =] € IO =] e |7 =) v O =] e
i (1) i (t) Vi (1) Ve (t) Vi (1)
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To sum up, the compact model (QDM) is

e ® O | (t) i ©)
ij (t) - I C d jfL (t) dt | |
i () =C w M) 1 C v (O —ig (t)—gL diy, (1) " I (1) L dig (t)
dt I dt dt I dt
— i Ii de ( ) dljfL (t)
0= |fj (t)+ C—— d ]fL(t) dt
dv, (t ) . d'ka (t)
0=y (1) +—— dt g (1) + g | “dt
'm L3 ® ® g uo di (t)
O0=-v, (t) at + | ( i )+ ™ j_|-vf (t)
__ [—1.(t), dig () 1-1.(t) (. | —1_(t), dig (1)
O=-v,(t)+ I L pm + I R{lka(t)+g I L " j+vk(t)
O=ig(t) +i,(t) + Dv, (t)
o de®
dt

The through variables are i(t) = [ijf t) iy (t)]T .

The states are:

xO=[v,®) v® VO i;® O i 0 i, O O]

To quadratize the compact model, several variables are introduce shown as:
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(B.6)
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Vj (t) - d (t) ’

vk()—dvk(t),

Ya ()= il (t)

Y () = dl’“(t) ,

|k|_ (t) _ dlka (t) ’

z;(t) =1 (t) yv, t),

Zy )= IF t) Yo ®),
Zy; ®)=1-(t) YiiL (1),
Z;y (1) =1 (1) Yy (1),
£(t) =1 (1)

Then, the QDM model in SCQDM format is:

ij (t) le (t) + I]fL (t) + Z|IJ (t)

0 (0= CYu (0 - £ 20 ~100 - 0Ly (O +
—y,(0)- dv. (t)

- vk(t)_M

. () dv (t)

0= IJL (t) - dIJfL (t)

Voo () = dig (t)

_|fj (t)+|kj (t)+ Dv;, (t)
_die ()
Tt

0= _ifj (t) +%IF (t)y\,f (t) _ijﬂ_ (t) _gTL ZIij (t)
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0=—i, (t)+Cy, (t) —(I:— e (©) Yy (1) +ig () + 9Ly, (D) - gTL Z; (1)

04,0+ 52, 0+ 1 O O+ 2 (Y, O+, ©)

L 2RgL
O0=-v,(t)+(RgL+L)y;, (1) - [ Ig }Zlik +
Rig, (1) - l Oy O+ 9 0 Vi O +v, )
0=z;(t) -1 )y, ®)
0=z, ()1 (t)y,®
0= Zjj O -1 YiiL ®
0=z, (1) =1 (®)y, (1)
0=1(t) -1 ()l ()
The through variables are i(t) = [ijf t) iy (t)]T .

The states are:

xO=[v,) %O v,® i;® i,O PO i)
Yu® Ye® Ye® Vu® vi® z® 2,0 z,0) 2,0 © 1O

There is no control variable in the model.

For simplicity, the model can be rewritten into a standard algebraic companion form

(ACF) as:
i(t) IX(t) o7
{o} A-x(t)+B- ot +X (1) By - X(t)

where,
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gL/I 0
-C/I L/I 0

C/l

_gL

c oo oo o o

gL

L/1

RgL +L

O O O O O O i
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Fego1 +33][66][ ] +36]=C,,, ; /|, R [ +33][66][ j +40] =—(gL);,,; /1,i=0~3, j=1~ 4

eqxx

Fogoll +371[66][ j +36]=—C,,; ; /|, K, [i + 37][66][ ] + 44] = —(gL),,,; /1,i=0~3, j=1~4;

eqxx

Foo[i +41][66][j +20]1 =R, ; /1, R [ + 41][65][ j + 40] = (RaL);,, ; [17,i=0~3, j=1~4;

eqxx

Fooli +45][66][j + 241 = —R.,, , /1, F.o [+ 45][65][ j + 44] = (RgL),.,, /12,i=0~3, j=1~ 4;
i + 49][66][i +29] = ~Li =0~ 3;
F. [i+53][66][i +33]=-1i=0~3;

eqxx

F. [i+57][66][i +41] =—-1i=0~3;

eqxx

Feqxx[i + 61][66][| + 45] = —1, i=0~ 3,
Feqxx [65] [66] [66] =-1.
Note that 1, is a 4x4 identity matrix, other zero elements of the above matrices are not

shown.

B.2 SCAQCF

When applying the proposed quadratic integration, the SCAQCF model can be

rewritten as the standard format:

i(t) :
0| X(t) x®) T " [ x@)
i(t,) ‘E'Fl'[x(tm)}+ [x(tm)} Fi“*{x(tmj B
; :
Bsz.a.ha—hﬂ+E$;{mghq
where,
A o 84y o
h h
o I 0 0
E=
Luy o 25 ¢
2h
0 0 0 I
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Note that the above quadratic integration can be implemented to generate the SCAQCF
model automatically. Then, we will obtain the measurement model based on the setting of

MUs.
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