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1
METHOD AND APPARATUS FOR USING
IN-HOME POWER LINES TO SUPPORT LOW
POWER WIRELESS SENSORS AND TO
EXTEND THE RANGE OF LOW-POWER
WIRELESS DEVICES

RELATED APPLICATIONS

This application claims priority to United States Provi-
sional Application No. 61/315,141, filed Mar. 18, 2010, the
subject matter of which is incorporated herein by this refer-
ence for all purposes. In addition, this application is co-
pending with U.S. patent application Ser. No. 12/560,099,
filed Sep. 15, 2009, which claims priority to U.S. Provisional
Patent Application Ser. No. 60/817,225, filed Jun. 28, 2006,
and 61/097,006, filed Sep. 15, 2008, and which is a continu-
ation in part of U.S. patent application Ser. No. 11/824,204,
filed Jun. 28, 2007 by Patel et al, which claims priority to U.S.
Provisional Application No. 60/817,225, filed Jun. 28, 2006,
the subject matters of each being incorporated herein by this
reference for all purposes.

FIELD OF THE INVENTION

The present invention relates generally to wireless sensor
systems and devices, and more particularly, to the use of
in-home power lines to transduce signals from wireless sen-
sors and devices.

BACKGROUND OF THE INVENTION

According to basic electromagnetic theory, a time-varying
current in a wire will produce an associated time-varying
electromagnetic field around the wire, and a time varying
electromagnetic field near a wire will produce an associated
current in that wire. This is the basic premise of all antennas.
Since the power lines in a home are essentially a collection of
wires, they may potentially be used as antennas. Additionally,
the antenna reciprocity theorem tells us that any antenna is an
equally good transmitter or receiver.

The use of a power line as an RF antenna has been explored
in various contexts as far back as the 1920’s. Several patents
describe various forms of a line cord antenna, whereby a
receiver is coupled to the power line to receive high-powered
broadcasts originating outside the home from TV and radio
stations. Power lines have also been examined as transmitting
antennas, which are further categorized for regulatory pur-
poses as intentional or unintentional radiators of electromag-
netic signals. As an intentional radiator, power lines have
been used to distribute AM radio broadcast signals over the
main power distribution grid. Within a home or other struc-
ture, power lines operating as intentional radiators have been
used to distribute RF signals at up to 20 MHz for an indoor
localization system, for a cordless phone system transmitter,
and for an in-home video distribution system transmitter. As
unintentional radiators, power lines unintentionally leak radi-
ated RF fields from broadband over power line (BPL) signals.
BPL signals are intended to be confined to the power lines, but
nonetheless unintentionally radiate RF energy since power
lines are not designed to function as radio frequency trans-
mission lines. The development of power line tags (PL-Tags),
disclosed in United States Patent Application Publication US
2010/0109842, Ser. No. 12/560,099, showed that the power
line could be used as a receiving antenna for detecting low-
frequency resonant RF energy from power line activated pas-
sive RFID tags.
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2

A consistently emerging theme in ubiquitous computing
for the home is that while it is possible to think of the home as
a sensor-rich environment, there are practical roadblocks to
widespread deployment. Though the research community
and others have begun to define more and more compelling
applications of sensor enabled environments, many remain-
ing obstacles hinder the adoption of in-home sensors. Power
requirements are a frequent source of concern for wireless
sensor networks. Wireless sensors are appealing because they
can be placed in a wide variety of locations throughout a
home, but the high power consumption of most wireless
communication technologies limit the sensor’s battery life to
anundesirably short operating period. Deploying tens or hun-
dreds of wireless sensors in a home will result in an undesir-
ably high maintenance cost due to the battery cost as well as
the labor cost required to check and replace the sensor bat-
teries.

Accordingly, there is a need for a wireless communication
system that permits building-wide coverage from wireless
sensors, while consuming as little battery power as possible
from the wireless sensor nodes. The present invention takes
advantage of the transduction properties of existing electrical
power line infrastructure to allow wireless sensors to operate
with very low battery power consumption compared to com-
peting wireless communication approaches.

SUMMARY OF THE INVENTION

Disclosed herein is a technique to drastically reduce the
power consumption requirements for transmission within a
wireless sensor network. Inspired by prior work showing how
the existing infrastructure of a home can be used to simplify
whole-house sensing, this technique exploits the existing
infrastructure of the domestic power wiring to support com-
munication within a wireless sensor network. The Power Line
Positioning (PLP) system, as disclosed in United States
Patent Application Publication US 2008/0091345, and the
Wideband Power Line Positioning (WPLP) system, as dis-
closed in United States Patent Application Publication US
2010/0109842, specifically used the in-home power line
infrastructure as a transmitting antenna for location tags
around the home. PL-Tags showed a short-range, passive
RFID-like communication between the power line, as a
receiving antenna, and mobile tags.

As disclosed herein, an ultra low-power transmitter con-
tained within a sensor node can wirelessly couple its signals
to a power line acting as a receiving antenna. The power line
thus acts as an antenna for a gateway receiver providing dense
coverage within a home or building. The power requirements
for this transmitter are potentially as low as tens of micro-
watts, which drastically alters the design trade-off for energy
consumption in a wireless sensor network. Wireless sensor
networks based on competing wireless technologies such as
WiFi, Zigbee, or ZWave have a significant limitation because
the power consumption of radio transceivers complying with
these wireless communication standards dominates the over-
all power consumption of the sensor node.

In contrast, the disclosed apparatus, system, and tech-
niques greatly reduce power consumption for wireless data
transmission in sensor networks. The battery life of a wireless
sensor node using this technology would then be dominated
by sensor and microprocessor power consumption rather than
radio transceiver power consumption. Accordingly, proposed
is a new model for building in-home wireless sensor networks
that leverages the naturally occurring phenomenon of the
existing home power line infrastructure acting as an antenna
for sensor devices transmitting at high frequencies such as
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27.12 MHz. This system and technique allows wireless sen-
sors to transmit at a much lower output power than would
otherwise be necessary to cover a typical house.

Also disclosed herein is a simple low-cost technique for
extending the range of mid to high-frequency consumer elec-
tronic devices by leveraging the power line as a reception
antenna, thereby enabling practical deployments of low-
power distributed sensor nodes in the home. Demonstrated
herein is the feasibility of using existing in-home electrical
wiring to extend the operational range of certain wireless
devices. Specifically, a wireless keyboard operating at 27
MHz, which has an operational range of 1.5-2 meters on its
own, was extended to work throughout a 3-story 4,000 square
foot/371 square meter exemplary structure by coupling the
antenna port on its receiver to the power lines. Coupling
between the keyboard and the power lines occurred over the
air, and coupling at the receiver was accomplished capaci-
tively by simply wrapping a wire connected to the receiver’s
antenna port several times around a standard electrical device
cord plugged into a wall socket. This phenomenon of the
power line as a communications infrastructure for inexpen-
sive and low power wireless devices has a variety of interest-
ing potential avenues of research in the home.

The disclosed system uses existing power line infrastruc-
ture in a building as a distributed reception antenna capable of
receiving signals from very low-power wireless sensors, thus
allowing these sensors to be detected at ranges that are oth-
erwise impractical with over-the-air reception from a single
antenna located at an arbitrary point in a building. Also dis-
closed is a wireless sensor platform that may be sensed
throughout a building with very low current draw. The dis-
closed technique may also be utilized to extend the range of
mid-frequency consumer electronic devices by leveraging the
power line as a reception antenna enabling practical deploy-
ments of low-power distributed sensor nodes in the home.

According to one aspect of the disclosure, in a structure
having an electrical power line infrastructure disposed
therein, a system comprises: A) a receiving apparatus electri-
cally coupled to the electrical power line infrastructure at an
electrical node of the electrical power line infrastructure, the
receiving apparatus responsive signals of a predetermined
frequency band; and B) a source of electromagnetic signals
disposed within or proximate to the structure, not electrically
connected to the electrical power line infrastructure, but con-
figured to wirelessly transmit electromagnetic signals in the
predetermined frequency band to at least one of a plurality of
access points of the electrical power line infrastructure.

According to a second aspect of the disclosure, in a struc-
ture having an electrical power line infrastructure disposed
therein, a method comprises: A) electrically coupling a
receiving apparatus to the electrical power line infrastructure
atan electrical node of the electrical power line infrastructure,
the receiving apparatus responsive signals of a predetermined
frequency band; B) disposing a source of electromagnetic
signals within the structure; C) wirelessly transmitting elec-
tromagnetic signals in the predetermined frequency band
from the source to at least one of a plurality of access points
of'the electrical power line infrastructure; and D) detecting at
the receiving apparatus signals from the source within the
predetermined frequency band as transduced by the electrical
power line infrastructure.

According to a third aspect of the disclosure, in a structure
having an electrical power line infrastructure disposed
therein, a method comprises A) providing a wireless trans-
mitter, configured to wirelessly transmit electromagnetic sig-
nals of a predetermined amplitude over a predetermined dis-
tance and within a predetermined frequency band, and a
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receiving apparatus responsive to signals within the predeter-
mined distance and the predetermined frequency band; B)
electrically coupling the receiving apparatus to the electrical
power line infrastructure at an electrical node thereof; C)
disposing the wireless transmitter within the structure at a
distance relative to the receiving apparatus greater than the
predetermined distance but within the predetermined dis-
tance relative to at least one of a plurality of access points of
the electrical power line infrastructure; and D) detecting at the
receiving apparatus signals from the wireless transmitter
within the predetermined frequency band as transduced by
the electrical power line infrastructure.

According to a fourth aspect of the disclosure, in a structure
having an electrical power line infrastructure disposed
therein, a sensor system comprises: a receiving apparatus
electrically coupled to the electrical power line infrastructure
at an electrical node thereof and responsive signals of a pre-
determined frequency band; and a plurality of sensors con-
figured to wirelessly transmit electromagnetic signals over a
predetermined transmission distance and within a predeter-
mined frequency band, the sensors disposed within the struc-
ture at a distance relative to the receiving apparatus greater
than the predetermined transmission distance but within the
predetermined distance relative to at least one of a plurality of
access points of the electrical power line infrastructure.

BRIEF DESCRIPTION OF THE DRAWINGS

The various features and advantages of the present inven-
tion may be more readily understood with reference to the
following detailed description taken in conjunction with the
accompanying drawings, wherein like reference numerals
designate like structural elements, and in which:

FIG. 1 illustrates a power line coupling box used to connect
a high frequency receiver to the power line infrastructure of a
building;

FIG. 2 illustrates the floor plan of an exemplary structure,
with numbered dots indicating test points for the Signal-to-
Noise Ratio map of FIG. 5;

FIG. 3 illustrates the AM radio broadcast spectrum (520-
1610kHz inthe US) as sensed by the spectrum analyzer when
connected to the power line through the coupling box of FIG.
1;

FIG. 4 illustrates the Noise floor of the power line from 100
kHzto 42 MHz of the exemplary structure of FIG. 2, using the
coupling box of FIG. 1;

FIG. 5 illustrates a map of the exemplary structure of FI1G.
2 indicating the Signal-to-Noise Ratio (SNR) for a 27.12
MHz wireless transmitter at each indicated location as
received by a fixed power line coupled receiver in the kitchen;

FIG. 6 illustrates a circuit diagram of power line-based
wireless sensor in accordance with one embodiment of the
disclosure;

FIG. 7 illustrates conceptually the relationship of one or
more sensors and/wireless transmitting devices to multiple
power line access points and one or more receivers the power
line infrastructure in accordance with the disclosure.

FIG. 8 illustrates conceptually one embodiment of the
format of a transmission packet as disclosed herein;

FIG. 9 illustrates a USB receiver for a wireless keyboard
with its antenna coupled to the power line by wrapping it
around a standard line cord;
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DETAILED DESCRIPTION

Power Line as a High-Frequency Signal Conduit

In accordance with this disclosure, a series of tests of the
existing power line infrastructure of a home or other structure
have been conducted. In these tests the power wiring of the
home or other structure are used as a wired transmission line,
with the transmitter and receiver directly connected to the
power lines. In these tests measurements were made of the
signal propagation attenuation and noise power at frequen-
cies significantly higher than the 60 Hz power signal for
which the power lines were designed. In order to act as a
conduit for very low power wireless sensors, the power line
must be reasonably efficient at conducting signals of the
frequency used by the sensor network.

The majority of the radio spectrum is reserved for licensed
use, ensuring that wireless services such as mobile tele-
phones, television and radio broadcasting, and radio-naviga-
tion services are generally free from interference. The Inter-
national Telecommunication Union (ITU), a United Nations
agency responsible for coordination of the radio spectrum on
a global level, has specified several bands of radio spectrum
that local governments should make available for unlicensed
devices. These spectrum areas are commonly referred to as
the Industrial, Scientific, and Medical (ISM) bands. Common
ISM devices include WiFi (IEEE 802.11a/b/g) devices, Blue-
tooth devices such as wireless headsets, and wireless key-
boards and mice with proprietary radio protocols. A list of the
ITU suggested ISM spectrum allocations are shown in Table
1. Although in some countries, such as the United States, use
of spectrum outside of the ISM regions is permitted (for
example, under Part 15 of the US Federal Communications
Commission regulations), the ISM spectrum allocations are
more globally applicable. Note that the 433.92 MHz and
915.00 MHz bands commonly used for inexpensive wireless
devices such as garage door openers or wireless security
sensors are also not globally available. In accordance with the
ITU spectrum plan the following five frequencies are consid-
ered for transmission of signals along power lines: 6.78 MHz,
13.56 MHz, 27.12 MHz, 40.68 MHz, and 2.45 GHz.

TABLE 1

ITU specified Industrial, Scientific,
and Medical (ISM) spectrum up to 2.4 GHz.

Center Range FCC Regulated FCC Max.
Frequency (MHz) Max. Field Strength EIRP (dBm)
6.78 MHz“ +0.015 15 puV/m @ 30 m -51.71 dBm
13.56 MHz  =0.007 15,848 puvV/m @ 30 m +8.77 dBm
27.12 MHz  =0.163 10,000 pV/m @ 3 m -15.23 dBm
40.68 MHz  =0.020 1,000 yWV/m @ 3 m -35.23 dBm
433.92 MHz? +0.870 — —
915.00 MHz ¢ £13.000 — +36.00 dBm ¥
245 GHz  £50.000 — +36.00 dBm ¥

2 Subject to approval by the local regulatory body in the country of interest.

b ITU Region 1 only (Europe, Africa, the Middle East west of the Persian Gulf, the former
Soviet Union, and Mongolia).

¢ ITU Region 2 only (The Americas, Greenland, and some eastern Pacific Islands).
4 For digital modulation schemes having bandwidth of at least 500 kHz.
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6

To test the power line as a transmission line at the selected
frequencies, a high-frequency coupling box was used to elec-
trically couple a spectrum analyzer to the power line infra-
structure professional. FIG. 1 illustrates an electrical sche-
matic of a coupling box 20 in accordance with one
embodiment which can be used to connect a high frequency
receiver, such as a spectrum analyzer 18 or other receiving
device, to the power line while isolating it from the 50-60 Hz
power signal. As illustrated, coupling box 20 comprises a
standard 3 prong plug U5 connected the power line. A test
signal is injected through connector 6 into the power line via
a configuration of resistors R1, R2 and R3 and capacitors
C1-C2. The coupling box 20 isolates the test equipment from
the low frequency, high-voltage power signal, but allows high
frequency signals to pass through. Two such coupling boxes
were utilized, one to inject a high-frequency signal into the
power line using an Agilent E4433B signal generator, and one
to measure the received signal with a Rhode & Schwarz FSH8
spectrum analyzer.

The experiments, the results of which are presented in
Table 2, were performed first in a 3-story, 371 square meter
home built in 2003. Data was obtained by using the signal
generator to inject a 0 dBm (1 mW) signal into the power line
at each of the five frequencies. The signal generator was
connected to the power line via the coupling box plugged into
an outlet in the dining room. During the tests the signal
generator was powered by a battery operated uninterruptable
power supply (UPS) to isolate any signal leakage from its
power supply. The received signal strength was then mea-
sured using the spectrum analyzer by connecting it to a single,
representative outlet in each of nine listed rooms on the three
floors. Average attenuation for the ISM frequencies from 6.78
MHz through 40.68 MHz ranged from 47 to 53 dB. At 2.45
GHz, no signal could be detected over the power line in any of
the rooms. Given the foregoing, further exploration was lim-
ited to 6.78 MHz, 13.56 MHz, 27.12 MHz, and 40.68 MHz.
Since, as noted herein, wired-type power line communication
devices utilize spectrum from 2 to 28 MHz, interference
caused by these devices was tested at the three ISM bands that
fall within this range. Two Netgear XET1001 HomePlug-
based Ethernet-over-power line devices were utilized along
with a laptop to generate traffic over the power line-based
network, and the spectrum analyzer to detect interference
caused by the XET1001. The device generated significant
interference at 6.78 MHz and 13.56 MHz when transmitting
data, but the 27.12 MHz band was relatively free of interfer-
ence from the HomePlug devices.

Table 2 illustrates the received signal strength of a signal
directly injected into the power line, as sensed in each of nine
rooms of the test home. The signal was injected in the dining
room (see FIG. 5) at a power of 0 dBm, thus the numbers in
this table represent the amount of attenuation caused by the
power line. No signal was detected over the power line in any
room for 2.45 GHz. The measured loss induced by the two
power line coupling boxes at each frequency was subtracted
from these figures to give only the loss caused by the power
line.
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TABLE 2

Signal Strength (dBm)

Basement 1st Floor 2nd Floor
Frequency Family Bed Family Master Bed Bed
(MHz) Media #2 #4  Dining Kitchen #1 Bed #2 #3
6.780 -41.2 -57.5 -449 -192 -51.6 -50.8 -69.0 -72.0 -455
13.56 -56.8 -60.8 -61.1 -333 -531 -559 -57.1 -343 -50.2
27.12  -433 -535 -61.6 -21.7 =559 -61.6 -381 -504 -40.7
40.68 -383 -462 -66.7 -355 -446 -552 -539 -51.6 -31.1
2450 — — — — — — — — —

In light of the foregoing, 6.78 MHz and 13.56 MHz are
determined to be less desirable due to interference from
HomePlug-based Ethernet-over-power line networks. 433.92
MHz and 915.00 MHz are less desirable since neither band is
globally available and each is crowded with consumer
devices that might cause interference. 2.45 GHz is less desir-
able since signals of this frequency were greatly attenuated by
the power line. Accordingly, two ISM bands, 27.12 MHz and
40.68 MHz, are considered suitable for wireless transmission
coupling.

Exploration of the power line as an antenna for receiving
wireless signals is motivated by our Power Line Positioning
(PLP) and Wideband Power Line Positioning (WPLP) work,
which leverage the power line as the infrastructure for a
real-time indoor localization system. PLP and WPLP utilize
the power line to wirelessly transmit signals, ranging in fre-
quency from 400 kHz to 20 MHz and produced by one or
more signal injector modules plugged into an outlet through-
out a home. The principle of reciprocity in antenna design,
that is, any given antenna is equally good at receiving and
transmitting, suggests that the power line would be a good
receiver for at least the 400 kHz-20 MHz range that was
explored in the earlier work.

The capability of a testhome’s power line to receive signals
in the US AM radio broadcast band was verified by connect-
ing a spectrum analyzer to the power line and monitoring the
520-1610 kHz band. The graph 22 of FIG. 3 illustrates the
AM radio broadcast spectrum (520-1610 kHz in the US) as
sensed by the spectrum analyzer when connected to the power
line infrastructure of the home through the coupling box 20.
and a standard “rubber ducky” antenna, typical of hand-held
radio scanners. Note that AM radio stations are received with
much greater signal strength over the power line antenna than
with the rubber ducky antenna. A marker is placed at 750 kHz,
which is a local AM radio station.

The exploration of the power line as a receiving antenna for
low-power wireless signals originating within the home
begins by making a final selection of a frequency to explore,
between 27.12 MHz and 40.68 MHz, as discussed. Since the
objective is to use the power line for receiving very low-power
wireless transmissions, a frequency band that is relatively
quiet on the power line is selected. The graph 24 of FIG. 4
illustrates the power line background noise from 100 kHz to
42 MHz and specifically points out the two frequencies still in
consideration (27.12 MHz and 40.68 MHz). Both of these
frequencies fall in relatively quiet regions of the power line,
and so background noise levels did not influence the selection
of one of these two frequencies within a band of frequencies
from 27 MHz to 42 MHz.

Another consideration in selecting a frequency is the size
of an efficient antenna at that frequency. For example,
although the power line has proven to be a reasonably reliable
conduit for signals in the 100 kHz range (X10 and Insteon),
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frequencies this low are not practical for wireless communi-
cation due to the very large size of efficient antennas for these
frequencies. Although both X10 and Insteon offer wireless
remote controls for operation of any X10 or Insteon-enabled
devices, these wireless remotes operate at higher frequencies
(310 MHz in the US, under FCC Part 15 regulations) and do
not directly couple with the power line—a bridge between the
high-frequency wireless channel and the low-frequency
power line channel is needed. This is because the size of an
efficient antenna at any given frequency is proportional to the
wavelength of the signal. A common antenna design is the /2A
or Yah dipole, where A represents the wavelength of the fre-
quency at which the antenna is designed to operate. At 120
kHz, a Y4} dipole antenna would be 625 m long. In contrast,
the higher frequencies utilized by HomePlug devices (2-28
MHz) are much more applicable to wireless communication.
As acomparison, a ¥4A dipole antenna at 28 MHz is 2.7 m, vs.
625 m at 120 kHz. The shorter wavelength of these higher
frequencies is important in that the transmitting antenna for
wireless sensors can be smaller, and also in that a typical
home will contain numerous segments of power line in the
walls on the order of several meters, but certainly no segments
of hundreds of meters.

Ultimately, the frequency 0f27.12 MHz was selected as the
optimal frequency for power line based low-power wireless
signal reception due to regulatory constraints. Revisiting
Table 1, the third and fourth columns now become important.
Within each frequency band, the FCC has specified a maxi-
mum power at which devices may operate. This is typically
specified as a maximum field strength in uV/m at some dis-
tance from the transmitter. Equation 1 hereafter expresses the
electric field as a function of the transmitter power (PT), the
antenna gain (TG), and the distance from the transmitting
antenna (r).

As noted, the graph 24 of FIG. 4 illustrates a noise floor of
the power line from 100 kHz to 42 MHz using the coupling
box 20 and the R&S FSH-8 spectrum analyzer 18. The
sample was taken in the kitchen of the test home, as shown in
FIG. 2. The peaks generally represent various radio broad-
casts from outside the home. The second from left, for
example, is a 6 MHz shortwave-radio AM broadcast. Note
that the noise floor is artificially raised by several dB when
sampling such a large chunk of spectrum at once. FIG. 2
illustrates a floor plan of an exemplary structure 15, here an
apartment unit, used for tests. The building was constructed in
approximately 1969 and the apartment is approximately 37
square meters. In FIG. 2, numbered dots 1-14, indicate test
points for the map of FIG. 5. Also illustrated within the
structure 15 of FIG. 2 are access points 16a-p to the power
line infrastructure within the unit, such access points being
either electrical outlets or wall switches, as well as the loca-
tion of junction box 17 and spectrum analyzer 18, used as the
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receiving device for signals transduced by the power line
infrastructure during testing. T

TABLE 3

ITU specified Industrial, Scientific, and
Medical (ISM) spectrum up to 2.4 GHz.

Center Range  Potential for Power line-based Low-power
Frequency (MHz) Wireless Communication
6.78 MHz  +0.015 Rejected: HomePlug devices interfere.
13.56 MHz  +0.007 Rejected: HomePlug devices interfere.
27.12 MHz  £0.163  Selected.
40.68 MHz  +0.020 Rejected: FCC regulated maximum output
power too low (-35.23 dBm).
43392 MHz  +0.870 Rejected: Not globally available.
915.00 MHz  £13.000 Rejected: Not globally available.
245 GHz  +50.000 Rejected: Experiments show power line does

not carry signals of this frequency.

E =v30PrGr Volts/meter M
r

@

E2 r2

Pr=—=

Power in radio systems is often quoted as EIRP (Effective
Isotropic Radiated Power), which refers to the power output
of'the system from a hypothetical isotropic antenna (a point-
source which radiates equally in all directions). The EIRP
from Equation 1 can be calculated by setting GT to 1 and
rearranging to solve for PT, giving Equation 2. These equa-
tions are how the fourth column of Table 1 was calculated.
This column provides us with a good estimate of the maxi-
mum output power a wireless transmitter can have at each of
these frequencies and still be within regulations. 40.68 MHz
was ultimately eliminated from consideration based on this
band’s very low output power constraint of -35.23 dBm.
Table 3 reflects the reasoning that leads to a selection 0f27.12
MHz as the frequency for a very low-power wireless sensor
network.

Strictly over-the-air communication was not possible at
27.12 MHz throughout the test structure. A transmitter was
configured, which consisted of a signal generator, producing
a 27.12 MHz carrier signal at =35 dBm (0.32 pW) and AM
modulated with a 550 Hz tone, connected to a 27 MHz Citi-
zens’ Band antenna that was placed close to an outlet in the
dining room. The receiver consisted of a hand-held radio
scanner (a RadioShack PRO-97) tuned to 27.12 MHz and
used to listen to the 550 Hz tone. A quick survey of the test
home using the “rubber-ducky” antenna that came with the
scanner was performed.

Where the 550 Hz tone can be heard clearly, the 27.12 MHz
carrier signal is considered to be strong enough; where the
tone cannot be heard indicates that the signal is too weak to be
detected there. It was observed that outside of the dining
room/foyer area where the transmitting antenna was placed,
the signal was generally too weak to be detected by the
scanner. When bringing the scanner’s antenna close to an
outlet, wall switch, or other plugged-in electrical device, the
signal could be heard faintly. This indicates that the 27.12
MHz signal coupled from the transmitting antenna onto the
power line and was being radiated, albeit weakly, by the
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power line at various other points in the home. In practice, the
receiver may be connected directly to the power line, so the
next step was to connect the scanner to the power line via the
coupling box of FIG. 1. This process was repeated at a variety
of outlet locations throughout the home and noted that the
signal could be easily detected in every room of the home by
directly connecting to the power line. Not every outlet
resulted in good reception, but the vast majority of outlets
were satisfactory.

An experimental equipment configuration for initial test-
ing of the power line as a receiving antenna comprised a
signal generator electrically isolated by being placed on a
plastic cart and powered by a UPS. A 27 MHz antenna (a
Cobra HG A1000 designed for Citizens’ Band radio use) was
used to transmit a 27.12 MHz signal AM modulated at 550 Hz
and at a power of =35 dBm (0.32 pW).

The above empirical evidence suggesting that the 27.12
MHz signal coupled to the power line over the air, a determi-
nation was made as to how far away the transmitting antenna
could be from the power line and still be sensed by a power
line connected receiver at most outlets within the home. The
antenna was moved away from an outlet in increments of 2.5
cm and used the power line coupled scanner to check for the
signal at various outlets throughout the home. It was deter-
mined that a transmitter output power of -35 dBm, the
antenna could be up to 60 cm away from the outlet before the
signal was too weak to be detected by the receiving scanner.
Generally, the further the antenna was away from the power
line, the weaker the signal detected by the scanner. Coupling
is not limited to outlets, however. A similar effect could be
observed by bringing the transmitting antenna close to other
electrical wiring, such as a wall switch. As a final test, it was
observed that some of the outlets in the test home served as
particularly good coupling locations for the receiver 18. One
ofthese, located in the basement, is near to the circuit breaker
for the entire house, and so is in close proximity to every
circuit in the home as result. Connecting the receiver to this
outlet allowed testing the range of the transmitting antenna in
a best-case scenario.

FIG. 5 illustrates a heat-map 26 of the test structure 15
indicating the Signal-to-Noise Ratio (SNR) for a 27.12 MHz
wireless transmitter located at each of transmitter locations
1-14 of FIG. 2 as received by a fixed power line coupled
receiver in the kitchen. The transmitter utilized an output
power of 35 dBm (0.32 uW) and a custom-built 27 MHz loop
antenna. While there are some important limitations to this
test (measurements were taken from a fixed height of approxi-
mately one foot off the ground), it does reveal great promise
for using this solution to support a whole-house wireless
sensing solution, the larger systems issues of whole-house,
low-power sensing discussed in the next section.
Whole-House, Low-Power Sensing Apparatus

The ability of the power line infrastructure within a struc-
ture to receive and transmit radio frequency signals, facili-
tates the use of one or more low-power sensors within the
home to construct comprehensive sensor networks. FIG. 6
illustrates a circuit diagram of one embodiment of a power
line-based wireless sensor 30. In the illustrative embodiment
sensor 30 comprises a microcontroller 34 with an attached
sensor transducer 32 and a custom-built 27 MHz radio 35.
The radio 35 comprises a 27.12 MHz crystal 36 with a low-
power amplifier 38 and a tuned loop antenna 33. The crystal
36 and amplifier 38 could be turned on and oft by adjusting
the voltage on a control pin, which is driven by the microcon-
troller’s serial bus output. A microcontroller suitable for use a
microcontroller 34 is commercially available from Texas
Instruments, Dallas, Tex., model MSP430. A crystal oscilla-
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tor 36 suitable for use with radio 35 is commercially available
from Fairchild Semiconductor, San Jose, Calif. 95134, model
number NC7SPUO4. Similarly, an amplifier suitable for use
with radio 35 is commercially available from Fairchild Semi-
conductor, model number NC7SZ7125.

In the illustrative sensor embodiment of FIG. 6, sensor
transducer 32 may be implemented with an ambient light
sensor. An ambient light sensor component suitable for use as
sensor transducer 32 is the Vishay TEPT4400 NPN photo
transistor, commercially available from Vishay Electronics,
Shelton, Conn. 06484. It will be obvious to those reasonably
skilled in the relevant arts that other optical sensors may be
equally utilized as sensor transducer 32, as well as any other
type of sensor transducer, including, but not limited to, sensor
transducers of different types, including those measuring
temperature, vibration, moisture, sound, etc.

An On-Oft-Keying (OOK) modulation scheme may be
used for transmitting data from sensor 30. On-Off-Keying—
wherein the transmitter is on to transmit a binary value of one
and off to transmit a binary value of zero—is a very simple
modulation scheme for low power devices. In an exemplary
embodiment, the sensor 30 transmits a packet of 16 bits once
per second at a bit rate of 62.5 kilobits per second. The 16 bits
may consist of five bits for the sensor’s ID, followed by ten
bits for the value of the light sensor, followed by one stop
bit—if more than thirty two sensors are needed per home, or
if more granularity is desired in the sensor reading, additional
bits can easily be added to the transmission packet as appro-
priate.

The 27 MHz radio 35 operates on just 1.5 mA at 1.2V (this
is in addition to the 165 pA used by the microcontroller 34).
The microcontroller 34 is programmed to transmit a sensor
reading once per second and to shut off the oscillator 36
during the interim sleep period, making the sensor’s duty
cycle 0.941 milliseconds. With the amplifier 38 and oscillator
36 used, the transmit power was actually more than sufficient
to be sensed everywhere in the test house, and so the power
draw could actually be reduced by utilizing more efficient
oscillators and amplifiers. The disclosed wireless sensor plat-
form is able to be sensed throughout a building with approxi-
mately 6.3 nA average current draw.

FIG. 7 illustrates conceptually the relationship of one or
more sensors 30a-r and wireless transmitting devices 40 to
multiple power line access points 16a-0 and one or more
receivers 18a-b coupled the power line infrastructure in
accordance with the disclosure. Specifically, a plurality of
sensors 30a-» and which may have the structure and func-
tionality similar to sensor 30 of FIG. 6 are disposed about a
structure 15, often times in different rooms and different
levels of the structure, if you multilevel structure is utilized.
Each of sensors 30a-n or wireless transmitter device 42 are
disposed within its power transmission range to one of access
points 16a-o which, in turn, are coupled through the power
line infrastructure, indicated conceptually by box 45 in phan-
tom in FIG. 7, to any of receivers 18A-B or 40, which are
beyond the range of receiving any electromagnetic transmis-
sions from either sensors 30a-» or wireless transmitter device
42.Yet, utilizing the system and he described herein, are able
to communicate with their respective receivers. Specifically,
any of sensors 30a-» transmit their respective packets within
their respective transmission power range. Any access points
16a-o such ranges allow the RF signals to the incident upon
the power line infrastructure. Receivers 18A-B which are
electrically coupled to the power line infrastructure and
receive the RF signals transduced by the power line infra-
structure and may process your retransmit the received sig-
nals, as appropriate. A similar process occurs with a wireless
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transmitter 42 and its respective wireless receiver 40, as
described herein. Note that sensors 30a-» and wireless trans-
mitter 42 and their respective receivers should be transmitting
within the same frequency band or range. As such, their
respective antennas should be configured accordingly.

It will be obvious to those reasonably skilled in the relevant
arts that other types of receivers may be utilized for receivers
18A-B or 40, including, but not limited to, receivers specifi-
cally designed for receiving signals within the specific fre-
quency band(s) transmitted by the sensors 30 within the sys-
tem, as well as any type of consumer electronic wireless
receiver.

Two types of antennas were tested with the embodiment of
sensor 30 FIG. 6. One was a CB antenna measuring 43 cm tall
and the other a custom-built loop antenna measuring 6.5 cm
longx6.5 cm widex2 cm tall. The transmit power necessary
for sensor data reception is a function of the efficiency of the
antenna. Clearly the loop antenna has a size advantage in
terms of enabling a compact form factor for in-home sensors,
however both of these antennas are relatively small compared
to the 11.06 m wavelength at 27.12 MHz, meaning that both
are reasonably inefficient at this frequency. The efficiency of
the power line as a receiving antenna at 27 MHz largely
makes up for this, but since it is desirable to operate the
sensors at as low a power output as possible so as to increase
their lifespan, a more efficient antenna will allow a lower
transmit power. Thus, longevity of the sensor is a direct
tradeoff with antenna size. A sensor built around the larger 43
cm CB antenna was able to transmit at a power level of about
2 dB less on average in order to be detected with the same
SNR as with the loop antenna.

Power line-based wireless sensors should be evaluated
against existing wireless sensing technologies on two
fronts—range and power efficiency. Communication range of
wireless sensors is an important consideration since sensors
must be able to communicate with a base-station to transmit
readings. The primary model of enabling low power wireless
sensor networks to date has been multi-hop mesh networking,
wherein if a sensor can not directly communicate with a
base-station, it forwards its readings through other sensors
within range until the packet reaches the base-station.
Although this potentially allows sensors to operate at a lower
transmit power than if they had to directly reach the base-
station, it also requires other sensors to receive data and then
re-transmit it. Interestingly, the Texas Instruments CC2420, a
popular 2.4 GHz ZigBee-compliant RF transceiver used in
the Sun Microsystems SunSPOTs and Crossbow MicaZ wire-
less sensors, uses more power in receive mode (19.7 mA) than
in transmit mode (17.4 mA@O0 dBm).

To make a direct comparison between the power line-based
sensors and existing sensor network technology, the commu-
nication range of two SunSPOT wireless sensors was tested
within the test home. One SunSPOT continually transmitted
packets at a power of —25 dBm, while the other continually
listened for packets and flashed an LED when it received
them. Signal level of -25 dBm was chosen since a power line
connected receiver was able to detect a 27 MHz transmitter at
that power level throughout the house (in fact, =35 dBm was
sufficient power to sense a transmitter within 60 cm of a
power line when using a power line connected receiver any-
where in the home). The transmitting SunSPOT was left in a
fixed location (to simulate a fixed wireless sensor) and walked
around the test home with the receiving SunSPOT (to test
possible locations for the sensor base-station). At —25 dBm,
while the power line-based sensors were able to be detected at
any room in the home by connecting a receiver to the outlet,
the SunSPOTs could generally only communicate within the
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same room. The SunSPOTs’ range was also tested whether it
could be extended by coupling to the power line (despite Sec.
2 showing that 2.4 GHz signals do not couple well over the
power line) by placing both SunSPOTs near an outlet. This
actually decreased their range. To give the SunSPOTs’ whole-
house coverage, their transmit power was increased to 0 dBm
(1 mW).
Protocol Efficiency

Besides utilizing the power line to extend the range of the
low-power sensors, an additional source of power efficiency
is the low complexity of the data transmission protocol. As
mentioned earlier, the power line-based sensors may be
designed only to transmit sensor readings periodically and do
notneed to receive data or forward data for other sensors. This
allows the data transmission protocol to be extremely simple.
Instead ofthe 256 bits of overhead in every ZigBee packet, the
disclosed protocol may be use, for example, only six bits of
overhead (five bits for the sensor address and one stop bit), as
illustrated in FIG. 8. Thus, although the disclosed sensor has
a lower data transmission rate than Zigbee (62.5 kbps vs. 250
kbps), the time the transmitter must be active to transmit a 10
bit sensor reading is actually less for the disclosed power
line-based sensor 30, thus requiring less energy.

A direct comparison metric for the two technologies is
milliamp-hours per bit transmitted (mAh/bit) which can be
calculated as shown in Equation 3:

Number Of Bits 1 hr 3)

RadioPower) ———
bits/sec ( )3600 sec

This data was provided for the power line-based 27 MHz
wireless sensors and for 2.4 GHz Zigbee sensors in Table 4
which shows two configurations for Zigbee: no mesh and
mesh. No mesh is a more direct comparison with the dis-
closed technology since here only the power that a Zigbee-
based sensor must use to transmit a 10-bit sensor reading with
similar coverage to power line based sensing is counted. The
mesh Zigbee configuration, however, considers that Zighee
may need to forward packets in a mesh network configuration
from sensors not within direct communication range of the
base station. These values account for a sensor that must
receive a packet from one of the out-of-range sensors and then
forward the packet on to the base station, in addition to send-
ing one of its own packets with a sensor reading for each
forwarded packet. These calculations show that the disclosed
power line-based wireless sensors use just 2%-7% of the
power that a Zigbee-based wireless sensor requires for similar
coverage. In fact, the actual results are potentially better since
this calculation does not account for the fact that on-off-
keying uses no power when transmitting a zero and represents
the power necessary to transmit 16 bits having a “1” value.
Most transmissions will comprise a combination of “1”’s and
“0”s. Table 4 shows 27 MHz power line-based wireless sens-
ing compared with 2.4 GHz Zigbee.

TABLE 4
Power Zigbee Zigbee
line (no mesh) (mesh)

Total bits for a 10-bit 16 272 544
Sensor Reading
Bit Rate (kbps) 62.5 250 250
Transmit Current (mA) 1.5 17.4 17.4
Receive Current (mA) — — 19.7
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TABLE 4-continued
Power Zigbee Zigbee
line (no mesh) (mesh)
mAhbit 1.07-1077 52.6-1077  164.7-1077
% age of Power 100% 4.930% 15.442%
line-sensing

At the current data rate of 62.5 kilobits per second, each
sensor needs 0.03% of a second to transmit its data. When
each sensor transmits a 16-bit packet once per second, this
leads to a theoretical maximum of 3,906 sensors per home.
The disclosed system currently utilizes what can be consid-
ered a uni-directional version of the ALOHA protocol for
multiple access on the channel. Since sensors are not capable
of receiving, the various sensors within a home transmit at
different times so as not to interfere. This can be done rea-
sonably well without synchronization when the number of
sensors does not approach the theoretical maximum by hav-
ing the sensors add a randomized delay each time to the one
second interval between transmitting packets. Such random-
ized delay may be generated, for example, from a linear
feedback shift register based pseudo-random sequence gen-
erator within the sensor which will not appreciably increase
the cost of the apparatus.

Although the disclosed current data transmission protocol
does not use encryption, the nature of the system has a basic
level of physical security built-in. By utilizing extremely low
transmit powers on the sensors, the reception range is greatly
limited for anyone attempting to overhear the sensors from
outside the home. Although, as with any wireless technology,
these devices are susceptible to snooping with high-gain
antennas, this is generally expensive and impractical as the
operating frequency is reduced. The power line also has a
natural security mechanism built-in in the form of transform-
ers. Electric power is distributed at a higher voltage than is
utilized in the home. Transformers convert this higher voltage
to the voltage carried on the home power line. Transformers
work well for low frequency signals like the 50-60 Hz power
signal, but their high inductance causes them not to pass
higher frequency signals like 27 MHz. Since one transformer
can typically serve just a few homes, they act as a natural
barrier to the sensors’ signals propagating too far along the
power line and being sensed by neighbors from within their
homes.

Extending the Range of a Wireless Keyboard

The capabilities of the power line as a receiver over greater
distances, ultimately as a communications infrastructure to
augment low-power wireless devices throughout the entire
home are demonstrated herein. In this alternative embodi-
ment, several experiments with a software radio and a stan-
dard wireless keyboard operating at 27 MHz were performed.
By coupling a receiver to the power line, the keyboard’s range
could be extended from 1.5-2 meters line-of-sight to non-
line-of sight distances of up to approximately 30 m away,
encompassing most locations within a 3-story 4,000 square
foot/371 square meter home, all while maintaining the full
functionality of the keyboard.

A wireless keyboard 42 was used to test the capabilities of
the home power line 45 as a receiving antenna since the
keyboard in its standard configuration has a relatively short
operational range of 1.5-2 meters. FIG. 9 illustrates a USB
receiver for a wireless keyboard with its antenna 46 coupled
to the power line by wrapping it around a standard line cord
near the plug 48. A Logitech wireless keyboard and USB
wireless receiver suitable for use with the system disclosed
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herein is commercially available from Logitech International
S.A. Fremont, Calif. 94555. The wireless keyboard and
receiver configured using a proprietary radio link operating at
27 MHz. The USB receiver 40 and antenna 46 are illustrated
in FIG. 9. The wireless keyboard’s receiver 40 connects to a
computer via a standard USB connection.

The first experiments were conducted using a Universal
Software Radio Peripheral (USRP) as the receiver. The USRP
was capacitively coupled to the home power line at the base-
ment electrical distribution panel by mounting an antenna
inside of the panel door. It was thought that the distribution
panel would be the optimal sensing location since all circuits
in the house originate there. Thus, if the power line acts as a
conduit for RF energy it picks up from the environment, it
should channel those signals back to the distribution panel.

To sense the keyboard’s signal, the USRP was tuned to 27
MHz and the FFT of the radio spectrum in that region
observed. As keys were pressed, a spike at 27.146 MHz could
be seen. The received signal strength of the keyboard using
the power line as a receiving antenna was examined at twenty
four locations spread throughout all floors and rooms of the
test home. Of these twenty four, the keyboard’s signal was
visible at 20 locations. Conversely, without coupling the
USRP’s antenna to the power line at the distribution box, the
keyboard could not be sensed at any of these locations.

While this method provided proof that the keyboard’s sig-
nal could be received almost anywhere within the home using
the power line as a receiving antenna, the question remained
as to whether the signal-to-noise ratio (SNR) was great
enough to decode the keyboard’s signal accurately. While
demodulation could also be performed with the USRP and
appropriate software, the keyboard’s modulation scheme was
unknown and it was impractical result that the range of the
keyboard could be extended using an expensive piece of
sensitive radio equipment. The functionality of the key-
board’s own receiver was tested when coupled to the power
line. To couple the keyboard’s receiver to the power line, an
approximately fifty cm wire 46 was soldered to the antenna
input location on its board. The other end of this wire was
coiled around a standard electrical device cord plugged into a
wall socket. This setup provides capacitive coupling to the
power line similar to the coupling box 20 apparatus and
method disclosed herein, while allowing the keyboard
receiver 40 to be located in a more realistic setting away from
the main distribution box and near the computer it is intended
to operate.

In this scenario, “sensing” the keyboard was defined as the
appropriate letters from the pressed keys appearing on screen.
When testing the same twenty four locations within the test
home with this receiver, although the keyboard itself could
not be sensed at all the chosen locations, when moved in close
proximity (within approximately fifty cm) to a power outlet,
it could be successfully sensed at even the far end of the home.
Thus, coupling of the keyboard’s signal through the power
lines extends the operational range of this keyboard from
about two meters to anywhere with a power outlet in close
proximity in the home. Tests with the USRP demonstrated
that the keyboard’s signal can in fact be sensed at those
locations away from a power outlet where the keyboard’s
receiver failed to work. Therefore, any of numerous commer-
cially available, inexpensive RF amplifiers can be employed
to boost the signal coupled from the power line sufficiently for
the keyboard receiver to accurately demodulate it in a manner
understood by those reasonably skilled in the arts.

Power Lines as Antennas

Antennas are carefully designed for use at a specific fre-

quency or range of frequencies. The dipole is a common type

25

30

40

45

65

16

of antenna that is usually designed to be one half or one
quarter the size of the wavelength of the frequency it will be
used at. The power line was never intended to be used as an
antenna, however, and so its radiation pattern at various fre-
quencies will differ greatly from standard antennas. Some of
the RF devices and services that have been successfully
received using the power line as an antenna are shown, along
with their associated frequencies and wavelengths, in Table 1.
Note that half the wavelength of the wireless keyboard’s
signal is approximately five meters. There are likely many
straight stretches of power wiring in the walls of a home that
extend distances on the order of 5 meters. This may account
for the success at using the power line to sense this low-power
device.

To further validate the validity of the apparatus, systems
and techniques disclosed herein, a validation of previous
work on line cord antennas to aid in the reception of high-
powered TV and radio broadcasts from outside the home was
also performed. The signal strength of ten different TV and
FM radio stations was measured by coupling the USRP to the
power line. The received signal strength (RSS) for various
over-the air broadcast television and FM radio stations was
measured with a standard VHF television antenna, no
antenna, and the power line as antenna with the receiver
directly coupled to the power line. The power line measure-
ments were compared to measurements taken with a standard
TV VHF antenna (which also covers the FM radio band) and
measurements taken without an antenna as a reference.
Although the VHF antenna produces a higher signal strength
at all ten stations tested, the power line antenna performs
reasonably well by comparison. Various RF devices and ser-
vices and their associated frequencies and wavelengths are
illustrated in Table 5 below.

TABLE 5
Device/Service Frequency Wavelength
AM Radio 520 kHz-1610 kHz 932 m-288 m
Wireless keyboard 27 MHz 11.11m
FM Radio 88 MHz-108 MHz 278 m-3.41 m
NTSC Analog 54 MHz-806 MHz 5.56 m-0.372 m
Television

One application of the in-home power line as a receiving
antenna is for home wireless sensor networks. Current wire-
less sensor networks often use mesh networking as a means of
extending the communication range of individual nodes. In a
mesh network, wireless sensor nodes route packets for other
nodes back to a central sink where all data from the sensor
network is received and processed. In a mesh network con-
figuration, sensor nodes are forced to constantly listen for and
receive packets from neighboring nodes to forward them
along.

The MicaZ is a popular wireless sensor network platform,
commercially available from Crossbow Technologies, Milpi-
tas, Calif. 95035, that operates at 2.4 GHz. The data sheet for
the MicaZ reports that its RF transceiver draws between 11
and 17.4 mA when transmitting. Interestingly, the data sheet
also reports that the RF transceiver draws more power when
receiving —19.7 mA. Higher current draw for receiving is an
important consideration when placing sensor nodes in a mesh
configuration, as a mesh requires nodes to be in the high
power receiving state often, as packets to be forwarded along
arrive from neighboring nodes.

In contrast to the MicaZ, a current draw of 5 mA was
measured when transmitting for the wireless keyboard uti-
lized in the experiments. The keyboard operates on 3 V, and



US 8,788,191 B1

17

was designed to use two AA batteries. A typical alkaline AA
battery has a capacity of 3,000 mAh, meaning that the key-
board could transmit continuously for 25 days. Wireless sen-
sors typically only transmit periodically, however, so its life
would in practice be significantly longer. In contrast, the
MicaZ, even if only transmitting, and not receiving as
required for a mesh network configuration, has a lifespan of 7
to 11 days when continuously transmitting.

Thus the power line as a potential conduit for RF signals
from wireless sensor nodes within the home is contemplated.
Rather than placing sensor nodes in a wireless mesh configu-
ration, each node can simply transmit its own packets without
need to forward along packets from neighboring nodes. The
RF signal from each node will couple to the power line
through nearby in-wall wiring and outlets. The signal can
then be received at the sensor network sink, whose receiver is
coupled to the power line via a line cord as illustrated in FIG.
9. This method eliminates the power expenditures necessary
to receive and forward along packets from other nodes. Addi-
tionally, given that the transmitter of the tested wireless key-
board has a lower power draw than the MicaZ transceiver, yet
could still be detected throughout the home, there is potential
to use lower power transmitters than would otherwise have
been possible with traditional antennas and over-the-air
reception.

It is to be understood that the above-described embodi-
ments are merely illustrative of some of the many specific
embodiments that represent applications of the principles
discussed above. Clearly, numerous and other arrangements
can be readily devised by those skilled in the art without
departing from the scope of the invention.

What is claimed is:

1. In a structure having an electrical power line infrastruc-
ture disposed therein, a system comprising:

A) at least one receiving apparatus electrically coupled to
the electrical power line infrastructure at an electrical
node of the electrical power line infrastructure, the at
least one receiving apparatus responsive to signals
within a predetermined frequency band; and

B) a source of electromagnetic signals disposed within or
proximate to the structure and configured to wirelessly
transmit electromagnetic signals within the predeter-
mined frequency band directly to an electrical power
line of the electrical power line infrastructure.

2. The apparatus of claim 1 further comprising:

C) a mechanism for capacitively coupling the receiving
apparatus to the electrical node of the electrical power
line infrastructure.

3. The apparatus of claim 2 wherein the predetermined

frequency band is between 1 MHz and 50 MHz.

4. The apparatus of claim 3 wherein the predetermined
frequency band is between 27 MHz and 42 MHz.

5. The apparatus of claim 4 wherein the predetermined
frequency band is approximately 27.12 MHz.

6. The apparatus of claim 1 wherein the source of electro-
magnetic signals is a wireless transmitting device having a
predetermined wireless transmission distance range.

7. The apparatus of claim 6 wherein the receiving apparatus
is disposed outside the predetermined wireless transmission
distance range of the source of electromagnetic signals.

8. The apparatus of claim 1 wherein the source of electro-
magnetic signals comprises:

a transmission mechanism; and

a sensor element operatively coupled to the transmission
mechanism.
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9. The apparatus of claim 8 wherein the source of electro-
magnetic signals further transmits data packets with an aver-
age current draw of less than 100 pA per 1.2V.

10. The apparatus of claim 8 wherein the source of elec-
tromagnetic signals further transmits data packets with an
average current draw of less than 10 pA.

11. In a structure having an electrical power line infrastruc-
ture disposed therein, a method comprising:

A) electrically coupling a receiving apparatus to the elec-
trical power line infrastructure at an electrical node of
the electrical power line infrastructure, the receiving
apparatus responsive to signals of a predetermined fre-
quency band;

B) disposing at least one source of electromagnetic signals
within the structure;

C) wirelessly transmitting electromagnetic signals in the
predetermined frequency band from the at least one
source directly to an electrical power line of the electri-
cal power line infrastructure; and

D) detecting at the receiving apparatus signals from the
source within the predetermined frequency band as
transduced by the electrical power line infrastructure.

12. In a structure having an electrical power line infrastruc-
ture disposed therein, a method comprising:

A) providing a wireless transmitter, configured to wire-
lessly transmit electromagnetic signals of a predeter-
mined amplitude over a predetermined distance and
within a predetermined frequency band, and a receiving
apparatus responsive to signals within the predeter-
mined distance and the predetermined frequency band;

B) electrically coupling the receiving apparatus to the elec-
trical power line infrastructure at an electrical node
thereof;

C) disposing the wireless transmitter within the structure at
adistance relative to the receiving apparatus greater than
the predetermined distance but within the predetermined
distance relative to an electrical power line of the elec-
trical power line infrastructure; and

D) detecting at the receiving apparatus signals transmitted
directly to the electrical power line from the wireless
transmitter within the predetermined frequency band as
transduced by the electrical power line infrastructure.

13. In a structure having an electrical power line infrastruc-
ture disposed therein, a sensor system comprising:

a receiving apparatus electrically coupled to the electrical
power line infrastructure at an electrical node thereof
and responsive to signals of a predetermined frequency
band; and

a plurality of sensors configured to wirelessly transmit
electromagnetic signals over a predetermined transmis-
sion distance and within a predetermined frequency
band, the sensors disposed within the structure at a dis-
tance relative to the receiving apparatus greater than the
predetermined transmission distance but within the pre-
determined distance relative an electrical power line of
the electrical power line infrastructure.

14. The apparatus of claim 13 wherein each of the sensors

comprises:

a transmission mechanism; and

a sensor element operatively coupled to the transmission
mechanism.

15. The apparatus of claim 13 wherein the predetermined

frequency band is between 1 MHz and 50 MHz.

16. The apparatus of claim 15 wherein the predetermined
frequency band is approximately 27.12 MHz.
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