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Introduction

Software security is an ever-increasing concern as our world becomes more connected.

Our society has built a huge reliance on digital systems: our education, healthcare,

entertainment, and financial systems are all built on software services. Many critical

infrastructure systems, like power grids, are often controlled by software and connected to

the internet. These developments have expanded the surface reachable by malicious actors,

and in the last years we have seen attacks on oil pipelines (Easterly, 2023), hospitals

(Ivanova, 2023), journalists (Marczak et al., 2023), and much more.

The volume of software being written is increasing rapidly, and the question of how

to ensure its security at scale is becoming more and more important. The end-to-end

process of reviewing software for security vulnerabilities and fixing them can be very

time-consuming, and often requires a lot of expertise. An interesting question is whether

we can create software capable of this process, namely reasoning about security

vulnerabilities and patching them automatically. This was the goal of the Cyber Grand

Challenge (CGC), a contest held by DARPA in 2016. DARPA (2016) explains that the

CGC invited competitors to create systems to do just this, and hoped to establish a

“lasting R&D community for automated cyber defense.”

The majority of competitors used traditional static and dynamic analysis

techniques—like symbolic execution and fuzzing—to find vulnerabilities and generate

patches. But in the five years since the contest, machine learning has become more popular

in the security community and shows promise in security tasks, such as malware detection

and similarity analysis (Ucci et al., 2019). Additionally, Godefroid et al. (2017) showed

that deep learning can be used to guide fuzzing, which is the automated process of

generating inputs to find vulnerabilities in a program. Further, the release of GPT-3

(Brown et al., 2020) and Codex (Chen et al., 2021) in 2020 and 2021, respectively, sparked

additional interest in the use of language models for code-related tasks.

In the last three years, there has been a surge of interest—both from academic
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research and industry—in the use of language models in general. OpenAI has continued

releasing larger and larger language models, such as the GPT-4 (and built on top of it,

ChatGPT) (OpenAI et al., 2023). DeepMind has released its own language model, Gemini

(Team et al., 2023). And Meta has developed Llama2, which unlike the previous two

models, has publically available weights (Touvron et al., 2023).

Following this increased interest in large language models, DARPA announced the AI

Cyber Challenge, or AIxCC (DARPA, 2023a). Similar to the CGC, the AIxCC is a contest

that asks teams to design AI systems that can secure software on a large scale. But the

scope of AIxCC is much larger than that of the CGC. While the CGC gave competitors

individual binaries to analyze, DARPA (2023b) explains that AIxCC teams will receive

Challenge Projects written in a variety of programming languages. Each of these projects

contains vulnerabilities in a pre-defined set of software weaknesses. The Cyber Reasoning

System submitted by each team will be judged on its ability to autonomously

1. produce test cases that demonstrate the presence of vulnerabilities,

2. generate proofs that it “understands” the weaknesses, and

3. submit patches that fix the vulnerabilities.

Teams are additionally rewarded for their ability to perform well on a diverse set of

software weaknesses and languages.

In collaboration with the Korea Advanced Institute of Science and Technology,

Pohang University of Science and Technology, and Samsung Research America, Georgia

Tech is participating in this contest.

Literature review

Previous contest results

The Cyber Grand Challenge tested competitors in an attack/defense scenario similar

to a capture-the-flag contest. Each team had the goal of patching vulnerabilities in a set of
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Challenge Binaries, while proving vulnerabilities in those of other teams. In the final event,

the top three teams were Mayhem, Xandra, and Mechaphish.

Avgerinos et al. (2018) describes the approach taken by Mayhem, which is the system

that won the contest. To patch binaries, Mayhem identifies locations of possible crashes

and chooses other locations with heuristics. Then, it inserts checks that memory is not

accessed at unusual addresses. These patches are performed either by replacing entire

functions—which requires a tricky adjustment of addresses and offsets—or by replacing

branches with jumps into a custom section containing necessary checks. To find bugs in the

services, Mayhem uses a combination of symbolic execution and fuzzing. Notably, Mayhem

guides fuzzing using the patching infrastructure, which allowed it to find vulnerabilities

more effectively than other teams. Finally, Mayhem includes exploit generation

components which used crashing inputs to produce the necessary proof-of-vulnerability,

either dynamically through mutations or statically via constraint solving.

Nguyen-Tuong et al. (2018) explains Xandra’s approach. For defending, Xandra uses

Zipr, a static binary rewriting tool (Hiser et al., 2023). With this tool, Xandra inserts

checks in dangerous functions to mitigate modifications to control flow. Additionally, it

performs bound inference for arrays on the stack to add safety checks. For attacking,

Xandra also uses a combination of symbolic execution and fuzzing. Notably, its symbolic

execution engine Grace2 is used to guide the fuzzer by mutating generated inputs.

Shoshitaishvili et al. (2018) outlines the direction taken by Mechaphish or Mechanical

Phish. For patching, Mechanical Phish used general binary hardening techniques like

return pointer encryption. For attacking, it—just like the other two teams—used a

combination of symbolic execution and fuzzing.

These three teams also mention strategy as a key component of their systems. For

example, Avgerinos et al. (2018) describes mitigations taken by Mayhem against binaries

submitted by adversarial teams. However, the AIxCC contest differs substantially from the

CGC in this regard, as there is limited interaction between teams.
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Language models for software security

There has been recent interest in the use of language models for writing code. In

2021, OpenAI introduced Codex, a language model based on GPT-3 but fine-tuned on

GitHub code (Chen et al., 2021). This introduces promising applications in automated

program repair. Previous work in this field often utilizes fix patterns, which are examples

of potentially problematic snippets that can be matched against buggy code to generate

patches (Liu et al., 2019). However, this approach is not very extensible and fairly naive.

Jin et al. (2023) introduces InferFix, a program repair and static analysis tool for

fixing bugs in Java and C# programs. InferFix relies on a database of historic bugs and

patches collected from GitHub. After buggy code is localized using the Infer (Facebook,

2023) tool, InferFix finds semantically similar patches in the database and uses a large

language model to generate a patch. Then, the patch is validated by running the Infer

static analyzer and unit tests. Similarly, Xia et al. (2023b) examines the use of large

language models in three patch generation settings: producing entire functions, code

infilling, and single line generation. It tests the program repair using a number of language

models on benchmarks in a variety of languages, including Defects4J (Java), QuixBugs-Py

(Python), and ManyBugs (C). The paper finds that directly applying LLMs to the

automated program repair setting outperforms existing baselines without any changes or

fine-tuning.

A number of recent publications have demonstrated that large language models are

effective in improving program analysis. One area of interest is in decompiler research. Xu

et al. (2023) introduces LmPa, a framework for inferring variable names from decompiled

code. It does so by prompting ChatGPT to repeatedly generate variable names and

propagating them through the code. These names were evaluated against a set of ground

truth names by both conducting a user study for developer preferences and utilizing a score

function for evaluating similarity. This approach was found to significantly outperform

previous deep learning-based approaches. Another paper explores the use of language



LARGE LANGUAGE MODELS FOR SOFTWARE SECURITY 7

models for taint analysis. Liu et al. (2023) proposes LATTE, a fully automated framework

that helps large language models reason about security vulnerabilities through a taint

analysis approach. In particular, after a decompilation process, LATTE uses a language

model to analyze external functions for security-sensitive calls. After producing call chains

that lead to those sinks, LATTE uses the LLM to identify sources of input and checks

whether they exist in any chains. If so, it constructs prompts for those flows and uses them

with the LLM to produce a vulnerability analysis. This work addresses both limitiations of

taint analysis (such as manual work required for transfer rules) and of language models

(such as small context windows).

Finally, there has been work in the use of language models to guide fuzzing.

Although traditional fuzzers have been proven effective for finding bugs, Xia et al. (2023a)

argues that they face a number of challenges. Namely, that they suffer from

1. being tightly coupled with a system and a language, since developing a fuzzer

requires time-consuming architecture-specific work;

2. having limited support for evolving systems with newer features; and

3. experiencing restricted ability to cover major parts of the input space.

So, the paper proposes Fuzz4All, which uses a large language model for both input

generation and mutation. Given documentation of the system to test, Fuzz4All

iteratively generates prompts to produce program inputs. Xia et al. (2023a) found that

compared to existing fuzzers, Fuzz4All was able to achieve greater coverage on specific

systems in the same amount of time while generalizing to all the languages tested: C,

C++, SMT, Go, Java, and Python. Additionally, in the 24-hour campaign, the paper

found that the coverage achieved by Fuzz4All kept increasing even when fuzzers like

Csmith, Fuzz4All, and Hephaestus had already plateaued.

Overall, this research demonstrates that large language models can be effective in a

variety of software security tasks, and provides promising directions to explore for the

AIxCC contest.
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Methods

Benchmark Collection

Once the system is fully developed, we expect to evaluate it on a number of test

projects. To this end, we have collected a number of open-source projects with annotated

vulnerabilities and test cases. These test cases include both functional correctness tests

and tests that demonstrate the presence of security vulnerabilities. These allow, among

other things, for patches to be evaluated for correctness and effectiveness.

One specific focus of the benchmark collection is client-side vulnerabilities. These are

currently not out-of-scope for the AIxCC contest, but evaluating these bug classes—like

XSS and CSRF—might require more infrastructure than checking for server-side

application or memory-safety vulnerabilities. This is because evaluating client-side

vulnerabilities often requires a browser for rendering HTML and executing JavaScript. To

address this, we wrote a testing framework to more easily write test cases for client-side

bugs.

Specifically, the framework provides the test cases a Python API that allows them to

• interact with the web server through HTTP requests;

• start new web servers to simulate attackers or third-party services; and

• render web pages as a victim browser would.

The client process and server processes are run in parallel, and communicate over the local

network. To avoid interactions between test cases and other services, these are isolated

with network namespaces.

Peripheral Components

We would like to apply large language models to create fuzzing harnesses and aid in

input generation. A crucial step in this process—and most applications of language

models—is prompt engineering. This involves designing and structuring queries to the
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language model to most effectively frame the task and provide necessary context. Among

other steps, this requires testing a variety of prompts and evaluating their results on a

variety of models. So, to improve the efficiency of this process, we developed a playground

for prompt engineering. Largely based on OpenPlayground (Friedman, 2024), a tool that

allows the side-by-side comparison of a number of different models, our application

provides a user interface allowing users to interact with the contest’s permitted models and

compare their results.

A significant problem to address is that large language models often require

contextual information and data to generate meaningful results, but it may not be possible

to provide this context upfront. As an example in a different domain, consider a model

that makes clothing recommendations. In the process of recommending an outfit, the

model might need to know the user’s preferences, their occupation, and the weather. But

how might the data about the weather be provided? One solution to this problem is to use

plugins, which are small programs that the model can interact with through special tokens

in the output. These tokens instruct the system to include extra data in the context. In the

previous example, a plugin might respond to queries about the weather in specific cities.

In our system, a model that seeks to understand code may benefit from additional

information about the target program. This might include the language it is written in, the

content of files, and what dependencies it has. Although some of this data can easily be

conveyed through an initial prompt, it may be infeasible to fit everything that might be

needed into the query.

Plugins would be able to provide this data on demand. To enable their

integration—and crucially, to simplify the process of writing future ones—we developed a

plugin system that integrates with the playground. This plugin system provides a Python

library for writing plugins as functions, and converts those functions to APIs accessible by

the language model and user interface components.
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Language Model Plugins

A particular plugin that we developed integrates tools typically meant for source code

editing. A vast number of programming languages have servers that provide features like

code completion and diagnostics. Many of these servers implement the Language Server

Protocol (LSP), which specifies a standard interface for integrating these features into code

editors. Some implementations include rust-analyzer for Rust, clangd for C and C++,

Pylance for Python, and tsserver for TypeScript. This protocol exposes features that are

particularly useful for our system. For example, given an identifier like a function call or

variable name, these LSP servers can provide type information and the locations of

definitions and references. In the context of generating fuzzing harnesses, this data might

help the language model find where a function is defined or understand what arguments it

expects.

Because this protocol provides a uniform interface for a variety of languages, it

allowed us to write a single plugin that could be used across different settings. But a

particular challenge in letting this plugin be effectively used was providing the language

model tools for interacting with the codebase and localizing data. In particular, it often

only makes sense to query the language server when there is something unknown in a

specific piece of code or piece of functionality. Further, many interactions with the

language server are parameterized by the current file and cursor position—for instance, the

line and column number of a specific identifier.

These challenges were addressed by additional plugins. First, we included

functionality for navigating the codebase, such as listing directory structure and searching

for file content. We also included plugins for reading specific sections of code, such as the

context surrounding a specific line in a specific file. This is not quite enough, because these

plugins do not provide enough data for the language model to properly determine the line

number and column number of code elements of interest: in practice, the language model

attempts to guess these values and is often incorrect.
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To provide assistance in creating queries, we developed plugins to provide an

interface for specifically locating code constructs. Using Tree-sitter, an incremental parsing

library, we are able to parse the codebase and look for function definitions, function calls,

and variable declarations by name. So, when the language model is preparing a query for

an LSP plugin, it can first query these plugins to determine the specific line and column

numbers of the constructs it is interested in. This approach takes advantage of the fact

that Tree-sitter includes parsers for a wide variety of languages. Just like with the LSP

plugin, this can be easily extended to a variety of languages.

Candidate Harness Generation

A potential direction for bug finding, as exhibited by previous contest participants, is

utilizing fuzzing. In general, many fuzzing frameworks require code that provides an

interface to interact with the tested program—a fuzzing harness. An interesting question is

how we can create these harnesses autonomously, without expert knowledge of the

program. One approach is to examine the codebase’s test suite, and use particular test

cases as a starting point for understanding how the program behaves and how to interact

with it. In particular, we can utilize a large language model and modify an existing test

case to feed in the inputs generated by a fuzzing framework of choice, such as LibFuzzer.

Given a test case, this process is done in a few steps.

First, the large language model is queried to separate the test case into components.

An observation we make is that test cases often follow similar formats: they begin with

some code that sets up the environment and program state, then some code that interacts

with the program to test the desired functionality (and checks that outputs are correct),

and finally some code that cleans up the final program state. We use the language model

to identify where the functional testing code begins and ends to separate it from the

surrounding context.

Next, we perform another query to the language model to generate a candidate
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harness. Specifically, we ask it to generate code to replace the original functional testing

code in the test case to utilize the fuzzing framework’s inputs. For example, if a test case

calls a function with a particular argument, we might want to replace that argument with

data that comes from the fuzzer. We also allow the language model to leave special

annotations to denote where the setup and cleanup code should be placed.

Finally, this generated code is patched into the original test case. Both the original

test case and output code are parsed with Tree-sitter. Then, we extract the new testing

code and any helper functions generated by the language model and properly construct the

new test case, including the setup and cleanup code. This process also allows us to format

the code properly and ensure that it contains the required data and names for the fuzzing

framework to run.

Code Generation Loop

Though the previous components might generate candidate fuzzing harnesses that

contain correct ideas for how fuzzing inputs can be fed into the program, the generated

code tends to be unlikely to compile. Our goal is to modify these candidates to properly

compile and run.

While there exist a number of existing approaches to code repair, we chose to continue

leveraging large language models. Our approach was fairly simple: we attempt to compile a

candidate harness, and if it fails, we create a prompt containing the previous attempt and

compile errors. We then query the language model to generate a new candidate harness

that fixes the errors. This process is repeated until the code properly compiles.

In order to improve the efficiency of this process and improve the quality of the

generated code, we also built additional stages into this code generation loop. This is

because we noticed compilation errors were sometimes fixed in ways that were not ideal.

For instance, the original harness candidate might include a reference to a helper function

that was not defined. Sometimes, the compile loop would result in a harness that defined
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Figure 1 . Code generation loop example with two intermediate stages

the helper function, but left it as an empty stub. While this did mean the compilation loop

converged, the final output was less effective as a fuzzing harness.

So, we added stages to the code generation loop that would check for properties of

the generated code. Some of these operate on the syntax level—we check that there don’t

exist empty functions, or that the fuzzing inputs are actually used. Others make additional

queries to the language model to ensure that the generated code semantically makes sense.

As with the final compilation step, if any of these stages fail, we create a new prompt that

includes a description of the problem and the previous attempt. Then, we query the

language model to generate a new candidate harness.

Parallelization

One observation we made was that performing the initial candidate harness

generation is fairly quick, but may require many attempts to produce a meaningful result.

This process is very amenable to parallelization, as each attempt is completely

independent. In order to prioritize the most promising candidates, we expanded on the

quality checks in the code generation loop to assign scores to candidates. Along with the

“negative” checks described earlier that ensure the code is free from immediate issues, we

added “positive” checks that prioritize candidates with certain properties. For example,

harnesses that are more similar to original test cases are less likely to contain completely

hallucinated, nonsensical code. We introduced additional negative tests as well, especially
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for issues that can only be fixed in the original generation stage—recall that we only have

the language model generate the functional testing code, and leave comments for the setup

and cleanup code. If the generated harness does not correctly include these annotations

(perhaps by giving extraneous ones), the harness is unlikely to work at all.

Data Collection and Analysis

We analyzed these components qualitatively, as they are all components of a large

system. For the harness generation and code generation loop in particular, we were

especially interested in how they might perform in an early example project provided by

DARPA, namely a patched version of the Linux kernel. In order to get a sense for how well

the system might perform, we collected a number of Linux kernel CVEs with associated

proof-of-concept exploits. Then, by treating these proof-of-concept exploits as test cases,

we can use them as inputs to the fuzzing harness generation system. The output can be

evaluated by a human to determine whether the modifications are meaningful, and whether

the same vulnerabilities can be reproduced with fuzzing inputs.

Once the entirety of the system is functional, it will be tested and evaluated in two

main ways. Most immediately, we compiled a large benchmark dataset consisting of

open-source projects and annotated vulnerabilities. These include test cases for program

correctness, as well as test cases that demonstrate the existence of security vulnerabilities.

This dataset will be used to evaluate the system in two ways: first, to check the efficacy of

this component for finding vulnerabilities; and second, to evaluate whether the component

is effective in the end-to-end process of producing patches. These can be determined by the

percentage of vulnerabilities found and the percentage of patches that are correct,

respectively.

Additionally, the AIxCC contest has provided a number of Challenge Projects to set

expectations for the contest. After testing against the benchmark dataset, we will test the

system against these Challenge Projects to evaluate its performance. Further, during the
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preliminary rounds of the contest near the end of the semester, we will test the system

against the projects featured in those competitions.

Results

Language Model Plugins

We qualitatively examined the effectiveness of our plugin system on some more

general tasks, then some tasks that relate more directly to code analysis.

Knowledge base. Using the plugin API we developed, we developed plugins that

integrate with Wikipedia and manpages in order to test that the language model can

effectively interact plugins through the system, in general. When presented with the query

“On what date did the Klaus Advanced Computing Building open?”, the language model

1. queried the get Wikipedia pages plugin to find the Wikipedia page for the building;

2. queried the get Wikipedia summary plugin;

3. checked the get Wikipedia sections plugin to list the sections of the page;

4. and queried the get Wikipedia section content plugin to find the section containing

the building’s opening date.

Finally, it correctly generated the response “The Klaus Advanced Computing Building

opened on October 26, 2006.” The system prompt did contain information about how to

interact with the plugins, and that the language model should use the plugins if necessary.

However, it did not contain instructions for specific processes, like narrowing down the

Wikipedia page to the correct section. This suggests that the system is capable of some

limited reasoning and planning when interacting with plugins. The system exhibited

similar behavior when queried about more technical topics, such as “How does the V8

JavaScript engine handle garbage collection?” and “What are example programming

languages that compile to the JVM?”.



LARGE LANGUAGE MODELS FOR SOFTWARE SECURITY 16

As another example, when asked what command line flag instructs the grep

command to ignore case, the language model utilized the get manpage plugin to locate the

grep manage, then correctly identified the -i flag as the one that ignores case.

Code navigation. One setting where the system struggled was in navigating

codebases without direct instructions. A number of language server protocol plugins were

made available, including ones for listing the directory structure; searching for file content;

retrieving specific sections of code; locating symbols by name; and finding references and

definitions of symbols. A plugin for searching through file content was intentionally

omitted. When given the query “Where is the function called ‘test’ defined?”, the behavior

of the language model was extremely brittle. In one attempt, it hallucinated a plugin that

would search for the function definition, and when the query was unsuccessful, it responded

that the function did not exist. In another attempt, the language model indicated that it

did not have the proper tools to answer the question.

Similarly, when the language model was equipped with the ability to search for

strings in files, it performed that query and found matches in a number of files. However,

instead of verifying the content of the files to check which references were definitions, it

simply responded that the function was defined in each file found.

These cases suggested that the system has a limited ability to create a plan for

interacting with plugins, especially when a possible solution path (such as checking files

with semantically related names) is not immediately obvious.

Code navigation with instructions. An additional reason for this belief is that

the language model performed considerably better when the query was structured in way

that hinted at a solution. For example, when asked “The function ‘test’ is referenced in the

file ‘main.py.’ What does it return?”, the language model

1. queried the get symbol location plugin to find where the function was used in

‘main.py’;

2. used the get file content plugin to retreive the line where the function was called;
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3. queried the get symbol definition plugin to find where the function was defined; and

4. used the get file content plugin to retrieve the function definition.

Then, it correctly responded that the function returned one regardless of its input. This

behavior was consistent across similar queries, and other languages supported. The

difference in behavior between this case and the more open-ended ones described earlier

suggests that tasks that involve implicit reasoning and planning are difficult for the system.

Harness Generation

CVE Feasible candidate harness Compilation convergence

CVE-2020-27786 3 / 5 2 / 3

CVE-2021-41541 3 / 5 3 / 3

CVE-2022-0185 5 / 5 5 / 5

CVE-2022-0995 5 / 5 5 / 5

CVE-2022-1015 2 / 5 2 / 2

CVE-2022-2585 1 / 5 1 / 1

CVE-2022-2606 0 / 5 -

CVE-2022-32250 0 / 5 -

CVE-2023-0719 1 / 5 1 / 1

CVE-2023-2008 2 / 5 2 / 2

CVE-2023-2513 0 / 5 -

CVE-2023-2598 0 / 5 -

CVE-2023-3390 0 / 5 -

CVE-2023-6560 1 / 5 1 / 1

Table 1

Harness generation results

To evaluate the harness generation, we examined fourteen Linux kernel CVEs and
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interpreted the proof-of-concept exploits as test cases. Specifically, we compiled a collection

of test cases ahead of time, and excluded one (CVE-2021-43267) that was used as an

example in the prompt. Then we used the harness generation system to generate fuzzing

harnesses based on those test cases, and recorded the results. Specifically, we performed

five candidate generation attempts on each CVE. In each attempt, we allowed the

compilation loop ten iterations to converge. A brief summary is provided in Table 1. We

only consider the convergence of compilation among the feasible candidates, as although

infeasible candidates may lead to compiling harnesses, those harnesses were never correct.

In nine of the fourteen cases, our system was able to produce harnesses that (a)

compiled, (b) reasonably utilized the fuzzing inputs, and (c) would be able to reproduce the

vulnerabilities in the test cases. This means that if the output harnesses were to be used,

the bug could be reproduced by a fuzzer, given the right inputs. In the remaining cases,

the system failed to produce feasible harness candidates at all. Notice that the convergence

of the compilation loop was never an issue—that is, if the system could produce a feasible

candidate in the five attempts, it could always modify the candidate to properly compile.

Discussion

Language Model Plugins

An immediate question is how we might improve the system’s ability to plan its

interactions with plugins, to be more robust in the second case. To restate the problem,

the system was able to perform well when the query implied a natural solution path (such

as locating a Wikipedia section before checking its content) but struggled when the

solution was less immediate. One promising solution was to simply ask the language model

to first generate a plan for how the plugins might be used, before actually querying them.

We noticed that this did improve performance, which suggests that the planning step does

not need to be performed by the user. An interesting direction for future work would be to

explore more principled ways of generating these plans.
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Harness Generation

In the harness generation results, we see that in five of the fourteen cases, the system

was not able to produce a feasible harness candidate within five attempts. While increasing

the number of attempts did improve the results in some cases, it did not help in the

majority of those cases. Examining the specific test cases where this method failed might

provide some insight into where the approach breaks down.

One major reason that the system would fail is simply because some test cases are

not suitable for simple modification. For instance, CVE-2023-2513 was a use-after-free

vulnerability in ext4, caused by the handling of specific attributes in a sequence of

interactions. Examining the proof-of-concept script that we treated as a test case, we see

that there is no obvious way to sensibly modify the script for fuzzing. In this

situation—and in fact most cases where the system failed—the test case was just not

suitable for the overall approach.

Another reason for failure is that some of our proof-of-concept scripts were much

closer to exploits than test cases. For example, the CVE-2023-2598 script is very involved,

and contains among other things a long section for leaking kernel addresses. In the process

of generating the initial candidate harness, there did not exist a unique location where the

fuzzing inputs could be reasonably inserted.

Overall, on the cases that were particularly suitable for the approach—namely those

that were closer to traditional unit tests and had very clear inputs to the tested

functionality—the system effectively produced harnesses that would be able to reproduce

the vulnerabilities.
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