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SUMMARY

Self-healing systems are proving to be a very promising new technology in system
design, particularly for their capability to introduce new layers of resiliency and ef ciency
into systems by the way of autonomy. This work aims to explore the applicability of self-
healing systems into human habitation design, whether they be space focused or terrestrial
in nature.

Earth based buildings consume a signi cant percentage of all energy worldwide, with
a large portion of this going to heating and cooling for occupant comfort. Faults and fail-
ures within these systems cause signi cant inef ciencies within these systems, leading to
wasted energy and wasted capital. With most energy being produced worldwide via carbon
releasing methods, we start to see a positive feedback loop develop with climate change.
As temperatures increase globally, energy demand is expected to similarly increase, and
inef ciencies within these systems exacerbate the problem. Self-healing systems are be-
ing explored to autonomously identify and recover from faults that are inherently insidious
in nature; faults that are dif cult for human users of the system to detect and implement
recovery strategies from.

Looking at future applications of self-healing systems in human habitation design, there
is a recent interest in human space exploration, with Artemis shepherding in a renaissance
of human lunar exploration. Human surface habitation on the moon (and eventually to
Mars) must be highly resilient, where the stakes for nominal system performance include
the health and well-being of potential occupants, not simply energy ef ciency. It is ex-
pected that many of these habitats are not to be manned 24/7, and as a result, there is a
signi cant potential for the inclusion of a system that can self-oversee functionality of the
habitat, identify faults, and implement recovery strategies autonomously: the Self-Healing
System.

This work explores the core functions of the self-healing system, and surveys previous

XX



work, including literature, previous implementations, and industry adoption of the self-
healing system. This work then proposes that the potential architectural options for a sat-
isfactory self-healing system are numerous, and that there has been no consistent method
for the selection and integration of a self-healing architecture previously. We aim to pro-
pose a new methodology of selection and integration of a self-healing system, utilizing well
established decision-making techniques, enabled by early design phase modeling and sim-
ulation, linked within an Model Based Systems Engineering (MBSE) framework to verify
system functionality. MBSE was considered a key aspect of this dissertation, to support the
extensibility of this method to more complex problems.

The experimental design of this dissertation is created to answer our two fundamental
research questions: How does inclusion of a self-healing architecture improve performance
in a baseline system? and How are different self-healing architectures traded for potential
integration within a baseline system? These experiments focus on the capability of provid-
ing quanti able bene t for the inclusion of a self-healing system, as well as showcasing
that various self-healing architectures can be traded during early stages of design utiliz-
ing intelligent performance metrics within a modeling and simulation environment. The
baseline system investigated during the experiments is a pre-validated model provided by
the Modelica Buildings Library, ASHRAE 2006, which is a ve room, small-scale of ce
building. Six self-healing architectures of interest are investigated during experimentation,
generated by reviews of promising literature. The six architectures are modeled within the
baseline system for two fault modes, evaluated, and traded utilizing performance metrics
outlined for the given application.

As a result, we show that the integration of these self-healing architectures quanti -
ably improve performance by reducing energy and capital waste, along with improving
recovery times. This experimentation provides the required knowledge and assurance that
is required to generate the methodology from standard decision making practices. The

methodology proposed involves the de nition of the baseline system of interest within an
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MBSE framework, the generation of potential satisfying self-healing architectures, train-
ing and modeled implementation of said architectures, evaluation and veri cation of sat-
isfactory performance, and selection of a user-de ned optimal architecture based on key
performance metrics and fault scenarios of interest.

The novelty of this methodology is twofold. First, the standardized and tailored im-
plementation of a trade space exploration, selection, and integration methodology for a
self-healing system is novel, and its value is showcased within our literature review. Sec-
ond, the application of self-healing systems within deep space applications, leveraging our
methodology, is novel.

The value of this methodology is then to be shown on an independent use-case demon-
stration, the Environmental Control and Life Support System (ECLSS) of a hypothetical
Mars habitat. This is modeled using SIMOC, a research grade, agent-based modeling and
simulation environment. SIMOC provides the analytical model required for fault evalua-
tion, self-healing architecture integration, and extraction of necessary performance metrics
for nal trade and selection. The methodology is used to describe and model the baseline
system, investigate faults and degradations, show value of self-healing architecture inte-
gration, and select an optimal architecture based on key metrics of performance, extracted
from SIMOC and captured by the MBSE environment. The methodology is rigorously ex-
amined in this demonstration, where fault scenarios interrogate all potential results of the
method.

The results of this demonstration show that when followed, the methodology developed
allows for various self-healing architectures to be evaluated for a variety of faults, with one
user de ned optimal selected and integrated. The methodology captures faults that do
no require self-healing, and excludes them from the decision making framework, while
also allowing for novel architectures to be introduced if an initial null-set is selected. The
integration of a self-healing architecture allows for a safer, more resilient Mars surface

habitat, capable of preventing a loss-of-crew situation from faults that would otherwise be

XXii



deadly.

Final conclusions are drawn at the end of this dissertation, with suggestions for future
work, such as uncertainty evaluation, investigations into novel architectures, adaptive re-
covery strategies, and dynamic online learning capabilities. Limitations are also captured.
The appendices contain extra technical material, along with additional sources for those

that wish to perform their own investigations into certain topic areas.
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CHAPTER 1
INTRODUCTION AND MOTIVATION

1.1 Human Sustained Presence in Space

Recently, there has been an increasing interest in revitalizing cis-lunar and deep space
exploration by a variety of entities, such as SpaceX and NASA. Notably, NASA has put
forwards the Moon-to-Mars program of ce, with associated architecture development plans
for a prolonged human presence in cis-lunar space and human exploration of the Martian
surface [1, 2]. SpaceX, along with other private companies, have plans to drive a cis-
lunar economy [3, 4], with plans to expand to Mars exploration afterwards [5]. These
plans are explicitly investigating human exploration of Mars and cis-lunar space, and are
not considering only robotic/remote exploration. With a core purpose of this interest to
develop a sustained human presence beyond low earth orbit operations, a particular focus
for technology development has been in human habitation systems, the systems that will
provide protection and life support from the unique challenges presented by the deep space
environment [6]. Key considerations for the space environment include highly variable
thermal loads, power availability, pressure variation, radiation exposure, among others [7].
These extreme conditions have a high potential to cause signi cant degradation, faults, and
failures within these habitation systems. Due to the extreme removal of traditional supply
chains and support systems that terrestrial habitats take for granted [8], methods of fault
recovery typically relied upon may not be available for these novel habitation systems.
Thus an investigation into traditional methods of recovery is valuable, and showing how a
deep space habitat will need to differ in resilience and fault recovery strategies will de ne

a core desire of this thesis. Studies for improving deep space human habitats is not being

conducted in a vacuum (no pun intended); we see inherent links in the bene ts between



increased resilience within deep space human habitats, as well as more traditional human

habitats here on Earth.

1.2 Terrestrial Considerations

Currently, approximately 40% of all energy generated by developed nations is consumed
by building systems. This is directly associated with an approximate 40% generation of
all greenhouse gases within developed nations [9-11]. Studies have also found that the
majority of this energy usage is expended in electrical and Heating, Ventilation, and Air
Conditioning (HVAC) systems. While this is a very sizable portion energy usage world-
wide, estimates show an marked increase in energy demand in consumption due to climate
change effects, particularly in climate prone regions [11-13]. This energy demand is ex-
pected to cause signi cant engineering challenges, such as rolling disruptions in power
provided to end users, which can already be seen today, and is expected to be exacerbated
in the future [14, 15]. We then start to see a positive feedback loop develop, where as
more nations are faced with extreme temperatures caused by climate change, there will be
a greater need for HVAC control to maintain comfort within buildings, which causes more
energy to be consumed, and thus more greenhouse gasses to be released.

Within building HVAC and electrical systems, approximately 20% of their energy usage
is wasted due to system faults, failures, and inef ciencies [9, 10, 16—19]. This energy waste
constitutes a sizable component of total energy usage worldwide, and is a natural rst
target for energy conservation. While various methods of tackling these faults are currently
being investigated and implemented, many faults and inef ciencies in these systems can
be insidious and dif cult to detect. To best identify where improvements to these systems
can be made, in the Section 1.3 we investigate the traditional fault-recovery timeline, and

where there may be failures in the traditional methods of fault recovery.



1.3 Fault-Recovery Timeline

When investigating the impact of faults on building systems, we rst identify how faults
are recovered from in a generic system. This is the fault-recovery timeline, to showcase
how various stages of fault recovery occur notionally in a sequence. This fault recovery
timeline is based on resiliency curves readily found in literature [20, 21], which show
how degradation and recovery of system performance can be mapped to a timeline. It is
important to realize that this fault recovery timeline is showing a nominal case of fault
recovery, and that only one fault is being captured at a time. In a real scenario, multiple
cascading faults may occur, and after fault recovery, another fault may begin, causing a
sequence of fault loops. The full fault recovery timeline is shown in Figure 1.1. In essence,
this timeline shows the series of events that nominally occurs after a fault presents itself
within a system. Traditionally, this fault recovery timeline is driven almost exclusively by

human interaction.

Figure 1.1: A Notional Example of the Fault Recovery Timeline

1.3.1 StandardOperation

Under standard operation, the system is performing nominally. There is no deviation from
expected operation, degradation is accounted for, and ideally, the system is being watched
over by a careful observer, capable of identifying when less-than-ideal functionality or sce-
narios occur. Predictive and proactive maintenance may occur periodically. This capability

to observe the system is critical to identifying and characterizing faults as they occur. Typ-
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ically, this responsibility falls to a human end user or speci ed maintenance team. For our
purposes, any human in a deep space habitat, or occupant of a traditional building is poten-

tially supporting observation of the system, along with some standard control systems.

1.3.2 FaultyOperation

Once a fault has occurred, we enter the faulty operation segment of the timeline. A fault is
de ned as a deviation in performance or inability for the system to perform as required [22,
23]. The complete prevention of fault occurrence is out of scope for this dissertation.
Developing intelligent methods of fault recovery is deemed key [24]. In the faulty operation
segment, a fault has occurred, degrading the system in question, however no action has
been taken to attempt to recover from the fault. Indeed, at this point the fault may not be
diagnosed, nor detected. This is where the concept of an "insidious” fault is important.
Faults that can go undetected for extended periods of time are those that are most likely to
cause an unacceptable drain to resources, even if they do not cause an acute, catastrophic

degradation is system performance.

1.3.3 RecoveringOperation

Once a fault has been sensed and identi ed, the system enters the recovering operation
segment. The beginning of this segment is marked by careful identi cation of the fault in
guestion, and beginning to plan potential recovery strategies. After identi cation, a poten-
tial plan for recovery can be assessed and selected. This process may take a long time,
and can look very different, depending on the system and faults in question. The recovery
method is then implemented by manipulating physical, logical, or operational parameters
of the system, which is highly dependent on the baseline system and fault occurring. Typ-
ically, this process is also human driven, with human occupants being the key decision
makers on recovery strategy, as well as being the physical mechanisms to implement the

strategy.



1.3.4 Post-Recoverpperation

Once itis con rmed that the recovery method implemented has actually brought the system
back to an acceptable baseline of functionality, we enter the post-recovery segment of the
fault recovery timeline. This need not be a return to the nominal operational state, but
should be a return to an acceptable level of functionality. If recovery is not veri ed, another
recovery mechanism would have to be assessed, selected, and implement to attempt an
successful recovery. Once in post-recovery, another fault may occur that brings the system
back into faulty operation, and thus the true cyclical nature of this timeline is revealed.
Once recovery is veri ed, we should have gained some inherent knowledge about the fault
and system, such as how speci cally the fault manifests, how often the fault occurs, what
methods were most effective in handling the fault, and so on. The observer and decision

maker throughout the timeline should be actively learning as the system develops.

1.4 Traditional Fault Recovery Failings and Motivating Gaps

From the fault-recovery timeline, there are some components that are highly human driven,
and this may pose a signi cant issue when considering deep-space and terrestrial habitation

systems. Some key issues arise from traditional, human driven recovery strategies:

1. Human attention is imperfect, and faults may not be addressed in a timely manner.

2. For many habitats, there may not be occupants for an extended period of time, thus

human driven intervention may be limited.

3. Signi cant removal from established supply chains and human intervention can seri-

ously limit traditional recovery practices.

4. Resources for habitation can be expensive, and scarce. Human intervention, particu-
larly for deep space habitats, may pose an unacceptable level of resource consump-

tion.



Issue one is of particular interest for system observation, fault identi cation, and veri -
cation of recovery. One article showcases a particularly amusing, yet concerning example
of this exact issue [25]. In 2023, astronauts aboard the International Space Station were
harvesting the rst few tomatoes ever grown in space, when one was lost. For multiple
months, astronauts had a lighthearted investigations on their hands, with the primary astro-
naut in charge of this particular harvest, Frank Rubio, admitting to having spent between
8-20 hours of his own time trying to nd the tomato. While a silly and low stakes example,
this does show just how inherently risky it can be to rely on human observation for critical,
and indeed, life dependent systems. For terrestrial systems, we often see scenarios in which
a building system start to behave in a faulty manner without proper acknowledgment from
building occupants [16, 18]. Burnt out lights, faulty thermostats, and unbearable HVAC
conditions are all things we have experienced within buildings before, but very few of us
have ever reported such issues to maintenance teams in charge of observation and fault
repair.

Issue two is of concern primarily for system observation, fault identi cation, recovery
methods, and veri cation of recovery. For certain deep space missions, we cannot expect
that habitats will be manned continuously [1, 26, 27]. This begins to cause some issues
for the traditional fault recovery timeline as we have currently de ned it. Particularly, if
there are no occupants for a building system, then then will be minimal ways to identify the
occurrence of a fault, much less diagnose the issue and attempt to recover. Traditional fault
handling methods begin to break down severely in almost all forms without the capability
of human intervention. While the next argument may be that as faults occur, we could
potentially send a maintenance team, for certain missions and locations, this would be
highly infeasible, as will be discussed in issue three.

Issue three builds off of issue two, with the understanding that it may be highly infeasi-
ble to send people out to begin repairs on habitation systems ad hoc. For terrestrial systems,

locations such as the Greenlandic summit station or antarctic research stations have serious



limitations to traditional supply chains and human intervention for months of the year. For
deep space missions, even with nominal launch windows, it can take weeks to months for
resupply and maintenance teams to reach faulty systems [28, 29]. Even basic faults and
system degradations, left unchecked over the course of weeks or months, can lead to a
catastrophic system failure [13].

Issue four a logistical and resource management concern at its heart. Even if we can
send human maintainers to repair and maintain a habitat on demand, the resources required
may be prohibitively high, and may pose a very serious risk to the sent human maintain-
ers [28]. Eveniif this cost and risk is not limiting to the mission, mitigated waste and greater
margins for risk is always a preferred state to any mission.

As such, these gaps create our motivating gap, or the key motivation for our research
objective. With the understanding that faults will occur for any systeencapability for
habitats to recover from faults independent of human intervention becomes necessary
for resource conservation and risk mitigation.

These key gaps in the traditional fault recovery process leads us to our rst preliminary

research objective in Figure 1.2.
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1.5 Autonomy and the Self-Healing System

These core issues bring us to a driving research objectivdormulate a methodology
to integrate autonomous fault handling capabilities in human habitation design The
inclusion of human independent autonomy allows for the system in question minimize the
time of recovery after a fault occurs [30], and to mitigate the degraded performance of
the system throughout the fault recovery timeline [19]. The autonomous capabilities in

guestion are as follows:

1. Self-Awareness

2. ldenti cation, Diagnostics, and Prognostics

w

. Autonomous Recovery Mechanisms

N

. Autonomous Veri cation

o1

. Active Online Learning

These autonomous capabilities trace to the fault recovery timeline, and by removing
human dependency, we address the issues presented in Section 1.4, and aim to improve

system resiliency and performance.

Table 1.1: Trace of Autonomous Capabilities to Fault Recovery Timeline

Autonomous Capability Fault Recovery Process Step
Self-Awareness System Under Observation
Identi cation, Diagnostics and Prognostics-ault Sensed, Identi ed, Recovery Method Selected
Autonomous Recovery Mechanisms Recovery Method Implemented
Autonomous Veri cation Veri cation of Recovery
Active Online Learning Lessons Learned

Investigations into the need for autonomy, and methods to produce such autonomous
systems led to a wealth of promising literature. Two major areas presented themselves:

Prognostics and Health Monitoring (PHM), and the concept of the Self-Healing System



(SHS). These two areas appear heavily intertwined, though key differences suggest that
the self-healing system would be more applicable to our interests. Prognostics and Health
Management has a primary concern of autonomous system data acquisition, fault identi -
cation and characterization, and prognostic assessments [31]. The self-healing system has
very similar functional concerns, however autonomous recovery from faults is a key dis-
tinct area that PHM does not capture, that is critical to the SHS [32, 33]. These topics will

be expanded upon in Chapter 2.
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CHAPTER 2
LITERATURE REVIEW

2.1 The Self-Healing System

To begin the literature review process, we had a collection of guiding questions that pro-

vided a framework for the investigation.

1. How does one actually de ne Self-Healing, as opposed to simply resilient, adaptive,

etc?

2. What capabilities and functions would we expect a Self-Healing System to have, and

what strategies exist to ful Il these expectations in a generic system?
3. Where have Self-Healing Systems been implemented in a habitation context before?

4. How do these baseline habitats compare to a true to life Self-Healing System as has

been de ned?

5. What methods and procedures are followed for the design of a self-healing enabled

system?

2.1.1 TheSelf-HealingSystemDe ned

Within literature involving concepts of resilience, robustness, self-healing, adaptive, and
other modern engineering endeavors, there seems to be a serious lack of coherence when
it comes to verbiage used. It is important to ensure that when discussing these topics, we
are consistent as to the proper de nition of these words. Tosi writes that a consensus has
not been formed, shy of "an appeal to intuition that such a system must somehow be able

to "heal' itself’ [34].
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Figure 2.1: A Taxonomy Table for Self-Healing [35]

Figure 2.1 shows a taxonomy from recreated from Rosodek et al [35]. that seems to cap-
ture the desires and motivation of this problem, appealing to this intuition of self-healing,
while distinguishing from traditional resilience and robustness verbiage. It becomes clear
that the desire for self-management, fault detection, and health monitoring are not enough
to be considered a true SHS: there is some expectations of an autonomous method of re-
covery to a speci ed baseline operational mode to be performed, with veri cation of said
recovery.

There are also a collection of other areas of resilience engineering that share signif-
icant similarities to the self-healing system. Areas of interest, such as PHM, condition
based maintenance, autonomous recovery systems, and the self-healing system all have the
core desire to reduce the amount of human intervention required to return a system to a
functional baseline state. Some areas are even the same elds of research, under differ-

ent names, as shown in Figure 2.1. For example, self-healing can go by self-repairing,
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self-regenerating, or self-recovering, while self-recovering is intuitively a core aspect of
autonomous recovery [36]. While this confounding of terms complicates the literature re-
view, there is an advantage in that an improvement in a given eld of research, such as
self-healing, improves the sister elds of research, such as PHM and autonomous recovery,

due to their similar nature.

2.1.2 CapabilitiesandFunctionalitiesof the Self-HealingSystem

In literature, there are some core functionalities that are expected from a self-healing sys-
tem. While various papers may represent these in different ways, and call them different
names, there are ve core capabilities deemed necessary for self-healing architecture de -
nition [31-33, 35, 37—-41]. Inspiration for this speci ¢ breakdown comes from Figure 2.2,
provided from [33].

The ve key functionalities expected of a self-healing system are:

» Self-Awareness

» Diagnostics and Prognostics
» Self-Healing Mechanisms

* Veri cation of Recovery

» Post-Recovery Learning

These ve components comprise what we have dubbed the "Self-Healing Cycle”. Shown
in Figure 2.3, these given components ow together to create a self-healing system capable
of autonomously recovering from faults. While typically this cycle would directly map to
the fault recovery timeline, it is important to note that there may be some jumps between
functions within the cycle. For example, if, during the recovery veri cation phase, system
functionality had not returned to an acceptable baseline, the system would immediately re-

turn to the diagnostics and prognostics state of the cycle, to attempt a new recovery method.
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Figure 2.2: Self-Healing System Controller

Each of these functionalities will be broken down in more detail in subsequent sections.
Each of these areas are, in and of themselves, very expansive areas of research that are
currently being worked. The intention of this thesis is an integration of these functionalities
into a self-healing system, and as such, the following subsections are only expanded upon

enough to meet this goal.

Self-Awareness

Self-Awareness is the capability of a system to autonomously monitor its own current state,
and identify any anomaly from normal operation [32, 35, 37]. This leads into a very deep

wealth of literature focusing on the placement, delity, redundancy, and capability of sensor

grids for any system that wishes to have this self-awareness.

In literature, there are generally two major approaches within optimal sensor place-
ment for various system applications: model-based and data driven. For model-based ap-
proaches, there typically has to be a signi cant amount of prior knowledge about the system
to generate a model required for sensor location optimization. This generally leads to large
computation times, and naturally demands a well-de ned system and model pairing [42—
44] [45-47]. Data-Driven methods on the other hand can be employed with no prior knowl-

edge of the system, however do demand measurements of the system in question. This is
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Figure 2.3: Self-Healing Cycle

typically does with a physical test-bed, as opposed to a model[48]. This results in a less
computationally expensive approach, but is signi cantly less exible to early phase design
exploration. Because our primary interest is during early stage design phases, we will put
a particular interest in model-based methods|[9, 39].

Aside from the fundamental research of sensor location placement, the type, delity,
and capability of each individual sensor must be accounted for, which is a very use-case
dependent problem. For example, a humidity sensor could be key for HVAC diagnostics,

but useless for diagnosing an electrical system fault.

Diagnostics and Prognostics

Diagnostics and Prognostics have potentially the largest wealth of literature within the ve
key self-healing functions, with advancements occurring every day. With many specialized
areas of research, such as PHM, [31, 49], Fault Detection and Diagnostics (FDD), [50, 51],
and Nearly Autonomous Management and Control (NAMAC) systems [52]. In general,

methods of Diagnostics and Prognostics (D&P) fall into three major categories: Quanti-

15



tative, Qualitative, and Process History based methods [50, 53-57]. Quantitative methods
involve explicit sets of mathematical relationships based on the underlying physics and un-
derstanding of the problem. These typically are computationally intensive, but accurate
and exible. Core examples of these methods involved the generation of detailed physical
models, or digital twins to represent nominal and faulty operation, to show how these faults
affect the system in the present, and in the future. The underlying mathematics and then
compared to real world data to nd discrepancies.

Qualitative methods are generally not reliant on mathematical relationships, and gen-
erally rely on simplistic physics based relationships or feedback limits. Examples include
rules-based models, rst principles calculations, or basic sensor comparison. These meth-
ods are simple to implement, but are imprecise in their ability to diagnose a fault and predict
faulty behavior within the system [56-59].

Finally, we have process history methods, which involve deriving behavioral models of
the system based on historical data from similar systems, physical or digital. These meth-
ods demand a wealth of previous data to be feasible and as such are speci cally tailored
for each individual use-case. Training a process history diagnostic module on incorrect
historical data naturally leads to ineffective diagnostics and prognostics. Typical examples
of this included basic human expertise, statistical analysis of previous data with current
measurements, and machine learning methods such as Arti cial Neural Net (ANN) and
other pattern recognition methods [60-63] .

Table 2.1: Sources of FDD Methods

FDD Method Sources
Quantitative [64—73]
Qualitative [59, 69, 74-79]
Process History [10, 67, 68, 80—89]

Table 2.1 breaks down some applications and implementations of various diagnostic
and prognostic methods in literature. This is not an exhaustive list, indeed this area of

research is incredibly expansive, and can never be summarized in full. This section also
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Figure 2.4: Breakdown of D&P Methods

neglects the wide area of research into hybrid-methods, another expansive wealth of liter-
ature. The value of this section is to show how varied the approaches, applications, and

implementations of these fault diagnostic and prognostic systems are.

Self-Healing Mechanisms

Potentially the aspect of the self-healing process that is the most abstract, and most de-
pendent on the use-case, is the actual mechanisms required to bring the system back to an
acceptable baseline of functionality. Depending on the application, fault of interest, and
architecture being investigated, self-healing mechanisms can look quite different. In liter-
ature, some previously used mechanisms include: operational changes, system recon gu-
ration, resource re-allocation, structural adaptation, reboots, redundancy, and alerts/direct
human intervention. [14, 31, 38, 54, 55, 82, 90, 91]

It becomes apparent that there is no "one size ts all” approach to recovery. A change
in operational modes will never help a severe structural failure, direct human intervention
may be impossible for certain deep-space applications, and redundancy may be infeasible
due to cost/weight/complexity considerations, for example. As such, we expect a true self-

healing architecture to have access to a variety of self-healing mechanisms, with relation to
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anticipated faults of interest.

Veri cation of Recovery

Generally, veri cation of recovery follows a very similar procedure as diagnostics and
prognostics. After a recovery mechanism has been implemented, the D&P module would
watch system performance to ensure an acceptable return to baseline was achieved, if this is
not the case, another recovery mechanism would be implemented, with veri cation pend-
ing once again. Typically this means that the D&P module and the veri cation of recovery
module would be one and the same, however this need not be the case. Due to their capabil-
ity of being a living digital copy of the system in question, we wanted to present the Digital
Twin (DT), [64, 66] as a very promising architectural element to satisfy the veri cation of

recovery, but all methods outlined in Section 2.1.2 are valid options to consider.

Post-Recovery Learning

After a recovery mechanism has been implemented we have a need for the system to rec-
ognize the ef cacy the process it has just followed. Did the D&P module successfully
diagnose the issue? Did the recovery process return the system to an acceptable baseline?
What lessons have been learned from having self-healing functionality included within the
baseline system? This key component of the self-healing cycle is critical to ensuring the
self-healing architecture is adaptable and has the best chance of handling "unknown un-
knowns”. This could involve the retraining of the D&P module with newly acquired data,

an update to rules based methods, upgrades to potential self-healing mechanisms or sensor
grids, or modi cations on models used predict system behavior [54, 55, 83, 92]. Regardless
of the implementation, the exibility and adaptability of the self-healing system are highly

important for successful independence from human intervention.
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Figure 2.5: Architectural Options Summary

2.2 MBSE and Requirements of Self-Healing

All of the capabilities we have outlined will end up demanding certain requirements upon
the self-healing system. Each capability outlined previously will come with its own set
of requirements, above and beyond the requirements of the baseline system. These re-
quirements will be captured within an MBSE framework, which is considered critical to
this dissertation formulation. The underlying systems of interest are expected to be highly
complex, and introducing self-healing functionality is expected to only increase complex-
ity, the volume of requirements, as well as architectural alternatives and metrics of per-
formance. For a true to life implementation of a self-healing habitat, all of these aspects
must be captured in a uni ed source of ground truth, which is enabled by a rigorous MBSE
environment. Figure 2.6 shows an internal block diagram of a self-healing system and the
links between key capabilities.

Each of these capabilities will come with their own set of requirements, some of which
are captured in Appendix B. Some of these requirements, tailored to a standard building's
HVAC system can be seen in Figure B.1. Fundamentally, these requirements come down
to one functional goal: "Return the system to an acceptable level of performance within the
simulation period, utilizing Self-Healing Capabilities”.

These requirements will be critical in the underlying methodology of this dissertation.
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Figure 2.6: MBSE Representation of Data Flow for a SHS

Using a set of performance requirements, we can decide if self-healing capabilities are a
useful addition to the baseline system, and also if an architectural alternative is suitable
for nal selection and integration. We utilize our MBSE environment here to ensure the
scalability and exibility of this exercise. New requirements, scenarios, and constraints
can be placed upon our system at any time, especially as we hone in on a speci ¢ use case.

Thus, we deemed the exibility offered by MBSE to be invaluable.

2.3 Baseline Self-Healing Systems

With an understanding of what expected capabilities a SHS should have, we next start to
see how self-healing systems have been implemented within a habitation context before.
Two buildings were investigated: an academic endeavor, the Kendeda building at Georgia
Tech's campus [93], and an industry case study, the OpenBlue BEEAH group's Headquar-
ters Building in the UAE [94].

2.3.1 KendedaBuilding

The Kendeda building was opened in 2019 on Georgia Tech's campus, and constructed
to the Living Building Standard, to showcase the possibility of a "Net Positive” building,

or a building that produces more energy and captures more water than it consumes. The
building is primarily used as a testbed for modeling efforts, a source of data for novel

building concepts, as well as a gathering space for visitors, staff, and students partaking
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in meetings, class, conference proceedings, and living building education. As part of the
Living Building endeavor, capability to handle potential faults that can cause inef ciencies
within building systems were considered in detail.

Primarily, the designers of the Kendeda building focused on operational faults on the
building envelope cause by human actions. The two major faults in question are inappro-
priate window shade positions, and inappropriate opening of building windows and doors.
Naturally, it would not be appropriate or feasible to completely disallow people to make
modi cations to the building envelope; a student or teacher should be allowed to open the
windows of a classroom should they wish to do so. However, due to the transient nature
of the Kendeda Buildings patrons, many people may open a window or a door and forget
to close it afterwards, potentially causing a major envelope fault which would result in an
unnecessary energy waste for the HVAC system. Operational windows automatically open
and close depending on ambient conditions to take advantage of free, natural cooling and
overnight ventilation, while maintaining envelope integrity during peak HVAC demand.
Naturally, every window has a manual override, in which a user open or close a window
manually, but after a 90 minute timer the automated system returns the window to its de-
fault position [95]. The Kendeda building then collects building energy modeling data as
a baseline to assist human operators in troubleshooting potential faults and failures within
the window actuation system, among other energy related activities.

This capability of the Kendeda building is an excellent showcase of preliminary self-
healing functionality, albeit a simplistic case. Mapped to the capabilities of a self-healing

system, we get:

1. Self-Awareness: An autonomous knowledge of window positions, ambient condi-

tions, and internal condition

2. Diagnostics: Capability to distinguish actual vs desired window positions, and plan

a recovery strategy
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3. Recovery Mechanism: Actuator on each window, to manipulate position
4. \eri cation: Human Driven, Model/Data supported

5. Online Learning: Unclear, potentially human or model driven

Of note, there is no justi cation in literature as to the decision making process behind
the selection of these particular architectural options. This becomes a reoccurring theme in

literature evaluations of self-healing architectures.

2.3.2 BEEAH Building

The BEEAH group's headquarters building in Sharjah, United Arab Emirates, provides an
excellent industry example of a self-healing habitation system. The building was designed
to optimize energy ef ciency, function through renewable energy sources, while also striv-
ing to be the world's rst Arti cial Intelligence (Al) infused building [94]. BEEAH is a
public/private organization with a direct interest in sustainability and digital engineering.
The two major contributors to this project, aside from BEEAH itself, is Johnson Controls
and Microsoft. Johnson Controls touts the BEEAH headquarters as a pioneer in sustain-
ability by utilization of their OpenBlue product; a digital product offering data acquisition
capability, digital twinning, digital user input, Al analysis, and automatic system manage-
ment [96]. Microsoft supports this endeavor by providing Al and data analytics capabilities.
As this is a Johnson Controls proprietary product, the particulars on how this building,
and all OpenBlue pioneers, achieve these goals of energy optimization and resilience is not
explicitly advertised. Investigations into the OpenBlue product have revealed a potential
breakdown of self-healing architectural options utilized, however these cannot be made

with certainty without explicit con rmation from Johnson Controls.

1. Self-Awareness: A dense sensor grid with vast data collection capability

2. Diagnostics: Al enabled (some form of process history/pattern recognition), Digital

Twin
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3. Recovery Mechanism: Operational, Human Intervention
4. Veri cation: Human Driven, Digital Twin Enabled

5. Online Learning: Process history updates, Digital Twin, Human Driven

The BEEAH headquarters building shows a breakdown of modern digital engineer-
ing practices being used to enable self-healing architectures, with particular considerations
for energy waste mitigation and optimization withing habitation systems. This example
of a self-healing building also shows that multiple architectural options can be employed
within one system, depending on the requirements and scenarios expected for the habita-
tion system. A reoccurring key observation is that there is no justi cation for why these
architectural options were selected for this building, or indeed, for any of the OpenBlue

Pioneer buildings.

Table 2.2: Summary of Baseline Self-Healing Buildings

Beeah Headquarters Kendeda Building
Self-Awareness | Dense Sensor Grid Actuator Sensors, Ambient
Conditions
Diagnostics Al Enabled Rules Based
Recovery MechanismsOperational, Human Inter- Physical Actuators
vention
Veri cation Digital Twin Enabled Human Driven, Model Supr
ported
Online Learning Process History UpdatesUnclear: Human or Model
Digital Twin, Human Driven | Driven

2.4 Desire for Integrated Method for Architecture Trades

Throughout the literature review, there have been some observations that begin to formulate
the core problem this thesis aims to tackle. These observations provide the justi cation and
the framework for the formulation of this thesis problem, and as such are listed explicitly

below.
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1. Human habitation systems are critical components of human space exploration, and

nominal operation of these systems is key for human safety

2. Human habitation systems on earth consume a signi cant component of energy usage
worldwide, with a large component of this being attributable to faults and inef cien-

cies within buildings

3. Human habitation systems can leverage autonomy over human intervention for more

resilient and ef cient operation

4. The forms of autonomy we desire from resilient earth and deep-space habitation

systems can be encompassed by a complete self-healing system

5. A self-healing system will be use-case dependent, and any method of design will

need to be use-case agnostic and incorporate such dependencies

6. The potential architectural options for a self-healing architecture are numerous, use-

case dependent, and ever increasing with new technological improvements

7. Baseline self-healing buildings do not justify selected architectural methods to satisfy

required self-healing functionality

8. There is no consistent way to evaluate and select architectural alternatives in a use-

case agnostic way

This last observation outlines the key gap that exists within literature that this thesis is
hoping to solve. Much of the current research on the forefront of self-healing systems and
resilience is focused on each individual discipline of self-healing (sensing, diagnostics, etc),
and very little focuses on the integrated system as a whole [13, 30, 32, 33, 40]. From our
initial objective of developing a methodology that includes self-healing capabilities within
human habitation design, we have identi ed the work required hinges on the evaluation
and trade of various architectural alternatives across various use-cases and scenarios. This

leads us to our core research objective, shown in Figure 2.7.
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CHAPTER 3
RESEARCH QUESTIONS AND EXPERIMENTATION

3.1 Overarching Research Question and Hypothesis

Throughout the literature review portion of this academic process, we have identi ed some
key critical gaps within the literature that leads to a collection of research questions, prompt-
ing the need for experimentation and the generation of hypothesis. From the overarching
objective of developing a methodology that is to integrate self-healing systems within hu-
man habitation design, we identify in literature that self-healing functionality has been
incorporated within habitation systems in a preliminary way, however there has not been a
standardized method of integrated self-healing technology evaluation, architectural design,
and selection of architectural components.

Figure 3.3 shows the overarching research question of this thesis, which is inherently
a system architecting and integration question. At this point we have identi ed that there
are many potential architectural options that would successfully create a self-healing sys-
tem within a human habitat, but there is no standardized method to evaluate and select
these architectures from the ever increasing multitude available. Integrated evaluation of
architectures is a key area of future research [30-33, 37, 40, 83].

The overarching research question then provides a starting point for an overarching
hypothesis, or the expected ndings of this thesis work. This hypothesis is presented in
Figure 3.3.

This hypothesis surmises that if a consistent, standardized method is followed for the
selection and integration of self-healing architectures, we will observe a quanti able ben-
et in system performance and resilience, measured via key fault recovery metrics and

architectural requirements satisfaction. These key fault recovery metrics will be de ned in
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during experimental design, and during the use-case demonstration, as these metrics, along
with architectural requirements, are highly use-case dependent. As the methodology is to
be application agnostic, it does not presume any speci ¢ metric or requirement of interest

prior to use-case de nition.

3.2 Architecting as a Decision Making Problem

Fundamentally, this thesis approaches the integration of a self-healing architecture into a
habitation system as an architecture decision making problem. At this point, there are
many potential architectures that will satisfy the desire of a self-healing habitation system,
though there is no one-size- ts-all solution to this problem. Indeed, this problem starts to
in ate as we consider that self-healing functions and considerations need to be involved
from the very beginning stages of design, and not as an afterthought. This appeals to the
intuition that greater architectural exibility is possible in early stages of design, when the
architecture as a whole is being explored in a multi-disciplinary manner [97]. As such,
this thesis is primarily concerned with including self-healing functionality in early stages

of design, when conceptual exploration of system architecture is still being considered.

Figure 3.1: System Layers

Figure 3.1 shows some key system layers for a deep-space habitat, each with their own

large set of requirements, functions, subsystems, architectural options, and components.
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This thesis is scoped down to self-healing inclusion aspect of design, and full deep-space
habitat architecting is considered out of scope.

Building off a standardized process of decision making is critical to answer our overar-
ching research question, and thus we will begin by using the process outlined in Figure 3.2,
adapted from [98]. Examples of self-healing architectures in literature do not provide suf-
cient justi cation for the selection of their architecture of choice, and research for a fully

integrated self-healing architecture is lacking.

Figure 3.2: Process of Decision Making

Walking through the decision making process, the need is assumed to be well estab-
lished at this point, with speci ¢ interest in space habitat resilience and mitigation of re-
source waste in terrestrial habitats. The problem needs to be de ned, primarily through the
formal de nition of the use-case, subsequent decomposition of needs, requirements, and
logical and functional breakdown. We intend to architect the self-healing capabilities of a
habitat, and as such we need to capture all of these characteristics and desires in a robust

way. We then need to establish value of potential architectural alternatives, which is critical
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to any trading process. Potential metrics to trade will be use case dependent. Architectural
alternatives for potential self-healing architectures will be generated using previous liter-
ature and engineering expertise, which then need to be evaluated intelligently to generate
data that can be compared using the established value metrics. From this data, we can se-
lect a use-case optimal architectural alternative using a decision making method found in
literature.

Now, taking this generic format for architectural decision making, and bringing it to
our speci c use case, the development of a self-healing habitat, we start to see some gaps
that exist within the standardized methodology. These gaps impact the Establish Value,
Evaluate Alternatives, and Select Alternatives stages of the decision making process. From

literature [Chapter 2], the gaps we can identify follow:

* Gap 1: The added value of various self-healing architectures is not justied in a

guanti ed way.

» Gap 2: There is not standardized way to evaluate and trade alternative self-healing

architectures in early stage design.

These gaps limit the standard methodology when it comes to our speci ¢ application,
and need to be addressed before the architecting decision making problem can be solved.
From our overarching research question, and the gaps identi ed, we can form more granular
research questions that would form the bases for our experimental investigations. They will
be expanded upon in further sections, however listed below are the current speci c research

guestions this thesis hopes to explore:

* RQ 1: How does inclusion of a self-healing architecture improve performance in a

baseline system?

— RQ 1.1: How is requirements satisfaction affected by self-healing inclusion?
— RQ 1.2: How are key fault recovery metrics affected by self-healing inclusion?
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* RQ 2: How are different self-healing architectures traded for potential integration

within a baseline system?

— RQ 2.1: How can we quantify and compare how various self-healing architec-

tures will perform rapidly?

— RQ 2.2: How are different fault scenarios considered during the architecture

trade process?
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3.3 Problem De nition

After posing the research questions we need to delve into a more re ned literature review so
that we can de ne the problem in full. It is critical to consider what enabling technologies
and processes will allow us to answer our research questions via conducted experiments,
and how these enablers and experimental ndings will allow us to produce a nal methodol-
ogy for architecting a self-healing habitat. Subsequent questions arise from the overarching

research question and hypothesis are:

1. What enablers will be necessary for this investigation into self-healing systems dur-

ing early phases of design?

2. What baseline system will be investigated, and how will this system be de ned and

captured?
3. What faults are critical to consider for the system?
4. What metrics will be de ned to show quanti able improvement?

Before the research questions can be investigated, these scoped literature questions

must be answered. They are expanded upon in subsequent sections.

3.3.1 Model BasedSystemdgEngineering

To enable the de nition, evaluation, and decision making regarding habitation architec-
tures, we will be leveraging an MBSE environment. There is an inherent desire to capture
an expanded set of requirements, including those of the baseline system, the self-healing
architecture integrated within the baseline system, and provide suf cient exibility to cap-
ture new stakeholder and regulatory requirements. This may include enforced safety regu-
lations, emissions/energy usage regulations, or changing stakeholder mission requirements.
These requirements will be captured within our MBSE environment, in Systems Modeling

Language (SySML) 1 [99].
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MBSE will also allow us to take these requirements and link them to the logical, func-
tional, and physical components that will satisfy these requirements. We will also be able
to de ne a representative physics-based model of the system in Dymola, and link this an-
alytical model to our architectural requirements via Functional Mock-up Unit (FMU) inte-
gration [100]. As we start looking at real world applications, the number of requirements,
stakeholders, architectural options, components, potential faults, use-cases, and functions
starts to become to large to be easily handled by traditional systems engineering processes
[101] [1]. An MBSE approach allows for the integration of all of these components, for
rapid architectural evaluation, particularly in early stages of design, which is key for this
dissertation. A representation of requirements de ned within an MBSE environment is in
Appendix B.

It is understood that for any small scale experimental plan or demonstration, a full
MBSE may not be required, however as we start to see potential real life application in
a deep space environment, the scalability of this method to be developed must be kept in
mind. As such, MBSE is considered an integral and novel component of the experimental

plan and the nal methodology posed.

3.3.2 BaselineSystemof Interest

The desire for this thesis is to enable the integration of self-healing architectures within hu-
man habitation systems, with a particular focus on deep-space and lunar habitats. However,
it is understood that the methodology developed from this thesis is to be application agnos-
tic, and as such a different experimental baseline system is desired as an analog. For this
experimental investigation, a traditional terrestrial habitat will be leveraged as our exper-
imental testbed. Without a physical testbed to validate modeling and simulation ndings,

it was determined that having a pre-validated model was desirable for the highest level of
con dence in output data. Utilizing a traditional HVAC system for an of ce building allows

for a pre-validated model to be leveraged, with a wealth of faults being well documented
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