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SUMMARY

Online misinformation poses a global risk, leading to threatening real-world implica-

tions. To combat misinformation, existing research works either focus on leveraging the

expertise of professionals including journalists and fact-checkers to annotate and debunk

misinformation, or develop automatic ML methods to detect misinformation and its spread-

ers. However, the efficacy of professionals is limited because their manual processes do not

scale with the volume of misinformation; ML methods rely on deep sequence embedding-

based classifiers for detecting misinformation spreaders, but their vulnerabilities are rarely

examined. To complement professionals, non-expert ordinary users (a.k.a. crowds) can

act as eyes-on-the-ground who proactively question and counter misinformation, showing

promise in overcoming the limitations of solely relying on professionals. However, little is

known about how these crowds organically combat misinformation. Concurrently, AI has

progressed dramatically, demonstrating the potential to help combat misinformation. In

this thesis, we aim to utilize AI to investigate the aforementioned challenges and provide

insights and solutions to empower crowds to better counter misinformation.

We first characterize crowds who counter misinformation on social media platforms

and how users respond to these counter-misinformation messages, and then assist crowds

by generating more effective counter-misinformation replies. We apply advanced AI tech-

niques to characterize the spread and textual properties of counter-misinformation gener-

ated by crowds as well as their characteristics during the COVID-19 pandemic. Interest-

ingly, we found 96% counter-misinformation posts are made by crowds, which confirms

their prominent role in combating misinformation. We also analyze user responses to-

ward crowd-generated counter-misinformation replies in a conversation to investigate the

impact of these counter-misinformation replies. As expected, we discovered that counter-

misinformation replies that are polite, positive, and evidenced have a higher possibility of

having a corrective effect on users. Our analysis work provides insights into how online

xi



misinformation is organically countered by crowds and how users respond to such counter-

misinformation. Alarmingly, we also noticed that 2 out of 3 crowd messages are rude and

lack evidence, and impolite and non-evidence replies may cause backfire. Generating an ef-

fective counter-misinformation response is thus crucial but challenging due to the absence

of high-quality datasets and communication theory-backed models. To address these chal-

lenges, we first create two novel datasets of misinformation and counter-misinformation

response pairs from in-the-wild social media and in-lab crowdsourcing, and then propose a

reinforcement learning-based AI algorithm, called MisinfoCorrect, that learns to generate

high-quality counter-misinformation responses for an input misinformation post. Our work

illustrates the promise of AI for empowering crowds in combating misinformation.

On the other hand, deep sequence embedding-based classification methods, which use

a sequence of user posts to generate user embeddings and detect malicious users, are also

employed to identify misinformation spreaders on social media platforms. Although deep

learning models are shown to be vulnerable to adversarial attacks in computer vision and

natural language processing domains, the vulnerability of deep sequence embedding-based

detectors remains unknown. Thus, we evaluate existing detectors by proposing a novel end-

to-end AI algorithm, called PETGEN (PErsonalized Text GENerator), that simultaneously

reduces the efficacy of the detection model and generates high-quality personalized posts.

Next, to improve the robustness of these detection models against the next post attack, we

propose a novel transformer-based detection model. The algorithm first comprehensively

encodes the local and global information (i.e., the post and sequence information) by trans-

former encoder and decoder blocks, and then deploys the contrastive learning-enhanced

classification loss to consider the adversarial attack scenario during training. Building on

our efforts, we pave the path toward the next generation of adversary-aware deep sequence

embedding-based classification models to robustly identify misinformation spreaders.

Our AI-based approaches lead to solutions that can empower crowds and better auto-

mated detectors for efficiently and effectively combating misinformation.
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CHAPTER 1

INTRODUCTION AND BACKGROUND

1.1 Introduction

1.1.1 Motivation

Most people receive information and news from social media [1], which is often “ground-

zero” for misinformation and where online misinformation spreads faster and farther than

truth [2, 3]. Online misinformation reduces trust in vaccines and health policies [4, 5, 3],

leads to violence and harassment [6, 7], questions democratic processes, increases polar-

ization [8], and harms well-being [9]. For example, COVID-19 misinformation (e.g., 5G

causes COVID-19.) and related vaccine misinformation (e.g., COVID-19 vaccine changes

DNA.) has fueled vaccine hesitancy, reduced vaccine uptake, and prolonged the pandemic.

Besides, misinformation also causes harm to people directly. For instance, misinformation

that Bill Gates created vaccines to depopulate people led to distrust and verbal attacks [10].

Thus, it is critical to combat the spread of online misinformation1 [13, 14, 15, 16, 17, 18,

19].

To combat misinformation, some research works rely on professional fact-checkers and

journalists to form the first line of defense by fact-checking popular false claims [20].

These professionals provide objective fact-checks for viral claims and release their deter-

mination on their websites, which are useful for debunking misinformation. However, they

do not engage directly in conversations with misinformation spreaders to have large-scale

impact [13]. Even if non-expert ordinary users (a.k.a. Crowds) can act as eyes-on-the-

ground who proactively question and counter misinformation, little is known about how

these crowds organically combat online misinformation in the real world. Therefore, it is

1In this work, we use a broad definition of misinformation which includes falsehoods, inaccuracies,
rumors, decontextualized truths, or misleading leaps of logic [11, 12]
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imperative to characterize crowds who counter misinformation and how to assist them, so

as to complement fact checkers who can only verify a handful of stories after they have

gone viral [21].

On the other hand, some researchers design and apply automatic ML methods to detect

misinformation and its spreaders, aiming to halt its spread and ensure an informed public

discourse. They utilize user reports through reinforcement learning [22], leverage textual

and visual features from posts by adversarial neural network [23], or employ user features

with Bayes Network and k-Nearest Neighbors [24]. Among these solutions, deep sequence

embedding-based classification models [25] are widely used to identify malicious users

including misinformation spreaders. Especially, Facebook proposed TIES for malicious

account detection [25]. However, deep learning models can be vulnerable to adversarial

attacks [26], and existing research works have shown the vulnerabilities of graph represen-

tation learning [27], natural language processing [28], and computer vision [26] models.

Unfortunately, the vulnerability of deep sequence embedding-based classification models

remains unknown. Even worse, a malicious user can adaptively write a new post to flip

the classification from malicious to benign to bypass the detector and continue spreading

misinformation. Thus, identifying vulnerabilities of deep sequence embedding-based clas-

sification models and improving their robustness is crucial.

In recent years, Artificial Intelligence (AI) has progressed dramatically with a substan-

tial and multifaceted impact across numerous domains ranging from education to health-

care [29, 30]. The AI techniques have also been widely used in combating misinforma-

tion ranging from detecting misinformation [31, 32] and its spreaders [33, 25] to assisting

professional fact-checkers [34, 35]. These applications demonstrate the potential of AI

in the fight against misinformation. However, few researchers have utilized AI from the

dimensions of (i) empowering crowds who proactively counter misinformation and, (2)

identifying vulnerabilities of deep sequence embedding-based classifiers. To this end, it

is imperative to explore the utilization of AI through these two dimensions to effectively

2



combat misinformation.

1.1.2 Overview and Contributions

To close the aforementioned research gaps derived from professionals and ML classifiers,

the goal of this thesis is to design and apply AI algorithms to empower crowds (Chap-

ter 2, 3, and 4) and evaluate detectors (Chapter 5 and 6) for combating misinforma-

tion, as illustrated in Figure 1.1.

Combat
Misinformation

By Crowds

Characterize Crowd-generated
Counter-Misinformation Posts

(Chapter 2)

Analyze User Response to Crowd-
generated Counter-Misinformation Replies

(Chapter 3)

Generate Counter-Misinformation Replies
by Reinforcement Learning

(Chapter 4)

By ML Classifiers

Evaluate the Vulnerability of Deep
Sequence Embedding-based Detectors

(Chapter 5)

Improve the Robustness of Deep
Sequence Embedding-based Detectors

(Chapter 6)

Figure 1.1: Landscape of the PhD Research

We give a brief description of each proposed effort in each thrust.

Characterizing how crowds counter misinformation (in Chapter 2). We conduct a

data-driven study of misinformation on Twitter2 [13], analyzing the spread of misinforma-

tion, professional fact checks, and the crowd responses to popular misleading claims about

COVID-19. We curate a dataset of misinformation tweets and counter-misinformation

tweets that seek to challenge or refute false information. We train a classifier to create

a novel dataset of 155,468 COVID-19-related tweets, containing 33,237 misinformation

2Twitter has been rebranded as X from Aug 2023.
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tweets and 33,413 counter-misinformation tweets. Our findings show that professional fact-

checking tweets have limited volume and reach. In contrast, 96% counter-misinformation

tweets come from crowds, and the surge in misinformation tweets results in a quick crowd

response and a corresponding increase in tweets that refute such misinformation. More im-

portantly, we find contrasting differences in the way the crowd refutes tweets, particularly,

67% tweets appear to be opinions, while others contain concrete evidence, such as a link

to a reputed source. Our work provides insights into how misinformation is organically

countered in social platforms by some of their users and the role they play in amplifying

professional fact checks.

Analyzing how users respond to crowd-generated counter-misinformation replies

(in Chapter 3). We conduct a data-driven study to characterize and predict the user response

to counter-misinformation replies by crowds, where the user response is instantiated as the

reply that is written toward a counter-misinformation message. Specifically, we first cre-

ate a novel dataset with 55, 549 triples of misinformation tweets, counter-misinformation

replies, and responses to counter-misinformation replies. Next, fine-grained statistical anal-

ysis of reply linguistic and engagement features as well as repliers’ user attributes is con-

ducted to illustrate the characteristics that are significant in determining whether a reply

will have a corrective or backfire effect. Finally, we build a user response prediction model

to identify whether a social correction will be corrective, neutral, or have a backfire effect,

which achieves a promising F1 score of 0.816. Our work enables stakeholders to monitor

and predict user responses effectively, thus guiding the use of social correction to maximize

their corrective impact and minimize backfire effects.

Generating counter-response for crowds to correct misinformation (in Chapter 4)

When analyzing the counter-misinformation responses by crowds [13], we found that 2/3

times, these responses are rude and lack evidence. Even worse, these responses can have

backfire effects. Thus, we created a counter-misinformation response generation model to

empower users to effectively correct misinformation using high-quality responses in [36].
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This objective is challenging due to the absence of datasets containing ground-truth of

high-quality counter-misinformation responses, and the lack of models that can generate

responses backed by communication theories. In this work, we create two novel datasets

of misinformation and counter-misinformation response pairs from in-the-wild social me-

dia and crowdsourcing from college-educated students. We annotate the collected data

to distinguish low-quality from high-quality responses that are factual, polite, and refute

misinformation. We propose MisinfoCorrect, a reinforcement learning-based framework

that learns to generate counter-misinformation responses for an input misinformation post.

The model rewards the generator to increase the politeness, factuality, and refutation atti-

tude while retaining text fluency and relevancy. The quantitative and qualitative evaluation

shows that our model outperforms several baselines with an average 8.42% improvement

in all evaluation metrics (i.e., politeness, refutation, evidence, perplexity, and relevance) by

generating high-quality counter-responses.

Evaluating the robustness of existing deep sequence embedding-based detectors (in

Chapter 5). We propose a novel adversarial attack model called PETGEN [37] against deep

user sequence embedding-based classification models, which use a sequence of user posts

to generate user embeddings and detect malicious users. In the attack, PETGEN generates

a new post to fool the classifier such that it simultaneously reduces the efficacy of the

detection model and generates desirable posts. Specifically, PETGEN generates posts that

are personalized to the user’s writing style, have knowledge about a given target context, are

aware of the user’s historical posts on the target context, and encapsulate the user’s recent

topical interests. We conduct extensive experiments on two real-world datasets (Yelp and

Wikipedia, both with ground-truth of malicious users) to show that PETGEN significantly

reduces the performance of popular deep sequence embedding-based classification models

by an average drop of 17.66% in F1 score. PETGEN outperforms five attack baselines in

terms of text quality and attack efficacy in both white-box and black-box classifier settings.

Improving the robustness of existing deep sequence embedding-based detectors
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(in Chapter 6). To improve the model robustness, we create a novel transformer-based

adversary-aware local-global attended detector. It leverages the transformer encoder block

to encode each post bidirectionally, thus building a comprehensive post embedding. Next,

the model adopts the transformer decoder block to model the sequential pattern in the

post embeddings by using an attention mechanism to generate the sequence embedding.

Through this design, we leverage different levels of information in the sequence of user

posts (e.g., local and global information) to enhance the model. Finally, sequence embed-

dings of original sequences and modified sequences of mimicked attackers are fed together

into a contrastive-learning-enhanced classification layer to enhance the model knowledge

so that it can be stable against adversarial attacks. After evaluating on Yelp and Wikipedia

datasets again, we find that our model can outperform representative compared methods

by robustly detecting malicious users under state-of-the-art attacks with the lowest reduced

F1 score. Overall, this work paves the path toward the next generation of adversary-aware

robust sequence classification models.

Each of our explored AI-based endeavors can serve as a “lighthouse” that introduces

new research directions for academia. Altogether, we conduct data-driven analysis and

develop novel algorithms to empower crowds and evaluate detectors to combat misinfor-

mation for a reliable and responsible online social network ecosystem.

1.2 Background and Related Works

Combating misinformation has been widely investigated in academia by exploring various

directions (e.g., crowds and ML detectors) so as to mitigate the spread of misinformation.

We first cover several key aspects regarding the crowds who counter misinformation: (1)

Current counter-misinformation studies and correction of misinformation by crowds in Sec-

tion 1.2.1; (2) User responses to misinformation correction by crowds in Section 1.2.2; (3)

Existing counter-misinformation reply generation methods that can assist crowds in Sec-

tion 1.2.3. Then, we introduce the existing deep sequence embedding-based classification
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models used for detecting misinformation spreaders in Section 1.2.4, as well as attack and

defense on these models in Section 1.2.5.

1.2.1 Analysis of Counter-Misinformation and Misinformation Correction

Social media contains many types of misinformation, such as rumors [38], hoaxes [39],

false news [2] and false information [11]. Due to its harmful impact on society, vari-

ous combating efforts appear [38, 23, 40]. Among them, counter-misinformation contents

serve as a critical part of the misinformation-combating ecosystem due to their potential to

correct misconceptions and reduce the spread of misinformation. Many researchers have

explored counter-misinformation contents [22, 23, 40, 41, 42], and these efforts can be

grouped into three categories:

(1) Misinformation and Counter-Misinformation Detection: Different data sources and

methods have been developed, including user reports through reinforcement learning [22],

textual and visual features from posts by adversarial neural network [23], new user and

tweets features with Bayes Network, k-Nearest Neighbors and Adaptive Boosting super-

vised learning framework [24]. Besides, some computational methods are designed to limit

the propagation of misinformation by spreading counter-misinformation[43]. However, the

existing research works either focus more on misinformation, or emphasize finding the set

of users who initiate the propagation of counter-misinformation while neglecting to con-

sider and analyze the textual information of counter-misinformation.

(2) User Survey-based Experimental Studies: In [40, 41, 42], user surveys are conducted

to determine how people can combat misinformation by posting reliable rebuttals on social

media platforms. However, these studies are small-scale.

(3) Observational Studies: Past research [38] used comments on rumors that included a

URL to fact-checking websites to study the spread of misinformation and counter-misinformation.

However, very few posts receive such comments, while most countering is done without

using URLs. Thus, this approach is limited in scale. Further, [2] used six fact-checking
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websites to determine whether a tweet containing news information is true or false by text

comparison and analyzed their spread. However, fact-checks were not examined. Addition-

ally, some works [44, 45] studied the assessment differences when different people judge

the credibility of articles. Meanwhile, other works [46, 6] studied the spreading patterns of

tweets that contain false rumors and confirmed news, using URLs and news content.

Different from previous works, our research investigates the broad information ecosys-

tem which consists of misinformation and its rebuttals. These rebuttals can come from

crowds, through opinion-based or evidence-based messages [13]. Recent studies have

shown the remarkable effectiveness of correction by crowds by conducting experiments

via interviews [47, 48, 49], surveys [50, 48], and in-lab experiments [49]. This correction

has been shown to be as effective as professional correction [51], curbs misinformation

spread [38, 52, 53], and works across topics [42, 54, 55, 56, 57, 58], platforms and de-

mographics [55, 59, 60, 61]. Notably, users’ polite and evidenced responses that refute

misinformation are shown to effectively counter misinformation and reduce the belief in

misinformation [62, 63, 64, 51, 65, 65, 66, 67]. Users correct others, typically friends [68],

owing to a sense of social duty [38, 50, 69, 70, 71], anger, or guilt [72]. These works

provide considerable evidence that correction by ordinary users is effective when coun-

tering misinformation and mitigating the spread of misinformation. On the other hand,

considering the limited capability of professional fact-checkers, the large number of ordi-

nary users and their efforts in social correction show great potential for a scalable solution

to countering misinformation. Emerging research has analyzed the role that crowds play

in countering misinformation. Twitter’s Birdwatch [73] is a platform that allows users to

report and flag misinformation. Studies have analyzed the data from Twitter Birdwatch [73,

74, 75, 76], which have shown how users actively engage to identify tweets that they be-

lieve are misleading and provide contextual notes to debunk them. Users have different

levels of debunking capability. However, Birdwatch only allows users to flag misinforma-

tion and does not allow user-to-user communication and countering of misinformation on
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Twitter. Thus, user flagging behavior within the Birdwatch ecosystem is not representative

of user behavior on the broader Twitter platform or on other social media platforms.

1.2.2 User Response to Counter-misinformation by Crowds

To correct misinformation, ordinary users can publish standalone counter-misinformation

posts on social media platforms [13]. User responses to this kind of correction have been

investigated [77, 78, 79]. For instance, [77] analyzes the comments on fake news rebut-

tal posts through the expressed stance in them. They find that information readability and

argument quality improve the acceptance of misinformation rebuttal. They also uncover

that citing evidence helps [79]. [78] similarly investigate the sentiment in comments that

respond to fact-checking posts. But, all these posts are from official fact-checking organi-

zation accounts [78], which is different from our setting of ordinary users. Additionally,

none of these corrections occur in a conversational manner like our focus of social correc-

tion that has more engagement and visibility between misinformation spreaders and those

who counter-reply [80]. These existing conventional four-class stance [77] or two-class

sentiment [78] studies only provide coarse-grained analysis of user responses.

Some researchers examine another type of misinformation correction - the warning la-

bels posted around the misinformation posts. For example, [81] focus on labels as well

as the associated fact-check text provided voluntarily by users within Twitter’s Community

Note system [73]. Different from our response analysis, they only focus on the volume

of retweets and likes of the fact-checked tweet. However, retweets and likes are all non-

negative signals and are unable to comprehensively capture the user response, especially,

the negative responses. In addition, users provide inputs within the Community Note sys-

tem only, which is restricted (e.g., users cannot write responses to the fact-checking text

and labels on the Twitter platform) and does not reflect the larger dynamics of information

flow on Twitter.

When misinformation is debunked, it may have a backfire effect, i.e., users viewing
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the counter-misinformation post or misinformation spreaders potentially increase their be-

lief in the misinformation due to observing the correction. This has been debated for a

long time [14, 82]. Even if some researchers find the backfire effect among particular

groups [83] and within certain time frames [84], many studies have failed to replicate the

backfire effect [85, 86]. On the other hand, corrective effects, i.e., the audience or the

misinformation spreaders instead decrease their belief in misinformation after viewing the

counter-misinformation, have been identified by existing research works [67, 87, 88, 89, 51,

38]. Nevertheless, the existing studies of backfire and corrective effects usually leverage

simulated experiments to examine their hypothesis about backfire and corrective effects

while neglecting real-world scenarios, especially the situations where misinformation is

corrected by ordinary users rather than professionals or bot accounts. To fill this gap, we

examine these effects through real-world user replies to counter-misinformation posts in a

data-driven manner. Since this user response information can indicate the effects of certain

textual properties in counter-replies, our work can lead to a better understanding of the im-

pacts of social correction behavior, especially, comprehending the counter-replies that are

corrective or backfire.

1.2.3 Counter-misinformation Reply Generation

To assist crowds in combating misinformation, one approach is to generate counter mis-

information responses. This task is related to fact-check generation in the existing litera-

ture [90]. The goal of fact-check generation methods [90, 91] is to respond to misinforma-

tion with a fact-checking URL. However, we consider a broader task of counter-response

generation where the response text has to be generated. Existing works [90, 91] consider

any post with a fact-checking URL from fact-checking websites (e.g., Snopes.com) as a

fact-checking response, which is an inaccurate assumption – a fact-checking URL can be

present to ridicule or oppose the fact-check [92] and can be taken out of context [92]. Im-

portantly, only 1 out of 3 users use URL evidence when correcting misinformation [13]
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and YouTube is the most frequently used URL, instead of fact-checking URLs [92]; conse-

quently, studies relying only on fact-checking URLs are limited in their scope and do not

learn from the majority of user-generated corrective posts.

Counter-hate [93, 94, 95, 96] and counter-argument [97, 98, 99] text generation tasks

are also related to our problem setting, where the generated text is aimed to refute the

original post spreading hate and any generic argument, respectively. Some proposed mod-

els fine-tune large scale unsupervised language models on the hate-speech or argument

text for text generation [93, 100]. Other models first generate a set of candidate counter-

hate/counter-argument replies, and then select one based on the relevance to the original

post in a generate-then-retrieve or identify-substitute manner [94, 98, 99] . Meanwhile,

some related counter-hate/counter-argument datasets have also been released [101, 102,

98]. However, it should be noted that compared to counter-misinformation response gen-

eration, the task of counter-hate generation does not necessitate responses to be evidence-

based. Similarly, the counter-argument generation is a generic task (e.g., arguing whether

immigration is good) and is not specific to misinformation. Additionally, large annotated

and curated datasets exist for counter-hate and counter-argument [101, 102], which is not

the case for counter-misinformation generation. To fill these gaps, we both curate two novel

datasets and propose a counter-misinformation generator which can refute misinformation

while being polite and providing evidence.

1.2.4 Deep Sequence Embedding-based Classification Models

To determine whether a user is malicious, existing methods usually focus on building deep

sequence embedding models to encode the sequential information and use the embedding

for downstream applications [103, 104, 105, 106]. For example, Facebook creates a tem-

poral embedding from users’ sequence of posts, then predicts users’ dynamic embedding

when users write a new post, and finally uses these embeddings for fake account detec-

tion [25]. However, vulnerabilities of these deep user sequence embedding-based classi-
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fication models have not been explored. On the other hand, many works formulate clas-

sification of the sequence of a user’s posts as a sequential text classification [105, 107]

or document classification problem [107]. Researchers first utilize Convolutional Neural

Network (CNN) and RNN to capture the sequential reliance between text posts and encode

the text features for detection [105], and later turn to transformer-based [108] architectures

due to the superior performance [109, 110]. However, these sequential text classification

models can be vulnerable to adversarial attacks, which are relatively unexplored.

1.2.5 Attack and Defense on Deep Sequence Embedding-based Classification Models

Generating adversarial text to attack text classifiers is an important task due to its con-

tribution to model robustness [111]. These methods can mainly be grouped into two cate-

gories: (1) Modification-based attacks: these approaches mainly make minor modifications

to existing text to generate new text. Modifications include changing or adding characters,

words, or phrases [112, 113, 114, 115]. However, these models have various shortcomings:

they are incapable of fully leveraging a user’s rich history of posts, they can not generate

original content, and their modifications can be easily detected by finding misspelled words

and improperly manipulated sentences [116]. (2) Generation-based attacks: these methods

(e.g., TextGAN [117]) generate a new piece of text to achieve the attack goal. An attack

model called Malcom [118] generates new fake reply comments to news articles to fool

detectors. This model achieves high success in fooling the detector. However, these attack

models have some shortcomings: they are not designed to leverage a user’s rich history

of posts and the generated text is not personalized to the user. Some researchers use the

sequence of posts to generate adversarial text for attack [119], but the posts are from dif-

ferent users and the attack target is the recommendation system rather than deep sequence

embedding-based classifiers.

To defend machine learning models against adversarial attacks, the prevalent strategy

involves employing min-max optimization. This approach aims to minimize the maximum
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adversarial loss, which represents the worst-case scenario, by computing it with adver-

sarial examples to bolster the robustness of deep learning models [120]. Such a method

has been a cornerstone in enhancing model resilience across various domains, including

computer vision and natural language processing (NLP). In the field of computer vision,

adversarial examples are typically generated using techniques such as the Fast Gradient

Sign Method [121], Projected Gradient Descent [122], or through the use of Generative

Adversarial Networks [123]. These methods have been effective in altering classification

outcomes by introducing subtle, often imperceptible changes to the input data. Conversely,

in NLP, adversarial examples are crafted through various means, including the replacement

of characters or words in the input text, or by adding noise to input token embeddings [124,

125]. These techniques aim to introduce or modify input data in a manner that can be

learned by the models to improve the robustness. Despite these advancements, directly

applying these adversarial defense methods to deep sequence embedding-based classifiers

poses a challenge. This is because these classifiers operate on sequential data, where attack-

ers meticulously design the subsequent entity in the sequence, rather than merely modifying

existing elements. This distinct nature of sequential data necessitates the development of

specialized defense mechanisms tailored to protect against attacks specifically designed for

sequence-based models.
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CHAPTER 2

CHARACTERIZING CROWD-GENERATED COUNTER-MISINFORMATION

2.1 Introduction1

To combat misinformation, professional fact checkers play an important role in controlling

the spread of misinformation on online platforms [126]. During the COVID-19 infodemic,

the International Fact Checking Network (IFCN) verified over 6,800 false claims related

to the pandemic until May 20, 2020. Social media platforms use these fact checks to flag

and sometimes remove misinformation content. However, false information still prevails

on social platforms because the ability of fact checking organizations to use social media to

disseminate their work can be limited [127]. For example, on Facebook, content from the

top 10 websites spreading health misinformation had almost four times as many estimated

views as equivalent content from reputable organizations (e.g., CDC, WHO).2

In addition to professional fact checkers, ordinary citizens (a.k.a non-expert ordinary

users, or crowds), who are concerned about misinformation, can play a crucial role in or-

ganically curbing its spread and impact. Compared to professional fact checkers, crowds,

who are users of the platform where misinformation appears, have the ability to directly

engage with people who propagate false claims either because of ignorance or for a mali-

cious purpose. They can back up their arguments using professional fact checks and trusted

sources, whenever available. The cohort of ordinary citizens is also commonly referred to

as crowd. Thus, the role of crowds or citizens who are concerned about misinformation can

be critically important. The goal of this work is to study the nature and extent of the role

that concerned citizens play in responding to misinformation.

We use a broad definition of misinformation which includes falsehoods, inaccuracies,
1This chapter is based on the paper published in IEEE BigData 2021 [13]
2https://secure.avaaz.org/campaign/en/facebook threat health/
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rumors, decontextualized truths, or misleading leaps of logic, all regardless of the intention

of the spreader [128, 11]. In this chapter, we focus on COVID-19 related misinformation on

Twitter and utilize a data-driven approach to investigate how fact checks and other organic

user responses attempt to refute and counter it. We explore two popular misinformation

topics: fake cures and 5G conspiracy theories [129]. Fake cures for COVID-19 included

drinking water, eating garlic or ginger, and salt, and 5G conspiracy theories state that 5G

technology is responsible for the spread of COVID-19 or that COVID-19 does not exist

and people are getting sick due to 5G radiations.

A study of fact checks and concerned citizen responses to misinformation presents sev-

eral challenges. These include collection of data relevant to misinformation topics and

development of a classifier for automated detection of tweets that contain misinformation

or responses that refute them. Analysis of tweets that counter misinformation is also nec-

essary to gain insights into how misinformation is refuted. We address these questions and

make the following contributions.

• We create a dataset3 of tweets related to misinformation and responses that counter

it, by first collecting 6,840 fact checking stories from 95 fact checking websites. We

focused on two most popular COVID-19 topics and collected 155,468 tweets from

105,772 users over a period of 4 months.

• We develop a text-based classifier for tweets that represent misinformation and their

rebuttals. To seed the classifier, two researchers hand-labeled 4,800 tweets into mis-

information, rebuttal and other categories. The classifier created from the labeled

data achieves an F1 score that is between 0.7 and 0.8, identifying 33,237 misinfor-

mation claims, 33,413 refutations, and 87,377 irrelevant tweets.

• Our analysis of the dataset revealed two types of users responsible for refuting misin-

formation tweets: professional fact-checkers, i.e., people or organizations who sys-

3http://claws.cc.gatech.edu/covid counter misinformation.html

15

http://claws.cc.gatech.edu/covid_counter_misinformation.html


tematically fact check a claim, and concerned citizens, i.e., the crowd that organically

counters false claims. We find that 96% of refuting tweets are generated by concerned

citizens, which highlights their importance.

• Our study reveals that professional fact-checks are not only low in tweet volume,

but also receive a significantly lower number of retweets. Also, we find that 67% of

tweets that counter misinformation do not contain URL-based evidence such as fact

check websites.

• Our analysis of the methods used for countering misinformation reveals two broad

classes. One class of tweets is evidence-based, which includes links to fact checks or

other trusted sources. The other class is opinion-based and does not include verifiable

evidence. We find that opinion based tweets include more assertive words, use more

negative words, are more abusive, and exhibit negative emotions and anger.

• Finally, we find that citizen responses come from older and more reputed accounts,

while misinformation tends to be spread by more recently created accounts. This

could potentially be due to the orchestrated nature of some misinformation cam-

paigns.

• Reproducibility: Our code and datasets are available for download at http://claws.cc.

gatech.edu/covid counter misinformation.html.

Overall, our findings show that countering of misinformation cannot be studied by con-

sidering only fact checks. Our work reveals interesting insights and can potentially lead

to a better understanding of how best to leverage the organic countering of misinformation

to support and amplify the results of work done by fact-checkers. It could also help in

the development of tools and mechanisms that can empower concerned citizens to combat

misinformation.
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2.2 Data Curation

We collected data on two of the most popular COVID-19 misinformation topics: fake cures

and 5G conspiracy theories [129]. Below we describe our process of selecting these topics

and finding misinformation and counter-misinformation tweets on these topics.

IFCN Dataset

To have a verified and complete list of COVID-19-related misconception statements, we

built a misconception dataset by leveraging the work of fact checkers. Specifically, first, we

extracted 6,840 false statements fact-checked by IFCN’s CoronaVirusFacts/DatosCoronaVirus

alliance.4 From these statements, we selected English statements related to two widely

fact-checked misinformation topics [129]: (1) Fake cures that include drinking water, eat-

ing garlic or ginger, and salt. e.g., “the coronavirus can be cured with a bowl water with

ginger”; (2) 5G conspiracy theories that state 5G technology is responsible for the spread

of COVID-19 or that COVID-19 does not exist and people are getting sick due to 5G ra-

diations. Our final IFCN dataset consisted of 57 claims associated with fake cures and 32

claims related to 5G.

COVID-19 Tweet Dataset

Similar to [130], we utilized a keyword-based method to collect COVID-19-related tweets.

After generating the IFCN dataset, we identify a collection of keywords related to the

entities mentioned in the data. These keywords belong to two sets:

• COVID-19 keywords: this set includes widely-used terms associated with COVID-19,

such as: COVID-19, covid, corona virus, coronavirus [130].

• Misconception entity keywords: 5G, drinking water, ginger, garlic and salt. This set was

extracted from widely mentioned terms in IFCN misconception statements related to our

selected topics.
4https://www.poynter.org/ifcn-covid-19-misinformation/
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Next, we created a COVID-19 tweet dataset by combining data from multiple sources.

First, we retrieved tweets from a publicly available dataset [130], which uses Twitter’s

Streaming API and selected tweets containing the aforementioned keywords. Since the

streaming API only collects 1% of the tweets,5 we used Twitter Search API6 to augment

our dataset by querying the aforementioned keywords.

Together, these data sources returned around 8 million tweets spanning 4 months from

January 21, 2020 to May 20, 2020. Similarly to other research, to simplify our analysis,

we filter out non-English tweets [131] and retweets. Finally, we get 155,468 tweets from

105,772 users for the selected two topics.

Professional Fact-Checking Tweet Dataset

In addition to the above tweets, we also collected tweets from fact-checking organizations’

Twitter accounts. We manually compiled a list of Twitter handles of the organizations

mentioned in the IFCN dataset. Then we used Python’s Tweepy API7 to extract tweets

posted between January 21, 2020 and May 20, 2020. Later, we manually filtered these

tweets by keeping only those tweets that contained an explicit link to one of the 89 claims

listed in the IFCN dataset. This data served as our professional fact-checking tweet dataset.

Hand-labeled Annotation

Traditional methods usually use links to low-credibility sources to label tweets as misin-

formation [132]. However, in our COVID-19 tweet dataset, only around 10% of the tweets

have links. Since there are no ground-truth labels for the remaining 90%, we manually

label a subset of tweets based on tweet content and create a textual classifier to label the

entire dataset.
5https://developer.twitter.com/en/docs/labs/sampled-stream/overview
6https://developer.twitter.com/en/docs/twitter-api/v1/tweets/search/api-reference/get-search-tweets
7https://www.tweepy.org/
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Label Definition

We provide the definitions of the labels to make the annotation more clear. Based on

previous misinformation research [128, 11], we define three labels:

•Misinformation Tweets: Since in this research we are interested in identifying a broader

set of COVID-19 misinformation tweets, we consider misinformation tweets to include

falsehoods, inaccuracies, rumors, decontextualized truths, or misleading leaps of logic, all

regardless of the intention of the spreader. See Tweets 1 & 2 in Table 2.1.

• Counter-Misinformation Tweets: Tweets in this category refute false claims and can be

further categorized in one of the following two groups:.

– Professional Fact-check Tweets: These counter-misinformation tweets are gener-

ated by professional fact-checkers and were extracted from the professional fact-

checking tweet dataset. See Tweet 3 in Table 2.1.

– Concerned Citizen Tweets: Tweets that counter, question, or refute misinforma-

tion and are not generated by a professional fact-checking organization. See Tweets

4, 5 & 6 in Table 2.1. In the analysis we further categorize these tweets into: (a)

Opinion-based citizen responses and (b) Evidence-based citizen responses. The aim

is to distinguish between tweets that do not use any checkable evidence and those

that link to some evidence.

• Irrelevant Tweets: Any tweet that does not include misinformation or counter-misinformation.

The content may still discuss COVID-19 . See tweet 7 in Table 2.1.

Annotation Process

The annotation task aims to generate ground-truth for tweets by categorizing them as mis-

information, counter-misinformation, or irrelevant. The set of professional fact-checking

tweets is deterministic and rule-based, so it does not require hand-labeling or building a

classifier.
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To hand-label tweets, two authors annotated 4,800 tweets (specifically, 2,400 tweets

for each topic with 800 tweets for misinformation tweets, counter-misinformation tweets,

and irrelevant tweets). To assess agreement levels, a random sample of 300 tweets was

annotated by both annotators. The inter-rater agreement measured by Kappa score [133]

between the two annotators was 0.782, which shows substantial agreement.

Annotation process: This was a time consuming and difficult process because social

media data is noisy and this process can be subjective. Hence, we conducted this process

over several iterations. After each iteration a meeting was conducted to discuss dubious

tweets, following the setup used by other research [134, 135]. Specifically, to annotate the

tweets we use the following process. We start by asking the question: Does this tweet refer

to a misconception statement that was verified by IFCN’s fact-checking alliance? If the an-

swer is yes, we determine whether the tweet is supporting the misconception claim or coun-

tering it. For instance, Tweet 1 in Table 2.1 supports the verified false claim which states

that garlic could prevent COVID-19, so we annotate it as misinformation tweet. When a

tweet counters a false claim, such as when people categorically state that garlic has no ef-

fect on coronavirus (see Tweet 4 in Table 2.1), we annotate it as a counter-misinformation

tweet. If the tweet is neither misinformation nor counter-misinformation, such as Tweet 7

in Table 2.1, which is just talking about the surging increase in prices of garlic, we annotate

the tweet as an irrelevant tweet.

Labeling was not always straightforward. For instance, there were tweets which did not

refer to any of the false claims that were verified by IFCN. We did not discard these tweets

because they could still spread or counter misinformation [136]. If those tweets included

falsehoods, inaccuracies, rumors, decontextualized truths and misleading leaps of logic, we

still labeled them as misinformation tweets. For example, Tweet 2 in Table 2.1 seems to be

spreading a questionable story about the installation of 5G antennas, so we annotated it as

misinformation. If the tweet is judged to be countering a questionable story (see Tweet 5

in Table 2.1), we annotated it as a counter-misinformation tweet.
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Table 2.1: Examples of tweets and assigned labels in misinformation and counter-
misinformation studies.

No Tweet Topic Label Reason

1 Garlic onion and ginger are very nutritious, which has
great potential to prevent corona virus.

Fake
cures

Misinformation Misinformation probability = 0.79;
counter-misinformation probability =
0.01; and irrelevant probability = 0.06.

2 Corona virus is a way for corporations to install 5G
without us being around #theory #coronavirus

5G Misinformation Misinformation probability = 0.63;
counter-misinformation probability =
0.12; and irrelevant probability = 0.03.

3 A conspiracy theory falsely linking 5G to the
coronavirus is getting traction on social media.
https://www.politifact.com/factchecks/2020/apr/03...

5G Professional
fact-check

The tweet contains the link mentioned in
the IFCN dataset.

4 @X Major Newspaper had to put this out... Garlic:
No effect on coronavirus. Sesame oil on the body:
No effect on coronavirus. Herbal remedies: No effect
on coronavirus. Smoking: No effect on coronavirus.

Fake
cures

Opinion-based
Citizen Re-
sponse

Counter-misinformation probability =
0.69; misinformation probability = 0.27;
irrelevant probability = 0.07; and no ex-
ternal link.

5 how do some people seriously believe that coron-
avirus is not a virus and it’s the government trying
to kill us with 5g network

5G Opinion-based
Citizen Re-
sponse

Counter-misinformation probability =
0.77; misinformation probability = 0.13;
irrelevant probability = 0.06; and no ex-
ternal link.

6 Garlic won’t keep the coronavirus at bay.
Neither will saltwater gargling or cow dung
https://www.scmp.com/week-asia/health-
environment/article/3049261/garlic-cant-keep...

Fake
cures

Evidence-based
Citizen Re-
sponse

Counter-misinformation probability =
0.97; misinformation probability = 0.06;
irrelevant probability = 0.01 and has an
external link with evidence.

7 #Indonesia is grappling with surging garlic prices as
the fast-spreading COVID spurs fears over supply dis-
rupt in #China.

Fake
cures

Irrelevant Irrelevant probability = 0.96; misinfor-
mation probability = 0.02; and counter-
misinformation probability = 0.06.

Misinformation and Counter-Misinformation Tweet Classifier

In this section, we describe the text-based classifier that we developed to classify the tweets

in our COVID-19 tweet dataset as misinformation, counter-misinformation, or irrelevant

tweets. Specifically, we first build the tweet representation for each tweet and then use the

hand-labeled tweets to train the text-based classifier.

Tweet Representation

Embedding-based Representation We embed each tweet by the popular BERT text-

embedding model [137]) to capture the semantic meaning of tweets. We selected BERT

embedding because it obtained better performance than other models in our preliminary

testing (e.g., GloVe [138]). We first remove all Twitter- and web-specific content such as

URLs, usernames, hashtags and emojis, and then feed the remaining tweet text into the
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BERT model. After this processing, we select the final hidden layer result in BERT model

as the resulting 768-dimensional tweet representation.

Hashtag-based Representation Different from the embedding-based approach, in the

tweet text, since people usually use hashtags (e.g., #5G) to highlight important informa-

tion, we used hashtags as information indicators to represent tweets. The hashtag-based

representation counts the number of occurrences of each hashtag in the tweet text and se-

lects the widely-mentioned hashtags in the dataset. In total, 768 hashtags were selected

by popularity (i.e., their number of occurrence), keeping the same 768 dimension as that

of the aforementioned embedding-based representation to have a fair comparison. We also

varied the number of hashtags used (from 100 to 1,000), which achieved a comparable

performance.

Classifier Creation Given this standard three-class classification task, i.e., misinforma-

tion vs. counter-misinformation vs. irrelevant tweets, we trained three separate one-vs-all

Logistic Regression classifiers. Note that we can also plug in any other classification model,

such as SVM. Our empirical testing showed that the results of other models such as SVM

were similar to the logistic regression results. Due to the relatively small dataset, we uti-

lized the embedding-based BERT model rather than the fine-tuning-based BERT model

or other advanced deep neural network models [137]) to avoid the possible over fitting

problem. Each one-vs-all classifier is trained with hashtag-based, embedding-based and

hashtag+embedding features, where the two feature vectors were concatenated. We con-

ducted five-fold cross-validation on the manually-annotated tweets. The performance of the

models was measured using precision, recall and F1 scores (see Table 2.2 and Table 2.3).

We report these scores together with the corresponding standard deviations.

As observed from Table 2.2 and Table 2.3, by using the tweet embedding feature, we

achieved the best performance with respect to precision, recall and F1 score. We noticed

that the decreased performance in the combination of hashtag and embedding represen-

22



Table 2.2: Misinformation and counter-misinformation tweet classification performance
for 5G topic.

Feature Precision (σ) Recall (σ) F1 score (σ)

Misinformation Tweet Detection
Hashtag 0.386±0.01 0.859±0.02 0.533±0.01
Embedding 0.763±0.03 0.788±0.02 0.775±0.02
Hashtag+Embedding 0.758±0.02 0.782±0.02 0.770±0.02
Counter-Misinformation Tweet Detection
Hashtag 0.626±0.06 0.220±0.04 0.325±0.05
Embedding 0.807±0.05 0.823±0.01 0.814±0.02
Hashtag+Embedding 0.800±0.05 0.816±0.01 0.807±0.02
Irrelevant Tweet Detection
Hashtag 0.608±0.03 0.266±0.02 0.369±0.02
Embedding 0.845±0.02 0.795±0.05 0.818±0.03
Hashtag+Embedding 0.834±0.02 0.786±0.05 0.809±0.03

Table 2.3: Misinformation and counter-misinformation tweet classification performance
for fake cures topic.

Feature Precision (σ) Recall (σ) F1 score (σ)

Misinformation Tweet Detection
Hashtag 0.381±0.01 0.785±0.05 0.513±0.02
Embedding 0.698±0.03 0.693±0.04 0.694±0.03
Hashtag+Embedding 0.691±0.02 0.687±0.04 0.688±0.02
Counter-Misinformation Tweet Detection
Hashtag 0.563±0.09 0.178±0.02 0.270±0.02
Embedding 0.760±0.05 0.759±0.05 0.758±0.03
Hashtag+Embedding 0.748±0.05 0.744±0.04 0.744±0.03
Irrelevant Tweet Detection
Hashtag 0.475±0.02 0.295±0.03 0.363±0.03
Embedding 0.677±0.03 0.678±0.05 0.676±0.03
Hashtag+Embedding 0.675±0.03 0.678±0.04 0.676±0.03
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tations was achieved when unrelated features were added to the tweets. Therefore, we

used embedding feature together with logistic regression classifier to label all tweets. To

achieve high-confidence labelling results, we set a very strict rule, which states that if a

tweet is classified as misinformation tweet, the score needs to be higher than 0.5 and less

than 0.5 for the other models (i.e., countering-misinformation and irrelevant). We used the

same rule to detect counter-misinformation and irrelevant tweets. We use the 0.5 threshold

because this value is widely-used in binary classification tasks [139].

Applying the classifier as described above returns a dataset containing misinformation,

counter-misinformation, and irrelevant tweets, as shown in the table 6.2. Among counter-

misinformation, we find 96% are sent by crowds.

Table 2.4: Misinformation and counter-misinformation twitter Data statistics

Count

Total number of tweets 155,468
Number of Misinformation Tweets 33,237
Number of Counter-misinformation Tweets 34,854
Number of Irrelevant Tweets 87,377

2.3 Counter-misinformation Characterization

Types of Counter-Misinformation Tweets One of the aims of this work is to understand

whether citizens use professional fact-checks as evidence for countering misinformation.

We find that 67% of citizen responses do not contain any evidence to refute misinformation

and we refer to these tweets as ‘opinion-based citizen responses’. On the other hand, only

33% of citizen response tweets have URLs, out of which only 4% point to fact-checking

websites, showing the low use of the work done by professional fact checkers. To check

where these URLs refer to, we randomly sampled 300 of these tweets and manually verified

their URL. We found that 204 of them provided reliable evidence, of which 96 contained

links to high-credibility sources, and the rest contained links to articles, videos, or websites

that directly refute the misinformation. Similar to Chen et al. [140], we defined high-
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credibility and low-credibility sources by compiling a list from several recent research pa-

pers [141, 142]. Since the proportion of links pointing to reliable evidence is very high, we

label all counter-misinformation tweets with URLs as ‘evidence-based citizen responses’.

The frequency of high-credibility sources in counter-misinformation citizen responses

is evidenced in Figure 2.1, which shows that 7 of the Top 20 most frequent sources are

known high credibility. With respect to misinformation, we find that 5 of the Top 20 most-

frequent sources are listed as low-credibility (see Figure 2.1). This finding confirms previ-

ous work which showed a strong correlation between misinformation and low-credibility

sources [141].

In summary, in this section, we find that while concerned citizens use URLs to re-

fute misinformation often, professional fact-checks are rarely used as evidence. Research

needs to investigate techniques that would make fact-checks more accessible to concerned

citizens.
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Figure 2.1: Most frequent external sources in misinformation and counter-misinformation
tweets. High-credibility sources are more common in counter-misinformation tweets.

Characterizing the spread of Counter-Misinformation To get a better understanding

of the extent to which misinformation is being countered, we investigate tweet volume,

engagement, and spread.
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Figure 2.2: Tweet volume and engagement of misinformation and counter-misinformation
over time. Both volume and engagement of countering misinformation are comparable to
misinformation.

Misinformation has higher volume Figure 2.2 (left) shows the volume in terms of

number of tweets of fake cures topic over the chosen four-month period. To provide an ac-

curate representation of tweet volume and engagement, we selected unique tweets and dis-

carded retweets. First, we note that for both topics, the volume of professional fact-checks

is always significantly lower than that of the other groups. Second, we find that for 5G, the

volume of misinformation tweets is comparable to the volume of counter-misinformation

tweets (Wilcoxon pairwise comparison p > 0.05). Next, we note that among concerned

citizens, the volume of tweets that counter misinformation without using professional fact-

checking URLs as evidence is several times higher than those that use evidence. These

findings show that there is a comparable amount of people that are countering misinforma-

tion and that tweets by professional fact-checkers are still not popular across the Twitter

community.

Finally, an important observation is that there is a strong positive correlation between

misinformation and counter-misinformation tweet counts, both for fake cures (Spearman

correlation ρ = 0.88, p < 0.001) and 5G (ρ = 0.85, p < 0.001). Importantly, for both

topics, we found a lower, but still positive, correlation between misinformation and fact-

checks (fake cures: ρ = 0.45, p < 0.001, 5G: ρ = 0.52, p < 0.001). These findings show

that misinformation is being countered at the same rate as it is being spread, similar to the

findings made in Mendoza et al. [46].
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Counter-misinformation and misinformation attract similar tweet engagement

We investigate engagement volume because engaging with a tweet increases its visi-

bility. Tweet engagement is defined as liking or favoriting the tweet and sharing a tweet

with or without an additional comment. Figure 2.2 (right) shows the engagement results

for the 5G topic. We used Wilcoxon pairwise test to compare the differences across the

types of information. First, we note that the engagement of misinformation and counter-

misinformation tweets is similar (p > 0.05). This means that concerned citizens are obtain-

ing a comparable level of engagement as users that spread misinformation. This is not the

case with professional fact-checkers because in all cases they obtained significantly lower

amount of engagement than misinformation and counter-misinformation. This indicates

that work is needed to increase the visibility of professional fact-checking efforts. Finally,

when restricting our analysis to only retweets, we find that most of the tweets received 0

retweets (71% - 80%), while only few tweets were retweeted more than 100 times (0.2% -

0.6%). This finding shows that few counter-misinformation and misinformation tweets get

propagated through the Twitter community.

Overall, in this section, we find that concerned citizens are producing a similar vol-

ume of tweets as misinformation spreaders. Similarly, engagement levels are compara-

ble and most tweets do not receive more than 100 retweets. Moreover, for 5G, counter-

misinformation tweets receive more engagement than misinformation tweets. Professional

fact-checks receive a significantly lower volume of engagement than misinformation and

concerned citizen tweets.

Characterizing Textual Properties of Counter-Misinformation In this section, we

analyze the linguistic and textual properties of misinformation, counter-misinformation,

and fact-checks. We investigate their sentiment, politeness, word use and LIWC charac-

teristics. This investigation will provide insights on how linguistic and textual properties

could be used to detect and counter misinformation.

Sentiment and politeness of citizen responses
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Here we analyze the sentiment and politeness [143] of counter-misinformation re-

sponses made by citizens. Prior research has also found it to be useful in detecting misin-

formation [144].

Figure 2.3 compares the distribution of sentiment and politeness across different types

of content. For sentiment, we find that tweets by professional fact-checkers are neutral.

On the other hand, tweets spreading misinformation about fake cures of COVID-19 are

significantly positive, potentially hailing the ‘cure’ that works like a miracle. However,

counter-misinformation tweets tend to be more neutral.
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Figure 2.3: Sentiment and politeness of misinformation and counter-misinformation for
fake cures. Misinformation tweets are more positive and professional fact-checks are neu-
tral (left). Evidence-based citizen responses are less polite than misinformation (right).

As seen in Figure 2.3, with regards to politeness, we find that misinformation tweets are

significantly more polite than countering-misinformation tweets (p < 0.001). Surprisingly,

professional fact-checks are quantified as less polite as well. This is because these tweets

do not contain much text, and the formal and restrained nature of these tweets could be

leading to this outcome [145]. Previous research [146] defined polite text to be direct,

clear, unambiguous and concise [146]. This means that misinformation tweets seem to be

exhibiting more of these characteristics than the other tweets.

Digging deeper into the citizen responses to fake cures misinformation, we find that

evidence-based citizen responses are very similar to professional fact-checking tweets in

terms of sentiment, most of them being neutral. On the other hand, opinion-based citizen

responses tend to express more sentiment, exhibiting a uniform distribution through the
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spectrum of sentiment scores.

The main outcome of these findings is that COVID-19 misinformation is mostly pos-

itive, this contrasts with previous research which showed that misinformation is mostly

negative [147]. This finding is further evidence that misinformation spreaders are continu-

ously changing their tactics [11]. The lack of politeness, positive and negative sentiments

in professional fact-checking tweets is also an interesting finding. This finding requires

further research to investigate whether manipulating these properties could lead to higher

volume and engagement.

Psycholinguistic Characteristics of Citizen Responses We analyze textual properties

using LIWC dictionary [148], which accounts for the psycholinguistic properties of the

text.

First, opinion-based citizen response tweets (see Figure 2.4) are significantly more self

centered, use ‘you’ and third person pronouns (i.e., ‘he’ or ’she’) more than misinforma-

tion and evidence-based responses (p < 0.001). We also find that opinion-based response

tweets have a significantly higher amount of swear words than the other tweets (p < 0.001).

Together, these two findings show that citizens are engaging in a more direct, confronta-

tional, and argumentative conversation with misinformation spreaders. While swearing and

confrontation used in countering misinformation contrasts with the findings from previous

research [147], our analysis shows that it is a common technique used by citizen responders

to call out misinformation spreaders [149].

Second, our analysis shows that evidence-based responses are quite similar to profes-

sional fact-checking tweets. For instance, we did not find significant differences when

comparing all five pronouns (p > 0.05). We find similar values for impersonal pronouns,

authentic words, dictionary words, words greater than 6 letters and tone. They have similar

amount of words that contain discrepancy, tentative, achievement, power, reward, assent,

fillers, netspeak and non-fluence. Also, we find that professional fact-checkers infrequently

use personal and impersonal pronouns, especially the ‘i’ and ‘he’/‘she’.
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Third, the textual properties of opinion-based citizen responses and misinformation

tweets have highly similar levels of achievement, anxiety, positive emotions, netspeak and

non-fluence (see Fig 2.4). Furthermore, they have similar amounts of adverbs, articles,

auxiliary verbs, prepositions, dictionary words, function, long words, and tone. Opinion-

based citizen responses have significantly more insight words, differentiation words, and

tentative words (p < 0.001). On the other hand, misinformation tweets exhibit significantly

more words related to cause (p < 0.001). For fake cures, counter-misinformation without

evidence show significantly higher affiliation and tweets that counter-misinformation with

evidence show significantly higher risk (p < 0.001).
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Figure 2.4: LIWC results of misinformation and counter-misinformation for fake cures
(left) and 5G (right) tweets. Opinion-based citizen responses have similar linguistic prop-
erties as misinformation.

In summary, we find that opinion-based counter-misinformation portray insight, ex-

hibit negative emotions and anger by using more negative words, including swear words.

This implies that concerned citizens are engaging in a more direct, confrontational, and

argumentative conversation and do not shy away from calling out misinformation spread-

ers [149].

User Characteristics of Concerned Citizens

To have a better understanding of concerned citizens who respond to misinformation

we investigate their accounts’ age, their popularity and whether they have verified accounts.
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Misinformation spreaders have more recent accounts than concerned citizens First,

we find that accounts that spread misinformation (fake cures: 5.7 years; 5G: 6 years) are

significantly (p < 0.001) more recent than concerned citizens accounts (fake cures: 6.5

years; 5G: 6.8 years). Second, we find that professional fact-checking accounts (fake cures:

22%; 5G: 8%) and concerned citizens accounts (fake cures: 7% years; 5G: 4%) are signif-

icantly more likely (p < 0.001) to be verified accounts than misinformation (1%). These

findings show that accounts that spread misinformation are typically more recent [127] and

concerned citizens are more likely to have verified accounts than misinformation spreaders.

Concerned citizens are more popular Account popularity is a relevant user charac-

teristic because when a user posts a tweet, it becomes visible to all of their followers. We

find that users that spread misinformation have significantly (p < 0.001) fewer follow-

ers (fake cures: 6,052 and 5G: 6,651) than concerned citizens (fake cures: 40,295; 5G:

22,133). Professionals that fact-checked fake cures had significantly more followers (=

85,586) than concerned citizens and misinformation spreaders. Contrarily, professionals

that fact-checked 5G conspiracy theories had similar number of followers as misinforma-

tion spreaders (8,169 vs 6,651; p > 0.05) and significantly fewer followers than concerned

citizens (8,169 vs 22,133; p < 0.001). These findings show that counter-misinformation

has the potential of reaching a wider audience than misinformation. Despite receiving low

volume and engagement, some professional fact-checking accounts have a considerably

large audience.

In summary, in this section, we find that concerned citizens are more popular and have

older accounts, indicating that counter-misinformation has the potential to reach more users

and are more trusted. These accounts are more likely to have verified accounts than misin-

formation spreaders.
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2.4 Conclusion

In this chapter, we focus on COVID-19 related misinformation on Twitter and utilize a data-

driven approach to investigate how fact checks and other organic user responses attempt to

refute such misinformation.

Overall, our work shows that countering of misinformation cannot be studied by only

considering fact checks because 96% of all refutations are being done by concerned citi-

zens (i.e., the crowd). Moreover, professional fact-checks are not only low in tweet vol-

ume, but also receive a significantly lower number of retweets as opposed to those re-

ceived by the crowd. Our analysis also reveals that the crowd uses two methods to counter-

misinformation. The first approach is evidence-based, which includes links to fact-checks

or other trusted sources. The second is opinion-based, which does not include checkable

evidence. We find that opinion-based tweets include more assertive language, use more

negative words, are more abusive, and exhibit negative emotions and anger.

Our results reveal interesting insights and can potentially lead to a better understanding

of how to leverage the organic countering of misinformation to support and amplify fact-

checking efforts best. More importantly this work could also lead to development of tools

and mechanisms that can empower concerned citizens to combat misinformation.

Finally, the work presented has a number of limitations that could be addressed in the

future. First, we only focus on the Twitter platform. In future work, one can extend our

analysis to different platforms, like WhatsApp, Facebook and Instagram, since previous

research found that misinformation flows across multiple platforms [150]. Second, we

only studied two misinformation topics. These two topics help us understand the role of

fact checks and organic citizens, but there could be variations across areas that are targets

of misinformation (e.g., climate change issues). In fact, we did find evidence of differences

across topics which needs to be fully explored in the future.
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CHAPTER 3

CHARACTERIZING AND PREDICTING USER RESPONSE TO

CROWD-GENERATED COUNTER-MISINFORMATION REPLIES

3.1 Introduction1

Figure 3.1: Examples of user responses to social correction. Here, the social correction is
the counter-misinformation reply posted by ordinary users (the second row), and the user
response is the reply to the counter-misinformation reply (the third row).

Even if we find that most of the counter-misinformation comes from crowds in the

previous chapter, little is known about the real-world user response toward this correc-

tion. Understanding such responses is beneficial because they serve as a critical signal

to indicate the impact of social correction in real-world scenarios. If some social correc-

tions are revealed to have corrective effects (e.g., users disbelieve in misinformation) [67],

then additional participants can be encouraged to provide reinforcements; ii) Instead, If

certain social corrections are found to increase users’ beliefs in misinformation (e.g., back-

fire) [152], targeted efforts can be directed toward improving them. Such instances can

be escalated and prioritized for interventions by professionals or social media platforms;

iii) Responses can also indicate whether users are entrenched in (counter-)misinformation

echo chambers [153], where their beliefs are reinforced by similar viewpoints, or if there is

a cross-pollination of ideas. This contributes to understanding polarization around certain

topics.
1This chapter is based on the paper published in ACM WebSci 2024 [151]
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Despite its advantages, characterizing and predicting social correction is challenging

because of multiple reasons. First, current research predominantly utilizes simulated ex-

periments or user studies [47, 48, 49], approaches that may not accurately mirror real-

world scenarios. Second, relevant research works and datasets [77, 78] do not contain

conversational-style narratives with tripled misinformation posts, counter-replies, and re-

sponses, as shown in Figure 3.1. The analysis of these conversations can reveal the complex

interactions among misinformation spreaders, those who counter-reply, and the responders

to these counter-replies. It can play a vital role in demonstrating the organic processes

of both correcting and exacerbating misinformation. Third, related research works do not

conduct fine-grained investigation of user responses. The traditional four-class stance [77]

or two-class sentiment [78] categorization of user responses only provides a shallow clas-

sification of user responses. A more comprehensive taxonomy of user actions behind their

responses is needed to provide a better understanding of how users respond differently to

social correction.

To address these challenges, we first curate conversational-style user response datasets

to social correction on Twitter and create the taxonomy of these user responses. Addition-

ally, we conduct a statistical analysis of linguistic-, engagement-, and poster-level charac-

teristics of counter-replies to examine user responses to social correction at a fine-grained

level. Finally, we create a prediction model to forecast whether a counter-reply will have

a corrective, backfire, or neutral effect on users. In sum, the contributions of the paper are

summarized as follows:

• We curate a novel large-scale dataset that contains 1,523,849 misinformation tweets,

254,779 counter-misinformation replies, and 55,549 responses, along with a hand-

annotated dataset of misinformation tweets, counter-replies, and counter-replies. Con-

currently, we build a taxonomy of user responses to demonstrate different kinds of

responses to social correction.

• We perform a fine-grained analysis of the linguistic, engagement, and poster-level

34



characteristics of counter-replies that have a corrective or backfire effect. Our analy-

sis reveals several salient features of counter-replies that are more common in correc-

tive replies (e.g., politeness (4.678%), evidence (8.137%), and positiveness (5.409%))

than in backfire replies.

• We create a user response prediction model to identify whether a counter-reply will

be a corrective, backfire, or neutral reply. The model achieves a promising predictive

performance with an F1 score of 0.816.

The code and data is accessible on https://github.com/claws-lab/response-to-social-correction.

3.2 Dataset

Definition

Misinformation Tweet We deploy a broad definition of misinformation which includes

inaccuracies, falsehoods, rumors, or misleading leaps of logic [12]. Based on the existing

work [154, 80], we focus on misinformation related to the COVID-19 vaccine due to its

broad impact around the world during the COVID-19 pandemic. Particularly, the misinfor-

mative claims include “the vaccine changes genes”, “the vaccine leads to infertility”, “the

vaccine is created by Bill Gates to kill people”, and “the vaccine consists of microchips to

control people”; these misinformation topics are widely studied by existing research works

due to their popularity [154, 155, 36]. A misinformation tweet is represented as m.

Counter-misinformation Reply (i.e., Counter-reply) Inspired by existing research

works on social correction [80, 74], a direct reply to a misinformation tweet m is con-

sidered as a counter-misinformation reply (i.e., counter-reply as shown in Figure 3.1 and

denoted as c), if it attempts to counter the misinformation tweet. Particularly, building on

existing research works that identify and analyze the text that is countering, debunking,

disbelieving, or disagreeing with misinformation [13, 156, 157, 80, 74], a counter-reply is
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a reply that explicitly or implicitly refutes the misinformation post (“the tweet is wrong. it

is misinformation”), targets the tweet poster (“you are born to speak nothing but lies”), or

highlights the falsehood (“the COVID-19 vaccine does not change DNA”).

Reply to Counter-reply (i.e., Response) On Twitter, users can respond to a counter-

reply via a direct reply to it, as shown in Figure 3.1. These responses denote the responder’s

stance toward misinformation, serving as a crucial signal to study the impact of counter-

reply. Following existing work on similar stance analysis [79, 77, 156], we can group

responses into three categories, as shown in Figure 3.1:

• Misinformation-disbelieving responses: responses disbelieve in misinformation or

believe in counter-misinformation (e.g., “You are correct. I checked it as well.”);

• Misinformation-believing responses: responses believe in misinformation or disbe-

lieve in counter-misinformation (e.g., “No, Bill Gates indeed said and wanted to kill

people”);

• Neutral responses: Responses neither believe nor disbelieve in misinformation, lack-

ing sufficient information for judgment (e.g., “ Have seen similar conversation many

times. Want to read something else.”).

Task Objective

Given the setM of misinformation posts regarding the COVID-19 vaccine, each misinfor-

mation post m ∈M has a set of n counter-replies c = [c1, c2, ..., cn] posted in direct reply to

m. Our goal is to build a classifier F such that it can output a label F(ci), i ∈ {1, 2, ..., n},

which indicates whether the counter-reply will have a corrective, backfire, or neutral ef-

fect, i.e., the counter-reply will have at least one misinformation-disbelieving response but

no misinformation-believing responses (corrective), at least one misinformation-believing

response but no misinformation-disbelieving response (backfire), or only neutral responses
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(neutral)? 2

Dataset Curation

Misinformation Tweet Collection and Classification In our study, we followed an ex-

isting approach [80] and used the Anti-Vax dataset from [154], containing around 15.4

million English tweets about COVID-19 vaccines, collected between December 1, 2020,

and July 31, 2021. These tweets, which exclude retweets, replies, and quotes, were filtered

to include key vaccine-related terms (e.g., “vaccine”, “pfizer”, and “moderna”). From the

original set, 14,123,209 tweets are retrievable via the Twitter API while the remaining 1.3

million tweets are unavailable due to deletion by users or Twitter.

To identify misinformation tweets, we followed the definition outlined in Section 3.2

and the current approach by [154]. Initially, 13, 432 annotated tweets (4,836 misinfor-

mation, and 8,596 non-misinformation) were extracted from [154]. Using these tweets,

we trained a BERT-based text classifier [137], achieving precision, recall, and F-1 score of

0.972, 0.979, and 0.975, respectively, denoting a satisfactory performance for the misinfor-

mation classification task.

Applying this classifier to the full dataset, we identified 1, 523, 849 misinformation and

12, 599, 360 non-misinformation tweets. However, since we focus on replies to misinfor-

mation tweets and responses to these replies, we only keep misinformation tweets that

contain this information, resulting in 44, 557 misinformation tweets.

Counter-reply Collection and Classification For each misinformation tweet, we use

the Twitter API to crawl all direct replies to the original tweet. In total, we collect a total

of 707, 529 replies to the 44, 557 tweets. One misinformation tweet has an average of

approximately 16 replies.

2Note that we do not emphasize the case where a counter-reply has both misinformation-believing and
misinformation-disbelieving responses, which can be worth exploring in future studies, because (1) it has
the lowest volume, accounting for only 0.93% of all 254, 779 counter-replies in our dataset, as shown in
Section 3.3; and (2) similar existing research works also do not emphasize this kind of dual labels [96].
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To identify counter-replies, we follow the definition of counter-reply in Section 3.2 and

build on existing works of counter-reply classification [80, 36]. Particularly, we first crawl

a combined 2, 479 annotated replies (1, 425 counter-replies, and 1, 054 non-counter-replies)

from [80, 36]. Next, we train a RoBERTa-based lower-case counter-reply classifier [80]

attaining precision, recall, and F1 score of 0.801, 0.913, and 0.858, respectively, which is

sufficient for counter-reply classification. Finally, we identify 254, 855 replies as counter-

replies, and the remaining as non-counter-replies.

Counter-reply Poster Attribute Collection For each counter-reply, we also collect

information of the user who posted the counter-misinformation reply, which contains the

date and time of account creation, the number of tweets posted, account verification, fol-

lower count, and following count. In total, information for 251, 017 unique users was

retrieved.

Response Collection and Classification For each counter-reply, we use the Twitter API

to crawl all direct replies to counter-replies. In total, we collected a total of 55, 549 replies

to 34, 765 counter-replies that have responses. Because it is labor-intensive to manually

annotate all 55, 549 responses, we instead train a text-based classifier for annotation. Fol-

lowing the existing works of building tweet text classifiers [156], we first annotate re-

sponses and then train the classifier. Particularly, two students annotated 601 randomly

selected responses into “misinformation-believing”, “misinformation-disbelieving”, and

“neutral” as per the definition in Section 3.2. Such annotation results in an inter-rater

agreement score of 0.7970. After two students discuss the data points that are labeled dif-

ferently and reach a consensus, we finally have 213 misinformation-disbelieving responses,

218 misinformation-believing responses, and 170 neutral responses. We then fine-tune a

RoBERTa-based classifier, which unfortunately has an under-satisfactory performance in

precision, recall, and F1 score of 0.545, 0.526, and 0.511. The potential reason is that one

data point consists of three entries (i.e., misinformation tweet, counter-reply, and response)
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System: Assume you can help people to label the reply-to-reply text. Particularly,
in a JSON object, you will have ”tweet”, ”reply”, and ”reply-to-reply” information
where ”tweet” is misinformation or false information, ”reply” is countering, correct-
ing, or debunking ”tweet”, and ”reply-to-reply” is replying towards ”reply”. After
understanding the content in the JSON object, you provide ”label” for ”reply-to-
reply” where ”-1” indicates the ”reply-to-reply” disbelieves ”reply” or believes in
”tweet”; ”0” means ”reply-to-reply” does not believe or disbelieve ”reply”, lacking
sufficient information for judgment; ”1” means ”reply-to-reply” believes ”reply” or
disbelieves ”tweet”.
User: { ”tweet”: ”Bill Gates was caught on video admitting that his experimental
vaccine will CHANGE one’s DNA”, ”reply”: ”Sorry, just found out this video is
fake. Bill Gates did not demonstrate this!”, ”reply-to-reply”: ”You are correct. I
checked it as well” }
GPT-4: { ”label”: ”1” }
User: { ... }
GPT-4: { ... }

Figure 3.2: Illustration of prompts used in GPT-4 annotation.

and there are complex inter-relationships between them. This requires a profound under-

standing of one data point, thus making the RoBERTa-based classification task extremely

challenging.

On the other hand, Large Language Models have progressed and shown the potential of

accurately annotating text due to their human-level understanding of text [158, 159], espe-

cially the GPT-4 model [160]. Building on the existing research works regarding ChatGPT-

based text annotation in computation social science domains [159], we adopt the well-

performed few-shot in-context-learning diagram for GPT-4 annotation [158, 159]. First, to

justify the capability of GPT-4 in annotating responses, we randomly sample four annotated

data points in each category as the guidance in our carefully crafted prompt, which is pre-

sented in Figure 3.2. Then, we use this prompt to label our remaining annotated responses

using a suggested moderate temperature of 0.5 in GPT-4 [158]. After comparing the pre-

dicted labels by GPT-4 with the ground truth labels, we find that GPT-4 has a reasonable

performance in terms of precision, recall, and F1 score of 0.861, 0.859, and 0.857, respec-

tively. Such results confirm the superior capability of GPT-4 in our annotation task and
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Figure 3.3: Distributions of the total number of responses (black), number of
misinformation-disbelieving responses (green), number of misinformation-believing re-
sponses (red), and number of neutral responses (gray) per counter-reply, each presented
on a log scale.

we then use it to label all responses, resulting in 23, 920 misinformation-believing, 20, 296

misinformation-disbelieving, and 11, 333 neutral responses out of 55, 549 responses. The

distribution of the response count per counter-reply is shown in Figure 3.3.

3.3 User Response Characterization

Taxonomy of User Response

Different users respond differently to misinformation correction messages [77, 78]. Ana-

lyzing these fine-grained behavioral differences in social correction benefits understanding

the impact of social correction, so as to promote the social correction that has corrective

effects and demote the ones that have backfire effects. To this end, we first taxonomize user

responses to social correction. Given that responses believing or disbelieving in misinfor-

mation primarily serve as crucial signals to indicate user reactions, we omit the remaining

neutral responses – responses that neither believe nor disbelieve in misinformation – due

to their minimal effects. After following similar works on reply analysis [161], we ex-

haustively analyze manually annotated responses and finally create the taxonomy of user

responses in Table 3.1, presenting user actions employed to demonstrate the correspond-
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Table 3.1: Taxonomy of user responses based on employed user actions within each re-
sponse type.

Response type User actions employed to
demonstrate the corresponding
response type

Examples

Ratio

Misinformation-
disbelieving
response

Endorse those who counter-
reply

“You are right”

Confirm the counter-
misinformation

“I checked the information as
well and it is correct”

Debunk or counter the misin-
formation again

“Again, the first tweet is misin-
formative and a bait!”

Provide additional evidence or
supporting information to back
up the counter-misinformation

“Additionally, COVID-19 vac-
cine only generates spike pro-
tein in the cell to protect our
body”

Misinformation-
believing response

Refute or insult those who
counter-reply

“You are completely wrong” or
“You are such a fool to think in
this way”

Reject the counter-reply “What you said does not make
sense to me. The reasoning in
your reply is faulty.”

Repeat, rephrase, or recon-
firm the original misinforma-
tion tweet

“No. The vaccine actually is the
gene therapy. It aims to change
our DNA.” and “The first tweet
about the vaccine is correct”

Provide additional “evidence”,
anecdotal experience, or sup-
porting information to back up
the misinformation

“I knew my grandfather took
the vaccine and died later. So,
please do not take it”

Add new types of related misin-
formation

“Besides changing our DNA,
the vaccine is actually devel-
oped by Bill Gates to depopu-
late the people. Take caution!”

ing response type. As we can see in Table 3.1, there are more kinds of user actions in

misinformation-believing responses than in misinformation-disbelieving responses. The

potential reason is that when people are backfired by social correction, they will explore

various ways to express their anger toward the counter-replies.
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Types of Counter-reply That Gets User Responses

Different counter-replies can lead to different responses ( i.e., responses showing belief,

disbelief, or neither belief nor disbelief in misinformation). To investigate these counter-

replies, we group them into four categories based on the response information and then

compare them across these four categories. Practically, we first categorize replies based

on the number of misinformation-believing, misinformation-disbelieving, and neutral re-

sponses a counter-reply has. We follow similar research works [80, 74] and neglect replies

that have more than 25 responses since they only account for 0.218% of all counter-replies

and these “super-replies” may skew the analysis [80]. Finally, we have the following cate-

gories for counter-replies:

• Corrective counter-reply: Counter-replies contain at least one misinformation-disbelieving

response but no misinformation believing responses.

• Backfire counter-reply: Similarly, counter-replies contain at least one misinformation-

believing response but no misinformation-disbelieving responses.

• Neutral counter-reply: Counterreplies that only contain neutral responses.

• Dual counter-reply: Counter-replies contain both misinformation believing and mis-

information disbelieving responses.

Finally, we identify 13, 482 corrective replies, 11, 893 backfire replies, 7, 005 neutral replies,

and 2, 385 dual replies in our dataset. Due to the lowest volume of dual replies, we follow

the similar research works regarding dual labels [96] and do not emphasize them, which

can be worth exploring in future studies. The distribution of the reply count regarding

responses per counter-reply is shown in Figure 3.4.
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Figure 3.4: Distributions of the total number of counter-replies (black), number of cor-
rective counter-replies (green), number of backfire counter-replies (red), and number of
neutral replies (gray) based on response per counter-reply, each presented on a log scale.

Analysis of Counter-reply

Analyzing and comparing counter-replies contributes to identifying salient features that

are correlated with corrective or backfire effects. Given the prominent impacts of cor-

rective and backfire counter-replies on users [67, 162], we focus on these two kinds of

counter-replies for the comparison analysis. Particularly, we build on related tweet analy-

sis works [80] and analyze the linguistic, engagement, and poster attribute features [80] as

well as the counter-misinformation property [36] features of replies, as follows:

1. Reply linguistic attributes, to analyze the degree to which the reply falls into mean-

ingful personal, psychological, topical, emotional, and other content-related cate-

gories.

2. Reply engagement attributes, to analyze how much the reply interacts with online

users.

3. Reply poster attributes, to analyze the behavior, popularity, and status of the user

behind the counter-reply.

4. Counter-misinformation property attributes, to analyze the extent to which the
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reply demonstrates the desirable property required for successful debunking backed

up by the communication theory [36].

Table 3.2: List of linguistic, engagement, poster, and counter-misinformation property at-
tributes for the counter-reply analysis.

Attribute type List of attributes

Reply
linguistic

Number of words in the reply.
VADER [163] positive sentiment, negative sentiment, and compound
sentiment of the reply.
For each of the 65 dimensions of the LIWC [148] 2007 lexicon, the num-
ber of words for that dimension.

Reply
engagement

Number of replies, likes, retweets, and quote of a reply.

Reply poster
Number of followers, and number of users following.
Whether the replier is verified (1) or not (0).
Total number of tweets the replier has posted since account creation.

Counter-
misinformation
property

Politeness score of the reply, computed as the total number of politeness-
related linguistic strategy instances in the reply as proposed by [164].
Refutation score of the reply, obtained by the existing off-the-shelf clas-
sifier to indicate to what extent the reply is refuting the misinformation
tweet [36].
Evidence score of the reply, derived by checking the existence of high-
credibility and fact-checking URLs in the reply [13].

Table 3.2 displays the full list of attributes we statistically study3 within each of these

four categories.

Linguistic Attribute Analysis First, we find that corrective replies are 5.409% more

positive (p < 0.005)4 and 8.581% less negative (p < 0.0001) than backfire replies. We

find similar results for the “negative emotion” dimension of the LIWC lexicon (p < 0.05).

This implies that positive tones of counter-replies convey optimistic attitudes to convince

users to believe in counter-misinformation, while negative tones attract more attention and

friction, and therefore, have more backfiring. Regarding the number of words in the tweet,

both corrective and backfire replies have a similar length of text containing around 23

3This statistical test was performed using Welch’s unequal variances t-test between corrective and back-
fire counter-replies.

4All p-values are calculated using the Welch’s unequal variances t-tests.
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words. No statistical significance is found between these two groups. After LIWC lexicon

analysis [148], we identify that backfire replies contain higher usage of affective language

(words and phrases that appeal more to emotions) than corrective replies (p < 0.05). This

indicates that those who continue to believe in misinformation when encountering counter-

misinformation posts tend to gravitate more towards replying to counter-replies that induce

a stronger emotional reaction. Some research works find a similar role of emotional content

affecting users’ resistance to correction [165]. Additionally, corrective replies mention

more words related to family while backfire replies say more death-related emotions (p <

0.05).

Engagement Attribute Analysis In this section, we examine the impact of engagement

attributes on whether counter-replies have corrective or backfire effects. We compare the

number of total likes, retweets, quotes, and replies that counter-replies receive. Because

these engagements serve different purposes and have different functionalities on the plat-

form, it is worth analyzing these metrics separately. Particularly, we find that corrective

replies have more retweets (0.875 vs. 0.565 Avg. retweets per reply; p < 0.001) and likes

(8.629 vs. 6.218 Avg. likes per reply; p < 0.001) but fewer replies (1.357 vs. 1.753

Avg replies per reply; p < 0.001) than backfire replies while they share a similar num-

ber of quotes (0.064 vs 0.065 Avg. quotes per reply) with no statistical difference. These

findings may imply that the endorsement through more retweets and likes increases the

believability of counter-replies [166], thus having corrective effects. In turn, we can also

interpret that the misinformation-disbelieving responses make the corrective counter-reply

more convincing, finally having more likes and retweets [167]. This mutually-reinforced

effect demonstrates the importance of engagement attributes in the analysis.

Poster Attribute Analysis We first examine the impact of the user being verified on the

counter-reply having corrective or backfire effects. We find that the proportion of accounts

sending corrective counter-replies that are verified is higher than those sending backfire
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counter-replies (0.021 vs. 0.009 the proportion of verified accounts, p < 0.001). Once the

account is verified, the audience will be more likely to think it is credible and believe in the

counter-misinformation, demonstrating corrective effects. Likewise, unverified accounts

may decrease the credibility of the counter-reply, having backfire effects. Similar findings

are also identified on another poster feature – the total number of tweets since account

creation. Particularly, on average, those having corrective counter-replies have more total

tweets since account creation than those having backfire counter-replies (p < 0.001). The

potential explanation can be that more tweets indicate more active and engaged repliers,

thus enhancing their credibility and having corrective effects. Fewer or no tweets make

the audience question the validity of the accounts. Regarding the number of followers and

followings, even though we do not find a statistical difference in followers, interestingly,

we find that those having corrective counter-replies have more followings (p < 0.001).

Counter-misinformation Property Analysis Considering the context of counter misin-

formation in our analysis, we also examine the three properties that have been shown to

be crucial in effective counter-misinformation messages [36, 67]: politeness, evidence, and

refutation.

Following the existing work [164, 80], we compute the politeness score of each reply

and then compare the average politeness scores between the two groups. Our results find

that corrective replies are 4.678% more polite than backfire replies (p < 0.01). This re-

sult is consistent with the existing theory that polite debunking works better than impolite

debunking [36, 67]. Regarding evidence, we check the existence of high-credibility and

fact-checking URLs in counter-replies, as suggested by [13]. The result shows that the

proportion of counter-replies that have highly credible or fact-checking URLs is 8.137%

higher in corrective replies than in backfire replies. The reason may be that these URLs

increase the believability of the counter-reply, finally having corrective effects.

Interestingly, we notice that results in refutation scores are different from the existing
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theory. Particularly, the refutation score reveals the degree to which the reply refutes the

misinformation tweet. The higher the score is, the more explicitly the reply refutes the

misinformation tweet, which is needed for effective countering [67]. Note that, the refu-

tation score - where we measure the relationship between the misinformation tweet and

counter-reply - is not the same as the previously examined negative sentiment. In prac-

tice, after computing the refutation score of each reply using the existing classifier [36] and

comparing the average scores between the two categories, we find that corrective replies

have lower refutation scores than backfire replies (p < 0.0001, and Cohen’s d = 0.2025).

Even if higher refutation scores are expected in corrective replies [67], our result is still ex-

plainable considering when we add more refutation statements in replies, the emotions of

some audience can be triggered [168]. This implies that when countering misinformation

in real-world scenarios, we need to attend to the degree of refutation to which we reject the

false information and avoid the backfire simultaneously.

3.4 User Response Prediction

In this section, our primary objective is to address the research question: ”Given a counter-

reply, can we predict whether it will have a corrective, backfire, or neutral effect”, as de-

scribed in Section 3.2.

Being able to accurately predict future interactions following a counter-reply, we can

identify sets of online misinformation posts where the counter-reply is organically working,

as well as those requiring additional countermeasures. Finally, we can pinpoint instances

of the counter-replies that do not work such that the associated misinformation tweets can

be proactively and carefully countered by other users to curb the spread of misinformation.

5Cohen’s d here refers to the unweighted Cohen’s d values.
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Table 3.3: Classification performance of whether a counter-reply will have a corrective,
backfire, or natural effect.

Method Precision Recall F1 score
Logistic Regression 0.753 0.787 0.769
XGBoost 0.814 0.764 0.788
Neural Network 0.832 0.801 0.816

Dataset

To answer the above research question, we use the aforementioned dataset in Section 3.3.

Particularly, we divide the counter-replies into three sets: (1) corrective counter-replies;

(2) backfire counter-replies; and (3) neutral counter-replies, as defined in Section 3.3. The

sizes of the three sets are 13, 482, 11, 893, and 7, 005.

Experiment Setup

After choosing the dataset, we follow similar approaches in tweet prediction tasks [169]

by building a multi-class classifier. We utilize the set of attributes described in Section 3.3

as features. As shown in the existing tweet prediction work [13], the semantic information

from textual embedding benefits the prediction task. Thus, we also generate the embedding

vector for each reply using RoBERTa [170]. Finally, we concatenate the above feature

vectors to form a reply feature vector to comprehensively represent the reply and use it for

classification.

Classifier Creation and Evaluation

Following similar tweet or general text classification tasks [37], we deploy widely-used

machine learning classifiers including Logistic Regression, XGBoost, and a Feed-forward

Neural Network containing a single hidden layer, using the feature vector as input. During

the experiment, 10-fold cross-validation is deployed, and we report precision, recall, and

F-1 score as the performance metrics.

The classification result is shown in Table 3.3. As we can see, the model performance
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is reasonably acceptable. Especially, the neural network achieves the best performance

regarding precision, recall, and F-1 score; this finding is also found in other similar tweet

classification tasks [13]. This high performance offers the ability to effectively predict

whether a counter-reply will have a corrective, backfire, or neutral effect, enabling fact-

checkers and social media platforms to organically prioritize counter-replies identified as

more likely to backfire.

3.5 Conclusion

In this chapter, we curate a large-scale conversation-style dataset containing user responses

to social correction and build a taxonomy to present different types of these user responses.

We also study the text- and user-level properties of counter-replies that have corrective

or backfire effects. The in-depth analysis shows that counter-replies expressing positive

sentiments and politeness and having evidence are more likely to have corrective effects.

Our result also shows that counter-replies that have corrective effects have a higher amount

of retweet and like engagement that expresses endorsement. Moreover, we develop a well-

performing classifier to predict whether a counter-reply will have a corrective, backfire, or

neutral effect. In sum, our work comprehensively demonstrates that the user response to

social corrections has implications regarding what kinds of social corrections work better,

and sheds light on how to combat misinformation by social correction.
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CHAPTER 4

GENERATING COUNTER-MISINFORMATION TO EMPOWER CROWDS

4.1 Introduction1

As we discussed in the previous chapters, non-expert social media users, i.e., ordinary users

or crowd, act as eyes-on-the-ground who proactively question and counter misinformation,

including emerging misinformation [13, 49, 171, 172, 57, 6, 74]. They complement fact

checkers who can only verify a handful of stories after they have gone viral [21, 173].

We show that 96% of counter-misinformation responses are made by ordinary users, while

professionals account for the rest [13].

Recent research on social correction [80], i.e., countering of misinformation claims

by other social media users, has proven to be as effective as professional correction [51],

curbs misinformation spread [38, 52, 53], and works across topics [42, 54, 55, 56, 57,

58], platforms and demographics [55, 59, 60, 61]. Corrections work [67, 87, 174, 88,

89] without causing an increase in misperception (i.e., the backfire effect has not been

replicated) [85, 175, 176]. While corrections are not expected to convince everyone, they

are most effective in reducing misinformation consumers’ misperceptions [177, 52, 57, 53,

178]. Thus, empowering users to effectively correct misinformation promises a scalable

solution towards information integrity. This solution is independent of, but complements,

the efforts of social media platforms to detect misinformation via the crowd, e.g., Twitter

Birdwatch [73].

Alarmingly, we find that linguistic analyses of in-the-wild crowd-generated counter-

responses revealed that 2 out of 3 counter-misinformation posts are rude and do not use

fact-checking evidence to support their counter-response [13]. Uncivil counter-responses

1This chapter is based on the MisinfoCorrect [36] paper published in WWW 2023.
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can lead to reduced trust in the correcting user [179, 180] and result in arguments [181, 182,

183]. This implies an urgent need to empower crowds so that they counter misinformation

more effectively.

Thus, in this chapter, we seek to facilitate healthy misinformation correction by the

crowd, which includes being objective, evidenced, and polite – properties that have been

shown to be effective [64, 51]. To do so, we propose to create a counter-misinformation

response generator, which generates desirable counter-response for a misinformation post

(as illustrated in Figure 4.1). Our study is focused on countering misinformation on Twitter,

Figure 4.1: An overview of counter-misinformation response generation task in Misinfo-
Correct.

given its prominence in the spread of online misinformation.

Generating effective counter-misinformation responses poses several challenges. First,

there is no existing dataset containing pairs of annotated misinformation posts and counter

responses. Second, there is no counter-misinformation response generator model. The

closest research works in fact-checking generator [90] are non-conversational and related

research in counter-hate speech/counter-argument generator [93, 94, 95, 97] do not ap-

ply directly since they are not evidence-based or not specific to misinformation. Third,

counter-misinformation responses are effective if they have the following desirable prop-

erties: objective and evidenced [64, 51], makes rational arguments [65], refutes fallacy in

reasoning [66], and polite [62, 63]. Off-the-shelf text generator models do not directly

generate counter-responses with this desiderata. Four, bot-generated or template-based

responses are not effective since they are non-personalized and non-contextualized with
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respect to the false claims made in the misinformation post. Thus, the counter-response

needs to be relevant to the misinformation post.

We propose to create two novel datasets containing misinformation and counter-responses

(solution to challenge 1) – one collected from in-the-wild social media responses from

Twitter and another created by crowd-sourcing from college students. We focus on four

popular COVID-19 vaccine misinformation topics on Twitter (e.g., Bill Gates created vac-

cines to depopulate people [184, 185], and vaccines can cause infertility [155, 186], contain

microchip [187], alter DNA [188, 189]). To create the in-the-wild dataset, for each mis-

information topic, we collect all the replies to misinformation tweets identified in prior

research [154]. We annotate associated replies to identify the responses that counter the

tweet along with their textual attributes of refuting, politeness, and factuality. Finally, we

have 754 misinformation tweet and countering response pairs. For the crowd-sourced re-

sponse generation, we recruit and train 17 college students to write counter-misinformation

replies when given misinformation posts. In total, we collect 591 crowdsourced replies.

Next, we propose a reinforcement learning-based framework, called MisinfoCorrect,

that learns to generate counter-misinformation responses that are polite, evidenced, and

refute misinformation (solutions to challenges 2 and 3). Specifically, this agent utilizes a

policy network on a transformer-based language model adapted from GPT-2 [190]. Dur-

ing training, we reward the generation that increases the politeness and refutation attitude.

Additionally, we ensure text fluency and relevancy to the misinformation post by adding

fluency and relevance rewards in the reinforcement learning framework (solution to chal-

lenge 4).

MisinfoCorrect is evaluated against five representative baselines on the task of counter-

misinformation response generation. Quantitative and qualitative experiments show that it

can outperform the baselines by generating high-quality counter-responses.

To summarize, our contributions are as follows:

•We create two large novel and annotated datasets containing misinformation and counter-
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response pairs from social media (in-the-wild) and generated via crowd-sourcing (in-lab).

Together, both datasets contain 1,345 counter-misinformation responses.

• We propose a reinforcement learning based counter-response generation framework,

where the counter-response is especially rewarded for being polite, evidenced, and refuting

misinformation.

• Results on actual COVID-19 vaccine misinformation conversations show that the pro-

posed model outperforms existing representative baselines.

The code and data is accessible on https://github.com/claws-lab/MisinfoCorrect.

4.2 Problem Definition

Given a misinformation post m, we aim to build a text generator g such that it can output

counter-response ĉ = g(m), which has certain desirable properties P .

The desirable properties of ĉ are motivated by research works from social scien-

tists, journalists and psychologists regarding misinformation correction, which shows that

counter responses are effective if they have the following desirable properties: polite-

ness [62, 63], objective and evidenced [64, 51], make rational arguments [65], convey

the competence of the commenter [65], and refute fallacy in reasoning [66, 67]. More

elaborately, the desirable properties include:

• Refuting: the response explicitly refutes the the misinformation to correct the misin-

formation spreader. The expressed refutation via explicitly and objectively refuting

misinformation in counter response can reduce misinformation’s impact [64].

• Evidence: the response contains supporting sentences to back up the refutation.

Evidenced-based responses can more effectively debunk the misleading claims, and

likely reduce the belief of misinformation poster [67]. More importantly, people are

more willing to agree with a countering response when it is evidence-based [67].

• Politeness: the response is polite to avoid possible backfire. When countering mis-
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information, uncivil responses can aggravate the misinformation poster, while it is

more likely that the misinformation spreader favorably considers the true informa-

tion when responses are polite [62, 63].

Beyond these specific requirement in misinformation correction domain, other textual prop-

erties are also required in generated text:

• Fluency: the generated text should be fluent in expression such that it is natural for

people to read and understand.

• Relevance: the response should be relevant to the misinformation post and ensure

coherent expression.

4.3 Counter-response Datasets: In-the-Wild and Crowdsourced

We create two novel counter-response datasets, first containing in-the-wild social media

counter-responses and second containing crowdsourced in-lab counter-responses.

Misinformation Topics

We focus on COVID-19 vaccine misinformation due to its impact across the world. We

mainly choose four popular misinformation topics to which a large number of users have

been exposed [13, 184, 185, 187, 155, 186, 188, 189]. These misinformation topics

gained popularity from December 2020 when the COVID-19 vaccines were approved by

the FDA [184], in essence,

• Bill Gates conspiracy theories [184, 185]: This includes conspiracies claiming that Bill

Gates created the COVID-19 vaccine to depopulate people or he holds the patents for

COVID-19 vaccine to profit from the vaccine sales.

• COVID-19 vaccines contain microchips to track people [187].

• COVID-19 vaccines cause infertility and prevent pregnancy in women [155, 186].

• COVID-19 vaccines alter DNA or the vaccine is gene therapy [188].
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In-the-wild Social Media Counter-Response Dataset

Misinformation Tweet and Response Collection

Our dataset builds on 14, 123, 473 COVID-19 vaccine-related tweets crawled by [154] from

Dec 1, 2020 to July 31, 2021. Since we are more focused on responses rather than tweets

themselves, we only keep tweets having at least one response, resulting in 1, 609, 069

tweets.

To identify misinformation tweets, we first create a COVID-19 vaccine misinformation

tweet classifier using BERT [137] based on tweet annotations provided by [154]. This

classifier has a performance in precision, recall and F1 scores of 0.972, 0.979 and 0.975,

respectively. Then, we use this classifier to classify all remaining non-annotated tweets.

Finally, we have 141,766 classified misinformation tweets. We crawl all their direct replies,

resulting in 793, 828 replies.

Next, we filter tweets to retain those within the scope of our misinformation topics

(Section 4.3), with at least one of the following (non case sensitive) keywords in the tweet

textual string: “bill gates”, “fertility”, “pregnancy”, “pregnant”, “gene”, “dna”, “gene ther-

apy”, and “microchip”, resulting in 1, 655 tweets with 26, 190 responses.

To create a high-quality dataset, we manually annotate all the classified 1, 655 misin-

formation tweets by the textual content to remove false positives and only focus on original

tweets (no retweets) and English-language content, as is common practice [13, 131].

Finally, this dataset contains 798 misinformation tweets and associated 11, 970 re-

sponses.

Annotating Counter-Misinformation Replies and Training the Classifier

Naturally, not all responses to misinformation tweets counter it. Therefore, to develop a

counter-response dataset, we create the following procedure.

Training a counter-response classifier: Since annotating all 11, 970 responses manually
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is labor-intensive, we leverage existing work by [156] to create a belief versus disbelief

classifier in social media responses. Specifically, following their pipeline, we create the

classifier using RoBERTa [170] and train it on their annotated responses. Since the topics

of the original data and trained classifier in [156] are different from ours, we annotated ad-

ditional responses. Specifically, two students annotated 500 randomly-selected responses

from the unlabeled 11, 970 responses, resulting in an inter-rater agreement score of 0.7033

measured by percent agreement. This gave 244 responses expressing belief and 118 ex-

pressing disbelief, while the remaining were neither expressing belief or disbelief. We

used these annotated responses to fine-tune the disbelief classifier to our data and topic.

Conducting five-fold cross validation, the classification performances of the classifier per

precision, recall and F-1 scores were 0.695, 0.687 and 0.691, respectively. Finally, we

use the fine-tuned classifier to identify all potential disbelief replies among all the 11, 970

responses. This resulted in 2, 852 responses classified as disbelief or counter-response.

Then, we manually verify all the classified responses through the textual content to remove

all false positives. Finally, 754 true counter-responses are identified, which we use in our

work.

Annotating Linguistic Properties of Counter-Responses

Two students annotated 50 counter-responses as per the three desired properties [67, 62,

63]:

• Refuting: is the response explicitly rejecting the false claim or the misinformation

spreader?

• Evidence: does the response contain evidence or supporting words or sentences to

back up the counter-response?

• Politeness: Is the reply rude, neutral, or polite like having a soft and friendly tone in

the expression?
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The measured inter-rater agreement score by percent agreement is 78%. Disagreements

were discussed and a final label was given. Next, each annotator annotated the remaining

counter-responses to assign final labels to them.

Finally, this results in 754 annotated (misinformation tweet, counter-response) pairs

from 238 misinformation tweets. The distribution of the linguistic properties of counter-

responses is shown in Table 4.1.

Table 4.1: Statistics of 754 social media counter-responses in MisinfoCorrect.

Politeness Evidence? Refutes?
Polite 51 Yes 181 Yes 588

Neutral 415 No 573 No 166
Rude 288

As per the statistics, in-the-wild counter-responses are very low quality – 38.19% re-

sponses are rude, 75.99% do not have evidence, and 22.02% do not explicitly refute the

misinformation. This indicates they may not be effective. This further reinforces the criti-

cal and timely need for our research to develop an effective counter-response generator.

Crowdsourced In-lab Counter-Misinformation Responses

The above statistics show that most in-the-wild responses are rude and lack evidence. As

a result, it will be challenging to train an effective counter-response text generator model

using this data alone. Thus, we create an alternate dataset via crowdsourcing. Motivated by

similar text generation for healthy and social good online communication [101, 191, 93],

we recruit users familiar with Twitter to generate counter-misinformation responses that

have the desired properties mentioned earlier in Section 4.2.

Ethics: This protocol was approved by Georgia Tech’s IRB.

Procedure: We use the following three-step process:

First, we recruited 20 college undergraduate and graduate students majoring in engi-

neering domains in March 2022. During the screening, subjects provided background

information including: (1) Highest education level: high-school, bachelors, masters, or

doctorate; (2) Fluency in English: basic, intermediate, advanced (fluent or native speaker);
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(3) Familiarity with the concept of online misinformation on Twitter: not familiar, some-

what familiar, highly familiar; and (4) Witnessed countering misinformation online: yes or

no.

Out of these, 17 participants met the criteria of having least high-school education,

being fluent in English, highly familiar with online misinformation, and having seen online

debunking.

Second, each subject is provided written guidance about writing an effective counter-

misinformation response governed by existing literature [67, 67, 62, 63]. Representative

counter-misinformation examples are shown that are manually selected by the authors from

the in-the-wild dataset (Section 4.3). Each subject is given up to 50 randomly-selected

COVID-19 vaccine misinformation tweets (from the in-the-wild social media dataset) iden-

tified in Section 4.3. These tweets span all four misinformation topics (Section 4.3) to

ensure diverse responses from different subjects.

After filtering out 90 written responses that do not satisfy any desirable properties (Sec-

tion 4.2), we finally created a high-quality counter-misinformation response dataset con-

taining 591 crowd-generated responses. A representative example is shown below:

Misinformation Post: It’s not a vaccine, it’s gene therapy. Gene therapy is an exper-
imental technique. It’s the same technology used in cloning, DNA editing, and stem
cell research.
In-the-wild Counter-response: You are born to speak nothing but lies.
Crowdsourced Counter-response: Sorry to see you think in this way. It is not cor-
rect. The vaccine is not gene therapy. Instead, it uses mRNA to generate spike
protein to protect people. Please do not say the misinformation again.

4.4 MisinfoCorrect: A Counter-Response Generation Model

Here we describe our proposed counter-response generation model that leverages the two

datasets to generate counter-responses for a given misinformation post. The generated

counter-responses should have the desirable properties described in Section 4.2.
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Figure 4.2: The overview of the MisinfoCorrect framework.

A Reinforcement Learning Framework

We choose a reinforcement learning-based approach due to its success in a variety of con-

trollable text generation tasks [192, 191] and other tasks [193]. Moreover, we utilize rein-

forcement learning (RL) on top of a GPT-2 transformer-based text generation model since

it is capable of generating quality example with limited number of examples derived from

its strong generation power and is widely-used in text generation task [191]. By this de-

sign, we can bias the text generation process such that the generated counter-response is of

high quality. Figure 4.2 presents the overview of MisinfoCorrect. Below we describe the

components of the RL agent:

State:

The misinformation post provides the conversational text. The RL agent takes the mis-

information post as the input to enhance the quality of counter-response text so that the

response is relevant to the misinformation claims. Formally, the state s ∈ S is the same as

the content of the misinformation post m, i.e., s = m. Our policy uses a string containing

s for representation, which is also widely used in BERT-like models [137].
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Action:

Given state s, the agent generates a candidate counter response ĉ. This generation action

is represented as a lying in the whole action space A, a ∈ A, which is composed of all

arbitrary-length sentences. We represent g as the text generator, and the action is a = g(s).

Policy:

The policy is based on the transformer language model with the task of masked multi-head

self-attention layers on GPT-2 [190, 108]. The input is an encoded representation of the

state s and output is the action a. The generation task is framed as a language modeling

problem where the goal is to generate ĉ that maximizes the conditional probability p(ĉ|m).

When using transformer component of GPT-2, we first encode our input string “m”. Then,

after transforming the encoded representation as a vocabulary-sized vector using a softmax

layer, we have a probability distribution over the entire vocabulary tokens. Next, top-p

sampling method is used with the probability distribution to sequentially output a sequence

of tokens to form a sentence. When the sampling process selects a special end-of-sequence

token, the generation process stops. This generates the candidate counter-response ĉ.

Reward:

Research has shown that counter-misinformation responses are effective if they are polite,

provide evidence, and explicitly refute the misinformation (Section 4.2). We design mul-

tiple novel reward functions to encourage the generated response to have these properties

along with ensuring that the generated text is fluent, coherent, and relevant to the misinfor-

mation post. We describe the rewards below.

• Politeness Reward: Polite counter-responses are preferred (Section 4.2). We quantify

the preference toward politeness as a politeness reward rpoliteness and create a politeness

classifier fpoliteness using BERT [137] to measure politeness of text leveraging existing

work [164]. The classifier fine-tuned and tested in our data in Section 4.3 has a classifi-

60



cation performance measured via precision, recall and F1 score of 0.8864, 0.9512, 0.8001.

The politeness reward is formally computed as rpoliteness = fpoliteness(ĉ).

• Refutation Reward: Counter-responses that explicitly refute the misinformation are

more effective (Section 4.2). Thus, we define the refutation reward rrefutation to reward

the actions that increase refutation of ĉ and penalize actions that decrease the refutation

of ĉ. Following similar disbelief and polarity classification research works [194, 156], we

build the refutation classifier frefutation using BERT [137] which measures whether the

text expresses refutation. However, distinct from [156], who only use the response text

for classification, we use both the tweet and generated response as input. The reason is

that the refutation relationship would be better predicted by capturing the relative stance

between the tweet and its response. We quantify the refutation reward as rrefutation =

frefutation(m, ĉ). In our experiments, the refutation classifier is first trained on the annotated

data by [156]. Then, we fine-tuned and tested it on our data (Section 4.3), which finally

achieves reasonable performance in precision, recall and F1 score with values of 0.7917,

0.8085, 0.7999, respectively.

• Evidence Reward: Responses containing evidence are more effective in countering mis-

information [67]. Thus, we seek to generate response that provides textual evidence. We

do not seek to provide a fact-checking URL as evidence, since readers are unlikely to click

and read an external article from social media platforms [195, 196]. To effectively quantify

the presence of evidence in responses, we consider the counter-response content where the

response counters the misinformation post with supporting and relevant sentences.

We create an evidence classifier fevidence to predict whether the response provides evi-

dence that counters the misinformation post. The classifier is trained by combining two sets

of evidence-providing responses – first is the in-the-wild social media counter-responses

that contain evidence (Section 4.3), and second is the subset of crowdsourced responses

(Section 4.3) with evidenced responses. Finally, we create a balanced dataset of 573

evidenced-responses and 573 non-evidenced-responses to train the classifier.

61



We use BERT [137] as the classifier which takes both the post and response as inputs

in a pair-wise setting [197] to measure the post-response pairwise relationship. After five-

fold cross validation, the performance score of precision, recall and F1 score is 0.8864,

0.9512, 0.9176. The output of the classifier is the evidence reward, revidence, computed as

revidence = fevidence(m, ĉ).

• Fluency Reward: The agent needs to ensure that the response is fluent and grammatically

correct. Thus, we want to reward actions that generate fluent outputs and penalize ones that

result in non-fluent responses. To achieve this goal, following the previous work [198],

we design the fluency reward rfluency which is the inverse of perplexity of the generated

countering reply ĉ as rfluency = pGPT−2(ĉ)
1
M , where pGPT−2 is the GPT-2 language model

for English and M is the number of words in ĉ.

• Coherence Reward: Given a misinformation post, the generated response should be rel-

evant to the post. We design a coherence reward rcoherence which is computed via semantic

similarity between m and ĉ as rcoherence = sim(m, ĉ), where sim measures the semantic

similarity between two posts. In practice, we utilize the embedding from BERT model of

the two text pieces [137] and compute their cosine similarity.

Total reward: Finally, the total reward is as

r = α ∗ rpoliteness + β ∗ rrefutation + γ ∗ revidence + θ ∗ rfluency + λ ∗ rcoherence (4.1)

where α, β, θ, γ, λ are weights indicating the importance of rewards.

Optimization and Training

Warm-up start: We first use the pre-trained weights of DialoGPT [199] to initialize the

weights in the transformer-based GPT-2 language model. Next, motivated by the warm-up

approaches in reinforcement learning for dialogue generation by [192], we use the warm-

start strategy on the paired data of misinformation posts and countering replies.

Reward Increment Training for Reinforcement Learning: To train the agent in the rein-
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forcement learning framework, we take advantage of the existing reward increment training

approach where the non-negative factor, offset reinforcement and characteristic eligibility

are considered in the standard reinforcement learning setting [200]. In our setting for sim-

plicity, we consider the reward r from the generated post and the probability of generating

this post given the misinformation post, p(ĉ|m). Finally, the loss function L is computed

as L(θ) = −r ∗ logp(ĉ|m), where θ is the set of model parameters. We use log to facilitate

computation. Meanwhile, we utilize the negative of the reward to deploy the conventional

gradient descent approach in experiments. Adam is used as the optimizer for model train-

ing [201].

4.5 Experimental Evaluation

We examine the performance of the proposed counter-misinformation response generation

model. In particular, we focus on answering the following questions:

• 1: Can the proposed model generate counter-misinformation responses of high quality

with the desirable properties (Section 4.2)?

• 2: What is the impact of using in-the-wild data versus crowdsourced data on the generated

text output?

• 3: What is the contribution of each component of the proposed method?

• 4: Is the text generated good as evaluated by humans?

Baselines

We compare our model with representative dialog generation baselines and the work in

fact-checking text generation:

• Fact-checking Text Generation (FC-GEN) [90]: The fact-checking text generation model

takes in the tweets and replies for generation using gated recurrent unit.

• DialoGPT [199]: A dialogue generation model built on GPT-2 framework and pre-

trained on Reddit conversations.
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• Deep latent sequence model (Seq2Seq) [202]: A encoder-decoder model for general

dialog text generation.

• BART [203]: An large pre-trained language model framework for sequence-to-sequence

text generation.

• Partner [191]: A reinforcement-learning-based text rewriting method to output text.

Evaluation Metrics

To quantitatively evaluate the performance of the model, we use several metrics to measure

both the effectiveness of the counter response and the text quality as follows:

• Politeness: We use the politeness classifier fpoliteness to test the level of politeness ex-

pressed in generated responses (Section 4.4).

•Refutation: We use the trained refutation classifier frefutation to measure refutation score,

as defined in Section 4.4.

• Evidence: We use trained evidence classifier fevidence (Section 4.4) to measure how much

evidence the reply provides.

• Perplexity: Following previous research [204, 198], we use pretrained GPT-2 language

model to quantify perplexity to evaluate the expressed text fluency.

•Relevance: Following previous research [205], we compute the semantic similarity using

BERT [137] to capture the coherence between posts and generated responses.

Evaluation of the Proposed Model

We train all the models with counter-responses from both social media dataset (Section 4.3)

and crowdsourced counter-responses (Section 4.3). Specifically, we create a “clean” social

media dataset by only selecting counter-responses with at least one dimension among po-

liteness, refutation, and evidence labeled as positive. This is because training with low-

quality counter-responses will lead to poor generation results. In addition, we use all

crowdsourced counter-responses as they are all manually-verified to be polite, refuting,

64



Table 4.2: Effectiveness of MisinfoCorrect. Performance comparison of counter-response
generators when trained on social media and crowdsourced responses.

Method Polite. ↑ Refut. ↑ Evid. ↑ Perpl. ↓ Rele. ↑
DialoGPT 0.874 0.831 0.693 10.010 0.930
Seq2seq 0.794 0.794 0.621 13.403 0.948
BART 0.824 0.827 0.623 11.909 0.870
Partner 0.892 0.898 0.702 9.781 0.871

FC-GEN 0.815 0.714 0.594 14.971 0.810
MisinfoCorrect 0.915 0.931 0.723 8.010 0.960

Table 4.3: Examples of generated counter-responses by MisinfoCorrect and baseline meth-
ods.

Misinformation Post: It’s not a vaccine, it’s gene
therapy. Gene therapy is an experimental tech-
nique. It’s the same technology used in cloning,
DNA editing, and stem cell research.
MisinfoCorrect (proposed): This is not true. And,
the vaccine is not gene therapy. It has nothing to do
with cloning or DNA, and only uses mRNA for im-
munization goal. Please stop this misinformation.
DialoGPT: This is so unbelievably wrong. It is not
gene therapy. The vaccine does not change DNA.
FC-GEN: It is misinformation. The vaccine is not
gene therapy not gene therapy.

and evidenced.

The results comparing the generation models are shown in Table 4.2.

As can be seen, our proposed model generates the best counter-responses. When com-

pared with baselines, our model has the highest politeness, refutation and evidence scores

while still maintaining significantly lower perplexity and comparable relevance scores to

ensure text of high quality. Table 4.3 illustrates responses generated by the proposed model

and other baselines. As we can see, compared to other methods, MisinfoCorrect can gen-

erate text of desirable properties.
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Table 4.4: Effectiveness of MisinforCorrect. Performance comparison of counter-response
generators when trained on social media responses only.

Method Polite. ↑ Refut. ↑ Evid. ↑ Perpl. ↓ Rele. ↑
DialoGPT 0.762 0.726 0.623 12.039 0.940
Seq2Seq 0.734 0.641 0.473 14.312 0.820
BART 0.723 0.721 0.607 13.079 0.893
Partner 0.781 0.709 0.632 11.993 0.825

FC-GEN 0.714 0.663 0.515 15.102 0.782
MisinfoCorrect 0.854 0.797 0.643 10.110 0.938

Impact of Dataset Quality

Here we examine the impact of the dataset quality on the quality of generated response.

We train the model using only a “clean” social media responses (i.e., responses that are

evidenced, refuting, neutral, or polite) and no crowdsourced counter-responses. The per-

formance results are shown in Table 4.4. First, we observe that compared to Table 4.2, the

quality of responses generated by each model degrades. This highlights the importance of

collecting crowdsourced data, which is of higher quality compared to social media data.

Second, we note that our proposed model still generates the best counter-responses as per

all metrics, except in relevance, in which it performs the second best.

Ablation Study

We examine the contribution of key components for effective counter-response generation

(i.e., politeness, refutation and evidence rewards) in MisinfoCorrect on social media and

crowdsourced responses data. We compare the model variations when using RL:

• Base MisinfoCorrect model (Base): this model is the basic GPT-2 model fine-tuned on our

dataset in a dialog manner as DialoGPT [199], but without using any rewards for training.

• Base + politeness reward: we only consider the politeness reward

• Base + refutation reward: we only consider the refutation reward

• Base + evidence reward: we only consider the evidence reward.

• MisinfoCorrect model: this is the complete model with all the reward functions.
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Table 4.5: Ablation study of MisinfoCorrect.

Method Polite. ↑ Refut. ↑ Evid. ↑ Perpl. ↓ Rele. ↑
Base 0.874 0.831 0.693 10.010 0.930
+ politeness 0.953 0.724 0.627 8.952 0.877
+ refutation 0.794 0.968 0.623 9.138 0.856
+ evidence 0.853 0.825 0.753 8.912 0.913
MisinfoCorrect 0.914 0.930 0.723 8.010 0.960

The results are shown in Table 4.5. When we only use the politeness, refutation or

evidence reward function in the reinforcement learning framework, the corresponding po-

liteness, refutation and evidence score is the highest and shows a significant increase com-

pared to the Base model without any reward. When all the reward functions are combined

in the MisinfoCorrect framework, there is a slight drop in each of the individual politeness,

refutation, and evidence metrics, but it still has the second highest values along each dimen-

sion. This indicates that the MisinfoCorrect model finds a balance between the competing

rewards during training.

Qualitative Evaluation

Experimental Setup: In addition to the quantitative evaluation of response generation,

we follow previous research works [37] and also conducted human evaluation experiments

to qualitatively examine the model performance. In particular, we recruited 10 subjects

following the same procedure described in the counter-response annotation process (Sec-

tion 4.3). Each subject is presented 30 data points, where each data point consists of one

misinformation post and two counter-responses, and then asked “which response is better

when countering the misinformation post: the first, the second, or are they equally effec-

tive?”. We test three settings: (1) the real counter-response versus the generated response by

MisinfoCorrect; (2) the generated response by MisinfoCorrect versus the closest method,

i.e., fact-checking generator (FC-GEN) [90]; (3) the generated response by MisinfoCorrect

versus the most methodologically comparable baseline, i.e., DialoGPT [199]. We do not

inform the subjects which response is generated by which method. Within each setting,
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we randomly pick 50 data points for comparison, and each data point is annotated by two

users. In the analysis of the results, we only summarize the data points on which the two

users provide the same label, i.e., disagreement cases are discarded. In total, we received

300 data points in human evaluation for the three settings.

Ethics: This protocol was approved by Georgia Tech’s IRB.

Results: We get the following result:

(1) Real response versus MisinfoCorrect: In 46 out of 50 cases, both annotators pro-

vided the same answers. Among these, response generated by MisinfoCorrect were pre-

ferred in 76% cases, while in 6.5% cases, both responses were rated as equal. Real re-

sponses were preferred in the remaining cases.

(2) FC-GEN versus MisinfoCorrect: Annotators agreed in 44 out of 50 cases. Among

these, MisinfoCorrect was preferred in 61.36% cases, 18.2% cases were equal, while 20.5%

responses by FC-generator were better.

(3) DialoGPT versus MisinfoCorrect: Annotators agreed in 41 out of 50 cases. Among

these, 36.6% cases prefer MisinfoCorrect, 36.6% cases are equal, and 26.8% cases prefer

DialoGPT.

From all three comparison results, we can see that responses generated by Misinfo-

Correct are preferred over the responses generated by the competing methods and the real

responses. One representative example in Table 4.3 also illustrates the difference between

these models and real responses. Altogether, the qualitative results show the potential for

MisinfoCorrect in a real application to empower users to counter misinformation.

4.6 Conclusion

Overall, this work shows the potential to build on the recent advancements in generative

text models for counter-misinformation response generation. Our proposed model showed

promise by generating responses that were qualitatively and quantitatively better than real

responses and other generated responses.
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Given that we aim to mitigate the harm that can be caused by misinformation, our

workflow should also minimize exposure to misinformation, e.g., when we engaged users

in the tweet/reply annotation and reply writing process. We did not expose ordinary social

media users to misinformation. Misinformation was shown to crowdsourcing workers to

label tweets and write counter-replies. However, we followed several safeguards. First,

we informed the crowd-workers up-front that the content may be misinformation. We also

provided them with fact-checking resources. Ethical concerns were considered throughout

the research and we ensured that our work was approved by the Georgia Tech IRB office

before the research was conducted. Second, we acknowledge that certain misinformation

topics can be controversial (e.g., climate change [206]). We need to ensure that we process

misinformation in an unbiased way. To achieve this, we can crawl datasets from diverse

groups rather than focusing on one specific group, open source our data and codebase for

auditing, and filter out any potentially biased results when using the model in practice. We

followed these guidelines to conduct our research on misinformation as fairly as possible.

The future work lies in three directions: (i) deploying and evaluating the model in

practice, (ii) collecting data from professional fact-checkers as expert-generated counter-

responses and compare the model performance against the current setup, and (iii) develop-

ing multi-lingual and multi-modal model to generate visual counter-responses.
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CHAPTER 5

EVALUATING THE ROBUSTNESS OF DEEP SEQUENCE EMBEDDING-BASED

DETECTORS

5.1 Introduction1

Besides relying on crowds to combat online harmful information (e.g., misinformation)

as shown in the previous chapters, we can turn to AI-powered detectors as well. This

is critical as Web platforms, such as e-commerce, social media, and crowdsourcing plat-

forms, have gained popularity, they are increasingly targeted by malicious actors for their

gains [25, 207, 208]. The proliferation of undesirable users, such as fake accounts [25],

spammers [209, 210], fake news spreaders [211, 118], abnormal users [212], vandal edi-

tors [213], fraudsters [207], and sockpuppets [208], poses a threat to the safety and integrity

of online communities. To give an example, on Facebook, roughly 5% of monthly active

users in 2019 were fake accounts [25]. Similarly, on Amazon, 63% reviews on beauty

products were from fraudulent users [214]. Thus, the identification of malicious accounts

by AI detectors is a critical task for all web and social media platforms.

Deep user sequence embedding-based classification models are increasingly gaining

popularity for platform integrity tasks, including the TIES model at Facebook [25]. These

models train a deep learning model to generate user embeddings by utilizing the temporal

sequence of actions and post content of a user. The user embedding is then used to make

predictions about the user. For example, Figure 6.1 shows a deep user sequence embedding-

based classification model trained to identify malicious users from the user’s sequence of

posts (top row).

However, deep learning models can be vulnerable to adversarial attacks [26]. While

1This chapter is based on the PETGEN [37] paper published in ACM KDD 2021.

70



Figure 5.1: Application Setting of PETGEN: Deep user sequence embedding-based classi-
fication models are used to detect malicious users (top row). However, an evasion attack
by an adversary by creating a new fake post can lead the same model to misclassify it as
a benign user (bottom row). Our method, PETGEN, generates personalized text posts to
adversarially attack the classifier.

adversarial attacks on deep learning models have received a lot of attention in graph rep-

resentation learning, natural language processing, and computer vision domains [26], the

vulnerability of deep user sequence embedding-based classification models remains un-

known. For example, in Figure 6.1, the malicious user can create a new post, so that the

entire user sequence is misclassified as benign by the classifier (bottom row). Thus, identi-

fying the vulnerabilities of deep user sequence classification models is crucial to improve

the models for real-world robustness.

We conduct an adversarial evasion attack on deep user sequence embedding-based clas-

sification models. Our attack setting is as follows: given a pre-trained deep user sequence

classification model F (trained to classify users as malicious or benign), a user’s sequence

of posts, and a target topic context, the goal of the attacker is to generate a new post on the

target context such that the entire user sequence is now misclassified by F .

Generating a fake attack post poses three major challenges. First, how can the text gen-

eration process effectively use the user’s post sequence, such that the generated post aligns

with the user’s historical posts on similar contexts? Second, how to generate adversarial

text that can fool a sequence embedding-based classifier? Finally, how to generate text that

is personalized? Specifically, how can the text capture the user’s writing style, be aware of
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user’s recent vs past interests, and be knowledgeable about target context.

In this work, we create a Personalized Text Generation attack framework, called PETGEN,

to generate adversarial text to attack deep user sequence embedding-based classification

models. PETGEN is an end-to-end model. It leverages the sequential history of user posts

(solution to challenge 1) by utilizing the relationship between the user’s historical posts and

the target context, and builds a context-biased user sequence embedding. This is used to

generate an initial version of the attack post. Next, the model adopts a multi-stage multi-

task learning approach to manipulate the text to effectively attack the classification model

(solution to challenge 2) and personalize the text to the user’s writing style, recent interests,

and make the text relevant to the global discussions in the target topic context (solution to

challenge 3). This step outputs the final attack text of PETGEN.

We evaluate the attack effectiveness and text quality of our model. We use two popu-

lar datasets: Yelp fake reviewer dataset [210] and Wikipedia vandal editor dataset [213],

both with ground truth malicious users. We evaluate two popular deep user sequence

embedding-based classification models: TIES, a model that is used in production at Face-

book [25] and HRNN, a sequence classification model that uses sequential text embed-

ding [105]. We compare PETGEN against five baseline and recent attack models that can

generate attack text. Experiments reveal several key findings. First, both deep user se-

quence classification models are vulnerable to the fake text generation attack. Their model

performance drops with even one generated post. Second, PETGEN generates attack text

that results in a larger classification performance drop compared to existing attack meth-

ods. Third, the text generated by PETGEN has higher quality and is more personalized than

existing attack methods. Fourth, PETGEN is highly effective in both the white-box setting

(when the attacker has access to the details of the classification model) and the black-box

attack setting (when the attacker does not know anything about the classification model).

Finally, human evaluators rate text generated by PETGEN as being more realistic over text

generated by existing generation-based attack methods.
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Overall, our main contributions are:

• New attack setting: To the best of our knowledge, we are the first to investigate the

problem of text generation attack on deep user sequence embedding-based classifiers,

where adversaries generate a new piece of text added at the end of post sequence to

fool the sequential classifier.

• Attack model: We create PETGEN, a multi-stage multi-task personalized text gener-

ation model that can generate attack that can effectively attack the sequence classifier

and generate high-quality personalized text.

• Effectiveness: Extensive experiments on two datasets show that our methods can

outperform five strong baselines in terms of the attack performance. Moreover, our

method generates text with higher quality, both in terms of quantifiable metrics and

as evaluated by human evaluators.

The code and data are at: http://claws.cc.gatech.edu/petgen.

5.2 Problem Definition

In this section, we formally define our problem as follows:

Preliminaries: We are given N users U = {u1, ...uN} and a set of user ground truth

labels Y = {yu}, where yu = 0 means user u is a benign user and yu = 1 means u is a

malicious user. For each user u, we are given a sequence of chronologically ordered posts

P 1:T
u = {p1u, ..., ptu, ..., pTu}, P 1:T

u ∈ RT×d where ptu ∈ Rd denotes user u’s post at time t

and d is the number of tokens in the post. Each post has an associated context, describing

the topic, background, or metadata of the post in detail. So, the sequence of contexts is

C1:T
u = {c1u, ..., ctu, ..., cTu}, C1:T

u ∈ RT×d′ where ctu is the topic context of post ptu and d′ is

the number of tokens in context. We are given a pre-trained deep user sequence embedding-

based classification model F , which generates user u’s predicated label F(P 1:T
u ). Model

F is trained to predict F(P 1:T
u ) = yu,∀u ∈ U .
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Table 5.1: Table of major notations used in PETGEN.

Notation Description
ptu User u’s post at time t
P 1:T
u User u’s sequence of past T posts

p̂T+1
u User u’s generated post at time T + 1
ctu User u’s context for post ptu

C1:T
u User u’s sequence of contexts ctu, t ∈ {1, ..., T}
bu The target context for user u
yu The ground truth label of user u
G The text generator
F The pre-trained user sequence classifier

Attacker goal: Given user u’s sequence of posts P 1:T
u , contexts C1:T

u , ground truth label

yu, and target context bu, we aim to generate next post p̂T+1
u , such that F([P 1:T

u , p̂T+1
u )]) =

1 − yu. Here [P 1:T
u , p̂T+1

u ] represents a sequence where the post p̂T+1
u is concatenated at

the end of the sequence P 1:T
u . Thus, the goal of the attacker is to flip the prediction result

of the classifier on the user’s original post sequence. Our modeling goal is to train a text

generator G that generates the post p̂T+1
u using the user’s historical posts. Thus, p̂T+1

u =

G(P 1:T
u , C1:T

u , bu). We list the symbols in Table 6.1.

5.3 Methodology

System Overview

We propose an end-to-end personalized text generation system, called PETGEN, to at-

tack deep user sequence classification models. Specifically, the input is the user’s his-

torical post sequence, corresponding contexts, the target context, and the pre-trained user

sequence classifier F . PETGEN has two major modules: in the first module, it leverages

the user sequence and target context to generate sequence-aware contextual text. In the

second module, this text is fine-tuned using a multi-stage multi-task learning setting such

that it achieves the attack goal of fooling the classifier, adopts the user’s writing style and

ensures relevance to recent posts and to the target context. The resulting text is the output

of PETGEN, which can successfully attack the target classifier. The overview of the system
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Figure 5.2: Overview of the PETGEN architecture: The sequence-aware text generator
utilizes the sequence of post and context to generate text that maintains the contextual post
relevance. Then, the multi-stage multi-task learning module fine-tunes the text by different
tasks to generate attack text.

is shown in Figure 6.2.

Sequence-aware Conditional Text Generator In this module, PETGEN generates text

on the input target context given a user’s sequence of historical posts and contexts. The

goal of this module is to generate text such that the text incorporates the user’s historical

views on the target context, as expressed in the past posts with contexts similar to the target

context. Thus, among all the posts in the user’s sequence, the text generator should give

more importance to posts that are on the same or similar context as the target context,

motivated by multi-document summarization [215].

Here we treat the text generation process as a conditional language model which can

leverage additional information [118, 216]. To this end, we propose a conditional text gen-

eration model incorporating the sequential post relevance through an attention mechanism,

as shown in Figure 5.3. Specifically, G(P 1:T
u , C1:T

u , bu) is a conditional text generator that

outputs next post p̂T+1
u , by sampling one token in one step. The output is based on (1)
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Figure 5.3: The overview of the sequence-aware conditional text generator in PETGEN. We
first create the sequence embedding from the post embedding of each post in a sequence.
We also compute the attention score between the target context and the user’s historical
contexts to capture their pairwise relevance, resulting in a context-aware attention vec-
tor. After multiplying the generated sequence embedding and attention vector, we get the
context-biased user sequence embedding. We concatenate it with the generated tokens for
sequence-aware conditional text generation.

the sequence of posts P 1:T
u , (2) the sequence of context C1:T

u , (3) the target context bu, (4)

previously generated tokens.

We select Relational Memory Recurrent Network (RMRN) as the basic text generation

model g of G, following previous work [118, 117], as RMRN models have shown remark-

able performance in generating long text posts. Like traditional recurrent networks, g can

convert each post in the sequence into a post embedding, obtained by the hidden state of g:

etu = g(ptu) (5.1)

where etu is the embedding vector of the post ptu, ∀t ∈ 1, . . . T .

To generate personalized text that is aware of the user sequence, we bias the text gener-

ator towards historical user posts that are contextually-relevant to the target context. This

will ensure that the generated text has similar views as what the user has expressed in the

past on the same context [215]. Specifically, we create an attention vector to quantify the

contextual importance of each post in text generation. The attention vector is generated
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by calculating the similarity between the target context bu and each post’s context ctu. We

create a context similarity function A(·) to capture the relationship as:

atu = A(V ect(bu), V ect(ctu)) (5.2)

where atu, t ∈ {1, ..., T} is the resulting attention score of the post ptu and it ranges from 0

to 1. V ect(·) is a function to transfer text into vector. Following the similar vectorization

method in the previous works [118], we use the Latent Dirichlet Allocation model trained

on the whole text to compute the vector representation. A high value of atu means ctu is

highly related to the target context bu. Thus, the generated text should be more influenced

by the corresponding post ptu. The attention vector is used to generate a Context-biased

User Sequence Embedding vector su as follows:

su =
∑

t∈1,...,T

exp(atu)∑
t∈1,...,T exp(atu)

etu (5.3)

Thus, su is a representation of the user sequence which is biased towards user’s historical

posts with similar contexts as the target context.

We use su in the text generation process to generate personalized and contextually-

relevant text. Specifically, we combine su and the embedding vector of the generated token

by addition to generate the next token. This ensures that each generated token is user

sequence-aware. Formally, we have:

p̂T+1
u (i+ 1)← RMRN(LayerNorm(FeedForward(su) + Embed(p̂T+1

u (i))) (5.4)

where Embed is the embedding layer for tokens, FeedFoward is a feedforward layer to

match dimensions during addition, LayerNorm is a normalization layer, and p̂T+1
u (i) is a

token at step i when generating p̂T+1
u . Note that a post has d tokens and thus the generation

is done for d steps. The first token is initialized randomly. As we can see, each token is

influenced by both the previous token and context-biased user embedding vector.
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Finally, when outputting a token, each token is sequentially sampled using the condi-

tional probability and the probability of the whole post can be presented as follows:

p(p̂T+1
u |P 1:T

u ;C1:T
u ; bu; θG) = Πp(p̂T+1

u (i)|p̂T+1
u (i− 1), p̂T+1

u (i− 2)

, ..., p̂T+1
u (1);P 1:T

u ;C1:T
u ; bu) (5.5)

where θG are the parameters of G. Similar to the training of conditional language model [118,

216], we train G by using Maximal Likelihood Estimation (MLE) with teacher-forcing and

minimize the loss of negative log-likelihood for all posts based on the corresponding posts

and contexts. To optimize the generator, we use the following objective function:

min
θG

LGEN
G = −

∑
u∈U

p̂T+1
u log p(p̂T+1

u |P 1:T
u ;C1:T

u ; bu, θG) (5.6)

Finally, after training, the generator can output user u’s next post as:

p̂T+1
u = G(P 1:T

u , C1:T
u , bu) (5.7)

In our experiments, we use cosine similarity as the context similarity function A(·) to

compute the attention score. Next, when training the generator G, we use the last post as

(T + 1)-th post, the second last as T -th post and so on so forth. Additionally, since the

sampling process is nondifferentiable, we use Gumbell-softmax relaxation trick to solve

this problem [217, 117].

Multi-Stage Multi-Task Learning

In this module, the generated text post p̂T+1
u is modified to make the text realistic, person-

alized, and achieve the attack goal. We set it up as a multi-task learning module, which has

four key tasks.

Style Task The generated post will only be personalized if it mimics the writing style
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of the user. This is especially important when advanced classifiers, such as those deployed

in practice [25], are equipped with a robust detector that detect posts that are way too dif-

ferent from the user’s previous writing style and the account is flagged as being malicious.

Therefore, keeping the writing style similar is important for a successful attack. To achieve

this goal, we create the style task to tune the generator G.

We construct a text-GAN model for text style transfer, where a post style discriminator

D is deployed to co-train with G by a Relativistic GAN loss [117, 218]. In particular,

the discriminator D determines whether the generated post p̂T+1
u by G is less realistic than

user’s historical post ptu,∀t ∈ [1, T ] while the generator G targets to generate realistic post

to fool the discriminator D. Formally, we have two objective functions to alternatively

refine D and G:

min
θG

LSTY
G = −E(P 1:T

u ,C1:T
u ,bu)∼p(P 1:T ,C1:T ,B)log(σ(D(ptu)−D(p̂T+1

u )))

min
θD

LD = −E(P 1:T
u ,C1:T

u ,bu)∼p(P 1:T ,C1:T ,B)log(σ(D(p̂T+1
u )−D(ptu)))

(5.8)

where σ is a sigmoid function, θD are the parameters ofD, B = {bu} is the set of all users’

target contexts, P 1:T = {P 1:T
u }, C1:T = {C1:T

u } is the set of all users’ posts and contexts.

In our experiment, we use multi discriminative representations [117] as the architecture of

the discriminator D.

Attack Task The primary goal of the generated text is to fool the target sequential

classifier. Thus, we create the attack task to tune generator G to achieve this goal. The se-

quential classifier F is originally trained using a binary cross entropy loss over the training

data:

min
θF

LF = − 1

N

∑
u

yu logF(P 1:T
u ) + (1− yu) log(1−F(P 1:T

u )) (5.9)

In a white-box attack, we directly use the trained classifier F . In a black-box attack, we

train a surrogate classifier F ′ to mimic the predictions of F . Note that once trained, both

F and F ′ are not modified. Without loss of generality, we refer to the classifier we aim to

attack as F .
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The classifier F is utilized to tune generator G such that the generated post p̂T+1
u fools

the classifier into making incorrect predictions about the user F([P 1:T
u , p̂T+1

u ]) = 1 − yu.

Formally, we create the following objective function to optimize:

min
θG

LATT
G = − 1

N

∑
u

(1− yu) logF([P 1:T
u , p̂T+1

u ])

+ yu log(1−F([P 1:T
u , p̂T+1

u ]) (5.10)

After the attack task is successful, the generated post will fool the classifier into pre-

dicting malicious users as benign users, and vice-versa.

Target Context Relevance Task Given a target context to generate a post, the attacker

must ensure that the generated post is on-topic and is knowledgeable about the context.

Otherwise, the generated post can be simply flagged as off-topic by a human or an auto-

mated topic detector. To ensure that the generated post is relevant to the target context, we

minimize the mutual information gap between the target contexts {bu} of all users and the

generated posts {p̂T+1
u } of all users u ∈ U . A non-parametric Maximum Mean Discrepancy

(MMD) based on the Reproducing Kernel Hilbert Space (RKHS) is utilized to effectively

estimate this kind of distance [219]. Thus, we optimize the following objective function:

min
θG

LCTX
G = MMD({bu}, {p̂T+1

u })

= || 1
N

∑
u

ϕ(bu)−
1

N

∑
u

ϕ(p̂T+1
u )||H

(5.11)

where H is a universal RKHS, and ϕ is transfer function to change the space to the target

RKHS space.

In experiments, the target context of the generated post is set to be the same as the

context of the ground truth post at time T+1.

Recent Post Relevance Task This task ensures continuity and smoothness between the

generated post and the most recent posts made by the user. This is important because real
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users typically express such consistency in the real world [220]. Here, we quantify it as

relevance towards recent posts, calculated as the mutual information distance between the

generated post and the latest k posts of the user. Similar to the target context relevance task,

we optimize such information gap by the following objective function:

min
θG

LREC
G = MMD({P T−(k−1):T

u }, {p̂T+1
u })

= || 1
N

∑
u

∑
k

ϕ(pT−1−k
u )− 1

N

∑
u

ϕ(p̂T+1
u )||H

(5.12)

where k is the number of recent posts that have an impact on the next post generation.

k is a hyper-parameter, which we typically set to 3 (more details are in the appendix).

Multi-stage Multi-task Learning Algorithm To achieve the personalized text gener-

ation objective, we optimize for the four tasks of style, attack, target context relevance and

recent post relevance in a multi-stage process. Thus, we deploy the multi-stage multi-task

learning framework to optimize:

min
θF

LF ; min
θD

LD; min
θG

(LSTY
G + LATT

G + LCTX
G + LREC

G ) (5.13)

where Eqn 13 is reflected in the while loop in the overall algorithm as presented in Al-

gorithm 1. Finally, after tuning by the multi-task learning framework, the text generator

finally generates personalized high-quality text for adversarial attack against the target se-

quential classifier.

5.4 Experiments

In this section, we examine the performance of the proposed PETGEN by conducting ex-

tensive experiments. Specifically, we aim to answer the following questions:

1. Is PETGEN able to successfully attack the deep user sequence classification model

under both white-box and black-box attack settings?
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Algorithm 1: PETGEN Algorithm
Input: a sequence of a user’s posts and associated contexts, the target context and
the user’s label ;

Output: the user’s next post;
Train G with contextual post relevance by MLE loss (Eqn 5.6);
while Not Converge do

Train G with D on the Style Task (Eqn 5.8);
Train G on the Attack Task (Eqn 5.10);
Train G on the Target Context Relevance Task (Eqn 5.11);
Train G on the Recent Post Relevance Task (Eqn 5.12);

end

Table 5.2: Statistics of datasets used in PETGEN

Dataset Yelp Wikipedia

Number of users 3,940 794
Number of benign users 2,016 397
Number of malicious users 1,924 397
Total number of posts 35,123 11,547
Median posts per user 9 15

2. Beyond the attack performance, what is the quality of generated text, specifically its

the relevance to the target context, contextual posts, and recent posts?

3. What is the contribution of the sequence-ware conditional text generator module and

the multiple learning modules of PETGEN towards its performance?

4. When compared with other attack methods, is the text generated by PETGEN realistic

Table 5.3: White-box attack performance of PETGEN and existing methods on HRNN and
TIES classifiers. PETGEN is the most effective attack (lowest F1 and highest Atk score).

Model
HRNN classifier Min. imp. of TIES classifier Min. imp. of

Wikipedia Yelp PETGEN Wikipedia Yelp PETGEN
F1↓ Atk↑ F1↓ Atk↑ F1 Atk F1↓ Atk↑ F1↓ Atk↑ F1 Atk

Without
attack

0.601 - 0.636 - - - 0.617 - 0.686 - - -

Copycat 0.550 21.3 0.610 8.0 9.836% 26.761% 0.513 16.3 0.625 11.5 6.823% 47.239%
Hotflip 0.581 21.2 0.591 9.5 6.937% 27.358% 0.514 15.0 0.641 10.3 7.004% 60.000%
UniTrigger 0.495 24.5 0.602 7.8 4.242% 10.204% 0.515 15.7 0.679 9.1 7.184% 52.866%
TextBugger 0.550 21.4 0.610 8.3 9.836% 26.168% 0.520 16.3 0.637 11.0 8.077% 47.239%
Malcom 0.479 25.5 0.570 18.0 1.044% 5.882% 0.560 18.0 0.538 21.8 6.877% 33.333%
PETGEN
(pro-
posed)

0.474 27.0 0.55 21.2 - - 0.478 24.0 0.501 35.8 - -
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Table 5.4: Black-box attack performance of PETGEN and existing methods on HRNN and
TIES classifiers. PETGEN is the most effective attack (lowest F1 and highest Atk score).

Model
HRNN classifier Min. imp. of TIES classifier Min. imp. of

Wikipedia Yelp PETGEN Wikipedia Yelp PETGEN
F1↓ Atk↑ F1↓ Atk↑ F1 Atk F1↓ Atk↑ F1↓ Atk↑ F1 Atk

Without
attack

0.601 - 0.636 - - - 0.617 - 0.686 - - -

Copycat 0.53 22.1 0.609 9.0 3.585% 8.597% 0.615 15.0 0.618 12.0 6.016% 64.167%
Hotflip 0.538 22.3 0.585 11.1 5.019% 7.623% 0.642 13.8 0.635 11.0 9.969% 79.091%
UniTrigger 0.529 22.0 0.624 7.5 3.403% 9.091% 0.601 17.9 0.601 15.0 3.827% 31.333%
TextBugger 0.545 21.0 0.607 9.5 6.239% 14.286% 0.627 14.0 0.617 12.2 7.815% 61.475%
Malcom 0.524 20.0 0.573 17.5 2.481% 20.000% 0.599 19.9 0.573 15.4 3.316% 27.922%
PETGEN
(pro-
posed)

0.511 24.0 0.53 22.3 - - 0.578 33.0 0.554 19.7 - -

enough from a human perspective?

Datasets

We evaluate the proposed method on real data from two popular platforms: Wikipedia

and Yelp. Their statistics are shown in Table 6.2.

(a) Wikipedia dataset: This dataset consists of Wikipedia users (or editors) making edits

on Wikipedia articles [213]. There are two types of editors: benign editors and vandal

editors. Vandal editors were identified and removed from the Wikipedia platform by ad-

ministrators. For each editor, the sequence of edits he or she made on Wikipedia articles is

available. We consider each edit as one post. For each post, the leading paragraph of the

edited page is set as the context of the post.

(b) Yelp dataset: This dataset consists of Yelp users giving reviews to restaurants [210].

Users are either benign reviewers or fraudulent reviewers. Fraudulent reviewers are identi-

fied by Yelp’s proprietary classification algorithm. For each reviewer, the sequence consists

of its reviews on restaurants. Each review is one post. To create the context for each post,

other reviews given on the same restaurant by other benign users are concatenated.

In both datasets, to ensure user sequences have enough information, we remove users

with less than 5 posts and posts with less than 5 tokens. We use the latest 20 posts to create

a user sequence.

Baselines
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We compare PETGEN with five representative state-of-the-art adversarial text genera-

tion models.

(a) Copycat: Copycat randomly selects one post with similar context from the users’ his-

torical posts as the generated post. Three following baselines (Hotflip, UniTrigger, and

TextBugger) use the Copycat post in their own attack.

(b) Hotflip [112]: Hotflip modifies the post generated by Copycat. It first detects the most

important word in the post, based on the gradient of each input token with respect to the

sequential classifier, and then swaps the most important word with a similar one.

(c) Universal adversarial Trigger (UniTrigger) [113]: UniTrigger generates an input-

agnostic and fixed-length sequence of tokens to attack the classifier when concatenated to

the end of an existing post. We turn to the topic modeling function in this specific appli-

cation setting, similar to that adopted in prior work [118]. Particularly, we retrieve first

topic-dependent words and contexts by the topic model and then prepend these universal

prefix to a post.

(d) TextBugger [114]: TextBugger first uses various methods like deletion and swap to

find carefully crafted tokens in a post and replaces some parts of the post with these tokens

for attack.

(e) Malcom [118]: Malcom is the current state-of-the-art model in adversarial text genera-

tion to fool classifiers. It leverages the conditional language model to generate a new post

where the attack and relevancy objective functions are deployed.

Evaluation Metrics To comprehensively evaluate text generation result, we use several

metrics to measure attack effectiveness and text quality.

(a) Attack Effectiveness: F1 score after attack (F1): This measures the classifier perfor-

mance of the classifier. We compare the change in F1 score after the attack, compared to

when there is no attack. If the resulting F1 score after the attack drops considerably, then

the attack is successful. Attack Rate (Atk): It measures the efficacy of the attack regrad-

ing changing predictions of the classifier. Specifically, a M% attack rate means the attack
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Table 5.5: Comparison the quality of text generated by PETGEN and other attack strategies.
PETGEN generates higher quality text in all but one case across all metrics.

Attack Wikipedia Dataset Yelp Dataset
HRNN TIES HRNN TIES

Model BLEU↑ TCS↑ RS↑ CPS↑ BLEU↑ TCS↑ RS↑ CPS↑ BLEU↑ TCS↑ RS↑ CPS↑ BLEU↑ TCS↑ RS↑ CPS↑
Copycat 0.378 0.362 0.188 0.171 0.406 0.383 0.211 0.221 0.810 0.524 0.302 0.299 0.802 0.476 0.271 0.270
Hotflip 0.333 0.363 0.191 0.203 0.365 0.385 0.211 0.234 0.785 0.527 0.309 0.309 0.782 0.479 0.275 0.273
UniTrigger 0.213 0.397 0.214 0.192 0.239 0.410 0.230 0.223 0.737 0.527 0.325 0.326 0.725 0.463 0.273 0.272
TextBugger 0.341 0.372 0.192 0.172 0.374 0.393 0.214 0.226 0.771 0.520 0.311 0.312 0.768 0.478 0.280 0.279
Malcom 0.914 0.312 0.175 0.240 0.878 0.484 0.209 0.213 0.849 0.540 0.349 0.354 0.856 0.515 0.321 0.291
PETGEN 0.893 0.463 0.275 0.281 0.896

0.474
0.233 0.254 0.852 0.544 0.401 0.410 0.870 0.519 0.397 0.398

can fool the classifier M% of the time on the sequences that the classifier has previously

correctly labeled.

(b) Text Quality: BLEU: Like previous works on text generation [117], we deploy BLEU

to indicate the quality of generated post by comparing them with testing data. Higher scores

indicate better text. Target Context Similarity (TCS): We compute the similarity between

the generated posts and the target context as follows:

1
N

∑
u cosine(V ect(bu), V ect(p̂T+1

u ), where cosine(·) is the cosine similarity function and

N is the number of users. Higher scores indicate more relevant text. V ect(·) is the

previously-defined LDA-based function to transfer text into vector. Recent Post Simi-

larity (RS): Similar to target context similarity, recent post similarity score computes the

distance between the generated post and the most recent k posts as:

1
N

∑
u

∑
t∈{T−(k−1),...T} cosine(V ect(ptu), V ect(p̂T+1

u )). Context Post Similarity (CPS):

Similarly, the context post similarity computes the similarity between the generated post

and the posts in the user sequence that are of similar context as the target context. This is

calculated as:

1
N

∑
u

∑
t∈{1,2,...,T} a

t
u ∗ (cosine(V ect(ptu), V ect(p̂T+1

u )), where atu is the previously men-

tioned attention score which captures the relationship between the contexts ctu and bu of

posts ptu and p̂T+1
u respectively.

Target Classification Models

We target two deep user sequence classification models to test the generality of our at-

tack.

(1) Hierarchical Recurrent Neural Network (HRNN) is a model where the sequential
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Table 5.6: Ablation studies of PETGEN showing the contribution of each component in
PETGEN.

Model Wikipedia Dataset Yelp Dataset
F1↓ Atk↑ BLEU↑TCS↑ RS↑ CPS↑ F1↓ Atk↑ BLEU↑TCS↑ RS↑ CPS↑

PETGEN Base Text Generator 0.479 26.5 0.899 0.375 0.268 0.247 0.625 11.7 0.857 0.382 0.349 0.187
w/ Style 0.576 21.1 0.895 0.390 0.218 0.249 0.59 17.5 0.871 0.481 0.324 0.301
w/ Attack against TIES 0.478 25.0 0.894 0.368 0.216 0.216 0.499 45.3 0.843 0.476 0.357 0.250
w/ Attack against HRNN 0.465 27.5 0.895 0.388 0.240 0.249 0.530 29.5 0.846 0.445 0.315 0.157
w/ Recent Post Relevance 0.486 23.8 0.887 0.463 0.275 0.267 0.592 17.7 0.851 0.495 0.43 0.215
w/ Target Context Relevance 0.483 23.9 0.887 0.459 0.258 0.258 0.571 18.0 0.830 0.559 0.361 0.203
w/ Contextual Post Relevance 0.566 21,2 0.705 0.397 0.225 0.276 0.554 19.2 0.845 0.514 0.331 0.451
PETGEN against HRNN 0.474 27.0 0.893 0.463 0.275 0.281 0.550 21.2 0.852 0.544 0.401 0.410
PETGEN against TIES 0.478 24.0 0.896 0.474 0.233 0.254 0.501 35.8 0.870 0.519 0.397 0.398

pattern of the input text is captured by the hierarchical structure for accurate classifica-

tion [103]. In HRNN, each user post is first converted to a vector and the sequence of user

post vectors is converted into a compact user embedding. This user embedding is used for

user classification.

(2) Temporal Interaction EmbeddingS (TIES) is a model used by Facebook for mali-

cious account detection. We use the temporal embedding component of the TIES model

for classification (as there is no graph structure in our datasets). Note that TIES is the

state-of-the-art deep user sequence embedding-based classification model for malicious

user detection.

Experiment Setup We split the dataset by five-fold cross-validation and report the

average numbers. By default, we set k = 3 as the number of recent-k posts (more details

on impact of value k are in the appendix), the number of tokens in a post and a context to be

d = d′ = 30 and the learning rate as 1e-5. We use Adam as the optimizer with mini-batch

size of 64 [221].

Adversarial Attack on Sequential Post Classification

In this section, we evaluate the proposed attack model on both white-box classifiers and

black-box classifiers.

Attack on White-Box Classifiers. In a white-box attack, the attacker has access to the

model parameters of the target classifiers. Thus, they attack the trained model directly. The

results comparing the performance of PETGEN with baseline models is shown in Table 5.3
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on both Wikipedia and Yelp datasets, with both the HRNN and TIES models as classifiers.

The table also shows the results of the classification models without any attack.

We have several important findings. First, without any attack, the TIES model has a

higher model performance (F1 score) compared to the HRNN model on both the datasets.

Second, under attack, the model performance of both TIES and HRNN reduces, showing

the vulnerability of both these models to text generation attacks. Next, comparing all at-

tacks, PETGEN attack results in the lowest F1 score and highest attack rate on both datasets,

making it the most successful attack. On the TIES classifier, PETGEN has at least 6.82%

improvement over all baselines in terms of F1 score and on the HRNN classifier, at least

1.04% improvement on F1. This is important as TIES is the state-of-the-art classifier that

is being used at Facebook. Successfully attacking TIES shows the strength of our PETGEN

attack. Finally, we find PETGEN attacks TIES more efficiently than HRRN with larger drop

in F1 score and higher attack rate over baselines. A possible reason is that the more com-

plex deep sequential model like TIES can provide more signal in computing cross entropy

loss, finally enabling the attacker to learn more about how to downgrade the performance.

Attack on Black-Box Classifiers. In the black-box setting, the attacker does not have ac-

cess to the parameters of the sequential post classifier. Thus, we train a surrogate HRNN

classifier to mimic the classification of the original black-box classifier. The text generation

attack methods create the fake post using this surrogate classifier, and then this generated

text is used to attack the original black-box classifier. The results of the performance drop

on black box classifiers is shown in Table 5.4.

First, as before, we see that PETGEN beats all the existing attack methods in terms of F1

score and attack rate. Next, similar to the result in the white-box setting, PETGEN can more

effectively attack the HRNN and TIES models compared to existing attack approaches.

Finally, comparing attacks on the same model under white-box and black-box setting, it is

harder for the attackers to attack the black-box classifier. For all models, the drop in F1

score is lower during black-box attack compared to white-box attack.
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Personalized Text Generation

Beyond the attack performance, we present text quality of the generated post in Ta-

ble 5.5. As we can see, PETGEN always generates post with higher quality in all four

evaluation metrics compared to the other five baseline methods. This is reflected in the

BLUE score and in the relevance of the generated post to the previous posts of the user and

the target context.

The reasons of higher quality text generation is the following. Compared to the four

word-perturbation attack methods, namely, Copycat, Hotflip, UniTriggr and Textbugger,

our method PETGEN is an end-to-end text generation framework that can effectively pick

a less diverse set of words that are highly relevant to the target context, historical post,

and recent post. This enables PETGEN to output text with higher quality. Compared to

the Malcom model, PETGEN deploys the context-aware text generator and the learning

task of recent post relevance to leverage the historical post and recent post information for

generation. It makes text more real and personalized, thus having higher scores on all text

quality metrics.

Evaluating Consistency in Attacker Goal: To further examine the effectiveness of our

attack models, we compare the sentiment of generated adversarial post with that of the

original post under the same context. We use Vader [163] to compute the sentiment score

on the posts in the Yelp dataset. We find that 70.8% of generated posts have the same

sentiment as the original post, indicating that the attacker’s generated post has the same

positive or negative tone as desired to uprank or downrank a restaurant.

Ablation Study To examine the effectiveness of each component in PETGEN, we con-

duct the ablation study where we test the performance of different variants of PETGEN, and

the results are in Table 5.6. The simplest model is simply the PETGEN base text genera-

tor, which is the traditional RMRN text generator and no other modules are used. As we

can see, PETGEN with all the modules always performs the best or the second best among

all other variants for all six metrics. Comparing the different variants, we find the attack
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task can help decrease the F1 score and increase the attack rate, making the adversarial at-

tack successful. Meanwhile, the task of post style, target context relevance and recent post

relevance can enhance the target context and recent post similarity score. The sequence-

aware text generation setting to capture the contextual historical post relevance increases

the context post similarity score.

Human Evaluation on Generated Text To better evaluate the quality of the gener-

ated text, we conduct human evaluations. Specifically, we test whether posts generated by

PETGEN are more realistic compared to those generated by Malcom (the SOTA end-to-end

adversarial text generation method). We recruit two non-author evaluators and give them

each 50 pair of posts, generated for 50 randomly selected user sequences. In each pair, one

post is generated by PETGEN and the other by Malcom. The evaluators are not told which

post is generated by which method. Their task is to mark which of the two posts is more

realistic, or whether they are equally (un-)realistic.

We get the following result. The two reviewers achieve an inter-rater agreement score of

0.66 and 40% posts are labeled as equally realistic. Among the remaining posts, reviewers

label 58.33% posts by PETGEN more realistic than Malcom. From this result, we can

see our method is able to outperform Malcom in generating realistic posts, and has great

potential in real-world applications.

5.5 Conclusion

We created a new attack framework to evaluate the robustness of deep user sequence clas-

sification models and showed its effectiveness. This work has some shortcomings. First,

it is currently only applicable for posts in the English language, while social media posts

can be in any language. Second, the model can only work with sequences, while does not

incorporate complex structures, such as graphs. Third, the attack is restricted to generating

new posts. Other attack capabilities can be explored in the future.
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CHAPTER 6

IMPROVING THE ROBUSTNESS OF DEEP SEQUENCE EMBEDDING-BASED

DETECTORS

6.1 Introduction1

Figure 6.1: Deep sequence classification models are used to detect malicious users. How-
ever, the next post attack by an adversary by creating a new fake post can lead the same
model to misclassify it as a benign user. Our proposed solution built on the local-global at-
tended and adversary-aware modules can accurately and robustly identify malicious users.

As we found in the previous chapter, the deep sequence-embedding based classification

models are vulnerable to adversarial attacks, as illustrated in Figure 6.1. The potential

reason can be that existing deep user sequence embedding-based classification models are

sensitive to the changes in the input sequence. Thus, improving the model robustness is

also crucial.

Building an effective and robust classification model is non-trivial because (1) Existing

models rely on the RNN and its variants or transformer-based BERT[137] to process posts
1This chapter is based on the paper submitted to ACM TKDD 2024 [222].
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one by one, thus neglecting to recognize and leverage two different levels of information –

the post level and the sequence level (Challenge 1). (2) When designing bad actor detectors,

existing research usually has not considered the setting where bad actors are able to write

adversarial posts to bypass the classifier, therefore making the model vulnerable in real-

world applications (Challenge 2).

To bridge these gaps, we propose a novel deep user sequence embedding-based classi-

fication model. Our setting is as follows: Given a user’s sequence of posts, the goal of the

model is to accurately predict the label of the sequence, even if the sequence is modified

by attackers through the next post attack [37]. In the design, we create a Transformer-

based Adversary-aware Local-Global Attended classification model to effectively and ro-

bustly categorize user sequences. It first leverages the transformer encoder block to encode

each post bidirectionally, thus building a comprehensive post embedding. Next, the model

adopts the transformer decoder block to model the sequence of post embeddings by atten-

tion mechanism to generate the sequence embedding (solution to challenge 1). Finally, the

sequence embeddings of original sequences and modified sequences by mimicked attackers

are fed into a contrastive-learning-enhanced classification layer for sequence prediction.

The modified sequences by mimicked attackers enhance the knowledge of the classifier

such that it can be stable to adversarial attacks (solution to challenge 2).

We extensively evaluate the classification effectiveness and robustness of our model to

show its superiority. Similar to Chapter 5, we employ two popular datasets: Yelp fake

reviewer dataset [210] and Wikipedia vandal editor dataset [213], both with ground truth

malicious users. We compare three popular deep user sequence embedding-based clas-

sification models: TIES, a model that is used in production at Facebook [25], HRNN,

a sequence classification model that uses sequential text embedding [105], and one ad-

vanced transformer-based adapted BERT model for sequence classification [137]. On the

other hand, we also add two defense-involved classification models: Fine-tuning-based de-

fense [223] and Mixup-based Data-Augmentation-based defense [224]. The experiments
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demonstrate that our model outperforms all compared methods in the F1 score in both

datasets when under attack by the state-of-the-art next post attack by PETGEN [37] and

Large Language Model (e.g., LLaMA [225]).

In summary, our main contributions are:

• We propose a transformer-based local-global attended pipeline to model both the post

and sequence information to comprehensively capture the sequence representation.

• We propose a contrastive-learning-based adversary-aware training module for clas-

sification, thus enhancing the model knowledge to make it stable against adversarial

attacks.

• Extensive experiments demonstrate that our method can outperform representative

compared methods with the lowest F1 drop under state-of-the-art attack.

6.2 Problem Definition

In this section, we formally define our problem as follows:

Preliminaries: We are given N users U = {u1, ...uN} and a set of user ground truth

labels Y = {yu}, where yu = 0 means user u is a benign user and yu = 1 means u is a

malicious user. For each user u, we are given a sequence of chronologically ordered posts

P 1:T
u = {p1u, ..., ptu, ..., pTu}, P 1:T

u ∈ RT×d where ptu ∈ Rd denotes user u’s post at time t

and d is the number of tokens in the post.

Our Goal: We aim to build a deep user sequence embedding-based classification model

F , which can accurately generate user u’s predicated label F(P 1:T
u ) such that F(P 1:T

u ) =

yu,∀u ∈ U , even if in the adversary-aware setting. Specifically, given user u’s se-

quence of posts P 1:T
u , an attacker can use the off-the-shelf text generation model (e.g.,

LLAMA[225], ChatGPT [226], PETGEN [37]) to generate next post pT+1
u , which may flip

the prediction result of the classifier on the user’s original post sequence F(P 1:T
u ). Partic-

ularly, after concatenating the new post to the existing sequence, the user has a new post
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sequence [P 1:T
u , pT+1

u ]. However, the classifier can still accurately predict the label of the

user in the face of the new post as F([P 1:T
u , pT+1

u )]) = yu. We list the symbols in Table 6.1.

Table 6.1: Table of notations used in the defense model

Notation Description
ptu User u’s post at time t
P 1:T
u User u’s sequence of past T posts

pT+1
u User u’s generated post at time T + 1
yu The ground truth label of user u
F The deep user sequence embedding-based classifier
Wp The position embedding matrix
We The token embedding matrix

Embu The sequence embedding of user u

6.3 Methodology

System Overview

In this work, we propose a Transformer-based Adversary-aware Local-Global Attended

sequence classification system. Specifically, given the input of the user’s historical post

sequence, our system outputs the predicted label. It has two major modules: in the first

module, it leverages both transformer encoder and decoder blocks to generate the local-

global attended sequence embedding. In the second module, it utilizes contrastive learning

to enhance the model capability by distinguishing the embedding of users from that of

mimicked attackers. Through this design, our model can accurately predict the label of a

given sequence. The overview of the system is shown in Figure 6.2.

Figure 6.2: Overview of the proposed defense model.
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Local-Global Attended Module

In this module, the goal is to generate the local-global attended embedding such that

the embedding can comprehensively represent both the local and global information of

the sequence. To achieve this goal, motivated by the self-attention mechanism in trans-

former [108], we build the encoder- and decoder-based dual transformer architecture, as

shown in Figure 6.3. Finally, our model generates the sequence embedding given a user’s

sequence of historical posts.

Figure 6.3: Local-global attended module in the defense model

Transformer Encoder-based Local Module at the Post Level To represent the informa-

tion in each post, we need to fully understand the post by encoding the text bi-directionally

rather than unidirectionally. Building on the bidirectional property of transformer encoder

block [108], we first pass each post ptu to the embedding layer represented by We meaning

the token embedding matrix. Then, we add the token embedding and the position embed-

ding matrix Wp to form the initial token representation hi
0. Finally, we pass hi

0 to trans-

former encoder blocks through n layers and obtain the post embedding hi
l. This process is

mathematically formulated as:

hi
0 = piuWe +Wp

hi
l = transformer encoder block(hi

l−1) ∀l ∈ [1, n]

(6.1)
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Transformer Decoder-based Global Module at the Sequence Level After passing a

sequence of post {p1u, ..., ptu, ..., pTu} to the transformer encoder-based module, we obtain a

list of post embeddings, h1
l , h

2
l , ..., h

i
l, .... To capture the sequential pattern in the list of post

embeddings, we need to chronologically process the posts and attend to the informative

post in the sequence. Motivated by the transformer decoder design where masked self-

attention is deployed to efficiently and effectively model the sequential relationship, we

adopt this approach. Particularly, we first create a matrix H = [h1
l , h

2
l , ..., h

i
l] to represent

the list of post embeddings. After add the position embedding matrix Wp, we have the

initial matrix H0. Finally, we pass H0 to transformer decoder blocks through n layers and

obtain the sequence embedding of the user Embu. This process is formulated as:

H0 = H +Wp

Hl = transformer decoder block(Hl−1) ∀l ∈ [1, n]

Embu = Hl

(6.2)

Adversary-aware Module

Figure 6.4: Adversary-aware module in the defense model

Classification Loss After passing a user post sequence {p1u, ..., ptu, ..., pTu} to the local-

global attended module, we have Embu. Similarly, for the modified user post sequence by

adversarial attacks [P 1:T
u , pT+1

u ], we have Embattacku .
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To classify the user sequence, we pass the embedding vector through a linear layer and

add a softmax classifier on top of the embedding as follows:

p(yu|Embu) = softmax(WEmbu) (6.3)

where W is the weight matrix for the linear layer. For the classification task, we minimize

the cross entropy as the loss function:

LCE = − 1

N

N∑
i=1

yu log p(yu|Embu) + (1− yu) log(1− p(yu|Embu)) (6.4)

We have similar loss functions for the modified post sequence by attackers as:

Lattack
CE =− 1

N

N∑
i=1

yu log p(yu|Embattacku )

+ (1− yu) log(1− p(yu|Embattacku ))

(6.5)

Finally, for the classification loss, we add the two loss functions together as:

LCLF = LCE + Lattack
CE (6.6)

Contrastive Loss To enhance the robustness of models against adversarial attacks, an

intuitive strategy is to ensure that the sequence-level representations of a user’s original

sequence and its adversarial counterpart are as similar as possible. This approach aims to

make the model more resistant to noise by minimizing discrepancies between genuine and

adversarially modified sequences. Conversely, sequences that do not form a paired rela-

tionship should be distinctly separated in the representation space, enhancing the model’s

ability to discriminate between authentic and manipulated inputs. In pursuit of this goal, we

incorporate contrastive learning as a supplementary regularization technique during train-

ing. Recent advancements in contrastive learning, exemplified by MoCo [227] and Sim-

CLR [228], utilize a variety of data augmentation methods, such as random cropping and
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color distortion, to generate positive pairs for training. MoCo introduces a queue mech-

anism for managing a pool of negative examples, whereas SimCLR leverages in-batch

sampling to gather negative examples. These methods train models by optimizing the In-

foNCE loss, a strategy that fosters learning by distinguishing between similar (positive) and

dissimilar (negative) pairs of data points. In our approach, we adopt the SimCLR frame-

work for generating positive and negative pairs, along with its loss function, to implement

a contrastive learning objective tailored to our specific needs. This methodological choice

allows us to effectively model the desired relationships between original and adversarial

sequences, thereby improving the noise resilience of our deep learning models.

Particularly, we first pass the sequence embedding to a non-linear projection layer for

the sequence representation transfer as follows:

zu = W2ReLU(W1Embu)

zattacku = W2ReLU(W1Embattacku )

(6.7)

Where W1 and W2 are the weight matrices.

With a batch of N user sequence examples and their corresponding adversarial exam-

ples, for each positive pair (zu and zattacku ), there are 2(N − 1) negative pairs, i.e., all the

rest of the examples in the batch are negative examples. Here, we use zi to denote one in

the 2(N−1) examples and we have zu and zi as the negative pair. The contrastive objective

is to identify the positive pair and we compute the contrastive loss using the InfoNCE loss

as:

LInfoNCE = − log

(
exp(sim(zu, z

attack
u ))∑

exp(sim(zu, zi))

)
(6.8)

where sim(u, v) = uT v
||u||2||v||2 denotes the cosine similarity between two vectors.

Finally, we perform a multi-task learning diagram and take a weighted average of the

classification loss and the contrastive loss as:

L = wcontrastive · LInfoNCE + (1− wcontrastive) · LCLF (6.9)
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where wcontrastive indicates the weight of contrastive loss in the final loss computation.

When training the model, we minimize the loss for optimization through back-propagation

using the Adam optimizer [229].

6.4 Evaluation

In this section, we conduct extensive experiments to examine the performance of the pro-

posed defense model. Specifically, we aim to answer the following Research Questions:

• RQ1: Is the proposed model able to effectively identify malicious users on online

platforms?

• RQ2: Under the attack setting, can the defense model successfully defend adversarial

attacks and output the correct predictions?

• RQ3: What is the contribution of each module in the defense model towards its

performance?

Datasets

Table 6.2: Dataset statistics used in the defense model

Dataset Yelp Wikipedia

Number of users 3,940 794
Number of benign users 2,016 397
Number of malicious users 1,924 397
Total number of posts 35,123 11,547
Median posts per user 9 15

We conducted our evaluation using real-world datasets from two widely-used plat-

forms: Wikipedia and Yelp, with their detailed statistics presented in Table 6.2.

(a) Wikipedia dataset: Comprising user (or editor) contributions to Wikipedia articles, this

dataset differentiates between benign and vandal editors, the latter of whom were identified

and subsequently removed by Wikipedia administrators [213]. Each user’s contribution
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history is recorded as a sequence of edits (i.e., an edit is a post in the context) made to

articles, providing a basis for analysis.

(b) Yelp dataset: This dataset captures Yelp users’ reviews of restaurants, distinguishing

between benign reviewers and fraudulent ones. Fraudulent reviewers are flagged by Yelp’s

internal classification algorithms [210]. Here, a user sequence is composed of reviews

(i.e., a review is a post in the context) made by the user, offering insights into their review

patterns.

For both datasets, we implemented a filtering criterion to ensure the data’s richness and

relevance: users with fewer than 5 posts and posts containing fewer than 5 tokens were

excluded. To construct a user sequence, we utilized the most recent 20 posts from each

user, aiming to capture the most current and relevant user behavior for our analysis.

Evaluation Metrics

To evaluate experiment results, we deploy several metrics to measure

(a) Classification Performance: Following the conventional measurement of classification

models, we report the precision, recall, and F1-score.

(b) Robustness Performance: Similar to other adversarial attack and defense works [37],

we report the F1 score after the attack, which will compare the F1 score before and after

attack. If the resulting F1 score after the attack drops considerably, then the attack is

successful.

Compared Classification Models

In this work, we compare three popular deep user sequence classification models and two

defense models against adversarial attacks.

(1) Hierarchical Recurrent Neural Network (HRNN) [103] captures the sequential pat-

tern of the input text by the hierarchical neural network structure for accurate classification.

In HRNN, each user post is first transformed to a vector, and the sequence of user post
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vectors is converted into a compact user embedding, which is finally used for user classifi-

cation.

(2) Temporal Interaction EmbeddingS (TIES) [25] is developed and deployed by Face-

book/Meta to detect malicious accounts. To adapt it in our sequence classification setting,

we utilize the temporal embedding component of the TIES model for classification (as

there is no graph structure in our datasets). Specifically, TIES converts a user post se-

quence into a user embedding vector by a sequence encoding layer and a pooling layer. (3)

Feature-based BERT (F-BERT) [137] is a feature-based approach utilizing the advances

of bidirectional transformers to encode and represent text. Here, to adapt to the sequence

classification setting, we first obtain the BERT embedding for each post and pass the se-

quence of embedding to another layer transformer for classification.

(4) Fine-Tuning-based defense (FT-Defense) [223]: In this approach, we deploy the

multi-stage fine-tuning approach based on adversarial attack data to improve the model

robustness. Particularly, we first use the original data to train the model and have a frozen

reference model. Next, we feed the adversarial attack data to fine-tune the model. In this

step, for each data point, we have a prediction difference loss from the frozen reference

model and active fine-tuned model to refine the model through back-propagation. Then,

we repeat the fine-tuning process until convergence.

(5) Mixup-based Data-Augmentation-based defense (MDA-Defense) [224]: Instead of

using the original and attack data in different steps as in FT-defense, this method will com-

bine the two sets of data using the widely deployed mixup data augmentation strategy and

use them to train the model together.

Experiment Setup

During the experiment, we split the dataset by five-fold cross-validation and report the

average numbers. The number of tokens in a post is 30, and the learning rate is 1e − 3.
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We use Adam as the optimizer with the mini-batch size of 32 [221]. For the transformer

encoder and decoder blocks, we set the embedding size and number of attention heads as

128 and 2.

RQ1: Effectiveness of Classifiers

In this section, we evaluate the defense model on Wikipedia and Yelp datasets. The classi-

fication result is presented in Table 6.3 and Table 6.4.

Table 6.3: Comparison of classification performance by different defense models on
Wikipedia dataset

Method Precision Recall F1

Sequence-based
HRNN 0.652 0.667 0.658
TIES 0.689 0.645 0.666

F-BERT 0.553 0.619 0.582

Defense-involved
FT-Defense 0.627 0.746 0.682

MDA-Defense 0.683 0.667 0.671
Our Model 0.615 0.820 0.701

Table 6.4: Comparison of classification performance by different defense models on Yelp
dataset

Method Precision Recall F1

Sequence-based
HRNN 0.659 0.684 0.675
TIES 0.680 0.687 0.683

F-BERT 0.565 0.646 0.601

Defense-involved
FT-Defense 0.642 0.661 0.656

MDA-Defense 0.677 0.700 0.688
Our Model 0.707 0.710 0.708

As we can see, our proposed model has the highest F1 score among all compared meth-

ods on two datasets, showing its superiority. Particularly, compared to sequence-based

solutions, our model has the highest precision, recall, and F1 score in most cases except

the precision is slightly lower on the Wikipedia dataset. The potential reason is the smaller

data size of the Wikipedia dataset, which makes the training of our model less satisfactory.

When trained and tested on the larger Yelp dataset, our model beats all sequence-based
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approaches on all metrics of precision, recall, and F1 score. Second, when comparing our

model with the defense-involved approaches, we have similar findings - our model is the

best in most cases, especially on the larger Yelp dataset.

RQ2: Robustness of Classifiers

To evaluate the robustness of classifiers under adversarial attacks, we first mimic the be-

havior of malicious users by creating a new post using text generation models. Next, we

concatenate the new post to the corresponding post sequence and feed it into the classifica-

tion again. We report the mentioned F1 score after the attack in Section 6.4. In practice, we

leverage the state-of-the-art text attack method against the deep sequence embedding-based

classifiers (i.e., PETGEN [37]) to mimic the attack behaviors. On the other other, due to the

advance of large language models (LLM), we also deploy LLM to generate the adversarial

text for attack goals. In our experiment, we select the widely-used LLaMA [225] model.

The F1 score after attack on Wikipedia and Yelp datasets are reported in Table 6.5 and

Table 6.6, respectively.

Table 6.5: Comparison of robustness performance by different defense models on
Wikipedia dataset. Here, we report the F1 score after the attack.

Method Without Attack PETGEN LLaMA

Sequence-based
HRNN 0.658 0.605 0.628
TIES 0.666 0.591 0.581

F-BERT 0.582 0.573 0.570

Defense-involved
FT-Defense 0.682 0.620 0.631

MDA-Defense 0.671 0.641 0.665
Our Model 0.701 0.695 0.697

The results show that after the attack, our model has the lowest decrease in F1 score

and maintained the highest F1 score among all compared methods. This demonstrates the

highest robustness of our our model solution. Particularly, compared to the sequence-based

methods, our model only decreases 0.713% on average in F1 score while others worsen

with even 12.76% decrease in F1 score. Second, when comparing with defense-involved
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Table 6.6: Comparison of robustness performance by different defense models on
Wikipedia dataset. Here, we report the F1 score after the attack.

Method Without Attack PETGEN LLaMA

Sequence-based
HRNN 0.675 0.641 0.628
TIES 0.683 0.661 0.659

F-BERT 0.601 0.587 0.571

Defense-involved
FT-Defense 0.656 0.650 0.652

MDA-Defense 0.688 0.673 0.664
Our Model 0.708 0.700 0.682

methods, we find that our model still works better even if MDA-Defense is the second

best with only 2.68% decrease on average in F1 score. Interestingly, we also notice that

defense-involved solutions are better than sequence-based ones when under attack. This

is reasonable since defense-involved solutions explicitly take adversarial examples in the

training stage to attend to the attack scenario.

RQ3: Ablation Studies

To examine the effectiveness of each module in our model, we conduct the ablation study

where we test the performance of different variants of our model. Particularly, we examine:

• Our defense model: The full model with two modules.

• - w/o Local-Global Attended Module: We remove the local-global attended module

in our model.

• - w/o Adversary-aware Module: We remove the adversary-aware module in our

model

The results on Wikipedia and Yelp datasets are in Table 6.7 and Table 6.8, respectively.

As shown in the results, our model containing two modules always performs the best

among all other variants when measured by the F1 score. When removing any module, the

performance drops. This demonstrates the contribution of each module and the necessity of

having two modules work together. Particularly, when comparing different variants, we find
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Table 6.7: Ablation studies of our defense model on Wikipedia dataset, measured by F1
score.

Method Without Attack PETGEN LLaMA
Our Model 0.701 0.695 0.697
- w/o Local-Global Attended Module 0.673 0.661 0.623
- w/o Adversary-aware Module 0.690 0.652 0.619

Table 6.8: Ablation studies of our defense model on Yelp dataset, measured by F1 score.

Method Without Attack PETGEN LLaMA
Our model 0.708 0.700 0.682
- w/o Local-Global Attended Module 0.664 0.652 0.642
- w/o Adversary-aware Module 0.678 0.647 0.631

that removing the local-global attended module leads to 4.443% decrease on average while

removing the adversary-aware module causes 3.878% decrease. The potential explanation

is that the local-global attended module increases the model predictive capability while

the adversary-aware module improves the model robustness. In our scenario of the user

sequence classification, the local-global attended module weighs more since the predictive

capability is the building block of a well-performed system.

6.5 Conclusion

In this chapter, we introduce a novel deep learning framework for user sequence classifi-

cation, specifically designed to identify malicious users and bolster defenses against ad-

versarial attacks. Our model applies a transformer encoder block to bidirectionally encode

each post, creating detailed post embeddings that capture nuanced textual features. Subse-

quently, these embeddings are processed through a transformer decoder block. This block

leverages an attention mechanism to discern and model the sequential patterns inherent in

the post embeddings, culminating in the generation of sequence embeddings. Finally, the

post embedding is passed through the contrastive learning-enhanced classification layer for

the prediction task. Extensive results on two real-world datasets of Yelp and Wikipedia

demonstrates the superiority of our proposed method.
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CHAPTER 7

CONCLUDING REMARKS

In this concluding chapter, we discuss how our research can be used in a real-world setting.

We also discuss its limitations and potential future research directions.

7.1 Opportunities for Real-World Impact

Misinformation has been a major challenge in our society for a long time. We believe

multiple stakeholders may have a role in addressing it. Social media platforms like Face-

book/Meta can be in the forefront to identify and limit the spread of misinformation. Gov-

ernment agencies, which have worked to educate citizens about cyber threats, can raise

awareness about misinformation and encourage users to verify any claims and combat false

information. Ordinary users who may not be experts can develop the mindset to recognize

and counter misinformation, and our solutions can be used to empower them in this en-

deavor. Such education, awareness, and active countering efforts can enable us to fight

against the threats posed by misinformation.

To ensure the real-world impact of our research in combating misinformation, first, it

is necessary that strategies are developed to incentivize crowds to counter misinformation.

Although we observed the positive role of crowds in combating misinformation, we also

need to ensure that crowds indeed do it voluntarily. Some existing research works support

such behavior [51, 57, 52]. Besides, it may be possible to design media literacy games

where crowds are invited to play to learn about the harm of misinformation and the im-

portance of countering misinformation. This can ensure that when they later see similar

or the same misinformation, chances are high that they will proactively combat it. We can

also turn to the friends of the misinformation spreaders, who may be more motivated to

help and correct their friends. Second, we can direct our resources to social media (micro-
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)influencers within the crowd, who have a larger audience than ordinary users. Particularly,

if these social media influencers are encouraged to debunk popular misinformation with

polite and evidence-based posts, the visibility of counter-misinformation is enhanced and

the harm caused by misinformation can be mitigated. Third, we also admit that certain mis-

information beliefs are deeply rooted in the minds of certain people. It is hard to change

these beliefs whatever counter-misinformation we present to them. In this case, we can

turn to the followed social media influencers or the friends of these people and invite them

to counter the misinformation for their followers or friends. By doing so, we increase the

credibility of the counter-misinformation and this can sometimes work. While the misin-

formation spreader’s stance may not change in some cases, the observers of misinformation

are less likely to believe the misinformation if it is debunked or countered.

Our proposed text generation model MisinfoCorrect can support several different use

cases in real-world scenarios. It can be made available via a web portal or an API, where

a user can input a misinformation post and our model will generate one or more counter-

misinformation replies. As mentioned before, the social media influencers and the friends

of misinformation spreaders can use MisinfoCorrect to debunk misinformation. Admit-

tedly, one may wonder whether using the generated counter-responses can lead to online

arguments. Our model is intended to encourage users who voluntarily and proactively al-

ready counter misinformation to do so in a polite and respectful manner – recall that in

Chapter 2, we show 96% of all counter-misinformation responses are already generated by

ordinary users, but 2 out of 3 times their responses are rude and abusive. Since our model

generates polite responses, it has a lower chance of leading to online arguments. When

using MisinfoCorrect in practice, to prevent generating unreasonable replies for unknown

topics of misinformation or for non-misinformation tweets, we can add a filtering step so

that the model will only output a counter-reply if the tweet is a misinformation post on the

topic(s) it is trained on.

Another use case can be anticipated for the proposed attack model PETGEN. It can be

106



utilized by companies to do red-teaming exercises. Particularly, when companies are de-

veloping their malicious user detection models, they can use PETGEN to identify the vul-

nerabilities of their detectors and then improve their models. We should also take extreme

caution since adversaries may use our PETGEN codebase for their gains. To alleviate this

potential harm, we design the next-generation adversary-aware deep sequence embedding-

based classifier in Chapter 6 where we use both state-of-the-art PETGEN attack model and

large language models [225] for adversarial training. In this case, companies can directly

use our proposed defense mechanism to improve their classifiers to defend against adver-

sarial attacks.

Finally, we rely on AI to build user sequence classification and text generation models

in our research. However, AI models can be biased to some degree. To address this issue,

when we create the dataset to train AI models, diverse sources of such data must be used.

Also, when evaluating the model, we should not only use automatic classifiers but also have

human evaluations for fair and comprehensive comparison. These efforts can help reduce

inaccurate and biased outputs.

7.2 Limitations

There are several limitations to our work. When leveraging AI to empower crowds to com-

bat misinformation in Chapter 2, 3, and 4, we only focus on the Twitter platform when

characterizing and assisting crowds who counter misinformation. Some previous research

found that misinformation flows across multiple platforms [150]. Second, we only studied

COVID-19-related misinformation topics ranging from 5G to fake cures to vaccines, but

there could be variations across other areas (e.g., climate change). Third, we only focus

on one language-English. The multi-lingual language models should be considered, espe-

cially for low-resource languages. Fourth, we only focus on textual information and do

not investigate image, video, and audio content, e.g., visual counter-misinformation con-

tent. Generalization across platforms, topics, languages, and modalities is needed. When
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researching misinformation, we do not collect data from professional fact-checkers (e.g.,

expert-annotated data points and expert-written counter-responses). This resource is valu-

able to potentially improve the quality of our work. When evaluating the quality of gener-

ated text by PETGEN and MisinfoCorrect, we rely on automatic classifiers. However, this

machine-based evaluation has limits and could be faulty, e.g., false positives and negatives.

This may lead to inaccurate comparison results between models. More human evaluations

are needed for a comprehensive comparison. Limited real-world deployments can also

help evaluate the model in practice. This is especially important for MisinfoCorrect be-

cause we still do not know whether the generated counter-misinformation responses can

work in real-world Twitter conversations. One possible option is to conduct a field study

on Twitter by replying to misinformation tweets with our generated responses and moni-

toring the behavior change of tweet posters or followers (e.g., whether the poster deletes

misinformation posts or the posters and followers share less misinformation after viewing

the counter-response.)

In our evaluation of the deep sequence embedding-based classification models through

our proposed PETGEN attack model, PETGEN is currently only applicable for posts in the

English language, while social media posts can be in any language. Second, PETGEN can

only work with sequences, while it does not incorporate complex structures, such as graphs.

Third, the attack is restricted to generating new posts.

For the proposed defense model, our work also has some limitations. A primary con-

straint is the model’s current design, which only accommodates English language posts,

potentially overlooking the rich diversity of global social media discourse that encompasses

a multitude of languages. Additionally, the model’s architecture is tailored exclusively for

sequential data, thereby omitting the potential insights that could be gleaned from more

complex data structures like graphs. This focus on sequences also means the model’s de-

fensive capabilities are specifically tuned to counter the creation of new posts by attackers,

leaving room for future enhancements to address a broader spectrum of adversarial strate-
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gies, including but not limited to, more sophisticated manipulation techniques that might

exploit other aspects of user behavior or platform interaction. Besides, we examine our

method on relatively small datasets (Note that it is still the largest public dataset in the

existing literature on bad actor detection sequential models). These datasets should be

enriched in the future.

7.3 Conclusions

In this thesis, we presented diverse state-of-the-art AI techniques to combat misinformation

with the twin goals of empowering crowds and evaluating detectors. Specifically, in Chap-

ter 2, to understand the role of crowds who counter misinformation, we first characterize

these crowds by analyzing the crowd-generated counter-misinformation contents and char-

acteristics of these crowds. We then investigate the user responses to these crowd-generated

counter-misinformation replies in Chapter 3. Among our findings, we note that 2/3 of

crowd-generated counter-misinformation is rude or non-evidenced. To address this issue,

we propose MisinfoCorrect, a reinforcement-learning-based text generation framework that

can generate polite, evidenced, and refuting counter-response in Chapter 4. Besides relying

on crowds, we also turn to automatic classifiers to combat misinformation. Given that the

vulnerability of these classifiers is rarely studied, we examined the robustness of existing

deep sequence embedding-based detectors and devised PETGEN, an end-to-end personal-

ized text generation framework that can both successfully attack the existing detectors and

generate high-quality text in Chapter 5. This demonstrates the vulnerability of the exist-

ing detection systems. To address this vulnerability issue, we propose a transformer-based

adversary-aware local-global attended framework to improve the robustness of the detec-

tors in Chapter 6.

Through these efforts, we demonstrate that it is feasible to use AI to combat misinfor-

mation by empowering crowds and evaluating detectors.
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7.4 Future Work

There are still ongoing important research problems that have not been addressed in this

thesis.

• Multi-platform and Multimodal Countering: Current social media-related work

predominantly focuses on a few platforms like Twitter [96, 230, 231] and Sina

Weibo [77]. However, crowds countering misinformation may behave differently

across various platforms due to variations in user demographics and engagement dy-

namics. Exploring how crowds counter misinformation across multiple platforms

and whether countering on one platform influences others is essential for a com-

prehensive understanding of crowd-driven misinformation mitigation. Additionally,

the crowd-generated counter-misinformation is not limited to text alone; it can also

involve images or videos to enhance the persuasiveness of their debunking efforts.

Investigating these multimodal aspects benefits the design of effective countering

content.

• Multilingual and Topic-specific Countering: Most research works concentrate on

either a single language (e.g., English [231] or Chinese [77]) or a specific misin-

formation topic (e.g., COVID-19 [50]). However, misinformation spans many lan-

guages and topics, leading to the need for diverse countering actions. Analyzing how

crowds in under-representative languages combat various topics reveals variations in

countering strategies across languages and topics, thus contributing to a more com-

prehensive understanding of countering misinformation. On the other hand, existing

research on the profiles of crowds focuses on demographic factors such as education,

political leanings, and media literacy. However, it overlooks misinformation topic-

specific factors. For instance, an individual having a background in health education

may be effective at countering health misinformation but susceptible to believing in

climate change misinformation. Therefore, exploring these topic-specific factors can
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enhance our understanding of human factors involved in countering misinformation.

• Comprehensive User Response to Counter-misinformation by Crowds: We ad-

mit the limited number of cases where one user replies to misinformation tweets

for countering, and another user responds to the counter-misinformation replies.

However, if we crawl large-scale datasets, this will not be an issue. Additionally,

the reply-to-reply signal is either positive or negative while likes and retweets in-

dicate endorsement. In the future, we can consider combining user engagements

(e.g., likes and retweets of counter-replies) with user responses to comprehensively

determine the impact of counter-replies. Second, we could extend our analysis to

the user networks of misinformation posters, those who counter-reply, and those re-

sponding to the counter-replies to investigate the potential phenomenon of networked

“echo chamber” [153]. This would involve examining the followers and followees of

these users, as well as the prevalence of misinformation and counter-misinformation

within these networks, to identify network attributes that might influence the effect

of counter-replies – backfire or corrective effects. In addition, accurately predicting

whether a counter-reply can have a corrective, backfire, or neutral effect opens up

opportunities for field studies to investigate how specific characteristics of counter-

replies might affect a user’s belief in misinformation.

• Enhanced Counter-misinformation Text Generation To improve the text genera-

tion results for countering misinformation, we can (i) deploy and evaluate the model

in practice, (ii) collect data from professional fact-checkers as expert-generated counter-

responses and compare the model performance against the current setup in Misinfo-

Correct, and (iii) develop a multi-lingual and multi-modal model to generate visual

counter-responses.

• Field study of crowd-generated and machine-generated counter-misinformation

The field study to examine the effect of crowd-generated and machine-generated
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counter-misinformation (e.g., on mental health [232]) is needed to confirm the impact

of counter-misinformation beyond our large-scale data-driven study.

• Extended Next Post Attack Beyond Sequences: The PETGEN model can only

work with sequences, while it does not incorporate complex structures, such as

graphs. Furthermore, the attack is limited to generating new posts. Other attack

capabilities can be explored in the future (e.g., considering the user connections).

• Opportunities from Large Language Models: We can use large language mod-

els to assist users in drafting high-quality and personalized counter-misinformation

replies, or mimic bad actors to write human-like posts for the red-teaming test when

building the robust malicious user detection model.
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“Changing conspiracy beliefs through rationality and ridiculing,” Frontiers in Psy-
chology, vol. 7, Oct. 2016.

[66] A. Stojanov, “Reducing conspiracy theory beliefs,” Psihologija, vol. 48, pp. 251–
266, 3 2015.

[67] M.-p. S. Chan, C. R. Jones, K. Hall Jamieson, and D. Albarracı́n, “Debunking: A
meta-analysis of the psychological efficacy of messages countering misinforma-
tion,” Psychological science, vol. 28, no. 11, pp. 1531–1546, 2017.

[68] D. B. Margolin, A. Hannak, and I. Weber, “Political fact-checking on twitter: When
do corrections have an effect?” Political Communication, vol. 35, no. 2, pp. 196–
219, 2018.

[69] S. Grandhi, L. Plotnick, and S. R. Hiltz, “By the crowd and for the crowd: Per-
ceived utility and willingness to contribute to trustworthiness indicators on social

118



media,” Proceedings of the ACM on Human-Computer Interaction, vol. 5, pp. 1–
24, GROUP Jul. 2021.

[70] M. Mosleh, C. Martel, D. Eckles, and D. Rand, “Perverse downstream conse-
quences of debunking: Being corrected by another user for posting false political
news increases subsequent sharing of low quality, partisan, and toxic content in a
twitter field experiment,” in proceedings of the 2021 CHI Conference on Human
Factors in Computing Systems, 2021, pp. 1–13.

[71] A. Pal, Y. Alton, et al., “Rumor analysis & visualization system,” in Proceedings
of the international multi conference of engineers and computer scientists, 2019.

[72] Y. Sun, J. Oktavianus, S. Wang, and F. Lu, “The role of influence of presumed influ-
ence and anticipated guilt in evoking social correction of covid-19 misinformation,”
Health Communication, pp. 1–10, Feb. 2021.
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