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SUMMARY

The goal of this research was threefold: (1) to learn the operational trends and behav-
iors of a real- world building automation system (BAS) network for creating building device
models to detect anomalous behaviors and attacks, (2) to design a framework for evaluat-
ing BA device security from both the device and network perspectives, and (3) to leverage
new sources of building automation device documentation for developing robust network
security rules for BAS intrusion detection systems (IDSs). These goals were achieved in
three phases, rst through the detailed longitudinal study and characterization of a real
university campus building automation network (BAN) and with the application of ma-
chine learning techniques on eld level traf ¢ for anomaly detection. Next, through the
systematization of literature in the BAS security domain to analyze cross protocol device
vulnerabilities, attacks, and defenses for uncovering research gaps as the foundational basis
of our proposed BA device security evaluation framework. Then, to evaluate our proposed
framework the largest multiprotocol BAS testbed discussed in the literature was built and
several side-channel vulnerabilities and software/ rmware shortcomings were exposed. Fi-
nally, through the development of a semi-automated speci cation gathering, device docu-
mentation extracting, IDS rule generating framework that leveraged PICS les and BIM

models.
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CHAPTER 1
INTRODUCTION

Now, more than ever before, the concept of connected everything is becoming reality. In
this new digital age networked refrigerators, dishwashers, thermostats, and various other
home appliances are commonplace. The connectivity has allowed for the convenience of
"being there” without requiring one to actually "be there”. Examples of this include using

a smart watch to unlock a door for letting in a repair woman or using a phone to remotely
monitor cameras when on vacation. These technological advancements are not contained
to the home automation industry. Building automation has also seen major shifts in the last
few decades [1] from only offering a few basic isolated services for heating, ventilation,
and air conditioning (HVAC) and lighting [2] to managing the full control of a building

with the touch of a button.

The emergence of smart or intelligent buildings has been driven by the desire to op-
timize building ef ciency and sustainability, reduce building operating cost, and increase
user comfort and ease of building management. The already massive industry ($46.37 bil-
lionin 2015) is anticipated to expand by a compound annual growth rate (CAGR) of 11.3%
to 98.6 billion by 2022 [3]. The rapid development of the domain combined with the inher-
ent lack of security from connecting legacy and devices running insecure protocols to the
Internet has unearthed a host of vulnerabilities.

In 2013, researchers were able to hack the Google Australia building control system due
to Google's failure to patch their system [4]. The researchers, who had previously found
numerous vulnerabilities on the Tridium Niagara AX platform, were able to obtain the ad-
min password for the building management system (BMS). In 2018, a Google employee
successfully hacked into the Google Sunnyvale access control system when he noticed the

devices were all using the same hard-coded encryption key [5]. Not to mention the host



of indirect vulnerabilities that surface from the interconnection of these systems to infor-
mation technology (IT) networks. After thorough investigation of the Target hack, which
exposed about 110 million customers, on November/December of 2013 it was revealed that
the attackers made the initial intrusion through network credentials stolen from an HVAC
vendor [6].

The goal of this research was threefold: (1) to learn operational trends and behaviors of
a real-world building automation system (BAS) network for creating building device mod-
els to detect anomalous behaviors and attacks, (2) to design a framework for evaluating
BA device security from both the device and network perspectives, and (3) to leverage new
sources of building automation device documentation for developing robust network secu-
rity rules for BAS intrusion detection systems (IDSs). These goals were achieved in three
phases, rstthrough the detailed longitudinal study and characterization of a real university
campus building automation network (BAN) and with the application of machine learning
techniques on eld level traf c for anomaly detection. Next, through the systematization
of literature in the BAS security domain to analyze cross protocol device vulnerabilities,
attacks, and defenses for uncovering research gaps as the foundational basis of our pro-
posed BA device security evaluation framework. Then, to evaluate our proposed frame-
work the largest multiprotocol BAS testbed discussed in the literature was built and several
side-channel vulnerabilities and software/ rmware shortcomings were exposed. Finally,
through the development of a semi-automated speci cation gathering, device documenta-

tion extracting, IDS rule generating framework that leveraged PICS les and BIM models.



CHAPTER 2
LITERATURE REVIEW

2.1 Building Automation System Security

In recent years with the number of cyber attacks plaguing industrial control systems (ICSs)
on the rise, the eld of building automation system security has become a very hot topic.
This for good reason as the demand for smart buildings and resulting growth of BASs
has seen tremendous strides and with it the proliferation of vulnerabilities that make them
attractive targets for attack. The key features of the modern day integrated building au-
tomation systems tend to be their main sources of insecurity, namely external facing con-
nections, largely centralized systems, and connections to local enterprise networks. As
much as these networks resemble traditional IT networks, existing IT security mechanisms
cannot be seamlessly integrated [7]. Some reasons for this are the encapsulation of BAS
protocols in IP which can be problematic for some detection systems to unpack, strict BAS
bandwidth and processing requirements which hinder the use of some con dentiality pro-
cesses, and the high availability requirement of BASs which interfere with IT patching
philosophies [8]. Though research is being performed to address some of aforementioned
issues, security gaps still exist and thus dedicated solutions must be developed.

Building automation system security, at a high level, addresses three areas of concern:
secure protocol design, BAS security awareness, and threat detection/prevention. Many
works in protocol design security have surfaced proposing secure alternatives and improve-
ments to current protocols. In [9] the researchers proposed a secure BAN protocol based
on time slotting and periodically refreshed ephemeral secret sharing, but this proved to be
unsurprisingly slow by building automation standards. In [10], the authors proposed a cen-

tralized controller, which would serve as a proxy for all commands sent on the network,



be added to the KNX BAN. Transmitting nodes would then be required to go through the
proxy and use Dif e-Hellman to establish a new key. In addition to the large overhead,
this proposed solution offers no guarantees against attackers who could perform a man-in-
the-middle attack during the key setup phase. Concerning security awareness in building
automation the authors of [11] found that many industrial control system operators believe
controller data is of no value to an attacker, and thus security need not be implemented.
Raising security understanding and awareness is one of the rst steps in securing BASS,
and according [12] this should start at the organizational level for maximum effectiveness
and be easy to comprehend to by all (technical and non-technical people).

The bulk of BAS security research lies in detection and prevention, which work hand
in hand because without the ability to detect an attack or threat it is hard to prevent them.
To address this [13] calls for layered network defenses like identity validation, rewalls,
and encryption. This has led to solutions like BACnet speci ¢ rewalls [14] and rule based
intrusion techniques which automatically drop malicious packets [15]. One must be cog-
nizant of the application use case when considering each of these approaches for example,
the latter technique could result in disastrous consequences for life-safety critical systems,
as noted in [16]. Attack trees have also been used as tools for visualizing network and
host system vulnerabilities [17, 18, 19], as well as building graphical security models.
With the proper weighting of variables, attack trees could be leveraged to nd problems
in new systems, avoid vulnerabilities during system development, and evaluate security
controls for known points of weakness. The main drawback of these approaches is that as
the system/model complexity grows, so does the dif culty of attack tree formulation and

evaluation.

2.2 Network Traf ¢ Characterization

Network traf ¢ characterization is extremely helpful in optimization and modeling appli-

cations. It can effectively highlight the difference between network operation in theory and



in practice. In optimization, knowledge of real-life traf ¢ patterns are critical for designing
more ef cient future networks which is useful in modeling for creating accurate simula-
tions. Models are necessary when the resources to build full production systems are too
expensive or otherwise unavailable (as is typically the case in ICS/BAS). For these systems
the foundation of knowledge depends largely on the correctness of the simulation/model
and network intelligence is key. Other applications that rely on the precise knowledge of
the underlying network include the development of intrusion detection algorithms and the
detection of networked device ngerprints.

While there has been much research in characterizing pure Internet traf c, there has
been less research published related to the characterization of dedicated control network
(ICS/BAS) traf c. One of the rst and most widely cited Internet characterization papers
was on end-to-end behavior of bulk TCP transfers across nodes published in 1999 by Vern
Paxson et. al. [20]. This paper revealed abnormal behavior seen on the network including
details about packet loss, bottleneck bandwidth, and out of order deliveries which opened
the oodgates for similar work. Control networks however, face different challenges than
those in traditional IT. For example, the bandwidth consumption is typically low and it is
uncommon for the network layout to frequently change, once connected devices tend to stay
constant. In addition to this, control networks contain embedded devices and controllers
which, in terms of their network behavioral footprint, are not very well studied. However,
some limited research has taken place in the SCADA domain, in 2012 it was found that the
traf c of a water distribution facility was unlike that of a typical IT network [21]. Research
was also published in 2014 and 2017 that provided insight into power substation traf c [22,
23].

Concerning network traf ¢ characterization in building automation networks (BANS),
while the majority have Human Machine Interfaces (HMIs) for accessing and controlling
devices via graphical interfaces, most maintain minimal to no network visibility for moni-

toring device communication [24]. With the upswing in the trend of smart buildings, data



and network visibility is more crucial than ever for ensuring the optimal performance and
operation of buildings systems. Still little research has been performed to measure and
analyze the long term disposition of BASs. In [25] a week long measurement study was
performed on a university campus to collect BACnet/IP traf ¢, but provided no insight into
the inner workings of the eld level devices and (perhaps due to the short study length) of-
fered no novelties regarding the operation of the IP network. Similarly in [26], the authors
obtained three short (9 days each) BACnet/IP traf ¢ traces from a university campus
and observed that their traf c was a combination of multiple ow-services. In this work
they also built an anomaly detector to categorize traf ¢ ows, but the false alarm rate is
guestionable and there is no support for eld level devices. While presenting some inter-
esting insights, this research only scratches the surface of anomaly detection in building
automation. There is a whole sub-domain of intrusion detection solely dedicated to the

identi cation of abnormal network behavior in control systems.

2.3 Intrusion Detection in BAS

Since the 1980s when the concept of Intrusion Detection Systems (IDSs) were rst delin-
eated, the domain has greatly evolved. There are many ways to classify IDSs, but one of
the most commonly accepted methods is based on scope. An IDS can be host based or
network based. When discussing intrusion detection in the context of control networks like
ICSs and BASSs, network based approaches are the most commonly utilized and can be
separated into anomaly based, signature based, or speci cation based [27].

One of the rst IDSs speci cally designed for BASs was developed by Celeda et. al.
[28]. Like the previously discussed traf c measurement works [25, 26], this work analyzed
BACnet/IP and expanded the BACnet Flow tool to extract features from the BACnet Appli-
cation Layer. The authors key hypothesis was that cyber attacks have higher randomness
than normal traf c and that they could detect anomalous ows to compute data random-

ness. This technique can identify ooding/scanning attacks and potential botnet activity,



but falls short in detecting single ow attacks where ows have small rates and are drawn
out. In [15, 29] rule based and anomaly based IDSs are proposed, respectively. The former
approach rst builds a normal model of BACnet traf ¢ characterized by Network Proto-
col Data Unit (NPDU) and Application Protocol Data Unit (APDU) data. The researchers
generate abnormal traf ¢ and test their approach on a testbed re alarm system where they
obtain good classi cation accuracy, but false positive rates were too high for a real imple-
mentation. In the latter, network data is collected and modeled into Protocol Context Aware
Data Structure (PCADS) and Sensor-DNA (s-DNA) then analyzed with Discrete Wavelets
Transform (DWT) and rule based anomaly behavior analysis methods are performed to
classify the data and perform countermeasures. The detection rate on each of the six attack
categories de ned by the researchers exceeded 90%, but like the former approach the false
positive rates were too substantial to deploy in practice. Additionally, both approaches ex-
tend intrusion detection into intrusion prevention with "protective actions”, but given their
false positive rates this could lead to the dropping of legitimate network traf c. The work
proposed in [16] succumbs to the same issues using speci cation-based methods to identify
modi cations to and violations of the BACnet protocol structure before packet dropping.
In [30], the authors propose a context aware anomaly behavior analysis approach which
pulls information from disparate BAS assets to extract features for creating a device data
structure. These data structures are then used to form a baseline models which are queried
to decipher normal and abnormal BAS behaviors. This work however has major aws,
namely it requires manual input of BAS asset information to be robust, it does not take
into account eld level sensor data, and the small scale evaluation results do not generalize
outside of their testbed.

Other techniques employ machine learning for intrusion detection, like in [31] where
the authors train an Arti cial Neural Network (ANN) to detect BACnet timing attacks. The
approach, however is very limited and only detects ooding attacks where commands are

sent in rapid succession to cause system failure. Furthermore the use of obscure machine



learning models adds a black box into the equation, rendering the tracing of system alerts
very dif cult. The work of [32] suffers from the same black box obscurity of the last
approach, though they leverage unsupervised learning techniques such as Principal Com-
ponent Analysis (PCA) and clustering for identifying BACnet anomalies. This approach

in addition to being preprocessing heavy, leads to a loss in semantics which help in under-
standing system decisions and comes with a non trivial false positive rate.

Caselli et. al. [33], the closest work by contribution to stage 3 of the proposed re-
search, presents a speci cation-based BACnet IDS which scans for network devices then
performs online searches to nd documentation for each device. The data source used
were BACnet Performance Implementation and Conformance Documents (PICS) and sys-
tem con guration les (though these were rarely available). From these documents the
authors automatically generated rules based on the permissible services, objects, and prop-
erties of each device. Then once rule generation was complete, monitored the network for
rule violations, and alerted upon discovery of traf ¢ infractions. This research was limited
by the fact that it could only retrieve device documentation to characterize and generate
rules once the device in question transmitted data packets with its vendor name, model
number, etc. Furthermore, the system could only process PICS within a certain prede-
ned format often requiring manual intervention and even then failing to extract key device
details. Some of the latter limitations are overcome in [34], with automatic speci cation
extraction, but the previously mentioned device identi cation shortcomings still exist and
the researchers were unable to fully parse device PICS. Related to these, the researchers in
[35, 36] create network IDSs to discover, classify, and characterize BAS devices through
heuristic and threshold based methods for anomaly detection. The success of these ap-
proaches rely heavily on the accuracy of the hand picked thresholds and white box models.
Furthermore the datasets used for analysis are small (only a few days of network traf c)

and so the resulting evaluations are not generalizable.



CHAPTER 3
CAMPUS BUILDING AUTOMATION NETWORK CHARACTERIZATION

3.1 Introduction

The recent emergence of smart buildings has led to the connection of many formerly siloed
and isolated BASs to the Internet. This has largely been driven by the desire to optimize
building ef ciency and sustainability, reduce operating costs, and increase user comfort
and ease of building management. The connection to IP networks has offered a window
into measuring BASs from the network layer [37, 25, 28]. To the best of our knowledge
there is no published research which explores the BAS application layer or considers eld
level traf c (network data from sensors and actuators). Our analysis looks at BAS network
traf c from the eld layer, where raw payloads that shape the operation of the building
are transmitted. This is arguably the most critical layer, without which there would be
nothing to command and control for ensuring building function. In our efforts to better
understand BACnet traf ¢ as it exists in real world BAS deployments we captured building
traf c through one of the most tumultuous events in recent world history, a global pandemic
caused by the Coronavirus [38].

Our data captures uncovered unique aspects of building behavior that were identi able
due to the lockdowns imposed by COVID-19. From approximately March to June 2020 on-
campus operations at several universities nationwide were closed to the public. Students
were asked to leave on-campus housing and go back home, faculty and staff were instructed
to work from home if possible, and quarantine began. The once bustling campuses that
teemed with activity day and night were abruptly deserted at the hand of the Coronavirus.
With the bulk of the student populations gone, campus infrastructures sat under utilized

and primarily vacant for weeks on end.



In this chapter, we analyze the traf ¢ across 9 buildings spanning a large urban univer-
sity campus building automation network (BAN) and evaluate how the imposed shutdowns
affected network activity. We also perform a case study on a 10th campus building to inves-
tigate the use of traditional IT network outlier detection methods in the building automation
system (BAS) traf ¢ collected from a select week of post-shut down data. While the popu-
larity of network measurement on industrial control systems (ICSs) continues to grow, our
analysis covers a largely untouched space in the community. The main contributions of this

chapter are -

* We are the rstto perform a eld layer analysis of a real building automation network

(to the best of our knowledge)

We are the rst collect a large scale longitudinal dataset from the selected university's

BAS

We study raw BACnet MS/TP traf c. BACnet is the most prominently deployed BAS

protocol and our analysis gives us insight to traf ¢ trends directly from eld devices

We show various changes in the campus BAN traf ¢ due to operational shutdown

which contradict the expected seasonal shift

We build an outlier detection model from the traf ¢ of a campus building and show

it can be used to identify anomalous ows

These observations serve as a critical rst peek into formerly obscure BANs and offer
better insight towards understanding them. They also open the door for more exploration
into the application layer of BASs. The remainder of this chapter is organized as follows,
section 3.2 gives a general overview of building automation systems and the BACnet proto-
col. In section 3.3 we detail the university BAN and our dataset. Then section 3.4 presents
our campus measurement study ndings, followed by section 3.5 which focuses on our

case study analysis. Lastly, section 3.6 summarizes and concludes the work.
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3.2 Background

Figure 3.1: Example Building Automation System

A general description of a building automation system is a system used to monitor and
control electrical and mechanical building equipment using a computer based platform. As
shown in Figure 3.1, present day BASs may consist of several interconnected components.
These components could consist of, but are not limited to, re and life safety systems,
HVAC systems, lighting control systems, and access control systems. Building automation
systems scale from small and simple deployments to robust large customizable environ-
ments. While maintaining operational and functional requirements are the primary goals
of BAS operators balancing operational cost, energy management, and maintaining user
comfort must also be accounted for. These efforts should be simultaneously accomplished
with the integration of a myriad of subsystems and the steady increase of intelligence and
autonomy in the system. Field devices, controllers, and human machine interfaces (HMIs)
communicate with the building automation network at all times to facilitate the BAS per-
formance achievement.

The management level is where a remote operator receives relevant system details and

input from the HMIs [39]. The automation level processes data received from the eld
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level as parameters for its automation logic and control statements. Sensors and actuators
live at the eld level, they operate and monitor control equipment which interacts with the
physical environment. Together these levels make up the basic structure of every BAN, an

illustration is given in Figure 3.2.

Figure 3.2: Network Architecture Pyramid for Building Automation Systems

3.2.1 BACnet

The Building Automation Control Network, BACnet, protocol was developed in 1987 by
the American Society of Heating, Refrigerating, and Air Conditioning Engineer's (ASHRAE).
BACnet utilizes a model consisting of objects, properties, services, and devices to facilitate
server/clientype of communication.

BACnet objects are collections of information related to functions that can be uniquely
identi ed and accessed over a network. Every BACnet object is characterized by a set
of properties which describe and command its behavior. A BACnet device is a cluster
of objects that represent the functions of a physical BAS device. Services are the means
through which BACnet devices share data and perform discovery of the networked entities.
Figure 3.3a shows the BACnet protocol stack, consisting of an application, network, data

link, and physical layer. In Figure 3.3b a sample BACnet/IP frame is presentellAle
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BIP, andBVLL form the data link layer, th&lPDU makes up the network later, and the

APDU is the application layer.

(a) BACnet Protocol Stack

(b) BACnet/IP Frame

Figure 3.3: BACnet Protocol Diagrams

Physical Layer

As shown in Figure 3.3a, the physical layer is the means by which devices are connected
through the transmission of electrical signals for conveying data. In BACnet rules are de-
ned for addressing, error checking, network access, ow control, message formatting, and

signaling [40]. Each of these is dependent upon the physical media used for transmission.

Data-Link Layer

The BACnet data link layer is responsible for organizing data into frames/packets, regulat-

ing access to the physical medium, providing addressing, and to an extent, handling some
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level of error recovery and ow control. Figure 3.3a, shows multiple data-link types sup-
ported by the BACnet protocol, with MS/TP and UDP/IP being the most commonly used
[41].

Network Layer

The BACnet network layer is the mechanism through which messages are relayed from
one network to another indifferent of the data-link technology used [42]. To do this it must

provide functions like translating global addresses to the local address space, accounting
for differences in network types and maximum message sizes, sequencing, ow and error

control, as well as multiplexing.

Application Layer

The BACnet application layer is the level at which interfacing with user application pro-
grams occur. Figure 3.4 shows the structure of a BACnet MS/TP and an BACnet/IP frame.
The inclusion of network protocol data units (NPDUs) and application protocol data units
(APDUs) is dictated by the content of a control octet, which is the rst octet of the NPDU

(shown in Figure 3.3b).

Figure 3.4: Detailed Structure of a BACnhet MS/TP Frame (top) and BACnet/IP Frame
(bottom)

For every BACnet packet the rst byte of the APDU is split into two nibbles. The

rst identi es the APDU type, this could be one of eight options - Con rmed Request,
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Uncon rmed Request, Simple ACK, Complex ACK, Segment ACK, Error, Reject, and
Abort. To guarantee packet delivery the Con rmed Service is used with unique Invoke
IDs to con rm each request. Con rmed Services require acknowledgement and thus signal
the receiver to send either a Simple, Complex, or Segment ACK in response. Segment
ACKs are used to acknowledge the receipt of one or more APDUs containing a segmented
message. Invoke IDs are not used with Uncon rmed Services, as there is no expected
response from the receiver. Errors are used to explain why previous Con rmed Services
failed. Rejects indicate one of two things, syntactical aws and other protocol issues that
prevent interpretation or that the requested service is not available. Lastly, Aborts are used
to terminate the connection between two peers. The second nibble typically contains ag

values relating to segmentation, negative acknowledgements, or the origin of an APDU.

3.3 University Network and Dataset Details

The main campus of the university building automation network we studied is home to
over 50 buildings with a myriad of purposes including academic buildings, sport venues,
research buildings, residence and dining halls, as well as religious buildings, and miscel-
laneous multipurpose structures. Table 3.1 gives a breakdown of the different types of
buildings studied for this characterization. For the purpose of this research an academic
building is de ned as a building used primarily for teaching and instruction with less than
50% square footage dedicated to other activities.

Our studied datasets come from a 2 year non-consecutive campus data collection effort
dating from about 2019 to early 2021. The subsets explored for this work contain raw BAC-
net MS/TP network traf c captures divided into three time frames. The rst time frame is
Pre-COVID, from January 1, 2020 to March 12, 2020. The next time range encompasses
the campus Shutdown and runs from March 13, 2020 to June 17, 2020. The university be-
gan ramping up and reopening limited on campus operation from June 18, 2020 and so our

nal time range (Ramp-Up) starts then and runs until the right before the commencement
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Table 3.1: Campus Building BACnet MS/TP Details

Building \ Primary Purpose MS/TP Buses BACnhet Devices Unique Device Types

One Academic 1 13 4
Two Research 4 22 12
Three Research 1 3 1
Four Academic 5 214 9
Five Research 3 34 11
Six Academic 2 135 9
Seven Research 3 91 12
Eight Academic 1 1 1
Nine Academic 2 25 7
Ten Research 11 220 15

of the Fall semester on August 7, 2020. Network traf ¢ from every building (One - Ten)
studied is present to some extent in each of the three time ranges, but gaps may exist. This
is due to the isolated nature of BASs, many capture locations are electrical and mechani-
cal rooms with poor Internet connectivity that posed a challenge to 24/7 data capture and

transmission.

3.3.1 Building Details

The buildings studied come from a subset of the total university campus buildings. Through
a partnership with the university facilities team and Johnson Controls Inc. (JCI), we were
able to gain access to all buildings within central campus, 14 in total. Of the 14 buildings
on central campus only 12 contain BACnet infrastructure (the others use a proprietary JCI
communication protocol) and of those 12, 10 were selected for their interesting disposition.
Buildings One through Ten not only vary in size and use, but also in diversity of equipment.
The university BACnet networks studied are primarily used for facilitating communication
to and from HVAC equipment, but lighting devices also have a small presence on the net-
work.

As denoted in Table 3.1 the primary purpose of the central campus buildings is either

Academic or Research with most buildings serving additional functions. For this work
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Academic buildings are de ned as buildings that are used more for teaching than any other
activity. These buildings will largely contain classrooms and other instructional spaces. Re-
search buildings are de ned as buildings with more labs, of ces, and collaborative spaces
than classrooms. Other building types exist on the larger university campus, but the afore-
mentioned are the only types on central campus. A high level overview of each building is

given below -

* Building One - This is one of the older buildings on the campus, opened in 1952.
It houses a variety of facilities including a workshop for laser cutting/3D printing
and prototyping in wood, plastics, and metal. There is a gallery for exhibiting design
work, an open recon gurable review space for showing and critiquing work, multiple

open plan studios for collaborating, and also several traditional classrooms.

* Building Two - Built in 1964, this building is home to much of the microsystems,
optics, and photonics research that takes place on campus. It houses a number of
chemical labs so a lot of the HVAC resources are dedicated to exhaust fans, gas

monitors, and fan ltration.

» Building Three - Originally dating back to the 1950s, but recently renovated this
building has over 10,000 sqgft of teaching area, collaborative space, and faculty of-
ces. Comparatively it is one of the smaller buildings at the university, but utilizes a
newer high-ef ciency small footprint HVAC system. As referenced in Table 3.1, the
building leverages a single energy recovery unit (ERU) for exchanging the energy

contained in exhaust air to precondition the incoming outdoor ventilated air.

* Building Four - This academic building houses multiple administrative of ces for a
university department as well as 9 classrooms, and 3 computer labs. Additionally
it contains a 2,000 sgft data center which provides resources for both research and
instructional servers. Due to the variety of zones and multipurpose spaces in this

building there are a multitude of HVAC terminal units for individually controlling
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small zones and other equipment for connecting the larger centrally controlled de-

vices.

Building Five - This building is versatile in use and made up of approximately 26,000
sqft of instructional space, 156,000 sqft of research space, and a multitude of of-
ce spaces for students and professors. Built in 1967, the structure most frequently
houses physics and calculus classes, as well as labs. Standard HVAC equipment is
used in this building such as air handler units (AHUS), fan coils, variable frequency

drives (VFDs) for monitoring and controlling AHU motors.

Building Six - Originally constructed in 1969 and located in the center of central
campus, this building is about 90,000 sqft and was most recently updated between
2012 and 2013. This facility houses an academic department's main of ce, adminis-
trative and faculty of ces, classrooms, and instructional and research labs. Housing
the 3rd largest number of BACnet devices in our dataset, this building allows for
some of the nest granularity temperature control and monitoring of all the buildings

we studied.

Building Seven - A lot of interdisciplinary research in microelectronics, microsys-
tems, integrated optoelectronics, and microsensors/actuators takes place in this build-
ing. Itis most commonly used by researchers who have of ces, labs, and even clean
room spaces on site. Given the vast nature of research interests and capabilities ex-
plored in the facility the networked HVAC system is just as advanced. It is made up

of several lab exhausts, equipment for monitoring the intricate ductwork, and AHUs.

Building Eight - Standing at 30,000 sqft and built in the late 1990s this building is
one of the smallest studied. The facility is a living lab of sorts and largely used for
teaching sustainable technology applications. It consists of a multimedia theater, re-
search labs, computer centers and several faculty of ces. From the BACnet side there

is only 1 monitored roof top unit (RTU) for the building. RTUs are self-contained
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units that provide both heat and air conditioning all in one box. These devices use

less energy, take up less space, and tend to be easier to install.

Building Nine - This structure is home to a departmental main of ce and contains a
number of administrative of ces, classrooms, and research labs. Originally built in
1962, the building is uniquely used for a lot of radio communications and thus has
multiple antennas on the roof. The HVAC system of this building contains equipment
for managing the hot water pumps (HWPs), chill water pumps (CWPs), and heat

exchange (HX) between the two.

Building Ten - The last building is unique from all the others we studied. It is the
only building on central campus that has an entirely BACnet BAS system. This
is due largely to its age, built in 2009 it is by far the newest building studied and
one of the newer buildings on the university campus. Another interesting aspect of
this building is that it houses one of the largest cleanroom labs for the fabrication,
characterization, and assembly of biomedical semiconductors devices in the United
States. Naturally, this has led to a very large and complex HVAC system consisting of
exhaust fans, chillers, room pressure monitors, and makeup air units (MAUs). MAUs
are incredibly prevalent on the building network because they pull in fresh air from

outside to replace existing air that cannot be recirculated.

The operation of the HVAC systems in each building can be described as a controller

driving an actuator based on a pre-programmed schedule or feedback from a sensor. The

pre-programmed schedules are similar to what is commonly used in the residential sector

for setting the heating and cooling of a home. The feedback from sensors are motivated

by human or environmental changes, such as the triggering of motion sensors when peo-

ple enter a room or outdoor temperature increasing past 90 degrees and making the indoor

temperature rise above a cooling setpoint. With commercial buildings there are far more

HVAC components than in the average residence, but the goal of optimizing user comfort
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and energy ef ciency remain. In Figure 3.5 an example controls sub-network is shown.
This is representative of the campus controls sub-networks studied in this work contain-
ing several HVAC devices, including vents, fume hoods, air handlers, and thermostats all
connected to one main controller.

We observed 10 unique types of system controllers on the network. These eld level
controllers included general purpose application controllers, vendor device controllers, hu-
midity/temperature/critical environment controllers, and even controllers to map the wired
bus communications to the wireless ZigBee protocol. Each of these controllers was con-
nected to at least 1 of 26 sensor/actuator devices. These sensor/actuators ranged from duct
sensors, to gas/temperature/humidity monitors, to ERUS, to hot/chilled water pumps, and

all kinds of air handling/recirculating/supply/return units.

Figure 3.5: Types of HVAC devices in campus buildings

3.3.2 DataCollection

For data collection we designed custom capture tools (called Data Capture Tools or DCTSs)
built on top of the Raspberry Pi 4 (RPi4) Raspbian operating system. Each RPi4 capture
tool had a quad core ARM processor, 4GB RAM, 64GB SD card, as well as Bluetooth and
WiFi capabilities. A dual interfaced software module was developed and used to capture
and process BACnet traf c. The software module ran locally on the capture tool and se-
curely communicated via WiFi to a cloud server for further data processing. The capture

tool node sat on eld bus as indicated by the red nodes in Figure 3.6.
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Figure 3.6: Logical network structure of each building's BAN

Each of the campus buildings studied has a BAN which logically resembles that of
Figure 3.6. They each have 1monetwork control engines with 1 to (typically 2) eld
buses running from them. Each eld bus can have up2@ eld devices (controls equip-
ment) connected at a time per protocol speci cation. For our buildings of study, HVAC
devices are the primary used networked controls devices on each bus. Figure 3.5 provides
a high level view of the type of controls devices we observed. Some examples of devices
include thermostats, vents, fume hoods, hot and chill water systems, air handler units, and
many others. Additionally, Figure 3.7 shows a data cabinet which served as a testbed and
model for what most of the data collection sites in each building looked like. The black
box in the bottom center is the custom DCT, built from a RPi4 as previously described (and

highlighted in red in Figure 3.6).

3.3.3 DataStorageandProcessing

After the data collection step occurred, as described in subsection 3.3.2, data from each
building was transmitted over a secure WiFi connection to an S3 cloud server storage hosted

on Amazon AWS [43]. The upload of a raw PCAP le would trigger an AWS Lambda
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Figure 3.7: JCI Testbed and Data Collection Site Model

function which would then push the le details onto an AWS Queue. A local server, hosted
in the Communications Assurance and Performance (CAP) Lab, would constantly consume
messages from the AWS Queue. On the local server, several multiprocessing programs ran
in parallel to repeatedly check the AWS Queue, pull individual les listed in the queue
message from AWS S3, extract relevant PCAP details, and store them in an In uxDB
database.

The information extracted from each PCAP covered about 95% of every packet. The
only information not pulled was packet data payloads. This is because the payloads varied

greatly from packet to packet and would have required deep packet inspection which is
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very expensive for little reward. The packet details that were gleaned are as follows -

1. Source Address - Packet sender

2. Destination Address - Packet receiver

3. Network Engine/Controller Data - Primarily controller of the sender
4. Packet Length - Size of the packet

5. APDU Type - BACnet speci c application layer packet data category

6. APDU Service - BACnet speci ¢ application layer packet operation being performed

or requested

7. Packet Details - Extra data given if the packet APDU was in error, rejected, aborted,

or malformed/unknown

3.3.4 DataAnalysisandRealTime WebBAN Dashboard

For data analysis once the network traf c was captured, and key network statistics ex-
tracted, they were displayed in a real time dashboard as visualizations. The dashboards
are divided by building so that one can easily pinpoint and identify network issues on a
more granular level. Among the metrics that have built out dedicated dashboard panels are
packet lengths, shown in Figure 3.8e and Figure 3.8f. This is useful for tracking which
network devices are transmitting uncharacteristic amounts of data. Packet lengths can also
be an effective way for tracking the data bandwidth of devices over time. There are panels
for source and destination addresses of packets (shown in Figure 3.8a and Figure 3.8b),
these are critical for understanding the ow of traf ¢ and identifying illicit device com-
munication. Another metric that was extracted and given its own dashboard panel is the
BACnet APDU type, shown in Figure 3.8c. This tells what category of data is being sent,

for instance an Uncon rmed or Con rmed Request, an Acknowledgement packet, or even
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(a) Source and Destination Detail

(b) Source Address Traf ¢ over Time

(c) APDU Type over Time

(d) APDU Service over Time

(e) Full Building Packet Length

(f) Packet Length over Time

Figure 3.8: Real Time Web Dashboard Panels
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an Error or Reject packet and can be monitored over time for unusual change. Lastly, the
BACnet APDU service choice was given its own panel and was analyzed to offer greater
insight to the speci ¢ service or action being performed given a particular APDU type,
shown in Figure 3.8d. Some examples of service choices associated with Con rmed Re-
guest APDU types are Reads, Writes, and Changes of Value.

The end to end pipeline from data collection to data analysis is shown in Figure 3.9 and

a full screen capture from the Real Time Web BAN Dashboard is given in Appendix A.

Figure 3.9: Campus Characterization Pipeline from Data Collection to Data Analysis

3.4 Network Measurement Through COVID Lens

In the three time ranges of interest, Pre-COVID, Shutdown, and Ramp-Up, we explore ve

aspects of the BAN traf c in the following subsections.

3.4.1 Trafc VolumeTrends

The individual normalized traf c ow for each of the 9 campus buildings of interest is
shown in Figure 3.10. The grey shaded region in each plot serves to highlight the campus
shutdown time window from 3/14 to 6/17. An area lled version of this graph is shown in
Figure B.1.

During the approximately 8 months of data collection 62.7 million packets were cap-
tured from Building 1. Being one of the smaller buildings within the dataset the number

of packets transmitted was almost 10 times smaller than the largest observed. As seen in
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