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SUMMARY

In 2016, the USAF determined that current development and acquisition methods may be
inadequate to achieve air superiority in 2030. The airspace is expected to be highly con-
tested by 2030 due to the Anti-Access/Area Denial (A2/AD) strategies being employed
by adversaries. Capability gaps must be addressed in order to maintain air superiority.
The USAF identified new development and acquisition paradigms as the number one non-
material capability development area. The idea of a new development and acquisition
paradigm is not new. Such a paradigm shift occurred during the transition from threat-
based acquisition during the cold war to capability-based acquisition during the war on
terror.

Investigation into current US development and acquisition methods found several no-
tional methodologies. Effectiveness-Based Design (EBD) and Technology Identification,
Evaluation, and Selection for Systems-of-Systems (TIES for SoS) have been proposed as
notional solutions. Both methodologies seek to evaluate the means — the technologies used
to perform a mission — and the ways — the tactics used to complete a mission — of the
technology-tactic design space. Proper evaluation of the ways would provide critical in-
formation to the decision-maker during technology selection. These findings suggest that
a new paradigm focused on effectiveness-based acquisition is needed to improve current
development and acquisition methods. To evaluate the ways design space, current meth-
ods must move away from a fixed or constrained mission model to one that is minimally
defined and capable of exploring tactics for each unique technology.

The Technology-tuned Decision Behavior Algorithms for Tactics Exploration (Tech-
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DEBATE) methodology enables the exploration of the ways, or more formally, the mission
action design space. However, the size of the mission action design space is immense and
can sharply increase in complexity. To resolve this, the novel decision behavior approach
is introduces which discretizes the mission action space into the decision-state space and
the state-action space without limiting tactics exploration. Discrete decision behaviors and
state behaviors provide a traceable way to record tactics that intelligent agents choose. The
agents utilize decision and state behavior algorithms developed using deep reinforcement
learning to explore the mission action design space for each technology and learn thier
respective optimal tactics. These technology-tuned algorithms reduce reliance on Subject
Matter Experts (SMEs) who inherently introduce bias in the development of tactics.

The decision-state space within the mission action space can still have an immense
dimensionality. The novel behavior suitability matrix is introduced to reduce the dimen-
sionality of the decision-state space. Proper management of the dimensionality will be
required for investigating technologies in multi-agent systems. Extension of the decision
behavior algorithms to cooperative multi-agent systems is addressed to ensure coopera-
tive tactics can be captured during technology evaluation. The introduction of cooperative
agent behavior increases the complexity of the mission action design space. The choice
decentralized agents during the formulation of the problem can enable the identification of
agent-independent decision and state behaviors that do not depend on cooperative decisions
which reduces the number of algorithms required as the number of agents increases.

The methodology also addresses the synthesis of technology and tactical alternatives.
The decision behavior approach defines the steps to develop an agent-based framework
to enable the exploration of the means and ways. The use of a stochastic policy with rein-
forcement learning enables variation of tactical alternatives for each technology alternative.
The novel quantification of the means and ways frontier provides critical information to the
decision-maker during technology investment decisions.

This thesis is divided into five research areas to address the gap in tactics quantifica-

XViil



tion for technology evaluation methodologies. Identifying an appropriate agent modeling
framework is first investigated. The development of an agent’s behavior framework can
then be addressed. Once the agent’s modeling and behavior framework is formulated,
methods to conduct mission action design space exploration will be discussed. The ex-
tensibility of the method to cooperative multi-agent systems will then be addressed. The
final research area focuses on conditioning the results to enable the comparison of disparate
technology-tactic combinations.

In conclusion, the Tech-DEBATE methodology provides a novel method that enables
the variation of both technology and tactical alternatives to infrom technology investment
during conceptual design. This methodology enables the use of an interactive trade-off en-
vironment that allows the decision-maker to explore optimal tactical alternatives for each
technology alternative of interest. The novel formulation of technology-tactic algorithms
provides insight into effective tactical alternatives to defeat the anti-access area denial strat-
egy as well as the technology investments required to maintain air superiority. The signifi-
cantly increase in effectiveness-based information available to the decision-maker helps to
reduce the risks and costs associated with the development and acquisition of new tech-

nologies.
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CHAPTER 1
INTRODUCTION & MOTIVATION

1.1 Achieving Air Superiority

“For good or ill, air mastery is today the supreme expression of military power,

and fleets and armies, however vital and important, must accept subordinate

rank.” —Winston Churchill [1]

Since the advent of military aircraft, the strategy of war has dramatically changed.
Initially fielded by Italy in 1911, aircraft immediately provided significant advantages to
the fielding army — first through reconnaissance and later as an offensive weapon. It was
not until WWTI that aircraft became a useful, but inaccurate, offensive weapon in battle
[2]. As the technology of aircraft and munitions improved, the importance of achieving
air superiority became paramount in achieving military objectives. At the operational level
of warfare, air superiority enables supply, communication, and movement. Without it, a
government is unable to accomplish its main purpose - protecting its citizens and property

[3].

“From an offensive standpoint, winning strategic air superiority is the number
one priority of the commander; once that is accomplished, everything else is

just a matter of time.” [3]

Put simply, air superiority “provides freedom from attack, freedom to attack, freedom
of action, freedom of access, and freedom of awareness” [4]; however, defining air supe-
riority is not as simple. The United States Air Force (USAF) clarifies the definition of air
superiority as a temporary condition over a specified area to enable joint operations. This

condition of air superiority varies significantly depending on the environment, mission, or



phase of conflict [4]. Therefore in order to encompass all environments, missions, and
phases of conflict, an air force must have a wide range of capabilities including offensive,
defensive, and supportive roles. Over the 1990s and 2000s, the US has capitalized on their
technological advantages in the air due to innovations in areas such as precision guided
munitions [5]. Although the US has had the upper hand in air superiority for many years, it
is worth noting that air superiority does not ensure success in a conflict, but merely reduces
the risk of joint operation failures and cost of success [1, 4].

The US has decisively won conflicts, specifically the Persian Gulf War, in part due to
it’s ability to gain air superiority [1, 2, 3, 6]. The new strategies and lessons learned from
the Gulf War and many other modern conflicts have had a significant role in future war
planning and technology investments. Then Secretary of Defense Richard Cheney said
“[The Gulf] war demonstrated dramatically the new possibilities of what has been called
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the *military-technological revolution in warfare’ ” [6]. The insights gained from past con-
flicts have not only helped shape modern strategy and technology, but also shaped military
acquisition. Threat-based acquisition during the cold war produced many technologically
superior systems that worked well against a specific threat, but lacked the capability to be
effective against others [7]. This was evident during the Gulf war when the CBU-89 scat-
terable mine - designed for a war against mobile Soviet tank armies - proved much less
lethal against entrenched iraqi tanks [6].

In the early 2000s, the war on terror spurred a paradigm shift from threat-based to
capabilities-based acquisition. This is seen in the “Transformation Planning Guidance” re-
leased by the Department of Defense (DoD) and later the “Transformation Flight Plan” re-
leased by the USAF [8, 9]. Capability-based acquisition focused on procuring capabilities
instead of systems. These guides outlined the steps each respective department needed to
take in order to proactively prepare for future threats. This paradigm shift brought on new

methodologies, such as the Capability-Based Technology Evaluation Methodology, that

addressed capability-based acquisition for the USAF with the goal of maintaining techno-



logical superiority against future threats [7]. Although this transformation was a step in the
right direction, capability gaps still need attention in order to maintain technological supe-
riority moving forward. In 2016, the USAF released their new flight plan aimed to identify
and address future threats expected to be encountered in the highly contested air space of
2030 [4]. The flight plan found that current US development programs would be outpaced
by adversaries, which would result in “late-to-need” superior warfighting capabilities and
ultimately diminish air superiority by 2030. “After 25 years of being the only great power
out there, we’re returning to a world of great power competition” said then Lt. Gen. Mike
Holmes, the USAF deputy chief of staff for strategic plans and requirements [10].

Current technology acquisition methodologies must quantify the expected highly con-
tested air space to ensure current technology investments maintain air superiority and de-
liver superior warfighting capabilities before their needed. This thesis seeks to augment
current technology acquisition methodologies by quantifying the effectiveness of a tech-
nology earlier in the design cycle to reduce the risks and costs associated with the devel-
opment and acquisition of new technologies. Such a methodology will provide Research
and Development (R&D) personnel with enhanced decision making data to inform early
technology investment. The objective of this thesis is summarized by the Initial Research

Objective below.

Initial Research Objective: Augment current technology acquisition methodologies by
quantifying the effectiveness of a technology earlier in the design cycle to inform tech-

nology investment.




1.1.1 Future Threats

As advanced technologies proliferate, defeating an adversary’s anti-access/area denial (A2/AD)
capability will be critical in achieving air superiority. Anti-access capabilities directly
threaten the theater of war — the area where military events and operations are occurring —
denying the opponent access to the air, land, or sea. Area denial capabilities protect im-
portant military assets by denying the opponent access to the protected area. In the context
of the 2030 air space, Brig. Gen. Alex Grynkewich wrote “[The attacking force] cannot
attack an adversary’s area denial threats because anti-access capabilities prevent them from
projecting power into a theater. [The attacking force] cannot attack the anti-access threats
because they are heavily protected by area denial capabilities” [11]. The USAF identified
A2/AD as an increasingly common strategy that adversaries will use to create the highly
contested environment expected in 2030. The Joint Concept for Access and Maneuver in
the Global Commons (JAM-GC) doctrine specifically states that the US aims to defeat the
adversary’s A2/AD strategy used by threatening their command, control, communication,
and intelligence (C3I) assets [12]. The results of the USAF’s yearlong study into air su-
periority concluded that a multi-domain family of stand-in and stand-off solutions could
succeed against the A2/AD strategy [4]. Stand-in solutions are those that operate in an
adversaries A2/AD domain while stand-off solutions are those that are based outside an
adversaries A2/AD area with the capability to penetrate that area. Penetrating bombers and
standoff strike platforms, illustrated in Figure 1.1, are examples of stand-in and stand-off
solutions respectively. The USAF plan identified critical areas to improve stand-in and

stand-off capabilities as well as their own A2/AD capabilities by 2030, such as:
e [ong-range strike against counterair targets
e Persistent Intelligence, Surveillance, and Reconnaissance (ISR) capabilities

e Penetrating Counterair (PCA) capabilities that maximize trade-offs between range,

payload, survivability, lethality, affordability, and supportability [4]
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Figure 1.1: Combating the Anti-Access Area Denial Strategy [13].

The Long-Range Strike (LRS), persistent Intelligence, Surveillance, and Reconnais-
sance (ISR), and Penetrating Counterair (PCA) capability will be critical parts in gaining
air superiority in 2030 and beyond. All three examples must have survivability to penetrate
contested environments and provide sensor data to enable the employment of stand-in or
stand-off weapons. The collection and persistence of ISR capabilities will focus on multi-
domain alternatives while also utilizing PCA platforms for data.

Penetrating bombers, such as the B-21, are specifically a key piece of future stand-in
capabilities by providing a platform that is survivable and can conduct repeatable offensive
operations. Their ability to penetrate A2/AD domains not only contributes to defeating
the A2/AD strategy, but also acts as a significant deterrent threat. The penetrating LRS
capability is a more potent crisis management tool compared to the legacy bombers and

short-range strike platform [14]. The B-2 bomber is a prime example of this potency.



Comparing the 1986 and 2017 Libyan conflicts, the B-2 bomber provided more potency
with a much smaller force, significantly reducing the cost of the operation. In 1986, 77
aircraft with two supporting aircraft carrier groups were required for the raid, known as
Operation Eldorado Canyon. Alternatively, the 2017 raid deployed only 2 bombers and
15 tankers to complete the mission [15]. The combination of stealth, range, precision, and
payload of the B-2 enabled this leap in air superiority. Stealth capabilities of penetrating
bombers provide the US with a formidable deterrent from surprise attack while mitigating
— but not eliminating — the threat of a US surprise attack [14]. Although the penetrating
LRS capability will be critical in achieving air superiority, it is important to note that no
single system or capability is expected to provide a “silver bullet” solution [4].

Even though the next generation LRS platform is already in development, US devel-
opment programs will still need to focus on the maturation and development technologies
to enhance the LRS platform for contested environments. The USAF believes hypersonic
weapons could enhance stand-in capabilities as an air-launched weapon or provide new
stand-off capabilities with the development of boost-glide weapons. Although the emer-
gence of hypersonic technology in combat is not yet known, the US will need to be prepared
to defend against such a threat as well. Current US investment is focused on developing
hypersonic boost-glide capabilities while also investing in air-breathing hypersonic tech-
nologies [16]. Air-breathing hypersonic technology would be especially effective when
combined with the B-21 LRS platform. In particular, hypersonic cruise missiles could
magnify the lethality of the B-21, further aiding in crisis management [14]. Though air-
breathing technology may not emerge before 2030, the USAF recognizes the potential
strategic advantage it can provide beyond 2030.

The maturation and development of PCA and ISR platforms is also needed to succeed
in the expected highly contested environment. Many ISR platforms, such as those in Table
1.1, experienced unprecedented success in Iraq and Afghanistan in the 2000s. Such success

is not likely to carry over into the highly contested airspace anticipated in 2030.



Table 1.1: Examples of US drone platforms adapted from [17].

Weight Class | Drone

Light RQ-20 Puma

Light RQ-11 Raven
Light ScanEagle

Light Switchblade
Medium RQ-7 Shadow
Heavy MQ-1C Grey Eagle
Heavy MQ-1 Predator
Heavy MQ-9 Reaper
Heavy RQ-4 Global Hawk
Heavy RQ-170 Sentinel

Larger platforms, such as the MQ-1 Predator, MQ-9 Reaper, RQ-4 Global Hawk, RQ-
170 Sentinel, and the legacy U-2, may not be able to survive in contested environments [18].
The key to enable ISR in contested airspace is to develop survivable platforms that can carry
over all the successes experienced from the previous platforms. New Unmanned Aerial
Vehicles (UAVs) will be required to loiter, survive, and attack in an A2/AD environment.
Some believe that the US may be losing its lead on some technologies [19], whether true
or not, only contributes to the need to accelerate acquisition of such technologies.

In order to achieve air superiority by 2030 and beyond, the US must adopt or create new
methodologies that reduce design and development investment risks earlier in the acquisi-
tion lifecycle to design and field stand-in and stand-off weapons. This focus could provide
the US with the necessary tools to defeat A2/AD strategies as well as fortify their own.
Enabling platforms and technologies identified that could achieve air superiority while con-
tributing to crisis management include penetrating LRS platforms, PCA capabilities, and
survivable ISR. While all these technologies are of interest to achieve air superiority, the

focus of this thesis will investigate ISR in a contested reconnaissance environment.



1.1.2  The Acquisition Paradigm

Developing technologies to defeat the A2/AD strategy could enable air superiority; how-
ever, the development cycle time to field new capabilities and technologies is just as im-
portant. The non-material aspect of capability development is an area of opportunity in the
acquisition lifecycle to reduce risks, investment costs, and time to operational capability.
Reduced cycle times could prevent delivering “late-to-need” capabilities to the warfighter.
The USAF identified five capability development areas to ensure air superiority in 2030.
These areas were defined as Basing and Logistics; Find, Fix, Track and Assess; Target
and Engage; Command and Control; and Non-Material (DOTMLPFE-P). Specifically, the

non-material capability development area identified six efforts to focus on, listed below.

1. New development and acquisition paradigms

2. Cyber-based capabilities

3. Increased contributions from space-based assets

4. Invest in foundational infrastructure

5. Continue to pursue “game-changing” technologies

6. Low Cost Systems [4]

The idea of a new acquisition paradigm is not new. Some examples include the push
for threat-based acquisition during the cold war, the shift to capability-based acquisition
during the war on terror, and now a new push to achieve air superiority in highly con-
tested environments. The USAF states that a new acquisition paradigm must “enable the
maturation, demonstration, and integration of advanced technologies into weapon systems
on timelines that match the tempo of key underlying technology development cycles” [4].
Development and acquisition programs must also be capable of integrating incremental

technology improvements on a regular basis after the initial capability is deployed. The
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second and third efforts are critical capability development areas as well. The third effort
is especially important in the development and acquisition process. Space-based assets can
provide significant advantages to multi-domain forces that need to be captured in the devel-
opment process. The fourth effort states that improved modeling, simulation, and analysis
infrastructure is needed to enable “the rapid assessment of advanced technologies and con-
cepts” [4]. The USAF specifically states that a unified operational environment across the
government, industry, and academia as well as all classification levels would be critical
for new development. The fourth and fifth efforts are straight forward, but important in
enabling air superiority. Air superiority will not only require new technologies, but it will
also require the continual pursuit of reducing development costs to field new capabilities.
The non-material capability development area highlights the need for a new paradigm
shift in acquisition, similar to the paradigm shift from threat-based to capabilities-based
acquisition [8, 9]. However, future acquisition paradigms must bring “agility to multi-
domain acquisition” [10] as well as enable the necessary trade-offs to achieve air superiority
in the future battlespace. Additional efforts that compliment the acquisition process listed

in the other capability development areas include:

e “Mitigate Attack. Capability development for mitigating attacks will include devel-
opment of active and passive defensive capabilities against ballistic missiles, cruise

missiles, and hypersonic weapons...,”

e “Penetrating Counterair (PCA). Capability development efforts for PCA will focus
on maximizing trade-offs between range, payload, survivability, lethality, affordabil-

ity, and supportability,” and

e “Weapons. Capability development in this area should focus on leveraging oppor-
tunities to create tradespace between platforms, sensors, and weapons... Both long-
range and high capacity weapons will enhance the overall effectiveness of the AS

2030 family of capabilities™ [4].



The efforts listed above demand the need for a new development and acquisition paradigm
that can rapidly investigate concepts, trade-offs, and multi-domain solutions of both stand-
in and stand-off capabilities. In the context of the USAF, a multi-domain perspective con-
siders solutions across all domains including surface, air, space, cyber, and the electronic
environment [20]. At the conceptual design level, a multi-domain approach could produce a
non-aerial solution or provide an aerial solution that incorporates sensor information and/or
capabilities from the other domains into the design environment. Modeling multi-domain
capabilities in an advanced Modeling and Simulation (M&S) environment could provide
the decision maker with more information to better understand which technologies and
capabilities should be invested in. In turn, the overall development and acquisition of ad-
vanced technologies could be expedited by new conceptual design methodologies. This

observation is stated below.

Observation: Current development and acquisition methods need to be examined and im-
proved upon with the goal to shorten the development and acquisition lifecycle of multi-

domain advanced military technologies.

1.2 Document Overview

Chapter 2 conducts an extensive literature review to identify development and acquisition
methods. Specifically, this chapter investigates technology evaluation methodologies and
their interplay with operation analysis. The effective combination of technology and tactic
evaluation may provide improvements to current development and acquisition methods.
Chapter 3 addresses the gaps in current technology evaluation methods by presenting

the research questions that concern this thesis. The discussion builds on research from
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Chapter 2 by conducting targeted literature reviews to formulate a set of hypotheses to
answer their respective research question.

Chapter 4 will outline the proposed methodology for conducting tactics exploration to
aid in addressing the overarching research objective. Each step of the proposed methodol-
ogy is presented and discussed. An overarching research hypothesis is presented based on
the proposed methodology.

Chapter 5 will outline the experiments required to justify the methods chosen for the
methodology. Research conclusions are presented after each experiment.

Chapter 6 will present the results of the technology evaluation study. The means and
ways frontier is discussed along with an in-depth analysis of results.

Chapter 7 concludes the research proposed in the thesis. This chapter will summarize
the proposed methodology and required experimental efforts to draw research conclusions

for the defense of the proposed hypotheses.
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CHAPTER 2
BACKGROUND

The initial observations in chapter 1 identified new adversarial strategies and increasingly
competitive technology development that could threaten air superiority. Those observations
identified a practical gap in current development and acquisition methodologies that could
produce “late-to-need” capabilities. New solutions to close that gap must use an agile ac-
quisition process to accelerate the development and acquisition of practical and affordable
technologies that will provide real capabilities to the warfighter.

Previous development and acquisition methods have historically been chosen by weigh-
ing threat-based or capability-based criteria. Section 1.1 briefly discussed the transition
from threat-based to capability-based acquisition methods after the cold war. This transi-
tion was made formal through the Joint Capabilities Integration and Development System
(JCIDS) in 2003. Quantifying the capability of a design required some level of OA paired
with a vehicle design environment. The push for capability-based acquisition aimed to
increase the design knowledge and design freedom early in the development process to
produce more capable designs. In most cases, increasing the design knowledge and design
freedom available early on in the design process can substantially affect the cost of the
overall life-cycle of a design. This interaction between design knowledge, design freedom,
and cost committed is illustrated in Figure 2.1.

An opportunity may exist to accelerate the design and development cycle time if tech-
nology evaluation methodologies are further investigated. The following section reviews
current methodologies for technology evaluation and a review of modeling and simulation

methods for quantifying mission capabilities.
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Figure 2.1: Life-Cycle Design Stages [21].

2.1 Design Methodologies for Technology Evaluation

The past few decades of design have focused on enabling the design of both evolutionary
and revolutionary technologies. Evolutionary technologies are those that provide incremen-
tal improvements to existing technologies while revolutionary ones introduce new variables
and solutions that are well outside the limits of current solutions [22]. Revolutionary tech-
nologies are not science fiction, but merely concepts that do not have historical data to rely
on. These technologies can require complex, physics-based analyses to predict their capa-
bility, reliability, affordability, and performance [23]. Achieving air superiority in 2030 and
beyond will require some degree of revolutionary technologies that need to be evaluated as
a system and its place in a family of systems. New design methodologies will require the
use of physics-based analyses to model the revolutionary technologies at the system level
while also extending those analyses to the Operations Analysis (OA) environment.

New design methodologies are not developed out of thin air. Just like with any re-
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search objective, previous work or methodologies help guide the research and hypothesis
to be investigated. Several design methodologies exist that aim to conduct technology eval-
uation. Some key aspects of design methodologies that were sought included advanced
design methods, system-of-systems analysis, and integration of an OA simulation. Bilt-
gen’s Dissertation conducted a review of technology evaluation methods which included
experimental approach, seminar war games, scientific advisory board, technology develop-
ment approach, technology performance risk index, technology identification, evaluation,
and selection (TIES), and quantitative technology assessment (QTA) [7]. His research con-
cluded that there are nine criteria that are key attributes of technology evaluation methods.

These criteria are defined as:

¢ Quantitative: Measurable process for enumerating ways and means and compar-
ing solutions

e Traceable: Enables identification of the effectiveness drivers of a proposed tech-
nology solution

e Flexible: Generalizable to multiple problems in the same class with minimal
modification

e Reusable: Method and environment can be used to study multiple attributes of
the same problem

e Rapid: Can be applied in a reasonable time frame without unrealistic resource
requirements

e Parametric: Avoids point solutions and provides visibility into behaviors previ-
ously obscured by the complexity of the problem

e Scalable (to Systems-of-Systems): Avoids simplistic representations of interac-
tions between systems

e Affordable: Produces valid results without extensive manpower commitments
and uses commercial off-the-shelf tools when possible

e Simple: The steps in the methodology are reasonable, logical and teachable [7]

Biltgen identified TIES and QTA as best-in-class methods to review further. Those two
methodologies along with Biltgen’s capability-based technology evaluation method and a
more recent value-based design process are the current state-of-the-art technology evalua-
tion methodologies. All four methodologies have unique strengths that must be considered
when choosing a methodology for technology evaluation. More recently, two new method-

ologies — EBD and TIES for SoS — have emerged as potential contenders as state-of-the-art
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technology evaluation methodologies and should also be considered as possible methods.
Overall, six methodologies stood out from literature due to their proven track record for
technology evaluation or incorporation of mission effectiveness. Each methodology will
be investigated further to better understand their impact on the development and acquisi-

tion process. These methodologies are listed below.

e Technology Identification, Evaluation, and Selection (TIES)

Quantitative Technology Assessment (QTA)

Capability-Based Design for Systems-of-Systems (CBD for SoS)

Value-Based Design (VBD)

Effectiveness-Based Design (EBD)

Technology Identification, Evaluation, and Selection for Systems-of-Systems (TIES

for SoS)

2.1.1 Technology Identification, Evaluation, and Selection

The TIES methodology was developed as a “comprehensive, structured, and robust method-
ology for decision making in the early phases of aircraft design” [24]. Kirby’s methodology
also emphasized the importance of meeting aggressive customer requirements for complex
systems. The eight step methodology performed well in its ability to identify technolo-
gies to meet the customer’s performance and cost requirements by identifying technically
feasible and economically viable design space alternatives. Figure 2.2 outlines the method-
ology’s eight steps, which include:

This methodology was considered the best-in-class for a flexible, reusable, and para-
metric methodology according to Biltgen. He also ranked TIES as ‘very good’ in the quan-
titative and traceable category and ‘good’ as a rapid, scalable to system-of-systems, afford-

able, and simple methodology [7]. Kirby succeeded by utilizing a physics-based modeling
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and simulation environment to quantify the impact of revolutionary technologies of inter-
est while also using advanced design methods to identify their impacts on the design space
and quantify the uncertainty of their performance. Technology evaluation was conducted
by the use of “k-factors” which help assess the impact of a technology on performance
metrics. Physics-based disciplinary analysis and accounting for uncertainty in design are
two methods that can increase the design knowledge and design freedom while reducing
cost committed according to Mavris, who also contributed in the development of TIES [24,
21]. Many aspects of TIES are also effective in enabling the evaluation of technology in
a system; however, the methodology lacks a way to evaluate mission effectiveness of the
system or its part in a family of systems.

Overall, the Technology Identification, Evaluation, and Selection methodology is useful
to consider in developing an effectiveness-based design methodology. Although no mission
effectiveness metrics are quantified, the structured methodology has many useful aspects

that could be utilized or altered in a new methodology.

2.1.2  Quantitative Technology Assessment

During the push for capability-based acquisition in the early 2000s by the DoD and USAF,
AFRL implemented a program called Quantitative Technology Assessment (QTA). This
program sought to support the Capability-Focused Technology Investment paradigm within
AFRL at the time. QTA supported that paradigm by implementing a methodology which
focused on increasing available information on a new technology before the decision maker
continued funding the development process. The new capability-focused approach required
that “the Air Force be able to quantify the impacts of any proposed technology program on
each key capability” [26].

The QTA methodology focused on integrating new Modeling and Simulation (M&S)
tools and existing “industry-standard” tools to create a multidisciplinary design environ-

ment that could enable capability-focused technology evaluation. The resulting framework,
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Figure 2.3: Quantitative Technology Assessment Environment [26].

illustrated in Figure 2.3, utilized advanced design methods including probabilistic analysis,
parametric modeling, and mission simulations all wrapped in a common analysis environ-
ment [26]. The mission simulations specifically sought to “perform sensitivity-type studies
of the operational effectiveness of concepts and technologies™ [27].

Similar to the TIES methodology, QTA was also considered best-in-class according to
Biltgen. QTA was rated to be excellent as a quantitative, traceable methodology, which
is scalable as a systems of systems methodology [7]; however, the methodology did not
fair well as a rapid and affordable technology evaluation method. Many aspects of the
Quantitative Technology Assessment methodology will certainly be useful to study in the

development of an effectiveness-based design environment.

2.1.3 Capability-Based Design

Biltgen developed “A Methodology for Capability-Based Technology Evaluation for Systems-

of-Systems” [7] which succeeded in modeling both vehicle design and OA. His ten step
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methodology, illustrated in Figure 2.4, used physics and cognition models to capture the
behavior of the real system [7]. During his formulation, both TIES and QTA were studied
as partial solutions to the systems-of-systems focused methodology he developed. Biltgen
aimed to close the gap in technology evaluation for large-scale heterogeneous systems. His
ten step process used familiar techniques such as a multidisciplinary M&S environment,
surrogate models, technology “k-factors”, and quantifying the capability of concepts and
technologies though mission simulations.

The use of a framework that can take advantage of probabilistic methods for uncer-
tainty quantification (UQ) was also emphasized. Biltgen suggests that UQ can be used in
step 9 of his methodology due to the computational speed of surrogate models. He later
implements probabilistic methods for UQ using his proposed methodology in [28]. This

capability-based design methodology utilized both physics-based models and UQ to im-
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prove the amount of design knowledge and design freedom available to the decision maker.

Although this methodology contributed to capabilities-based acquisition, it had several
limitations due to complexities in modeling systems-of-systems. Biltgen wrote that “the
challenge of balancing fidelity and scope is one of the fundamental problems of systems-of-
systems design” [7]. As systems become highly integrated, the need for increased fidelity
is a requirement due to the interdependencies of functions and disciplines. This ten step
methodology is certainly a great starting point for future designers, but may not be able to

completely close the gaps in current US development programs.

2.1.4 Value-Based Design

Value-driven design (VDD) is a framework for developing a design environment focused
on three main objectives: 1) enabling design optimization in conceptual design for the
entire system as a whole; 2) avoiding ‘dead-loss’ trades by implicitly capturing component
conflicts; 3) by not assigning requirements at the component level to prevent increased costs
and reduced performance from overly restrictive requirements [29]. The second objective
speaks of ‘dead-loss’ design trades which occurs when design teams each work to optimize
their component while unintentionally degrading the performance of the overall system.
Gorissen implements this framework as a value-based design method which focuses on
“systematic and simultaneous evaluation of cost and benefits of design alternatives” [30].
The value-based design methodology sought to satisfy the objectives of a VDD framework
in several ways by developing the Decision Environment for Complex Designs (DECODE).
The design environment utilized multidisciplinary M&S modules to optimize the system as
a whole, which are illustrated in Figure 2.5. The DECODE modules were linked to allow
for trade-offs throughout the design process. Gorissen noted that “despite all the advances
that have been made in computational analysis, the fundamental hallmark of design is not
analysis but synthesis” [30]. The overall methodology also allowed for system constraints

to be flexible in order to find more valuable solutions in the design space.
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Figure 2.6: Year-long project using DECODE for rapid prototyping [30].

One element of note in the DECODE project are the operational simulation module.
Gorissen’s implementation of value-based design utilized an agent-based discrete-event
simulation for the operational simulation module. He also utilized probabilistic analysis
and intends to implement surrogate models to quantify uncertainty and reduce computa-
tion time in optimization scenarios. This specific implementation of value-based design
succeeded in supporting a rapid prototyping program to design an Unmanned Aerial Ve-
hicle (UAV) for a search and rescue mission. However, the year long project could not
thoroughly investigate the design space due to the computational expense of iterating the
high-fidelity, complex modules. Gorissen’s project limited design space exploration in or-

der to develop this concept in a timely manner.

2.1.5 Effectiveness-Based Design

The Air Force Research Lab (AFRL) has recently been seeking to close several gaps in
the development and acquisition process by focusing on advanced conceptual design meth-

ods. After much research by AFRL and industry into the Efficient Supersonic Air Vehicle
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Exploration (ESAVE) program [31, 32], the focus of research began to shift towards an
emphasis on OA methodologies. The OPTimized Integrated MUItidisciplinary Systems
program (OPTIMUS) conceived in 2016 by AFRL was developed to address design chal-
lenges in early phases of design [33]. This program emphasized mission effectiveness and
defined Effectiveness-Based Design (EBD). The program formally defines EBD as “the
process of finding an optimal integrated system solution that accomplishes the purpose for
the existence of the system” [34]. The OPTIMUS program outlined four objectives to solve

current challenges which included:

1. Expansion of a multidisciplinary optimization design process

2. Integration of operations analysis to allow mission effectiveness measures to
drive the mission/vehicle design

3. Demonstration of real time geographically distributed architecture to virtually
connect different design groups

4. Application of the multidisciplinary design optimization process developed in
the first three objectives to an air superiority aircraft suitable for application in a
2030 A2/AD operational environment [33]

AFRL continued development of conceptual design methodologies by leveraging work
from the OPTIMUS program through the EXPanded Multidisciplinary Design Optimiza-
tion for Effectiveness based DesIgn TEchnologies (EXPEDITE) program [35]. This pro-
gram further emphasizes the coupling of the vehicle and mission design environments
through formal development of EBD as a methodology. This proposed methodology seeks
to increase the design knowledge and design freedom while reducing cost committed by
better defining the mission effectiveness of a technology in the conceptual design process.

Mission performance is considered one of seven common disciplines used in Multidis-
ciplinary Design, Analysis, and Optimization (MDAO) of aerial vehicles. However, almost
half of the studies surveyed in literature did not include mission performance [36]. Mission
performance is analogous to mission effectiveness, but encompasses both non-military and
military missions. The other common disciplines in MDAO included aerodynamics, weight

estimation, structural analysis, propulsion, geometry, and stability and trim, with mission
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performance ranking as the least common out of the top seven disciplines. Although this
review was conducted for all aerial vehicles, the report included several studies related
to military aerial vehicles. Taking a closer look at the studies that included mission per-
formance, 62% utilized low-fidelity empirical equations to estimate mission effectiveness
[36].

The objectives of the EXPEDITE program are similar to those stated for the OPTIMUS
program; however, EBD specifically seeks to augment both MDAO and OA methodologies

to improve technology evaluation by [34]:

e Numerically coupling physics-based models from the MDAO M&S environment and

the OA M&S environment

e Developing path dependent models that can simulate an entire mission in succession

using physics-based models and constraints

e Creating a SoS solution space that will remain completely open without any prede-

termined elements

In order to conduct EBD, the medium- to high-fidelity mission performance modeling
used during preliminary and detailed design phases are required for conceptual design [36].
Such modeling methods include discretized numerical solutions or specialized software for
mission performance. Higher fidelity mission performance modeling allows for proper
coupling of data from physics-based models used in MDAO.

Clark and Allison most recently implemented EBD for a generic fighter aircraft that
modeled the mission under uncertain conditions [37, 38]. The study succeeded in not
only coupling the physics-based models used in the MDAO process with the OA, but also
by modeling a path dependent mission; however, the computational expense of the M&S
environment used to model uncertainty for a single mission was high and the use of an open
SoS solution space was not investigated. In order to mature the EBD methodology, some

research into OA simulations may still be required.
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2.1.6 Technology Identification, Evaluation, and Selection for Systems-of-Systems

Kirby’s original TIES methodology had many successes as a robust technology evaluation
method for commercial aircraft [25]. However, the TIES methodology looses its advan-
tages for the design of military systems due to the lack of an OA framework. The proposed
TIES for SoS methodology builds off of TIES by incorporating a SoS OA environment
[39]. This methodology seeks to quantify the means and ways of the system to open the
design space further when compared to just a means perspective.

The means and ways are typically used to discuss strategic and operational concepts that
lead to the ends. From this perspective, the means, ways, and ends are concerned with the
military resources, strategic concepts, and objectives of a mission, respectively [40]. These
concepts can be extended to technology evaluation methodologies to isolate the impact a
technology has on the vehicles performance and effectiveness. From the technology eval-
uation perspective, the means is defined as “the impact of individual vehicle technologies
on Measures of Performance (MoPs)” while the ways is defined as “the impact of complex
interactions among multiple elements on mission-level Measures of Effectiveness (MoEs)”
[39]. TIES for SoS proposes an expansion of the sixth and seventh steps by adding in steps
for tactics identification and evaluation, illustrated in Figure 2.7.

The TIES methodology utilized MoPs to evaluate technologies and identify a Pareto
Frontier of optimal solutions. Comparatively, the TIES for SoS methodology seeks to
identify a new set of optimal solutions through the exploration of both the means and ways
design space, utilizing both MoPs and MoEs. The combined improvement from a means
and ways design space exploration could produce a new Pareto Frontier, illustrated in Fig-
ure 2.8.

This notional methodology could open the design space without additional technologies
and reveal feasible solutions where none existed previously. However, the improvement of
both MoPs and MoEs requires the ability to identify and evaluate tactics. Much research

is still needed to characterize the tactics trade space, quantify the tactics, and develop a

24



Systems

Morphological Mairix
MoPs {dlternative and Design Spaces)

MEANS
WAYS

Morphological Marrix
fAlternative CONOPS)

System of

Design  Technokges

Systems 3 2.

Figure 2.7: Formulation of TIES for SoS [39].

MOE 1¢

~_ Technology
\“-\ and Tactics
L] b\inations

L] Tl +73°
Technology Y
Combinations @ = Weans and Ways Frontier
Means (Technology) Frontier

\

L ]
Ways Frontier
Ways Means Means+Ways MOE 2

Figure 2.8: Means and Ways trade space [39].

25



dynamic OA environment that can explore the SoS solution space.

2.1.7 Summary of Methodologies

The research and development of new technology evaluation methods are all motivated by
the increase of design knowledge during the early phases of design. The increase of knowl-
edge presented to the decision maker — whether its performance, capability, effectiveness,
or focused on a different metric — would enable more informed decisions. Either way, a
more informed decision on which technologies to invest in or how to better utilize existing
technologies could reduce the cost and time of the development and acquisition process.

The six technology evaluation methods that were reviewed all have advantages that may
depend on the type of system under consideration, such as a civil versus a military aircraft.
The eight criteria identified by Biltgen, referenced in Section 2.1, are used to compare the
previously summarized technology evaluation methodologies for the design of advanced
military systems. Biltgen ranked TIES, QTA, and his own methodology, CBD for SoS,
in 2007; however, the values of merit for those methodologies from his rankings may not
be the same today due to the inherit improvement in the state-of-the-art. The six method-
ologies — TIES, QTA, CBD for SoS, VBD, EBD, and TIES for SoS — are comparatively
ranked by the author in Figure 2.9.

All six methodologies ranked as best-in-class for at least one of the eight criteria, which
is denoted by a green box. EBD and TIES for SoS received best-in-class marks as over-
all methodologies; however, it is worth noting that both are notional methodologies and
require further research to properly implement. TIES for SoS would have ranked as the
state-of-the-art technology evaluation methodology, but lost marks as an affordable and
simple method due to the significant amount of research still required. On the other hand,
EBD will also require research and development to fully implement, but the degree of
research required is less. Both EBD and TIES for SoS merit enough value to pursue as

new technology evaluation methodologies, each providing unique contributions. However,
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these findings reveal that further development in technology evaluation methods are needed
in order to improve and shorten the development and acquisition process.

The common thread among emerging technology evaluation methods is the need to
quantify mission effectiveness. Biltgen, the developer of the CBD for SoS methodology,
wrote in 2007 that current “military decision-makers lack techniques to rapidly assess the
mission effectiveness of technology-rich systems-of-systems across a broad trade space
encompassing multiple concepts, technologies, tactics, missions, and domains” [7]. QTA,
CBD for SoS, and VBD all succeeded in modeling mission effectiveness for military sys-
tems; however, their Achilles heel is the use of a fixed mission design space that did not
fully quantify the effectiveness of a technology. Quantifying the entire mission design
space is traditionally conducted late in the design process with a fixed vehicle; however,
if performance characteristics are not satisfied at this point, there is little to no room left
to iterate on the design [33]. Properly exploring the mission design space of new tech-
nologies could enable better technology development decisions by providing the decision
maker with more practical design metrics grounded in realistic mission simulations.

Current design methods can be improved upon by utilizing methodologies focused on
quantifying mission effectiveness during the conceptual design phase of a development
program to enable more design knowledge and design freedom. The characterization and
modeling of the ways trade space is a gap in the TIES for SoS methodology. The explo-
ration of both the means and ways in a design space could be a critical tool for technology
evaluation; however, many steps must occur before utilizing that methodology. Both EBD
and TIES for SoS call for better quantification of the mission effectiveness by exploring a

larger portion of the mission design space. This observation is outlined below.
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Observation: Further research and development into the characterization of the mission
design space and the quantification of mission effectiveness is necessary to enable the pro-

posed technology evaluation methods.

2.2 Methods for the Design of Operations Analysis

“A concept based in tactics or technology is interesting, but only when paired

with a concept of operations can it become compelling” [20]

The discipline of OA can significantly vary in scope, complexity, and fidelity. The key
is to find the balance in the scope and complexity of the mission while maintaining the
fidelity of the vehicle model. Design methodologies must be able to design and compare
both evolutionary and revolutionary technologies to understand their impact on a system or
a family of systems. From this perspective, it is necessary to understand the hierarchy of
system architectures in conceptual design. Technologies impact the subsystem they define,
the system they are a part of, and their place in a system-of-systems environment [7]. Tech-
nology evaluation requires that each level of a system architecture be considered to some
degree in design. Systems-of-systems research seeks to understand the interaction and be-
havior of highly complex scenarios, which usually requires a reduction in the fidelity of
the vehicle models for practical reasons. Meanwhile, 6 degree-of-freedom (DOF) analy-
ses require an immense amount of vehicle knowledge to model the flight characteristics,
making that level of fidelity prohibitive in capturing the interaction or trade-offs of joint
capabilities. The transition from foundational/physics level to campaign level modeling is

illustrated in Figure 2.10.
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Figure 2.10: The progression of modeling from the foundational/physics level to the cam-
paign level [41].

As the demand for highly integrated systems increase, foundational/physics level mod-
els and the engagement or mission/battle models must also become more integrated to
investigate a variety of combat levels with varying degrees of fidelity while also reducing
risk, costs, and developmental and acquisition time. Some modeling methods focus on
modeling one level of the pyramid very well, while other methods provide a more flexible

framework to modeling a variety of combat levels with various fidelity.

2.2.1 Mission Modeling Frameworks

Modeling OA can be conducted in a spectrum ways, all related by their level of abstraction
— “the process of mapping the problem from the real world to its model in the world of
models” [42]. Before further discussing OA modeling techniques, it is important to define

what is meant by a model.
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Figure 2.11: Comparison of modeling and simulation methods [42]

Definition: “A model is an abstraction of reality or one’s concept that is used as an aid in

answering a set of questions or to aid in communication” [43]

The main motivation to formulate a model that represents some aspect of the real world
lies in the inability to conduct an experiment due to factors such as cost, complexity, or
forecasting. Abstraction is necessary in modeling OA because not all real world complex-
ities can or need to be represented in a model. The degree of abstraction for modeling is
illustrated in Figure 2.11.

Borshchev identifies several modeling methods and their respective abstraction levels.
He further splits the modeling methods into discrete methods, such as Discrete Event Sim-
ulation (DES) and Agent-Based Modeling and Simulation (ABMS), and continuous meth-
ods, such as System Dynamics (SD) and Dynamic Systems (DS). Each technique has their
place in modeling military systems. [39] and [43] use DES for a Humanitarian Aid/Disaster
Relief model; [7] uses ABMS for technology evaluation for SoS; [44] uses SD for model-
ing a maintenance supply chain for military weapons; and [45] uses DS for aircraft missile

avoidance. This thesis will not investigate SD methods due to the high abstraction level
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used in the models. DES, ABMS, and DS methods may be better suited for modeling
highly integrated systems due to their low to medium abstraction levels. Before further

discussion, a simulation — as opposed to a model — should also be defined.

Definition: A simulation “is the process of model ‘execution’ that takes the model through

(discrete or continuous) state changes over time” [42]

Dynamic Systems (DS)

Dynamic Systems (DS) are typically used to model a continuous variable space. Such mod-
els are common in modeling “physical” systems for many engineering disciplines [42]. In
the context of military tactics, optimal control is commonly used to determine the control
laws of a dynamic system. Optimal control can be used to model military engagement tac-
tics for scenarios such as aircraft missile evasion, ballistic missile intercept, or cooperative
missile evasion [45, 46, 47]. These types of scenarios are categorized as variants of the
pursuit-evasion problem. Such studies of pursuit-evasion can provide novel insight into
engagement tactics using unique objective functions [48].

The low level of abstraction in dynamic systems could enable the employment of
physics-based models providing a higher fidelity solution. Optimal control typically uti-
lizes kinematic equations to model the system which can provide meaningful results to
understand optimal engagements. However, those results typically require many assump-
tions and simplifications of the problem [45]. Assumptions are typically required because
it can be very challenging to determine an analytic solution for nonlinear dynamics in op-
timal control problems, such as those found in the pursuer-evader problem [49]. As the
complexity of the optimal control problem increases, the difficulty in finding a solution can
be cumbersome. Such a modeling method may not be suitable for modeling the mission

action design space for problems which desire the integration of physics-based models.
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Discrete Event Simulation (DES)

The field of Discrete Event Simulation (DES) has been the main technique used for Op-
erations Research (OR) in academia and industry for almost 50 years [50]. DES explores
sample paths in a dynamical system that aims to characterize the models behavior [51].
As evident by its name, DES models change at discrete-time intervals, rather than continu-
ously. Although ABMS is also predominantly modeled using discrete-events, DES differs
in its representation of entities. Entities in DES have no capacity to learn or develop cog-
nitive reasoning [52]. In the context of DES and ABMS, an entity is defined as “an object
in a system that requires explicit representation within a model of the system” [51]. These
entities typically rely on an “event scheduling function” that changes its state [52]. Siebers

et al. defines the attributes of a DES model as:

Focused on modeling the detailed system, not the entities

Top-down modeling approach

Centralized control

Passive entities; intelligence lies in the system

Queues are a key element

Macro behavior

Input distributions are typically based on objective data [50]

Applications of DES include manufacturing, distribution, communication, transporta-
tion, health-care, and many more [51]. In the context of military applications, DES can
be used from training to wargaming for all aspects of the military including acquisition
to force deployments [53]. Additional examples that may be helpful in understanding the

capabilities of DES relate to humanitarian aid and disaster relief missions [54, 55, 43, 39].
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ment [56]

The overall capability of DES is vast with many possible applications of the modeling
framework. DES may be most suitable for campaign or mission level simulations due to its

ability to model macro behavior with an abstraction level in the middle of the spectrum.

Agent-Based Modeling and Simulation (ABMS)

Agent-Based Modeling and Simulation (ABMS) overlaps with the field of DES in many
ways, such as their use of discrete-event models, but some argue its difference has to do
with the use of active entities as opposed to passive entities. Active entities are those that
have some degree of autonomy and proactive behavior [5S0]. ABMS can often be defined
using three main elements: the active entities or agents, the relationships between agents,
and the agent’s interaction with their environment [56]. Figure 2.12 illustrates these three
elements of ABMS.

Applications of ABMS have been used by many in academia [57, 7, 53, 58]; how-

ever, their implementation in industry may not be as prevalent due the lack of agreed upon
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methodologies [50]. Siebers et. al also defines the attributes of ABMS as:

e Focused on modeling interactions of the entities

e Bottom-up modeling approach

e Decentralized control

e Active entities; intelligence lies within each individual entity

e No concept of queues

e Macro behavior emerges from the micro decisions of the entities

o Input distributions are typically based on subjective data [50]

The idea of a bottom-up modeling approach is another key difference between ABMS
and DES. Development of an agent-based model usually starts with defining the agents
and their environment without defining their specific actions within the simulation. This
modeling framework may be suitable to model simulations from the campaign to engage-
ment level of combat due to its ability to model simple or complex micro decisions, which

depends on the fidelity of the agent defined.

2.2.2  Quantifying Mission Effectiveness

The terminology used in literature to define the effectiveness of the system and its mis-
sion are similar, but have subtle differences. Tillman defines system effectiveness as “the
over-all capability of a system to accomplish its mission” [59]. This definition varies only
slightly to how Tillman defines mission effectiveness — “the probability of successfully ac-
complishing the mission.” Both system and mission effectiveness seek to quantify how
successful a system performs its mission; however, system effectiveness is more concerned

with evaluating the capability of the overall system while mission effectiveness is more
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focused on the mission outcome. Biltgen identifies several definitions from literature of ca-
pability in the context of military acquisition and design. One such definition of capability
is “the ability to achieve an effect ... to perform a set of tasks” [7]. From this perspective,
system effectiveness should be used to define the capability of a system across multiple
tasks or missions. Alternatively, mission effectiveness should be used to evaluate a single

mission. System and mission effectiveness can be formally defined as:

Definition: System Effectiveness is the over-all capability of a system to accomplish its

mission(s) [59]

Definition: Mission Effectiveness is the degree a system is able to successfully complete a

mission

Since the emergence of mission effectiveness during the space age, its definition in
literature has changed very little [60, 59, 61]. In contrast, the quantification of mission
effectiveness has varied in literature. [60] quantifies mission effectiveness through some
combination of availability, reliability, and performance of the system. [62] proposes that
mission effectiveness should be comprised of survivability and some quantification of the
work performed and objectives achieved. More recently, mission effectiveness has been
quantified by Measures of Effectiveness (MoEs) and subsequent Measures of Performance

(MoPs) [7, 43, 54, 55, 63]. MoEs and MoPs are formally defined as:

Definition: Measures of Effectiveness “provide a standard by which it can be established

how well some thing achieves the purpose for which it is intended” [64]

Definition: Measures of Performance ‘“‘are units established to quantify those properties of

a system necessary to determine the capabilities of a system” [65]
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As evident from the above definitions, MoEs and MoPs seem to vary only slightly.
Sproles uses an analogy of effectiveness versus efficiency to better distinguish between
MoEs and MoPs. MoEs or effectiveness relates to “how well something does its job” while
MoPs or efficiency relates to “how well something does what it is doing” [66]. Alterna-
tively, MoEs ask “are we doing the right things?” and MoPs ask “are we doing things
right?” [67]. A system can have great MoPs without completing its intended mission suc-
cessfully. From this perspective, Sproles goes on to explain that MoEs relate to the external
viewpoint — the mission — and not any particular system, while MoPs quantify the internal
viewpoint [66].

The overarching technology evaluation methodology should understand the effect MoEs
can play in solution development. Improper MoEs could impact the direction a solution
takes [64]. Such bias could occur in mission modeling. In order to maximize a desired
MoE, the modeler may focus on modeling certain tactics that may or may not be optimal
for the overall mission effectiveness. This bias from the MoEs can be reduced through
formal processes such as the MoE formulation process illustrated in Figure 2.13.

The formulation of MoEs should consider the Critical Operational Issues (COls) which
evaluate a system’s ability to succeed in a mission. The focus on COls is in contrast to a
focus on mission parameters, objectives, or thresholds [64]. This perspective lines up with
the EBD methodology which seeks to model an open mission design space with minimal
definition by focusing on operational outcomes [34]. Such a perspective requires further
characterization of the mission design space to be able to extract operational outcomes as

opposed to varying mission design parameters.

2.2.3 Characterization of the Mission Design Space

Both the EBD and TIES for SoS methodologies seek to explore the SoS mission design
space without pre-defining a mission path or tactic. This approach — keeping the SoS de-

sign space open — could allow for the exploration of novel combinations of technologies
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Figure 2.13: A process to formulate MoEs [64]

and tactics. EBD specifically seeks to develop an OA that has “no pre-determined mission
path, number of platforms, or mission envelope” defined [34]. The benefit of identifying
novel tactics seems straight forward. A novel tactic could allow for the use of an evolution-
ary technology that may be cheaper and provide lower risks compared to a revolutionary
technology. Alternatively, the best tactic for a revolutionary technology may be unknown,
in which case, mission design space exploration could identify the effective use of the
technology. In either situation, the characterization of a mission design space needs to be
defined before any tactics can be identified.

In the field of operations research, very few articles have been published on charac-
terizing the mission design space. Most research in this area focuses on characterizing
the players within a simulation. Characterization of the player — or agent in the context
of agent-based modeling — has been studied much more extensively due to its utility in

many fields such as business process modeling, film-making, manufacturing, robotics, and
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video games [68]. A recent attempt to characterize the mission design space defined two
categories, which were mission architecture variables and mission action variables [57].
Mission architecture variables were defined as the overall properties of the scenario in a
more aggregate manner. These properties include things such as the type of assets used or
the level of coordination permitted.

The second category within the mission design space is the mission action variable
space. This category contains the detailed breakdown of the actions taken during a scenario
such as entity movements, current targets, firing order, etc. [57]. Defining the architecture
of the mission and the actions within a mission provides insight into the mission design
space that could aid in the field of operations research. Although further characterization
within the mission architecture space and mission action space could be conducted, this
initial characterization may provide the beginning of efforts to defining the ways design

space.

2.2.4 Exploration of Tactics

“Perfection of means and confusion of ends seem to characterize our age”

—FEinstein [69]

Understanding the ends — or the ways — a system or technology is used seems to still
be an afterthought in conceptual design. Limiting factors include the lack of research and
modeling capabilities required to effectively model the ways. This thesis seeks to define a
formal methodology to aid in the understanding of the ways design space by improving the
modeling capabilities of mission effectiveness.

The means and ways design space can be more simply defined as assets used to perform
a mission and the tactics used to complete a mission. These definitions line up fairly well
with the mission architecture and mission action design spaces. Therefore, efforts to quan-
tify the mission action design space, or the ways, involve the exploration of tactics. Tactics

are defined as the employment of available means needed to attain the objectives [70, 71].
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SAA:  The Stochastic Agent Approach

Step 1: Develop an agent-based model.
Define a balanced agent decision-making structure.
Specify mission architecture variables and MoEs of interest.

Step 2: Identify agent-based variables in the decision-making algorithm.
Classify agent-based variables.

Step 3: Identify the agent action design point(s) with non-trivial variability.
Run the model and use Bootstrapping to determine the appropriate number of
replicates for convergence.

Step 4: Use a space filling Design of Experiments to inform mission space exploration.
Produce statistical distribution metrics from each design point.

Step 5:  Use the distribution metrics from the output to develop a Neural Network.
This ‘black box’ equation is then used for higher-level campaign simulations.

In the world of operations research, a methodology exists that formulates a ‘black box’
model to represent the tactical capabilities of a technology. The purpose of such a model
was motivated by its use as a surrogate model for higher-level campaign simulations. The
Stochastic Agent Approach (SAA) provides a five step methodology to develop a surrogate
model of the tactical capabilities of a technology [57]. This methodology is summarized
below.

The SAA succeeded in characterizing the mission design space and developing a way
to model the mission action design space. Application of the SAA to aid in technology
evaluation must be examined. This examination should identify any gaps that may exist
in the methodology when applied to exploration of the mission action design space for
technology evaluation.

The first step in the SAA reduces the reliance on subject matter experts (SMEs) during
tactics formulation. Tactics are typically formulated a priori or identified posteriori of the
mission simulation by SMEs. The use of SMEs in the modeling and simulation of tactics
along side system design has been shown to produce a more effective design [72]; however,
both methods have drawbacks due to their reliance on SMEs. The formulation of tactics a
priori the mission simulation may immediately limit the tactics considered [7, 72]. This can

quickly become evident when revolutionary technologies — those without historical data —
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are included in the simulation. In those simulations, SMEs may have no knowledge on
how the revolutionary technology should be used at the tactical level of combat. The SAA
approach utilizes state machines with pseudo decision trees to define the transition behavior
between states for their agent formulation. Such a formulation may result in overly defined
state transition criteria that could be constraining the agent’s tactical options. A method to
formulate an agent’s framework that can reduce a modeler’s reliance on SMEs is desired to
enable tactics formulation.

The second step in the SAA, which involves the formulation of a decision-making al-
gorithm for tactics, is loosely defined in literature. A decision-making algorithm for tactics
must be formulated in such a way as to not limit the solution outcome. The SAA defines
Agent-Based Variables (ABVs) that can be tuned through stochastic simulations to provide
a probabilistic transition values which represents an agent’s decision-making likelihood.
However, once the state machine is tuned, the ABVs do not change. The fixed nature of
such a variable does not capture the temporal aspect of decision-making. The agent frame-
work may capture optimal stochastic behavior for a single event in its mission, but as the
environment changes, the agent is unable to change its behavior. For example, an agent’s
preference to engage or evade a defender may change over time due to a degradation in
capability. The temporal aspect of decision-making must be included in the exploration of
the mission action design space. This presents the second gap in the current methodology.
Further definition of the agent’s decision-making approach is required to enable tactics
exploration.

The third and fourth step in the SAA conduct the exploration of tactics. These steps
involve the execution of the simulation. When SMEs are utilized during step 1, the explo-
ration of the mission action design space has already been conducted during tactics formu-
lation due to the limited number of tactics chosen to model. The use of SME:s is typically
required due to the dimensionality of the mission action design space. However, the SAA

managed dimensionality by investigating a decision-making variable space as opposed to
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action variable space. This perspective helps to manage dimensionality, but may not ad-
dress the complexity encountered for multi-agent systems. The decision-making state space
for cooperative and/or competitive multi-agent systems increases exponentially due to the
inherent complexity of modeling interacting agents. Tackling the challenge of dimension-
ality must be addressed for a single agent system before exploration of cooperative and/or
competitive tactics can be explored. Additional methods to manage the dimensionality of
the mission action design space are required to enable exploration of tactics for technology
evaluation purposes.

The SAA does not address its applicability to interacting multi-agent systems. Such
systems make up a large part of the mission action design space due to the larger system-
of-systems problem that is motivating technology evaluation. The ability to measure a
technologies effectiveness in integrating with existing platforms is one of many reasons
why multi-agent systems are required to capture the mission action design space. The ex-
tension of the SAA for multi-agent systems must be addressed to close the gap in modeling
capabilities of the mission action design space.

The fifth step of the SAA does not address the trade-off of technologies and tactics.
This is purposeful due to the motivation behind the development of the SAA. However,
extending the SAA for technology evaluation requires that optimal tactics can be identified
for each technology of interest. Tactics identification typically utilizes SMEs posteriori the
mission simulation. The use of SMEs for this step may have limitations which are quickly
evident for large sets of simulation data. The complexity of identifying tactics stems from
the difficulty in defining what an ’interesting’ or ’significant’ pattern is within the data that
warrants the label of a tactic. Devaney used a variety of experts and non-experts to identify
tactics within several large battles [73]. These large battles consisted of a combined 1277
friendly and enemy units. Although the research succeeded in identifying tactics from the
data, it also found disagreement among subjects on the level of granularity of a pattern or

tactic.
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Another limitation of tactics identification by SMEs is their inability to quickly review
hundreds of battles. Devaney limited the study to 15 battles due to the time required for
the subjects to identify tactics from the large data sets. Tactics evaluation will require a
new method to sift through the data of single- and multi-agent simulations to determine the
optimal tactics. Such a methodology must also be traceable to evaluate the combination
of optimal tactics with their respective technologies. Once determined, the modeler must
be able to effectively compare each technology and tactic combination to aid in the over
arching technology evaluation methodology.

Several gaps were identified in the application of the SAA to evaluate the ways tradespace.
The agent’s formulation, the agent’s decision-making framework, the dimensionality of the
mission action space, the application of such an approach on multi-agent systems, and the
proper evaluation and comparison techniques for technology-tactic combinations must be
addressed in order to use such an approach for the exploration of the means and ways.

A new framework is needed to solve the identified gaps in current mission modeling and
simulation methodologies. Reducing a model’s reliance on SMEs to define tactics a priori
could allow for an increase in the exploration of the tactics design space. A framework
that places minimal limitations on the decision-making tactics a model can simulate would
provide an improvement in modeling capability for the mission action design space. A well
designed methodology would maintain traceability to enable tactics evaluation. This new
methodology for tactics exploration could aid in the quantification of mission effectiveness.

This observation is stated below.

Observation: A new methodology for the formulation and exploration of tactics is required

to enable the quantification of mission effectiveness.
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2.3 Research Focus: Development of a New Methodology

This thesis seeks to shorten the development and acquisition process by developing a frame-
work that better quantifies mission effectiveness for use in the design and evaluation of
aircraft technologies in adversarial environments. The focus of research will be in explor-
ing the gap in modeling a minimally defined mission to explore the mission action design
space. This work specifically aims to identify the necessary steps needed to formulate
and explore tactics within the mission action design space. The majority of the research
will explore tactics modeling with the goal of quantifying mission effectiveness for new

technologies. The revised research objective is stated below.

Revised Research Objective: Enable the formulation and exploration of tactics to augment
the quantification of mission effectiveness in adversarial environments to reduce risk and

costs, and shorten the development and acquisition life cycle.

Many aspects of the SAA and technology evaluation methodologies can be carried over
to inform the steps of a new methodology. The structure of a new methodology should be
comprised of four general steps defined as problem definition, tactics formulation, tactics
exploration, and technology-tactics evaluation.

The problem definition should seek to substantiate the mission and MoEs, the tech-
nologies of interest and the agent-based model. The formulation of tactics seeks to develop
an agent for use with a minimally defined mission. Tactics Exploration conducts mission
action design space exploration through perturbation of an agent’s tactics. The final step
involves the evaluation of tactics which seeks to quantify the system effectiveness of each
technology-tactic combination. This final step involves quantifying the technology’s capa-

bility by comparing performance metrics and mission effectiveness. Some aspects of the

44



methodology are already well understood; however many aspects of the proposed method-
ology, such as the definition of an agent-based model for a minimally defined mission, need
further research in order to enable the evaluation of the mission action design space. This

proposed methodology is summarized below.

Proposed Methodology *literature review required

1. Problem Definition: = Define the mission and MoEs
Identify technologies of interest™
Identify an agent framework*

2. Tactics Formulation: Develop agent-based model for minimally defined mission*
Define algorithm for an agent’s behavior*

3. Tactics Exploration: Train the agent(s)*
Perturb the ways*

4. Technology-Tactics Infuse technology-tactic combinations

Evaluation: Evaluate system effectiveness
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CHAPTER 3
FORMULATION OF METHODOLOGY

The overall research problem seeks to model tactics alongside technologies in a more open
mission design space. In the context of this research, an open mission design space is one
that uses a minimally defined mission by reducing the constraints and preset criteria within
the defined modeling and simulation environment. Before technology and tactic trades can
be conducted, a methodology needs to be defined for tactics modeling. The scope of this re-
search will focus on the mission action design space while holding the mission architecture
variables as fixed values. This chapter will address the gaps in the proposed methodology
to enable exploration of the mission action design space for technology evaluation method-
ologies.

The development of a new methodology will be pursued in the context of a relevant sce-
nario. The A2/AD strategy has the potential to deny reconnaissance aircraft from accessing
contested air space. The investigation of a contested reconnaissance mission could provide
a standard problem to conduct technology evaluation. This mission provides similarity and
applicability to the field of military tactics while minimizing the complexity of potential

tactics. Specific M&S settings will be defined and further discussed in Section 5.

3.1 Problem Definition

The first step in the proposed methodology seeks to define the the mission and relevant
metrics, identify the technologies of interest and formulate the agent-based model. The
mission definition and MoEs should provide clear objectives without limiting the tactics
used to achieve the objectives. The mission alternatives and technologies of interest can be
determined using a morphological analysis similar to the ones implemented in TIES and

its predecessor, TIES for SoS [24, 39]. This analysis, introduced by Fritz Zwicky [74],
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Figure 3.1: Example of a morphological matrix with vehicle and mission attributes [39].

provides a structured aid during the generation of technology alternatives. The morpho-
logical matrix is initially used to identify the vehicle architecture’s concept design space
as well as a baseline vehicle concept. This matrix should consist of both evolutionary and
revolutionary technologies.

Implementation of the morphological matrix can also extend to the mission concept
space. Figure 3.1 illustrates the vehicle and tactical alternatives for a humanitarian aid
and disaster relief mission [39]. This concept space analysis enables the definition of the
technology and mission concept space without placing any constraints on the mission.

The morphological matrix provides a satisfactory amount of mission and technology
alternative definition without limiting the mission action design space. Extension of the
traditional concept alternative matrix to the mission and tactical options has been proven.
The formulation of an agent-based model is suspected to have a much larger influence on

the mission action design space.
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3.1.1 Identifying the Modeling Framework

Defining a problem that can explore the mission action design space requires a more tar-
geted framework to enable the formulation and exploration of tactics. Background research
has already revealed a down selection in modeling methods that can be made to formulate
a more targeted problem definition framework. Both ABMS and DES were identified as
common mission modeling frameworks. Research findings suggest that DES may be more
suitable for problems that are focused on higher abstraction levels. DES is a useful frame-
work for OA, but its applications are more aligned with the mission architecture design
space [57]. The exploration of the mission action design space will require a lower level
of abstraction to capture higher fidelity mission effects. The need for a higher fidelity mis-
sion modeling framework also aligns with the objectives of the EBD methodology. One of
the three main objectives, highlighted in Section 2.1.5, was the need to numerically couple
physics-based models from the MDAO M&S environment and the OA M&S environment
[34].

The level of fidelity desired for the mission action design space aligns more closely
with ABMS. An agent-based modeling framework provides a larger range of model fi-
delity available to the modeler. The choice of Agent-Based Model (ABM) would not limit
the possible missions or mission paths that could be modeled due to its ability to incorpo-
rate physics-based models. For this reason, the first step in this methodology will seek to
identify the mission and define an agent-based model; however, the mission path should not
be defined a priori to prevent unintentional limitations on the mission action design space.

An agent-based model can be formulated many ways depending on the purpose of the
model. For the purpose of mission action design space exploration, the agents within the
model need to be defined in a specific way as to not limit the mission paths a priori. Further
research into ABMS methods find that there are many agent framework formulation meth-
ods available. These methods provide a range of definitions of behavioral rules for the agent

to follow. Explicit agent behavior frameworks such as decision trees and state machines
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Figure 3.2: General framework of a decision tree for classification [75].

are reviewed and compared to more abstract agent frameworks with implicit behaviors.

Decision Trees

Decision trees are one of the most common decision making tools seen in ABM [57]. They
have been successfully implemented for applications such as radar signal classification,
medical diagnosis, remote sensing, and speech recognition [75]. The diverse set of appli-
cations that decision trees can be used for is due to the simplicity of the decision-making
tool. The structure of a decision tree is typically a hierarchical set of branches stemming
from a single root. Figure 3.2 illustrated a general framework of a decision tree. Each
branch in the decision tree can be converted to an if-then-else statement based on a user
defined condition [75].

One example of a decision tree implementation in an ABM is for a predator-prey sce-
nario. The complex interaction of the two agent types — predators or prey — can be rep-

resented as a simple set of rules that define their behavior. Each agent type has a unique
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Figure 3.3: Decision making structure of a predator in a predator-prey ABM [57].
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Figure 3.4: Decision making structure of prey in a predator-prey ABM [57].

decision tree, illustrated in Figures 3.3 and 3.4. Each branch in the tree is chosen based
on a conditional statement that involves a random number (RN) compared to some value.
Although simplistic, this ABM framework can provide heuristics to a complex interaction
with the potential to identify macroscopic behavior between the populations of both preda-
tors and prey. The heuristic nature of decision trees is an advantage when compared to
black box methods due to the traceability of an agent’s decision-making process [76].
More complex decision trees can be developed and implemented in ABMS; however,
more complex decision trees may not produce more realistic agent behavior. Several draw-
backs of a decision tree framework occur as the depth and number of nodes increase. Large
decision trees can have nodes that overlap or produce the same outcome from different
paths [75]. This overlap can be inefficient for large decision trees due to the “memory-
lessness” of a decision tree framework. Every time the root decision tree criteria is called,
the entire decision tree is traversed without prior knowledge of past decisions, significantly
increasing computations [57]. Another drawback present in increasingly complex decision

trees is the propagation of error. As a decision-making algorithm traverses the levels in a

50



decision tree, errors from each level can accumulate [75].

The implementation of decision trees can be successful for some hard coded behaviors
to avoid overlap in branches and the propagation of errors; however, the inherent drawback
of hard coding an agent’s behavior is the potential to reduce the abstraction of the behavior.
Research has been conducted to overcome this by producing abstract behaviors affected by
many possible conditions through the use of decision trees generated from a genetic algo-
rithm [77]. This research modeled the co-evolution of agents in a predator-prey model to
produce more intelligent decision trees through artificial co-evolution. The use of an intel-
ligent decision tree may be a possible framework to use for agents to explore the mission

action design space.

State Machines

State machines provide an alternative way to model agents in an ABM. This framework
focuses on the possible states an agent can be in rather than traversing a set of discrete
decision branches in a decision tree. The decision-making aspect of state machines comes
into play when formulating the criteria required to transition states. State transitions can
occur given a user defined decision or a reaction to stimuli [57]. Each state can have mul-
tiple decision criteria that initiate a transition to a new state or back to a previous state. For
the simplistic predator-prey scenario, the decision tree and state machine are fairly identical
in definition and implementation. The state machines of a predator and prey, illustrated in
Figures 3.5 and 3.6 respectively, can simplify the agent’s framework by condensing several
decision tree branches into each state. This advantage becomes much more significant as
the complexity of the agent increases.

Another distinguishing characteristic of a state machine is its ability to be aware of its
current state [57]. This characteristic is significant when compared to large decision trees.
Decision trees are typically evaluated in their entirety for each time step to determine the

correct decision to make. Meanwhile, state machines do not need knowledge of the entire

51



(100-n)% Chance n% Chance of Spawning New Pradator

of Contining l

Kill Prey, Spawn
Random B Y P

Gain New
Movement

Energy Predator

1 F L I| ‘
100% Chance of
Returning

Figure 3.5: State machine structure of a predator in a predator-prey ABM [57].
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Figure 3.6: State machine structure of prey in a predator-prey ABM [57].

set of defined states of a system and only need to review the set of state transition criteria
relevant for that state. The ability to predefine each state with a template of predetermined
state transitions significantly reduces the complexity of each behavior by isolating the tran-
sitions in and out of a state [78]. These characteristics of state machines can also be found
in a sub-category of state machines known as Markov Decision Processes (MDPs).

MDPs are state machines that have states and transition criteria similar to those shown
in the predator and prey state machine models. This framework explicitly defines the states
of the system and aim to better define the relationship between microscopic and macro-
scopic properties [79, 80]. The best action is determined by inputting the state of the
system. MDPs assume that the entire state of the system is known, but the impact that

the chosen action will have on the system is uncertain [81]. More formally, an MDP can
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Figure 3.7: Markov Decision Process of an agent interacting with its environment [82].

be defined by (S, A, T, R). S defines the set of finite states of the system or environment,
A defines the finite set of possible actions to choose from, 7" defines the state-transition
function, and R defines the reward function. The state-transition and reward functions de-
termine the policy, 7(s), to choose state s’ and the immediate reward given state s and
action a, respectively. This type of framework, illustrated in Figure 3.7, is similar to those
used in traditional Artificial Intelligence (AI) systems which plan a set of sequential actions.
However, a plan may rarely execute as expected in an uncertain system or environment. In
order to create a more open mission action design space, an Al planning model that can
operate in a stochastic environment is desired.

MDPs with imperfect information differ from traditional MDPs and state machines due
to the introduction of stochasticity into the transition criteria between each state [80, 83].
This allows the agent to react to an uncertain state. MDPs with imperfect information could
be useful in defining a system or ABM where not all state variables are known [84]. This
class of MDP is formally known as a Partially Observable MDP (POMDP) [81]. POMDPs
is generally defined by (S, A, T, R,Q,0). S, A, T, R are defined above by the MDP, (2 is
the set of finite observations the agent may experience, and O is the observation function
which defines the probability of an observation given action a and chosen state s’. The
ability of an agent to use observations to estimate its state would enable further exploration
of the mission action design space through the ability to reevaluate its actions based on
changing observations of the environment. POMDPs provide a possible framework for the

agents of an ABM.
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Beliefs: Information about the environment; informative.

Desires: Objectives to be accomplished, possibly with each objective’s associated
priority/payoff; motivational.

Intentions: The currently chosen course of action; deliberative.

Plans: Means of achieving certain future world states. [89]

Abstract Agent frameworks

Several agent frameworks that are based on more abstract ideas aim to define the internal
behavior of intelligent agents. Intelligent agents are distinguishable from agents due to
their requirement to be reactive, proactive, and social [68, 85]. Decision trees and state
machines could be used as the framework of intelligent agents, but the use of either of
those agent frameworks does not inherently mean they produce intelligent agents. Two
agent frameworks that focus on intelligent agents are the Belief-Desire-Intention (BDI)
framework and the Observe-Orient-Decide-Act loop.

The BDI framework is a widely known agent framework that is based in philosophy
[86, 87]. This framework is frequently used to develop intelligent agents that seek to model
human behavior [88]. The BDI architecture excels at modeling reactive and deliberative
behavior that mimics human reasoning. The central concepts of the BDI framework are
described below.

This philosophical framework has moved into theory and implementation as a result of
research into formalizing the relationship between the central concepts of BDI for use in
developing an agent’s behavior [90]. One notable formalism of the BDI framework is the
notion of an agent’s commitment to their goals. The ability of agents to revise their goals or
abandon goals based on explicit criteria aided in the implementation of a BDI framework
for developing intelligent agents [91]. An agent that utilizes a BDI framework is proactive
as a result of its goals, reactive as a result of its internal events, and social due to its actions

and precepts with the environment [89]. An intelligent agent based on the BDI framework
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Figure 3.8: A generic agent architecture based on BDI concepts [89].

is illustrated in Figure 3.8.

Since the BDI framework was introduced, many methodologies have been developed
for modeler’s to use in developing intelligent agent architectures based on the central con-
cepts of BDI [68]. However, these architectures have been seldom used due to their com-
plexity and computational cost for large multi-agent systems [92].

The Observe-Orient-Decide-Act (OODA) loop, developed by USAF Col. John Boyd,
could provide a simple yet intelligent structure for an agent’s behavior. The OODA loop,
illustrated in Figure 3.9, was originally developed for fighter pilots to use as a tool for air-
to-air combat, but has since been utilized in corporations, governments, and militaries from
the tactical to strategic level of an organization [93].

The four steps in an OODA loop are verbatim: observe, orient, decide and act. Although
simplistic, the method can be applied to a diverse set of applications of varying complexity.
The key to successful implementation of the OODA loop lies in the speed at which the user
— or agent — can cycle through the steps. In the context of air-to-air combat, “the pilot who
goes through the OODA cycle in the shortest time prevails because his opponent responds
to actions that have already changed” [95]. The four steps of the OODA loop are defined

below in a general context.

1. Observe: collect information from the environment
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Figure 3.9: The Observe-Orient-Decide-Act (OODA) loop [94].

2. Orient: process the information for relevance and importance to gain a mental per-

spective

3. Decide: determine the course of action for the perceived situation

4. Act: execute the actions that correspond to the previously determined decision [93,

96]

The OODA loop has been utilized for agent decision-making to aid in an agents rea-
soning structure [96]. This framework may provide a more simplistic way to develop an
intelligent agent that can sense, think, and act based on observations in its environment. It
has also been used in literature as a classical state machine to define cognitive systems in
an autonomous cognitive network [97].

Both the BDI framework and OODA loop are becoming popular tools in the decision-
making process for intelligent systems due to their ability to conduct practical reasoning
[98]. The application of these frameworks are typically those which seek to capture human
decision-making in the ABM. Concepts from both frameworks may be useful to incorpo-
rate into the agent’s framework, but caution should be taken when implementing either

framework due to the intentionally abstract concepts.
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3.1.2 Selecting an Agent Framework

The investigation of agent frameworks for an ABM identified several frameworks used in
academia and various industries. Each framework seemed to have a best-use-case along
with specific drawbacks. A proper agent framework for mission action design space ex-
ploration is one that defines no preset mission path or mission envelope to create an open
solution space [34]. However, minimizing the number of preset mission options increases
the complexity of the agent due to the desire to have agents that can explore undefined mis-
sion paths and envelopes. This type of agent also needs to have traceability in its decision-
making process for the modeler to extract believable information from the actions taken by
the agent. An agent framework for mission action design space exploration must balance a
general agent framework with traceability in its decision-making process.

A review of agent frameworks from literature has identified several frameworks that
are used in ABM. The choice of agent framework must satisfy the requirements for mis-
sion action design space exploration. Decision trees provide the user with traceability and
heuristics for decision-making, but have many drawbacks. Some drawbacks of decision
trees include the lack of intelligent behavior, inefficient computational requirements, and
prohibitive size for complex agents. Meanwhile, state machines provide a more simplistic
way to model complex agent behavior, but require SMEs to handcraft states and transi-
tion criteria. Further definition of a state machine using MDPs or POMDPs may provide
a general agent framework with traceability due to its set of finite possible actions. The
investigation of decision trees and state machines suggest that state machines would better
satisfy the characteristics of an agent framework desired for mission action design space
exploration.

In order to determine and justify the selection of agent framework, one must quantify
the exploration of the mission action design space. This quantification can be conducted
by reviewing the potential tactical options agents may have during a mission simulation.

In the context of a contested reconnaissance mission, a decision tree and state machine can
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be formulated for an agent. Figures 3.10 and 3.11 illustrate a decision tree and state ma-
chine agent framework for a contested reconnaissance mission, respectively. These figures
visually show the contrast in complexity and efficiency. Decision trees not only look more
complex, but also require many more decision branches for the agent to choose between.
Meanwhile, state machines can produce the same agent framework in a much more simple
manner. The simplicity in agent framework allows for the modeler to reduce time required
for model development and improve the traceability of the decision-making within an agent
by following the state an agent chooses, as opposed to reviewing consecutive evaluations
of a decision tree.

The comparison of the decision tree and state machine agent frameworks already favors
the state machine due to its simplicity and extensibility. However, the degree of design
space exploration must also be addressed. The decision tree framework requires specific
paths to be chosen in order to ‘unlock’ certain decisions. For example, if an agent using the
decision tree framework from Figure 3.10 wanted to evade a defender in the middle of an
engagement, it simply could not because it does not have that choice. A counter argument
would say that the agent framework could just be expanded to include more branches, but
at some point the decision tree will become too complex and include too many repeated
branches to provide an efficient agent framework. In comparison, the state machine has the
freedom to transition to any other defined state from its current state. This agent framework
can also define additional states without a significant increase in complexity. In conclusion,
the state machine and decision tree may have similar potential to explore the mission action
design space, but the state machine provides a more simple framework to formulate while
providing a more concise way to trace agent decisions.

The BDI agent framework makes up for its lack of structure with its ability to formu-
lated agents with intelligent behavior. This agent framework seems to excel in models that
require simulation of human behavior. Some of the state machine frameworks sought to

capture human decision-making through stochasticity, but may still be orders of magni-
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Figure 3.10: Decision tree framework of an agent for a contested reconnaissance mission.
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Figure 3.11: State machine framework of an agent for a contested reconnaissance mission.

tude behind the BDI framework. However, modeling human decision-making or behavior
can be complex due to issues modeling soft factors such as subjective choices or irrational
behavior, often resulting in only qualitative results [99]. When investigating autonomous
vehicles, human decision-making may not be necessary to model. For unmanned aerial
technology, agents could be viewed as fully autonomous vehicles that have to conduct their
own decision-making in the field. Although this viewpoint may not capture how a human
would react in a given scenario, it could inform a human operator on the optimal tactics
that should be chosen in a given scenario.

The comparison of state machines and the BDI framework can also be made in the con-
text of mission action design space exploration. Several distinctions should be made first in
order to properly compare the two agent frameworks. State machines can be decomposed
into two types of behaviors: decision behaviors and state behaviors. Decision behaviors are
comprised of the decision-making preferences of an agent to transition from one state to
another. The individual state behaviors are states in which the possible actions are unique
to that state. The combination of decision and state behaviors over an entire mission will
produce the collective mission behavior of a single agent. The collective mission behavior
is what the BDI and OODA loop frameworks seek to model. These three classifications of

agent behavior are summarized below and illustrated in Figure 3.12.
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Figure 3.12: Three classifications of agent behaviors with a state machine agent framework.

e Decision Behavior: discrete decisions each agent makes to transition states through-

out a mission

e State Behavior: behavior of a given state (i.e. ignore, engage, evade, or reconnais-

sance)

e Collective Mission Behavior: combined set of decision and state behaviors that pro-

duce an collective mission tactic for a system

The collective mission behavior of an agent is the desired outcome for mission action
design space exploration; however, the BDI agent framework lacks the ability to produce
believable results due to the absence of traceable behavior. The introduction of decision
and state behaviors provides a way to trace the behavior of an agent throughout a mission
simulation. Although complex and difficult to trace, intelligent agent frameworks could
enable more exploration of the design space due to the lack of decision and state behavior
definitions. The improvement the BDI framework has in design space exploration sacrifices
traceability and simplicity. Technology evaluation methodologies may seek to model many

technologies that each have a unique collective mission behavior. The complexity of for-
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mulating a BDI agent for each technology would be prohibitive on the overall technology
evaluation methodology. Alternatively, a single state machine framework could include a
wide variety of technology specific states without a significant increase in agent develop-
ment. Even with a simple BDI agent framework, the traceability of an agent’s decision and
state behaviors are confounded in the collective mission behavior.

The OODA loop has several contributions that could be made to enhance an agent’s
framework, but it may not be a complete stand-alone framework. The OODA loop lacks
structure for its decision and action steps, but could be a useful tool when combined with
a structured decision making tool. Several aspects of the OODA loop seem to overlap with
the more well defined POMDP. The concepts behind the OODA loop meet the requirements
of a general agent framework with traceability, but lacks structure for ABM. POMDP pro-
vides a similar concept as the OODA loop by using observations to orient and decide what
action to take; however, it provides structure for the agent’s framework where the OODA
loop does not. Concepts from the OODA loop could be incorporated into the general state
machine agent framework to provide a more appropriate framework for the agent’s formu-
lation. Such a framework, illustrated in Figure 3.13, would incorporate observation and
orientation steps during the agent’s execution of its decision behavior. The state machine
framework also provides structure to the decision and action steps of the OODA loop when
combined into a single agent framework.

Mission action design space exploration needs an agent framework that can provide
traceability, such as the state machine framework, but also not limit the mission action
space. Based on the conclusions drawn from literature, a combination of the frameworks
may lead to the optimal agent framework. State machines are particularly notable due to
the simplicity of their framework combined with their extensibility. Conversely, observa-
tions made by the agent provide critical information for uncertain mission environments.
Both the OODA Loop and POMDPs provided insight into the development of the appro-

priate agent framework for mission action design space exploration. A state machine that
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Figure 3.13: A state machine agent framework incorporating OODA loop concepts.

incorporates observations like the OODA loop or POMDPs would enable an open mis-
sion action design space while maintaining traceability of the agent’s decision and state

behaviors. This observation is stated below.

Observation: The use of an observation-based state machine to formulate an agent pro-

vides a traceable framework for the exploration of the mission action design space.

3.2 The Decision Behavior Approach

The observation-based state machine framework enables the discretization of the mission
action design space into decision and state behaviors. This unique discretization of an
agent’s behavior provides a framework to conduct mission action design space exploration
of a minimally defined mission. This agent framework — the decision behavior approach
— enables traceability of mission tactics within a minimally defined mission. Implementa-
tion of the decision behavior approach requires further definition of the decision and state

behaviors of the agent.
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Figure 3.14: An agent’s state machine framework made up of decision and state behaviors.

3.2.1 Determining Agent Behavior

Traditional tactics formulation for an agent typically involves SMEs defining routes, ma-
neuvers, actions, etc. for the model to simulate [7, 72]. The use of SMEs to develop an
agent framework is necessary to identify the correct capabilities of each technology under
investigation; however, SMEs should not dictate the actual tactics an agent should take
within a given simulation for a given technology. A line should be drawn between the use
of SMEs developing an agent framework and formulating agent tactics to prevent bias in
the later.

The formulation of tactics seeks to identify and define the agent’s behaviors necessary
to conduct mission action design space exploration. Introduction of the decision behav-
ior approach discretizes the mission into critical decision points and corresponding state
behaviors to choose at each point. Further definition of tactics formulation involves defin-
ing an agent’s decision behavior and state behaviors. These two types of behavior within
an agent’s state machine framework, highlighted for clarity in Figure 3.14, need further
definition to enable tactics exploration.

State behaviors, such as the reconnaissance or evasion states, have been studied exten-
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sively in literature. Optimal control algorithms exist that can find the optimal reconnais-
sance flight path or the optimal evasion maneuver [100, 101]. These algorithms could be
one solution used for the defined state behaviors. Alternatively, the state behaviors could
be defined by their own learning algorithm, such as reinforcement learning which has been
successfully implemented for wildfire surveillance [102]. The state behaviors included in
the contested reconnaissance mission could be defined using existing algorithms in litera-
ture. Based on these findings, the state behaviors of an agent’s state machine framework
seem to be understood and may not require further research.

The decision behaviors of an agent are not as well understood or easily implemented in
ABM. The SAA, discussed in Section 2.2.4, introduced ABVs to enable decision-making
in the design space. These variables seek to turn decision-making spaces that are discrete
or categorical into continuous ones. For example, fixed binary decision-making parameters
such as those seen in decision trees, can be converted to continuous ones by introducing
probability to the decision-making process [57]. Although ABVs succeeded in bridging
the gap between discrete and continuous design variables, further research is required to
implement optimal decision making for a minimally defined mission.

The SAA produces either a surrogate model of the mission action design space or tuned
agents that have preferential decisions defined by ABVs for further use in the M&S envi-
ronment [57]. The surrogate model may have use in higher-level mission simulation, but
loses some traceability of tactics. In order to maintain traceability, the tuned agents pro-
duced by the SAA could be used to define an agent’s decision behavior; however, these
agents lack the ability to change their ABVs — or decision preferences — during a mission
simulation which may result in suboptimal behavior. The fixed preferences that an agent
formulated with ABVs for its decision-making behavior would limit the decision space
as the mission environment changes. Further formulation of an agent’s decision behavior
needs to be conducted to develop a more general decision-making behavior. The desired

formulation would be able to change its decision-making behavior based on information
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about the agent’s current state.

The first step in formulating a decision behavior is to define a general framework that
can allow the agent to alter its decision preferences to changes in its environment. This
agent formulation should be of a functional form to allow for observed stimuli to impact the
agent’s decisions. In order to determine the functional form of the decision behavior func-
tion, an algorithm must be formulated that can solve for the optimal behavior. From this
perspective, a decision behavior algorithm can be defined as an agent’s internal decision-
making preferences that are a function of stimuli from its environment. In the contested
reconnaissance mission, an agent’s preference to evade or engage a defender would change
as additional defenders are encountered. This one example justifies the need for a decision
behavior algorithm rather than ABVs. However, in order to formulate a decision behavior,
research into optimal decision-making algorithms may be necessary. Defining an agent’s
decision behavior as an algorithm for a minimally defined mission could provide further
exploration of the mission action design space. The formulation of a decision behavior
algorithm is necessary to enable the exploration of the mission action design space. This

research finding is stated below.

Research Question 1: How can the formulation of a decision behavior algorithm efficiently

balance optimality of a minimally defined mission?

3.2.2  Defining a Decision Behavior Algorithm

The notion of a decision behavior algorithm has been indirectly studied in literature through
the concepts of decision theory and game theory. Decision theory is a class of formal

frameworks used to study decision-making problems. These frameworks provide a way to

66



study optimal and sub-optimal decision-making behavior [103]. Decision theory is partic-
ularly useful for decision-making in ABMs that have an unpredictable environment [104].
Many decision theories have been studied and implemented as decision-making frame-
works [105]. Similar to decision theory is game theory, which is focused on studying the
interaction of agents that pursue contradicting goals [104].

Both decision theory and game theory are useful concepts to understand when formulat-
ing the proper framework of a decision behavior algorithm for an agent. The combination
of these concepts with early frameworks from Artificial Intelligence (AI) have been suc-
cessful in enhancing the decision theory framework [106]. Several frameworks found in
ABMS have also been influenced by decision theory concepts [82, 107]. Specifically, Re-
inforcement Learning (RL) and Genetic Algorithms (GA). Each algorithm type must be

researched further to determine the impact each one may have on the solution space.

Reinforcement Learning

RL focuses on algorithms that map stimuli to actions [82]. This type of learning algorithm
is neither supervised nor unsupervised learning. At first glance, RL is similar to unsu-
pervised learning in that it learns as it interacts with the environment, but its purpose is
quite different. RL is utilized when the agent must discover the optimal behavior through
rewards in an environment where the rules are unknown. This discovery is conducted
through trial-and-error for model-free RL algorithms [103]. A standard agent using an RL
reward scheme is illustrated in Figure 3.15.

There are four key components to RL. which are the policy, reward signal, value func-
tion, and model of the environment. The policy defines the behavior of the learning agent.
The reward signal defines the immediate reward of a given action. The value function de-
fines the overall sense of success which defines a delayed reward feature unique to RL. The
final component of RL in the model of the environment. These four components of RL

along with trial-and-error and delayed reward features, define the core elements of RL al-
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Figure 3.15: Interaction of an agent and its environment [82].

Table 3.1: Example agent dialogue of a model-free RL algorithm [108].

Environment: You are in state 65. You have 4 possible actions.

Agent: I’1l take action 2.

Environment: You received a reinforcement of 7 units. You are
now in state 15. You have 2 possible actions.

Agent: I’ll take action 1.

Environment: You received a reinforcement of -4 units. You are
now in state 65. You have 4 possible actions.

Agent: I’ll take action 2.

Environment: You received a reinforcement of 5 units. You are
now in state 44. You have 5 possible actions.

gorithms [82]. An example dialogue to aid in the understanding of a RL is shown in Table
3.1. Such a dialogue may aid in the understanding of how the model-free RL algorithm
learns from trial-and-error.

RL has been applied to a variety of problems such as the games of Chess, Shogi, and
Go where an RL algorithm proved highly successful against specialized RL algorithms that
have bested the best human players [109]. The RL algorithm has also had success in ABM
of robotic soccer tournaments and adaptive game Al in video games [110, 111].

RL has proven successful in many fields, but still has challenges that must be considered
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when formulating an RL algorithm. The trade-off between exploration and exploitation is
a common challenge of RL. Exploration is the decision to test new actions with unknown
results while exploitation is the decision to leverage past decisions that provided a high
reward [82]. Neither exploration or exploitation can be pursued exclusively. The two
methods of searching must be simultaneously pursued in order to develop a RL algorithm
of good quality. With this challenge in mind, RL still seems to be a powerful decision-

making algorithm for mission action design space exploration.

Genetic Algorithms

Evolutionary Algorithms are a class of guided random search techniques that include ge-
netic programming, evolutionary strategies, evolutionary programming, and GAs. This
class of algorithm operates on a population of individuals, where each individual represents
a possible solution [112]. Both evolutionary strategies and GAs have been shown to rival
RL algorithms [113, 114]. GAs are of particular interest because they are a gradient-free
search technique, unlike evolutionary strategies and RL algorithms, such as -learning or
policy gradient, which are gradient search techniques that use a gradient approximation and
backpropagation, respectively. The competitiveness of GAs when compared to gradient-
based algorithms may suggest that a gradient-free search technique could be better suited
for some search spaces [113]. The inclusion of GAs as a possible method for the decision
behavior algorithm provide a gradient-free method of sampling the search space.

The basis of the GA method utilizes genetics to aid in problem solving. The population
that GAs operate on are comprised of a set of individuals or chromosomes. Each chromo-
some contains genes that define an abstract representation of the solution. The formulation
of genes can be done a number of ways to capture the entire solution space, such as bi-
nary encoding [112]. Once the gene structure is defined, a population of chromosomes is
typically generated randomly. The algorithm then follows the following process steps of

selection, reproduction, evaluation, and replacement.
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The GA algorithm starts by evaluating the fitness of each individual in the population.
These fitness values enable the ranking of each individual to determine which will be cho-
sen as parents for reproduction during the selection phase. The reproduction phase sees
the generation of new chromosomes through the crossover or mutation of parent chromo-
somes. The newly generated chromosomes are then evaluated to determine their fitness
during the evaluation phase. The set of parent and newly generated chromosomes will then
replace the old population and return to the selection phase for the next generation of the
algorithm.

Some advantages of GAs include their simplicity, which enables them to be used on
many different optimization problems, and their stochasticity during the selection and re-
production phases which aid in finding the global optimum [112]. However, the random-
ness associated with GAs results in a large number of required function evaluations when
determining the fitness of each solution within each population for each generation. The
algorithm’s hyperparameters like population size, mutation rate, crossover rate, and selec-
tion can also have a large impact in finding the global optimum and may be one of their
main limitations [115]. Overall, GAs provide a robust method to formulate a decision be-
havior algorithm. Their gradient-free search technique could prove successful in finding
the global optimum of a decision behavior algorithm since the shape of the search space is

unknown.

Evaluation of Decision Behavior Algorithms

The desired decision behavior algorithm for an agent is one that maximizes optimality of
the agent’s learned decision behavior without constraining the minimally defined mission.
Traceability is also key in mission action design space exploration due to the desire to pro-
duce believable tactics that are a culmination of traceable actions. A decision behavior
algorithm that can determine optimal decision preferences given a minimally defined mis-

sion is desired to conduct tactics exploration because of the unknown shape and complexity
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of the design space. Both RL algorithms and GAs place no additional constraints on the
decision space throughout the mission simulation and maintain traceability of the decisions
made.

The implementation of each algorithm for a minimally defined mission must be under-
stood. An algorithm that does not artificially favor one tactic over another and has a wide
applicability to many types of missions is desired. Both algorithms meet the general appli-
cability desired due to their board range of possible state inputs, but the reward schemes of
each must be carefully defined. In order to avoid any bias in the decision behavior algo-
rithm, the rewards for each state behavior should be carefully defined as to not favor any
single tactic on the baseline vehicle. In the case of RL and GAs, the reward schemes can
be defined in many different ways for each. Since both algorithms have broad applicability
across mission types and have no fixed reward scheme, each qualifies as a valid solution
for the decision behavior algorithm framework. However, it will depend upon the user to
craft the algorithm’s reward scheme to prevent bias.

Overall, both algorithms seem to meet the desired characteristics of a decision behavior
algorithm. Ensuring traceability while providing a method to explore an open SoS solution
space are satisfied by both. However, the method of which the algorithm samples and
learns optimal decision behavior may lead to a more appropriate choice to use for a decision
behavior algorithm. Both RL and GA have some degree of random search to help ensure
the global optimum is found, but RL provides techniques to take advantage of it’s learned
knowledge and apply it to future searches. A unique decision behavior algorithm likely
must be trained for each technology of interest, placing some degree of computational
requirements on the exploration of the design space. Utilizing an algorithm that can take
advantage of learning techniques to speed up its convergence on the global optimum could
substantially reduce computational cost. RL provides a more intelligent search algorithm
when compared to a GA’s random search that can explore the mission action design space

in a more informed way. This hypothesis is stated below.
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Hypothesis 1: The use of reinforcement learning to formulate the decision behavior al-

gorithm could balance optimality and sampling efficiency of a minimally defined mission.

3.3 Mission Action Design Space Exploration

The size of the mission action design space may not be an issue if it is the only design space
of concern. However, technology evaluation methodologies are concerned with the mission
action design space for each technology, the mission architecture design space, and SoS
interactions. The desire to investigate multiple design spaces requires that the parameters
and their respective ranges within each design space be limited in size to reduce the overall
dimensionality of the problem.

Research into the previous gap sought to develop a framework that enabled the explo-
ration of the mission action design space for a minimally defined mission. However, road
blocks still exist in the development of a decision behavior algorithm that can efficiently
explore the mission action design space. The dimensionality of a completely open design
space may be a drawback of this approach due to the computational cost required to prop-
erly explore the design space. This methodology will define the decision-state space as
the mapping of the agent’s state, defined by state variables and imperfect observations, to
each state behavior. Similarly, the state-action space is the mapping of an agent’s state
with each action, such as flight control changes. As the amount of information used to
define the agent’s state increases and the number of actions increases, the dimensionality
exponentially increases.

In a reconnaissance mission, the decision-state space could consist of continuous state

variables and multiple observations images. The inputs alone define an almost limitless
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decision-state space without accounting for the number of state behaviors available to the
agent. The state-action space is also immense due to the temporal selection of actions. The
dimensionality of both the decision-state and state-action space for a decision behavior
algorithm must be addressed to ensure that it can scale with the complexity of the mission

action design space. This research question is presented below.

Research Question 2: How can the decision behavior approach capture the mission action

design space as its complexity increases?

The complexity of the mission action design space should be explored from three di-
rections. First, the complexity of mapping the decision-state and state-action space must be
examined. Second, the number of state behaviors must be chosen in such a way as to not
limit the decision-state space, but enable the reduction in dimensionality of the mission.
The last aspect involves probing multi-agent solution spaces. These three avenues can each
be pursued independent of each other which allows Research Question 2 to be broken down
into three sub questions that can help answer the overarching question of scaling decision

behavior algorithms as the complexity of the mission action design space increases.

3.3.1 The Complexity of the Decision-State Space

The state definition of an agent can vary in complexity depending on the amount of data
or information required to capture the both the decision-state and state-action spaces. The
mapping of the state-action space is studied and implemented by many in literature [116,
102]. Similar implementations to the decision-state space are unknown. The decision-state
space is the mapping of unique states that the agent could have paired with the ranked set

of state behaviors the agent believes would provide the best reward in the current state.
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Each unique state is defined by perfect and imperfect information. The inclusion of contin-
uous state variables significantly increases the dimensionality of the decision-state space.
The increase in dimensionality presents a problem linked to computational cost; however,
increasing computational resources is not a solution that can capture observations and im-
perfect information of an agent’s state. POMDPs introduce observations of the agent’s state
into the overall decision-state space. These observations may not easily be captured by a
tabular decision-state space. A method is needed to capture the complexity of POMDPs
while also managing the dimensionality of the decision-state space. These findings lead to

research question 2.1.

Research Question 2.1: How can a decision behavior algorithm capture the complex

decision-state space?

Two methods can be investigated to define the mapping of both the decision-state space.
The first method is a tabular list that pairs each input with an an optimal output. A tabular
mapping or policy table enables a simple and easily programmable framework for devel-
oping the decision behavior algorithm. Alternatively, an Artificial Neural Network (ANN)
could provide a more abstract mapping that could incorporate more complex state infor-
mation without a significant increase in computational cost. Both a policy table and ANNs

will be investigated to understand their ability to map the complex decision-state space.

The Policy Table

The traditional state-action table is a mapping of each unique state to its optimal action or
ranked actions. Both RL and GAs are setup to operate on such a table to find the optimal

mapping or policy. The ()-Learning RL algorithm has been used by many in literature
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[117, 118, 119]. The Q-table is a table of () values for each unique decision-state pair.
This algorithm determines the expected reward or () value for each action given a unique
state. Once the algorithm is trained, the ()-table informs the agent which state behavior
will result the highest expected reward given its current state.

Similarly to Q-Learning, the genes of a genetic algorithm also inform the action of
the optimal action given its current state. Genes can be defined and encoded in many ways
when using a GA. This research could define a gene as a list of integers, where each index of
the list corresponds to a unique sate while the integer value corresponds to optimal action.
The algorithm would then optimize the string of state-action pairs to find the optimal action

for every state.

Artificial Neural Networks

ANNSs are methods that have been used extensively in ABM, decision-making, surrogate
modeling, image recognition, and many other fields [57, 120, 121, 122]. The structure
of the model is comprised of many artificial neurons that link inputs to outputs based on
their connections within the hidden layers of the algorithm. The hidden layer, illustrated
in Figure 3.16, is comprised of artificial neurons that link to neurons in the next hidden
layer or output layer. Each ANN can have any number of hidden layers depending on the
complexity of the model desired. The artificial neurons are simple processing units that are
interconnected in an intentional way [121]. Each connection has an associated weight that
determines its impact on its neighboring neurons. The weights of each neuron are adjusted
during learning.

The ANN would replace a decision-state table by providing a complex network map-
ping state inputs to the optimal state behavior output. The immediate advantage of using
these models would be the ability to include image observations for the agent’s state in-
formation such as those implemented in [102]. One drawback of ANN is the difficulty

producing a satisfactory fit without overfitting. Overfitting the ANN is easy to do and may
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N4

Figure 3.16: Structure of a neural network [122].

be difficult to spot. Early methods to prevent overfitting and underfitting the model focused
on selecting the optimal number of neurons and hidden layers [123]. Overfitting can also be
reduced by ensuring the appropriate number of samples are collected before each training

update [102].

The Decision Space Framework

The dimensionality of the decision-state space can become prohibitive as the complexity
of state definitions increases through the incorporation of imperfect information and agent
observations. A policy table could be used as a simplistic method to capture the optimal
decisions the agent should make without addressing the overfitting concerns of ANNS.
However, mapping a continuous decision-state space to a discrete set of state behaviors
can be difficult due to the dimensionality of the space. On the other hand, ANNs have
the advantage of mapping complex and continuous inputs that could include imperfect
information and observations made by the agent. Based on these findings, ANNs seem to be

a better fit for the decision behavior algorithm. These models could provide the algorithm
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to scale with the complex decision-state space while also enabling agent observations and

imperfect state information. These findings inform Hypothesis 2.1.

Hypothesis 2.1: The use of a Neural Network to approximate the algorithm’s immense

decision-state space enables the exploration of the mission action space.

3.3.2 The Dimensionality of the Decision-State Space

The dimensionality of the mission action design space must be reduced without imposing
limits on the tactical options or defining mission paths. The second avenue to pursue in
assessing the dimensionality of the decision behavior algorithm is the size of the decision-
state space. The dimensionality of the decision-state space should be investigated to quan-
tify or reduce the size of the mission action design space while maintaining a minimally
defined mission framework. The reduction in available state behaviors would not only de-
crease the decision-state space for the algorithm to choose from for each technology, but
also reduce the number of state behaviors that must be trained for each technology. These

findings lead to research question 2.2.

Research Question 2.2: How can the selection of state behaviors decrease the dimension-

ality of the decision-state space without constraining the mission action design space?

The state machine agent framework has the flexibility to suit a variety of possible states.

Many states could be modeled without increasing the complexity of the state machine sig-
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nificantly. However, not all states may provide benefits to the simulation. Some states may
not even be used by an agent or have a very low probability of being chosen. In those
cases, an argument could be made to filter out those states which do not provide a signifi-
cant contribution to the agent’s performance. Filtering out insignificant or unsuitable states
in the agent’s state machine could simplify the agent’s decision behavior algorithm by re-
quiring less state combinations to be sampled. Both the identification of incompatible and

unsuitable state behaviors should be investigated.

Identification of Insignificant State Behaviors

One method used to identify insignificant states in an agent’s state machine is a “screening
test.” Screening of experiments can identify important factors. One such technique is the
Analysis of Variance (ANOVA) which is a statistical method used to identify significant
effects of an experiment [124]. The combination of ANOVA and a Design of Experiments
(DoE) can be used to determine the statistical significance of parameters on the variability
of the results [7].

One method that can be used to visualize the results of ANOVA is the Pareto Chart, il-
lustrated in Figure 3.17. The Pareto Chart was named after Vilfredo Pareto who developed
the “80/20 rule” from observations of the distribution of Italian income among the popula-
tion. Pareto observed that 20% of the Italian population received 80% of the income. Juran
later generalized the 80/20 rule for manufacturing defects in the field of quality assurance
and described it as the “vital few and trivial many” [125]. This distribution of effects is
visualized through a Pareto Chart. Figure 3.17 illustrates a generic Pareto Chart which
shows four variables contributing to 80% of the response. Although Pareto’s decision to
split the distribution at 80/20 may be arbitrary, his choice does provide a starting point for
determining what constitutes an insignificant state.

The Pareto Chart has since been applied to the field of conceptual design to determine

the impact of technologies or design parameters on the overall objective function [7]. The
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Figure 3.17: [125].

CBD for SoS methodology, discussed in Section 2.1.3, used ANOVA and a Pareto Chart to
determine the impact design parameters had on a mission campaign. Figure 3.18 illustrates
the Pareto Charts for the contribution each design parameter has on the variability of the
response.

Note that the highlighted area in Figure 3.18 outlines 80% of the contribution to the
response variability. For the response of Time Critical Targets (TCT) killed, design pa-
rameters below the 80% threshold could be removed to reduce dimensionality; however,
some of the parameters that are below the 80% threshold for one response, may be vital for
another response. For example, TCT dwell time is the largest contributer to the TCT killed
response, but contributes almost no variability to the supersonic platforms lost response.
A similar issue could occur in technology evaluation in the mission action design space.
Some states defined in the agent’s state machine may impact the mission effectiveness of
one technology while having little impact on another technology. These considerations
must be addressed when choosing which states to remove from the agent’s state machine

framework.
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Figure 3.18: Pareto Chart for two responses from a mission campaign [7].

Identification of Unsuitable State Behaviors

The definition of state behaviors should be a broad procedure to capture the mission action
design space. However, not all state behaviors should be included for each technology.
Each state behavior should capture a certain aspect of the mission, such as an engagement
state behavior, while avoiding targeted behaviors for specific technologies. Once state
behaviors are identified, then each should be reviewed to determine if they are suitable for
a given technology. However, a method to determine the suitability of each behavior for
each technology must be determined to minimize the introduction of bias during tactics
formulation.

The TIES for SoS methodology utilizes a Technology Compatibility Matrix (TCM) to
identify compatible and incompatible technologies when conducting a DoE. This matrix
compares the compatibility of each technology with another technology. The identification
of incompatible technologies does not just eliminate one case from the DoE, but eliminates
all technology combinations that contain both of the incompatible technologies. These in-
compatible technologies are those that are not realistically possible due to current physical

constraints [25]. Figure 3.19 illustrates a TCM of 11 technologies for a high speed civil
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transport. A full factorial DoE results in 2, 048 combinations. However, the identification

of 12 incompatibilities reduces the number of possible combinations to 272.
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Figure 3.19: Technology compatibility matrix for a high speed civil transport [25].

The TCM is a valuable tool to use during technology evaluation studies to reduce the
dimensionality of the concept space. A similar tool could be developed for technology and
state behavior combinations to possibly reduce the dimensionality as well. The suitability
of a state behavior for each technology is more appropriate than determining compatibil-
ity due to the general behavior defined by each state behavior. A state behavior may be

compatible for all technologies, but its use with some may not be suitable for that type
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of technology. The engagement state behavior in the contested reconnaissance mission is
compatible with all technologies, but may not be suitable for a bundle of endurance tech-
nologies that aim to increase the time the aircraft is flying. Similarly, the concept space
may include offensive and defensive platforms that may or may not be suitable for an en-
gagement behavior. The implementation of a matrix that can map the suitability of each
state behavior to each technology could address the dimensionality of the decision-state

space.

Reduction of State Behaviors

The use of ANOVA and a Pareto Chart may provide a method to identify insignificant
state behaviors in an agent’s state machine framework to reduce the dimensionality of the
decision-state space; however, its use would require the training of each state behavior for
each technology. A reduction in the number of state behaviors before training an agent with
each technology alternative may reduce the overall complexity of the methodology by elim-
inating state behaviors for technology alternatives. The determination of a state behavior’s
suitability for each technology alternative could provide a more practical reduction in the
decision-state space while also reducing the number of state behavior algorithms required
to train. Technology alternatives that are not suitable for some state behaviors could reduce
the dimensionality of the decision-state space for those alternatives. The development of a
matrix that maps each technology’s suitability with each state behavior could address the
dimensionality of the decision-state space. The identification of unsuitable state behaviors
would simplify the decision behavior algorithm and maintain a minimally defined mission.

This hypothesis is stated below.
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Hypothesis 2.2: If a state behavior’s suitability is determined for each technology with
unsuitable behaviors removed, then the dimensionality of the decision behavior algorithm

would be reduced.

3.4 Exploration of Tactics

The third step of the proposed methodology seeks to train the agents using the decision
behavior approach and disturb the ways the agent uses each technology alternative. The
agent’s logic must be redefined for an algorithm based approach to incorporate training
methods for both the state behaviors and the decision behavior. The order in which each
behavior is trained is important to define for the methodology. Once the order is defined,
the decision behavior approach will be investigated for cooperative multi-agent simula-
tions. The incorporation of cooperative agents expands the mission action design space
significantly to enable more tactics exploration. Further definition of the agent’s algorithm
will also be addressed to enable the next step in the methodology to conduct tactics explo-

ration.

3.4.1 Training the Decision Behavior Agent

The inclusion of a learning algorithm in the decision behavior approach requires the agent’s
logic to be revised for the state behaviors and the decision behavior. Revision of each state
behavior logic must be addressed first to ensure each behavior is trained independently in
a manner that does not limit its respective mission action design space. The general proce-
dure for training the decision behavior algorithm requires each state behavior’s algorithm

to be trained or logic defined. Since state behaviors can be defined multiple ways, their
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Figure 3.20: Generic agent logic for implementation of a state behavior.

training logic should be defined first.

State behavior logic could be defined as a set of logical tasks that define dropping a
supply payload or firing a missile or by an algorithm that defines a trained behavior. The
general formulation of an agent’s state behavior defines a mission segment that represents
the tasks and situations the agent is expected to encounter in the higher level mission of
interest. This mission segment should encompass all variable states the agent is expected
to encounter during the execution of that state behavior. The generic formulation of an
agent’s state behavior logic is illustrated in Figure 3.20.

The agent’s state behavior logic is structured similarly to a POMDP framework. The
agent’s state behavior is given a set of initial conditions. The agent then uses the initial
information to choose an action and takes that action in the environment. The environ-
ment reacts to the action from the agent and changes accordingly. The new environment is
then oriented to the agent’s frame of reference and observed to determine the state specific
reward to receive for taking the initial action. This logic loop is continued until the exit
criteria is satisfied. The state behavior implements this agent logic to train the algorithm
by sampling the environment over many mission simulations. For state behaviors that do
not require an algorithm, the agent’s logic does not need to be sampled once it has been
defined.

Once each state behavior is defined and each corresponding algorithm is trained, the
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Figure 3.21: Generic agent logic for implementation of its decision behavior algorithm.

decision behavior logic and training can begin. The decision behavior logic defines the
agent’s logic for the entire mission. Care must be taken in defining the agent’s decision
behavior logic to ensure it maintains a minimally defined mission. The generic decision
behavior logic, illustrated in Figure 3.21, does not explicitly define an initial condition.
The initial condition of the agent could be defined as either an initial starting condition or
an initial state behavior. Once the mission begins, the decision behavior logic proceeds
similarly to the state behavior logic; however, the decision behavior does not directly inter-
act with the environment every time step, but instead receives its reward from the change
in the environment between when the chosen state behavior began and ended its tasks. The
decision behavior uses its observations of the environment and continuous state variables
to determine the algorithm’s inputs for the next decision.

The order of training each behavior is necessary to define due to the dependency of the
decision behavior on each state behavior. The state behavior’s logic and decision behavior
logic can be defined together to form the collective mission logic, illustrated in Figure 3.22;
however, each state behavior algorithm needs to be trained before the decision behavior
algorithm. Each state behavior should remain independent from each other to ensure the
algorithm’s can be independently trained. Once trained, the state behaviors are used during

training of the decision behavior algorithm. The decision behavior algorithm samples the
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Figure 3.22: Generic implementation of an agent’s state behavior algorithms with its deci-
sion behavior algorithm.

decision-state space by selecting a state behavior and receiving a corresponding reward
once the state behavior has met its specific exit criteria. The entire mission is simulated
during each training episode of the decision behavior algorithm, which results in a set of
decisions made at each decision point, a set of rewards that resulted from each decision,
and a final reward that quantifies the reward for a single mission execution.

The agent’s training logic provides a framework to define and train state and decision
algorithms for a broad set of missions. However, the implementation of the decision be-
havior approach for multi-agent missions is unknown. Cooperative multi-agent tactics are
difficult to model due to the potential complexity of interactive agent behavior and the ever
increasing dimensionality of the model. In order to truly explore an open mission action de-
sign space, cooperative, competitive, and mixed multi-agent systems should be considered.
This research will investigate implementing agents with a decision behavior algorithm in
a cooperative environment. It is suspected that the methods to implement the decision be-
havior algorithms for a cooperative multi-agent system can be extended to competitive and
mixed multi-agent systems. Once a cooperative environment is developed, the quantifica-
tion of mission effectiveness of a multi-agent system will be discussed. The findings in this

section will ultimately enable further exploration of the mission action design space.
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3.4.2 Cooperative Decision Behavior Algorithm

Cooperative multi-agent systems have been investigated by many in literature [126, 127,
119, 128, 129, 118]. Multi-agent systems are a sub category of Distributed Artificial Intel-
ligence (DAI) and can be further broken down into cooperative and/or competitive systems
[130]. These multi-agent systems typically face many challenges due to the complex nature
of interacting agents in a changing environment. These challenges lie in the dimensionality
and complexity of the problem.

The curse of dimensionality is always a challenge that needs to be addressed in complex
multi-agent systems. Even for agents with a reduced state-action space, dimensionality
can exponentially increase as the number of agents increase [131]. The introduction of
competitive agents into an already complex cooperative multi-agent system would continue
to increase dimensionality and become prohibitive for most algorithms used to explore the
state-action space. Some algorithms have successfully modeled large multi-agent systems
[119]. Cooperative multi-agent systems will be investigated for the initial implementation
of the decision behavior algorithm in multi-agent systems. Competitive and mixed multi-
agent systems are excluded from the initial implementation due to the scope of the problem
and should be considered in future work. The algorithm choice and behavior framework
for the cooperative system can help to manage the dimensionality of the problem as well
as the impact cooperation has on the agent’s mission logic.

Another challenge in cooperative multi-agent systems arises during the formulation of
the learning algorithm. Care should be taken in defining a good goal for the multi-agent
system. Maximizing the response of a single agent cannot be done independently since
their responses are correlated [131]. A goal that considers both the stability of learning and
adaptation to changing behavior should be chosen. Along with defining a goal, the learning
algorithm needs to handle the nonstationarity of the problem [132]. In other words, the
current optimum agent behavior changes as other agent’s behaviors change.

Although challenges exist in cooperative multi-agent systems, the resulting tactics pro-
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vide a critical contribution to the mission action design space. Methods to implement the
decision behavior algorithm for cooperative agents are desired. Successful implementa-
tion would result in a decision behavior algorithm that does not significantly increase the
dimensionality. The challenges of cooperative multi-agent systems inform Research Ques-

tion 2.3.

Research Question 2.3: How can the decision behavior approach scale as the number of

agents increases without a prohibitive increase in dimensionality?

Two aspects of multi-agent systems can be investigated to inform the hypothesis for this
research question. The choice of learning framework used to train the cooperative agents
will be addressed to determine if a reduction in sampling requirements for complex agent
interactions is possible. The choice of centralized versus decentralized learning will be

investigated to evaluate its impact on state behaviors.

Multi-Agent Learning Frameworks

Research into cooperative systems lead to a significant portion of studies whose agents de-
pend on learning algorithms, such as RL [131]. The use of RL in multi-agent systems has
been successful due to the complexity that arises for cooperative agents. Optimal coop-
erative agent behavior may be difficult or even impossible to design. Even if cooperative
behavior is known a priori and preprogrammed into the agents, that same behavior may
become obsolete or non-optimal in a changing environment. Learning algorithms allow
for agents to learn new behaviors in a changing environment to improve the goals of the
algorithm.

The choice of learning algorithm may enable its ability to be extended to multi-agent
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systems. Some algorithms, such as ()-learning, have been shown to scale well with agents
using modularity [117]. Other single agent algorithms, such as those based on policy gra-
dient, temporal difference error, and actor-critic methods, have also been successful in
scaling from a single agent to large agent simulations [119]. These multi-agent RL al-
gorithms have varying success for large complex systems, but learning frameworks may
provide more weight in managing the dimensionality of the problem.

Cooperative agent learning methods have the potential to learn the optimal policy faster
than a single independent agent [133, 128]. Although multi-agent systems may have more
complex behavior, the ability of agents to share knowledge from trial-and-error exploration
speeds up their learning phase. Some examples of learning techniques involve the exchange
of information, learning from an expert agent, imitating an expert agent, or utilizing cur-
riculum learning. Early studies found that learning from an expert agent outperformed the
exchange of information or the imitation of expert agents [126]. However, as the number
of agents increase from a handful to 20 versus 20 or larger, then methods such as curricu-
lum learning may be required. This type of learning seeks to learn policies for basic tasks,
then progressively increases the complexity of the task [119]. However, the mission ac-
tion space is already discretized into decision and state behaviors, which may not require
learning techniques such as curriculum learning.

Learning frameworks that have high data sampling efficiency may provide a more ap-
propriate implementation than advanced learning techniques. Multi-agent system frame-
works are typically implemented with centralized or decentralized learning and control.
The centralized view incorporates joint intentions and actions for all agents in the envi-
ronment [134]. Decentralized agents make local decisions based on local or global in-
formation. Global joint cooperative learning has been shown to outperform decentralized
learning in some cases, but results in an exponential growth in communication costs with
the number of agents [135]. The advantages of decentralized agents are their scalability

and robustness [136]. As the number of agents increase in a decentralized system, their

89



communication costs do not.

Decentralized agent frameworks have been successfully implemented many with RL
algorithms such as ()-learning and Proximal Policy Optimization (PPO) [102, 135]. The
sharing of global information of the environment enables the cooperation of agents without
the need to make joint decisions. One example of information sharing is the creation of a
global map updated by each agent during each time step. The map is then used by each
agent to make local decisions [102]. The sharing of information can also enable higher data
efficiency during training. Since each agent is simultaneously sampling the environment,
the learning algorithm receives more data about the environment during a single time step
increasing the algorithms sample efficiency [135]. However, the increased frequency of
sampling could lead to a noisy high variance of the policy during training. The advantages
and disadvantages of both centralized and decentralized agent control should be considered

when choosing an multi-agent learning framework.

Extending the Decision Behavior algorithm

The literature review found that many single agent reinforcement learning algorithms can
be extended to cooperative multi-agent systems through centralized and decentralized learn-
ing. This finding suggests that the algorithm chosen for the decision behavior algorithm
will be extensible to cooperative multi-agent systems. However, the choice of learning
framework may have a larger contribution in managing the extensibility of the decision
behavior algorithm. A prohibitive increase in dimensionality is defined as one that requires
every decision and state behavior algorithm to be retrained for each unique set of agents and
technology combinations. The choice of a decentralized agent framework could distinguish
two classifications of state behaviors. The first class would be cooperative state behaviors
that depend on information from each agent such as its heading or position. The second
class of state behaviors are those that may use global information, but do not explicitly

depend on cooperative agent information.
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Implementation of a decentralized cooperative agent mission with the decision behav-
ior algorithm will be addressed to quantify the scalability of the method. Decentralized
agents could improve data sample efficiency and reduce the number or cooperative state
behaviors required to train. The reduction in cooperative state behaviors would decrease
the approaches dimensionality, thereby increasing its scalability. These findings inform

Hypothesis 2.3.

Hypothesis 2.3: If a decentralized agent framework is utilized to enable agent-independent
state behaviors, than dimensionality of a cooperative decision behavior approach will be

reduced.

3.5 Evaluation of Technologies and Tactics

The two motivating technology evaluation methodologies — EBD and TIES for SoS — pro-
pose unique technology evaluation and selection methods. EBD seeks to maximize an
objective function defined by measures of effectiveness to determine the most effective
solution [34]. On the other hand, TIES for SoS explores more formal techniques to ac-
count for the complex nature of the multi-attribute and multi-objective design problem
[39]. Technology selection typically requires a Multi-Attribute Decision-Making (MADM)
method, such as the Technique for Order Preference by Similarity to Ideal Solution (TOP-
SIS) method. This MADM method, which seeks to identify the closest solution to an ideal
solution, has been applied to many similar problems [137, 138, 139]. The challenge in
technology selection does not reside in a lack of methodology, but in generating data that
can be compared with such a method.

The comparison of technologies and their respective optimal tactics would provide criti-
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Table 3.2: Example Technology Impact Matrix (TIM) modified from [24].

“k”—factor | TI1 T2 T3
vector
]CQ ~ —3% ~
ks —-1% ~ —2%
k4 —2% | 2% | 3%

cal decision-making information in the grand scheme of a technology evaluation methodol-
ogy. Difficulties may arise in comparing fundamentally disparate technology-tactic combi-
nations due to the unique solutions generated from the decision behavior algorithm. These
challenges must be addressed to utilize the data produced from the decision behavior agent
framework. Proper evaluation techniques are critical in correctly identifying the set of
optimal technology-tactic solutions.

Traditional technology evaluation methods have successfully compared the performance
and effectiveness of a technology trade study, albeit with a fixed mission. Methods to ad-
dress the impact technology alternatives have on performance can be quantified using a
Technology Impact Matrix (TIM) [25]. This matrix, illustrated in Table 3.2, defines tech-
nical “k”—factors that can capture the broad range of impacts each technology has on the
aircraft’s performance. Each “k”—factor element defines the expected impact a technology
could have on a disciplinary metric as a A% where a value of 1.0 or 0% denotes no impact
on the baseline disciplinary metric.

Implementation of the TIM enables the performance metrics of the aircraft to be directly
linked to which technologies are included in a given alternative. The “k”—factors from
each technology within an alternative are summed to determine the overall impact a set
of technologies may have of the aircraft’s performance. In most cases, the application of
“k”—factors can capture the effects of each technology alternative across many disparate
technologies [26]. Similar methods have been proposed for tactical alternatives; however,

no current methods have been implemented to evaluate the tactical alternative inherent
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in a minimally defined mission. The evaluation of tactical alternatives must be further
investigated to enable the evaluation of disparate technology-tactic combinations. These

findings inform Research Question 3.

Research Question 3: How can tactical alternatives be evaluated for a technology alter-

native using the decision behavior approach?

Two methods are investigated to explore tactical alternatives within a minimally defined
mission. Implementation of the proposed “\”—factors are discussed and contrasted with the

use of a stochastic policy for the decision behavior algorithm.

3.5.1 Extension of Existing Methods

Since their introduction, “k”—factors have been applied to a variety of studies, such as
a supersonic business jet, military campaign analysis, and uncertainty analysis for a hy-
brid wing body aircraft [140, 141, 142, 143]. The extension of “k”—factors to tactical
alternatives could provide a similar A% impact on operational effectiveness metrics. The
application of “\”—factors with a DES model for a humanitarian aid and disaster relief
mission have been proposed with no implementation [39]. Several gaps that exist in the
proposed technique are the difficulty in defining each tactic, determining each “\”—factor,
and identifying which operational effectiveness metrics each factor would operate on. As-
suming those limitations can be addressed, the dimensionality of sampling both “k”— and
“\”—factors can be prohibitive. A notional tactic impact matrix is illustrated in Table 3.3.
Exploration of n technology alternatives using a full factorial DoE would result in 2" al-
ternatives. The introduction of m tactical alternatives would require a separate DoE for each

technology alternative. A full factorial DoE on the technology and tactical alternative space
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Table 3.3: Notional Tactics Impact Matrix (TIM) [39].

“N’—factor | Tcl | Tc2 | Tc3
vector
Ao +3% | —1% | —2%
)\3 ~ ~ +4%

would results in 2”1 alternatives. The investigation of six technologies alongside six tac-
tics would results in 4,096 alternatives. The hypothetical implementation of “\”—factors
with the decision behavior approach would require the training of unique state behaviors
and a decision behavior for each alternative. The exponential increase in alternatives is

prohibitive when implemented with the decision behavior approach.

3.5.2  Stochastic Agent Policy

Investigation of the learning algorithm’s policy, introduced in Section 3.2.2, may provide
an alternative area to explore tactical alternatives. The algorithm’s policy, 7, defines the
agent’s behavior. Once trained, the agent’s policy inputs state information such as the
agent’s health, heading, or observations, and outputs a corresponding action. Altering the
policy once it is already trained could quickly create a suboptimal policy and may invalidate
the model. Instead, the type of policy used for the decision behavior algorithm should be
purposefully chosen before training each behavior.

Deterministic policies, such as a greedy policy used in ()-learning, always return the
same action given the same policy inputs. The greedy policy selects the action that has
the highest action-value or expected reward, 7(s) = argmax, Q(s,a) [144]. This results
in no variation of the outputs from the agent’s policy during testing, which in many cases
is desired. In other cases, such as problems with continuous actions spaces or partially
observable environments, deterministic policies may not be easily implemented or desired.
The deterministic policy set, 7 : S — A, is sufficient for optimality of a MDP [145]. How-

ever, this guarantee has been shown to not hold for POMDPs [146]. This is in part due to
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perceptual aliasing where two states may be perceptually identical, but require different ac-
tion responses [147]. The confounding of states may significantly diminish the the agent’s
policy [148].

Stochastic policies provide a probability distribution over the actions, 7(s) = Pl[als].
These policies are arbitrarily better than deterministic ones due to their inherent flexibility
of action choices [145]. For any given state, the stochastic policy returns a probability
distribution that defines the learned optimality of each action. These distributions enable
on-policy exploration which provide a built in mechanism of balancing exploration and
exploitation throughout training [149]. The issue of perceptual aliasing can also be be
eliminated thanks to non-deterministic action selection. For example, this behavior enables
the policy to be trained to equally weight the probability of choosing one optimal action
over an equally optimal action given perceptually identical states. The stochastic policy
can be trained using many RL algorithms such as extensions of traditional algorithms like
(2-learning or modern algorithms like Trust Region Policy Optimization (TRPO) and PPO
[149, 150, 151].

Action selection using a stochastic policy may result in different tactical outcomes for
the same mission. From this perspective, tactical alternatives could be defined as the set of
actions chosen over the course of a mission. The variation of tactical alternatives that result
from a stochastic policy may provide the desired outcome. However, further investiga-
tion is needed to ensure enough variation is present to result in sufficiently unique tactical

alternatives.

3.5.3 Evaluation of Tactical Alternatives

Quantification of the MoEs from a fixed mission environment is not sufficient for the ex-
ploration of each technology-tactic alternative. Such an environment would not enable an
apples-to-apples comparison due to the inherent suboptimal behavior of a fixed mission.

The mission environment cannot be fixed for such a methodology that seeks to compare
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the technology-tactic synthesis. In reality, the mission environments should be stochastic,
noisy, and complex [57]. Such a mission environment would enable each technology-tactic
combination to find their optimal mission effectiveness.

The definition of a stochastic mission environment is not the only step required to en-
able the comparison of technology-tactic combinations. The solutions from the stochastic
mission environments may aid in understanding effective tactics for a technology, but may
not be the key enabler for the variation of tactical alternatives. The proposed “\”—factors
have many unknowns that must be addressed in order to utilize such a method. Futher re-
search into the existing gaps must be addressed before such a method can be implemented.
The use of a stochastic policy provides a well understood method that could be applied
to varying the tactical alternatives of each technology. The use of a stochastic mission
environment provides some variability to quantify the MoEs, but no variation of tactical
alternatives. Based on this research, tactical alternatives of a technology could be captured

through stochastic policy. These findings inform the hypothesis below.

Hypothesis 3: If a stochastic agent policy is used for the decision-state space, then tactical

alternatives of a technology can be evaluated.

3.5.4 Quantification of Mission Effectiveness

The final step in the proposed methodology seeks to evaluate the technology-tactic combi-
nations. Evaluation of the alternatives will first compare the MoEs and then quantify the
mission effectiveness of each alternative. Comparison of the alternatives may not be possi-
ble if each technology-tactic combination is tested using a unqiue set of stochastic mission

environments. Instead, the same set of stochastic mission environments should be used to
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test each alternative. This will ensure any ‘easy’ or ‘challenging’ stochastic mission, which
may produce outliers in the results, is tested with every alternative.

Evaluation of the MoEs is typically conducted by evaluating the effectiveness of each
technology alternative from a fixed mission, resulting in a set of point designs. The inclu-
sion of both a stochastic mission and stochastic policy will not only produce the traditional
mean response for each MoE, but also a set of individual responses that capture the vari-
ation in tactics within a stochastic mission. This additional level of data requires a new
method to evaluate the MoEs.

The TIES for SoS methodology proposed the means and ways plot for the comparison
of technology-tactic alternatives. This plot, illustrated in Figure 2.8, aims to identify Pareto
frontiers that quantify the upper limit of effectiveness when comparing MoEs. Frontier
plots enable the visual identification of the set of non-dominated solutions — the Pareto
Frontier — within the entire set of results [152]. This method of data evaluation will be
implemented to compare the results from the technology-tuned behavior algorithms.

Once the MoEs are evaluated, the mission effectiveness is quantified using the results
from the batch of test missions. Mean and standard deviation of each alternative is calcu-
lated to pair with visual results from the means and ways plot. This information is then
used to aid in the technology selection process for further investment into research and

development of the selected technology.
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CHAPTER 4
PROPOSED METHODOLOGY

The Stochastic Agent Approach (SAA) provides a methodology to quantify the mission
effectiveness of technologies through tactics formulation and exploration. However, after
addressing gaps in the methodology, a new methodology can be proposed to better suit
the needs of the overarching technology evaluation methods used for development and ac-
quisition of advanced military capabilities. The proposed four step method enables the
exploration of the mission action design space by means of a minimally defined mission.
The quantification of mission effectiveness can aid in the technology evaluation process by
enhancing the design knowledge and design freedom early on in the conceptual design pro-
cess. The Technology-tuned Decision Behavior Algorithm for Tactics Exploration (Tech-
DEBATE) is defined in this chapter. This methodology, illustrated in Figure 4.1, consists
of the problem definition, tactics formulation, tactics exploration and technology-tactics

evaluation steps.
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Figure 4.1: The Tech-DEBATE Methodology.
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4.1 Step 1: Problem Definition

The first step in the Tech-DEBATE methodology defines the problem to be explored. The
problem, consisting of technologies of interest and the mission definition should be clearly
identified in this step. Both the technologies of interest and mission attributes can be de-
fined using a morphological matrix. Care should be taken when determining the mission
behaviors to avoid limiting the mission design space a priori. The degree of fidelity desired
for tactics exploration will depend more on the fidelity chosen in the physics-based M&S
environment than for the Tech-DEBATE methodology. This methodology is tool agnostic,
so the modeling fidelity desired depends on the choice of ABM software.

Another aspect to problem definition is determining the outputs of interest. These are
specified through Measures of Effectiveness (MOEs), and metrics of success. The choice
of MoEs to output depends on the goals of the mission. Care should also be taken during
MOoE selection to minimize bias in the direction a solution may take [64]. Processes to
reduce bias in the formulation of MoEs exist that focus on critical operational issues and
iterate on the formulation of MoE:s.

Once the problem is defined, the modeling framework should be determined. An appro-
priate ABM should be chosen for the mission of interest. Background research determined
that an agent framework consisting of a state machine that can observe and orient itself in
a changing environment would suit mission action design space exploration. Specifically,
ABMs that are based on POMDPs provide an appropriate agent framework for the decision
behavior approach. The decision-state and state-action spaces of each behavior must be de-
fined while accounting for unique states that each technology of interest may require. Each
technology may have unique state machines due to the possibility of discrete capabilities
between the technologies of interest. An example of discrete capabilities in a contested re-
connaissance mission would be the investigation of a reconnaissance aircraft compared to

a degraded satellite network. Aircrafts and satellites would have seldom shared states. For
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each unique state machine, no assumptions should be made at this point on the significance
each state may have on the overall tactics of the agent. Once the mission-action space is
defined for the set of technologies, the agent’s state machine framework can be developed

for the ABM. The three key aspects of the problem definition step are summarized below.

Tech-DEBATE Step 1: Problem Definition

1. Define the mission, measures of effectiveness, and metrics of success

ii. Identify technologies and mission variables using a morphological matrix

iii. Develop an agent-based model using the decision behavior approach

4.2 Step 2: Tactics Formulation

The second step seeks to formalize the agent’s framework by defining the decision and
state behavior logic within the state machine. Each state behavior’s logic can be defined
by a predetermined optimal behavior or a state behavior algorithm that corresponds to the
level of fidelity desired. For example, an aircraft modeled in a lower fidelity simulation
may utilize an optimal control algorithm while a higher fidelity simulation may desire an
algorithm-based flight controller to evade a defender. The logic that triggers the decision
behavior algorithm is also defined.

The logic that triggers the decision behavior algorithm will provide traceability of the
decisions made throughout the mission. The decision and state behavior algorithms will be
defined by an RL algorithm with a stochastic policy. This methodology does not depend

on a specific RL algorithm due to the ever advancing field of machine learning.

100



Tech-DEBATE Step 2: Tactics Formulation

i. Develop agent logic for minimally defined mission

ii. Define a stochastic policy reinforcement learning algorithm for the agent’s decision

and state behaviors

4.3 Step 3: Tactics Exploration

The exploration of the mission action design space is enabled by the decision behavior
approach. Each algorithm will be tuned for a given technology through learning about its
environment. Before the learning phase begins, the user should have an understanding of
the size of both the decision-state and state-action space. If the dimensionality of the de-
cision behavior approach is prohibitive, then a tactics compatibility matrix should be used
along side the identification of unsuitable state behaviors for each technology alternative.

Once an appropriate dimensionality is determined, each state behavior should be trained
using a representative mission to enable the algorithm to sample its entire state-action
space. The mapping of both the decision-state space and state-action space should be done
through deep neural networks to capture its complexity. The models are then infused into
the decision behavior’s logic. The decision behavior algorithm can then be trained using
the overall mission environment.

In order to compare the results of each technology-tuned decision behavior algorithm,
a set of stochastic missions should be determined. Once generated, the set of missions

will provide a fixed set of scenarios to compare the technologies in. This is done to main-
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tain the same mission sample set across technologies, but avoid a deterministic mission

environment that may unintentionally bias a technology.

Tech-DEBATE Step 3: Tactics Exploration

1. Train the behavior algorithms using deep neural networks

ii. Perturb the ways by sampling the stochastic mission space with the trained stochastic

policy from each technology-tuned agent

4.4 Step 4: Technology-Tactics Evaluation

The key enabler for comparing the synthesis of technology and tactics lies in the qual-
ity of distribution metrics produced. Distribution metrics should be determined for each
technology-tuned algorithm based on the results from the set of sample missions. These
metrics enable the quantification of mission effectiveness and provide an apples-to-apples
comparison of technology-tactic combinations. The distribution metrics can be visualized
by identifying frontiers in the mission action design space. These Pareto Frontiers can be
multi-dimensional depending on the number of MoEs investigated. No single optimal so-
lution can be identified at this point due to the multi-attribute and multi-objective nature of
the means versus ways trade-off.

The critical information produced from the frontiers plot will identify a set of solutions
that are all uniquely optimal in comparison to each other. This information can be infused
back into the overarching technology evaluation methodology by providing quantitative re-
sults on the mission effectiveness of each technology of interest. The mission effectiveness

is then combined with each alternative’s measures of performance to quantify the overall
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system’s effectiveness.

Tech-DEBATE Step 4: Technology-Tactics Evaluation

1. Compare technology-tactic alternatives through the identification of means and ways

frontiers

ii. Evaluate system effectiveness

4.5 Overall Research Hypothesis

The proposed methodology aims to improve the quantification of mission effectiveness to
better inform technology selection for further investment during the conceptual and prelim-
inary stages of design. The emphasis on a minimally defined mission enables variation of
the ways each technology is used, potentially opening up the design space by identifying
new ways to use an evolutionary technology or novel ways to use a revolutionary technol-
ogy. The Tech-DEBATE methodology discretizes the mission action space into decision
and state behaviors to enable exploration of a minimally defined mission for each alterna-
tive of a technology evaluation study. The proposed methodology provides an improvement
in the quantification of mission effectiveness that past methods could not capture due to a
fixed mission behavior or stationary mission environment. These findings inform the over-

all research hypothesis.
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Overall Research Hypothesis: If the proposed Tech-DEBATE methodology is implemented
for technology evaluation in a contested environment, than the improvement in the quan-

tification of mission effectiveness can provide more information for technology selection.
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CHAPTER §
DETERMINATION OF METHOD

Implementation of the Tech-DEBATE methodology must be conducted in order to confirm
or deny the hypotheses presented in Chapter 3. A contested reconnaissance mission was
investigated for validation with a set of relevant technologies. This choice in mission aligns
with the desire to achieve air superiority in contested environments. The quantification of
mission effectiveness through a minimally defined mission could aid in the determination
of technology investment thereby reducing the risk associated with development and ac-
quisition costs of a new or advanced technology. A need exists to address ISR capabilities
in future contested environments [18]. The contested reconnaissance mission for this thesis
draws from the Stochastic Agent Approach (SAA) mission scenario developed by Gordon
and previously discussed in Section 2.2.4. Figure 5.1 illustrates a notional contested re-
connaissance mission simulation of four reconnaissance agents surveying a contested area
with ten fixed defenders.

The complexity of the contested reconnaissance mission is suitable for a proof-of-
concept implementation of the Tech-DEBATE methodology. The choice of a more complex
mission would not provide further insight into the implementation of the methodology, but
merely complicate the experimental setup and procedures required. For these reasons, the
contested reconnaissance mission provides an appropriate level of complexity to investigate

the proposed methodology.

5.1 Definition of the Vehicle and Mission Concept Space

The first step in the Tech-DEBATE methodology is to define the baseline vehicle configura-
tion, mission variables, and their respective alternatives. Alternative vehicle configurations

can be determined using the morphological matrix introduced in Section 3.1. Three vehi-
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Figure 5.1: Notional contested reconnaissance mission simulation [57].

cle attributes are identified as the vehicle’s configuration, payload, and propulsion. Each
attribute is then further decomposed into a set of variables that enable the identification of
specific alternatives. The morphological matrix for an ISR platform is illustrated in Figure
5.2. This analysis focuses on high level vehicle alternatives as to not over complicate the
implementation of the methodology.

Once vehicle alternatives are enumerated, a baseline vehicle is identified. The baseline
vehicle, highlighted in blue, is chosen to represent a conventional single engine wing and
tail aircraft. Conventional sensors and optics are also selected as the main payload with
conventional munitions. The baseline fuel volume of 1500 is unitless for this study. The
performance of the baseline configuration is assumed to be inadequate from the start, which
motivates the need to either identify technologies of interest from the alternatives within
the matrix or identify alternative mission tactics from the matrix.

The morphological matrix is utilized to identify the mission alternatives, illustrated in
green in Figure 5.2. The mission attributes define the mission type, mission behaviors, and
mission teaming. The mission type is given its own category due to the applicability of the

decision behavior approach to many missions using the same agent-based models; how-
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Attributes Alt1 Alt2 Alt3 Alt4

Vehicle CQuad Copter WTOL Wing & Tail Low RCS
Config Planform Low Speed High Speed
Structure Traditional Structure Adv, Structures | Low Cost Strudiures
Fuel Volume <1000 1500 >2000
Payload Sensors/Optics Traditional Cptics Advanced Optics COTS Optics
lunitions Conventional WMunitions | Adv, Munitions Directed Energy
Engine Type High Supersonic Supersonic Subsonic
Propulsion #Engines 6 4 2 1
Engine Position Forward Fuselage Aft Fuselage Under Wings Cver Wing
Energy Source Elactric Traditional Fuel
Iission Type Reconnaissance Strike Support Cargo
Mission Mission Behaviors Recon Evade Engage Retreat
Teaming Single &/C Multiple 4/C

Figure 5.2: Vehicle and mission alternatives for a contested reconnaissance mission. The
baseline alternative is highlighted in blue.

ever, the extension of state behaviors to multiple missions is not addressed in this work.
The mission behaviors are the enumeration of state behavior alternatives that apply to the
mission types. For this example, only the mission behaviors for the reconnaissance mission
are shown. Mission teaming is given its own category due to the complexity of multi-agent
teaming and multi-domain teaming that one might find in SoS. Similar to the vehicle con-
figuration, the baseline mission configuration is highlighted in blue. The baseline mission
attributes utilize a single agent conducting a reconnaissance mission with only the ‘recon’
mission behavior.

The Measures of Effectiveness (MoEs) and Measures of Performance (MoPs) require
refinement throughout the development of the ABMS environment. Initial MoEs and MoPs
are derived from the successes of ISR platforms from uncontested environments which
consists of endurance, payload, integration, and connectivity [18]. However, ISR platforms
developed for contested environments also must quantify survivability and lethality. The
MokEs can be derived from these findings from successful ISR platforms. The MoEs that are
chosen to quantify the mission effectiveness of each technology alternative are endurance
which corresponds to the percent of the contested area surveyed and both survivability and
lethality which corresponds to the damage incurred during the mission. The MoPs that are

chosen to quantify the performance of each technology are the range, probability of kill,
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and cruise velocity. However, the initial implementation of the Tech-DEBATE method-
ology focuses on the MoEs to highlight the novel quantification of mission effectiveness.
Connectivity can also be quantified for multi-agent simulations. This MoE is defined as the
percent of overlap encountered during reconnaissance, where less overlap translates into
better connectivity.

Several baseline ISR systems exist that can be modeled. Systems such as the MQ-
1 Predator, MQ-9 Reaper, RQ-4 Global Hawk, RQ-170 Sentinel, U-2, and AC-130 are
examples of successful ISR platforms used in uncontested environments [18]. Based on
this research, the MQ-1 Predator drone could provide a baseline technology for a recon-
naissance mission. The additional systems identified highlight different technologies that
each excelled in a single MoE. For example, the MQ-9 Reaper had strike capabilities, the
RQ-170 Sentinel enhanced its stealth capability, while the legacy U-2 aircraft conducted
reconnaissance at high altitude. However, their success is measured for uncontested en-
vironments. Quantifying their effectiveness in a contested environment has yet to be de-
termined. Due to the sensitive nature of military aircraft, the baseline agent is a generic
concept that is not necessarily representative of any current UAV system.

Implementation of the contested reconnaissance mission is first defined in a discrete
state space to allow for a simplistic mission environment to investigate the decision behav-
ior algorithm. Once an appropriate algorithm is determined, the complexity of the mission
and state space can be increased. The complexity of a continuous contested reconnais-
sance mission will be investigated alongside the implementation of the decision behavior

approach to address the second research question outlined in Section 3.3.

5.2 The Discrete Contested Reconnaissance Mission

The reconnaissance mission selected in the morphological matrix is further defined before
the development of the agent-based model. In this investigation the mission is conducted in

an adversarial environment with stationary defenders. The defenders are immobile objects
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Figure 5.3: The contested reconnaissance mission discretized into a 100 x 100 map with 5
defenders.

that represent an adversary’s asset. The friendly surveying agent must locate the defenders
without unnecessarily putting itself at risk. The friendly agent’s risk is recorded as damage.
If the agent incurs too much damage it is destroyed. Similarly, if the agent encounters too
much risk, then the probability of mission success is unlikely. The total damage an agent
incurs throughout a mission is analogous to the agent’s survivability. The initial contested
reconnaissance mission, illustrated in Figure 5.3, is discretized into a 100 x 100 grid. Each
block within the grid is a single space the agent can be located at. This discretization
defines a finite set of locations the agent can have.

The defender locations, shown as black stars, are stochastically generated within the
contested map. Each defender has an initial field of view, highlighted in red, equal to five
spaces in all directions. If the reconnaissance agent is within the defender’s field of view,
it will incur damage each time step. The reconnaissance agent will have an initial starting
location, marked by a green star, near the bottom of the contested area. The agent will
survey the region that is within its field of view, which is also equal to a radius of five

spaces from the agent’s current location.
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Figure 5.4: The agent’s framework for the contested reconnaissance mission.

The ABM for the discrete contested reconnaissance mission is developed in the Python
coding language to provide a simple and efficient modeling framework to validate the
methodology. The mission environment is modeled as a 2-dimensional area where the
defenders are assumed to be located on the ground while the surveying agent is flying at
a constant altitude and speed above the defenders. Variations of this contested reconnais-

sance mission are investigated in the context of each hypothesis presented in this thesis.

5.2.1 The Decision Behavior Agent

This section will formally define the agent framework used for the investigation of hypoth-
esis 1 from Section 3.2.2. The experiment implements a single reconnaissance agent to
search a contested environment where defenders are residing at unknown locations. The
reconnaissance agent’s state machine framework is illustrated in Figure 5.4. The initial
goal of the reconnaissance agent is to survey the predefined area of interest while minimiz-
ing damage inflicted by defenders. This mission will be explored using an initial starting
location defined by an (z, y) coordinate and three predefined state behaviors.

The three state behaviors are identified from the morphological matrix. The chosen
mission type, behaviors, and teaming capabilities are highlighted in green in Figure 5.5.
The three identified state behaviors — including the baseline reconnaissance behavior — are
described in Table 5.1. Each behavior should be defined as a high level behavior that has

some generality to the execution of the behavior. The high level behavior defined for each
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Figure 5.5: Identification of mission attribute alternatives from the morphological matrix.

Table 5.1: Definition of state behaviors for a reconnaissance agent.

State Behavior | Description
Recon The agent is actively surveying the area
while avoiding known defender locations
The agent is engaging the defender with
Engage predefined offensive capabilities
The agent maneuvers away from the defender
Evade . .
in an optimal manner

state reduces the bias SMEs may have on the overall technology-tactic solutions by defining
a general behavior versus a specific tactic. From this perspective, the decision to evade or
engage a defender would be a tactic, while the actual evasion behavior is an action that can
be defined by a function or algorithm.

Each state behavior definition is outlined further to define the agent’s logic during their
execution. Simplistic state behaviors were chosen to reduce the complexity of the initial
implementation of the decision behavior algorithm during the investigation of the first hy-
pothesis. The reconnaissance behavior is defined as an optimal path planning algorithm

while the engagement and evasion state behaviors are predefined deterministic behaviors.

State Behavior Logic

The reconnaissance state behavior explores the contested area without information on de-
fender locations. Once a defender is found, the decision behavior algorithm will choose
which state behavior to perform next. If the reconnaissance behavior is chosen, the agent
will continue exploring the contested area without regard for the newly found defender. In
some cases, choosing to continue reconnaissance when the agent just grazes the defender
would provide the agent with the same outcome as evading the defender; however, in other

cases, the agent will fly straight over the center of the defender if reconnaissance is chosen.
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Reconnaissance. The field of path planning algorithms was investigated to determine
an optimal search algorithm for the reconnaissance behavior. Informed and Uninformed
path planning algorithms provide methods to solve the shortest path problem. This problem
type seeks to find the shortest path from a start node to a goal node by minimizing the sum
of individual distances between each intermediate node [153]. Informed algorithms are
typically more useful than uninformed search algorithms due to their improved heuristics.
Uninformed search algorithms, such as breadth-first or depth-first, systematically expand
nodes in the path tree until the goal is found. In contrast, informed search algorithms, such
as A* or best-first, quantify the path length or goodness to prioritize paths that have a higher
likelihood of being the optimal path.

The A* algorithm in particular is notable since it can be admissible while providing a
comparatively simple and efficient method when compared to other informed search algo-
rithms. An admissible algorithm guarantees that the search will determine the optimal path
from a starting node to a goal node [154]. If the search heuristic is nondecreasing along any
path, than the algorithm is considered admissible. These properties are useful to understand
when developing the heuristics for the path planning problem. The reconnaissance state be-
havior must define its heuristics in a way to ensure optimality of the path. The A* algorithm
provides a sufficient path planning algorithm to defined the reconnaissance behavior. This
algorithm, defined by Algorithm 1, can determine the optimal search path for the agent to
explore the contested area. Given and initial starting point, S, the algorithm will expand
each adjacent node relative to its current node and evaluate some function f(n), where n is
the node being evaluated. The A* algorithm will then choose the partial path NV from the
set of partial paths @) that provides the minimum summation of f(n). Each expanded node
is tracked in an array, I, to ensure sub-optimal paths are not reevaluated.

The reconnaissance state behavior uses the A* algorithm to choose the optimal path as
the agent explores the contested environment while not within a defender’s field of view.

The specific logic that is utilized when the reconnaissance behavior is selected is illustrated
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Algorithm 1 A*

: Initialize () with the initial starting node S

: If () is empty, end algorithm; else choose N with minimum f (V)

: If n = goal, algorithm complete; else remove /N from ()

: If Nisin E, return to step 2; else add N to F

: Extend N to adjacent nodes not contained in £ and evaluate f(n) for each node
: Add all partial paths N to ()

: Return to step 2

NN AW -

in Figure 5.6. The agent is given an initial start node, S, and no information about the
defenders. The behavior then starts by selecting an action using the evaluation function,
f(n). This function, defined by equation 5.1, defines the estimate cost of the path from S
to the goal through the node n. The heuristic, i(n), defines the estimated cost from n to

the goal and the cost, g(n), defines the cost from S to 7.

f(n) = g(n) + h(n) (5.1)

The heuristic used to determine the optimal node depends on the expected area the
agent will explore while the goal ‘node’ is defined as exploring 100% of the contested
area; however, the contested area will be considered sufficiently explored once coverage is
greater than 70%. This heuristic is consistent, always greater than zero, and nondecreasing
which will ensure admissibility of the algorithm. The mission will end once the 70% goal
is reached or the agent’s health drops to zero. If neither of those end conditions are met, the
agent will continue to explore until a defender is found. The discovery of a new defender
will end the state behavior and trigger the decision behavior algorithm to decide how the
agent should act while within the defender’s field of view.

If the agent decides to continue reconnaissance within the defender’s field of view, the
A* algorithm will continue to choose an optimal path based on the amount of area explored
for each potential action without regard for any damage incurred. Some paths may only be
within the defender’s field of view for a single node while others may cross straight over

the center of the defender. This information is given to the decision behavior algorithm in
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Figure 5.6: The agent’s reconnaissance state behavior logic.

hopes that it will learn to choose the appropriate situations to select and when not to select
the reconnaissance behavior.

Evasion. The optimal path to evade a defender is to exit the defender’s field of view in
the shortest number of steps possible. The defined mission environment allows the agent to
immediately exit the defender’s field of view once it has entered. This behavior, illustrated
in Figure 5.7, can be defined by a single action. The choice of action — left or right — is
deterministic depending on the agent’s relative position to the defender. If the defender is
to the right of the agent relative to the agent’s point of view, than the agent will evade left
relative to its current heading. Alternatively, the agent will move right relative to its current
heading if the defender is to the agent’s left.

The evasion state behavior logic, illustrated in Figure 5.8, only requires a single loop to
successfully evade the defender for the discretized contested area. Although the agent only
takes a single step, the agent’s health is still checked to ensure it has not incurred too much
damage to continue the mission. Once the agent has successfully evaded the defender, the
evasion state behavior will end and transition back to the reconnaissance behavior until a
new defender is found.

Engagement. Similar to the evasion state behavior, the engagement state behavior has
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Figure 5.7: The agent’s evasion and engagement behavior relative to its heading once a
defender is found. The engagement behavior assumes the agent has missed and/or is out of
ammunition.
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Figure 5.8: The agent’s evasion state behavior logic.
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Figure 5.9: The agent’s successful engagement behavior once a defender is neutralized.

a deterministic set of actions it can take to neutralize or escape a defender. The probability
of kill, P, defines the likelihood of a successful engagement. Once the engagement state
behavior is chosen, a random number is drawn from a uniform distribution between 0 and
1. If the random number is less than Py, the engagement is successful, while a random
number greater than P, will result in an unsuccessful engagement. Figure 5.7 illustrates an
unsuccessful engagement where the agent missed and has no more ammunition to engage
the defender again. If the agent missed and still has ammunition, it may engage the defender
again by drawing a new random number; however, once the agent has no more ammunition,
it will continue on its path until the agent is outside of the defender’s field of view. Figure
5.9 illustrates a successful engagement behavior where the agent neutralizes the defender
and transitions back to the reconnaissance behavior. The reconnaissance behavior will then
choose to move the agent forward, left, or right based on the A* algorithm.

The agent’s logic, illustrated in Figure 5.10, is initially provided with the agent’s cur-
rent ammunition amount. If the agent has ammunition left, it will always engage with a
P, = 0.85 of success. if the agent is out of ammunition, the agent will carry on with its
current heading until it has left the defender’s field of view. The decision to maintain the
agent’s heading if no ammunition is available will help to discourage the decision behav-

ior algorithm from choosing to engage with low ammunition or no ammunition. During
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Figure 5.10: The agent’s engagement state behavior logic.

each step, the agent evaluates its health, distance from defender, and if it neutralized the
defender. If any of the exit conditions are met, the agent will end its engagement behavior
and either end of mission if no health is left, or return to the reconnaissance state behavior

until a new defender is found.

Decision Behavior Logic

Once the state behaviors are formally defined, the agent’s decision behavior logic can be
defined through further definition of the state machine framework. The decision behavior
algorithm will sample the mission through the development of a representative mission.
Since the decision behavior is only triggered when a new defender is found, then the al-
gorithm can be trained by starting from an initial state where the defender was just found.
Figure 5.11 illustrates the agent’s decision behavior logic. Since the state behaviors require
no training to define their behavior, they can be integrated immediately into the agent’s
decision behavior logic. The agent is given a set of initial conditions that define its relative
location to the defender and if ammunition is available. The decision behavior algorithm
uses this information to select the state behavior that is expected to provide the highest re-
ward. The agent performs the selected state behavior until the defender is neutralized or the
agent has escaped. During training of the decision behavior algorithm, the reconnaissance

behavior maintains its heading when selected. During evaluation of the overall mission,
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Figure 5.11: The agent’s decision behavior logic for training.

the reconnaissance behavior will be driven by the A* algorithm. This is a conservative as-
sumption since the A* algorithm is provided no information about defender locations. After
the completion of the selected state behavior, the decision behavior algorithm receives the
actual reward for that behavior given the initial state.

Several rewards were defined for the decision behavior algorithm. Some rewards were
state specific while others were tied to global information. Both the evasion and engage-
ment state behaviors return a reward for evading the defender and neutralizing the defender
respectively. These state specific rewards equally encouraged use of both state behaviors. If
the engagement behavior was selected and the agent was unable to neutralize the defender,
then the agent was not rewarded once it left the defender’s field of view. This logic dis-
courages the agent from selecting engagement when it has zero ammunition available. An
additional reward was returned for the amount of damage incurred during the simulation
which encourages the agent to reduce incurred damage. The damage is subtracted from the
total reward so far. If the agent’s health also drops below zero at any point, a penalty is
applied to the total reward which discourages risky behaviors if the agent has low health.

In order to ensure the algorithm learns which situations return the highest reward, the
initial conditions of the agent must be sampled such that the entire decision-state space is

covered. The inputs of the decision-state space can be defined by the agent’s health, the
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Figure 5.12: Representation of the two relative headings sampled during training of the
decision behavior algorithm.

agent’s available ammunition, the agent’s relative heading, and the agent’s relative distance
to the defender. The agent’s health is discretized into 20 states in increments of 5 from 5
to 100. The agent’s available ammunition is a binary value where a value of one is a state
in which the agent has ammunition left and a value of zero corresponds to no ammunition
available. The heading of the agent is defined as a heading of one which corresponds to a
state where the defender is directly in front of or to the right of the agent. In contrast, a
relative heading of two corresponds to a state where the defender is directly in front of or
to the left of the agent. The definition of the agent’s relative heading, illustrated in Figure
5.12, does not change as the agent is rotated around the defender. The final input of the
decision-state space is the agent’s distance to the defender. This distance is defined as a one
dimensional distance parallel to a relative heading of two. The set of three black arrows
illustrated in the figure correspond to distances from left to right of 5, 2, and 0 while the
set of green arrows correspond to distances of 5, 3, and (. The total number of discrete
distances the agent can be from the agent is in the set (0,1, 2,3, 4, 5).

The total number of possible input states that the decision behavior algorithm can have
is 480. The dimensionality of the decision-state space can then be quantified as the num-

ber of input states multiplied by the number of actions, resulting in a size of 1,440. The
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Figure 5.13: The agent’s contested reconnaissance mission logic.

size of the decision-state space is very manageable for both Reinforcement Learning (RL)

algorithms and Genetic Algorithms (GA) using a policy table implementation.

Mission Logic

The agent’s mission logic integrates the logic from each state behavior and the decision be-
havior. This logic is used once the decision behavior algorithm has been trained to quantify
the agent’s mission effectiveness. The agent’s ingress state is defined as a single starting
point specified by the coordinate (x,y). Once the simulation starts, the agent will conduct
reconnaissance until it finds a defender. The decision behavior is then triggered requiring
the agent to choose between the three state behaviors given its current input state. Through-
out the mission, the agent’s logic will check if incurred damage surpasses 100, in which
case the mission will end and be classified as failed. Successful completion of the mission

is achieved when 70% of the contested area has been surveyed.
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5.2.2 The Decision Behavior Algorithm

The desired decision behavior algorithm is one that efficiently maximizes the optimality of
the agent’s decision framework without constraining the minimally defined mission. The
framework and logic of the mission defined in the previous sections ensure the mission is
minimally defined. The literature review found that both RL and GA could be appropriate
algorithms for the decision behavior without placing any constraints on the minimally de-
fined mission. Now that the ABM has been defined, both an RL algorithm and a GA can

be identified and implemented for the decision behavior algorithm.

Reinforcement Learning Implementation

There are many RL algorithms that are suitable for the decision behavior algorithm applied
to a discrete MDP problem. The simplicity of the mission enables the applicability of many
modern techniques. An appropriate algorithm is one that is robust to the type of problem,
simple to implement, applicable to multi-agent systems, and performs well compared to
other state-of-the-art RL algorithms.

Algorithm Selection. (-learning is one of the more common algorithms that has been
studied by many for decades [155]. The algorithms popularity is due in part to its simplicity
to implement in a tabular settings and its success in optimally solving MDPs [116].

The (-learning algorithm defines a () value for every state-action pair, (s,a). The @
function — or action-value function — defines the mapping of the decision-state or state-
action spaces. The learning algorithm updates its () values after every episode [116]. Such

a learning scheme consists of n episodes that have the following steps:

e QObserves its current state s,

e selects and performs an action a,,,

e observes the subsequent state y,,,

e receives an immediate payoff r,,, and

e adjusts its ,,—1(s, a) values using a learning factor a, [116]
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The optimal () values are determined by sampling the environment and updating the ()
function. The function for updating the )-learning table is shown by equation 5.2 where
Q4(s, a) is the @) value at update episode n for action a given state s [156]. Each training

step uses the reward, r(s), to update the () function.

Qn(sru an) - Qn—l(sna an) + a(r(n) + Y mgx Qn—l(sny CL) - Qn—l(s’m an)) (52)

where « is the learning rate o € [0, 1] and + is the discount factor v € [0,1). The
learning rate smooths the update average due to potential randomness in the rewards. The
discount factor improves the algorithms convergence by discounting future rewards. This
hyperparameter is one of the most important parameters for tuning an RL algorithm. It
is typically set to 0.99 and reduced if convergence is not sufficient [157]. The optimal @)

function, shown by equation 5.3, follows the Bellman equation [102].

Q*(s,a) =r(s) +~ Zp(s'|s, a”) max Q*(s',d") (5.3)

s'esS

where p(s’|s,a) is the probability of transitioning to state s’ from state s given the
optimal action a*. The convergence of such an algorithm can be done through the trade-
off of exploration and exploitation. One common method is to use the e-greedy approach
which provides a threshold for trading off the selection of a random action or exploiting an
optimal action given state s [102]. If a randomly drawn value is less than ¢, a random action
will be chosen, otherwise the current () function will be evaluated to determine the action
that results in the highest () value. The € variable is initially set to e = 1, but decreases
logarithmically as the training episodes increase, which transitions the action selection from
exploration to exploitation. Exploration can be further extended by holding ¢ = 1 for the
first /N number of training episodes. Once € = (.01, its value will not decrease further.

Since ()-learning was introduced, many additions to the algorithm have been proposed

to address the potential of overestimating action values due to the algorithm’s update pol-
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Algorithm 2 Double )-Learning [156]

1: Initialize Q4, Q7 s

2: repeat

3:  Choose a, based on Q“(s, ) and Q®(s, ), observe r, s’

4:  Choose (e.g. random) either UPDATE(A) or UPDATE(B)
5.  if UPDATE(A) then

6: Define a* = argmax, Q4 (s, a)

T Qe QA(s,0) + als,a)(r -+ 1QE (S, a") — QA(s,a))
8: else if UPDATE(B) then

9: Define a* = argmax, Q5(s', a)

10: QB «+ QB(s,a) + a(s,a)(r + vQ4(s',a*) — QP(s,a))
11:  endif

12: s« ¢

13: until end

icy of always choosing the maximum () value [156, 158, 159, 160]. The overestimation of
action values can produce suboptimal policies where overestimation is not uniform [161].
The potential for overestimation is found to be more prevalent in large action spaces, which
is particularly concerning for its use with a more complex decision-state space [160]. Dou-
ble ()-learning has found success in reducing the overestimation of action values [161].
This algorithm uses two () functions to decouple action selection and evaluation. The dou-
ble -learning algorithm is outlined in Algorithm 2.

The main contribution of double )-learning is the ()-learning update function, shown
in steps 7 and 10. Each update function uses one () function to select the action and the
other to evaluate the action. This decoupling results in a more robust algorithm that not
only reduces overestimation, but also decouples the overestimation error from the size of
the action space. The comparison of overestimation error with a single ()-learning and the
double ()-learning update function versus the number of actions is illustrated in Figure 5.14
where () and Q' are the two value functions and V,(s) is the optimal value function for any
state s € S. The significant decrease in overestimation error can be seen for action spaces
as small as 4 actions. The occurrence of error in smaller action spaces is significant since
the current problem formulation defines 3 state behaviors for the ‘actions’ in the decision-

State space.
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Figure 5.14: Overestimation error of ()-learning and double ()-learning versus the number
of actions [161].

The performance of ()-learning and Double ()-learning has proven to be competitive
when compared to other state-of-the-art RL algorithms [158, 159]. Both algorithms have
also been successfully applied to cooperative multi-agent systems [118, 117, 119, 102].
Based on these findings, double ()-learning is selected as the appropriate RL algorithm
for the decision behavior algorithm due to its robust application to many problem types,
simple implementation, extensibility to multi-agent systems, and competitive performance
with other state-of-the-art algorithms.

Algorithm Implementation. Due to the relatively small size of the problem’s decision-
state space, training of the double ()-learning algorithm can be done on a personal com-
puter (PC) equipped with a standard number of CPUs. The algorithm’s hyperparameters
are set to o = 0.001 and v = 0.99 to provide sufficient convergence within 15, 000 training
episodes. The double ()-learning algorithm is updated using experience replay, which ran-
domly selects a batch of /N number of experiences that were previously encountered. The
replay memory capacity is set to maintain the 1,000 most recent sample sets of the state,
action, reward, and next state defined as [s, a,r, s'|. Once the replay memory reaches N
number of experiences, the () tables are updated after each new training episode. Each up-
date draws N random sample sets from the replay memory where each sample set is used
for training one of the randomly selected () functions. A batch size of N = 64 is used.
The convergence is tracked by evaluating each state in the () function and summing the

reward from action a. The action that is chosen for evaluation is determined by taking the
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maximum of the average of the two () functions. Convergence of the double ()-learning

algorithm are presented in Section 5.2.2.

Genetic Algorithm Implementation

The desired characteristics of a GA algorithm for the decision behavior algorithm are the
same as an RL algorithm in that a robust, simple, extensible, and one that is competitive
with state-of-the-art GAs is desired. Many advances in the field of evolutionary algorithms
have been made that allow GAs to rival RL algorithms. Recently, techniques and methods
that seek to encourage population diversity as opposed to population fitness have provided
improvements [162]. These improvements prolong the exploration phase of the algorithm
to increase the probability of finding the global optimum. Some techniques that increase
diversity include increasing the mutation rate of individuals when rate of fitness increase
plateaus, using genetic diversity for parent selection criteria, and altering the structure of
the population. However, even with these techniques, search algorithms may still converge
to a local optimum early on.

One method that has proven competitive with RL is Novelty-Search (NS). The NS
algorithm rewards individuals for discovering novel behaviors during evolution as opposed
to higher fitness values. This type of GA has proven to be robust to deceptive problems in
which the rewards may encourage behavior that avoids the global optimum [113]. However,
the emphasis on novel behaviors limits the effectiveness of NS on large behavioral spaces
which may present limitations as the decision-state space increases in complexity [162].

Another limitation that plagues most GAs is the number of parameters required to de-
fine the algorithm. These parameters include but are not limited to the population size,
the number of parents for reproduction, the number of mutations, and the number of gen-
erations. The parameter tuning problem (PTP) is defined as the problem of designing the
parameters for a GA implementation [115]. Determining the perfect set of parameters — as-

suming they exist — before solving the algorithm is almost impossible [163]. Convergence
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Algorithm 3 Simple Genetic Algorithm

1:  Imput: population size N, number of selected individuals 7', number of
mutations M ,number of generations G, fitness function F'.

2: forg=1,2...,G generations do

3: if g = 1 then initialize population
4: for:=1,...N

5: evaluate F'(7)

6: end for

7: Select top 7" individuals for reproduction using truncation
8: fori:=1,..,.N-T

9: generate offspring via crossover
10: end for

11: form=1,..,.M

12: mutate a randomly selected gene
13: end for

14:  end for

15: Return: Elite Individual(s)

of the algorithm can vary widely depending on the specification of parameters. Parameters
that provide sufficient improvement must be determined in order to effectively optimize the
decision behavior genetic algorithm.

Due to the challenges presented by the PTP, a simple GA is chosen for the decision be-
havior algorithm to reduce the complexity of implementation. The reduction in complexity
provides an algorithm that has a low number of parameters required to tune. The simple
GA utilized is defined by Algorithm 3. This algorithm incorporates the main components
found in GAs such as selection, reproduction, evaluation, and replacement [112].

The main components of the GA can be specified a number of ways. Many methods
for selection criteria are available and debated in literature [107]. However, truncation
selection is chosen to determine the parent chromosomes for reproduction due to its sim-
plicity. This selection method chooses the top 7' individuals for mating [113]. Two parents
identified from selection are chosen at random to reproduce. The reproduction step uses
crossover to generate the offspring’s chromosome by using a single crossover point at the
center. This results in the first parent to provide the first half of its genes while the second

parent provides the second half of its genes to the offspring. Mutation of the offspring is
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conducted by mutating M genes within their chromosome. Once mutation is complete, the
T parents are combined with the N — T" offspring to create the new population for fitness
evaluation.

Algorithm Implementation. The PTP is first set up as a separate GA that treats Al-
gorithm 3 as its fitness function. The same components specified for the simple GA are
used for the tuning algorithm. The parameters used to specify the PTP’s GA highlights
the inherent complexity. Value encoding is used to define the chromosome for both the
parameter tuning and decision behavior algorithm problem. The parameter tuning chromo-
some is a set of 4 numbers drawn from a uniform random distribution from the intervals
N € [1,1000], T € [0,N], M € [0,S] where S is the number of states defined in Sec-
tion 5.2.1, and G € [1,50]. The parameters within the chromosome are ordered as follows
[N, T, M,G]. The chromosome used for the decision behavior genetic algorithm defines
one action for all states as an integer in the set [0, 1, 2], which represents reconnaissance,
engagement, and evasion respectively. The mutation of this chromosome requires a unique
mutation to ensure the solution space is explored. Each gene in the chromosome adds a
randomly selected integer chosen uniformly from the set [—1,0, 1]. This mutation logic
results in a 33% chance the gene does not mutate.

The initial PTP defined its own parameters as Nprp = 10, Tprp = 4, Mprp =
1, and Gprp = 10. These parameters provided sufficient improvement in the decision
behavior genetic algorithm. The optimal parameters to use for the decision behavior genetic
algorithm were found to be N = 169, T' = 15, M = 25, and G = 50. However, further
convergence of the algorithm was achieved by increasing the number of generations to
G = 90. Convergence and results for the decision behavior genetic algorithm are presented

in Section 5.2.2.
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Figure 5.15: Convergence of both the RL and GA decision behavior algorithms.

Selection of The Decision Behavior Algorithm

The appropriate decision behavior algorithm is one that efficiently maximizes optimality
of a minimally defined mission. This criteria seeks to quantify the optimality of each al-
gorithm’s converged solution along with the sampling efficiency required to achieve it.
Both algorithms are applied to an identical agent that returns the same reward for a given
decision-state pair. This enables the direct comparison of each algorithm’s performance.
Along with their convergence, further analysis is conducted to investigate state behavior se-
lection preferences of each solution and quantification of each algorithm’s overall mission
effectiveness.

The convergence of each algorithm is determined using five samples, each with a unique
random seed. The choice of only five random seeds has been shown to produce statistically
different results [164]; however, more investigation is needed to properly identify a suffi-
cient random seed sample size for the comparison of multiple algorithms. The RL reward
and GA fitness history is illustrated in Figure 5.15. The five random seed samples are aver-
aged and smoothed using Savitzky-Golay filtering with window size 169 [165]. In addition,
the fitness of the top 10 individuals from each generation of the GA are similarly averaged

and smoothed with a window size of 7.
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The RL algorithm not only converges to a higher reward, but also does so in less training
episodes than the GA. The reward and fitness values for the RL and GA implementation
converged to 5,001.2 and 2, 748.8 respectively. However, since the average fitness values
for the GA are calculated using the whole population, a higher fitness can be obtained
by determining the average fitness from a set of elite individuals within the population.
The average fitness of the top 10 individuals from each generation result in a maximum
average fitness of 3,474.7. A single individual is not preferred due to its lack of diversity
in behaviors. A set of elite individuals may have similar fitness values, but provide a much
more diverse set of behaviors. The elite individuals from the GA significantly improve its
average fitness, but is still well below the RL algorithm’s average reward. The difference in
average rewards for the two algorithms suggest that an increase in sample seed size may not
have increased the GA’s fitness reward enough to be competitive with the RL algorithm’s
reward.

The computational expense of each algorithm is important to consider as well when de-
termining sampling efficiency of each algorithm. The average computational time for RL
to conduct 15, 000 episodes is 169.0 seconds while the GA completed the same amount of
episodes in an average of 128.0 seconds. Both algorithms proved to have a very low com-
putational expense, but a high sampling efficiency is still important to ensure the algorithm
can scale as complexity increases without reaching a prohibitive computational expense.
Based on the average computational time, the GA seemed to be more computationally effi-
cient; however, the computational expense for each algorithm to reach convergence tells a
different story. The RL algorithm is determined to converge after 6, 000 episodes while the
GA converges after 14, 000 episodes. The resultant computational time for each algorithm
to converge is 73.0 and 117.8 seconds for RL and GA respectively. These findings show
that the RL algorithm is not only more sample efficient, but also can achieve convergence
with a slightly lower computational expense than the GA.

Further analysis of the results is conducted to ensure each decision behavior algorithm
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performs as expected and to quantify the mission effectiveness each algorithm can achieve.
The decision behavior algorithm’s preference of state behavior for each decision-state can
be investigated to understand their learned behavior’s. Figures 5.16 and 5.17 illustrate
the frequency each state behavior is chosen for a given decision-state. The results are
determined by sampling each state and recording the action that results from the maximum
average of the () tables or the most likely action specified by the top 10 individuals from

the converged solutions for the RL algorithm and GA, respectively.
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Figure 5.16: The RL algorithm’s decision frequency for each decision-state.

The three actions, reconnaissance, engagement, or evasion, are plotted against different
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Figure 5.17: The GA algorithm’s decision frequency for each decision-state.

instances of the four discrete state variables, health, ammunition availability, and the two
distances A X to the defender with respect to the two relative headings v); and ),. The state
behavior histograms for both algorithms favor the evasion state behavior more than engage-
ment while both the evasion and engagement behavior is favored over reconnaissance. This
finding is expected since reconnaissance never results in a higher reward than either the eva-
sion or engagement behavior. The engagement behavior is almost only selected when the
agent has available ammunition while the agent favors evasion once the available ammuni-

tion equals zero. The selection of engagement versus ammunition availability verifies that
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the algorithms are learning expected behaviors. The choice of engagement when ammuni-
tion availability is zero illustrates that the algorithms may not be at the global optimum, but
the RL algorithm’s behavior is more optimal for engagement due to the reduced preference
to engage when no ammunition is available.

The final two rows of Figures 5.16 and 5.17 illustrate the agent’s distance to the de-
fender for the two possible relative headings the agent could encounter. The two possible
relative headings are illustrated in Figure 5.12. The RL algorithm seemed to only prefer the
reconnaissance state behavior when the agent was passing the defender near the tangent of
its field of view. This result was expected and provides confidence in the learned behavior
of the RL algorithm. The GA seemed to learn the same behavior, but it was not able to
perfectly learn that a path near the defender’s center resulted in a high penalty due to the
incurred damage. These findings suggest that RL is able to find a more optimal solution for
the defined decision-state space.

Further comparison in the optimality of each algorithm can be conducted through the
quantification of mission effectiveness. Each algorithm type is used for an agent’s decision
behavior for the contested reconnaissance mission. The sole MoE used to quantify mission
effectiveness is the agent’s health, which is analogous to survivability. Each of the five
randomly seeded solutions for each algorithm type was tested on 20 stochastic missions.
The same set of 20 missions are used for each algorithm’s random seed pair. In total, each
algorithm type was tested on 100 stochastic missions resulting in an average of 73.15 and
63.35 health for RL and GA, respectively. Figure 5.18 illustrates one mission simulation
where the RL algorithm’s decisions resulted in a final health of 75 while the GA’s decisions
resulted in a final health of 40 for the same mission environment.

The higher convergence reward and mission effectiveness achieved by the decision be-
havior RL algorithm suggest that it is a more optimal algorithm to use for this problem.
The decision-state histograms verified that both algorithms learned similar behaviors that

were also expected behaviors. The RL algorithm was also determined to be more sample
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Figure 5.18: Overall mission simulation of the decision behavior RL algorithm (left) and
GA (right).

efficient than the GA. These findings inform a conclusion for Hypothesis 1.

Research Conclusion 1: The use of reinforcement learning to formulate the decision be-

havior algorithm efficiently balances optimality of a minimally defined mission.

5.3 The Continuous Contested Reconnaissance Mission

The discrete contested reconnaissance mission provided a simple mission environment to
explore the application of the decision behavior algorithm. However, a more complex
mission action space is required to explore alternatives for aerospace technologies. The
previously developed mission can be extended from a discrete state variable space to a
continuous one. The continuous state variables, such as the agent’s heading or bank angle,
are continuous while the possible actions remain discrete. The actions within the decision-

state space still remain discrete state behaviors while the actions in the state-action space
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change from primitive motions (forward, left, & right) to discrete changes in the agent’s
heading. The continuous contested reconnaissance mission will be defined in this section
along with the agent’s equations of motion and partially observable framework.

The continuous contested reconnaissance mission utilizes the same building blocks as
the discrete version. Five defenders are randomly placed throughout the map at unknown
locations. Their influence extends only as far as their field of view allows. The baseline
field of view for each defender is a radius of R4y = 80 meters. The agent incurs damage
when it is within a defender’s field of view at a rate that is a function of the distance the

agent is from the defender, ds4.r. The damage per time step, D, is defined by equation 5.4.

—=)° (5.4)

The discrete map is enlarged with arbitrary units of 1000 x 1000 meters. Figure 5.19
illustrates an example of the initial mission map where the green star is the agent’s starting
location while the black stars and red circles depict the defender locations and field of
view, respectively. The agent initially has no knowledge of each defender’s location. This
mission is used as the baseline mission environment moving forward.

The ABM for the continuous contested reconnaissance mission is also developed in the
Python coding language and the PyTorch package for neural networks. The continuous
mission environment carries over some assumptions from the discrete one in that it is mod-
eled as a 2-dimensional area where the defenders are assumed to be located on the ground

while the surveying agent is flying at a constant altitude and speed above the defenders.

5.3.1 The Continuous Agent Model

The agent’s position and velocity can be defined using Dubin’s kinematic equations [166].
Equation 5.5 defines the agent’s x and y position as a function of the velocity, v, and the

agent’s heading, v. Also, the flight path angle’s rate of change is defined as a function
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Figure 5.19: The baseline mission environment with 5 defenders.

of gravity, g, the agent’s velocity, and the agent’s bank angle, ¢. The kinematic equations

assume steady-level flight at a constant velocity [102].

gtan ¢
v

T =wvcosyY, y=wvsiny, 1/}: (5.5)

The bank angle is adjusted at every time step to control the agent’s heading. The agent
can increase or decrease its bank angle by A¢. The value of A¢p = =45 is chosen such
that it is not too small or large to balance precise changes in bank angle and the agent’s
ability to quickly change bank angles [102]. The choice of A¢ = 0 is not included as
an available action for the agent to ensure the dimensionality of the state-action space
remains manageable. The agent can maintain its current heading by switching back and
forth between the two actions. The bank angle is adjusted at a frequency of 10 Hz.

These kinematic equations enable the use of continuous state variables such as ¢ and
1. However, the increase in fidelity also increases the dimensionality of the state-action
space significantly. The number of states an agent could be in is now infinite due to the

continuous nature of the state variables. The use of a neural network is necessary for both
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the state behavior and decision behavior to approximate the mapping of the infinite states

to a set of discrete actions.

Environment Observation & Orientation

The POMDP problem is formulated using continuous state variables, of which the agent
has perfect knowledge, and observation images, of which represents the source of imperfect
information. The observation images map the surveyed area and known defender locations.
Each observation image is a 100X 100 grid where each cell, ¢, is assigned a normalized
value, ¢ € [0, 1]. The survey map assigns each cell that the agent has visited a value of 1,
where a visited cell is defined as any cell that is currently or was within the agent’s field of
view. The baseline field of view for the agent is defined as a radius of 124,c = 50 units. The
defender map assigns each cell within the defender’s field of view a value corresponding to
the damage that would be incurred if the agent entered the cell. This map definition results
in cell values close to 0 near the edge of the defender’s field of view while a cell which
contains a defender’s location would have a value of 1. The overlap of defenders results in
the overlapping cells to be assigned a value equal the summation of damage that would be
incurred if the agent entered the cell up to a maximum value of 1. Overlapping cells that
are equal to 1 may not reflect the true damage that would be incurred if the agent enters
that cell. All cells that fall outside the true map boundary are assigned a value of 1. This is
to discourage the agent from leaving the contested area.

The observation maps are generated by rotating and centering the true map relative to
the agent’s location and heading. This orientation step improves the agent’s learned policy
[102]. The observation maps are a 100 x 100 grid, where each cell represents a 10 x 10
square on the true map. Progression of the agent’s observations are illustrated in Figure
5.20. The agent initially starts at the coordinates x = 50 and y = 50 with an initial heading
of ¢ = 45 degrees. Initially, there are no defenders in the agent’s defender image because

their locations are unknown to the agent. Once the agent enters a defender’s field of view,
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Figure 5.20: Progression of the true mission map and corresponding observation maps.

the defender’s entire area of influence is known and updated accordingly on the observation
image. Alternatively, if the agent’s field of view is greater than the defender’s, the agent
gains full knowledge of a defender’s location and area of influence once the defender is
within the agent’s field of view.

The incorporation of the observation maps during the formulation of the POMDP state
machine is critical to include. The agent’s ability to observe and orient itself during each
time step allows it to constantly adapt to the mission environment. Agent observations,
carried over from the OODA loop, allow the agent to learn better policies in a dynamic

mission environment.

137



5.3.2 The Deep Decision Behavior Algorithm

In order to map continuous state variables and observation maps to actions, the decision-
state and state-action spaces need a NN to approximate the agent’s policy. The NN ar-
chitecture must be defined in such a way as to combine both continuous state variables
and observation maps to inform action selection. The dimensionality of both the action
spaces requires deep learning. The identification of an RL algorithm that can efficiently
handle deep learning is first identified during the formulation of a deep decision behavior
algorithm. The architecture of the NN is then outlined to capture both continuous state

variables and observation maps.

Deep Reinforcement Learning

The identification of a deep RL (DRL) algorithm is required to address the complexity of
the decision-state space. The double ()-learning algorithm outlined in Section 5.2.2 utilized
the e-greedy policy, which is quasi-deterministic. Similar ()-learning algorithms have been
successfully implemented on problems using a POMDP for the state-action space [102].
However, as the problem becomes more non-markovian, a deterministic policy’s guarantee
to produce an optimal policy does not hold [146]. Identification of a DRL algorithm that
utilizes a stochastic policy is desired to learn optimal policies for problems using a POMDP.

Deep @-learning (DQL) not only carries over the same action value overestimation it
had with a tabular policy, but its use with a non-linear function approximator, such as a
NN, can cause the algorithm to diverge [167]. Divergence of the DQL algorithm during
training commonly occurs due the algorithm’s method of updating and evaluating its policy
using the same ()-network [144]. Many of the proposed techniques to address overestima-
tion and policy divergence have been successfully implemented for DQL on MDPs with
non-linear function approximators [158]. The quasi-deterministic e-greedy policy has also
found success in problems with POMDPs; however, a stochastic policy is desired due to

its flexibility in action selection and potential to produce an arbitrarily better policy than a
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deterministic one [145]. In addition, an algorithm that is robust and data efficient would
enable the deep decision behavior algorithm for a complex decision-state space.

Recent developments in policy gradient RL algorithms have shown effective optimiza-
tion of large NNs [150]. However, some model-free RL algorithms, such as Trust Region
Policy Optimization (TRPO), tend to have a high sample complexity when using large NN's
[168]. The popular Proximal Policy Optimization (PPO) algorithm builds on knowledge
gained from TRPO to develop methods that maintain their stability and reliability while
providing better performance with a much simpler implementation [151]. Two key aspects
of PPO are its surrogate objective function, L, and its policy update method, which per-
forms stochastic gradient ascent over K epochs. The clipped surrogate objective function,

LCIP is shown by equation 5.6.

7T9(Clt|5t>

LELTP(9) = B, |min(ry(0) Ay, clip(r,(0),1 — €, 1 + €)A,) |, r(0) =
ﬂ_eold(at‘st)

(5.6)

where 7y is a stochastic policy, 6 is the vector of policy parameters, () denotes the
probability ratio, A, is the advantage function, and € is a hyperparameter. The hyperparam-
eter is selected as ¢ = 0.2 based on the results presented in [151]. The surrogate objective
uses a pessimistic bound by always taking the minimum of unclipped and clipped objective
function. Finally, the empirical average is taken over a batch of samples, denoted by E,.

The clipped surrogate objective function adds two additional terms to improve sampling
efficiency. The first is an entropy term, .S, that encourages exploration. The second term
incorporates a loss function that enables parameter sharing between the policy and value
network. These additional terms are combined into the final surrogate objective function as

defined by equation 5.7

LEHPIVELS () = &, [LEHP(6) — i LVF(0) + oS ol (50)] 57

CLIP
Lt

where ¢; = 0.5 and co = 0.005 are coefficients, is the clipped surrogate objective
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function at time ¢, and L} * is the mean-squared loss at time ¢. The decay of the entropy co-
efficient, co, can significantly influence the performance of PPO [169]. The entropy decay
is similar to methods that smooth the surrogate objective function to enable easier optimiza-
tion early in training and then gradually increases the functions complexity as the algorithm
learns more about the solution space [170]. Smoothing of the objective function can also
enable the use of a larger learning rate, «r, which can speed up convergence. The entropy is
decayed from the initial value of ¢ ;—; = 0.005 to a minimum value of ¢ i, = 0.001 at a
rate = 0.996. The entropy decay follows the equation ¢z ; = max(3¢a;_1, C2,min)-

The final surrogate objective enables the use of parameter sharing, which helps to re-
duce the number of policy parameters required to learn for large NNs. The advantage
estimator, A, rolls up the discounted rewards from the value network over a finite sample

set from time step ¢ to T". Equation 5.8 defines the advantage estimator.

~

Ay = —V(s) +re+arepr + o YT — 1+ 477V (sy) (5.8)

where the discount factor is to v = 0.99. Implementation of the algorithm also utilizes
a learning rate of & = 0.001. The PPO method, outlined by algorithm 4, collects NT'
samples each iteration and optimizes the surrogate objective function for K epochs using
Adam [171]. For the single agent contested reconnaissance mission, N = 1. After the opti-
mization steps are complete, the policy network parameters are updated using a soft update
method similar to target network updates used for ()-Learning [158, 172]. Soft network
updates use a target value smoothing coefficient, 7, to reduce instabilities during training
[173]. The value network parameters, 6,4, are updated with a smoothing coefficient of
7 =0.05.

The selection of PPO for the deep decision behavior algorithm provides a simple yet
sample efficient algorithm to map the complex decision-state space. This algorithm is con-

sidered state-of-the-art within the RL community; however, further experiments with PPO
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Algorithhm 4 PPO, Actor-Critic Style [151]

1: fori=1,2,... do

2: for actor=1,2,...,N do

3 Run policy 7y, ,, in environment for 7" time steps

4 Compute advantage estimates Ay, ..., Ap

5 end for

6:  Optimize surrogate L wrt #, with K epochs and minibatch size M < NT'
7

8:

Oota < Oora + 7(0 — Oo1a)
end for

have continued to improve the algorithm’s robustness [174]. Implementation of the PPO
algorithm is done using PyTorch and builds off of an open source python code for a simple
NN architecture [175]. The field of RL is rapidly advancing, so many more algorithms that
provide a better solution for the decision behavior algorithm may be proposed, but PPO
is determined to be more than sufficient for this proof-of-concept implementation of the

decision behavior approach.

Deep Neural Network Architecture

The appropriate NN architecture is determined through evaluation of the inputs for both
the decision and state behaviors. The immense size of both the decision-state and state-
action spaces requires the use of a Deep NN (DNN). Recent advances have enabled the
use of DNNss to efficiently map raw input data to outputs, automatically capturing complex
behaviors by identifying features at various abstraction levels [176]. DNNs are typically
those which have more than three hidden layers. Determining the number of layers can be
difficult since too few layers can be detrimental to learning while too many layers can be
too computationally expensive to train.

The DNN architecture chosen for the decision and state behaviors are identical in struc-
ture, except for the number of inputs fed into each network. The structure of the DNN,
illustrated in Figure 5.21, is comprised of a set of fully connected layers, illustrated in Fig-
ure 3.16, and a set of convolutional layers that capture the continuous state variables and

the observation image(s), respectively. The reconnaissance and evasion state behaviors in-
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put two continuous variables into the fully connected layers, denoted by solid lines, while
the decision behavior inputs all four variables depicted. The state variables are the agent’s
bank angle, ¢, the agent’s heading, 1), and amount of ammunition available, A, and the
agent’s health, / = 100 — D. This information passes through two hidden layers, each

with 100 neurons, before merging with the outputs from the convolutional layers.

Observation Image(s)
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Figure 5.21: Neural network architecture modified from [102].

The observation image(s) are input into the convolutional NN (CNN) as raw 100 x
100 arrays of binary numbers. The reconnaissance behavior inputs both the survey and
defender observation maps or images as two separate channels while the evasion behavior
only inputs the defender observation image into a single channel. CNNs are a type of NN
that have a reduced set of neuron connections and parameters compared to feedforward

NN [177]. The reduction in size contributes to the grouping of neighboring pixels which
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Figure 5.22: Notional convolutional layers including the convolution, rectification, and
pooling layers. Modified from [178].
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aims to identify features within each grouping. This grouping of pixels allows CNNs to be
more easily trained for high dimensional object recognition tasks [102].

The CNN is comprised of three sequential sets of a convolutional layer, rectification
layer, and max pooling layer. Each set, illustrated in Figure 5.22, conducts feature ex-
traction from the image (initial layer) or previous CNN layer. The convolutional layers
use a 3 x 3 kernel size, which defines the grouping of pixels, a stride length of 1, which
defines the overlap of each group, and a padding of 0, which adds zero blank pixels to
the images edge. The rectification layer utilizes a Rectified Linear Unit (ReLU) activation
function. This choice of function has been very successful in improving the training time of
CNNs [177], but also worth noting is that the tanh activation functions may provide better
performance [157]. The max pooling layer reduces the number of parameters needed for
sequential layers by taking the maximum value in 2 X 2 non-overlapping groups of pixels.
The CNN reduces the input image(s) from a size of 100 x 100 X n., to 10 x 10 X n., where
nep, 1S the number of channels or images.

Once the observation image(s) are passed through the convolutional layers, their out-
puts are flattened and passed through two fully connected layer of 500 and 100 neurons,
respectively. The two sets of data — one from the continuous state variables and one from
the observation image(s) — are combined and passed through two additional fully connected
layers with 200 neurons each.

The selection of the PPO RL algorithm utilizes a policy and value NN. The use of two

NN doubles the number of parameters that are needed. In order to manage the total size of
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the problem, just the CNN parameters are shared between the two NNs. This is acceptable
thanks to the mean-squared loss term in the surrogate objective function which enables
parameter sharing between networks. The policy output layer returns the categorical action
log probabilities while the value output layer uses a softmax activation function to return a
normalized conditional probabilities of the state values [179].

Overall, the policy and value NNs have a total of 3, 386, 975 parameters for each state
behavior and the NN for the decision behavior algorithm have 3, 387,476 parameters. The
number of parameters is acceptable for the initial implementation of the decision behavior
approach. Improvements in the architecture were not investigated due its success modeling

a similarly sized state-action space for UAV wildfire surveillance [102].

Deep State Behavior Logic

The increase in fidelity of the contested reconnaissance mission enables the inclusion of
state behavior algorithms that must be defined and trained before the decision behavior al-
gorithm. Similar to the discrete contested reconnaissance mission, the three state behaviors
of the agent are defined in Table 5.1. The logic used for each state behavior must be de-
fined along side a representative training mission. Once the state behaviors are defined and
trained, the decision behavior algorithm can be trained using the state behavior algorithms.

Reconnaissance. The reconnaissance state behavior seeks to learn how to efficiently
survey the contested area while avoiding known defender locations. The definition of the
representative mission must ensure the agent can uniformly sample the state-action space.
This state behavior is given inputs of the two observation maps along with two continuous
state variables. The observation maps enable the agent to see where it has explored and
where defenders are located at. The agent’s continuous state variables are its true heading
and bank angle which are contained in the intervals ¢ = [0,360) and ¢ = [—50,50]
degrees. Each continuous variable is standardized to the interval [0, 1] to help convergence

of the NN.
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Figure 5.23: The agent’s reconnaissance state behavior logic for the continuous mission.

The initial condition of the reconnaissance state behavior includes an initial coordinate
and the location of all defender locations. Inclusion of the defender’s locations in the
agent’s initial knowledge allows the policy to learn to avoid known defenders and move
towards areas of the map that have not yet been surveyed. The reconnaissance agent’s
mission logic is illustrated in Figure 5.23. Once the mission begins, the agent executes the
steps within the logical loop each time step. The agent first selects between two actions that
correspond to increasing or decreasing the agent’s heading by 5 degrees. The agent then
takes the selected action in the mission environment and observes any changes. Changes
within the environment include updating the agent’s position on the true map, recording
any newly visited cells, and updating the observation maps. The resulting reward is then
fed back into the algorithm for learning. Once the reconnaissance agent surveys 70% of the
true map or incurs 100 damage, the mission will end.

The reconnaissance agent receives three rewards after each time step. The agent re-
ceives a reward proportional to the damage incurred over one time step and the number of
new cells visited. However, if the agent leaves the true map’s boundary, it will receive a
penalty, A3, for every time step until it returns. These rewards encourage mission paths that
avoid a known defender’s field of view, move towards unexplored regions, and stay within
the limits of the true map. Definition of the rewards can be difficult due to the potential of

conflicting reward signals such as the penalty of entering a defender’s field of view while
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receiving a reward for visiting unexplored cells. The set of reward equations, defined by

equations 5.9, 5.10, and 5.11, must be tuned using the tuning parameters, A1, A9, and As.

r = _/\1(Dt - Dtﬂ) (5.9

ra=X | Y Mc)— Y Myy(c) (5.10)

ceCle=1 ceCle=1

—)\s ifz ¢ [0,1000] or y ¢ [0, 1000]
r3 = (511)

0 else

where ¢ denotes the current time step, c¢ is a cell in the set of cells C, and M (c) is the
binary value from the true survey map of cell c. The tuning parameters are used to adjust
each reward to an order of magnitude equal to +0.1. The tuning parameters are tuned to
values of \; = 0.05, Ay = 0.7, and A\3 = 0.1. During training and testing, the agent starts
at the coordinates (z,y) = (50, 50) with an initial heading chosen using a random uniform
distribution from the interval ¢y € [0,90] degrees and an initial bank angle of ¢ = 0
degrees.

The reconnaissance behavior algorithm is trained for 5, 000 training episodes to reach
convergence. Each episode has a max iteration of 4,000 time steps. The algorithm stores
the agent’s state, action, reward, and next state at each step. Once the algorithm collects
1,000 samples, it will update its policy with minibatches of M/ = 200 over K = 5 epochs.
The reconnaissance behavior algorithm’s convergence for the baseline alternative, illus-
trated in Figure 5.24, required approximately 17 hours to complete all training episodes.
The reconnaissance state behavior algorithm is trained using 5 separate random sample
seeds. The blue line illustrates the average metric from all 5 random seeds. The results are
smoothed and averaged using Savitzky-Golay filtering with a window size of 301.

The cumulative reward and total time steps for each training episode are plotted along
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Figure 5.24: Convergence of the reconnaissance state behavior algorithm.

with the mean batch reward and loss for each policy update. The cumulative and mean
batch rewards quickly converge towards an optimal reward; however, the time steps do
not converge until after 2, 500 training episodes which illustrates that the algorithm is still
learning. The loss for each policy update stays relatively constant throughout training and
does not diverge for any of the random sample seeds. These results illustrate that the re-
connaissance behavior algorithm sufficiently converges. The NN from the random sample
seed with the highest average reward across 200 mission samples is chosen to use with the
decision behavior algorithm. The reconnaissance behavior from the top NN is illustrated
in Figure 5.25. The test mission shows that the agent successfully explores the contested
map while avoiding known defender locations.

Evasion. The evasion state behavior seeks to learn how to evade a defender given
a bank angle, relative heading to the defender, and the defender observation map. The
representative mission used to train the evasion behavior spawns the agent on the edge
of a defender. The agent’s distance from the defender is chosen to be the maximum of the
agent’s field of view or the defender’s field of view. In order to sample the entire state-action

space, the agent’s bank angle, heading relative to the defender, and angular placement on
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Figure 5.25: The reconnaissance state behavior surveying the baseline mission environment
with 5 known defender locations.

around the defender is varied within the intervals ¢y = [—50, 50], ¥ 4ef = (—90,90), and
0y = [0, 360), respectively. The agent’s relative heading relative to the defender is bounded
by the interval ¢4.r € [—180, 180) degrees.

Once the initial conditions of the agent are defined, the evasion behavior will choose
between the two actions of increasing or decreasing its bank angle. The selection of the eva-
sion behavior by the decision behavior algorithm prioritizes the survivability of the agent
over the mission goals. The maximum change in bank angle during evasion is increased
by a factor of kay = 1.2 to reflect an increase in maneuverability due to the urgency of
escaping the defender’s field of view. The evasion’s state behavior logic, illustrated in Fig-
ure 5.26, follows similar steps as the logic for the reconnaissance state behavior. The agent
selects an action, performs the action in the environment, observes changes in the environ-
ment and updates its observation map, returns a reward based on from interacting with the
environment, and then restarts the logical loop. After each loop, the agent checks to ensure
its damage did not fall below 100 or if it has escaped the defender. Escaping the defender

requires that the agent is outside of the defender’s field of view and |4 ¢| > 90 degrees.
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Figure 5.26: The agent’s evasion state behavior logic for the continuous mission.

The evasion state behavior receives a single reward, r1, after each time step. This sole
reward prioritizes the agents survivability by encouraging policies that minimize total time
steps required to escape the defender which also minimizes the incurred damage. The state
behavior is trained over 15,000 episodes. The maximum time steps of each episode is
capped at 200. The algorithm is updated every 192 time steps which corresponds to K = 3
and a minibatch size of M = 64 samples. The convergence of the evasion state behavior,
illustrated in Figure 5.27, is determined using five trained algorithms, each with a unique
random seed. Average training time for each algorithm took 30 minutes. The cumulative
reward, mean batch reward, episode time steps, and mean batch loss are averaged and
smoothed using Savitzky-Golay filtering with a window size of 301.

Convergence of the evasion state behavior is considered sufficient due to the mini-
mization of time steps and steady-state reward average. The loss is plotted to ensure the
algorithm does not diverge during training. The behavior is tested using 200 stochastic
missions to quantify its performance and compare it to the other random seed samples. The
algorithm with the highest average cumulative reward is chosen to use with the decision
behavior algorithm.

After convergence of each randomly seeded algorithm is reached, the behavior is checked
to ensure the algorithm is behaving as expected. Many test cases of the evasion behavior are

checked for the evasion of a single defender and evasion of two defenders. Two test cases
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Figure 5.27: Convergence of the evasion state behavior algorithm.

are illustrated in Figures 5.28 and 5.29 for the single and double defender, respectively. In
both test cases, the agent initially enters the defender’s field of view with a positive bank
angle and negative heading relative to the defender, 1)4.s. The agent decides that continuing
a counter-clockwise bank would result in a suboptimal evasion. The action to decrease its
bank angle is chosen almost every time step to ensure the agent quickly reaches the max-
imum clockwise bank angle. The agent successfully evades the defender(s) in both test
cases. The resultant behavior from the algorithm.

The evasion behavior algorithm successfully converged to a sufficient behavior in the
defined environment. The resultant behavior made decisions that were expected given the
initial state. These findings provide confidence that the evasion behavior is ready to use for
the larger mission environment with the decision behavior algorithm.

Engagement. The behavior of engagement is chosen to be a single action as opposed
to a behavior algorithm. Initial definition of an engagement behavior algorithm resulted in
a significantly noisy algorithm due to the chance of neutralizing the defender in a single
time step or running out of ammunition and evading the defender over the course of many

time steps which resulted in rewards and episode lengths of different magnitudes. Selection
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Figure 5.28: Initial and final state of the agent during the evasion of a single defender along

with its corresponding flight path angles.

of the engagement behavior logic, illustrated in Figure 5.30, results in engagement of the

defender over a single time step. The agent maintains its current bank angle and heading

when this behavior is selected by the decision behavior algorithm. The defender is neu-

tralized if a random uniform number drawn from the interval [0, 1] is less than the agent’s

probability of kill, P, = 0.75. If a defender is neutralized, it is removed from the defender

map, allowing the agent to fly through its field of view without incurring any damage. Un-
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Figure 5.29: Initial and final state of the agent during the successive of two defenders along
with its corresponding flight path angles.

successful engagement will not impact the defender at all. Once a single logical loop is

complete, the agent will return to the decision behavior algorithm to make a new decision

or return to reconnaissance.

The agent can only engage the defender when it is within the maximum of either the

defender’s field of view or the agent’s field of view. The agent is provided a finite number

of ammunition it can use for engagement during the entire mission. The baseline concept is
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Figure 5.30: The agent’s engagement state behavior logic.

equipped with an ammunition of 2 to provide some engagement capability, but prevent the
agent from engaging every defender in the contested area. If engagement is selected when
the agent has no more ammunition, no engagement will take place and the agent will return
a penalty to the decision behavior algorithm. The simplicity of the engagement behavior
provides the decision behavior algorithm with more critical decision points throughout the
mission. The specific rewards linked to the engagement behavior are defined with the

definition of the decision behavior algorithm’s logic in the following section.

Deep Decision Behavior Logic

The decision behavior algorithm’s logic, illustrated in Figure 5.31, is defined using the en-
tire mission envelope as its representative training mission. The entire mission is chosen
to provide multiple time step samples to be recorded for each training episode. The initial
conditions are defined by initial starting coordinates (z,y) = (50, 50) and an initial state
behavior chosen to be reconnaissance. The agent conducts reconnaissance in the contested
area without any knowledge of defender locations. Once the agent finds a defender, the
decision behavior algorithm is triggered, requiring a new state behavior to be chosen. Once
the chosen state behavior reaches its end criteria, the agent will either return to reconnais-

sance if a safe area is reached, or return back to the decision behavior to choose a new state
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Figure 5.31: The agent’s decision behavior logic for the continuous mission.

behavior. The decision behavior logic also uses both the survey and defender observation
maps to observe and orient itself within the environment before each decision is made.
Throughout the mission, the state behaviors and the decision behavior have the ability to
end the mission depending on the agent’s incurred damage or the mission’s surveillance
goal of 70% is achieved.

During the training of the decision behavior algorithm, a reward is returned after the
completion of each state behavior as well as the completion of the entire mission. Com-
pletion of a the reconnaissance and evasion state behaviors is defined between the point at
which a defender is initially discovered until the agent either finds a new defender within
the region or completes the mission. This defines the evasion behavior mission segment
as the evasion behavior required to evade the defender plus the reconnaissance behavior
implemented after successful evasion. The decision behavior is given a reward, 4, based

on the change in damage during the mission segment normalized by the initial remaining
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health of the agent, H; = 100 — D,.

Dy — D;

, (5.12)

7”4:1

where Dy is the final incurred damage at the end of each mission segment and D
is the initial damage already incurred by the agent at the start of the mission segment.
The engagement behavior is provided three conditional rewards, defined by equation 5.13,
based on the agent’s available ammunition and drawn random number, V.,,. If the agent
successfully engages the defender with an initial available ammunition of A; > 1, than it
is given a reward. If the the agent does not successfully engage the target with the same
initial available ammunition condition, than it is neither rewarded or penalized. However,
if the decision behavior algorithm chooses to engage the defender with an no ammunition

available, it is given a small penalty to discourage this choice.

(

)\5,1 if Az 2 1 and Neng S Pk
75 =140 if A; > 1and N,,, > Py (5.13)

—Asp 1A <0

\

where the tuning parameters are defined as A5, = 0.9 and A5, = 1. Once the mission
is complete, the decision behavior algorithm receives a final reward based on the average
damage per defender found. The number of defenders found, Ny | found, Can vary between
each mission since the agent’s goal is to just survey a certain percentage of the map. Equa-
tion 5.14 defines the decision behavior algorithm’s final reward, which is at a higher order

of magnitude than the individual decision rewards.

D
re =30 — (5.14)
0 Ndef|found

The best performing state behavior algorithms combined with the engagement behavior
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Figure 5.32: The training logic of the decision behavior algorithm.

logic is inserted into the decision behavior algorithm before training. The decision behavior
algorithm then allows each state behavior algorithm or logic to ‘drive’ the agent between
each decision point. The training logic, illustrated in Figure 5.32, requires that the state
behavior algorithms be trained prior to the decision behavior algorithm’s training.
Training of the decision behavior algorithm is conducted over 3, 000 training episodes.
Each episode has a maximum number of 4, 000 cumulative state behavior time steps. The
maximum number of decisions the agent can make is set to 15 to prevent the agent from
getting trapped choosing engagement on every time step after its ammunition is depleted.
The algorithm’s convergence, illustrated in Figure 5.33, is evaluated for five random seed
samples to ensure a satisfactory behavior is achieved. The required training time for each
algorithm is approximately 7 hours. Additional training episodes did not noticeably im-
prove the agent’s policy. Each policy update during training uses a minibatch size of
M = 16 and K = 3 epochs. Minimum values were used for both the minibatches and
epochs to ensure the agent does not gather too much information between policy updates.
The decision behavior algorithms cumulative reward and mean batch reward converges
to a steady-state value within the set number of training episodes. The convergence statis-
tics are averaged and smoothed using Savitzky-Golay filtering with a window size of 101.
The reward, time step, and loss statistics are sufficient in showing that the behavior con-

verges. Now that the decision behavior algorithm has converged to a satisfactory point, the

156



B =
m =] 0
= 04 W = f,_/——w-"—'-\
& &
g g 5]
= 50 @
£ s —10 1
3 g
=100
15 4
i
g 5
1.% 10 ﬁ 7
g 5 \—u——lﬁﬂ-"’mﬁ_/-‘
£ o
F 5 ] ’FW E
Lo
H 1000 2000 3000 0 100 200 300
Taining Episodes Policy Updates

Figure 5.33: Convergence of the decision behavior algorithm for the continuous mission.

Table 5.2: Definition of the baseline technology alternative.

Baseline Alternative Performance Metrics
Cruise Speed 20 m/s

Field of View 50 m
Defender’s Field of View 80 m
Maneuverability Factor 1.2
Probability of Kill 0.75
Available Ammunition 2

Range 7,000 m

use of the DNN to approximate the decision-state space is evaluated to confirm of deny

Hypothesis 2.1.

5.3.3 Evaluation of the Deep Decision Behavior Algorithm

The immense size of the decision-state space for partially observable systems requires a
non-linear function approximator for the agent’s policy. Application of a DNN architecture
similar to that used for the state-action space was investigated for use with the decision-state
space. The decision behavior algorithm was investigated to verify that the learned behavior
successfully completes the contested reconnaissance mission. The baseline technology

alternative’s specifications are defined in Table 5.2 with arbitrary units.
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Figure 5.34: The agent’s remaining health and area surveyed for each mission in the sample
set.

The same set of 200 stochastic missions used to evaluate the reconnaissance behavior
were also used to evaluate the baseline alternative’s MoEs, illustrated in Figure 5.34. The
quantification of the agent’s mission effectiveness can now be evaluated by comparing the
MoE:s for each mission sample. The baseline agent successfully completed the mission by
reaching its maximum range without incurring 100 damage for 176 out of the 200 mission
samples. This corresponds to a mission survivability of 88%. The average remaining health
of the baseline agent is a value of 41.91+26.96 while the average area surveyed is 68.96%+
7.19% of the map. The agent’s remaining health is found to be much more sensitive to the
decisions the agent makes throughout the mission than the percent of the area surveyed.

The decisions the agent makes throughout the mission were investigated for specific
solutions to further investigate the results. Four solutions were chosen from the set of
200 missions including three high performing solutions and a single failed solution. The
mission path for each highlighted point is illustrated in Figure 5.35. The maximum health
and maximum area surveyed solutions were selected to investigate the best solution of each

MoE. The frontier solution is defined as the solution that lies on the Pareto frontier and is
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chosen by determining the solution that provides the maximum equally weight combination

of the MoEs. The last solution chosen is the baseline mission, which is illustrated earlier

for the reconnaissance state behavior in Figure 5.25.
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Figure 5.35: The solutions of four missions using the decision behavior algorithm.

One Notable tactic that the decision behavior uses for all four solutions is the choice

to engage the first two defenders, which corresponds to the agent’s available ammunition.

Once the agent’s ammunition is depleted, the agent almost always evades the defenders.

The selection of engagement when ammunition is available results in a hit (H) if the drawn

random number within the engagement logic is above the probability of kill. Neutralized
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Table 5.3: The MoE:s of the highlighted solutions for the baseline technology alternative.

Mission Health Area Surveyed
Mean MoE 41.91 £ 26.96 | 68.96% £ 7.19%
Maximum Area Surveyed 64.95 74.59%
Maximum Health 95.42 71.34%
Frontier Solution 94.14 73.61%
Baseline Mission 0 62.43%

defenders are denoted by a black ‘x’ while active defenders are denoted by a black star.
The baseline mission solution makes one mistake by choosing to engage when no am-
munition is available, which is marked as a miss (M). However, the fatal mistake is due
to the reconnaissance behavior’s decision to cross over a known defender. Although the
baseline mission solution highlights the chance of sub-optimal choices to be made by the
agent’s state behaviors, it provides an example of the traceability that the decision behavior
approach has when evaluating the mission action design space.

The overall performance of the four solutions can be further investigated by the com-
parison of MoEs shown in Table 5.3. All four mission solutions achieve similar coverage
of the contested area, with the baseline mission solution slightly lower. These results show
further shows the sensitivity of agent’s health as opposed to the area surveyed. The mis-
sion that resulted in the maximum area surveyed had a much lower health than the frontier
solution while only achieving about 1% more area coverage.

The decision-state space can also be sampled to understand the learned behaviors of the
decision behavior algorithm. The algorithm is sample 10, 000 times with uniform random
state variables. The minimum amount of relevant information is defined by the observation
maps which includes no area surveyed and a single defender visible. The behaviors chosen
for each random sample are compared using a histogram, illustrated in Figure 5.36. The
agent’s health and available ammunition are found to be significantly more influential in
the decision behavior’s choice of state behavior than the agent’s bank angle or heading
relative to the defender. The frequency of choosing reconnaissance or evasion decreases

as the agent looses health. Alternatively, the engagement behavior is more preferred when
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the agent is at a lower health. This result is expected due to the higher consequence the

agent may receive for evasion or reconnaissance which increases the agent’s probability of

reaching 0 health.
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Figure 5.36: The decision behavior algorithm’s frequency of state behaviors selected given
an initial state.

The frequency each state behavior is chosen for the available ammunition is also ex-
pected; however, the algorithm seems to still select engagement when no ammunition is
available. Additional training did not noticeably reduce the frequency of choosing engage-

ment with no ammunition. Further reward tuning may be necessary to ensure the agent
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learns not to engage in those states. The agent’s bank angle and heading seem to be invari-
ant to each state behavior. This result may suggest that the bank angle and state variables
do not effect the agent’s decisions; however, further investigation could be done to ensure
the DNN is properly sized.

Overall, the use of a DNN with the decision behavior approach enabled the exploration
of a complex partially observable decision-state space. The decision behavior algorithm
successfully learns to make decisions that lead to higher MoEs for the contested reconnais-
sance mission. The results succeed in determining that the decision behavior approach can
be implemented for complex decision-state and state-action spaces to explore the mission

action design space of a minimally defined mission.

Research Conclusion 2.1: The use of a neural network to approximate the immense
decision-state space enables the use of the decision behavior algorithm for complex mis-

sion environments.

5.4 Dimensionality of the Decision-State Space

The agent defined for the contested reconnaissance mission and implemented in experiment
2.1 has three state behaviors — reconnaissance, engagement, and evasion. However, as
the number of state behaviors increases, the dimensionality of the problem increases. An
increase in dimensionality 1s not desired for the already high dimensionality of technology
evaluation studies. Each additional state behavior added to a technology evaluation study
of n technologies adds 2" additional RL algorithms that need to be trained. Any reduction
in the number of state behaviors can provide significant decreases in dimensionality as

long as the exclusion of the behavior does not limit the mission action space. The potential
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Figure 5.37: Identification of technology alternatives from the morphological matrix.

dimensionality of the decision behavior approach is first quantified and then methods to

reduce its size are investigated in the following sections.

5.4.1 Identification of Technology Alternatives

Determination of the dimensionality of technology evaluation starts with identifying the
number of technologies of interest. This can be done by returning to the morphological
matrix to identify technology alternatives. Each technology within the morphological ma-
trix impacts that aircraft’s performance or effectiveness, but does not significantly change
the archetype of the vehicle. Figure 5.37 highlights the 9 identified technology alternatives
in orange. Investigation of every configuration and technology within the matrix would re-
sult in 22! alternatives if a 2-level full factorial Design of Experiments (DoE) is conducted
and incompatibilities are ignored. The 9 identified technologies result in 2° alternatives.
The reduction in alternatives from over 2 million to 512 by isolating specific technologies
from the morphological matrix significantly reduces the dimensionality of the problem.
Implementation of the decision behavior approach requires a unique decision behavior
algorithm for each alternative. In addition, each state behavior algorithm that is defined
also requires the training of a NN for each alternative. The decision behavior approach im-
plemented for the continuous contested reconnaissance mission would require 512 NN for
each state behavior algorithm and 512 NNs for the decision behavior algorithm. The total

number of algorithms required for the investigation of 9 technologies requires the training
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Table 5.4: Definition of technology bundles from the morphological matrix.

Technology Bundle Description

Optic Technology Advanged 9pthS enable; the agent to see further by
increasing its field of view

Stealth Technology Advanced materials reduce the agent’s radar cross-section

which reduces the defender’s field of view

Improved aircraft structure reduces the aircraft’s weight
while increasing its maximum turn rate

Electric propulsion and high aspect ratio configuration
Endurance Technology | increases the aircraft’s range and altitude, which impacts
the defender’s field of view

Advanced munitions enable more precision in targeting,
increasing the agent’s probability of kill

Combination of a high speed configuration with advanced
propulsion increase the agent’s cruise speed and altitude

Structure Technology

Munition Technology

High Speed Technology

of 2, 48 NN, assuming that all three state behaviors are defined by an algorithm. The train-
ing of 2,048 NNs would require approximately 52, 224 hours or almost 6 years to train in
sequence. Although training of each behavior can be done in parallel, the amount of train-
ing time required can be very significant if large computational resources are not available.
This amount of NN results in the dimensionality of the decision behavior approach to be
prohibitive.

Any reduction in the number of technologies of interest would reduce the dimensional-
ity of the problem. However, the choice of which technologies to keep or eliminate is not
able to be determined a priori. Instead, the technologies can be grouped into technology
bundles to reduce the dimensionality of the problem without eliminating any technologies.
Six technology bundles, listed in Table 5.4, are defined from the set of 9 technologies high-
lighted in the morphological matrix.

The six technology bundles reduces the number of technology alternatives from 512 to
64 for a 2-level full factorial DoE. The reduction in alternatives results in 256 algorithms to
be trained. The dimensionality of the problem now seems manageable. However, for every
additional state behavior defined for the decision behavior approach, 2" additional NNs are

required to train. One method that can further reduce the dimensionality of the problem
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Table 5.5: The technology compatibility matrix for the six identified technology bundles.

is by identifying technology incompatibilities with the Technology Compatibility Matrix
(TCM). Two incompatibilities, illustrated in Table 5.5, are identified from the 6 technology
bundles. The stealth and structure technology bundles are assumed to be incompatible
due the flexible structure of advanced composite materials and radar absorbing materials.
The other incompatibility is between the endurance and high speed technology bundles.
The endurance technology bundle includes electric propulsion and high aspect ratio wings,
which is directly counter to the low aspect ratio inherent in the high speed technology
bundle.

The two incompatibilities reduce the technology alternative down from 64 to 36 which
results in a total of 144 algorithm required for the decision behavior approach. The num-
ber of required algorithms is high, but acceptable for implementation of the decision be-
havior approach with three state behaviors; however, any increase in state behaviors can
quickly cause the dimensionality to become prohibitive again. The number of state be-
haviors should not be limited before the decision behavior approach is implemented, but
a method to reduce the number of state behavior algorithms required to train is needed to

further address the dimensionality of the approach.
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Table 5.6: State behavior definitions for a contested reconnaissance mission.

State Behavior | Description
The initial state of the agent which defines
Ingress e .
its initial conditions
The agent is actively surveying the area
Recon . 1 .
while avoiding known defender locations
The agent is engaging the defender with
Engage & £asing s
predefined offensive capabilities
Evade The agent maneuvers away from the defender
in an optimal manner
Loiter The agent loiters around a defender to
improve its surveillance coverage
The agent safely retreats from the contested
Retreat 25 y
environment
The final state of the agent which defines
Egress . i .
its route to exit the contested region

5.4.2 Identification of Suitable State Behaviors

The dimensionality of the decision behavior approach with Ngg4 state behaviors can re-
quire up to 2"(Ngpa + 1). The bundling of technologies and identification of technology
incompatibilities reduced the number of technology alternatives, but those options may not
sufficiently reduce the dimensionality of the approach. In those cases, the suitability of
each state behavior for each technology alternative can be addressed to further reduce di-
mensionality. Seven state behaviors are defined for the contested reconnaissance mission.
Table 5.6 defines each state behavior including the original three behaviors used for the dis-
crete contested reconnaissance mission. The new behaviors include ingress, loiter, retreat,
and egress.

The addition of the four state behaviors doubles the dimensionality of the decision
behavior approach by increasing the total number of NNs required to train from 144 NN to
288. The sequential training of each NN would require approximately 96 days to complete
assuming each NN requires 8 hours to train. Further reduction in the dimensionality of
the decision behavior approach is needed to ensure the computational requirements are

manageable.
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Table 5.7: The behavior suitability matrix for seven state behaviors and six technology
bundles.

In order to further reduce dimensionality, the suitability of each state behavior with
each technology bundle should be evaluated. This process is similar to identifying technol-
ogy incompatibilities, but is instead focused on state behavior and technology pairs. Since
each state behavior is defined for a general task, most technologies are considered to be
compatible with the behavior. In reality, some state behaviors may not be suitable to im-
plement with a given technology. The Behavior Suitability Matrix (BSM), illustrated in
Table 5.7, defines the suitability of each state behavior paired with each technology. Values
of “1” signify that the behavior and technology are suitable while values of “0” signify an
unsuitable behavior-technology pair.

The BSM identifies three unsuitable behavior-technology pairs. The engagement be-
havior is determined not to be a suitable behavior for an endurance technology bundle due
to the weight and volume of munitions. In addition, the engagement behavior and the high
speed technology bundle are not suitable due to the high volume efficiency desired for high

speed aircraft. The final unsuitable behavior-technology pair is the loiter behavior and the
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high speed technology bundle due to the large turn radius at high speeds. The identification
of three unsuitable behavior-technology pairs reduces the dimensionality of the decision
behavior approach from 288 to 252 NNss.

Overall, the introduction of the behavior suitability matrix proved successful in reduc-
ing the dimensionality of the decision behavior approach. However, the number of tech-
nology alternatives is found to have a much larger influence on the dimensionality of the
decision behavior approach. The identification of 2 technology incompatibilities reduces
the number of NNs from 512 to 288. In comparison, 3 unsuitable behavior-technology pairs
with no incompatibilities reduces the number of NNs from 512 to 440. The BSM succeeds
in reducing the number of NNs required to train with or without technology incompatibili-

ties. These findings confirm the hypothesis and inform research conclusion 2.2.

Research Conclusion 2.2: The use of a behavior suitability matrix succeeds in reducing the
dimensionality of the decision behavior approach. However, the problem’s dimensionality
is found to be more sensitive to the number of technology alternatives than the number of

state behaviors.

5.5 Cooperative Agent Implementation

This section will extend knowledge learned from past experiments to multi-agent systems
to aid in answering the hypothesis developed in Section 3.4.2. The extension of the de-
cision behavior algorithm defined for the continuous contested reconnaissance mission is
considered as the baseline alternative for each cooperative agent. Cooperative information
is shared by having each agent update a single truth map of the surveyed area and known

defender locations. Additional information is shared during the agent’s reconnaissance
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behavior to ensure the agents do not overlap or explore the same area. The mission envi-
ronment assumes that each agent is flying at a unique altitude which allows agents to fly
over each other without penalty.

The extensibility of the decision behavior approach was investigated to address the ap-
plicability of the approach to multi-agent systems. Specifically, the dimensionality of the
decision behavior approach was investigated to address the exponential increase in alter-
natives for cooperative agents. The exploration of n technologies results in 2" alternatives
for a single agent mission. However, the addition of cooperative agents not only increases
the complexity of the mission action design space, but also the dimensionality due to the
introduction of mixing technology alternatives. The size of the mission action space of
cooperative agents with different technology alternatives is substantial and should not be
limited a priori. The dimensionality of mixing technology alternatives with a. cooperative
agents could increase the number of alternatives up to 2%" for a 2-level full factorial design.

In order to address cooperative agent missions, the agent’s are assumed to be homo-
geneous. This will enable cooperative missions to be addressed for the decision behavior
approach while keeping the dimensionality at or below 2" alternatives. However, if the
number of cooperative agents is a design variable, than the number of decision and state
behavior algorithms increases proportionally. This experiment will investigate the imple-
mentation of a decentralized agent framework to enable the identification of independent
and dependent state behaviors, reducing the dimensionality of a cooperative agent decision

behavior approach.

5.5.1 Identification of Cooperative Behaviors

The identification of cooperative behaviors requires that the decision behavior approach
and RL algorithm be defined for cooperative agents. The decentralized agent framework is
the appropriate mechanism to define agent decision and control for the decision behavior

approach. This will enable agents to make localized decisions based on local observations
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without an exponential growth in communication costs [135].

Decentralized agent decisions enables the identification of dependent and independent
behaviors. Dependent state behaviors are those which require direct information from other
cooperative agents such as their locations. The reconnaissance behavior is one example of
a dependent state behavior. During reconnaissance, cooperative agent information is ben-
eficial to ensure that the contested area is surveyed in an optimal manner with minimal
agent overlap. Similar information sharing has been successful for the state-action design
space of a wildfire surveillance mission [102]. Alternatively, independent state behaviors
are those which do not depend on the interaction with other agents, but may still depend on
global information, such as the global mission map. The evasion behavior is determined to
be a state behavior that does not depend on cooperative information. This behavior is not
concerned with the location of other agents due to its priority of escaping a defender. In
some problems though, cooperative evasion may be desired. However, the continuous con-
tested reconnaissance mission enables the use of an independent evasion behavior without
reducing the mission action design space.

Along with the evasion behavior, the engagement behavior is determined to be indepen-
dent. This behavior is not based on an algorithm and therefore does not require any global
information. Overall, two independent state behaviors and one dependent state behavior are
identified for a decentralized decision behavior approach. The evasion behavior algorithm
from the single agent mission can be carried over without retraining the agent. Although
the evasion behavior is independent of other agent’s actions, it still uses the global defender
map when choosing decisions in the state-action space. The shared global defender map
does not impact the defender’s evasion behavior due to its dependence on only defender
information.

The reconnaissance behavior will require a new algorithm to be implemented for the co-
operative contested reconnaissance mission. The decision behavior can be defined for local

or global decisions. The implementation of the decision behavior approach for cooperative
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agents and cooperative decisions are both complex problems. The implementation of this
cooperative contested reconnaissance mission will assume only localized decisions need to
be made in the decision-state space, while global decisions can be made by the dependent
state behaviors in the state-action space. The decentralized agent decision framework for
the defined mission requires only the reconnaissance behavior be retrained for cooperative

decisions.

Cooperative Reconnaissance Behavior

The reconnaissance behavior is implemented in a cooperative state-action space using RL.
The use of RL provides generality and robustness for learning cooperative behavior [118].
Typical multi-agent RL algorithms use off-policy methods such as ()-learning. Many off-
policy methods have been successfully implemented for multi-agent problems [117, 118,
102, 119]. Their prolific use can be attributed to the belief that off-policy methods have
a higher sampling efficiency [180]. However, some on-policy algorithms, such as Multi-
Agent PPO, have proven that false. Implementation of the reconnaissance behavior will
use the PPO algorithm defined in Section 5.3.2 with N = 2 actors.

Each reconnaissance agent utilizes the same behavior logic as the single agent recon-
naissance state behavior to survey the contested area. The homogeneous agents also use
the same baseline alternative specifications defined in Table 5.2. In order to capture coop-
erative information, the DNN architecture is redefined to incorporate the addition of more
continuous state variables. The agents now have five continuous state variables and two
observations maps that define its partially observable state. Using information from the
other agent and the global map, the agent can choose to increase of decrease its bank angle.

The five continuous state variables are defined as the agent’s own bank angle, ¢,, the
agent’s own heading, 1/, the agent’s bearing relative to the cooperative agent’s location,
0, the distance between the two agents, p, and the bank angle of the cooperative agent,

¢p. Both the survey map and defender map are also input into the agent’s DNN to provide
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global surveillance information along with known defender locations. The DNN architec-
ture, illustrated in Figure 5.38, adds three additional fully connected dense layers with 100
neurons each to network defined for the single reconnaissance agent in Section 5.3.2. This
DNN architecture is appropriate for this cooperative behavior due to its success in similar

decentralized multi-agent systems [102].
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Figure 5.38: Neural network architecture for the cooperative reconnaissance state behavior
modified from [102].

The two agents start in opposite corners of the map with (z, y) coordinates of (50, 50)
and (950, 50). The DNN for the cooperative reconnaissance behavior is trained over 3, 000
with a maximum of 2, 500 time steps per episode. The limit in time steps provides sufficient
time for the agent to reach the training goal of 70% map coverage. The minibatch size of
200 and K = 5 epochs is used for updating the algorithm’s policy. The learning rate and

discount factor are also set at values of a = 0.001 and v = 0.99, respectively. Convergence
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Figure 5.39: Convergence of the cooperative reconnaissance state behavior.

of the algorithm, illustrated in Figure 5.39, requires 17 hours of learning.

The representative reconnaissance mission is illustrated to ensure the agents conduct
reconnaissance in an optimal manner while avoiding known defender locations. Each al-
gorithm started from a unique random seed is tested on the same set of 200 missions. The
algorithm that produces the highest mean reward from the test missions is used the recon-
naissance behavior for the decision behavior algorithm. The baseline mission is illustrated
in Figure 5.40 for the cooperative reconnaissance behavior algorithm with the highest mean

reward.

5.5.2 Cooperative Decision Behavior

The use of decentralized agents enables the decision behavior to be independent from the
number of agents. The decision behavior algorithm is provided the same inputs as the single
agent reconnaissance mission. However, since the agent’s are making localized decisions,
the inputs are relative to the agent making the decision. In other words, the decision making
agent is given its own bank angle, heading relative to the defender, available ammunition,

and health for the continuous state variable inputs. Although the survey and defender maps
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Figure 5.40: The cooperative reconnaissance behavior surveying the baseline mission with
known defender locations.

are based on global observations from each agent, the inputs remain independent because
they do not provide state information.

The same decision behavior algorithm from the single agent contested reconnaissance
mission is used for the cooperative mission to define the agent’s localized decision making
algorithm. The cooperative mission is once again run using the same set of 200 missions
that were generated stochastically for the single agent decision behavior algorithm. The
MoEzs, illustrated in Figure 5.41, are defined as the average health of the two agents and the
amount of area surveyed for each mission solution. The mean MoEs for the cooperative
agent decision behavior implementation provides a significant increase in the area survey
while maintaining a similar health between the two agents as that of the single agent. These
results are expected because the foundational behavior of both the decision behavior and
state behaviors does not change as more agents are added, but the increase in agents en-
ables the cooperation in achieving the mission goal of maximizing the surveyed area. The
cooperative baseline mission as well as the frontier solution are highlighted. The frontier

solution is defined as a point that lies on the Pareto frontier and is chosen by taking the
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Figure 5.41: The MoE:s for both the cooperative and the single agent contested reconnais-
sance mission with the same sample set of 200 missions.

maximum of the combined MoEs, equally weighted.

The corresponding MoEs for each mission along with the mean MoEs for the single
and multi-agent mission sets are shown in Table 5.8. The cooperative agent missions re-
sulted in an 8% increase in the area surveyed on average than the single agent contested
reconnaissance missions. The frontier solutions of the cooperative and single agent mis-
sions are not an equal comparison due to the different defender locations for each mission.
However, the shift in the overall Pareto frontier can be seen by the significant increase of
16.46% in area surveyed. Overall, the cooperative agent successfully completed 136 out of
the set of 200 missions, resulting in a success rate of 68%. This success rate is significantly
lower than the single agent which is believed to be due to the higher complexity of the
cooperative reconnaissance state behavior. Further tuning of the algorithms rewards and
hyperparameters will likely improve the overall performance of the cooperative agent’s.

The baseline mission and frontier solution are illustrated in Figure 5.42. Since the
same decision behavior algorithm is used from the single agent mission, similar decision

behavior is found. The agents prefer to engage defenders early on in the mission and evade
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Table 5.8: The MoEs of the cooperative and single agent decision behavior approach.

Mission (Agents) Average Health | Area Surveyed
Mean MoE (1) 41.91 + 26.96 68.96% =+ 7.19%
Baseline Mission (1) 0 62.43%
Frontier Solution (1) 94.14 73.61%
Mean MoE (2) 41.48 +£19.26 | 76.96% =+ 15.14%
Baseline Mission (2) 48.675 89.99%
Frontier Solution (2) 94.12 90.07%
Baseline Mission Frontier Solution
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Figure 5.42: The baseline and frontier solutions of the cooperative contested reconnais-
sance mission.

defenders once their available ammunition is zero.

Overall, the cooperative mission successfully implemented the decision behavior ap-
proached for a decentralized ABM. The decentralized decision-making enabled the identi-
fication of independent behaviors, which reduced the total number of behavior algorithms
that had to be retrained for the cooperative agent simulation. If every behavior algorithm
were dependent on the number of agents in the model, than 2" ( Ngp 4+ 1) algorithms would
be required for every unique number of cooperative agents investigated. Implementation
of the decision behavior approach in a decentralized ABM results in a reduction in dimen-
sionality by only requiring an additional 2"(Ng,,) algorithms, where Ny, is the number

of agent dependent behavior algorithms. The investigation of n = 6 technologies with
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Nspa = 3 would result in 512 NNs required to train while the identification of 2 indepen-
dent state behaviors and an independent decision behavior results in 320 required NNs for
the investigation of one and two agent mission.

The use of decentralized agents for the decision behavior approach expands the mission
action design space by including cooperative agent missions. The investigation of decen-
tralized cooperative agents found that the decision behavior approach can be applied to
multi-agent systems without the linear increase in dimensionality. This finding expands the

possible applications the decision behavior approach could have for technology evaluation.

Research Conclusion 2.3: The use of decentralized agents enables the identification of
independent behavior algorithms which reduces the dimensionality of the decision behavior

approach when implemented across multi-agent systems.

5.6 The Exploration of Tactical Alternatives

The RL algorithm selected for the continuous reconnaissance mission utilizes a stochastic
policy. This provides action value distributions instead of deterministic values. The e-
greedy policy, discussed in Section 5.2.2, typically chooses the action that returns the max-
imum action value unless the random number drawn from a uniform distribution passes the
threshold, 1 — ¢, in which case would result in the selection of a non-optimal action value.
The problem with this approach is the possibility of randomly choosing an action with a
very low action value, which could result in a significant penalty for the agent. The use of
a stochastic policy provides probability distributions for each possible action where every
action has a varying degree of probability that it will be selected. This enables the NN to

provide appropriate action probabilities for perceptually identical states instead of almost
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Figure 5.43: The MoEs of different tactical alternatives for the baseline mission.

always choosing the maximum action value in a deterministic policy.

Application of a stochastic policy with the decision behavior approach provides stochas-
ticity in the agent’s decision behavior algorithm. The use of a stochastic policy in particular
enables the agent to explore tactics that result in similar MoEs, but use different tactics to
achieve them. The continuous contested reconnaissance mission was investigated to eval-
uate the use of a stochastic policy with the decision behavior algorithm. The decision
and state behavior algorithms developed in Section 5.3.2 are implemented for the baseline

mission.

5.6.1 The Stochastic Decision Policy

The baseline mission is sampled 200 times with the stochastic decision behavior policy.
Figure 5.43 illustrates the variation in the MoEs for the baseline mission samples. Four so-
lutions were chosen to investigate the tactical alternatives chosen for the baseline mission.
The four solutions are considered to be in the set of optimal solutions on the Pareto frontier.
The response of the baseline tactical alternative, illustrated in Figure 5.35, is highlighted

again in red for comparison.
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Table 5.9: The MoEs of the variation of tactical alternatives.

Mission Average Health | Area Surveyed
Mean MoE 39.68 £ 28.84 | 68.35% =+ 3.84%
Maximum Health 95.93 68.19%
Maximum Area Surveyed 62.62 74.37%
Frontier Solution 1 92.82 72.26%
Frontier Solution 2 90.53 73.01%
Baseline Tactical Alt. 0 62.43%

The stochastic policy resulted in 160 successful tactical alternatives out of 200 samples.
The mean response is significantly higher than the baseline alternative for the baseline mis-
sion. Their MoEs along with those of the highlighted set of optimal tactical alternatives
are compared in Table 5.9. The stochastic policy finds that the exploration of tactical alter-
natives enables the improvement in mission effectiveness by identifying alternative ways
to use the baseline vehicle alternative. Compared to the baseline tactical alternative, the
stochastic policy enabled the agent to not only successfully complete the mission, but also
achieve very high MoE:s.

Each tactical alternative used by the decision behavior algorithm can be defined by the
set of decisions made by the decision behavior algorithm. These decisions are illustrated
in Figure 5.44 for the baseline mission. All four tactical alternatives chose to engage the
first two defenders that were encountered. It also is worth noting that the agent is flying
directly towards the first two defenders when they are discovered, which is one of the more
consequential states the agent could find itself in. Once the agent’s reach zero ammunition,
they favor the evasion state behavior while occasionally choosing reconnaissance when
their heading is more tangential to the defender’s field of view. Some sub-optimal decision
are chosen without too high of a consequence such as choosing to engage a defender when
no ammunition is available, resulting in a miss (M).

The maximum area surveyed solution resulted in the lowest health value out of the four
highlighted solutions. This result is expected when maximizing the area surveyed due to the

increased chance of discovering more defenders. This solution was the only one to discover
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Figure 5.44: Tactical alternatives of the baseline mission.

all five defenders in the contested area, which is partly why the solution had a final health
of 62.62, almost 30 points lower than the other three solutions. The algorithm’s choice of
reconnaissance after discovering two of the five defenders prioritized the exploration of the
map over evading the defenders.

The baseline mission provides a fixed environment to explore tactical alternatives with a
stochastic policy. The results found that variation in tactical alternatives can produce a wide
range of responses for the baseline technology alternative. The stochastic policy enables

the variation of the ways a technology alternative can be used to complete a mission without
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requiring SMEs to craft mission tactics a priori. These findings confirm hypothesis 3 and

inform the following corresponding research conclusion.

Research Conclusion 3: The use of a decision behavior algorithm with a stochastic policy

enables the exploration of tactical alternatives.
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CHAPTER 6
THE TECHNOLOGY-TACTIC SYNTHESIS

Confirmation of the proposed Tech-DEBATE methodology implemented for the baseline
technology alternative gives confidence to its applicability for a full technology evaluation
study. Exploration of the ways each technology alternative is used augments the quantifi-
cation of mission effectiveness thereby providing more information early on in the design
process. The discovery of novel tactical alternatives could enable more informed tech-
nology investment decisions during the development and acquisition of evolutionary or
revolutionary technologies.

The six technology bundles identified in Section 5.4.1 were implemented in the con-
tested reconnaissance mission. A two-level full factorial design was conducted with two
technology incompatibilities resulting in 36 technology alternatives including the baseline
alternative. Their responses were investigated to quantify the impact the decision behav-
ior approach has on their overall mission effectiveness. The impact of each technology
was captured through “k”—factors that operate on disciplinary metrics. Seven metrics were
identified that can fully capture the impacts of each technology. The “k”—factors operate
on the agent’s baseline cruise speed, field of view, turn rate, probability of kill, and range
as well as the defender’s baseline field of view. The agent’s ammunition “k”-factor, k4,
operates on the maximum ammunition value of 4 as opposed to the baseline value of 2. The
“k”-factor vectors for each technology bundle are defined in Table 6.1

In practice, these technology “k”-factors are determined by identifying the theoretical
limit of each technology through research or literature review [25]. However, this proof-
of-concept study chose arbitrarily conservative values to provide hypothetical limits for
each technology that enable variation of the Measures of Effectiveness (MoEs). The non-

dimensionalized impact was included to quantify the total improvement or consequence all
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Table 6.1: The technology impact matrix for the contested reconnaissance UAV.

Technology Bundles
Contested Eﬁ Eﬁ w Eﬁ § Eﬁ = Eﬁ E Eﬁ Mon-Dimensionalized
Reconnaissance UAY L 2lE 2 % 2 g 2 E g & 2 Impact
S
O | F|l&E F|lod - |= | F
k-factor Mame Tl T2 T3 T4 TS T6 | Minimum | RMaximum
1 Cruise Speed, kv 0% 0% 0% | -10% | 0% | 20% -10% 20%
2| Field of Wiew, kfav 20% 0% 0% | 10% 0% 0% 0% 0%
3 Stealth, kfovdef 0% -20% 0% -10% 0% -10% -40% 0%
4| Maneuverahility, ke 0% D% | 10% | -10% | 0% | -10% -20% 10%
5 | Probahility of Kill, kPk| 5% 10% 0% 0% 15% 0% 0% 30%
6| Munitions, kammo -25% | -50% | 0% -50% | 0% | -29% -100% 0%
7 Range, krange 0% 5% | 10% | 15% | -10% | -15% -30% 25%

technologies could have on the agent’s performance metrics, assuming no incompatibilities.

The 36 technology alternatives are defined in Table A.1 in Appendix A. Every technol-
ogy alternative requires the training of a reconnaissance, evasion, and decision behavior
algorithm. Those technology alternatives not compatible with the engagement behavior are
also noted in Table A.2 by an available ammunition value of 0. The mean batch reward
for each technology alternative, illustrated in Figures B.1, B.2, B.3, in Appendix B, is used
to determine convergence of the behavior algorithms. All 108 algorithms are trained from
scratch 5 separate times, each with a unique random seed. The random seed that results
in the highest reward for each state behavior was used during the training of the decision
behavior algorithm for each technology alternative. The decision behavior algorithms for
each technology alternative that result in the highest reward were used in the comparison
of the MoEs.

The MoEs of each technology alternative were compared to quantify the impact both
the means and ways have on an alternative’s mission effectiveness. Tactical alternatives of
the baseline technology are first investigated using the results from Section 5.6.1 to identify
the ways frontier. How each technology impacts the alternative’s mission effectiveness

was then investigated and compared to variation of the tactical alternatives of the baseline

183



technology alternative. Once the appropriate means frontier and the ways frontier were
identified, the results from decision behavior approach were utilized to quantify the impact
the means and ways have on the mission effectiveness. This investigation quantified the
impact the Tech-DEBATE methodology has on technology investment by providing critical

decision-making data derived from each alternative’s mission effectiveness.

6.1 Variation of the Ways

The use of a stochastic policy for the decision behavior algorithm enabled variation of
tactical alternatives with the baseline mission. The ways the baseline technology is used
in a stochastic mission environment is desired to enable further exploration of the mission
action design space. However, Section 5.6.1 found that sampling the same environment
mission multiple times with a stochastic policy resulted in the improved quantification of
MoE:s for the baseline mission. Those results are compared with the sample set of 200
stochastic missions, each sampled once, using the baseline technology alternative. Figure
6.1 illustrates the comparison of response from the baseline mission sampled 200 times
with a stochastic policy and 200 stochastic missions sampled once with a stochastic policy.
One and two standard deviations of the two data sets are illustrated as dashed and solid
lined ellipses, respectively. The mean MoEs of each data set corresponds to the center of
the ellipses. A standard deviation of 1o represents the region that 68% of the response is
expected to fall within while 20 standard deviations represents the region where 95% will
fall within [181].

The comparison of results using the stochastic policy for the baseline mission and a
stochastic set of missions find that the baseline mission resulted in a much smaller stan-
dard deviation of area surveyed. The sampling of the baseline mission resulted in mean
MOoEs of 39.68 + 28.84 health and 68.35% =+ 3.84% area surveyed while the MoEs of
the stochastic mission set resulted in 41.91 + 26.96 health and 68.96% =+ 7.19% area sur-

veyed. The mean response for both sets of results are very similar, which is expected due
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Figure 6.1: Variation of tactical alternatives for the baseline and a stochastic set of missions.

to the same decision behavior algorithm driving the baseline agent. The higher standard
deviation in area surveyed for the set of stochastic missions is initially believed to be due
to an increase in failed missions. However, sampling the baseline mission resulted in 40
failed missions while the stochastic mission set only resulted in 24 failed missions. The
cause of the stochastic mission set’s higher standard deviation is due to the occurrence of
advantageous defender placements.

One solution not shown in Figure 6.1, but included in the calculation of the mean MoEs,
is a failed mission from the set of stochastic missions that is only able to achieve 23% area
coverage of the contested area before incurring over 100 damage. This mission, illustrated
in Figure 6.2, makes valid decisions using the decision behavior algorithm, but its recon-
naissance state behavior does not. The results show that the reconnaissance state behavior
prioritized surveillance of the map over avoiding a known defender. The close placement of
defender may also have had a part in the decisions that the reconnaissance behavior made.
These findings raise the possibility of outliers that can be removed from the data.

The identification of outliers is conducted using boxplots to identify the points that
fall outside 1.5xinner-quartile range [182]. This method is acceptable since the range of

health does not have any visible outliers for either data set, which enables the isolation of
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Figure 6.2: The lowest performing solution from the stochastic mission set.

the survey area to identify outliers. If this were not the case, the use of multi-variate outlier
determination, such as an adaptive x? method is preferred [183]. Figure 6.3 illustrates a
boxplot of each MoE to visualize the presence of outliers in each data set. The area sur-
veyed data is much more tightly clustered, resulting in outliers for missions which incurred
100 damage early on in the scenario.

The identified outliers are removed from the data set and new standard deviation ellipses

are drawn. Figure 6.4 illustrates the shift in ellipse shape enabling the identification of a
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Figure 6.3: Boxplot visualization for each MoE from the two data sets.
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Figure 6.4: Visualization of Pareto frontiers generated by a stochastic policy.

Pareto Frontier. Both the baseline mission data set and the stochastic mission set achieved
similar 20 frontiers which are based on the ellipses that correspond to a standard deviation
of 20. However, the mean response along with the ellipse corresponding to 1o standard
deviation for both data sets tells a different story. The stochastic mission set is able to
achieve higher mean health and area surveyed than the baseline mission set. This result is
expected due to the benefit of stochastic variation of the defender locations. Based on these
findings, the 1o frontier is determined to be a more appropriate measure of the variation of
the ways.

The isolation of the results from the stochastic mission set can be expanded to highlight
the additional information that the variation of the ways provides. The standard deviation
ellipses not only highlight the optimal expected MoEs, but can also be used to identify
the worst performance one would expect for the technology alternative. Additional Pareto
frontiers can be drawn to highlight the worst performance one would expect for a technol-
ogy alternative. These frontiers, illustrated in Figure 6.5, can be defined as the —1o frontier

and —2¢ frontier using their corresponding standard deviation ellipse.
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Figure 6.5: Variation of the ways enables the identification of the best and worst expected
performance frontiers.

6.2 Variation of the Means

The means or technology alternatives with the baseline tactical alternative were investigated
to quantify their MoEs for the contested reconnaissance mission. The baseline tactical
alternative is defined as the reconnaissance state behavior. This is equivalent to a decision
behavior algorithm that can only choose one state behavior — reconnaissance. Even though
most technology alternatives have ammunition for engagement, the baseline tactic assumes
that the agent has no engagement protocol. The MoEs for each technology alternative
are quantified using the stochastic mission data set. The agent is given the same initial
conditions defined in Section 5.3.2; however no defender locations are known initially.
The variation of the means is illustrated in Figure 6.6. The baseline technology alternative
using the baseline tactical alternative is listed as the baseline point in the figure.

The investigation of each technology alternative with the baseline tactical alternative
results in an increase in mean health for almost all alternatives compared to the baseline
alternative. Several technology alternatives also produce a higher mean area surveyed than
the baseline. A Pareto frontier can be drawn based on the 1o ellipses of the technology

alternatives. Figure 6.7 illustrates the 1o means frontier. Variation of the means enables
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Figure 6.6: Variation of MoEs for each technology alternative with the baseline tactical
alternative.

the identification of technologies that are in the set of optimal technologies defined by
the Pareto frontier. Both technology alternative 34 and 21 lie on the 1o ways frontier.
Technology 34 uses the optics, stealth, and endurance technology bundles to achieve its
high health while technology 21 uses the optics, munitions, and high speed technology
bundles.

The identification of optimal solutions that lie on the 10 ways frontier seem like the
appropriate solutions to consider for technology investment. In reality, more information
should be investigated to ensure the highlighted solutions can actually achieve the promised
optimal MoE responses. A solution that has the highest worst performing responses within
the 1o ellipse may actually provide a better solution even if it does not lie on the 1o ways
frontier. To identify those solutions, the —10 ways frontier is identified using the best per-
forming solutions that lie opposite to their optimal responses. Figure 6.8 illustrates the 1o
and — 1o ways frontiers. Technology alternative 21 is found to provide a much larger varia-
tion in response than other technology alternatives, which causes it to be removed from the
set of optimal solutions. Technologies 13 and 19 are discovered to provide the best MoEs
for the worst performing optimal solutions even though their best performing solutions did

not lie on the 1o ways frontier. Alternatives 13 and 19 used the stealth and high speed tech-
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Figure 6.7: The Pareto frontier of 1o standard deviation away from the mean response of
each technology alternative. Legend illustrated in Figure 6.6.

nology bundles and the optics and high speed technology bundles, respectively. Comparing
alternative 13 and 34, alternative 13 is considered to be a more robust solution because it
provides a smaller standard deviation of the MoEs. This additional insight into the data
allows the decision-maker to identify a set of optimal solutions, a set of robust solutions,
and a set of solutions which have the highest expected worst MoEs.

The variation of technology alternatives was compared to the variation in tactical al-
ternatives to evaluate the decision behavior algorithm’s impact on the MoEs. Figure 6.9
illustrates the baseline technology with and without the variation of tactical alternatives.
The variation of tactical alternatives using the decision behavior algorithm enabled a sharp
increase in the agent’s mean health. This result is expected due to the agent’s new ability to
engage or evade a defender. However, the increase in the baseline ways alternative surpris-
ingly out performs most technology alternatives. These results suggest that the ways the
baseline technology is used could provide a feasible solution where none existed before.
Such a solution would also inform technology investment by providing an alternative to
achieving a desired mission effectiveness without the need to invest in a new technology.

The comparison of the means versus the ways finds that the decision behavior approach
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Figure 6.9: The baseline means versus the baseline ways.
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applied to a baseline technology does provide better quantification of the alternative’s mis-
sion effectiveness than a fixed baseline tactic. Although this finding is expected, the deci-
sion behavior approach also provided a competitive solution when compared to other tech-
nology alternatives. Identification of new tactics through the decision behavior approach
could provide immediate improvements to existing technologies. However, the variation
of the means and ways through the Tech-DEBATE methodology could further augment the

quantification of mission effectiveness.

6.3 Variation of the Means and Ways

The means and ways frontier plot provides a way to visualize the multi-objective design
space by quantifying the MoEs for each technology-tactic alternative. The three frontiers,
shown in Figure 6.10, illustrate three different methods to improve the MoEs. The ways
frontier is generated by the tactical solutions which improve the baseline technology. The
means frontier is formed by exploring new technologies using a baseline tactical alternative.
The final frontier illustrates the combination of means and ways or the technology-tactic
synthesis. This frontier further opens up the design space during technology evaluation to
provide useful decision-making data that can better quantify the mission effectiveness of a
given technology.

Implementation of the Tech-DEBATE methodology enables the quantification of the
three frontiers. The novel approach to augment the quantification of mission effectiveness
provides the foundation to explore the means and ways. The MoEs for each technology
alternative is investigated with the decision behavior approach to identify the means and
ways frontier for the contested reconnaissance mission. Additional analysis of the results

was then conducted to provide further insight on the mission action design space.
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Figure 6.10: The notional means and ways frontier plot [39].

6.3.1 The Technology-Tuned Decision Behavior Algorithm

The defined decision behavior approach for the contested reconnaissance mission trained
108 algorithms for the 36 technology alternatives. The convergence of each algorithm
is illustrated in Appendix B. The decision behavior algorithm that achieved the highest
average reward out of the five random initial seeds is utilized for each respective technology.
The MoEs for each technology-tuned decision behavior algorithm were determined using
the same stochastic mission set used to quantify the ways frontier and means frontier. The
results of the decision behavior approach for each technology alternative are illustrated in
Figure 6.11.

The variation of both technology alternatives and tactical alternatives results in signifi-
cantly improved agent health while also increasing the total area surveyed compared to the
baseline technology and tactical alternative. The results enable the identification of the 1o
and —1o means and ways frontier using the 1o standard deviation ellipses for each alter-
native. Figure 6.12 illustrates the frontier for all technology and tactical alternatives that
fall within 1o of their mean MoEs as well as the set of alternatives that produce the —1o

frontier. Alternatvies 8, 20, and 24 were identified as one possible set of optimal solutions
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Figure 6.12: The 1o means and ways frontier. Legend illustrated in Figure 6.11

that provide both the best performing MoEs and the highest worst performing responses.

Note that none of the three identified alternatives are the same optimal solutions identified

during variation of only the means. This suggests that variation of the means and ways en-

ables the identification of each technology’s optimal tactic that quantifies its true mission

effectiveness.

The comparison of each frontier was made to evaluate the impact that the variation

of technology and tactical alternatives have. The ways frontier illustrates the 1o frontier

for the baseline tactic varying its tactical alternatives. The means frontier illustrates the
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Figure 6.13: The means and ways frontier for the contested reconnaissance mission.

1o frontier for the baseline tactical alternative — the reconnaissance state behavior — with
36 technology alternatives. The combination of the tactical alternatives and technology
alternatives through the decision behavior approach enables the identification of the means
and ways frontier. All three frontiers are illustrated in Figure 6.13.

The variation of both the technology and tactical alternatives provided significant im-
provement of the agent’s health and provided the same optimality of area surveyed than
the variation of just the technology alternatives. The results of the 36 technology alter-
natives are defined in Table A.2 in Appendix A. The decision behavior approach enabled
the exploration of the means and ways by developing a decision and state behavior agent
framework for a minimally defined mission. These results also enabled the analysis of spe-
cific solutions on the frontiers to understand the decisions each agent made to achieve their

respective MoE.

6.3.2 Analysis of Results

The technology evaluation study produced 36 technology-tuned decision behavior algo-
rithms. Two alternatives are identified from the 1o means and ways frontier and compared

to the baseline technology. Alternative 8 and 24 both lie on the 1o Pareto frontier; how-
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Table 6.2: The MoEs of the baseline technology alternative along with alternative 8 and 24
from the Pareto frontier.

Technology Alternative Health Area Surveyed
Baseline Alternative 41.91 £ 26.96 | 68.96% =+ 7.19%
Alternative 8 79.22 £ 21.99 | 64.94% =+ 2.45%
Alternative 24 63.37 +26.92 | 74.79% + 4.84%

ever alternative 8 provides a much higher mean health MoE while alternative 24 provides
a higher mean area surveyed. Both technology alternatives had two technologies that in-
cluded the structure technology bundle. The other technology bundles for the two alterna-
tives were optics and munitions for alternative 8 and 24 respectively. Their MoEs are listed
in Table 6.2 along with the baseline technology alternative.

Technology alternative 8 has a smaller standard deviation for both MoEs which implies
that its mission effectiveness is more consistent as the stochastic mission scenario changes.
This may be desirable to the decision maker due to the higher confidence in the alternative’s
mission effectiveness. Higher confidence in the data helps ensure the right technology
is chosen for further investment. The ‘right’ technology is one that actually delivers the
desired gain in mission effectiveness.

Two tactical alternatives were investigated for each technology alternative: 1) the solu-
tions that resulted in the highest maximum area surveyed and 2) a frontier solution defined
as the maximum combined MoE. Table 6.3 summarizes the MoEs for each tactical alter-
native. Both technology alternatives had the structure technology bundle, which improved
the agent’s range and maneuverability. However, the second technology bundles seemed
to each improve the opposite MoEs. The optics technology bundle improves the agent’s
field of view by 20% and probability of kill by 5% resulting in higher area surveyed on
average for alternative 24. The munitions technology significantly improved the agent’s
probability of kill by 15% while penalizing the agent’s range by —10%. The combination
of the structure and munitions technology bundle for alternative 8 results in a much higher

health on average for the agent.

196



Table 6.3: The MoEs for two tactical alternatives for technology alternative 8 and 24.
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Figure 6.14: The maximum area surveyed and frontier point solutions of alternative 8.

Each tactical alternative is investigated by comparing the decisions made throughout

each mission. Figure 6.14 illustrates the decisions that alternative 8 made throughout the

mission for both the frontier and the maximum area surveyed point solutions. Both solu-

tions chose to engage the first four defenders it encountered. Once the agent’s ammunition

of is empty, evasion is chosen. The tactical alternative for the maximum area surveyed point

solution evaded the fourth and fifth defenders encountered after unsuccessfully engaging

the fourth defender with its last munition.

The tactical alternatives for technology alternative 24 are not too dissimilar to those for

alternative 8. Both point solutions, illustrated in Figure 6.15, chose to engage the first three

defenders, which corresponds to the agent’s initial ammunition of 3. Once its ammunition

was empty, the agent chooses to conduct reconnaissance and evasion for the two additional

defenders found for the maximum area surveyed point solution.
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Figure 6.15: The maximum area surveyed and frontier point solutions of alternative 24.

Additional analysis was conducted to verify the results and compare the selected alter-
natives to the set of all technology alternatives. The agent’s health was averaged over all
the sample missions as a function of time to understand the rate each technology alternative
incurs damage. Figure 6.16 illustrates the agent’s average health as a function of time for
each technology alternative. Alternative 8 results in the lowest rate of incurred damage
as the mission progresses. This result is expected due to the agent’s preference to always
engage the first four defenders, which corresponds to a maximum initial ammunition of
4. Alternative 24 lands in the middle of the data for the average rate of damage incurred.
However, both technology alternatives have a much lower average rate of damage incurred
than the baseline technology alternative. The higher ammunition, probability of kill, and
maneuverability for the two alternatives contribute to their reduced average rate of damage
incurred when compared to the baseline.

The frequency of action selection as the mission progresses was investigated for the
baseline alternative and compared to both alternative 8 and 24. Figure 6.17 illustrates a
histogram of the first 9 actions selected by the agent through the 200 missions from the
stochastic mission set for each technology alternative. Decision numbers over 5 indicate

that the agent failed an engagement behavior by either missing the defender or choosing to
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Figure 6.16: The progression of the agent’s average health as a function of time from the
stochastic mission set.

engage with no ammunition available. The frequency of choosing engagement with zero
ammunition is determined to be negligible based on the low frequency of actions past a
decision number of 6. The engagement state behavior is found to be heavily favored early
on in the mission, but quickly transitions to the evasion state behavior once its ammunition
runs out. Although alternatives 8 and 24 have increased maneuverability from the structure

technology bundle, alternative 8 is found to favor engagement more than alternative 24.

Baseline Alternative Alternative 8 Alternative 24
200
W Recon
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Evade
150 1 1

B
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Figure 6.17: The order of decisions the decision behavior algorithm makes as new defend-
ers are encountered.
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The identified technology alternatives provide two unique solutions that are both in the
set of optimum solutions defined by the frontier. Each solution provides different tactical
alternatives for the same contested reconnaissance mission. The point solution investiga-
tion provided traceability of the tactical alternatives each chose to achieve their respective
MoEs. The optimal solution is one that is identified from a multi-attribute decision mak-
ing technique that can effectively rank the agent’s performance and mission effectiveness
based on the decision maker’s requirements. The performance and effectiveness of each
technology-tactic alternative is used to define their overall system effectiveness.

The MoPs for each technology alternative are evaluated based on the results of the
TIM. Alternative 8 has a more effective engagement behavior due to its higher probability
of kill of 0.86 compared to alternative 24 which has a value of 0.79. Alternatively, the
field of view and range for alternative 24 are larger with a radius of 6 and range of 3850
compared to a radius of 5 and range of 3500 for alternative 8. The system effectiveness of
each alternative should then be quantified as the combination of each alternative’s MoEs
and MoPs. The decision-maker can use this information to make a more informed decision
about the appropriate technology to invest in. Additional missions could be investigated
to better inform each alternative’s capability which would furhter improve the quantifica-
tion of their system effectiveness. However, additional missions other than the contested

reconnaissance mission were not addressed in this thesis.

6.4 Conclusion of the Tech-DEBATE Methodology

The results from the Tech-DEBATE methodology identified a means and ways frontier
based on a 1o standard deviation from the mean MoE for each technology alternative.
Investigation of two points of the frontier found significant improvements in the agents
health or mission surveillance by utilizing two unique sets of technology bundles. The
overall methodology augments the quantification of mission effectiveness by incorporating

stochasticity into the agent’s tactical alternatives. This enables the learned algorithms to
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explore a minimally defined mission using a non-deterministic set of actions based on the
algorithm’s policy.

The decision behavior approach introduced the discretization of the agent’s framework
into decision and state behaviors, enabling the simplification of complex mission behav-
iors while providing traceability of the agent’s decisions. Previous technology evaluation
methodologies utilized a fixed mission environment or no mission at all. This lack of em-
phasis on each alternatives mission effectiveness results in a loss of critical information
early on in the design process. Increasing the information about each technology’s mission
effectiveness provides more information to the decision maker during technology invest-
ment decisions. More informed technology investment decisions reduces time and risk
associated with the development and acquisition of new technologies.

Alternatively, methodologies that emphasized a minimally defined mission failed to
address both the complexity of the mission action design space and the dimensionality of
the overall technology evaluation study. The Tech-DEBATE methodology addresses the
inherent complexity of the mission action design space by providing steps to capture the
decision-state and state-action spaces. Dimensionality of the methodology is also addressed
through the introduction of the behavior suitability matrix and decentralized implementa-
tion for cooperative mission environments.

The culmination of the Tech-DEBATE methodology is illustrated through the identifi-
cation of the means and ways frontier. Implementation of the methodology for the contested
reconnaissance mission found an increase in the baseline alternative’s MoEs that is compet-
itive with those from the investigation of the means. However, when both the technology
and tactical alternatives are varied, the design space opens up further, enabling the identifi-
cation of technology and tactical alternatives. The finding from the implementation of the
Tech-DEBATE methodology for th contested reconnaissance mission inform the overall

research conclusion.
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Overall Research Conclusion: The proposed Tech-DEBATE methodology augments cur-
rent technology evaluation methods through the infusion of tactics formulation and ex-
ploration which enhances the quantification of mission effectiveness to inform technology

selection.
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CHAPTER 7
CONCLUSION

This thesis proposes the Technology-tuned Decision Behavior Algorithms for Tactics Ex-
ploration (Tech-DEBATE) Methodology. This methodology is an Agent-Based Modeling
& Simulation (ABMS) approach to augment the quantification of mission effectiveness in
contested environments. The motivation behind such a methodology resides in improving
the development and acquisition processes of the military, specifically technology evalua-
tion methodologies used to select suitable technologies for investment. The novel identifi-
cation of the means and ways technology tradespace was presented and demonstrates how
it can better inform technology investment.

The development of the novel Tech-DEBATE methodology, illustrated in Figure 7.1,
identified five gaps that required further research before it could be implemented. The
first two gaps were defined through literature by identifying agent-based modeling with a
state machine agent framework. These observations lead to the development of the novel
decision behavior approach which enabled the exploration of a minimally defined mission
through the discretization of the mission action space into decision and state behaviors.
The final three gaps were addressed though the identification of five research questions an
hypotheses.

Five experiments were developed and executed which confirmed the stated hypothe-
ses for each research question. The logical diagram, illustrated in Figure 7.2, outlines
the mission utilized for the experiments. These experiments further defined the decision
behavior approach by identifying deep reinforcement learning algorithms for the agent’s
decision and state behaviors, a decentralized agent framework to enable the incorporation
of cooperative multi-agent systems, and the use of a stochastic agent policy to enable ex-

ploration of tactical alternatives. The experiments also informed the procedures of the
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Figure 7.1: Outline of the research approach and development of the Tech-DEBATE
methodology.

Tech-DEBATE methodology by introducing the novel behavior suitability matrix to reduce
the dimensionality of the technology-tactic evaluation problem and enabling the identifi-
cation of the means and ways frontier. The overall research hypothesis was confirmed by
conducting a final experiment that evaluated 36 technology alternatives and their optimal
tactical alternatives.

Implementation of the methodology utilized a contested reconnaissance mission to con-
duct a technology and tactics evaluation study. A total of 6 technology bundles were in-
vestigated with two technology incompatibilities and two unsuitable technology-behavior
pairs which resulted in 36 technology alternatives for a full factorial 2-level design of exper-
iment. Each alternative was evaluated within the specified mission environment and their
optimal tactics were determined through the exploration of tactical alternatives. The final
experiment confirmed the overall research hypothesis by enabling the novel comparison of

technology-tactic alternatives through the means and ways frontiers.

7.1 Summary of the Tech-DEBATE Methodology

The Tech-DEBATE methodology is comprised of four steps that provide a framework for

the formulation and exploration of tactics. This methodology seeks to quantify the mission
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Figure 7.2: Outline of the contested reconnaissance mission experiments.

effectiveness of a technology by exploring its mission action design space. The mission
action design space has an immense action space that can quickly become prohibitive.
Instead, the mission action space is investigated through the classification of the decision-
state and state-action spaces. Exploring the decision points throughout a mission produces
a manageable design space without limiting the mission action space. Discretization of the
mission action space into discrete decision points provides a traceable way to record the
tactics that intelligent agents choose.

Agents within this framework gain their ‘intelligence’ from a reinforcement learning
algorithm. When this algorithm is developed for the decision-making behavior of an agent,
it is called a decision behavior algorithm. Such an algorithm can reduce the modeler’s de-
pendence on SMEs by removing them from tactics development. SMEs can provide critical
information when developing the agent framework, but may introduce bias in the develop-
ment of tactics. Once the decision behavior function is developed for each technology, the
design space can be explored. The novel application of reinforcement learning for technol-

ogy evaluation enables tactics exploration of evolutionary and revolutionary technologies
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whose optimal tactics may be unknown or complex.

The results gained from the synthesis of technologies and tactics provides crucial in-
formation to the greater Multi-Attribute Decision-Making (MADM) problem. Technology
selection methods of choice can utilize the Measures of Effectiveness (MoEs) from the
Tech-DEBATE methodology to make an informed choice for technology investment pur-
poses. This methodology improves current development and acquisition processes by in-
fusing decision-making data with enhanced mission effectiveness to better inform decision-
making early in the development and acquisition processes. The proposed Tech-DEBATE

Methodology is summarized below and illustrated in Figure 7.3.

Technology-tuned Decision Behavior Algorithm for Tactics Exploration (Tech-
DEBATE) Methodology

Step 1: Problem Definition
i. Define the mission, measures of effectiveness, and metrics of success
ii. Identify technologies and mission variables using a morphological matrix

iii. Develop an agent-based model using the decision behavior approach

Step 2: Tactics Formulation
i. Develop agent logic for minimally defined mission

ii. Define a stochastic policy reinforcement learning algorithm for the agent’s deci-
sion and state behaviors

iii. Identify agent-independent behaviors for cooperative multi-agent systems

Step 3: Tactics Exploration
i. Train the behavior algorithms using deep neural networks

ii. Perturb the ways by sampling the stochastic mission space with the trained
stochastic policy from each technology-tuned agent
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Step 4: Technology-Tactics Evaluation

i. Compare technology-tactic alternatives through the identification of means and
ways frontiers

ii. Evaluate system effectiveness

Decision Behavior Approach
Deep Reinforcement Learning

Problem
Definition

+ Means & Ways
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Figure 7.3: The Tech-DEBATE Methodology.

7.2 Contributions

7.2.1 The Decision Behavior Approach

The main technical contribution of this thesis is the decision behavior approach. This agent-
based modeling framework discretizes the mission action design space into the decision-
state and state action spaces. The proposed agent framework uses a partially observable
Markov decision process to define both the agent’s decision and state behavior frameworks.
Perfect information along with imperfect observations by the agent result in further explo-
ration of the mission action design space by enabling the use of minimally defined missions.
The use of deep reinforcement learning with a stochastic policy enables the exploration of
tactical alternatives for a technology alternative. The decision behavior approach improves

the quantification of mission effectiveness by providing a traceable approach for tactics
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Figure 7.4: Identification of the means and ways frontier.

exploration. The decision behavior approach provides a novel way to explore tactical alter-

natives with deep reinforcement learning.

7.2.2 The Tech-DEBATE Methodology

This thesis addresses the gaps in current technology evaluation methodologies to enable the
trade-off of the means and ways. As far as the author is aware, the proposed Tech-DEBATE
methodology is the first proposed method to quantify the means and ways for technology
evaluation methodologies. This novel methodology incorporates the decision behavior ap-
proach to enable the exploration of both technology alternatives and tactical alternatives in
a traceable manner. The methodology enables further exploration of the technology design
space by improving the quantification of mission effectiveness through deep reinforcement
learning. The data’s foundation is based on traceable tactical alternatives that increase the
confidence in the measures of effectiveness for each technology-tactic alternative. Figure
7.4 illustrates the progression in the quantification of mission effectiveness by only ex-
ploring technology alternatives (means), only exploring tactical alternatives (ways), and
exploring both technology and tactical alternatives (means and ways).

The methodology enables better informed decisions for technology investment, thereby
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reducing risks in the development and acquisition of new technologies. The reduction in
risk inherently reduces the costs and development time associated with investment in new
technologies. The Tech-DEBATE methodology provides a new methodology for technol-
ogy evaluation through its emphasis on quantifying mission effectiveness in a minimally

defined mission to inform technology investment decisions.

7.3 Implications of the Tech-DEBATE Methodology

The Tech-DEBATE methodology provides critical technology performance and effective-
ness information to the decision-maker to better inform technology selection. This method-
ology emphasizes the quantification of mission effectiveness to ensure the right technology
investments are made that can reduce the risks, costs, and life cycle of the US develop-
ment and acquisition process. Investing in the right technologies early on helps to enable
technological superiority in the the expected highly contested environment of 2030 and
beyond.

The novel ability to investigate both technology and tactical alternatives in a minimally
defined mission simulation provides insight into the larger operational tradespace. The
Tech-DEBATE methodology provides a way to quantify the means, ways, and ends for the
conceptual design of technology alternatives. The technologies used, tactics employed, and
mission objectives met provide one piece to the larger problem of determining strategic and
operational concepts that lead to the ends. The implications of the methodology not only
inform technology selection for military planners, but could also be leveraged to explore
the effectiveness of technology-tactic alternatives against adversarial strategies such as the
A2/AD strategy. Proper definition of the mission environment could identify or address
gaps in current military forces against adversarial strategies. The identification of opera-
tional or technological gaps could inform policy makers in addressing adversarial strategies

or proper use of revolutionary technology alternatives.
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7.4 Future Work

This thesis presents the Tech-DEBATE methodology implemented for a contested recon-
naissance mission. The outcome of the methodology aims to quantify the system effec-
tiveness of each technology-tactic alternative. Future work could investigate the imple-
mentation of the decision behavior approach across several mission types to quantify the
capability of each alternative. The quantification of mission effectiveness across multi-
ple missions would enable the quantification of a technology alternative’s capability which
would better inform its system effectiveness. Such an implementation could investigate the
use of the same set of state behaviors from the decision behavior approach used for several
mission types.

The quantification of mission effectiveness for each technology alternative could be
further investigated from a defense planner’s point of view. Defense planning is defined
as “the employment of analytical, planning, and programming efforts to determine what
sort of armed forces a state needs” [184]. Investigation of the Tech-DEBATE methodology
could be implemented from the defense planner’s point of view to quantify the number
and type of assets required to defeat adversarial strategies and support the larger US de-
fense strategy. Incorporation of competitive agents could also be investigated to enable the
investigation of more adversarial strategies like the A2/AD strategy.

The exploration of tactics in a minimally defined mission could also enable the iden-
tification of novel tactics. Such information could inform policy makers on the proper or
expected employment of adversarial forces against evolutionary and revolutionary tech-
nologies. Insight into the employment of technologies and exploration of tactical alterna-
tives could inform policy that can address the expected highly contested air space in 2030
and beyond. Each area outlined above could expand the Tech-DEBATE methodology to

further reduce the risks, costs, and life cycle of the development and acquisition process.
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APPENDIX A
RESULTS OF THE TECHNOLOGY-TACTIC SYNTHESIS

Table A.1: The agent’s metrics for each technology alternative.

Alternative| T (T2 | T3 (T4 | T3 | Ta W R e Raet |80 gvasion P & Orarge
Baseline (0| 0|0 |o0fo0|o0O 20 3.0 8.0 1.20 0.73 2 3500
1 ofojojofo]|l 24 5.0 1.2 1.08 0.73 3 2973
2 ofojojof1|n0 20 5.0 8.0 1.20 0.86 4 3150
3 ofojojofl1l]1 24 5.0 1.2 1.08 0.86 3 2625
4 ofojoj1foj|n0 18 3.5 1.2 1.08 0.75 2 4025
3 ofojoj1(|(1]n0 13 3.3 1.2 1.08 0.86 2 3673
3 ofoj1jofoj|n0 20 5.0 8.0 1.32 0.75 4 3850
7 ofojl1jofo]|1l 24 5.0 1.2 1.20 0.73 3 3325
g ofoj1jof1]n0 20 5.0 8.0 1.32 0.86 4 3500
9 ool foflj1l 24 5.0 7.2 1.20 0.86 3 2975
10 ofoj1j1f(o}|n0 18 3.9 7.2 1.20 0.75 2 4375
11 ool f1f1}]a0 15 5.5 7.2 1.20 0.86 2 4025
12 of1]jo0ojofojn 20 5.0 6.4 1.20 0.82 2 3325
13 ojl|ofofoj1l 24 5.0 5.6 1.08 0.83 1 2800
14 of1]j]0jof1]n0 20 5.0 6.4 1.20 0.94 2 2973
15 ojl1|ofoflj1l 24 5.0 5.6 1.08 0,34 1 24350
16 of1]0j1f(ojn0 18 3.9 5.6 1.08 0.22 0 3850
17 D1 |o0of1lf1]a0 15 5.5 5.6 1.08 0,34 0 3500
12 l(fojojofoj|n0 20 6.0 2.0 1.20 0.73 El 3500
19 l(fojojofo]|1l 24 6.0 1.2 1.08 0.73 2 2975
20 l{fojojof1l]n0 20 6.0 2.0 1.20 0.90 El 3150
21 l{fojojof1]1 24 6.0 1.2 1.08 0.90 2 2625
22 l{fojoj1l1foj|n0 18 6.3 1.2 1.08 0.73 1 4023
23 1(fojoj1 (1|0 18 6.5 1.2 1.08 0.90 1 3673
24 (o]l jofoj|n0 20 6.0 2.0 1.22 0.73 El 3850
25 1fo]j1jofo]|1l 24 6.0 1.2 1.20 0.73 2 3325
26 (o]l jof1]n0 20 6.0 2.0 1.22 0.90 El 3500
27 1fo]j1jof1]1 24 6.0 1.2 1.20 0.90 2 2975
28 (o]l j1(o0]|n0 18 6.3 1.2 1.20 0.73 1 4373
29 (o111 ]|n0 18 6.5 1.2 1.20 0.90 1 4025
30 l{1]0jofoj|n0 20 6.0 6.4 1.20 0.86 1 3325
31 1(1]Jo0ojofo]|1l 24 6.0 5.6 1.08 0.86 ] 2800
32 11 ]0jof1l1]an0 20 6.0 6.4 1.20 0.98 1 2973
33 1(1]o0jof1]1 24 6.0 5.6 1.08 0.98 ] 2450
34 110100 13 6.3 5.6 1.08 0.86 -1 3850
35 (101 (1|0 18 6.5 5.6 1.08 0.98 -1 3500
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Table A.2: The results of the technology-tactic synthesis for the contested reconnaissance
mission.

alternative|| T1 | T2 | T2 [Ta |15 |T6|  Health Area Missions
Success
Baseline |0 | 0|0 o]oofarol+ 2696]60.96% + 7.19% | 88%
1 ololo|o|o|1]6n8z2370]66.00% 2+ 26a% | 99%
7 oo|o|o|1|o[e0el+zzza|5862%+ 3.74% | 99%
3 ololo|o|1]1]7rz7sz277|50.91% + 2.39% | 1o00%
4 0o 0| 1| 0056877+ 29.23|64.47% + 9.35% | 91%
5 o lolo|1]1]|o]eearszzoo]enam% ¢ as9% | 9%
g 0o |10 006492+ 27.60|60.67% + 5.20% | 95%
7 olol1]|o]ol1|6re0s2z08|7025% + 293% | 99%
8 olol1]o]1]o]7922%21.99)6a04% + 2.45% | 100%
3 o o101 60362+ 215566.a3% + a71% | 99%
10 olol1]1]o00]seeestzez0]6750% 2 728% | 93%
11 oo |1]|1]1]0]6833+2088[6712% ¢ 3.42% | 100%
12 o1 oo o|of7us5+21.86(6117% + 2.24% | 100%
13 010|001 |6059+23.14[62.71% + 2.89% | 100%
14 o1 |oo|1]of77a9+21.595723% 2 291% | 100%
15 0100116926+ 20.32|57.64% + 1.87% | 100%
16 o1 |o|1]o|o]se03sz2a80]62.80% 2617 | 96%
17 o1 |o|1]1]o]s270%25786059% 2 6.1% | 95%
18 1]olo|o]o|o]sesazszron|ri61% ¢ 5.42% | 9a%
19 1]ololo]o|1]sa70%2359|73.78%  269% | 98%
20 1]ofo|o|1|o[7051+z2z228|70.04%  3.61% | 100%
21 1ololo] 1|1 ]ereesza59|6761% ¢ ae5% | 97%
77 1o 01| 005260+ 25.77|73.70% + 7.09% | 96%
23 1lololc]1]o]sezsezaes|ma0% +ea3% | 97
24 1o |1|0]o0|0|62.37+2692|7479% + 4.04% | 94%
25 1lol1|o]o1 52022 2508|7510% ¢ a69% | 97%
26 1lol1]of1]ofm7azzom]ri2a% 2 312% | 100%
27 1lol1 o1 ]e7e02s 2685|6337 2 10.01% |  96%
28 1lol1]1]o|o]ss9az2089|7a79% 2687 | 96%
23 1lol1|1]1|o]steaszzz|e750%+ 777 | 91%
30 11 oo ololerazezseleanss 7aam | 97
3l 110|001 |ea7a+ 28.50|59.01% + 6.45% | 88%
3z 11 oo 1]o]eoezszr0a|61.95% ¢ aeaw | 99%
33 11 o011 [ea11+ 256a|6765% + 5.72% |  93%
34 11 o1 ]oo]seels2562|6m85% 2 732% | 95%
35 11 folc] 105079 2697|71.90% + g0z | 93%
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APPENDIX B
DECISION & STATE BEHAVIOR CONVERGENCE

The convergence of the reconnaissance and evasion state behavior algorithms for each tech-
nology alternative are illustrated in Figures B.1 and B.2. Each alternative is trained from
scratch using five unique random seeds. The results from all five seeds are averaged and
smoothed using Savitzky-Golay filtering with various windows sizes.

The decision behavior algorithm’s convergence for each technology alternative is illus-
trated in Figure B.3. Each technology alternative is also sampled from five random seeds to
produce five separate converged algorithms. Alternatives 16, 17, 31, 33, 34, and 35 resulted
in poor convergence due to their lack of the engagement state behavior which adversely

impacted the algorithm’s decision-state space.
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Figure B.1: Batch reward convergence of the reconnaissance behavior algorithm for each
technology alternative.
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Figure B.2: Batch reward convergence of the evasion behavior algorithm for each technol-
ogy alternative.
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