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SUMMARY

This dissertation has formalized a service-oriented computing (SOC) based
approach to cyber-physical systems (CPS) in the form of a service-oriented CPS ref-
erence model. The proposed reference model extends the traditional SOC paradigm
for handling hard real-time CPS aspects by introducing resource-aware service de-
ployment and quality-of-service (QoS)-aware service operation phases alongwith the
mandate for following formal guarantees: 1) functional equivalence between a CPS
design specification and the corresponding service-based CPS field deployment and
2) non-interference between the co-deployed CPS services from the perspective of
their timing performance. As a result, the proposed CPS reference model enables
a provably-correct process for converting a new CPS application from a CPS design
specification to a service-based CPS deployment in the field without affecting the
timing performance of already deployed CPS applications or disrupting the opera-
tion of already deployed CPS applications for system upgrade. Therefore, unlike the
traditional task-based reference model from the domains of automotive and avionics,
the proposed service-oriented CPS reference model enables disruption-free incremen-
tal system deployment and reconfiguration that are fundamental requirements of the
emerging safety-critical but large scale and "always-online" CPS application domains
such as smart grid and vehicular networks.

Although the development of suitable technologies for a domain according to the
requirements of a reference model for that domain is meant to be an on-going effort
by a research community, this dissertation has contributed to this effort by proposing
solutions for the following technological requirements of service-oriented CPS refer-

ence model: 1) CPS design specification language, 2) simulation environment for

XV



CPS design refinement, 3) service description language, and 4) service-based comput-
ing platform for CPS computing nodes. By leveraging the Manna-Pnueli approach
of formal methods for reactive computer systems, this dissertation has also shown
how the aforementioned technological solutions combine to provide the formal per-
formance guarantees, mandated by the proposed CPS reference model. Finally, this
dissertation has also presented simulation-based smart grid testbeds that can be used
to demonstrate the advantages of the proposed service-oriented CPS approach in a
virtual environment before its implementation on safety-critical, live smart grid in-

frastructure.
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CHAPTER I

INTRODUCTION

During the age of industrialization, the human race conquered many physical pro-
cesses of the universe and used them for its own advantage. These achievements
were enabled by the field of feedback control systems, which deals with the process of
controlling a physical system through a feedback controller [7]. Traditionally, these
feedback controllers were implemented in the analog domain using different electric
circuit elements. However, the advent of computation and networking technologies
created the opportunity to implement these feedback controllers more easily and flexi-
bly in the digital domain as a special breed of computer systems, known as a real-time
computer systems, which are characterized by the need to perform computations un-
der timing constraints. The resulting configuration of a feedback control system, in
which the feedback controller is implemented as a real-time computer system, is re-
ferred to as embedded control system [3]. Some prime examples of embedded control
systems are automotive and avionics systems [61] [12].

The typical development process of an embedded control system can be partitioned
into two distinct stages: controller design and controller implementation. During
the controller design stage, a control engineer models the physical plant, derives
the feedback control law, and validates the controller design through mathematical
analysis and simulation. During the controller implementation stage, a computer
systems engineer implements the feedback controller as a real-time computer system.

To facilitate the development process of embedded control systems, various tools
and technologies have been developed by different stakeholders, over the years, in a

somewhat isolated and ad-hoc manner. However, the relationship and integration of



these tools and technologies can be studied by utilizing the concept of a reference
model. A reference model for a domain is defined as an ontology, consisting of a set
of interlinked and unifying concepts for that domain. A reference model is designed
to enable clear communication among various stakeholder of the domain as well as
the development of a coherent and consistent set of technologies and tools for that
domain [58] [63]. For the domain of embedded control systems, a "task-based reference
model" has been proposed in the literature [45]. According to this task-based reference

model, an embedded control system can be described by three elements:

1. Controller application model that describes the feedback control algorithm as a
set of tasks. Each task is a unit of computation that needs to be done by the

feedback controller.

2. Computing platform model that describes the available computing platform as
a set of processors and resources. Processors are active entities such as central
processing units, transmission links, and database servers, while resources are

passive entities such as memory, mutexes, and database locks.

3. Set of task scheduling algorithms. Each task must have one or more processors
and resources in order to make progress on its assigned unit of computation.
When a task has the required processors and resources, it is said to be "sched-

uled" and it can "execute" its unit of computation at a certain speed.

According to this task-based reference model, major steps in the development of
embedded control system are requirements engineering, feedback controller design,
controller design refinement through simulation, task-based feedback controller speci-
fication, task implementation, task priority assignment, task deployment, and testing
(or formal verification). Figure 1.1 summarizes the major elements and development

methodology of the task-based reference model for embedded control systems.
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Figure 1.1: Task-based reference model for embedded control systems.

Based on the above mentioned summary of task-based reference model, it can be
seen that various state-of-the-art tools and technologies in the domain of embedded
control systems have evolved into a form that is consistent with this reference model.
For instance, real-time operating systems support task deployment with different task
priorities and provide various task scheduling algorithms [66]. General purpose pro-
gramming languages as well as specialized programming languages for the embedded
control system domain (such as Giotto [25]) provide a task-based programming model.
Formal analysis tools have been developed that study the schedulability of multiple
time-constrained tasks on a computing node [10]. Various code generation tools have
been developed that automatically translate a Simulink-based description of feedback
controller into task-based source code [51] [50].

Dramatic decrease in the cost of communication and computation technologies,
seen in the last two decades, has enabled the development of a new breed of embed-
ded control systems that are much larger in scale such as smart grid [75], vehicular
networks [54], and automated irrigation networks [72]. Besides their larger scale, this
new breed of embedded control systems have other distinguishing characteristics such

as their "always-online" nature and a much longer lifecycle. Reliable development of



this new breed of embedded control systems through traditional development tools,
which were based on a task-based reference model, will result in unsustainable de-
velopment and maintenance costs, because these traditional tools are ill-equipped to
provide appropriate support for disruption-free incremental system deployment and
system reconfiguration that are fundamental requirements for handling the larger-
scale, "always-online" nature, and longer life-cycles of this new breed of systems.

Over the last few years, limitations of traditional embedded control system devel-
opment techniques have spawned the new field of cyber-physical systems (CPS), which
takes a fresh look at the abstractions used in the traditional embedded control system
development process. CPS research aims to develop an integrated theory as well as
an integrated development toolset for controller design and controller implementation
phases of the embedded control system development process. The hope is that this
integrated CPS theory and development toolset will enable the reliable development
and maintenance of more complex versions of traditional embedded control systems
(such as automotive and avionics) as well as the emerging larger scale and "always
online" embedded control systems (such as smart grid and vehicular networks) with
manageable costs.

However, advances in CPS research still focus on the traditional task-based pro-
gramming model of a real-time computer system, historically popular in the auto-
motive and avionics domains. As noted earlier, the task-based model is a relatively
low-level of abstraction for a real-time computer system and provides poor support
for disruption-free incremental system deployment and reconfiguration. As a result,
these advances in CPS research, by themselves, cannot effectively handle the unique
challenges posed by the larger scale and "always online" nature of emerging CPS

application domains such as smart grid and vehicular networks.
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Figure 1.2: Service-oriented reference model for cyber-physical systems.

This dissertation has formalized a service-oriented computing (SOC) based ap-
proach to cyber-physical systems (CPS) in the form of a service-oriented CPS ref-
erence model. SOC paradigm can inherently provide support for disruption-free in-
cremental system deployment and reconfiguration, required for handling the larger
scale, "always-online" nature, and longer lifecycle of above mentioned emerging CPS
application domains such as smart grid. However, the proposed reference model
also extends the traditional SOC paradigm for handling hard real-time CPS aspects
by introducing resource-aware service deployment and quality-of-service (QoS)-aware
service operation phases with certain formal performance guarantees. According to

the proposed reference model, each CPS scenario is described by three elements:

1. CPS application model that describes the CPS application to be supported by

the system as a set of resource- and QoS-aware service descriptions.

2. CPS platform model that describes the available CPS platform as a set of com-
puting nodes, communication links, sensors, actuators, and physical system

entities.

3. Set of algorithms that achieve resource-aware service deployment and QoS-aware



service operation.

According to the proposed service-oriented reference model, major steps in CPS
development are requirements engineering, platform-aware feedback controller design,
CPS design specification, CPS design refinement through simulation, service-based
decomposition of CPS design, service publication and discovery, resource-aware ser-
vice deployment, QoS-aware service operation, and service update. The proposed
reference model also requires the existence of formal guarantees for the following
aspects: (1) functional equivalence between a CPS design specification and the cor-
responding service-based CPS field deployment and (2) non-interference between the
co-deployed CPS services from the perspective of their timing performance. The ex-
istence of these formal guarantees enables a provably-correct process for converting a
new CPS application from a CPS design specification to a service-based CPS deploy-
ment in the field without affecting the timing performance of already deployed CPS
applications.

By adopting the proposed service-oriented CPS reference model, CPS development
effort can focus on the platform-aware feedback controller design and simulation-
based design refinement. Once the performance of a CPS design has been found to be
satisfactory in these two steps, the CPS design can be transformed into a service-based
field deployment in an automated and provably-correct manner, without worrying
about its effects on the existing applications supported by the same CPS computing
platform. As a result, unlike the task-based reference model, the proposed service-
oriented CPS reference model enables disruption-free incremental system deployment
and reconfiguration of emerging safety-critical but large scale and "always online"
CPS application domains such as smart grid and vehicular networks.

Figure 1.2 summarizes the major elements and development methodology of the
proposed service-oriented CPS reference model. This dissertation also identifies some

important technological requirements that must be met to enable CPS development



and operation based on the proposed reference model. Furthermore, this disserta-
tion presents solutions for the following technological requirements of the proposed
CPS reference model: CPS design specification language, simulation environment for
CPS design refinement, service-description language, and service-based computing
platform for CPS computing nodes. By extending and applying the Manna-Pnueli
Approach [47] of formal methods for reactive computer systems, this dissertation also
presents formal proofs that show the capability of aforementioned technological solu-
tions to provide the following guarantees, mandated by the proposed reference model:
(1) functional equivalence between a CPS design specification and the corresponding
service-based CPS deployment and (2) non-interference between the co-deployed ser-
vices from the perspective of their timing performance. Finally, this dissertation also
presents simulation-based smart grid testbeds that can be used to demonstrate the
advantages of the proposed service-oriented CPS approach in a virtual environment
before its implementation on safety-critical, live smart grid infrastructure.

The structure of this dissertation is as follows. Chapter 2 reviews some relevant
research literature. Chapter 3 outlines the proposed service-oriented CPS reference
model. Chapter 4 identifies the technological requirements that must be met in or-
der to enable CPS development according to the proposed service-oriented reference
model. Chapter 5 presents a smart grid case study that is used in the following chap-
ters to explain various elements of the proposed technological solutions. Next four
chapters (Chapter 6, Chapter 7, Chapter 8, and Chapter 9) of the dissertation present
solutions for the following technological requirements of the proposed CPS reference
model: CPS design specification language, simulation environment for CPS design re-
finement, service-description language, and service-based computing platform for CPS
computing nodes. Chapter 10 shows how the proposed technological solutions provide

the formal performance guarantees, required by the service-oriented CPS reference



model. Using the smart grid case study from Chapter 5, Chapter 11 presents a per-
formance comparison of task-based embedded control systems approach, enterprise-
domain service-oriented computing approach and the proposed service-oriented CPS
approach through simulation-based smart grid testbeds. Finally, Chapter 12 sum-
marizes the novel contributions made through this research and delivers concluding

remarks.



CHAPTER II

LITERATURE SURVEY

The literature survey, presented in this chapter, reviews some relevant previous re-
search in the realm of reference models, real-time computer systems, embedded control

systems, cyber-physical systems, and service-oriented computing.

2.1 Reference Model

A reference model for a domain is an abstract conceptual framework, consisting of
a small number of interlinked and unifying concepts for that domain. A reference
model is designed to enable clear communication about the domain among various
stakeholders. A reference model is not a standard or implementation technology in
itself. However, it does "inform" the development of a set of compatible standards
and technologies for a certain domain [58] [9].

In the past, the concept of a reference model has been successfully employed in
various domains to enable the development of a coherent set of technologies and stan-
dards for that domain. Following are some examples of reference models, developed

for various domains:

e Open Systems Interconnection (OSI) Reference Model for communication sys-

tems [83]
e Agent Systems Reference Model (ASRM) for multi-agent systems [63]

e National Institute of Standards and Technology (NIST) Reference Model for

software engineering environments [9]

e National Institute of Standards and Technology (NIST) Reference Model for



project support environments [§]
e Task-based Reference Model for real-time computer systems [45]

Similarly, the development of an appropriate reference model for cyber-physical
systems (CPS) can not only ensure clear communication among different stakeholders,
but also help in the process of developing a coherent and consistent set of standards
and technologies for cyber-physical systems. However, any reference model for cyber-
physical systems must be based on concepts that are generic enough to be reconciled
with existing technologies (such as Simulink-based controller design refinement [51]
and various industry-standard real-time operating systems and time-sensitive mid-
dleware products [39] [40]), but still provide valuable guidance for the evolution of
existing standards and technologies into a consistent and coherent set of future stan-

dards and technologies.

2.2 Real-Time Computer Systems

In the context of computer systems engineering, a real-time computer system is a
computer system which must respond as quickly as required by the users of the
computer system or as necessitated by the process being controlled by that computer
system [49] [45]. The field of real-time computer systems engineering has various
facets such as computing platforms for real-time systems, application development for
real-time systems, model-driven development of real-time systems, and performance
analysis of real-time systems [40] [39].

The computing platform for a real-time system typically consists of some comput-
ing hardware accompanied by some variation of a real-time operating system (RTOS).
An overview of architectures and principles employed in real-time operating systems
is presented in [66]. A task is a logical abstraction of a program that is schedula-
ble by an RTOS. A task is represented by a data structure containing an identity,

priority, state of execution, and resources allocated to the task. An RTOS performs
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three important functions related to tasks: scheduling, dispatching, and inter-task
communication and synchronization.

Real-time computer system applications are typically developed by using the task-
based programming model provided by an RTOS. However, in the recent past, the
subject of model-driven development (MDD) has received considerable attention due
to its potential for improving the software development productivity [65]. In MDD
paradigm, high-level or platform-independent models (PIM) are transformed into
lower-level or platform-specific models (PSM) through the process of model trans-
formation. High-level models are typically created using a domain-specific modeling
language (DSML). The syntax of DSML and lower-level platform is defined in a
meta-modeling step. A meta-model defines the basic constructs that can be used
in a modeling language. Model transformation step typically uses the meta-models
of DSML and the platform to define transformation rules from high-level models to
low-level platform specific code. Model-Driven Architecture (MDA) [19], Model In-
tegrated Computing (MIC) [38], and Eclipse Modeling Framework (EMF) [67] 23]
initiatives represent three popular MDD efforts. However, it must be noted that the
current MDD toolsets for real-time computer systems employ task-based program-
ming model, provided by RTOS, as the low-level platform model.

Performance analysis of a typical computer system is usually carried out in the
testing phase of a software development process. However, real-time computer sys-
tems are frequently employed in safety-critical applications. Therefore, it is not suf-
ficient to "show" (through testing) that the system does not have errors. In many
cases, real-time system developers must "prove" that the system does not have er-
rors 2] [56]. As a result, a lot of research has been focused on techniques that allow
system designers to estimate, predict, or prove the performance of a real-time com-
puter system at an early stage in the development process. The task-based model of

real-time computer system has been used to formalize this performance analysis issue
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Figure 2.1: Real-time computer system as a part of embedded control system.

as a scheduling theory problem, and various useful results have been obtained over

the years [10] [45].

2.3 Embedded Control Systems

The field of feedback control systems deals with the process of controlling a physical
plant through a feedback controller. Traditionally, these feedback controllers were
implemented in the analog domain using different electric circuit elements. However,
the advent of computing and networking technologies created the opportunity to
implement these feedback controllers more easily and flexibly in the digital domain
as a real-time computer system. The resulting configuration of a feedback control
system (shown in Figure 2.1), in which the feedback controller is implemented as a
real-time computer system, is referred to as embedded control system [3]. Some prime
examples of embedded control systems are automotive and avionics systems [61] [12].

The typical development process of an embedded control system can be partitioned
into two distinct stages: controller design and controller implementation. During
the controller design stage, a control engineer models the physical plant, derives
the feedback control law, and validates the controller design through mathematical
analysis and simulation. During the controller implementation stage, a computer
systems engineer implements the feedback controller as a real-time computer system.
To facilitate the development process of embedded control systems, various tools and
technologies have been developed by different stakeholders over the years. Figure 2.2

presents a summary of specification languages and analysis tools used in the different
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Figure 2.2: A summary of state-of-the-art approach and tools for development of
embedded control systems.
stages of a typical embedded control system development process.

Simulink, developed by MathWorks, Inc., is a simulation and model-based design
tool that provides a graphical editor for specifying a model as a set of hierarchical
block diagrams [51]. Simulink is often used in conjunction with some auxiliary tools
that provide specialized types of blocks to be used in Simulink block diagram. Two
important examples of such auxiliary tools are Stateflow [52] and Simscape [29].
Stateflow allows the users to model decision logic based on the state machine and
flow chart formalisms. Simscape provides fundamental building blocks from various
domains (such as electrical, mechanical, and hydraulic) that can be combined to
model a physical plant. Simulink (combined with auxiliary tools such as Stateflow
and Simscape) has become a defacto standard in the field of embedded control systems
for specification and refinement (through simulation) of the feedback controller design,
developed by a control engineer through the application of various analytical controller
design strategies available in the literature for the field of control theory |7] [59].

Once a feedback controller design has shown acceptable performance in the Simulink-
based simulation environment, a computer system engineer takes on the the task of

implementing this feedback controller design as a real-time computer system. Various
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tools have been developed over the years to help a computer system engineer in this
process of converting a feedback controller design from a Simulink-based specification
to a real-time computer system implementation. Specialized modeling languages,
such as UML (combined with MARTE profile) [64], SysML [20], and AADL [17],
help in the process of designing the system and software architecture of the required
real-time computer system. Specialized programming languages, such as Lustre [24],
Esterel [6], and Signal [42], help in the development of real-time computer system
whose timing performance can be formally guaranteed. However, it must be noticed
that the above mentioned modeling languages as well as programming languages work
with the assumption of a task-based programming model for real-time computer sys-
tem that requires the re-implementation and testing of the whole real-time computer
system if the same computing platform is used at a later stage (of system upgrade
or reconfiguration) to support the real-time implementation of another feedback con-
troller.

Model-driven development (MDD) has also been successfully employed in the do-
main of embedded control system in order to improve the productivity of a computer
system engineer during the process of conversion of a feedback controller design into
a real-time computer system. Various model transformation (code generation) tools
have been developed to automatically generate executable code from Simulink models
for various real-time computing platforms. Embedded Coder [50], from Mathworks,
Inc., is a commercially-available example of such a code generation tool. Another ex-
ample of a Simulink-based MDD toolset for a more specialized real-time computing

platform has been reported in [11].

2.4 Cyber-Physical Systems

As detailed in the last section, the field of embedded control systems brings together

the fields of control theory and real-time computer systems. However, as noted in [27],
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the fields of control theory and real-time computer systems employ two completely
different types of models: analytical models and computational models. As a result,
two very different design processes are used in the two stages of embedded control
system development process: feedback controller design and feedback controller im-
plementation as real-time computer system. These inherent differences have resulted
in a set of development methodologies for embedded control systems, which sup-
port very few correct-by-construction properties and depend heavily on testing the
final implementation for creating confidence in the correct operation of an embedded
control system under various operating conditions. As a result, these development
methodologies provide poor support for system upgrade and reconfiguration, because
any small change in the system requirements and design creates the need to take
the system offline and repeat the expensive system testing process. Therefore, tra-
ditional development techniques for embedded control systems are not capable of
efficiently handling the ever increasing complexity of traditional applications (such
as automotive and avionics) and larger scale and "always-online" nature of emerg-
ing applications (such as smart grid, vehicular networks, and automated irrigation
networks).

These limitation of the traditional embedded control system development tech-
niques have created interest in taking a fresh look at the abstractions used in the
traditional embedded control systems development process, resulting in a new field,
cyber-physical systems (CPS) [79]. The aim of CPS research is to develop an in-
tegrated theory as well as an integrated development toolset for controller design
and controller implementation phases of the embedded control system development
process. The hope is that this integrated CPS theory and development toolset will
enable the reliable development and maintenance of more complex versions of tra-
ditional embedded control systems (such as automotive and avionics) as well as the

emerging larger scale and "always online" embedded control systems (such as smart
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grid) with manageable costs.

By leveraging the theoretical developments from the fields of hybrid systems [4],
switched systems [15] [43], time-delay systems [14], networked control systems [82],
multi-agent networked systems [53|, and game theory [33], CPS research has focused
on a "platform-aware" feedback controller design process for embedded control system
applications |74]. This controller design process takes into account the imperfections
of the runtime computing platform (such as communication delays or failures caused
by communication network congestion or cyber security attacks) at the design time.
The resulting "platform-aware" feedback controller is either robust against the imper-
fections of runtime computing platform or possesses the capability to switch between
different control modes to overcome the imperfections of runtime computing platform.

CPS research has also proposed specialized computing platforms that have more
predictable timing performance. Some examples of this approach are provided in [44],
[36], and [41]. Co-design of control and real-time computing aspects of a systems has
also been addressed by CPS research, as seen in [81|. Furthermore, CPS researchers
have addressed the issue of converting a high-level controller model to a provably-
correct implementation as the source code of a real-time computing platform. For
instance, this issue is addressed in [32] by converting model-level theoretical proper-
ties, such as stability and convergence, into code-level assertions and invariants for C
code. The need for an integrated CPS development toolset has also been the focus of
considerable research effort as demonstrated by numerous initiatives towards analytic
virtual integration [48] and model-driven development(MDD) [37] for cyber-physical
systems.

These advances in CPS research still focus on the traditional task-based program-
ming model of a real-time computer system, historically popular in the automotive
and avionics domains. As noted earlier, the task-based model is a relatively low-

level of abstraction for a real-time computer system and provides poor support for
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disruption-free incremental system deployment and reconfiguration. As a result, the
above mentioned CPS solutions, by themselves, cannot effectively handle the unique
challenges posed by the larger scale and "always online" nature of emerging CPS
application domains such as smart grid.

Building on the CPS research, summarized above, this dissertation has formalized
a service-oriented computing (SOC) [21] based approach to cyber-physical systems
in the form of a reference model. The proposed CPS reference model advocates the
use of a CPS design specification language (CPS-DSL) to capture the results of the
above mentioned "platform-aware" feedback controller design process. According to
the proposed reference model, this CPS design specification serves as input for the
processes of CPS design refinement through cyber-physical co-simulation and the
field deployment of a service-based CPS application. The proposed CPS reference
model also requires the existence of formal guarantees for the following aspects: (1)
functional equivalence between a CPS design specification and the corresponding
service-based CPS field deployment and (2) non-interference between the co-deployed
CPS services from the perspective of their timing performance. The existence of these
formal guarantees will provide a provably-correct process for converting a new CPS
application from a CPS design specification to a service-based CPS deployment in
the field without affecting the performance of already deployed CPS applications.

By adopting the proposed service-oriented CPS reference model, CPS development
effort can focus on the platform-aware feedback controller design and simulation-based
design refinement. Once the performance of a CPS design has been found to be sat-
isfactory in these two steps, the CPS design can be transformed into a service-based
field deployment in an automated and provably-correct manner, without worrying
about its effects on the existing applications supported by the same CPS computing
platform. As a result, unlike the task-based reference model, the proposed service-

oriented CPS reference model and associated technological solutions will enable the
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Figure 2.3: Overview of service-oriented computing in the domain of enterprise
system integration; adapted from [16].

disruption-free incremental system deployment and reconfiguration that are funda-
mental requirements of the emerging safety-critical but large scale and "always online"

CPS application domains such as smart grid and vehicular networks.

2.5 Service-Oriented Computing

Because of its potential for developing flexible systems, service-oriented computing
(SOC) paradigm has seen an increase in its popularity over the last decade. In the
SOC paradigm, software applications take one of the following three roles: service
consumers, service brokers and service producers. Service producers publish their
services to service brokers (service directories) by using their service descriptions.
Service consumers discover these services by contacting the service brokers. Once
service consumers have discovered these services, they directly interact with services,
hosted by service-producers, through the exchange of messages. Thus, three major
aspects of SOC paradigm are service description, service discovery and service inter-
action. Efforts to standardize these aspects have resulted in Web Services, a set of
standards that deal with these three major aspects of service-oriented computing [16].

As illustrated in Figure 2.3, the SOC paradigm has traditionally been used for
enterprise integration applications. However, recent efforts in the fields of service-

oriented system engineering (SOSE) [76] and device profile for web services (DPWS) [31]
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have tried to move SOC concepts from enterprise application domain to the embed-
ded computing domain. The focus of these efforts has been the interoperability of
networked embedded devices. These efforts have not concentrated on enhancing the
traditional SOC paradigm with mechanisms that will allow its application to the com-
plete range of real-time systems, especially those with hard timing constraints. This
research tries to address these concerns by adding resource-aware service deployment
and quality-of-service (QoS)-aware service operation phases to the traditional SOC
paradigm [68]| [69]. These developments make service-oriented computing a good

candidate for serving as the foundation of a generic CPS reference model.
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CHAPTER III

SERVICE-ORIENTED REFERENCE MODEL FOR CYBER
PHYSICAL SYSTEMS

This chapter presents the details of the proposed reference model for cyber-physical
systems (CPS). The proposed reference model is based on the service-oriented com-
puting (SOC) paradigm [21], because this paradigm is uniquely suitable for handling
the larger scale, "always-online" nature, and longer life-cycles of emerging CPS ap-
plication domains such as smart grid, vehicular networks, and automated irrigation
networks. Currently, SOC paradigm is being used widely in the enterprise com-
puting domain through Web Services technology [16]. However, the traditional SOC
paradigm cannot be directly applied to the domain of cyber-physical systems, because
it is not capable of handling the hard real-time aspects of cyber-physical systems. To
address this limitation of the traditional SOC paradigm, the proposed CPS reference
model extends the traditional SOC paradigm by introducing resource-aware service
deployment and QQoS-aware service operation phases with certain formal performance
guarantees.

According to the proposed reference model, each CPS scenario is described by

three elements:

1. A CPS application model that describes the CPS application to be supported

by the system as a set of resource- and QoS-aware service descriptions.

2. A CPS platform model that describes the available CPS platform as a set of
computing nodes, communication links, sensors, actuators, and physical system

entities.
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Figure 3.1: Service-oriented reference model for cyber-physical systems.

3. A set of algorithms that achieve resource-aware service deployment and QoS-

aware service operation.

Figure 3.1 shows three major elements of the proposed service-oriented reference

model for cyber-physical systems.

3.1 Development Steps

As shown in Figure 3.1, major development steps for a cyber-physical system, accord-
ing to the proposed reference model, are requirements engineering, platform-aware
feedback controller design, CPS design specification, CPS design refinement through
simulation, service-based decomposition of CPS design, service publication and dis-
covery, resource-aware service deployment, QoS-aware service operation, and service

update. Further explanation of these development steps is provided below:
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3.1.1 Requirements Engineering

In this development step, requirements of the CPS application and the constraints of

the available computing, sensing, and communication platform are documented.
3.1.2 Platform-aware Feedback Controller Design

In traditional feedback control design process, a plant is modeled and a feedback
control law is derived using mathematical analysis that assumes either perfect or a
worst-case performance of the runtime computing and communication infrastructure.
However, in this development step, a feedback control law is developed that provides
an active adaptation strategy to respond to various performance levels of underlying

communication infrastructure.
3.1.3 CPS Design Specification

In this development step, the result of platform-aware controller design process is
captured as a CPS design specification that specifies the physical plant as well as net-
worked controller aspects of a CPS design. Moreover, it also describes the feedback
control adaptation strategy to handle the imperfect performance of runtime comput-
ing and communication platform. This CPS design specification also serves as an

interface between the control engineer and computer systems engineer.
3.1.4 CPS Design Refinement through Simulation

In traditional feedback control design, an initial feedback control law, developed
using mathematical analysis, is refined through a simulation environment such as
Simulink [51]. Similarly, in this development step, a cyber-physical co-simulation
environment is used to refine a CPS design by simulating the performance of the
proposed CPS design under various realistic operating conditions of the runtime

computing and communication platform. Parameters of the proposed CPS design
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are tweaked until it shows satisfactory performance for the realistic operating con-
ditions of the runtime computing and communication platform in the cyber-physical

co-simulation environment.
3.1.5 Service-based Decomposition of CPS Design

In this development step, a set of service descriptions are generated from the CPS
design that was specified earlier in the development process. A service description
specifies the following: (1) messages that a service exchanges with other services, (2)
sensing and control actions that a service takes on the co-located physical entities,
(3) quality-of-service constraints (QoS) constraints on message exchanges with other
services, (4) platform resource requirements of a service, and (5) various modes of

operation of a service for various QoS fault scenarios.
3.1.6 Service Publication and Discovery

In this development step, service descriptions are published to one or more service
repositories. These services are then discovered by appropriate computing nodes.
This process of service publication and discovery could be performed offline or online

depending on the nature of CPS application.
3.1.7 Resource-aware Service Deployment

In this development step, a service-based computing platform is ported to all the
heterogeneous computing nodes involved in the CPS scenario. Then, each computing
node accesses its service repository to access its associated service descriptions, which
are then deployed on the computing node in a resource-aware manner. If the com-
puting node does not have sufficient resources, service deployment fails. This ensures
that any resource constraints in the system are captured at the deployment time and
there are no surprise timing failures of CPS application at run time due to resource

constraints.

23



3.1.8 QoS-aware Service Operation

During the service operation, services interact with co-located physical entities through
sensing and control actions. Services also interact with each other by sending mes-
sages to each other. Moreover, during this step, services switch between different

modes of operation if QoS violations occur during message exchange.
3.1.9 Service Update

If the CPS application needs to be updated at some point during its life cycle, a
service update step could be carried out. In this step, services again pass through
service publication, discovery, resource-aware service deployment, and QoS-aware ser-

vice operation phases.

3.2 Formal Performance Guarantees

The proposed CPS reference model requires the existence of formal guarantees for

the following aspects:

1. functional equivalence between a CPS design specification and the correspond-

ing service-based CPS field deployment.

2. non-interference between the co-deployed services from the perspective of their

timing performance.

The above mentioned formal guarantees enable a provably-correct process of con-
verting a CPS application from a CPS design specification to a service-based CPS
deployment in the field without affecting the performance of already deployed CPS
applications on the same CPS computing platform. Hence, CPS development ef-
fort can focus on the platform-aware feedback controller design and simulation-based
design refinement. Once the performance of a CPS design has been found to be sat-

isfactory in these two steps, the CPS design can be transformed into a service-based
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Figure 3.3: Incremental deployment of applications: service-oriented CPS reference
model.

field deployment in an automated and provably-correct manner, without worrying
about its effects on the existing applications supported by the same CPS computing
platform. Therefore, inherent availability of above mentioned formal guarantees in
the proposed CPS reference model will enable continuous system evolution, reconfig-
uration, and maintenance for safety-critical but large scale and "always-online" CPS

application domains such as smart grid.

3.3 Advantages over Task-based Reference Model

Through the development steps and inherent formal guarantees outlined above, the

proposed service-oriented CPS reference model can address most of the challenges
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being faced by traditional task-based embedded control system development tech-
niques (from the automotive and avionics domain) in the development of emerging
wide-area cyber-physical systems such as smart grid [75] and vehicular networks [54].
For instance, as illustrated in Figure 3.2 and Figure 3.3, the proposed service-oriented
CPS reference model can support system reconfiguration and update without taking
the system out of operation. This is a critical requirement of the emerging wide-area
CPS applications such as smart grid, because (unlike automotive and avionics do-
main) these systems cannot be taken out of operation for the sake of introducing new
functionality in the system.

Unlike the task-based reference model, the inherent formal guarantees of the pro-
posed service-oriented CPS reference model also ensure that in case of an update to
the system, the system does not need to be tested from scratch (at the time of system
upgrade) as any new service deployments are formally guaranteed to not affect the

performance of already deployed services.
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CHAPTER IV

TECHNOLOGICAL REQUIREMENTS OF
SERVICE-ORIENTED REFERENCE MODEL FOR
CYBER-PHYSICAL SYSTEMS

As noted earlier in this dissertation, the reference model for a domain enables the
development of a consistent set of technologies and tools for that domain [58]. This
chapter identifies some technological requirements based on the service-oriented CPS
reference model, described in Chapter 3. Later in this dissertation (Chapter 6, Chap-
ter 7, Chapter 8, and Chapter 9), solutions will be presented for the technological
requirements identified in this chapter.

Following are some of the major technological requirements based on the proposed

service-oriented reference model for cyber-physical systems:
e CPS design specification language.
e simulation environment for CPS design refinement.
e service description language.

e service-based computing platform for CPS computing nodes with support for

resource-aware service deployment and QoS-aware service interaction.

e automated model transformation tool that generates a set of functionally equiv-

alent service descriptions from a CPS design description.

It must be emphasized that the concept of a reference model and associated
technological requirements allows the research community to investigate and com-

pare multiple solution approaches for meeting these technological requirements [58].
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Therefore, there could be multiple candidate solutions for meeting each of the techno-
logical requirements of the proposed CPS reference model, identified in this chapter.
However, any set of solutions for the above mentioned technological requirements of
the proposed CPS reference model must ensure the existence of formal guarantees for
the following aspects: (1) functional equivalence between a CPS design specification
and the corresponding service-based CPS field deployment and (2) non-interference
between the co-deployed services from the perspective of their timing performance.
Figure 4.1 shows the role played by the technological requirements, identified in
this chapter, during a CPS development process according to the proposed reference

model. Further details of these technological requirements are provided below:

4.1 CPS Design Specification Language

According to the proposed CPS reference model, a CPS design specification captures
the results of platform-aware feedback controller design process. Moreover, this CPS
design specification also serves as input for the processes of design refinement through

simulation and decomposition of CPS design into a set of functionally equivalent
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service descriptions. In order to develop a CPS design specification that can meet

the above mentioned requirements, an appropriate CPS design specification language

(CPS-DSL) is required.
4.2 Simulation Environment for CPS Design Refinement

According to the proposed CPS reference model, a CPS design, developed through
a platform-aware feedback controller design process, must be refined further through
simulation. This design refinement step requires the availability of an appropriate
cyber-physical co-simulation environment that can load a CPS design specification
and show its performance under various realistic operating conditions of the runtime

computing and communication infrastructure.

4.3 Service Description Language

According to the proposed CPS reference model, a service description plays a cen-
tral role. Once a mature CPS design has been developed through the processes of
platform-aware feedback controller design and simulation-based design refinement,
this CPS design is decomposed into a set of interacting services, each with its own

service description. These service descriptions must specify the following information:
4.3.1 Service Interface

The service interface section of a service description describes the messages that
the service exchanges with other services and sensing and control actions that a
service takes on the co-located physical entities. This section also identifies the QoS

constraints on these messages and sensing and control actions.
4.3.2 Service Resources

The service resources section of a service description describes platform resource

requirements of a service in order to satisfy the QoS constraints identified in the
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service interface section.
4.3.3 Service Modes

Unlike traditional embedded control system domains (such as automotive and avionics
systems), some emerging CPS application domains (such as smart grid) are wide-area
systems. As a result, QoS constraints on message exchange among computing nodes
of a CPS scenario in these domains cannot be guaranteed by the communication
subsystem. Therefore, service description for a service must contain a section which
defines different modes of operation of the service for different QoS-fault scenarios.
In order to develop service descriptions that contain the above mentioned informa-
tion (service interface, service resources, and service modes), an appropriate service

description language (SDL) is required.

4.4 Service-based Computing Platform for CPS Computing
Nodes

To enable CPS development according to the proposed reference model, each CPS
computing node must have an appropriate service-based computing platform that can
support resource-aware service deployment and QoS-aware service operation. Gener-
ally, a CPS scenario involves a set of heterogeneous computing nodes with different
processors, operating systems, and middleware technologies. Therefore, the required
service-based computing platform must be capable of being ported to these hetero-
geneous computing nodes.

The resource-aware deployment of a service on a computing platform, as suggested
by the proposed reference model, requires the existence of an appropriate service
compiler as a part of the service-based computing platform. This service compiler
must be capable of reading the service description (specified using an appropriate
service description language) and deciding whether a certain computing nodes has

enough resources to successfully deploy this service such that the service can meet its
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QoS constraints.

4.5 Automated Model Transformation between CPS Design
Specification and Service Descriptions

According to the proposed CPS reference model, a CPS design, represented by its
CPS design specification, is decomposed into a functionally equivalent set of services,
each represented by its own service description. The existence of an automated model
transformation tool that can translate a CPS design specification into a functionally
equivalent set of service descriptions, can be really useful to streamline the process of

CPS development.
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CHAPTER V

CASE STUDY: SMART GRID

The need for incorporating environmentally sustainable energy sources into the exist-
ing energy mix has resulted in a set of worldwide initiatives towards the development
of a smart electric grid [80]. These initiatives aim to overlay the existing electric grid
with a more extensive sensing, communication, and computation infrastructure that
can enable the grid to handle a higher penetration of intermittent, distributed renew-
able energy resources without compromising the reliability of service. Implementation
of the proposed vision for smart grid will result in a wide-area embedded control sys-
tem with unprecedented complex interactions between the power infrastructure and
accompanying cyber infrastructure [75].

Development of reliable smart grid applications through the traditional task-
based approach for embedded control systems will result in prohibitively high de-
velopment and maintenance costs, because the task-based approach is unable to
support disruption-free incremental system deployment and reconfiguration that are
fundamental requirements for handling the larger scale, longer life-cycle, and "always-
online" nature of smart grid. Therefore, smart grid provides an excellent application
domain for illustrating the utility of the service-oriented CPS reference model and
associated technologies, presented in this research.

This chapter describes a smart grid scenario that will be used as a case study in
the subsequent chapters to not only explain the details of various technological ele-
ments associated with the proposed service-oriented CPS reference model, but also
demonstrate their advantages over the technologies associated with task-based refer-

ence model. The smart grid scenario consists of a 24-bus system, shown in Figure 5.1,
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Figure 5.1: IEEE 24-bus case [28].

with two smart grid applications: demand response [1] and power agreement [62]. De-
mand response application is deployed first, and after a period of successful operation
of this application, power agreement application is deployed using the same comput-
ing infrastructure. This smart grid scenario has been designed in such a way that
it is simple enough to clearly convey the details of the proposed CPS technologies
without requiring expertise in the domain of power systems, yet it contains all the el-
ements of a typical wide-are embedded control system that are needed to demonstrate
the usefulness of the proposed service-oriented CPS reference model over traditional

task-based reference model.

5.1 Demand Response Application

Demand response is a simple but canonical example of a smart grid application.
Through demand response application, utilities try to shape elastic load by directly

controlling some assets at the consumer premises or by sending price signals to the
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Figure 5.2: Demand response application.

consumer [1].

According to the smart grid scenario under consideration, a direct-control demand
response application tries to make the elastic load at Bus_ 20 follow the ever-changing
power output of a wind generator at Bus_ 23. The wind power profile assigned to
the wind generator at Bus_ 23 is based on the data from a National Renewable En-
ergy Laboratory (NREL) report, which provides mean and standard deviation of
one-second wind power step change for a 14-turbine string of 138 turbine wind farm,
located in the Buffalo Ridge region of southwest Minnesota [78]. Figure 5.2 shows
the relevant power and cyber system topology of the demand response scenario un-
der consideration. The cyber system topology consists of three computing nodes:
CompNodeA (co-located with wind generator at Bus_23), CompNodeB (co-located

with controllable load at Bus_ 20), and a CommandCenter.

5.2 Power Agreement Application

Traditionally, electricity grid has been operated by electric utilities using a centralized
paradigm in which large-scale generation plants are adjusted from a control center
to meet the requirements of ever changing power consumption by the customers.

However, due to various renewable energy initiatives, large amounts of customer-end
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Figure 5.3: Prosumer network graph.

distributed generation and storage resources are expected to be deployed in near
future. Application of centralized control paradigm for managing these small-scale
distributed energy resources (DER) will result in intractably large control and opti-
mization problems. Due to this limitation of traditional centralized control paradigm,
there is growing interest in the distributed control paradigm for power systems [22].
Various research initiatives are underway to develop distributed algorithms for the
traditional operating tasks of a power system such as unit commitment 18], economic
dispatch [13], and frequency regulation [55].

According to the smart grid scenario under consideration, a recently reported
distributed algorithm for smart grid is employed on the 24-bus system in the form
of a power agreement application [62]. In the domain of distributed control of smart
grid, power system is usually divided into a set of independent control agents. These
control agents are also referred to as prosumers [22|. In this case study, the 24-bus
case diagram is divided into 10 prosumers, as shown in Table 5.1. Figure 5.3 shows

the resulting graph; each node in this graph represents a prosumer and each edge
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Table 5.1: Division of IEEE 24-bus Case into 10 Prosumers
Prosumer Buses

1 15
2.4
3,724
6,13
8,16,18
9,21
10,23
11,12,14
15,17
10 19,20,22

O 00| | | U b= W DO

in the graph shows that the two prosumers (represented by the nodes at the two
ends of the edge) are neighbors. In prosumer-based distributed control of smart grid,
two prosumers are considered neighbors if there is a branch going from a bus in one
prosumer to a bus in the other prosumer.

The distributed power agreement algorithm for a prosumer network, as detailed
in [62], considers a set of N prosumers, where each prosumer has computed its desired
(or required) power need P, by taking into consideration its local load, generation,
and storage capabilities. As in a physical power network, the power generation and
consumption must be balanced, a prosumer cannot consume or produce power in iso-
lation. Therefore, these N prosumers must first co-ordinate (i.e. solve a distributed
power agreement problem) to come up with the actual power ﬁ; that should be pro-
duced by each prosumer. In [62], this problem has been formulated as a constrained
optimization problem, which minimizes the weighted least squares sum of residuals
(between desired power P, and actual power ﬁ;) subject to a power conservation
constraint. Moreover, a decentralized control law to solve this optimization problem
has also been presented in [62|. Figure 5.4 summarizes this distributed control law
for power agreement in prosumer networks.

For the distributed solution of power agreement control law, presented in [62],

participating prosumers go through a series of iterations, consisting of information
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exchange and local computations, before converging to the agreed actual power E
to be generated by each prosumer. During each iteration, a prosumer needs to know
the required power of its 1-hop neighbors and potentials of 2-hop (or less) neigh-
bors. In the prosumer-based distributed operation of power system, power agreement
algorithm must run periodically, say every 5 minutes. Therefore, a single run of
distributed power agreement algorithm must converge in a reasonably short span of
time, say 30 seconds.

Figure 5.5 shows the computing node topology for a corresponding prosumer net-
work. Each prosumer has a ProsumerCompNode that is responsible for local sensing,
computation, and control as well as the information exchange with other prosumers

in order to successfully implement the distributed power agreement algorithm.

5.3 Incremental Co-deployment of Smart Grid Applications

Although the development of individual smart grid applications (such as demand re-
sponse and power agreement) is an interesting test case for any CPS development
methodology, the application domain of smart grid poses many additional CPS chal-

lenges due to its long lifecycle and "always-online" nature. In particular, unlike an
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automotive or avionic system, an existing smart grid system cannot be taken offline
for introducing new functionality [75].

In order to capture these additional challenges of a wide area embedded control
system, this smart grid case study assumes that a demand response application has
been deployed at a certain time t0 and is operating successfully. Then, at a later time
instant £1, the power agreement application is deployed using the same computing
infrastructure. As a result, CompNodeA from Figure 5.2 and ProsumerCompNodeP7
from Figure 5.5 are implemented using the same computing node, while CompNodeB
from Figure 5.2 and ProsumerCompNodeP10 from Figure 5.5 are also implemented

using the same computing node.
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CHAPTER VI

CPS DESIGN SPECIFICATION LANGUAGE

According to the proposed CPS reference model, a CPS design specification captures
the results of platform-aware feedback controller design process. Moreover, this CPS
design specification also serves as input for the processes of design refinement through
simulation and decomposition of CPS design into a set of functionally equivalent
service descriptions. In order to develop a CPS design specification that can meet
the above mentioned requirements, an appropriate CPS design specification language
(CPS-DSL) is required. Figure 6.1 shows the role played by the CPS-DSL in the

context of the proposed service-oriented CPS reference model.

6.1 Requirements

Following are some of the major requirements that a CPS design specification lan-

guage (CPS-DSL) must meet:
6.1.1 Physical Plant Specification

An appropriate CPS-DSL must have the capability to describes the the physical
plant of a CPS through a combination of atomic elements of that physical plant.
Moreover, CPS-DSL must clearly identify the physical plant parameters that are

sensed or actuated upon by the feedback controller.
6.1.2 Networked Controller Specification

An appropriate CPS-DSL must also describe the various elements of a networked
controller design. These elements include topology of sensors, actuators, and control

nodes, local control law for each control node, and information exchanged between
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Figure 6.1: Role of the CPS Design Specification Language (presented in this chap-
ter) in the service-oriented reference model for cyber-physical systems.

different control nodes.
6.1.3 Specification of Controller Adaptation Strategies

As described earlier, for the emerging wide-area CPS application domains, the per-
formance of communication subsystem cannot be guaranteed. Therefore, CPS-DSL
must also define the timing constraints on the information exchange among different
control nodes and the control adaptation strategies in case of violation of these timing

constraints.

6.1.4 Interface between Control Engineer and Real-time Computer Sys-
tems Engineer

A CPS design specification captures the output of platform-aware feedback controller
design process, and it also serves as input to the process of developing functionally
equivalent service descriptions. Therefore, the CPS-DSL should be designed in such
a way that it can serve as an interface between control systems engineer and real-time

computer systems engineer.



6.2 Design

This section presents various aspects of a proposed CPS-DSL that can meet the
requirements identified in Section 6.1 . In particular, various language elements, con-

crete syntax, abstract syntax, and semantics of the proposed CPS-DSL are described.
6.2.1 Language Elements

The individual language elements of the proposed CPS-DSL can be divided into
three categories: physical system elements, cyber system elements, and cyber-physical

interface elements.
6.2.1.1 Physical System Elements

CompoundPhysical Plant, AtomicPhysicalPlant, PhysicalSystemParameter and Phys-
icalLink elements belong to the category of physical system elements. Physical plant
component of a CPS design can be specified by a set of AtomicPhysicalPlant elements
connected to each other through PhysicalLink elements. A set of AtomicPhysicalPlant
and PhysicalLink elements can also be grouped together into a CompuondPhysi-
calPlant element. Moreover, PhysicalSystemParameter elements are used to identify
the parameters of a physical plant that are to be sensed and actuated upon by the

cyber system.
6.2.1.2  Cyber-Physical Interface Elements

Sensor and Actuator elements make up the category of cyber-physical interface ele-
ments. Cyber-physical interface of a CPS design is captured by a set of Sensor and
Actuator elements. Each Sensor and Actuator element is associated with a corre-

sponding PhysicalSystemParameter element.
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6.2.1.3  Cyber System Elements

ComputingNode, CommunicationNetwork, ControlApp, SensorPort, ActuatorPort, In-
putMsgPort, OutputMsgPort, Mode, ModeSwitchLogic, Controller Function, Periodic-
ControllerInput, and PeriodicControllerOutput make up the category of cyber system
elements. Cyber aspects of a CPS design include the topology of computing nodes,
the controller application executing on each computing node, and the message ex-
change among computing nodes. The topology of controller computing nodes is cap-
tured by connecting a set of ComputingNode elements to a CommunicationNetwork
element. Each ComputingNode element includes a ControlApp element and a set
of SensorPort, ActuatorPort, InputMsgPort, and OutputMsgPort elements. Sensor-
Port, ActuatorPort, and ControlApp elements combine to capture the local control
application executing on a computing node.

InputMsgPort and QutputMsgPort elements of proposed CPS-DSL are intended
to capture the message exchange among computing nodes of a CPS. However, in a
generic cyber-physical system, perfect behavior of communication subsystem cannot
be guaranteed. As a result, a CPS design must specify the timing constraints on
information exchange among computing nodes and different modes of operation for
local feedback control law that are used in case of violation of these timing constraints.
In the proposed CPS-DSL, InputMsgPort and OutputMsgPort elements capture the
timing constraints on the information exchange among computing node.

Each ControlApp element includes a ModeSwitchLogic element and a set of Mode
elements to capture the different modes of operation of feedback control law for han-
dling QoS fault scenarios. Each Mode element specifies the control action taken by
the feedback controller in that mode of operation through a set of ControllerFunction,

PeriodicControllerInput, and PeriodicControllerOutput elements.
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Figure 6.2: A CPS design, specified as Simulink model with the proposed CPS-DSL.

6.2.2 Concrete Syntax

Since Simulink [51] (combined with auxiliary Stateflow [52] and Simscape [29] blocks)
has become a defacto standard in the domain of embedded control systems, concrete
syntax of the proposed CPS-DSL has been implemented as an extension to standard
blocks available in Simulink. In particular, a new Simulink library [70] has been
developed that provides a Simulink block for each element of the proposed CPS-DSL,
described in Section 6.2.1. Moreover, Simulink’s mask interface capability has been
used to provide each new Simulink block with a custom look, and a dialog box for
entering element-specific parameters, such as the timing constraints associated with
an InputMsgPort element.

Figure 6.2 shows a Simulink model that specifies a CPS design using the Simulink-
based concrete syntax of the proposed CPS-DSL. Figure 6.3 shows the internal details
of a ComputingNode block, which contains a ControlApp block and a set of Sensor-
Port, ActuatorPort, InputMsgPort, and QOutputMsgPort blocks. Figure 6.4 shows
the internal details of ControlApp block, which consists of a set of Mode blocks

and a ModeSwitchLogic block. Figure 6.5 shows the internal details of Mode block,
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Figure 6.6: Internal details of ControllerFunction block, named NormalController-
Function, in Figure 6.5.
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Figure 6.7: Ecore-based meta-model of proposed CPS-DSL.

which contains a set of ControllerFunction, PeriodicControllerInput, and Periodic-
ControllerOutput blocks. Figure 6.6 shows the internal details of ControllerFuncton
block, which contains a description of feedback control law using standard Simulink

computation blocks.
6.2.3 Abstract Syntax

Abstract syntax of the proposed CPS-DSL has been implemented as an Ecore-based
meta-model [23|. Ecore meta-modeling language was originally developed as a part
of Eclipse Modeling Framework (EMF) project [67]. Figure 6.7 shows a the simplified

version of the Ecore-based meta-model for the proposed CPS-DSL.
6.2.4 Semantics

According to the semantics of the proposed CPS-DSL, at a given time, only one

Mode element inside a ControlApp is active. As long as a certain Mode element
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is active, its constituent PeriodicControllerinput and Periodic ControllerOutput ele-
ments periodically sample the values at their inputs and store them at the output
until the next sampling time instant. A ControllerFunction element contains the
specification of feedback control law computation and is always sandwiched between
a pair of PeriodicControllerInput and PeriodicControllerOutput elements with same
sampling period T" and synchronized sampling instants. Moreover, a ControllerFunc-
tion element takes time At to transfer any change in its input to its output where
0<At<T.

By design, the proposed CPS-DSL leaves its exact semantics dependent on the
language used to define the control law computation inside a ControllerFunction
element and the language used to describe the behavior of an AtomicPhysicalPlant
element. This capability makes the proposed CPS-DSL more flexible. However, for
the rest of this dissertation, it will be assumed that Simulink computation blocks are
used to define the control law computation inside a ControllerFunction element and
Simulink physical system modeling blocks are used to describe the behavior of an

AtomicPhysicalPlant element.

6.3 Case Study

This section shows the application of the proposed CPS-DSL for design specification
of CPS applications, involved in the smart grid case study, presented in Chapter 5.
Figure 6.2 shows the top-level diagram for a Simulink model that specifies the design
of demand response application, discussed in Section 5.1. Moreover, Figure 6.3, Fig-
ure 6.4, Figure 6.5, and Figure 6.6 show the internal details of the Simulink model,
describing the design of demand response application. Design of the power agreement
application, discussed in Section 5.2, can also be specified by developing a similar
Simulink model to the one depicted in Figure 6.2, Figure 6.3, Figure 6.4, Figure 6.5,

and Figure 6.6.
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CHAPTER VII

SIMULATION ENVIRONMENT FOR CPS DESIGN

REFINEMENT

According to the proposed CPS reference model, a CPS design, developed through
a platform-aware feedback controller design process, must be refined further through
simulation. This design refinement requires the availability of an appropriate cyber-
physical co-simulation environment that can load a CPS design specification and show
its performance under various conditions of the runtime communication infrastruc-
ture. Figure 7.1 shows the role played by a simulation environment for CPS design

refinement in the context of the proposed service-oriented CPS reference model.

7.1 Requirements

Following are the major required characteristics of an appropriate simulation envi-

ronment that can be used for simulation-based CPS design refinement process.
7.1.1 Co-simulation of Physical and Cyber Subsystems

An appropriate simulation environment for CPS design refinement must be capable
of simulating both the cyber and physical aspects of the system. Moreover, such a
simulation environment must also faithfully capture the interaction between cyber
and physical components of the system that results from the sensing and actuation

process involved in a cyber-physical system.
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Figure 7.1: Role of the simulation environment for CPS design refinement (presented
in this chapter) in the service-oriented CPS reference model.

7.1.2 Simulation of Computer Networks

Since the cyber subsystem of a CPS consists of a set of networked computing nodes, a
suitable simulation infrastructure for CPS design refinement must simulate the com-
puter network involved in the CPS. Various popular network simulators are available
that can be leveraged while developing an appropriate simulation environment for
CPS design refinement. Some examples of such network simulators are ns-2 [30],

ns-3 [57], and OMNet+-+ |77].
7.1.3 Simulation of Application-level Software

For simulating the cyber aspects of a CPS, simulation of physical communication layer
and networking protocols of a computer network is not sufficient. An appropriate
simulation environment for CPS design refinement must also be able to simulate the
effects of multi-mode feedback control law, executing as application-level software at

different computing nodes of the computer network.
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7.1.4 Automated Configuration of Simulation Engine

In the simulation-based design refinement step of traditional development method-
ology for embedded control systems, designers make extensive use of user-friendly,
graphical simulation environments such as Simulink [51]. Therefore, an appropri-
ate simulation environment for CPS design refinement must also provide a similar
level of user friendliness by supporting the automated configuration of the underlying

simulation engine from an appropriate front-end user interface.

7.2 Design

This section presents the design of an ns-3 based simulation environment for CPS de-
sign refinement that has been developed in order to meet the requirements identified
in Section 7.1. Figure 7.2 shows the overall structure of this simulation environ-
ment for CPS design refinement. The proposed simulation environment extends a
state-of-the-art network simulator, ns-3, with a cyber-physical co-simulation library
and the support for simulating multi-mode feedback controller applications [57|. The
co-simulation library provides a generic interface API, based on the concepts of sen-
sor and actuator, that has been used to integrate two physical system simulators
(Simulink [51] and PowerWorld [60]) with ns-3. Figure 7.3 shows the overall organi-
zation of ns-3 software after the additions that have been made to ns-3 as a part of
the proposed simulation environment. This simulation environment also includes a
Simulink-based front-end that allows the user to provide a CPS design specification
(using the CPS-DSL presented in Chapter 6) under consideration and the various
communication network scenarios under which the performance of this CPS design
must be simulated for the sake of design refinement.

Figure 7.4 shows the UML class diagram that depicts the relationship between
the major classes involved in the design of proposed simulation environment. This

simulation environment has been implemented by adding three modules to the ns-3
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Figure 7.4: UML class diagram for proposed simulation environment.

code base: a physical system module, a cyber-system module, and a physical system
interface module. Physical system module provides two major classes: PhysicalSys-
tem and PhysicalSystemSimulator Wrapper. The PhysicalSyste class contains a list of
physical system parameters that are sensed or actuated upon in a CPS scenario and
therefore, need to be exchanged between the cyber and physical components of a CPS
co-simulator. The PhysicalSystemSimulator Wrapper class servers as a generic wrap-
per around the various physical system simulation environments such as Simulink [51]
and PowerWorld [60].

The cyber system module provides two major classes: CyberSystem and NS3Wrapper.
The CyberSystem class contains a list of cyber system entities such as computing
nodes, network links, and network routers. The NS3Wrapper class serves as a wrap-
per around the standard ns-3 code. The NS3Wrapper class sets up the ns-3 simulation

scenario based on the information that it receives through a CyberSystem object.
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Table 7.1: Co-Simulation Procedure
void PeriodicInteractionWithPhysicalSystem( )

{

LogAndSendControlActions( );
LogAndReceiveSensorValues( );
RunPhysicalSystemSimulationForTimeStep(TimeStep);

Schedule(TimeStep, &PeriodicInteractionWithPhysicalSystem);

The physical system interface module provides four major classes: Sensor, Ac-
tuator, PhysicalSystemParameter, and PhysicalSystemInterface. In the proposed co-
simulation infrastructure, feedback controller algorithms running at the ns-3 appli-
cation layer use these Sensor and Actuator objects to interact with the physical
system simulator. Sensor and Actuator classes hold an instance of the PhysicalSys-
temParameter class, which represents the physical system entity sensed by a sensor
or actuated upon by the actuator. In this co-simulation infrastructure, an attribute
can only be transferred between the two component simulators (ns-3 and physical
system simulator) if it is modeled as an instance of PhysicalSystemParameter class.
In the proposed CPS co-simulator, the interaction between the cyber and physical
system simulators is done on a periodic basis through the PhysicalSystemiInterface
class. Table 7.1 shows the method of PhysicalSystemlInterface class that achieves the

periodic interaction between cyber and physical system simulation components.

7.3 Case Study

This section shows the application of the proposed simulation environment for design
refinement of CPS applications, involved in the smart grid case study, presented in
Chapter 5.

For the analysis of demand response application through the proposed simulation

environment, a communication network scenario consisting of star topology of three
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Figure 7.5: Demand response application: power generation and consumption pro-
files for different link delays.
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Figure 7.6: Demand response application: power generation and consumption pro-
files for different controller update periods.
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Figure 7.7: Demand response application: power generation and consumption pro-
files under communication network congestion.
computing nodes (CompNodeA, CompNodeB, and CommandCenter) and a central
network router was specified. Furthermore, in this communication network scenario,
UDP sockets were used for communication between computing nodes. Figure 7.5
and Figure 7.6 show the performance of demand response application for different
communication link delays and different controller update periods respectively, under
this communication network scenario. Figure 7.7 shows the simulated performance of
demand response application under network router congestion, caused by the addition
of an external traffic source in the earlier communication network scenario. These
examples illustrate that through the simulation environment presented in this chapter,
the performance of a proposed demand response application design can be evaluated
under complex (but relevant) cyber system conditions and the design parameters
(such as controller update period, controller modes of operation, and mode transition
conditions) can be tweaked until satisfactory performance is seen in the simulation.
For the analysis of power agreement application through the proposed simulation
environment, a communication network scenario consisting of point-to-point com-

munication links between all the ProsumerCompNodes was specified. Furthermore,
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Figure 7.8: Power agreement application: convergence behavior under two different
combinations of communication link delay and controller update period (only 3 out
of 10 prosumers are depicted for readability).
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Figure 7.9: Power agreement application: convergence behavior under network con-
gestion on point-to-point communication links to ProsumerCompNode for prousmerl
(only 4 out of 10 prosumers are depicted for readability).
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in this communication network scenario, UDP sockets were used for communica-
tion between all the ProsumerCompNodes. Figure 7.8 shows the convergence behav-
ior of power agreement application for two different combinations of link delay and
controller update period, under this communication network scenario. Firgure 7.9
shows the convergence behavior when point-to-point communication links of Pro-
sumerCompNode for Prosumerl have significantly less capacity as compared to other
point-to-point communication links in the system. This kind of analysis, through the
proposed simulation environment, can allow us to investigate whether power agree-
ment application will converge in the required time span of 30 seconds under some
complex (but relevant) cyber system scenarios. This information could be useful for
refining the different modes of operation and mode transition conditions, defined for
the power agreement application during the platform-aware feedback controller design

stage.
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CHAPTER VIII

SERVICE DESCRIPTION LANGUAGE

According to the proposed CPS reference model, a service description plays a cen-
tral role. Once a mature CPS design has been developed through the processes of
platform-aware feedback controller design and simulation-based design refinement,
this CPS design is decomposed into a set of interacting services, each with its own
service description. In order to develop these service descriptions, an appropriate
service description language (SDL) is required. Figure 8.1 shows the role played by a
CPS service description language in the context of the proposed service-oriented CPS

reference model.

8.1 Requirements

Any proposed service description language (SDL) must be capable of specifying the

following information about a service.
8.1.1 Service Interface

The service interface section of a service description describes the messages that
the service exchanges with other services and sensing and control actions that a
service takes on the co-located physical entities. This section also identifies the QoS

constraints on these messages and sensing and control actions.
8.1.2 Service Resources

The service resources section of a service description describes platform resource
requirements of a service in order to satisfy the QoS constraints identified in the

service interface section.
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Figure 8.1: Role of the CPS Service Description Language (presented in this chapter)
in the service-oriented CPS reference model.

8.1.3 Service Modes

Unlike traditional embedded control system domains (such as automotive and avionics
systems), some emerging CPS application domains (such as smart grid) are wide-
area systems. As a result, QoS constraints on message exchange among computing
nodes of a CPS scenario in these application domains cannot be guaranteed by the
communication subsystem. Therefore, service description for a service must contain a
section which defines different modes of operation of the service for different QoS-fault

scenarios.

8.2 Design

This section presents the design of a service description language (SDL) for CPS
that is capable of specifying all the elements of a service, as outlined in Section 8.1.
The syntax and semantics of the proposed SDL are heavily influenced by Giotto
language, which was originally proposed as a programming language for embedded

control systems [25].
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8.2.1 Giotto Programming Language

The typical development process for an embedded control system can be divided into
two steps: control design and software implementation. During the control design
phase, a control engineer models the plant behavior and disturbances, derives the
feedback control laws, and validates the performance of plant under the influence
of feedback controller through mathematical analysis and simulations. During the
software tmplementation phase, a software engineer breaks down the feedback con-
troller’s computational activities into tasks and associated timing constraints on the
completion of these tasks. Then, the software engineer develops code for these tasks
in a traditional programming language (such as C) and assigns priorities to these
tasks so that the tasks could meet their timing constraints while being scheduled on
a processor by the scheduler of a real-time operating system (RTOS).

Giotto programming language aims to bridge the communication gap between con-
trol engineer and software engineer by providing an intermediate level of abstraction
between control design and software implementation [25]. Giotto language syntax
can be used by a Giotto program to specify time-triggered sensor readings, actuator
updates, task invocations, and mode transitions. Then, a Giotto compiler must be
used to compile (an entirely platform independent) Giotto program onto a specific
computing platform. The compiler must preserve the functionality as well as the
timing behavior specified by the Giotto program. The Giotto compilation process
is aided by the use of E Machine [26], a virtual machine that serves as the target
for compilation of Giotto programs. Figure 8.2 shows the Giotto and E Machine
configuration for a typical networked embedded control system.

Figure 8.3 shows the major elements of Giotto syntax: task, mode, driver, port,
and guard. Task is the basic functional unit of Giotto language and represents a
periodically executable piece of code. Giotto tasks communicate with each other as

well as with sensors and actuators. However, in Giotto, all data communication occurs
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Figure 8.2: Typical configuration of Giotto and E Machine for embedded control
systems.

through ports. In a Giotto program, there are mutually disjoint sets of task ports,
sensor ports, and actuator ports. Task ports are further divided into task input ports,
task output ports, and task private ports. Each task also has an associated function
f (implemented in any sequential programming language) from its input ports and
private ports to its output ports and private ports. According to Giotto semantics,
sensor ports are updated by the environment while task ports and actuator ports are
updated by the Giotto program.

Driver represents a piece of code that transports values between two ports. A
driver can also have an associated guard, which is some boolean-valued function on
the current values of certain ports. The code associated with the driver only executes
if the guard of the driver evaluates to true. According to Giotto semantics, a task is an
application-level code that consumes non-negligible amount of CPU time, while driver
is a system-level code that can be executed instantaneously before the environment
changes its state.

At the highest level of abstraction, a Giotto program is essentially a set of modes.
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At a certain instant of time, Giotto program can only be in one of its modes. However,
during its execution, a Giotto program transitions from one mode to another based
on the values of different ports. These possible mode transitions are specified in
Giotto syntax through mode swithces. A mode switch specifies a target mode, switch
frequency, and a guarded driver. Formally, a Giotto mode is made up of several
concurrent tasks, a set of mode switches, a set of mode ports, a set of actuator updates,
and a period. Each task of a mode specifies its frequency of execution per mode
period. While Giotto program is in a certain mode, it repeats the same pattern of
task executions for each mode period.

Figure 8.3 shows a Giotto program with two modes, m1 and m2. Mode m1 has
two tasks, t1 and t2, while mode m2 has only one task, t3. Mode ml has a period
of 10ms, while mode m2 has a period of 20ms. Task t1 has a frequency of 2, while
task t2 has a frequency of 1. This means that as long as Giotto program is in mode
ml, task t1 executes every 5ms while task t2 executes every 10ms. Moreover, in this
example, there is a mode switch from mode m1 to mode m2 with a switch frequency
of 2. This implies that the mode switch condition (provided by the guard of driver

d5) is tested every 5ms.
8.2.2 Extensions to Giotto Programming Language

Current syntax of Giotto, summarized in Section 8.2.1, is capable of describing all the
elements of a CPS service, except for the input and output messages of a service and
QoS constraints associated with these messages. In order to overcome this deficiency,
Giotto syntax has been extended with two new types of ports: input message port
and output message port. The input message port also has the following additional at-
tribute attached it: TimeSinceLastUpdate. This attribute could be used in the guard

conditions, present in mode switches. As a result, the proposed Giotto-based SDL
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Figure 8.3: Major programming elements of Giotto language. Proposed extensions
for a Giotto-based CPS service description language are shown in red with dotted
lines.

can be used to specify mode switches based on the violation of QoS constraints asso-
ciated with message exchanges among services. Figure 8.3 also shows these proposed

extensions that result in a Giotto-based CPS service description language.

8.3 Case Study

This section shows the application of the proposed Giotto-based service description
language (SDL) for describing CPS services, involved in the smart grid case study,
presented in Chapter 5.

Demand response application, involved in the smart grid case study of Chapter 5,
can be decomposed into three services: DemandResponseServiceA, DemandRespons-
eServiceB, and DemandResponseServiceCC. Table 8.1 shows the service description
of DemandResponseServiceB using the proposed Giotto-based service description lan-
guage, while Figure 8.4 shows the same service description graphically.

DemandResponseServiceB consists of two modes: m1 (representing the normal op-

erating mode) and m2 (representing the operating mode when the customer overrides
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Figure 8.4: Graphical representation of service descriptions for DemandRespons-
eServiceB.

the operation of demand response application). Driver d4 and guard g4 combine
to describe the mode switch condition from ml to m2, while driver d6 and guard
g6 describe the mode switch condition from m2 to m1l. Mode transitions between
ml and m2 occur based on the value of sensor port customerQuerride, which repre-
sents the binary status of an application override user interface mechanism available
to the customer. According to the service description, shown in Table 8.1, mode
ml has a period of 10000ms and it has a mode switch with the target mode of m2
and a frequency of 1, indicating that the mode switch condition is tested once every
mode period. Therefore, mode switch condition from m1 (normal mode) to m2 (user

override mode) is tested every 10 seconds.
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Table 8.1: Service Description of DemandResponseService B using the Proposed

Giotto-based Service Description Language

Sensor Ports

port customerOverride type binary
Actuator Ports

port genPower type double
Input Message Ports

port reqPower type double
Output Message Ports

port status type binary
Task Input Ports

port il type double

port i2 type binary
Task Output Ports

port ol type double

port 02 type binary
Task Private Ports

Tasks
task t1 input il output ol 02 function f1
task t2 input i2 output 02 function f2

Drivers

driver d1 source reqPower customerOverride
guard gl destination il i2 function hl

driver d2 source ol guard g2 destination genPower
function h2

driver d3 source 02 guard g3 destination status
function h3

driver d4 source ol 02 guard g4
destination 02 function h4

driver d5 source customerOverride guard g
destination i2 function h5

driver d6 source 02 guard g6
destination ol 02 function h6

Modes
// Normal operating mode
mode m1 period 10000ms ports il i2 ol 02
frequency 1 invoke task t1 driver d1
frequency 1 update d2
frequency 1 update d3
frequency 1 switch m2 driver d4

// User override mode

mode m2 period 1000ms ports i2 02
frequency 1 invoke task t2 driver d5
frequency 1 update d3
frequency 2 switch m1 driver d6

Start m1

function f1( ) {
ol =il;
02 = true;

function £2( ) {
02 = false;
}

function h1( ) {
il = reqPower;
i2 = customerOverride;
}
function h2( ) {
genPower = ol;
}

binary guard g1( ) {
return true;
}

binary guard g4( ) {
return customerOverride;
}

binary guard g5( ) {
return true;

binary guard g6( ) {
return !customerOverride;
}

® Some guard and driver functions have been omitted to avoid unnecessary details.
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CHAPTER IX

SERVICE-BASED COMPUTING PLATFORM

According to the proposed CPS reference model, once a CPS design has been decom-
posed into a set of interacting services, each with its own service description, these
services are then deployed on various computing nodes that are involved in the CPS
application. To enable CPS development according to the proposed CPS reference
model, each CPS computing node must have an appropriate service-based computing
platform that can support resource-aware service deployment and QoS-aware service
operation. Figure 9.1 shows the role played by a service-based CPS computing plat-

form in the context of the proposed service-oriented CPS reference model.

9.1 Requirements

Generally, a CPS scenario involves a set of heterogeneous computing nodes with
different processors, operating systems, and middleware technologies. Therefore, the
required service-based computing platform must be capable of being ported to these
heterogeneous computing nodes. Moreover, resource-aware deployment of a service
on a computing platform, as suggested by the proposed reference model, requires the
existence of an appropriate service compiler as a part of the service-based computing
platform. This service compiler must be capable of reading the service description
(specified using an appropriate service description language) and deciding whether a
certain computing nodes has enough resources to successfully deploy this service such

that the service can meet its QoS constraints.
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Figure 9.1: Role of the service-based computing platform (presented in this chapter)
in the service-oriented CPS reference model.

9.2 Design

This section presents the design of a service-based computing platform for CPS com-
puting nodes that is capable of supporting resource-aware deployment and QoS-aware
operation of services whose service descriptions have been developed using the service

description language (SDL), proposed in Chapter 8.
9.2.1 Embedded Machine (E Machine)

Section 8.2.1 had summarized various aspects of Giotto, a platform-independent pro-
gramming language for embedded control systems. In real-time systems literature, de-
velopment of Giotto compilers for various computing platforms has been reported [25].
However, while developing these Giotto compilers, researchers have found it useful
to have an intermediate language, which does not support the high-level concepts of
Giotto but still provides a lower level platform-independent semantics for mediating
between physical environment and software tasks [26]. The concept of such an in-
termediate language has evolved into E code. Moreover, in the literature, the term

Embedded Machine or E Machine has been used for a virtual machine that interprets
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Figure 9.2: Typical configuration of Giotto and E Machine for embedded control
systems.

the E code |26]. Figure 9.2 shows the Giotto and E Machine configuration for a typical
networked embedded control system.

The proposed F code essentially has the following three instructions:
1. Call driver

2. Release task

3. Future E code

In the £ Code terminology, a task is a piece of application-level code, whose execu-
tion takes non-zero time. When invoked with its parameters, a task implements a
computational activity and writes the results to task ports. On the other hand, a
driver is a piece of system-level code that typically enables a communication activity.
For example, a driver can provide sensor readings as arguments to a task or load task
results from its ports to an actuator. It is assumed that the execution of a driver

takes logically zero time.
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Call driver instruction starts the execution of a driver. As the driver is supposed
to execute in logically zero time, the E Machine waits until the driver completes
execution before interpreting the next instruction of E code. Release task instruction
hands off a task to the operating system. Typically, the task is put into the ready
queue of the operating system. Scheduler of the operating system is not under the
control of the E Machine. The scheduler may or may not be able to satisfy the real-
time constraints of the E code. However, a compiler (which takes into account the
platform resources) checks the time safety of E code, generated from a higher level
language, such as Giotto. Such a compiler attempts to rule out any timing violations
by knowing the worst-case execution time (WCET) of all the tasks and by applying
the schedulability results available in the real-time systems literature [10].

Future E code instruction marks a block of E code for execution at some future
time. This instruction has two parameters: a trigger and the address of the block of
E code. The trigger is evaluated with every input event (such as clock, sensor, or task

output) and the block of E code is executed as soon as the trigger evaluates to true.

9.2.2 Combination of Embedded Machine (E Machine) and Compiler Ma-
chine (C Machine)

Since £ Machine, summarized in the last section, supports resource-aware deployment
and QoS-aware execution of Giotto programs, and a Giotto-based service description
language has already been proposed in Chapter 8, it is natural to leverage E Machine
as the foundation of required service-based computing platform. However, as noted in
the last section, £ code must be generated by an appropriate compiler to ensure time
safety. Therefore, the required service-based computing platform must combine the
E Machine with an appropriate service compiler that ensures resource-aware service
deployment on F Machine. However, the service compiler code itself is not hard
real-time in nature. Therefore, the proposed design of the service-based computing

platform is based on splitting the resources of host computing platform into two
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Figure 9.3: Proposed solution for the requirement of a service-based computing
platform.

"virtual machines": a hard real-time Embedded Machine (E Machine) and a soft real-
time Compiler Machine (C Machine). E Machine executes the hard real-time service
code and C Machine executes the soft real-time code for service compiler. Resources
of the host computing platform can be split into the hard real-time E Machine and
soft real-time C Machine using various resource reservation schemes, reported in real-
time systems literature [34] [35]. The resulting service-based computing platform is

shown in Figure 9.3.

9.3 Case Study

This section shows the role played by the proposed service-based computing platform
in the context of smart grid case study, presented in Chapter 5. Demand response
application, involved in the smart grid case study of Chapter 5, consists of three
computing nodes: CompNodeA, CompNodeB, and CommandCenter. Moreover, as
discussed in Chapter 8, demand response application design can be decomposed
into three services: DemandResponseServiceA, DemandResponseServiceB, and De-

mandResponseServiceCC. Figure 9.4 shows the cyber subsystem of demand response
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application from smart grid case study, where a service-based computing platform
(consisting of a combination of E Machine and C Machine) has been ported onto
each of the computing nodes and the appropriate service has been deployed on that
computing node through the service compiler component of the proposed computing

platform.
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CHAPTER X

FORMAL PERFORMANCE GUARANTEES

As discussed in Chapter 3, the proposed service-oriented CPS reference model requires

the existence of formal guarantees for the following aspects:

1. functional equivalence between a CPS design specification and the correspond-

ing service-based CPS deployment.

2. non-interference between the co-deployed CPS services from the perspective of

their timing performance.

Using state-of-the-art techniques from the field of formal methods for reactive com-
puter systems, this chapter shows how the technological solutions, presented in last
four chapters (Chapter 6, Chapter 7, Chapter 8, and Chapter 9), combine to provide

the above mentioned formal performance guarantees.

10.1 Formal Methods: A Short Introduction

The field of formal methods deals with techniques that guarantee the behavior of a
computing system using some rigorous approach. Figure 10.1 summarizes the basic
framework that is shared by various techniques, grouped under the umbrella of formal
methods |2]. Typically, a computer systems is represented in terms of a specification
formalism or an implementation construct (such as a programming language). A cor-
rectness property of this computer system is described as a formula of a mathematical
logic system (such as propositional logic, first-order logic or temporal logic) [5]. Then,
during the formal verification step, it is checked whether the correctness property
holds for this computer system. There are two main approaches to the formal verifi-

cation step: model checking and deductive verification. In model checking approach,
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Figure 10.1: Basic framework employed by the field of formal methods.

all the states of a computer systems are traversed and the existence of correctness
property is checked in each of the state. In deductive verification approach, a for-
mal proof is developed for the existence of correctness property in each state of the
computer system using a mathematical logic system (such as propositional logic) [2].

Computer systems can be classified into two main groups: sequential computer
systems and reactive computer systems. Sequential computer systems enter a com-
putation with a set of inputs, step through a set of instructions that represent the
computation, and exit this computation with a set of outputs. On the other hand,
reactive computer systems are characterized by an on-going interaction with their
environment. In the field of formal methods, vastly different techniques are employed

for these two different types of computer systems [5].

10.2 Formal Methods for Reactive Computer Systems: Manna-
Pnueli Approach

In their seminal work on the application of linear temporal logic (LTL) for formal ver-

ification of reactive computer systems, Manna and Pnueli [46] [47] presented a generic

model of a reactive computer system in the form of a transition system. (This transi-

tion system will be referred to as Manna-Pnueli Transition System in the rest of this

72



Correctness Properties
(Temporal Logic Formula)

Petri Nets

Reactive

Computer System Shared Variable
Programs

Verification of , Message Passing
Correctness Properties Programs

Proofs using CPS Comp Node Programs

Temporal Logic in CPS-DSL CPS Comp Node

Systems
i4 with Giotto-
based Service

Figure 10.2: Formal methods for reactive computer systems: Manna-Pnueli ap-
proach.

dissertation.) They showed that various existing programming languages and spec-
ification formalisms for reactive computer systems can be mapped into this generic
model. They also observed that their generic model of reactive computer systems is
designed to be capable of capturing any programming language or specification for-
malism for reactive computer system, proposed in the future. It must be noted that
Giotto-based CPS services descriptions (proposed in Chapter 8) and cyber system
elements of CPS-DSL (proposed in Chapter 6) are essentially two newly proposed
representations of reactive computer systems. Formal proofs, presented in this chap-
ter, leverage the decomposition of these newly proposed reactive computer system

representations into the generic model of a Manna-Pnueli Transition System.
10.2.1 Manna-Pnueli Transition System

Manna-Pneuli Transition System < II, 3, T, © >, intended to serve as a generic model

for reactive computer systems, consists of the following components:

o II ={uy,...,u,} — A finite set of state variables.
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Each state variable is a typed variable, whose type indicates the domain from
which the values of that variable can be assigned. Some of these state vari-
ables are data variables, which represent the data elements that are declared
and manipulated by the program of a reactive computer system. Other state
variables are control variables, which keep track of the progress in the execution

of a reactive computer system’s program.

e Y — A set of states.

Each state s in ¥ is an interpretation of II. An interpretation of a set of
typed variables is a mapping that assigns to each variable a value in its domain.
Therefore, each state s in 3 assigns each variable u in IT a value over its domain,

which is denoted by s|u].

e T — A finite set of transitions.

Each transition 7 in T represents a state-changing action of the reactive com-
puter system and is defined as a function 7 : ¥ — 2% that maps a state s in &
into the (possibly empty) set of states 7(s) that can be obtained by applying
action T to state s. Each state s’ in 7(s) is defined to be a T-successor of s. A
transition 7 is said to be enabled on s if 7(s) # ¢, that is, s has a 7-successor.
It is required that one of the transitions, 77, called the idling transition, is an
identity transition, i.e., 77(s) = {s} for every state s. The transitions other

than the idling transition are called diligent transitions.

e © — An initial condition.

Initial condition is an assertion (boolean expression) that characterizes the
states at which the execution of reactive computer system’s program can begin.

A state s satisfying © is called an initial state.

Each transition 7 can be characterized by an an assertion p,(II, 1), called the
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transition relation, of the following form:
pT(H7 H/) : CT<H) A (yi = 61) ARERRA (y]/c = ek)
This transition relation consists of the following elements:

e An enabling condition C,(II), which is an assertion, describing the condition

under which the state s may have a 7-successor.

e A conjunction of modification statements

which relate the values of the state variables in a state s to their values in a
successor state s’ obtained by applying 7 to s. Each modification statement
y; = e; describes the value of a state variable in state s’ as an expression

consisting of the state variable values in state s.

As an example, for a transition system with II = {z,y, 2},
pri(x>0)A(F=x—1y)

describes a transition 7 that is enabled only when x is positive and this transition

assigns the value of z in state s’ equal to the value of x — y in state s.

10.2.2 Computations

A computation of Manna-Pnueli Transition System < II, 3, T, © > is defined to be
an infinite sequence of states

O :80,51,52,...

satisfying the following requirements:

e [nitiation: The first state sy is an initial state, i.e., it satisfies the initial condi-

tion of the transition system.
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e (Consecution: For each pair of consecutive states s;, ;11 in o, s;41 € 7(s;) for
some transition 7 in 7. The pair s;, s;11 is referred to as a 7-step. It is possible

for a given pair to be both a 7-step and a 7’-step for 7 # 7'.

e Diligence: Either the sequence contains infinitely many diligent steps or it con-
tains a terminal state (defined as a state to which only idling transitions can be
applied). This requirement excludes the sequences in which, even though some
diligent transition is enabled, only idling steps are taken beyond some point. A

computation that contains a terminal state is called a terminating computation.

Indices ¢ of states in a computation o are referred to as positions. If 7(s;) # ¢ (T
enabled on s;), it is said that the transition 7 is enabled at position i of computation o.
If s;11 € 7(s;), it is said that transition 7 is taken at position i. Several transitions may
be enabled at a single position. Moreover, one or more transitions may be considered
to be taken at the same position. A state s is called reachable in a transition system

if it appears in some computation of the system.
10.2.3 Behavioral Equivalence

In the study and analysis of reactive computer systems, an important concept is
the notion of behavioral equivalence between two different systems. Based on the
transition-system-based generic model of reactive computer systems, proposed by
Manna and Pnueli [46], one may try to define two transition systems P and P’ to be
equivalent if they generate precisely the same set of computations. However, as noted
by Manna and Pnueli [46], this definition of equivalence will be too discriminating.
There are many cases of reactive computer system programs that generate different
computations, but still have equivalent behavior with respect to the outputs of in-
terest. Motivated by this, Manna and Pnueli defined the following concepts about

behavioral equivalence of reactive computer systems in their seminal work:

o O — Observable Variables
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A subset of the state variables Il may be defined as observable variables, denoted

by O. So, by definition, O C II.

s[O — Observable State

Given a state s, observable state corresponding to s, denoted by s[O, is defined

as the restriction of s to just the observable variables O.

09 — Observable Behavior

Given a computation
O 150,81y,

o

the observable behavior o% corresponding to o is defined to be the sequence

obtained from o by replacing each state s; with its corresponding observable
state s;[O.

0% 5010, 10, ...
0" — Reduced Behavior

Given a computation

O 180,81y,
the reduced behavior ¢ corresponding to o is defined to be the sequence ob-
tained from o by the following two transformations:

1. Replace each state s; by its observable part s;[O.
2. Omit from the sequence each observable state that is identical to its pre-
decessor but not identical to all of its successors.
~ — FEquivalence of Transition Systems

For a transition system P, R(P) denotes the set of all reduced behaviors gen-
erated by P. Let P, and P, be two transition systems and O C II; C Il

be a set of variables, specified to be the observable variables for both systems.

7



The transition systems P, and P, are defined to be equivalent (relative to O),
denoted by
Py~ P

it R(P) = R(P).
10.3 Proposed Extensions to Manna-Pnueli Approach

In order to utilize Manna-Pnueli Transition System for formal proofs about the pro-
posed service-oriented CPS technologies, some new concepts must be defined:
e 0" — Temporally Reduced Behavior

If one of the observable variables is time, then given a computation
O 150,51y,

the temporally reduced behavior o' corresponding to o is defined to be the

sequence obtained from o by the following four transformations:

1. Replace each state s; by its observable part s;[O.

2. Omit from the sequence each observable state that is identical to its pre-

decessor but not identical to all of its successors.

3. Omit from the sequence each observable state that is identical to its pre-

decessor for all the observable variables except time.

4. Omit from the sequence each observable state which has the same value of

observable variable time as its successor.

Based on this definition, the temporally reduced behavior of transition system
P under the set of observable variables O (¢% | O) is a sequence of tuples that
captures the value of time as well as every other observable state variable in O

at all the time instants at which the value of at least one non-time observable
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state variable from O changes. However, this sequence does not contain any

two entries with the same value of state variable time.

The relationship of the temporally reduced behavior of P under O (¢% | O) and

the elements of transitions associated with P can also be represented as follows:

O_g r O - f(AT}f;elevant [O? TimedT’ranSitionsequenceTﬁelevant FO)

where
Tretevant O = {7, | (r; € Tp) A (modification statements of transition 7;
change the value of non-time state variables in O)}
Aqretcvantio = {Ar, | 7 € Tretevant 1 O}
A;, = {As,, | s is a non-time state variable in O}
As;, = s, — s;, = Change in the value of state variable s, caused
by transition 7;
TimedTransitionSequencepyecvnt o = (to, 7o), (t1, 1), (t2, 72), - . -
such that:
1) for each element (t;,7;),7; € T | O and
system reaches time t; after transition 7; is taken.

2) tiz1 >t

o ~ — FEquiwvalence of Transition Systems

For a transition system P with #ime as an observable variable, RT'(P) denotes
the set of all temporally reduced behaviors generated by P. Let P, and P, be
two transition systems and O C II; C Il; be a set of variables, specified to be
the observable variables for both systems. The transition systems P, and P,

are defined to be equivalent (relative to O), denoted by

P~ P

79



if RT(P) = RT(P,).

10.4 Manna-Pnueli Transition System Representation: CPS
Computing Node in CPS-DSL
According to the CPS design specification language (CPS-DSL), proposed in Chap-
ter 6, a ComputingNode block contains a ConrolApp block and a set of SensorPort, Ac-
tuatorPort, InputMsgPort, and OutputMsgPort blocks. Furthermore, the ControlApp
block contains a set of Mode blocks and a ModeSwitchLogic block. Based on these
constituent blocks, a ComputingNode block, CompNodel, of CPS-DSL can be repre-
sented as the Manna-Pnueli Transition System, Poompnode < Py xoes 2 Poompnode

>, outlined in Appendix A, where:

TPCDmpNode’ ®PCompNode
® Ilp.,onoa. — Set of state variables of PeompNode-
® X peompnoae — €t Of states of Poompnode-
® Trepmpnose — Set of transitions of PoompNode-
® Opovese — IMitial condition of PeompNode-

10.5 Manna-Pnueli Transition System Representation: CPS
Computing Node with 1 CPS Service

A Giotto-based service description language (SDL) and a service-based CPS comput-

ing platform have been proposed in Chapter 8 and Chapter 9 respectively. Based

on these proposed technologies, a CPS computing node with one successfully de-

ployed Giotto-based CPS service, Servicel, can be represented as the Manna-Pnueli

Transition System, Pigervice < 1Pige,pioes 2 >, outlined in

Piservice? TPISeTUice’ GPIService

Appendix B, where:

o Ilp,. ... — Set of state variables of Pigeryice-

® Xp . — et of states of Pigervice-
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o Tp . .. — Set of transitions of Pjgervice-
® Op....... — Initial condition of Pjseryice-

10.6 Manna-Pnueli Transition System Representation: CPS
Computing Node with k CPS Services

A Giotto-based service description language (SDL) and a service-based CPS comput-

ing platform have been proposed in Chapter 8 and Chapter 9 respectively. Based

on these proposed technologies, a CPS computing node with k successfully deployed

Giotto-based CPS services (Servicel, Service2, ..., ServiceK) can be represented as

the Manna-Pnueli Transition System, Piservices < 1P, g, micees 20 Peservicess L Prsersices s

O Pservices = OUtlined in Appendix C, where:

o Ilp... ..... — Set of state variables of Pygervices-
® Xp. ....— Set of states of Prgervices-

® Tpcvie. — et of transitions of Pygervices-

® Op... ... — Initial condition of Pyservices-

10.7 Functional Equivalence of CPS Design Specification and
Service-based CPS Deployment
First formal guarantee, required by the proposed CPS reference model, is the func-
tional equivalence between a CPS design specification and the corresponding service-
based CPS deployment. This dissertation has presented a CPS Design Specification
Language (CPS-DSL) and a Giotto-based Service Description Language (SDL) in
Chapter 6 and Chapter 8 respectively. Since ComputingNode block of CPS-DSL
(proposed in Chapter 6) and a CPS computing node with a successfully deployed
Giotto-based CPS service (proposed in Chapter 8) are essentially two newly proposed

representations of reactive computer systems, these newly proposed representations

81



can be translated into corresponding Manna-Pnueli Transition Systems (which was
designed as a generic model of reactive computer systems). Appendix A and Ap-
pendix B provide the Manna-Pnueli Transition System representation for a Com-
putingNode block (CompNodel) of CPS-DSL and a CPS computing node with one
Giotto-based service (Servicel) respectively. Furthermore, using the notation from
Appendix A and Appendix B, following properties must hold by design between a
ComputingNode block of CPS-DSL (CompNodel) and the service description of the

corresponding Giotto-based CPS service (Servicel).

1. fModesmap 1s a bijective function,
where farodesniap: Modescompnoder — Modesgervicer is defined as:

i _ i
mOdeServicel - fMOdeSMap(mOdeCompNodel)

2. fModeSwitchesMap 18 @ bijective function,

where faodeswitchesmap: ModeSwitchescompnoder — ModeSwitchesgeryicer is de-

fined as:

. ij . ' . ij
mOdesw/ltChgeTm'cel == fModeSwztchesMap (mOdesttChCompNodel )

3. fSenosrPortsMap 1S @ bijective function,

where fsensorpPortsiap: S€NSOrPortscompNoder — Sensor Portsgervicer 1s defined

as:

i _ 7
8€n36P07ﬂt5'6m)7;081 = fSETLSOTPOTtSMap(SenseportCompNodel)

Slmllaﬂy defined functions fInMsgPortsMap; fActuatorPortsMap; and fOutMsgPortsMap

are also bijective functions.

4. fcontrollerTasksMap 18 @ bijective function,

where foontrotierrasksiap: Controller Functionscompnoder — 1'aSkSservicer 1s de-

fined as:
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10.

i _ i
tasky,, pice1 = fControlierTasksmap(controller F unctiong,,,, Node1)

mode; . .. . .
I SenosrPortsiap 18 @ bijective function,
mode; . mode; mode;
where f&o o b is Map" S ensorPortsComp Nodel — SensorPortsg "
as:
7 __ pmode; 7
SenseportServicel — J SensorPortsMap (SenS€POTtCompNodel )

is defined

s, . mode; mode; mode;
Slmﬂarly defined functions fInMsgPortsMap7 fActuatorPortsMap’ and fOutMsgPortsMap

are also bijective functions.

fmodei

ComtrollerTasksMap 1S @ bijective function,

mode; . . mode;
where feoi onerTasksirap: Controller Functionsgy, noger — Tasks

fined as:

i __ pmode; SN
taSkServicel - ControllerTasksMap(ControueTFuncmOnCompNodel)

. ¥V mode; € ModescompNodel

Period,oge; = Periodmode;

where mOdej = fModesMap(modei)

.V modeSwitch; € ModesSwitchescompNodel

SwitchF'reqmodeswitch; = SWItChEF'Teqmodeswitch;

where mOdeswitCh]’ = fModeSwitchesMap(modeSwitchi)

.V controller Function; € Controller Functionscompnodel

TaSkFreqwskj = ControureFuncmonFT(EQControllerFunctiom

where tG’Skj - fControllerTasksMap(controllerFunctioni)
Y controller Function; € Controller Functionscompnode

ftaskj = fcontrollerFunctioni
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where taSk:j = fControllerTasksMap(controllerFunctioni)

feontrollerFunction; — The function implemented by the internal
components (Simulink blocks) of ControllerFunction block
controller Fucntion;

ftaski = The function implemented in task; of CPS service Servicel

11. C’ontrollerOutsToActs’ggff;Nodd = TaskOutsToActs3%

where

C’ontrollerOutsToActsg’gf; Nodel -
Pem'odicControllerOutputValues"clgfff;]\[odel — ActPortValuesggfngOdel
= A function that captures the input-output relationship (produced by the
combined effect) of all the connections between PeriodicControllerOutput
blocks and ActuatorPort blocks in mode; of CompNodel.

TaskOutsToActsTo%

Servicel *

TaskOutput PortValuesg™  — ActPortValuesg™ |
= A function that captures the input-output relationship (produced by

the combined effect) of all the drivers, updating the actuator ports in

mode; of CPS service Servicel.

12. C’ontrollerOutsToOutMsgs’gsgf;]vodel = TaskOutsToOut M sgsa®®
where
ControllerOutsT oOut M sgsg‘gff; Nodel -

PeriodicControllerOutputValues’ggz;]vodel — OutMsgPortValuesnggf;Nodel

= A function that captures the input-output relationship (produced by
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the combined effect) of all the connections between PeriodicControllerOutput
blocks and OutputMsgPort blocks in mode; of CompNodel.
TaskOutsToOut M sgsTo%

Servicel *

TaskOutput PortValuesg™ | — OutputMsgPortValuesg®® |
= A function that captures the input-output relationship (produced by

the combined effect) of all the drivers, updating the output message ports

in mode; of CPS service Servicel.

13. V controller Function; € modeg;y,,,,noger, and

when task; = foontrolierTasksmap(controller Function,)

mode; _ mode;
LoadControllerInputs, .t Function; = LoadT askInputs,,. k,
where
mode; .
LoadContrilerInputs, ... Function, -

mode; mode;
{SensorPortValuescompNOdel U Input M sgPortV alues ¢y, noder

U PeriodicC’ontrollerOutputValuesggfff;Nodel}

— PeriodicController InputV alues ontrolier Function;
= A function that captures the input-output relationship (produced by the
combined effect) of all the connections from SensorPort, InMsgPort, and
PeriodicControllerOutput blocks in mode; of CompNodel to the
PeriodicControllerInput blocks, associated with ControllerFunction block
controller Function; in mode; of CompN odel.

LoadT askInputsT% .

task;

{Sensor PortV aluest°% U InputMsgPortV aluess o™

Servicel Servicel

U TaskOutput PortV aluesT % } — TaskInput PortV aluesqs,

Servicel
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= A function that captures the input-output relationship (produced by the
combined effect) of all the drivers, updating the task input ports of task; in

mode; of CPS service Servicel.

. . mode;mode; . . mode;mode;
14. ModeSwitchFunctiong,, neger = ModeSwitchFuncliong,,, e

where

. . mode;mode; . . mode;
ModeSwitchFunctiongy, neger - PeriodicController OutputValues g, noger

mode;

— PeriodicControllerOutputV alues . noger

= A function that takes as input the values of periodicControllerOutput
blocks in mode; and produces the values to which periodicControllerOutput
blocks in mode; are initialized after the mode switch from mode; to mode; of
ControlApp, associated with CompNodel.

. . mode;mode; mode;
ModeSwitchFunctiong,,,...; °: TaskOutputValuesg, .~

mode;
Servicel

— TaskOutputV alues
= The function used in the definition of the driver associated with the

mode switch from mode; to mode; of CPS service Servicel

The formal guarantee of equivalence between a CPS design specification and the
corresponding service-based CPS deployment can be stated in terms of Manna-Pnueli

Transition System for reactive computer systems by the following theorem:

Theorem 10.1. Let CompNodel be a ComputingNode block in a CPS design speci-
fication, and let Servicel be the corresponding CPS service in the service-based CPS
deployment. Given

PcompNode = Manna-Pnueli Transition System representation of

ComputingNode block, CompNodel, in a CPS design specification
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Piservice = Manna-Pnueli Transition System representation of a CPS
computing node with one successfully deployed Giotto-based
CPS service, Servicel,
OSomPNede: — Pime U {Set of SensorPort blocks, contained in CompNodel }
U {Set of InputMsgPort blocks, contained in CompNodel},
Ozervice — Time U {Set of Sensor Ports for Servicel }
U {Set of Input Message Ports for Servicel },
OSempNede: _ Time U {Set of ActuatorPort blocks, contained in CompNodel }
U {Set of OutputMsgPort blocks, contained in CompNodel},
and
Oservice. — Time U {Set of Actuator Ports for Servicel }

U {Set of Output Message Ports for Servicel }.

For arbitrary computations opg,,..nos. A TP, yices Uf

b CompNode _ tr Service
O-PCompNode under OZTL - O-PISer'uice Und@?” O’LTL
then
b CompNode _  tr Service
O-PCOmpNode under Oout - O-PlseT'Uice under Oout

Proof. As outlined in Section 10.3, the temporally reduced behavior of transition

system P under observable variables O (6% | O) can also be represented as follows:
o 0= f(Aqpeicvant)o, TimedTransitionSequencepyeicvant o) (A)

where
Trelevant 1 ) = {1, | (1; € Tp) A (modification statements of transition 7;
change the value of non-time state variables in O)}
Agpeicvantjo = {Ay, | 7 € T [ O}
A,;, = {As,, | s is a non-time state variable in O}
As; = s — s;, = Change in the value of state variable s, caused

by transition 7;
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TimedTransitionSequenceryecvnt ;o = (to, 7o), (t1, 1), (t2, 72),
such that:
1) for each element (t;,7;),7; € T | O and
system reaches time t; after transition 7; is taken.
2) ti1 >t

Specializing (A) for transition system Prompnode and observable variables

CompNode
Oout
tr CompNode __
UPCOmpNode r Oout - fl (AT’I‘Pleuani‘ [OCOmpNode s

CompNode out

TimedT ransitionS EQUENCEpycicvant (pCompNode ) (A1)
CompNode out

Specializing (A) for transition system Pjgeryice and observable variables OS¢rvice.

Sermce _ ( _
UPlService r out fl Tralevant [OSetrmce7

P1service ou

TimedT'ransitionSequenceryeicvant |oservice ) (A2)

P1Service

From the Manna-Pnueli Transition System representation Pcompnode, Presented in

Appendix A, it can be seen that

Trelevant r OCompNode _ ModeSwitchesl
CompNode out - CompNodel CompNode
Timelncrement
TC’ompNodel ’PCOmpNode (Bl>
where
ModeSwitch _ il M odeSwitch :
TCOZL;ng&ecl | PlompNode = Set of transitions TCO%;N’L;’QQ s, as defined in PrompNode

Timelncrement _ fes Timelncrement :
ToominNoger ™ | Poomprose = Set of transitions T, me veieme™ as defined in PoompNode

From the modification statements of transitions T odeJwitches

CompNodel PCompNode and

L ™ Perompnoaes OUtlined in Appendix A, it can be seen that for > 0 and

y > 0:
(actPortsoomp Node1(t), out M 'sgPortscompnodel (t)) =
fa (pem'odicC ontroller OutScompNodel (t)) ,
periodicControllerOutscompnode1 (t) =
fo (periodicC’ontroller]nscompNOdel (t — x)),

and
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periodicControllerInscompnode1 (t) = fe (sensePortscompNodel (t—1v),

inM sgPortscompNodel (t — y))
Therefore,

(actPortsCompNodel (t), out M sgPortscompNodet (t)) =

fa (sensePortsCompNodel (t —x),inMsgPortscompnode (t — x)),

As a result,

CompNode = [ (t, sense Portscompnoder (t — ),

out

AT;;elevant ro
CompNode

inM sgPortscompnoder (t — T))
Now, by definition, the temporally reduced behavior of Peompnode under the set

: CompNod CompNod
of observable variables O, “""" % (g% [ O

Poomprode | Oin ) captures the the time and

new value of sensor ports (sensePortsoompNOdel) and input message ports
(inMsgPortscompnoder) of CompNodel at every change in the sensor port values and

input message port value. Therefore,

CompNode = fg (J” f OcompNOde) (01)

Trelevant [Oout PCompNnde wmn

PCo’mpNode

From the Manna-Pnueli Transition System representation Pjgervice, Outlined in

Appendix B, it can be seen that

relevant Service __ ModeSwitches Timelncrement
TPlSe'r'uice r Oout - Servicel ISe'r'UiceU TS@TUiC@I 1Service <B2)
where
M odeSwitches _ R M odeSwitches :
Tgiooeot | Prgeruie. = S€t of transitions Tg. 002! , as defined in P gerpice
T limelncrement) = Set of transitions TLimelncrement = oq defined in P gery;
Servicel Pigervice — Servicel ) 1Service
From the modification statements of transitions T/odeSwitches|, ~  and
Tlimelnerement|, outlined in Appendix B, it can be seen that for x > 0 and
y = 0:

(actPortsSemicel (t), out M sgPortsservicel (t)) = f! (taskOutPortsSemcel (t)) ,
taskOut Portsservice1 (t) = ft (task]nPortsSemcel(t — :L‘)),

and

taskInPortsgervice1 (t) = f: (sensePortsSem,;cel (t —y),inMsgPortsserice (t — y))
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Therefore,
(actPortsSermcel (1), out M sqgPortsservice (t)) =
1 (sensePartsSBTv,;cel (t — x),inMsgPortsservicer (t — x)),
As a result,
ATTT?:&Z; OService = 14 (t, sensePortsgeryice1 (t — ),

inM sgPortSgervicer (t — x))

Now, by definition, the temporally reduced behavior of Pjgervice under the set of

tr

1Service

observable variables Q3¢ (o [ Oervice) captures the the time and new value
of sensor ports (sensePortsgervice1) and input message ports (inMsgPortsservice1) of
Servicel at every change in the sensor port values and input message port value.
Therefore,
Aryggtevane jogepvce = f5(08,6,, 00 | O ™)

Based on the properties that must hold by design between the ComputingN-
ode block CompNodel and the corresponding CPS service Servicel (listed ear-
lier in this section), functions employed in the corresponding modification state-

ments of Tpeeven! —and Tp'" are equal to each other. Therefore, functions

ompNode 1Service
o fL fh o f5, and fi are equal to functions f,, fo, fe, fa, f2, and f3 respectively.

Hence,

Agpgtevant jogzgee = f3(0F, 5,0 | Oi™™) (C2)
Furthermore, by the definition of TimedT ransitionSequence presented earlier in
the proof:
TimedT'ransitionSequenceprecvant;o = fa (¢, EnablingConditionsrecvant o (t),
NeatTimespreicvant o (1)) (D)
where
EnablingConditionsyrecvant o = { EnablingCondition., | 7; € Tretevant (O}
EnablingCondition.(t) = status (true/false) of the enabling condition

of transition 7 at time instant ¢
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NextTimesyeicvant o = { NextTimer, | 7; € Trclevant 1 O}
NextTime,(t) = The value of state variable time after transition 7 is taken
at time t

Specializing (D) for transition system Peompnode a1d observable variables

CompNode,
out :

O

TimedT'ransitionSequence recvant (pCompNode = f4(t,
PCompNode out

EnablingConditions pyecant  oCompnoie (t),
PCompNode out

NextTimesTrelevant OCompNode (t>) (Dl)

PCompNode { out

Service.

Specializing (D) for transition system Pjgerice and observable variables O5¢

TimedTransitionSequencerecvant |oService = [f4 (t,
P1Service out

EnablingconditionsT‘gelevant Toservice (t) B

1Service out

N extTimesTg;?::ﬁ; [0S ervice (t)) (D2)
From the enabling conditions (outlined in Appendix A) of set of transitions de-
scribed in (B1) , it can be seen that for y > 0
EnablingC OnditionST;ecff:ﬂ 10GgmNote (t) =
fs (.ModeSw@'tchC’heckTimesc(mm]\fodel7
ModeSwitchConditionscompNodel (t — y)) (E1)
where
ModeSwitchCheckTimescompnoder = {Set of time instants (relative to last
mode switch time) at which mode switch conditions are checked
according to the ModeSwitchLogic block, contained in the
ComputingNode block CompNodel}.
ModeSwitchConditionscompnode1 (t) = {Set that contains the status at time ¢
of all the mode switch assertions associated with ModeSwitchLogic
block, contained in the ComputingNode block CompNodel}.
From the definition of ModeSwitchCheckTimecompnodei (t, tEomanoder MOdE;,

mode;), presented in Appendix A:
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ModeSwithCheckTimescompNode1 = fe(ModePeriodscompnoder
ModeSwitchFreqscompNode1) (F1)
where
ModePeriodscompnoder = { Periodmede; | mode; € ModescompNode1 }
ModeSwitchFreqscompnoder = {SWitchFreqmode;mode; | 3 @ mode switch
from mode; to mode; of CompNodel}

Since mode switch decisions of a ModeSwitchLogic block, contained in a Comput-
ingNode block, are made based on the values of sensor ports, actuator ports, input
message ports, and output message ports associated with a ComputingNode block,

ModeSwithConditionscompnode1 (t) = [ (sensePortsoompNOdel(t),

inM sgPortscompNode1 (t), act Portscompnodel (t), out M sgPortScompNodet (t)) ,
According to the modification statements of transitions of Poompnode, for > 0:
(actPortscompNOdel (1), out M sgPortScompNodet (t)) =

In (sensePortsCompNodel (t — ), inM sgPortscompNodel (t — x))
Therefore,
ModeSwithConditionScompnode (t) = fi(sensePortSCOmpNodel (1),
inM sgPortscompNode1 (t), sense Portscompnoder (t — ),
inM sgPortscompNoder (t — x))

Now, by definition, the temporally reduced behavior of Pcompnode under the set

OiCT'LompNode (O'tT r CompN ode

of observable variables Peompnioge | Oin

) captures the the time and
new value of sensor ports (sensePortscompnode1) and input message ports
(inMsgPortscompnoder) of CompNodel at every change in the sensor port values and

input message port value. Therefore,

. - o tr CompNode
ModeSwithConditionscompNode1 (t) = fj(UPCo7erNode IO, )

(G1)
Combining (E1), (F1), and (G1):

EnablingConditions reevant  oCompnode (t) = fo (M ode PeriodscompNodet

PCompNode r out
OCompNode) (H].)

; tr
ModeSwitchFreqscompNodel O P ompode 1O,
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From the definition of #;,,,, used in the modification statements (outlined in Ap-
pendix A) of set of transitions described in (B1) , it can be seen that:

NextTimes preicvant  oCompnoae (t) = fr (tewiteh, o1 (t), Mode Periodscompnode
PCompNode out

C’ontrollerFunctionFreQSCOmpNodel) (J1)
where
teth oger (t) = Time of the last mode switch of CompNodel when the system

1S at time ¢

Controller Function Freqscompnoder = {Controller Fuention F'req function,

fucntion; € Contoller FucntionsScompNodet §
For y > 0
tewiteh ger(t) = fe(ModeSwitchCheckTimescompNodet,
ModeSwitchConditionscompnodel (t — y)) (K1)
Combining (F1), (G1), (J1), and (K1):

NextTimes . eicvant (pCompNode (t) = fs (M odePeriodscompNode
PCompNode out

ModeSwitchFreqscompnode1, Controller FunctionF'reqscompnodet ,

otr r OCompNode) (L].)

PCompNode n

Combining (D1), (H1), and (L1):

TimedT'ransitionSequence recvant (pCompNode = fs (M odePeriodscompNodel s
PCompNode out

ModeSwitchFreqscompnode1, Controller FunctionF'reqscompnodet

O_tfr r OCompNode) (Ml)

PCompNode in

In the next segment of the proof, the process of conversion between the two repre-

sentations of TumedI'ransitionSequence yecwnt  Compnode, shown in (D1) and (M1),
PCompNode out

will be repeated for TimedTransitionSequenceprecvant oservice.
ouw

1Service
From the enabling conditions (outlined in Appendix B) of set of transitions de-

scribed in (B2) , it can be seen that for y > 0

EnablingConditionsT;ezewm TOSeg‘vice(t) = f5 (M odeSwitchCheckTimesservicel s

1Service

ModeSwitchConditionsseryicer (t — y)) (E2)
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where
ModeSwitchCheckTimesgervice1 = {Set of time instants (relative to last
mode switch time) at which mode switch conditions are checked
according to the service description of CPS service Servicel}.
M odeSwitchConditionsgervice1 (t) = {Set that contains the status at time ¢
of all the mode switch assertions associated with CPS service Servicel}.

From the definition of ModeSwitchCheckTimeservicer (t, t51h | mode;, mode;),
presented in Appendix B:

ModeSwithCheckTimesservice1 = fe(ModePeriodsgervicet

ModeSwitchFreqsservice:) (F2)
where
ModePeriodsservice1 = { Period oge; | mode; € Modesgeryicer
ModeSwitchFreqsservicer = {SwitchF T€Gmode;mode; | 3 a mode switch from
mode; to mode; of Servicel}

Since mode switch decisions of a CPS service are made based on the values of
sensor ports, actuator ports, input message ports, and output message ports of CPS
service,

M odeSwithConditionsgeryice: (t) = f (sensePortsSemcel (1),

inM sgPortsgervice1 (t), act Portsservice: (t), out M sgPortsservice1 (t)) ,
According to the modification statements of transitions of Pjgervice, for x > 0:
(actPorts Servicel (1), Ut M SgPOTtSservicel (t)) =

fi (sensePortssemcel (t —z),inMsgPortsservicer (t — x))
Therefore,
ModeSwithConditionsservice1 (t) = f} (sensePortsSemcel (1),

inM sgPortSgervice1 (t), sense Portsgeryice1 (t — ),

inM sqPortSgervice1 (t — x))

Now, by definition, the temporally reduced behavior of Pjgervice under the set of
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observable variables O3¢rvice (OB | Ogervice) captures the the time and new value
of sensor ports (sensePortsgervice1) and input message ports (inMsgPortsservice1) of
Servicel at every change in the sensor port values and input message port value.
Therefore,
ModeSwithConditionsservicer (t) = fi(of . | Oferice) (G2)
Based on the properties that must hold by design between the ComputingNode
block CompNodel and the corresponding CPS service Servicel (listed earlier in

this section), functions employed in the corresponding modification statements of

/

relevant
T i

Trelemznt
PCompNode

Piservice and

and are equal to each other. Therefore, functions f, f},
f; are equal to functions fy, fx, fi, and f; respectively. Hence, combining (E2), (F2),
and (G2):
EnablingConditionsTIgsze::ﬁ; {Ofﬂme(t) = fe (M odePeriods gervicel »
ModeSwitchF'reqsservicer, 08, o | Oﬁf””ice) (H2)
From the definition of #;,,,, used in the modification statements (outlined in Ap-
pendix B) of set of transitions described in (B2) , it can be seen that:

NextT?:meSTlgelevant rogjgvice (t) - f7 (tswitCh (t), MOdepe’/’Z'OdSSerm‘cel,

clevant Servicel
TaSkFTeqSServicel) (J2>
where
tgwitch () = Time of the last mode switch of Servicel when the system

is at time ¢
TaskEFreqsservicer = {TaskFrequsk, | task; € Tasksgervice: }
For y > 0
tgeiteh | (t) = fr(ModeSwitchCheckTimesservicer,
ModeSwitchConditionsgeryice1 (t — y)) (K2)
Combining (F2), (G2), (J2), and (K2):
NextTimesyreicvant oservice (t) = fs (M odePeriodsservicel

1Service

ModeSwitchFreqsservice1, 1 askFreqsservicel s
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O.tr r OService) (LQ)

Piservice in

Combining (D2), (H2), and (L2):

TimedTransitionS EqUENCeprelevant [OService = fs (M odePeriodsgervicel s

1Service

ModeSwitchFreqsservicel, 1T askFreqsservicet
O.tr r OService) (M2)

Piservice m

Combining (A1), (C1), and (M1):

tr r CompNode
PComchde out

= fo(ModePeriodscompnodel s

ModeSwitchFreqscompnode1, Controller FunctionF'reqscompnodet
O | 0577 (VD)
Combining (A2), (C2), and (M2):
op O3ervice — fo(Mode Periodsservicet ,
ModeSwitchFreqsservicel, T askFreqsservicel,
OBrservice | Ot ) (N2)
Based on the properties that must hold by design between the
ComputingNode block CompNodel and the corresponding CPS service Servicel:
ModePeriodsgervice1 = ModePeriodscompnodel
ModeSwitchFreqsservicer = ModeSwitchFreqscompnodel
TaskFreqsservice1 = Controller FunctionF'reqscompNodel

Substituting these value in (N2)

tr Service __ ;
O'Plsemice [ Oout - fQ(MOdeperZOdSCompNodela

ModeSwitchFreqscompnode1, Controller FunctionF'reqscompnodet ,

O_tr [ O;%ervice) (Ng)

Pigervice

By comparison of (N1) and (N3), it follows that if

tr r CompNode _ O.tr r Service

PCompNode m Piservice m
then

tr r CompNode _ O_tr r Service

PCompNode out Piservice out
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10.8 Non-interference between Co-deployed CPS Services

Another formal guarantee, required by the proposed CPS reference model, is the
non-interference between the co-deployed CPS services from the perspective of their
timing performance. Since a CPS computing node with one or more successfully
deployed Giotto-based CPS services is an example of a reactive computer system,
it can be represented as a Manna-Pnueli Transition System (which was designed as
a generic model for reactive computer systems). As a result, the formal guarantee
of non-interference between co-deployed CPS services (from the perspective of their
timing performance) can be stated in terms of Manna-Pnueli Transition System for

reactive computer systems by the following theorem:

Theorem 10.2. Given
Piservice = Manna-Pnueli Transition System representation of a CPS
computing node with one successfully deployed Giotto-based
CPS service, Servicel,
Prservices = Manna-Pnueli Transition System representation of a CPS
computing node with k successfully deployed Giotto-based
CPS services that include Servicel and k — 1 additional services,
Oin = {Set of observable variables)
= Time U {Set of Sensor Ports for Servicel}
U {Set of Input Message Ports for Servicel },
and
Oour = {Set of observable variables}
= Time U {Set of Actuator Ports for Servicel}
U {Set of Output Message Ports for Servicel }.
For arbitrary computations op,,,.... and op. ..., if

then
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tr  tr
UPlService U/nder OOUt - O-PkSeTvices under Oout

Proof. From the Manna-Pnueli Transition System Representation Pygervices, Outlined

in Appendix C, it can be seen that transitions of Pigervices can be divided into the

: faing . Servicel Service2 Service K
following disjoint subsets: Tp e [ Tpervee [ Tpervree® . Therefore,
_ mServicel Service2 .. Service K
TPkSET’UiCES - TPkSe'rvices U TPkServices U U TPkSe'rvices
where
Servicel __ ModeSwitches Timelncrement
T | uT,
PkServices - Servicel kServices Servicel kServices
= Set of transitions of Pjgervices that deal with CPS service Servicel
TService2 _ ModeSwitches| U Timelncrement|
PkServices - Service2 kServices Service2 PkServices
= Set of transitions of Pigervices that deal with CPS service Service2
TServiceK _ ModeSwitches| U TT'imeIncrement|
PkSeTvices - Service K kServices Service K PkServices

= Set of transitions of Pigervices that deal with CPS service Service K
Moreover, based on the comparison of Pigervice and Prservices (presented in Ap-

pendix B and Appendix C respectively), fuapservice1 18 @ bijective function, when

. . mServicel Servicel .
fMapSermcel . TPlService — TPkSerm‘ces is defined as:

mode; . ___mode;
TServicel |PkSer'uices lf n= Servicel |P1.S'er'uice
fMapServicel (n) =
mode;mode; if ___mode;mode;
Servicel |PkSerm'ces UM = Tgerpicel |PIServ'Lce
where
mode; mode;

= Transition 7 as defined in P gervice

TServicel ’PLS'ervice Servicel?

mode;

_ sie mode;
TSeT’UiCGl’PkServices - TranSItlon T

Seroreets S defined in Pygervices

Before pursuing the proof of Theorem 10.2, proofs for some required lemmas are
presented below:

From the enabling conditions of all the time-advancing transitions of Pigervices

( mode; mode; mode;

Servicel ‘PkServices7 TSBTU’iCCZ’PkServices7 R SeT‘viceK‘Pk:Services>’ lt cal be nOtlced tha't m a

mode;

computation of Pygeryices, & time-advancing transition 74 5| P g, 18 O0ly taken

at time ¢t if
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e (6) = min{ B (), 850 (1), 15 (1)}

mode;

Furthermore, once the transition 75 5| Pis. v, 1S taken at time ¢, its modifica-

next

et g (t) and state vari-

tion statements move the state variable time from ¢t to t' =

next next ! next : :
able teert. o to tert. o ( > teert B(t)). Therefore, in any computation of Pigervicess

the following property always holds:

Servicel Service2 s “Service K

t < mm{t"m (1), t2et. o(t),. .., et (t)}
From this property, it follows that.

In any computation of Pyservices, t < 2. (). (Lemma I)

Servicel

From the transitions of Pjgerice (outlined in Appendix B), it can be seen that

mode;m

; . . - ode
gwitch is only modified by transitions Tg.,e1 | Piservice €

State Varlable tServieel |P1567"Ui65
switch

TModeSwitches |
Servicel | P1service

Gopal T is assigned the value of time at

Furthermore, ¢

which these transitions are taken. Therefore, based on the enabling conditions of

mode;mode; ’
Servicel Piservice?

For y > 0

for an arbitrary computation of Pjgervice:

Eteh | Prsoruiee (B) = fo(ModeSwitchCheckTimesservicer
ModeSwitchConditionsgeryice1 (t — y)) (A1)
where
ModeSwitchCheckTimesgervice1 = {Set of time instants (relative to last
mode switch time) at which mode switch conditions are checked
according to the service description of CPS service Servicel}.
ModeSwitchConditionsgevice1 (t) = {Set that contains the status at time ¢
of all the mode switch assertions associated with CPS service Servicel}.
From the definition of ModeSwitchCheckTimeservicer (t, t521h | mode;, mode;),
presented in Appendix B:
ModeSwithCheckTimesgervice1 = fo(ModePeriodsservicer
ModeSwitchFreqsservice ) (B1)

Repeating the argument presented in the proof of Theorem 10.1,
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ModeSwithConditionsservice1 (t) = fe(oh [ Oin) (C1)

PlSer'Uice
Combining (A1), (B1), and (C1):
tfgqgﬁfﬁ}éel |Prgernice (B) = fa (ModePeriodsSETvicel, ModeSwitchFreqsservice
UtPTlSer'uice r OZTL) (Dl)

From the transitions of Pygervices (Outlined in Appendix C), it can be seen that

: switch . . . .- mode;mode;
state variable t32%" 1 | prsorvice. 15 again only modified by transitions Tg,, icer | Peservices

M odeSwitches : : s . .
€ Tg oot | Peservices-  Oince enabling conditions and modification statements of
switch 3 M odeSwitches ModeSwitches : : :
tServicer 1 Tgerpicet | Prservices a0 TG00 |Pguruiee are identical, behavior of

switch switch Co :
SeTU’iCGl'PkServices and tServicelyplsem;ice 18 ldentlcal ( Furthermore? based

state variables ¢
on Lemma I, a computation of Pigervices cannot keep advancing time without tak-
ing the transitions associated with Servicel.) Therefore, from (D1), in an arbitrary

computation of Pyservices:
t h . .
LG Peservices (B) = fa (M ode Periodsservice1, ModeSwitch F'reqsservicel

O'tr r Ozn) (E].)

PkSer'uices

From (D1) and (E1), it follows that
For arbitrary computations op,g,,.... and op.g_ .. ., if

tr o tr '
UPlSETUiCE U/nde{r OZTL - UPkSe'rvices under Oln
thenV t >0
switch _ switch
tServicel |PISeT‘Uice (t) = tServicel |PkSerm‘ces (t) (Lemma II)

From the definition of ¢j,,,, used in the modification statements of state variable

tnemt

: 143 Servicel : : : :
Servicel | Prservice 11 tramsitions T (outlined in Appendix B), it can be seen that

during an arbitrary computation of Pjgervice:

tngf}lcel |Plscrvice (t) = fe (tssrlg’lii)i}clel |PISe'r'Uice (t)7 MOdePerlOdsS@T’iﬂC@l?
Task:Frequemcel) (A2)
From the transitions of Pygervices (Outlined in Appendix C), it can be seen that

transitions T5¢7! and T5¢™v*! are identical in terms of modification statements
kServices 1Service

an d tnext

: next
Of State Varlable t Servicel |Plse7‘vice

e el Prservices as well as the definition of ¢ ;m,
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used in these modification statements. Therefore, from (A2), in an arbitrary compu-
tation of Pigervices:
taerbicer] Prescrvices () = fe (800 tte1| Puseruices (£), ModePeriodssepuicer.
TaskFreqsservicet ) (B2)
From the combination of Lemma II, (A2), and (B2), it follows that

For arbitrary computations op,g,,,... and op.g._ ..., if

tr o tr '
PlSem;ice under Oln - aPkSe'rvices under Ozn
thenV t >0
next _ next
tServiCel |PISErvice (t) - tServicel |P]€Ser‘vices (t) (Lemma III)

Let

T mnsitionSequenceTlgemcel = T0,T1, T2, .

1Service

such that: 1) 7; € Tgervicel

Pigervice
2) In a computation of Pjgeryice, O transition 7; € Tﬁfgjfile is
taken after transition 7; but before transition 7,
TransitionSequencepservicer = Tg, T1, Ta, - . .
kServices
such that: 1) 7; € Tpervicel.
2) In a computation of Pygerpices, NO transition 7; € Tg:;“::fel

taken after transition 7; but before transition 7;,
From the description of Pigervice, presented in Appendix B, it can be seen that

system starts in an initial state where modege,vicer = mode;. Then, system keeps

taking transition 7427 until the time t5°%*1 when system takes the transition
modeymode; . . . ;
Taumi 7. (mode; depends on the status of mode switch assertions at time ¢§2%! )

switch2

Then, system keeps taking transition Tﬁiﬁiﬁel until the time tg2/7"2, when system takes

.. mode;mode
the transition 7. . k

Servieel and so on. Based on this description, it can be argued that

TransitionSequencerservices = fu(ModeSwitchInstantspervicel

P ice’
| Service 1Service

ModeSwitchConditionsSet7ervicel ) (A3)

Pigervice

where
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ModeSwitchl nstantsse’”“cel = {Set of all values that are assigned to state

variable ¢switchl

Sl | p oo, during a computation of Pigeryice }

— {tswitchl | switch2 | }
- Servicel PlSer'uice’ Servicel PlSe'rvice7 DR

M odeSwitchConditionsSet3ervicel =

P1service

{ModeSwitchConditionsservicer (Lot 1Pl gurvioe)s

witch2
ModeSwitchConditionsgervicer (EE 2 | Prgorvice)s - - -

From the description of Pygervices, Presented in Appendix C, it can be seen that

system starts in an initial state where modegervicer = mode;. Then, from the set of

TSermcel

Py services

, system keeps on taking only the transition 77°%! = until the

transitions TServicel

: switchl modeymode; Servicel
time tgotct,, when system takes the transition Tg,..ce; ~ from Tl = (mode;

depends on the status of mode switch assertions of Servicel at time ¢52%"! ) Then,

from the set of transitions T5¢"v! | system again keeps taking only the transition

Prservices’

gﬁiféel until the time ¢§*%<"2 when system takes the transition Tﬁiiiéﬁwek from
Tslfgvjfd and so on. Based on this description, it can be argued that
TransitionS EquUEncergerviced = = fn(ModeSwitchl nstantsszg:iiiﬁs,
ervices
ModeSwitchConditionsSet7 ! ) (B3)
where
ModeSwitchInstantsPr! = {Set of all values that are assigned to state

variable tswitchl

SeT’U’LC€1|PkServices durlng a Computatlon Of PkServices}

— {tswitchl ’ switch?2 ’ }
- Servicel | PxServices? VServicel | PrServices? * * *

ModeSwitchConditionsSetzervicet

Py services

; s switchl
{ModeSwitchConditionsservice1 (LEorcte) | Peservices )

; 47 switch?2
ModeSwitchConditionsservicet (PEomcioy | Peservices)s - - -

if o, .. . under Oy, = o under Ojy,, then from Lemma II,
ModeSwitchInstantsi™ ! = ModeSwitchInstantsgrricel (C3)

Moreover, given that O'Pl - under Oy, =

- UPkSe'rvices under OZ"“ from the Combl—

nation of (C1) and Lemma II:
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ModeSwitchConditionsS etIS:f”"“"361 —

kServices

ModeSwitchConditionsSetpm ! (D3)
Therefore, by combination of (A3), (B3), (C3), and (D3), it follows that:
For arbitrary computations op,g,,.... and op.g_ .. ., if
then
TransitionSequencepservicer =

kServices

T mnsitionSequenceTgfgmel | fMapServicel (Lemma IV)
1Service

where

TransitionS eqUENCEpservice: | frapServicer = A T'ransitionSequence obtained by

1Service
replacing each transition 7 in TransitionS equencerservicel with farapservicer (T)
1Service
Equipped with Lemmas I-IV, presented above, the proof of Theorem 10.2 can now
be pursued as follows:

As outlined in Section 10.3, the temporally reduced behavior of a transition system

P under observable variables O (o% | O) can also be represented as follows:
o TO=f (Agpeievantjo, TimedI ransitionSequencepyeicvant o ) (A)

where
Tretevant ) = {1, | (1; € Tp) A (modification statements of transition 7;
change the value of non-time state variables in O)}
Arpetcvantio = {Ar, | T € Tretevant | O}
A, = {As,, | s is a non-time state variable in O}
As; = s, — s;, = Change in the value of state variable s, caused
by transition 7;
TimedTransitionSequenceryeicwnt o = (to, 7o), (t1, 71), (t2, 72), - - -
such that:

1) for each element (t;,7;),7; € T | O and
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system reaches time t; after transition 7; is taken.
2) tiy1 >t
Specializing (A) for transition system Pjgervice and observable variables O,

tr —
O-Pl.S’ervice r OOUt - fl(ATlgelevant [Oout?

1Service

TimedTransitionSequencerpreicvant 1o,,,) (B)

1Service

Specializing (A) for transition system Pggervices and observable variables Oy

tr —
UPkSe'r"uices r Oout o fl(AT;elevant roout’

kServices

TimedTransitionSequencerpreicvant 1o,.,) (C)

kServices

From the Manna-Pnueli Transition System Representation Pjgervice, Outlined in

Appendix B, it can be seen that

relevant __ mModeSwitches Timelncrement
TPlService r OOUt - Servicel | IServ'LceU Servicel 1Service (D)
where
ModeSwitches _ T4l ModeSwitches :
Tg oy | Prserviee = S€t of transitions 7§20 , as defined in P gerpice
Timelncrement _ R Timelncrement :
Tgome Prsersiee = Ot of transitions T'g 0 , as defined in P gervice

From the Manna-Pnueli Transition System Representation Pigervices, oOutlined in
Appendix C, it can be seen that only the transitions associated with CPS service

Servicel modify the observable state variables in O,,;. Therefore,

relevant __ mModeSwitches Timelncrement
T kServices r OOUt - Servicel ’PkServiceSU Servicel ‘PkSe'r'uices (E)
where
ModeSwitches _ R M odeSwitches :
Tgiooeot sormice. = €t of transitions Tg 20> " as defined in Pygervices
TTimeIncrement — Set of t iti TTimeIncrement defined in P, .
Servicel Piservices — D€L OL LransSItlons £ gqppcel , as delned 1N IMgServices

Since definitions of transitions TjlodeSwitches gy TLimelncrement iy hoth Pl gepice

(Appendix B) and Pigervices (Appendix C) have exaclty the same modification state-
ments for observable variables O,,, the following can be inferred from (D) and (E):

ATT‘elevant {Oout — ATTelevant TO (F)

. . t
1Service PrServices ou

Combining Lemma III, Lemma IV, and definition of

TimedTransitionSequence, it follows that:
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For arbitrary computations op,,,,... and op._ .. . if
tr o tr .
O-PlsETUiCE under Ozn - O-PkSe'm;ices under Ozn
then

TimedTransitionSequencerpservicer =

kServices

TimedTransitionS equEncergervicer | FMapServicel (G)
ervice

where

TimedTransitionSequencepservicer | farapservicer = A TimedT'ransitionSequence

Pl1service

obtained by replacing each transition 7 in TimedT ransitionS equENcepservicel

1Service

with farapservice (T)
Combining (G) with information about relevant transitions in (D) and (E), it
follows that
For arbitrary computations op,,,,... and op._ .. . if
0 ... under Oy, = op - under Oy,
then

TimedTransitionSequencepreicvant |

19 =
kServices out

TimedTransitionSequencepeicvant 10,,, (H)

1Service

Combining (B), (C), (F), and (H), it follows:
For arbitrary computations op,,,.... and op.g. ..., if

tr . <tr .
UPlSerm‘ce r Ozn o UPkSe'r'U'Lces r Ozn

then

tr _ Ltr
Piservice [ OOUt - UPkSe’rvices r OOUt
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CHAPTER XI

SIMULATION-BASED SMART GRID TESTBEDS:
DEMONSTRATING THE ADVANTAGES OF
SERVICE-ORIENTED CPS REFERENCE MODEL

This dissertation has presented a service-oriented CPS reference model and associated
technologies that can address the unique challenges posed by the emerging CPS ap-
plication areas that are characterized by their larger scale and "always online" nature.
Smart grid |75] provides a prime example of the above mentioned large scale and "al-
ways online" CPS application domain. Due to the safety-critical nature of the smart
grid infrastructure, simulation-based smart grid testbeds play a central role for re-
search efforts in this area. This chapter presents simulation-based smart grid testbeds
that can be used to demonstrate the advantages of applying the proposed service-
oriented CPS approach (as compared to the traditional task-based computing model
or enterprise-domain service-oriented computing model) to smart grid applications in
a virtual environment before future steps are taken towards the implementation of

this service-oriented CPS approach on live smart grid infrastructure.

11.1  Smart Grid Testbed: Traditional Service-Oriented Com-
puting

This section presents the design of a simulation-based smart grid testbed that as-

sumes the application of enterprise-domain service-oriented computing technologies

(Web Services) for implementing smart grid applications. As shown in Figure 11.1,

this smart grid testbed combines a state-of-the-art network simulator, ns-3 [57], and
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Smart Grid Web Services based

Infrastructure Application
(XML) (XML)
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Core NS3
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. » Configurations

<———  Co-Simulation

Data Exchange

Figure 11.1: Structure of the simulation-based smart grid testbed with traditional
enterprise-domain, service-oriented computing paradigm.

Test

Helper

Web Service based Apps Ns-3 Applications

Web Service Middleware Model
Task-based RTOS Model

Internet Devices

Co-Simulation Lib

O Existing Modules [ Additions to ns-3 project

Figure 11.2: Additions to the standard structure of ns-3 network simulator as a
component of smart grid testbed with traditional SOC paradigm.
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a state-of-the-art power system simulator, PowerWorld [60]. The proposed simula-
tion environment also extends ns-3 with a cyber-physical co-simulation library [73],
model of an operating system’s task scheduler, model of inter-node message transport
using Web Services middleware, and Web Services based smart grid applications. Fig-
ure 11.2 shows the overall organization of ns-3 software after the additions that have
been made to ns-3 as a part of this simulation-based smart grid tested environment.
As shown later in this chapter, this smart grid testbed environment can be used
to explore the pitfalls of applying the enterprise-domain service-oriented computing
technologies (Web Services) for implementing smart grid applications in a virtual

environment.

11.2 Smart Grid Testbed: Proposed Service-Oriented CPS
Approach

This section presents the design of a simulation-based smart grid testbed that assumes
the application of service-oriented CPS reference model and associated technologies
(proposed in this dissertation) for implementing smart grid applications. As shown in
Figure 11.3, this smart grid testbed [73| combines a state-of-the-art network simulator,
ns-3 [57], and a state-of-the-art power system simulator, PowerWorld [60]. The pro-
posed simulation environment also extends ns-3 with a cyber-physical co-simulation
library [73|, model of the proposed Giotto-based service deployment platform, and
CPS Services based smart grid applications. Figure 11.4 shows the overall organiza-
tion of ns-3 software after the additions that have been made to ns-3 as a part of this
simulation-based smart grid tested environment.

Since the smart grid infrastructure is a safety-critical system, any new ideas about
its operation must first be demonstrated in a virtual environment. Therefore, this
simulation-based smart grid testbed can be extremely useful in demonstrating the
application of the service-oriented CPS reference model and associated technologies,

proposed in this dissertation, to existing as well as future smart grid applications in
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Figure 11.3: Structure of the simulation-based smart grid testbed with proposed
CPS-enabled, service-oriented computing paradigm.
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Figure 11.4: Additions to the standard structure of ns-3 network simulator as a
component of smart grid testbed with the proposed CPS-enabled SOC paradigm.
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a virtual environment before further steps are taken towards the implementation of

this service-oriented CPS approach on live smart grid infrastructure.

11.3 Smart Grid Case Study: Demonstration of the Advan-
tages of Proposed Service-Oriented CPS Approach

This section uses the smart grid case study of Chapter 5 to compare the performance
of three implementation options: 1) task-based embedded control systems approach,
2) traditional enterprise-domain, service-oriented computing approach, and 3) service-

oriented CPS approach (proposed in this dissertation).

11.3.1 Smart Grid Case Study: Task-based Embedded Control Systems
Approach

Smart grid case study of Chapter 5 implements the power agreement application
on the same real-time computing platform after it has successfully supported the
operation of a demand response application for a period of time. According to the
task-based embedded control systems approach, used in the domain of automotive
and avionics, if the same real-time computing platform is to be used for implementing
another feedback controller at any time after the initial system development, the
system must be taken out of operation so that the task-based real-time control code
could be changed and tested. However, taking the smart grid infrastructure out
of operation for installing a new application is not practical. Therefore, task-based
approach used in the automotive and avionics domain cannot be used for smart grid
domain, because this approach cannot support the "always online" nature of smart

grid infrastructure.
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——Wind Generator Profile @ Bus20

7 ---LoadProfile @ Bus23 (Before deployment of power agreement application) -

LoadProfile @ Bus23 (After deployment of power agreement application: non-preemptive, round robin task scheduling)
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Figure 11.5: Demand response application from case study in Chapter 5: perfor-
mance comparison before and after the deployment of the power agreement appli-
cation (resource overloading on ProsumerCompNode computing platforms for prous-
merl and prosumerl10).

—Prosumer1 (Link Delay = 100ms, Controller Update Period = 100ms)

---Prosumer2 (Link Delay = 100ms, Controller Update Period = 100ms)

------- Prosumer3 (Link Delay = 100ms, Controller Update Period = 100ms) -
( )

—--Prosumer5 (Link Delay = 100ms, Controller Update Period = 100ms
| | | | |

0 5 10 15 20 25 30
Time (seconds)

Power Disagreement (MW)

Figure 11.6: Power agreement application from case study in Chapter 5: convergence
behavior under resource overloading on ProsumerCompNode computing platforms for
prousmerl and prosumerl0 (only 4 out of 10 prosumers are depicted for readability).
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11.3.2 Smart Grid Case Study: Traditional Enterprise-Domain Service-
Oriented Computing Approach

Through the service description, service publication to a service repository, and ser-
vice discovery mechanisms of traditional enterprise-domain, service-oriented comput-
ing paradigm, it is possible to deploy power agreement application (of case study in
Chapter 5) on the smart grid infrastructure without taking the system out of op-
eration. However, traditional Web Services based SOC technologies do not support
"resource-aware" service deployment. As a result, the deployment of new services
associated with power agreement application might result in resource overloading of
the underlying computing platform, adversely affecting the timing performance of old
as well as the new services.

Using the case study of Chapter 5 and the smart grid testbed of Section 11.1, Fig-
ure 11.5 compares the performance of demand response application before and after
the deployment of power agreement application, when the deployment of new services
associated with power agreement application overloads some computing nodes. Fur-
thermore, in this scenario, the performance (convergence behavior) of newly deployed
power agreement application is also not satisfactory as shown in Figure 11.6, because

the power agreement application fails to converge in the allotted 30 seconds.

11.3.3 Smart Grid Case Study: Proposed Service-Oriented CPS Ap-
proach

Through the CPS Service Description Languages (presented in Chapter 8) and CPS
service deployment platform (presented in Chapter 9), the service-oriented CPS ap-
proach, proposed in this dissertation, can support "resource-aware" deployment of a
CPS service on a computing node in the field. As a result, power agreement appli-
cation (of case study in Chapter 5) can be deployed on the smart grid infrastructure
without taking the system out of operation and any resource overloading conditions

are detected at the deployment time. Therefore, the proposed CPS approach allows
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- - LoadProfile @ Bus23 (after successul deployment of CPS services associated with power agreement application)
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Figure 11.7: Demand response application from case study in Chapter 5: perfor-
mance after the successful deployment of CPS services associated with power agree-
ment application.

o
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— Prosumer1 (Link Delay = 100ms, Controller Update Period = 100ms)
---Prosumer2 (Link Delay = 100ms, Controller Update Period = 100ms)
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Figure 11.8: Power agreement application from case study in Chapter 5: conver-
gence behavior after successful field deployment through CPS services on a computing
infrastructure that was already supporting a demand response application (only 4 out
of 10 prosumers are depicted for readability).
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system reconfiguration while avoiding any surprise runtime timing constraint failures
that might create unsafe conditions for the smart grid system. Using the smart grid
testbed of Section 11.2, Figure 11.7 and Figure 11.8 show the results from implement-

ing the case study of Chapter 5 through the proposed service-oriented CPS approach.
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CHAPTER XII

CONCLUSION

Availability of cost-effective communication and computation technologies has enabled
the development of a new breed of embedded control systems that are characterized
by their larger scale, longer life-cycles, and "always-online" nature. Some prime ex-
amples of such systems are smart grid, vehicular networks, and automated irrigation
networks. The development of this new breed of systems through traditional embed-
ded control system development techniques (employed in the fields of automotive and
avionics) will result in prohibitively high development and maintenance costs, because
these traditional techniques are unable to support disruption-free incremental system
deployment and reconfiguration that are fundamental requirements for handling the
larger scale and "always-online" nature of this new breed of systems.

Emerging research area of cyber-physical sytems (CPS) aims to address the limita-
tions of traditional embedded control system techniques by developing an integrated
theory as well as an integrated development toolset for controller design and controller
implementation phases of embedded control system development process. Although
CPS research has resulted in a set of isolated theoretical results and development tech-
nologies, it lacks a holistic framework that can enable the development of a consistent
set of theoretical results and development toolset for the emerging CPS application
domains of smart grid and vehicular networks, characterized by their larger scale and
"always-online" nature. In the past, various engineering domains have successfully
employed the concept of a "reference model" to enable clear communication among
stakeholders and to serve as the underlying framework for development of a consistent

set of standards and technologies for that domain.
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12.1 Summary of Contributions

This dissertation has formalized a service-oriented computing (SOC) based approach
to cyber-physical systems (CPS) in the form of a service-oriented CPS reference
model. The proposed reference model extends the traditional SOC paradigm for
handling hard real-time aspects of the domain of cyber-physical systems by intro-
ducing resource-aware service deployment and quality-of-service (QoS)-aware service
operation phases with certain formal performance guarantees. The proposed refer-
ence model also requires the existence of formal guarantees for the following aspects:
(1) functional equivalence between a CPS design specification and the corresponding
service-based CPS field deployment and (2) non-interference between the co-deployed
CPS services from the perspective of their timing performance. The existence of these
formal guarantees will provide a provably-correct process for converting a new CPS
application from a CPS design specification to a service-based CPS deployment in
the field without affecting the performance of already deployed CPS applications. As
a result, unlike the task-based reference model from the domains of automotive and
avionics, the proposed service-oriented CPS reference model will enable disruption-
free incremental system deployment and reconfiguration that are fundamental re-
quirements of the emerging safety-critical but large scale and "always-online" CPS
application domains such as smart grid and vehicular networks.

Although the development of suitable technologies for a domain according to the
requirements of a reference model for that domain is intended to be an on-going
effort by a research community, this dissertation has made significant contributions
to this effort by proposing solutions for the following technological requirements of

service-oriented CPS reference model:
e CPS design specification language.

e simulation environment for CPS design refinement.
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e service description language.

e service-based computing platform for CPS computing nodes with support for

resource-aware service deployment and QoS-aware service interaction.

By extending and applying the Manna-Pnueli Approach of formal methods for
reactive computer systems, this dissertation has also shown how the aforementioned
technological solutions combine to provide the formal performance guarantees, man-
dated by the proposed reference model. Finally, this dissertation has also presented
simulation-based smart grid testbeds that can be used to demonstrate the advan-
tages of the proposed service-oriented CPS approach in a virtual environment before

its implementation on safety-critical, live smart grid infrastructure.

12.2 Future Directions

This dissertation has presented a set of solutions for the technological requirements
of the proposed service-oriented CPS reference model that are based on Giotto pro-
gramming language. Giotto is a research-grade programming language that has been
demonstrated on the embedded computing platform for robotics and avionics [26].
For transitioning the proposed technologies to live smart grid infrastructure, devel-
opment of Giotto compilers for embedded computing platforms used in the domain
of power systems will be an important step.

It must be emphasized that the concept of a reference model and associated techno-
logical requirements allows a research community to investigate and compare multiple
solution approaches for meeting these technological requirements [58] [71]. Therefore,
in future, there could be multiple candidate solutions for meeting each of the tech-
nological requirements of the service-oriented CPS reference model, proposed in this
dissertation. However, in order to achieve the goals of disruption-free evolution and
reconfiguration of safety critical but large scale and "always-online" CPS application

domains (such as smart grid), any candidate set of solutions must ensure the existence
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of formal guarantees for the following aspects: (1) functional equivalence between a
CPS design specification and the corresponding service-based CPS field deployment
and (2) non-interference between the co-deployed services from the perspective of

their timing performance.
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APPENDIX A

MANNA-PNUELI TRANSITION SYSTEM
REPRESENTATION: CPS COMPUTING NODE IN
CPS-DSL

A ComputingNode block, CompNodel, of CPS-DSL can be represented as the fol-

lowing Manna-Pnueli Transition System, PeompNode < TP, ,pnoder 2 Peompodes

>

TPCDmpNode’ ®PCompNode

o Ilp .. onoae — A finite set of state variables.

_ switch next
HPCompNodel - {t7 tCompNodel’ mOdecompNOdd? tCompNodel’

1 2 p

sensePortCompNodel, sensePortCOmpNodel, R sensePortCompNodel,

. 1 . 2 . r

mMsgPortCompNodel, mMsgPortCOmpNOdel, ey mMsgPortCOmpNOdel,
1 2 q

actPortCOmp Nodel s actPortComp Nodels * - - 3 actPortComp Nodel

out M sgPorttomnnoders UM sGPOTLE o noder
. outMsgPorthompNodel,
periodicControllerIng .. noger» PeriodicController Ing . noge1
s+ periodicControllerIng,,. . node1s
periodicControllerOut,,,. . noger » PeriodicControllerOut,, .. noder
s periodicControlleTOutl’Comp Nodels
controller Function M emorylcomp Nodels
controller Function M emoryéomp Nodels

y Cc
-, controller Function M emoryé . ode1 }
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where
t = time,
Lo oder = latest mode switch time of ControlApp block, associated
with ComputingNode block CompNodel,
modecompNoder — current mode of ControlApp block, associated with
ComputingNode block CompN odel,
L oNode1 — Dext relevant time instant (actuator update, output
message update) during the current mode of operation of
ControlApp block, associated with ComputingNode block
CompNodel,
sensePort(,, noqer = A SensorPort block, contained in the
ComputingNode block CompNodel,
inMsgPort . noger = An InputMsgPort block, contained in the
ComputingNode block CompNodel,
act Porty,noqer = An ActuatorPort block, contained in the
ComputingNode block CompNodel,,
out MsgPort e, noger = An OutputMsgPort block, contained in the
ComputingNode block CompN odel,
peridoicControllerIng,, o = A PeriodicControllerInput block that
is contained in a mode of the ControlApp block,
associated with ComputingNode block CompN odel,

peridoicControllerOutf,, ,noger = A PeriodicControllerOutput block

that is contained in a mode of the ControlApp block,
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associated with ComputingNode block CompN odel,

controller Function M emorygmmnoger = A ControllerFunctionMemory
block that is contained in the ControllerFuction block
of a mode of the ControlApp block, associated

with ComputingNode block CompNodel,

® 3P iompnoae — A set of states.

Each state s in X is an interpretation of I1. An interpretation of a set of typed
variables is a mapping that assigns to each variable a value in its domain. The
domain of state variables ¢, tg?g%@vodel, and 1750 Noder 18 R>o. The domain of
state variable modecompnoder 18 Modescompnoder = {Set of modes of Contro-
[App block, contained in the ComputingNode block CompNodel}. Given the
following definitions of II, and D, all the state variables in II, have the domain

D:

II, = {sensePorticompNodel, actPorticompNodel, outMsgPorticompNodel,
periodicControllerIng,,.noger> periodicControllerOutl . noger
controller Function M emory’éomp Nodel

D= {z]| (z € R)

A (z can be represented by type double of computer system)}
The state variable inM sgPortiCmp Node1 Das the following domain:

P={(z,y)| (xeR)A(y€D)}

® Tp onoae — A finite set of transitions.

=77 U TModeSwitches U TTimeIncrement

PcompNodel CompNodel CompNodel

where
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77 = Idling Transition

ModeSwitches __ mode;mode; ; . .
TCompnoder " = {TCompNodei | 3 @ mode switch from mode; to mode;

in the ModeSwitchLogic block of ControlApp block,

associated with ComputingNode block CompNodel}

TTimelncrement _ {Tmodel TmOdBQ TmodeM }
CompNodel - CompNodel’ ' CompNodel’ * * 1 "CompNodel

As outlined in the summary of Manna-Pnueli Transition System approach, pre-
sented in Chapter 10, each transition 7 can be characterized by an enabling
condition and a set of modification statements. Based on the above mentioned
set of transitions Tp.,,. yose Of PCompNode, all the diligent transitions of Poompnode

can be completely described through the enabling conditions and modification

mode;mode;

. . " . mode;
statements of the following generic transitions: 7c,,. Nodei 304 Tepmonoder -

mode;mode; . .
@) TeompNodel - Enabling Condition

CTmodeimodeJ- == (modecomp]\/'odel == mOd@l)
CompNodel
A ModeSwitchConditioncompnode (t, mode;, mode;)
A ModeSwitchCheckTimecompnode (t, tsc%%ilzvodep mode;, mode;)
where
ModeSwitchConditioncompnoder (t, mode;, mode;) = An assertion that
returns true if the mode switch condition associated with mode switch
from mode; to mode; in the ModeSwitchLogic block, contained in

the ComputingNode block CompNodel, is true at time t.

ModeSwitchCheckTimecompnoder (£, tgwiteh mode;, mode;) = An assertion

Servicel
that returns true if ¢ — ¢switch =af P iodmode }
CompNodel — SwitchFreqmodeimodej !
for some a € {1,2,..., SwitchFregmode;mode, } -
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mode;mode;

b) TCompNodei - Modification Statements

4.

d.

d " = mode;
MOAECompNodel = TNOAE;

tswitch I t
CompNodel —

next r_ )
tCompNodel =1+ tjump

where

/

tjump = Min {tj | (t; > 0) A (t+t5 = tEoihy i

Periodmodej

+ CL{ ControllerFunctionFreqcontmllerpucntiond

for some
a € {1,2,...,Controller Function Freqcontrolier Function, }
and for some

. . mode;
controller Functiong € Controller Functionsc .. yogel }

L mode; _
periodicController OutSc ,moNoder =

. . mode;mode; . . mode;
ModeSwitch Function g, nogel (periodicControll erOULS ¢ Node )

where

M odeSwitchFunctiongsgf;ij:{ = A function that produces the

. . . mode; NIRRT
values to which periodicControllerOutsc,,,;yoqe; are initialized

after the mode switch from mode; to mode; of ControlApp,

associated with CompNodel

/

mode; o
actPortscompNodel =

. moae; /
ControllerOutsT oActsgsif; Nodel(pem'odicControllerOutsCOi; Nodel )

where
ControllerOutsT oActsgﬁie;NOdel = A function that captures the

input-output relationship (produced by the combined effect)

of all the connections between Periodic ControllerOutput blocks
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and ActuatorPort blocks in mode; of CompNodel.

mode; "
6. outMsgPortSCOmpNodel -

mode;

ControllerOutsToOut M $gs compnodel
moae; /
(periodz'cC’ontrollerOutsCoi;Nodel )
where
ControllerOutsToOut M Sgsgfgf;Nodel = A function that captures
the input-output relationship (produced by the combined effect)

of all the connections between PeriodicControllerOutput blocks

and ActuatorPort blocks in mode; of CompNodel.

. . /
7. periodicControllerInscontrolier Fucntion, =

mode;
controller Functiony,

mode;

LoadController Inputs (sensePortscomp Nodel

inMsgPorts™?% ' periodicControllerOutsm,
iNM SGPOTES oo Noder » PETIOdicControllerOu SCompNodel)

d8j

. . mo
for every controller Function, € Controller Functions gy, node

where

mode;

controller Function, = A function that captures

LoadController Inputs
the input-output relationship (produced by the combined effect)
of all the connections between PeriodicControllerInput blocks,
associated with ControllerFunction block controller Function,,

in mode;, and SensorPorts, InputMsgPorts, and

PeriodicControllerOutput blocks in mode; of CompNodel.

mode; . . -
¢) ThompNoder” Enabling Condition

C mode; = (modecompNoder == mode;)
CompNodel

A ~(ModeSwitchConditioncompnodel (t, mode;, mode.) N
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ModeSwitchCheckTimecompnode (t, tSC“(’fT’ffgLNodel, mode;, mode.))
YV mode. € {mode. | 3 a mode switch from mode; to mode. of ControlApp

associated with ComputingNode block CompNodel }

d) Tgﬁﬁ?]\,odel : Modification Statements

! __ ynext
L. U= ZfCom;oNodel
9 et I t 4t
: CompNodel ~— Jump
where

Servicel

T jump = Min {tj | (t; > 0)A(H +t; = pswitch 4

Pem'odmodei

CL{ ControllerFucntionFreqwnt,,ollerFunctiond

for some a € {1,2,..., Controller Function Freqcontrotier Function, }
and

. . mode;
for some controller Functiong € Controller F’ UNCELONS gy Noder }

3. (periodicController OutS ontrolier Function. !

. /
controller Function M emorycontrolier Function. ) =

fcontrollerFunctwne (periOdiCCOntrOllerjnscontrollerFunctione )

controller Fuction M emorycontroiier Function. )
¥ controller Function, € {controllerF unction, |

(controller Function, € Controller F’ unctz’onsg”ggf; Nodel)

! __ gswitch PeriOdmodel-
A (t - tC’ompNodel + CL{ Controller FunctionF'reqcontrolier Functione )

for some a € {1,2,...,Controller Function F'reqeontrolier Functione}}
where
feontrollerFunctione — The function implemented by the internal

components (Simulink blocks) of ControllerFunction block

controller Fucntion,.
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. . !/
4. periodicController INScontrolier Function ;

mode; !

d .
moaei (sensePortsCOmpNodel ,

controller Function ¢

LoadController Inputs

. mode; / .. mode; !
inM sgPorts o Noger » PeriodicControllerOutseg, ool )

V controller Functiony € {controllerF unctiony |

(controller Functiony € ControllerF unctionsg;’fﬁf;]vodel)

Periodmodei

! __ gswitch
A (t - tCOmpNOdel + CL{ C’ontrollerFunctiOnFTeqcontmuerpunctionf

for some a € {1,2,...,Controller Function F'reqeontrolier Function f}}

mode; !
5. actPortscomyNodel

Controll erOutsToActsggfrf; Node1 (PETTOdicControll erOutsgggf; No dell)

mode; !
6. outMsgPortscomynodel

ControllerOutsToOut M s gsgg,‘ie]j Nodel

(periodicControll erOutsnggf; Nodell)

® Opi,noae — AN initial condition.

Any initial state s of transition system Prompnode must satisfy the following
initial conditions:
t=0

switch _
tC’ompNodel =0

MOAeCompNode1 = Mode;

Pev“iodmogl61 })

next — 1 . . .=
tCompNodel = min {tj | (t] > O) A (tJ a{ControllerFunctz’onFreqcontmzlerFunctiond

for some a € {1,2,...,Controller Function Freqeontrolier Functiony } and

. . modeq
for some controller Functiong € Controller Functionsg .y, xode }
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APPENDIX B

MANNA-PNUELI TRANSITION SYSTEM
REPRESENTATION: CPS COMPUTING NODE WITH 1
CPS SERVICE

A CPS computing node with one successfully deployed Giotto-based CPS service,

Servicel, can be represented as the following Manna-Pnueli Transition System,
Plse""”ice < HPISST'Uice’ EPISe'r'vice’ TPlSeT‘vice’ @PISe'l'vice >
o ITp . .... — A finite set of state variables.

— switch . next
HPlSerm‘cc — {t’ tServicel’ mOdesermcel’ tServicel’

1 2 p

s5ensePortg, yicers SENSEPOTTS picers - - > SENSEPOrt g, 001

. 1 . 2 . r

M sgPorts,, picers INMSGPOTES  picers - - - MM SGPOTS,, icer
1 2 q

actPortg,,vicers ACtPOTt picers - - - actPorte,, . ...q,

l
Servicel

out MsgPorts,, ..., out MsgPort%, . .. ... out MsgPort

taskInPortk,, . ....,taskInPort% ..., ... taskInPort% .. ..,
taskOutPortk, .. . taskOutPort%_ ... ., ... taskOutPort%,_ . ..
task PvtPorty,, ..., taskPvtPort?, ..., .., taskPvtPort, . ...}
where

t = time,

tgviteh - — latest mode switch time of CPS service, Servicel,

modeservicer — current mode of CPS service, Servicel,

teert . = next relevant time instant (task update, actuator update,
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output message update) during the operation of CPS
service Servicel in its current mode,

)

Servicer = Sensor port of CPS service Servicel,

sensePort
inMsgPortl,,....; — input message port of CPS service Servicel,
actPorts,,. ... = actuator port of CPS service Servicel,

out M sgPort,,, ..., = output message port of CPS service Servicel,
taksInPort,,, ..., = input port of a task in CPS service Servicel,

taskOutPortt,. ..., = output port of a task in CPS service Servicel,

taskPuvtPortl,,, ..., = private port of a task in CPS service Servicel,

® 3p cviee — A set of states.

Each state s in ¥ is an interpretation of II. An interpretation of a set of typed
variables is a mapping that assigns to each variable a value in its domain. The

: : switch next ; :
domain of state variables ¢, ¢t | and 3., is R>o. The domain of state

variable modegervice1 1S Mgervicer = {Set of modes of CPS service Servicel}.
Given the following definitions of II, and D, all the state variables in II, have
the domain D:
I, = {sensePort, ,....,actPort, . . outMsgPorts, . ..
taskInPort,,, ..., taskOut Porty,, . .. taskPvtPort,. . .}
D= {z]| (z € R)
A (z can be represented by type double of computer system)}

The state variable inMsgPortl,, ;..; has the following domain:

P=A{(z,y) | (x €eR) A (y € D)}

o Tp . ... — A finite set of transitions.
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_ M odeSwitches Timelncrement
=TI U TServicel U TServicel

TPISe'r'uice
where 7; = Idling Transition

ModeSwitches :{ mode;m

ode; .
sdrady Toervieel | 3 @ mode switch from mode; to mode;

in CPS service Servicel}

TTimeIncrement _ {Tm0d61 7_modez mode g
Servicel Servicel’ ' Servicel? * * ! Servicel

As outlined in the summary of Manna-Pnueli Transition System approach (Chap-
ter 10), each transition 7 can be characterized by an enabling condition and a
set of modification statements. Based on the above mentioned set of transitions
TP gorvice Of Pigervice, all the diligent transitions of Pjgeryice can be completely

described through the enabling conditions and modification statements of the

. . .. . _mode;mode; mode;
following generic transitions: 7g.,.,.cc; ~ and Tgorpine:-
mode;mode; . o,
a) Toerpiver - Enabling Condition
O mode;mode; — (modes’ervicel == modei)
TServicel
A ModeSwitchConditiongeryicel (t, mode;, mode;)
: : switch
A ModeSwitchCheckTimegervicer (T, 500501, mode;, mode;)
where

ModeSwitchConditiongeryice1 (t, mode;, mode;) = An assertion that returns
true if the guard condition associated with the driver of mode switch
from mode; to mode; of CPS service Servicel is true at time ¢.

. . t h . .
ModeSwitchCheckTimegeryice: (t, 15045 ., , mode;, mode;) = An assertion

3 _ switch _ PeriOdmodei
that returns true if ¢ — t50700 = a{ 5o T — |2

for some a € {1,2,..., SwitchFregmode;mode, } -

de;mode; o
b) Tommiin *“: Modification Statements
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/
mOdQServicel = mOdej

switch | __
tServicel =1

next r_ )
tServicel =1+ tjump

where

Period,ode .

: switc /
tjump = min{t; | (t; > 0) A (t+1; = 13050, + G{Weqmid}
for some a € {1,2,..., TaskFreqysk, }

mode; ) }

and for some task; € Tasksg,,, ..,

mode;
Servicel

taskOutPorts

ModeSwitchFunctions """ (taskOut Ports% )

Servicel Servicel

where

mode;mode;

Servicer = The function used in the

ModeSwitchFunction
definition of the driver associated with the mode switch

from mode; to mode; of CPS service Servicel

actPorts " = TaskOutsToActsm" (taskOut Portsho® /)

Servicel Servicel Servicel

where

TaskOutsToActsy . = A function that captures the

Service

input-output relationship (produced by the combined
effect) of all the drivers, updating the actuator ports

in mode; of CPS service Servicel.

mode;
Servicel —

out MsgPorts

TaskOutsToOutMsgsmOdej (taskOutPortsmOdej /)

Servicel Servicel

where
TaskOQutsToOut M sgsgl;ieiiel = A function that captures the

input-output relationship (produced by the combined

effect) of all the drivers, updating the output message
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ports in mode; of CPS service Servicel.

/ mode ; mode ;
7. taskInPortsisy, = LoadTaskInputs,,g. ’(sensePortsg., .1 »

. de; !
mMsgPortsgn;v?cd , task;OutPortstaSkb’)

for every task, € Tasksy s |
where
LoadTaskl nputszzcs)z:j = A function that captures input-output

relationship (produced by the combined effect) of all the
drivers, updating the task input ports of task; in mode;

of CPS service Servicel.

mode; . -
c) Toomiior s Enabling Condition
C mode; = (modegervicer == mode;)

Servicel

A (M odeSwitchConditiongeyice1 (t, mode;, mode.) N
ModeSwitchCheckTimeservice: (t, tE2E | mode;, mode,))

YV mode. € {mode. | 3 a mode switch from mode; to mode. of CPS

service Servicel }

d) T g;‘;‘ifcel : Modification Statements

!/ __ 4next
L. U= tServicel
next I
2. tServicel =t + tjump

where

Ly = min {1, | (1> 0) A (14 1; = 15300 4+ af jrortluesey)

Servicel TaskFregiask,

for some a € {1,2,..., TaskFreqysk, }

mode;
and for some taskq € T'asksg, .1 }
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3. (taskOutPortsy,', taskPvt Portsy,') =
flaske (taskInPortsgsy, , task Pvt Portsiasy, )

Y task, € {taske | (task. € Tasksgo™ )

Servicel

A (t/ — tswitch . + a{ PeTiOdmodei })

Service TaskFreqiask,

for some a € {1,2,... ,Task:Freqtaske}}
where
ftaske — The function used in the definition for task. of CPS

service Servicel

4. taskInPortsis, = LoadTaskIl nputsf;zz:i"(sensePorts?e‘;ﬁzel ,

mode; !

Servicel »

taskOut Ports7o% /)

Servicel

imMsgPorts

V tasky € {task; | (task; € Tasksgo™ )

Servicel

! __ gswitch M
A\ (t — tSe'r"Uicel + CL{ TaskFTBQtaskf}

for some a € {1,2,...,TaskFreqas, })}

5. actPortst® ' = TaskOutsToActs?°  (taskOutPorts7o% '

Servicel Servicel Servicel

6. outMsgPortsTo% g

Servicel

TaskOutsToOut Msgsi®™:  (taskOutPorts7o% ")

Servicel Servicel

® Op, ... — An initial condition.
ervice

Any initial state s of transition system Pjgepvice must satisty the following initial

conditions:

t = O, tswitch =0

Servicel —

Modeservice1 = mode;

tnert . =min{t; | (t; > 0) A (t; = af pooroomedes_

Servicel TaskFreqiask,

for some a € {1,2,...,TaskFreqsk,}

modeq
and for some tasky € TasksGomier) }
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APPENDIX C

MANNA-PNUELI TRANSITION SYSTEM

REPRESENTATION: CPS COMPUTING NODE WITH K

CPS SERVICES

A CPS computing node with k successfully deployed Giotto-based CPS services

(Servicel, Service2, . .., ServiceK) can be represented as the following Manna-Pnueli
Transition System, Prservices < ILPygoricess DPreservicest L Prserviecss O Peservices
o Ilp, . ..... — A finite set of state variables.
HPkServices = {t> tgqu)ciféel’ modeservicel tgz%icel

sensePortl,.....1, sensePort%, ..., ..., sensePortl .
inMsgPortk, .. .. inMsgPort%_ . ..., ...,inMsgPort%, . .,
(ICtPOTt}S”ervicel? aCtPOTt?S”ervicel? o aCtPOTt%ervicel’
outMsgPorts, . ....,out MsgPort%_.....,...,outMsgPorty . ..
taskInPortk,, . ....,taskInPort% ..., ... taskInPort% .. ..,
taskoutPortk, .. . taskOutPort_ ..., ... taskOutPort%,_ . .
taskPvtPorty,,. ... taskPvtPort . ..., ... taskPvtPorts, . . .,
tglgiici}clem Modeservice2; tg?ﬁiiael
SENSePOrty,  ion SENSEPOTtS, i o, ..., sensePortl, .
inMsgPortk, ... .. inMsgPort_ ..o ...,inMsgPort%, . ..
ACtPOrtl,piven, ACtPOTtS, oo ... actPorth . .
out MsgPorts, . ..., out MsgPort% .. o, ..., outMsgPorty . ..
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taskInPorts,, ..o, taskInPort? ..., taskInPort$

Service2? Service2?

taskout Ports,, i.es, taskOut Port?, . . o, ... taskOutPortl, . ..
task PutPorty,, icea, tasSk PutPort?, . ..o, . . ., task Pvt PortS, . ..o}
t3rtercs MOdeservicercs torvicerc
SensePortl,, vicercs SENSEPOTt: iy . . sensePortly .
inMsgPOTt}S’erviceK’ inMSgPOTt%erviceK’ c inMSgPOTt%erviceK?
aCtPOTt,ls‘e'rviceK7 a’CtPOTt%erviceK7 ] aCtPOTtg’er’uiceK7
out M sgPorts,  ....c;out MsgPort% . ...xs---,outMsgPorty,_ . -
taskInPorty,, ..., taskInPorty . ...xcs - - -, taskInPort%, . .. ..
taskoutPortk,, .. .- taskOut Port%,_ ..., ... taskOutPort% . .. ..
taskPut Porty,,  ...x, task Pt Port%, .. ey . . ., task Put Port$,,  ...-+
where
t = time,
tgwiteh = latest mode switch time of CPS service, Servicel,

modegerice1 = current mode of CPS service, Servicel,

teert .. = next relevant time instant (task update, actuator update,
output message update) during the operation of CPS
service Servicel in its current mode,

e o1 = Drevious relevant time instant (task update, actuator update,

output message update) during the operation of CPS

service Servicel in its current mode,
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sensePortly,,....; = sensor port of CPS service Servicel,
inMsgPortl,. ..., = input message port of CPS service Servicel,
actPortl,, ...; = actuator port of CPS service Servicel,

outMsgPortt

Servicer — output message port of CPS service Servicel,

taksInPort,, ..., = input port of a task in CPS service Servicel,
taskOutPorts,_ .., = output port of a task in CPS service Servicel,
taskPvtPortl,,,.... = private port of a task in CPS service Servicel,
tgviteh  — latest mode switch time of CPS service, Service2,
modegerices = current mode of CPS service, Service2,

teert .o = next relevant time instant (task update, actuator update,

output message update) during the operation of CPS

service Service2 in its current mode,

prev

ormices = Drevious relevant time instant (task update, actuator update,

output message update) during the operation of CPS
service Service2 in its current mode,
sensePortly,,....o = sensor port of CPS service Service2,

inMsgPort! = input message port of CPS service Service2,

Service2
actPortly,, ..o = actuator port of CPS service Service2,
outMsgPorts, . ., = output message port of CPS service Service2,
taksInPort,, ..., = input port of a task in CPS service Service2,
taskOut Ports, ..., = output port of a task in CPS service Service2,

taskPuvtPort,, ..., = private port of a task in CPS service Service2,

tgviteh  — latest mode switch time of CPS service, ServiceK,

135



modeservicesk = current mode of CPS service, ServiceK,

teert . = next relevant time instant (task update, actuator update,

output message update) during the operation of CPS
service Service K in its current mode,
e eelc = Drevious relevant time instant (task update, actuator update,
output message update) during the operation of CPS
service Service K in its current mode,
sensePortl,,....; = sensor port of CPS service ServiceK,
inMsgPortl,......c. = input message port of CPS service ServiceK,
actPort,, ...,c = actuator port of CPS service ServiceK,
out M sgPort,, ... = output message port of CPS service ServicekK,
taksInPort,,,...,c = input port of a task in CPS service ServiceK,

taskOutPortl,, ....c = output port of a task in CPS service ServiceK,

taskPvtPorty,,,....c = private port of a task in CPS service ServiceK.

® b cvieee — A set of states.

Each state s in X is an interpretation of II. An interpretation of a set of typed

variables is a mapping that assigns to each variable a value in its domain. The

switch tnext tP”@’U tswitch tneact tPTev

domain Of state variables t? tSerm‘cel? Servicel?r Y“Servicel?» “Service2r “Service2’ “Service2’

oy tguiten o ent ey and Y. o is Rsg. The domains of state variables
mOdeServicela mOdeServiceQ, RN and mOdeServiceK are MServicel - {Set of modes
of CPS service Servicel}, Mgervice2 = {Set of modes of CPS service Service2},

oy and Mgerpicex = {Set of modes of CPS service ServiceK} respectively.

Given the following definitions of II, and D, all the state variables in II, have

the domain D:
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_ i i i
II, = {sensePortSemiCd, act Port,, ice1, OUtM sgPort's,, ice1
taskInPorty,, ice1, taskOUt Port,, ice1, task Pt Port,, et s

sensePort',, ices, ACEPOTTs,, icen, OULM sgPOTtG,, 1 i 0o

taskInPorty,, ..o, taskOut Porty,, . . taskPvtPorts, . . o

sensePort, yicers ACtPOrts e, OULM SGPOTtG ik

taskInPort, . . ., taskOutPorty,,. . . taskPvtPorty, . .}

Servic Servic Servic
D= {z|(zeR)
A (x can be represented by type double of computer system)}
The state variables inMsgPorty,, ..., inMsgPortk, .. .. ..., and
inMsgPort,,....;c have the following domain:

P={(z,y) [ (x €eR) A (y € D)}

e Tp .. ..... — A finite set of transitions.
ervices

TModeSwitches U TTimeIncrement U TModeSwitches

TPkSerm‘ces =TI U Servicel Servicel Service2

Timelncrement M odeSwitches Timelncrement
UTService2 u---u TServiceK U TServiceK

where

771 = Idling Transition

M odeSwitches __ mode;mode;

el = {Tgorwive1 | 3 @ mode switch from mode; to mode;

in CPS service Servicel}

TTimelncrement _ {TmOdel Tm0d82 mode g
Servicel Servicel’ ' Servicel? * * ! Servicel

TModeSwitches :{ mode;mode;

Goroiy Toervieez | 3 @ mode switch from mode; to mode;

in CPS service Service2}
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Timelncrement _{ modey modez mode g

Service2 = TService2’ TService2s * * + 5 T Service2
ModeSwitches __ mode;mode; ; . .
T oo = {Tgoriverc _ | 3 @ mode switch from mode; to mode;

in CPS service ServiceK'}

TTimeIncrement — modey modea mode g
Service K ServiceK > ' ServiceK» * * 1 ' ServiceK

As outlined earlier in the summary of Manna-Pnueli Transition System ap-
proach, each transition 7 can be characterized by an enabling condition and a
set of modification statements. Based on the above mentioned set of transitions
T of Prgervices, all the diligent transitions of Ppgervices can be completely de-

scribed through the enabling conditions and modification statements of the fol-

. . I . _mode;mode; mode; mode;mode; mode; mode;mode;
IOWIDg generic transitions: TServicel » " Servicel? TService2 ) ' Service2’ TServiceK
mode;
and TServiceK *

mode;mode; . .
) Toorviver - Enabling Condition

C mode;mode; = (mOdeSerUicel _= m0d€i>
TServicel

A ModeSwitchConditiongeryice1 (t, mode;, mode;)

A ModeSwitchCheckTimeservicer (t, t324 | mode;, mode;)
where
ModeSwitchConditiongeryice1 (t, mode;, mode;) = An assertion that
returns true if the guard condition associated with the driver of

mode switch from mode; to mode; of CPS service Servicel is true.

. . t h . .
ModeSwitchCheckTimegeryicer (t, 152045, , mode;, mode;) = An assertion

switch Periodmode, }
)

that returns true if ¢ — 13007 = a{ o7 T —

for some a € {1,2,..., SwitchFregmode;mode, } -

b) mode;mode;

Toervice1 - Modification Statements
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/
mOdQServicel = mOdej

switch / __
tSerm’cel =1

prev I
tServicel =1

next r_ )
tServicel =1+ t]ump

where

Pemodmod?

: switch !
tjump = min{t; | (t; > 0) A (¢ +1; = t50h + N FaskFregoy )
for some a € {1,2,...,TaskFreqysk, }

mode; ) }

and for some taskq € T'asksg,, e

mode;
Servicel —

taskOutPorts

ModeSwitch Function ™4 med (taskOutPortsmOde.i )

Servicel Servicel

where

, , de;mode; . .
ModeSwitchFunctiong, .y’ = The function used in the

definition of the driver associated with the mode switch

from mode; to mode; of CPS service Servicel

. !
actPortsgmde? = TaskOutsToActsn (task:OutPortsmOde? )

ervicel Servicel Servicel

where

TaskOutsToActs?*™ = A function that captures the

Servicel —

input-output relationship (produced by the combined effect)
of all the drivers, updating the actuator ports in mode;

of CPS service Servicel.

mode;

outMsgPortsg

ervicel

TaskOutsToOut M sgsm>™ (taskOutPortsmOde? /)

Servicel Servicel

where

TaskOutsToOut M sgsm0d6] = A function that captures the

Servicel —
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input-output relationship (produced by the combined
effect) of all the drivers, updating the output message

ports in mode; of CPS service Servicel.

r mode; mode;
8. taskInPortsi,sy, = Loadlaskl nputs, ., (sensePortSg. piber s

o
mode;

Servicel

inMsgPorts taskOut Portsyasr,’)

mode;
Servicel

for every task, € Tasks
where
LoadTaskl nputszz;)z;j = A function that captures the
input-output relationship (produced by the combined
effect) of all the drivers, updating the task input ports

of tasky, in mode; of CPS service Servicel.

mode; . -
c) Tommiio1 o Enabling Condition
C mode; = (Modegervice1 == mode;)

TServicel

A (VA€ {1,2,... K} tuest < et

Servicel — “ServiceA

A — (M odeSwitchConditionservicel (o o1, Mode;, mode..) A

Servicel?

ModeSwitchCheckTimegervice1 (te taviteh  mode;, modec))

Servicel’ ¥ Servicel»

YV mode. € {mode. | 3 a mode switch from mode; to mode,. of

CPS service Servicel }

d) Tt - Modification Statements

ervicel *

1 ) t/ — tnext

Servicel

2. frev Iy

Servicel
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next [ )
3. tServicel =1U+ t]ump

where

. : Period,,ode.
tjump = min{t; | (£ > 0) A (¢ +t; = 150050 + o ppeec}

for some a € {1,2,...,TaskFreqysk, }

mode;
and for some task, € Taskseg,pic1) }

4. (taskOut Portsiasi,’, task Put Portsiag,') =
ftaske (task[nportsmske s tas/{:PUtPOTtStaske)

V task, € {task, | (task. € Tasks5% )

Servicel

A (t/ — 7fswitch + CL{ Periodmode; }

Servicel TaskFreqiask,

for some a € {1,2,...,TaskFreqasr. })}
where
ftaske = The function used in the definition for task, of CPS

service Servicel

/ mode; mode;
5. taskInPortsysk, = LoadTaskInputs,,g ' (sensePortsgomi i

!/

taskOut Ports5o /)

Servicel

inM sgPortsTod

Servicel

V task; € {tasks | (task; € Tasks§o™ )

Servicel

! __ yswitch M
AN (t — tSeTi}’iC@l + a{ TaSkF?"e‘Itaskf}

for some a € {1,2,...,TaskFreqas, })}

6. actPorts?% ' = TaskOutsToActsto% (taskOut Portstom: /)

Servicel Servicel Servicel

7. outMsgPortsTo% g

Servicel

TaskOutsToOut Msgstio®  (taskOutPorts™o% ")

Servicel Servicel

mode;mode;
e) i

Terviees - Lnabling Condition

C modei'modej- — (modeserUiCQQ —_—= mOdel)

TService2
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A ModeSwitchConditiongeryice2(t, mode;, mode;)

A ModeSwitchCheckTimeservicea(t, t51h . mode;, mode;)

Service2’

where

ModeSwitchConditiongeryice2(t, mode;, mode;) = An assertion that returns
true if the guard condition associated with the driver of mode switch
from mode; to mode; of CPS service Service2 is true at time ¢.

. . ‘t h _ .
ModeSwitchCheckTimegeryice2(t, tmires, mode;, modej) = An assertion

switch Periodmode,

that returns true if ¢ — t3007" ) = a{ o7 T — },

for some a € {1,2,..., SwitchFregmode;mode, } -

mode;mode; . .
f) Toorwiven - Modification Statements

1. modegervices” = mode;

switch ! __
2. tS’ervice2 =1

3' tp're'u / — t

Service2

nexrt r_
4. tService2 =t+ tjump

where

Pem'odmodej

. switc / —J
tiump = min{t; | (t; > 0) A (t + t; = t54ith "+ af TaskFTeqmskd}

Service2

for some a € {1,2,..., TaskFreqysk, }

and for some tasky € Tasksyo™3 ) }

Service2

5. taskOutPorts™ % g

Service2

ModeSwitchFunction™ 2™ (taskOutPortsmOdei )

Service2 Service2

where

mode;mode;

Servicez . = The function used in the

ModeSwitchFunction
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definition of the driver associated with the mode switch

from mode; to mode; of CPS service Service2

. . I
6. actPortsTSnOdeJ 9 = TaskOutsToActsy " (task:OutPortsmOde] )

ervice Service2 Service2

where

TaskOutsToActs? " A function that captures the

Service2 ~

input-output relationship (produced by the combined
effect) of all the drivers, updating the actuator ports

in mode; of CPS service Service2.

7. outM sgPOTtsgnOdej

ervice2

TaskOutsToOutMsgsmOdej (taskOutPortsmOdej /)

Service2 Service2

where

TaskOutsToOut M sgsmOdej = A function that captures the

Service2 ~

input-output relationship (produced by the combined
effect) of all the drivers, updating the output message

ports in mode; of CPS service Service2.

o mode; mode;
8. taskInPortsi, = LoadTaskInputs,,,.” (sensePortsgg.,i..o ,

o
mode;

Service2

inMsgPorts taskOut Portsyasr,’)

mode;

for every tasky, € T'asksg,,.,ico

where

mode;
tasky,

LoadTaskInputs = A function that captures input-output
relationship (produced by the combined effect) of all
the drivers, updating the task input ports of task

in mode; of CPS service Service2.

mode;

g) Touct oo Enabling Condition
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C mode; = (modegeryices == mode;)

Service2

A(VAE{1,2,... K} tmeet. < gnent

Service2 ServiceA

Service2’

A = (M odeSwitchConditionservicez (te mode;, mode.) N

: - prev itch
ModeSwitchCheckTimeservice2(tumpicess tommmines, Mode;, modec))

YV mode. € {mode. | 3 a mode switch from mode; to mode. of CPS

service Service2 }

h) Tl - Modification Statements

ervice2”

1 ) t/ — tnewt

Service2

2. e =t

Service2

3.t e =+ tjump

Service2

where

. ; Period,,ode;
tjump = min{t; | (t; > 0) A (' +; =t + { rogimre )

for some a € {1,2,...,TaskFreqysk, }

mode;
and for some tasky € Tasksgomies) }

4. (taskOutPorts,g, ', taskPut Portsg,') = fto*e (taskInPorts s, ,
task Put Portsyask, )

Y task. € {task,. | (task. € TasksTo%ei )

Service2

! __ yswitch M
AN (t - tSer’uiceZ + CL{ TaSkFTequke}

for some a € {1,2,..., TaskFreqqs,})}
where
ftaske — The function used in the definition for task. of

CPS service Service2
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5. taskInPortss, = LoadTaskI nputs"®% (sensePortst o

tasky Service2
. mode; ! mode; !
inMsgPortsgot o taskOutPortsgai o)

V task; € {task; | (task; € Tasks§o™ )

Service2

! __ yswitch M
/\ (t — tSeT‘”L)iC@Q + a{ TaSkFTEQtaskf}

for some a € {1,2,...,TaskFreqas, })}

!/

mode; .
6. actPortsg, .0 =

TaskOutsToActsT%  (taskOut Portstom: /)

Service2 Service2

7. outMsgPortsTo%

Service2

Task:OutsToOutMsgsmOdei (taskOutPortsmOde" /)

Service2 Service2

. mode;mode; . o
i) Toorviverc - Emabling Condition

C modeimodej- - (mOdeSe'rUiceK _= TTLOdez)

TService K

A ModeSwitchConditiongervicek (t, mode;, mode;)

A ModeSwitchCheckTimeservicer (t, L5211 mode;, mode;)

ServiceK

where

ModeSwitchConditionseryicex (t, mode;, mode;) = An assertion that returns
true if the guard condition associated with the driver of mode switch
from mode; to mode; of CPS service ServiceK is true at time t.

. . t h o .
ModeSwitchCheckTimeservicer (t, tEorir. i, mode;, mode;) = An assertion

switch Periodimode,

that returns true if ¢ — t3000 ¢ = ol 5o, T — +

for some a € {1,2,..., SwitchFregmode;mode, } -

. mode;mode;
j)

Tervicerc - Modification Statements

/
1. modeservicex = mode;
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/

tswitch =t

Service K

prev I
ZfS’erviceK =1

next r__
tServiceK =1+ tjump

where

Perwdmode

tgump mln{tj | (t > O) (t + tj = t%@%féal{ + a{TaskFreqtaskd}
for some a € {1,2,..., TaskFreqysk, }

mode;
and for some tasky € Tasksg,,.....rc) }

mode;
ServiceK

taskOutPorts

ModeSwitchFunctions "% (taskOut Ports% )

Service K Service K

where

mode;mode;

Servicerc . = The function used in the

ModeSwitchFunction
definition of the driver associated with the mode switch

from mode; to mode; of CPS service Service X

actPortst " = TaskOutsToActsm" (taskOut Portsho® ,)

Service K Service K Service K

where
TaskQutsT oActs?ﬁiie x = A function that captures the
input-output relationship (produced by the combined
effect) of all the drivers, updating the actuator

ports in mode; of CPS service ServiceK.

outMsgPortsho = —
. /
TaskOutsToOutMsgs?;:jceK(taskOutPorts?eoiejceK )
where
TaskOQutsToOut M sgsgleiieiieK = A function that captures the

input-output relationship (produced by the combined

effect) of all the drivers, updating the output message

146



ports in mode; of CPS service ServicekK.

I mode; mode;
8. taskInPorts,’ = LoadTaskInputs,, .’ (sensePortsg, ... i ,

. de; '
mMsgPorts?;U?wK ,taskOut Portsy,sy,)

mode;
for every tasky € TasksSg,,.,..cx

where

mode;

task, — 4\ function that captures input-output

LoadT askInputs
relationship (produced by the combined effect) of all the
drivers, updating the task input ports of task;, in

mode; of CPS service ServiceK.

k) rgedei o Enabling Condition

erviceK *

C mode; = (modeservicerx == mode;)

ServiceK
A (VA € {17 27 ER) K}7 trg’gﬁ)z’ce[( S tg’szziceA)

prev

A = (M odeSwitchConditionservicek (T i ic» MOde;, mode,) N

. . prev itch
ModeSwitchCheckTimeservicei (tgurpicercs tomrmive s s MOdE;, modec))

YV mode. € {mode. | 3 a mode switch from mode; to mode. of CPS

service ServiceK }

1) 8ok Modification Statements

erviceK *

1. t, _ tneaxt

Service K

2. gbrev I

Service K

nex /
3. et =t' + tjump

Service K

where
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Eump = min{i; | (8 > 0) A (8 + t; = (30808 o 4 af poorotmodes_y

Task:Freqtaskd

for some a € {1,2,...,TaskFreqysk, }

mode;
and for some tasky € Tasksgomier) }

4. (taskOutPorts,g, ', task Pt Portsg,’) = fto*e(taskInPorts s, ,
task Put PortSyast, )

V task, € {task, | (task, € Tasks3?% )

Service K

! __ yswitch M
/\ (t — tSe'f”UiCBK + a{TaSk’FTE(]taske }

for some a € {1,2,...,TaskFreqysk,})}
where
ftaske — The function used in the definition for task. of CPS

service Service K

/ mode; mode;
5. taskInPortsysy, = LoadT'askInputs,g; (sensePortsgoi i

!/

taskOut Portsgoe /)

Service K

inM sgPortsTo%

ServiceK

V task; € {tasks | (task; € Tasksgo™ )

Service K

A (t/ _ tswitch + a{ PeriOdmodei }

Service K m

for some a € {1,2,...,TaskFreqs, })}

6. actPorts?% "= TaskOutsToActs?o% (taskOutPortsgl;fffjceK/)

Service K Service K

7. outMsgPortsTo% =

Service K

TaskOutsToOut M sgsT°% (taskOutPortsm"dei ’)

Service K Service K

® Op, ... — An initial condition.
ervices

Any initial state s of transition system Pjgervices must satisfy the following initial

conditions:

t=20

switch  _
tServicel =0
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switch  __
tSeTviceQ =0

switch —
tServiceK =0

mOdeServicel = m0d61

Modeservicez = Mmodey

mOdeServiceK = mOdel

gnezt. = min{t; | (t; > 0) A (t; = af mor2dmedes )

Servicel TaskFreqiask,

for some a € {1,2,...,TaskFregqsk, }

modeq
and for some tasky € Tasksgomt i) }

tnemt, = min{tj | (t] > 0) N ( = a{ Periodmode, }

Service2 TaskFreqiask,

for some a € {1,2,...,TaskFrequqsk, }

modeq
and for some tasky € Tasksgomit.o) }

. P d
teert o = min{t; | (t; > 0) A (t; {TQEZ;TQZZ;}

for some a € {1,2,...,TaskFreqsk,}

modeq
and for some taskq € TasksGontor)
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