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SUMMARY

As military operating environments and potential global threats rapidly evolve,
military planning processes required to maintain international security and national defense
increase in complexity and involve unavoidable uncertainties. The challenges in the field
are diverse, including dealing with the reemergence of long-term, strategic competition
over destabilizing effects of rogue regimes, and the asymmetric non-state actors’ threats
such as terrorism and international crime. The military forces are expected to handle
increased multi-role, multi-mission demands because of the interconnected character of

these threats.

The objective of this thesis is to discuss enhancing system-of-systems analysis
capabilities by considering diverse operational requirements and operational ways in a
parameterized fashion within the Capabilities Based Assessments process. These
assessments require an open-ended exploratory approach of means and ways, situated in
the early stages of the planning and acquisition process. Once the reflection of increased
demands is introduced into the process, the integration of multi-scenario capabilities into a
process with low-fidelity modeling and simulation is of particular interest. This allows the
consideration of a high quantity of feasible alternatives in a timely manner, spanning across

a diverse set of dimensions and parameters.

A methodology has been devised as an enhanced Capabilities Based Assessment
approach to provide for a formalized process for the consideration and infusion of
operational scenarios, and properly constrain the design space before the computational

analysis. In this context, operational scenarios are a representative set of statements and

XVi



conditions that address a defined problem and include testable metrics to analyze
performance and effectiveness. The scenario formalization uses an adjusted elementary
definition approach to decompose, define, and recompose operational scenarios to create
standardized architectures, allowing their rapid infusion into environments, and to enable
the consideration of diverse operational requirements in a conjoint approach overall.
Pursuant to this process, discrete event simulations as low-fidelity approach are employed
to reflect the elementary structure of the scenarios. In addition, the exploration of the design
and options space is formalized, including the collection of alternative approaches within
different materiel and non-materiel dimensions and subsequent analysis of their

relationship prior to the creation of combinatorial test cases.

In the progress of this thesis, the devised methodology as a whole and the two
developed augmentations to the Capabilities Based Assessment are tested and validated in
a series of experiments. As an overall case study, the decision-making process surrounding
the deployment of vertical airlift assets of varying type and quantity for Humanitarian Aid
and Disaster Relief operations is utilized. A demonstration experiment is provided
exercising the entire methodology to test specifically for its suitability to handle a variety
of different scenarios through process, as well as a comprehensive set of materiel and non-
materiel parameters. Based on a mission statement and performance targets, the status quo
could be evaluated and alternative options for the required performance improvements

could be presented.

The methodology created in this thesis enables the Capabilities Based Assessment
and general defense acquisition considerations to be initially approached in a more open

and less constrained manner. This capability is provided through the use of low-fidelity

XVii



modelling and simulation that enables the evaluation of a large amount of alternatives. In
advances to the state of the art, the methodology presented removes subject-matter expert
and operator driven constraints, allowing the discovery of solutions that would not be
considered in a traditional process. It will support the work of not only defense acquisition
analysts and decision-makers, but also provide benefits to policy planners through its

ability to instantly revise and analyze cases in a rapid fashion.
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CHAPTER 1. INTRODUCTION & MOTIVATION

This chapter provides insight into the prospective future operating environment and
its highly dynamic and unpredictable nature, separating and assessing the various
challenges that lie ahead. On a more abstract level, it discusses the general approach
towards creating and maintaining a stable security environment and the inherent
interdependencies when considering measures to change the means and ways of military
operations. It concludes with a preliminary outline of the institutionalized process and the
research objective of this study, filling a crucial gap in improving defense acquisitions

moving forward.

1.1 Future Operating Environment

When assessing the global threat environment, one observes a rapidly evolving
situation of increasing complexity, raising profoundly new challenges and the re-
emergence of traditional strategic adversaries [1]. Non-state actors are evolving and
obtaining increasingly sophisticated capabilities. Terrorist organizations are exploiting
weaknesses in our technology-dependent societies, while defying military technological
means in asymmetric confrontation. Rogue regimes, such as Iran and North Korea,
continue to destabilize their regions. Revisionist, authoritarian powers, such as China and
Russia, are raising the stakes in long-term, strategic power competition with the United

States.



1.1.1 Potent Non-State Actors

Non-state actors play an increasing role both in security critical domains such as the
cyberspace as well as in traditional categories of military confrontation. The development
of the cyberspace poses an unknown threat, with its paramount role in every aspect of daily
life, the ability of private actors to effect wide-ranging consequences with comparatively
little resources and its relevance for the military and security critical infrastructure [2][3].
Within the air space as more traditional warfighting domain, states so far could rely on an
almost exclusive air superiority, especially against non-state actors. However, since
technologies such as unmanned aerial vehicles become more widely available and easier
to build, that paradigm gets challenged [4]. While such action can be employed by criminal
organizations or even rogue individuals by their own drive and for their own good, it can

also be done on the behest of a state.

While criminal organizations harm society in a variety of ways, their existence and
operations do not necessarily have security implications, although their conduct can qualify
in that category. An example for security-critical non-state actors are drug trafficking
organizations in Mexico, Central and South America who operate potent, heavily armed
and large scale groups managing to defy border security for smuggling purposes, willing
to engage in violence to achieve their goals and able to conduct business across the United
States [5]. The fact that various drug cartels are able, through sophisticated networks and
tactics, to deliver drugs from all across the continent over the border into every corner of
the United States is relevant for national security as these established routes can in principle
be used for any kind of goods or people including weapons and terrorists [6]. Another

example for the threat potential of criminal activities are hackers gaining access to data



from mobile providers. Data obtained and quickly analyzed by the New York Times
Privacy Project enabled operators to deduce not only the locations of key politicians up to
the President of the United States, but through long-term comparisons also the
identification of operational patterns within organizations such as the Pentagon, Congress,

and the White House [7].

Combating such non-state actors is no longer exclusively the task of law enforcement
officials but becomes part of military operations due to their international operations and
outlined criticality for national security. It includes deploying troops and assets to fight
drug producers and smugglers or maintaining a unified combatant command to tackle a

variety of cyber threats are already reality.

1.1.2 Terrorist Threat

Terrorist organizations, specific kind of non-state actors with blurring
distinguishability from criminal organizations, continue to be a persistent threat with the
ability to evolve and adapt to countermeasures [8]. Driven by ideologies and operating in
unstable political and weak economic environments, their actions further destabilize
critical regions across the globe causing a spiral effect. In our contemporary environment,
they adapt and are utilizing technologies such as the internet and social media for their own
purposes, while restraining technology use on other occasions to defy technology-
dependent military approaches. The benefits of modern technologies such as easy access
to information, interaction over distances, and easy outreach to a vast audience are also
available and actively used by terrorist organizations for conducting harmful operations

and for recruiting new members [9]. On the other hand, they actively show restraint in



using technologies that could affect their detection or more general harm their operations

[10].

Examples for the exploiting and evading tactics employed by terrorist organizations
are numerous. Based on the spread of social media in general and the availability of internet
across the Middle East and Africa, Al Qaeda run a digital magazine in English, which
inspired the 2010 Boston Marathon bombers; the Taliban operated multiple Telegram
channels in various languages, commanding multiple thousand followers, utilized for
propaganda and demonstrating their ability to govern; AQAP in Yemen frequently tweets
about community development, attempting to cater to international and national audiences
to present themselves as viable government alternative [11]. Technology avoidance is
exemplified by the operational scheme of Osama bin Laden uncovered after the raid in
2011. He frequently and extensively communicated via email, utilized couriers to send and
receive the drafted messages at various unsuspicious places and was thereby able to
continue to manage Al Qaeda while hiding, defying the technological superiority of his

adversaries for an extended time [12].

Combating terrorist organizations remains an imminent necessity, and it is a major
activity with regards to operational deployment abroad of the U.S. military. As indicated
in Figure 1, based on data collected from government sources by the Smithsonian
Magazine [13], the U.S. military is deployed in numerous countries, especially in the

Middle East, South East Asia and Africa, to conduct counter-terrorism operations.
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Figure 1: Map Showing U.S. Military Operations Combatting Terrorism (as of
January 2019) [13]

1.1.3 Rogue States

The regimes in Iran and North Korea pursue nuclear armament in regions with
critical non-nuclear allies and aim for regional influence and hegemony contrary to
Western interests [14][15]. Iran in the Middle East is competing for regional dominance,
fueled by the decades-old religious feud between the Shia and Sunni branches of Islam
especially with the U.S. ally Saudi-Arabia [16]. Its actions occur in the form of proxy
conflicts in regional theaters such as Syria and Yemen, state-sponsored terrorist activities,
and the development of missile weapons systems to pose a credible and permanent threat
to other regional powers. North Korea is struggling to satisfy the basic needs of its

population in its isolated and secluded state, reliant on foreign aid to prevent a humanitarian



catastrophe and internal breakdown [17]. Its regime is aiming first and foremost at
surviving through military might by a mixture of conventional, unconventional and
weapons of mass destruction, enabling coercive influence over key U.S. allies like Japan
and South Korea and ultimately the United States itself. The nuclear armament aimed for
by both regimes, currently in different stages of progress, can solidify the durability of the
respective regime. The successful completion of their programs including long-range and
intercontinental ballistic missile capabilities pose a threat to regional and global allies and

could even enable an attack on the U.S. homeland.

1.1.4 Long-Term, Strategic Power Competition

The most relevant threat and prioritized challenge is the reemergence of long-term,
strategic competition with revisionist powers such as China and Russia [1]. Both countries
show more and more clearly the intention and subsequent action to revise and replace the
current international order. Based on their respective domestic authoritarian model, they
strive to gain significant influence up to vetoing authority on other countries diplomatic,

military, and economic affairs.

1.1.4.1 China

China has seen a rise to the world’s second-largest economy and number two in
defense spending, bringing new dynamics into the global balance of power and inserting
change into existing bilateral and multilateral arrangements [18]. The country is in a state
where it can enter, or might have already entered, in an open rivalry with the United States
by expanding its immediate sphere of influences at the cost of U.S. interests in the region

and by working on deconstructing the elements of the international order contrary to its



interests [19]. The reaction of the United States and subsequent interaction will drive the
development of global affairs and define the future operating environment with regards to

symmetric power competitions.

1.1.4.2 Russia

Russia, the successor of the Soviet Union as great power in the bipolar Cold War
era, is actively working on regaining the status as equal amongst the global powers and a
larger sphere of influences along its border [20]. Thereby, it faces the challenge of being
“too nuclear and too big to fail, but also too big to secure” [21]. Its former status, as a
significant military power, not only with respect to nuclear arms but also conventional
capabilities, and the willingness of its leader to take significant and costly actions abroad
set it on a trajectory for confrontation with other global powers [22]. Its security strategy
of ‘regional fracture’, exploiting existing and creating new regional conflicts at its border
to prevent consolidation of power and to enable the continuation of influence [21], creates
breeding grounds for global security threats. Furthermore, its economic situation, the
backbone necessary for every power to sustain long-term competition, significantly
disfavors Russia compared to a variety of countries and especially China and the United

States [23].

1.1.5 Consequences of the Prospective Environment

1.1.5.1 VUCA Environment

The changes in the operating environment describe a deterioration into the so called

VUCA environment, characterized by volatility, uncertainty, complexity, and ambiguity



[24]. The origins of this term trace back to a coinage of the U.S. military after the Cold

War to abstractly describe a new emerging type of warfare.

Volatility describes the effect of high interconnectivity of economic, social, and
geopolitical factors that can yield rapid, strong, and unforeseeable changes to the status
quo. In a strategic sense, one can surprisingly find itself both in advantageous and
disadvantageous situation with regards to one’s adversaries with new or diminished options
to act and an unpredictable timing of further changes. In contrast to a stable world with
limited number of relevant powers and containment of foreign and security affairs to state-
to-state interaction, the progressing globalization yields an ever-fluid and hard-to-control

security environment.

Uncertainty spreads due to the inability to use past or even present experience to
develop sound future solutions. The more predictability getting removed from the planning
process, the higher the number of possible paths of development. One can no longer rely
on subject-matter experts and experience-based decisions, raising the need to develop a
better sense of awareness of the general situation and to include the inherit uncertainty into

the decision-making process to successfully cover multiple possible outcomes and paths.

Complexity derives from the aforementioned multitude of relevant forces and the
connectedness that drive the development in the environment. Various non-traditional
effects such as activities of non-state actors and the global mobility of people, knowledge
and goods compete gain relevance and compete for attention with traditional challenges on

different levels. Paired with uncertainty, the complex situation requires sophisticated



solutions based on holistic views as opposed to specialized and compartmentalized

approaches.

Ambiguity is a consequence of the three previous characteristics. Moving forward,
even decisions with previously limited impact and scope can have far reaching
consequences in other realms. Both the planning and execution process will become harder
and more interconnected, requiring considerations and trade-offs that putting more strain

on decision-making processes on every level.

1.1.5.2 Demands for Military Forces

While the future operating environment is evolving, the fundamental defense
objectives of the United States remain the same: “defend the homeland, remain the
preeminent military power in the world, ensure the balances of power remain [favorably],
and advance an international order that is most conducive to [...] security and prosperity”
[1]. However, accomplishing the objectives becomes harder and requires enhanced and

improved efforts to be successful.

The different challenges of the operating environment need to be tackled by military
forces. Interconnectivity of effects and threats demands quality forces that can cope with
various situations. While specialization for sophisticated threats across the domains
remains necessary, the ability to compartmentalize forces erodes when faced with multi-

domain and interconnected challenges.

The most recent defense budget in FY21 provides the fundamental fiscal ability to

satisfy these requirements, putting the U.S. military in a comfortable but not excessive



spending position, yet failure can still occur if the necessary steps such as rescoped
investments aren’t taken [25]. However, traditional structures and thought processes might
prevent the necessary changes [26]. Simply pushing for “more ships, more aircraft, and
more troops” might be the path of least resistance between the different branches but does

not address the inherent problems outlined so far.

In addition, the diverse requirements yielding from the changing security
environment call into question the tendency of compartmentalization and specialization
within the existing force and puts up demands for multi-mission and multi-role fitness as

well as interoperability between different domains.

The inherent uncertainties call for robustness and resilience to not only meet
foreseeable requirements, but also challenges that are only looming beyond the horizon.
Based on the preliminary background information provided in this section it can be stated

that:

Observation 1.1: The changing operating environment puts more diverse

demands on existing and future assets.

1.2 Environment, Ends, Means, and Ways

To develop sustainable and effective security strategies, a balance between key
variables must be achieved: ends, ways, means, and the security environment [26]. This
balance is sensible to changes in any dimension and, presuming the inability to reverse an

imposed alteration, demands the ability to adjust the remaining dimensions to
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accommodate. The evolution of the future operating environment and its degradation into
a VUCA environment possess a significant change to the security environment and

qualifies for the near and mid-term future as irreversible.

Historically, explained by international relations theory and the Long Cycle Theory
by George Modelski [27], a deteriorating environment that includes the rise of new power
approaching a dominant power ultimately has led to large-scale war. While the historic
precedent of the United Kingdom challenged by both France and Germany in the 18" and
19" century, respectively, shows that the commencement of a new cycle does not
necessarily mean a new dominant power [28], an ultimate confrontation with a challenger
appears to be necessary either way. In our contemporary environment, since World War 11
and especially after the end of the Cold War, the United States are the only dominant power
and they are faced with a multitude of challenges, ranging from the classical confrontation
with challenger states such as China, to non-traditional spectrum threats like terrorism. This
situation itself is already unprecedented, but if that was not enough, historical cases also
do not account for the progressing globalization, nor they provide for considerations on

nuclear weapons in the context of a potential global war.

Nonetheless, the geopolitical situation means there is a need for reaction by the
dominant power, the United States. Adjustments with regards to ends, means, and ways
need to be considered to provide either countermeasures to rebalance and extend the cycle,
or to achieve decisive advantages to defy challenges and ultimately enter a second

dominant power cycle.
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1.2.1 Ends

Ends are the ultimate objectives and goals sought after [29] and are designated to
be achieved by high-level strategic documents such as (in the United States) the National
Security Strategy (NSS)[30], National Military Strategy (NMS)[31], National Defense
Strategy (NDS)[1], or the Defense Planning Guidance (DPG). These objectives are usually
strictly prioritized in a sense that higher priority items are either prerequisite for lower

priority items, or simply of exceedingly higher relevance.

As already mentioned previously, the fundamental highest-priority objectives such
as ‘protecting the homeland’ do not change as they are vital to the state and are often not
bound to great power status but inherent to all states. When analysing strategic documents
and their evolution, it becomes clear that while changes in the environment are identified
the focus of new directives remains with upholding existing goals as opposed to adjusting
them [1], even if such goals inevitably will violate the security interests of other countries
including rising powers. This is in line with the assessment for the United States as
contemporary dominant power that “[does] not readily lower their ambitions, even if doing

S0 sometimes makes sense” [26].

1.2.2 Means

Means are the resources available to pursue the ends [29]. This includes both human
and physical resources, personnel employed, and equipment used. It is a broad term, but
ultimately all means can be traced back to a function they fulfil relating to the overarching

objectives.
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Changing the means is possible, and frequently practiced, in a variety of ways: with
respect to quantity (more assets) or with respect to quality (better assets); the latter can be
further subdivided into acquiring new assets or improving existing ones to satisfy the
requirement. Talking about human resources, the available levers seem to be comparatively
easy to comprehend: Increasing the number of military personnel, enhancing their
education, and increase the different sorts of training to improve the force overall. With
respect to equipment, existing assets can be upgraded by adding new technologies or
replacing elements with improved versions; new assets can be procured phasing out older
models, combining the functions of various predecessors into one, or fulfilling completely
new roles contributing to the same goal in a different way. Both kinds of resources are
interconnected as personnel is required to operate the equipment, thus the introduction of
different assets requires adjustments on the personnel side as well such as different training

and certification and more or less personnel per asset to operate.

An example for changes of means, the introduction of a new asset, is the tilt rotor
aircraft VV-22 Osprey into the U.S. Armed Forces [32]. It was introduced as replacement
for medium lift helicopters in the Marine Corps but is equipped with a tiltrotor and can thus
operate as a helicopter and fixed wing aircraft. It covers a capability gap discovered in the
Iran Hostage Crisis in 1980 when existing vertical airlift assets were unable to operate with
a sufficient range and speed. While requiring higher investments and thus raising
affordability constraints for similar quantities, the type of asset enhanced operational
capabilities. The improvement was sufficient for the general concept to be pursued for
further developments such as the V-280, tackling flaws in the original design while

maintaining the principal abilities.
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Simply adjusting the means represents a traditional approach to military evolution.
Building on system-immanent features within the military such as valuing experience in
the understanding and decision-making process regarding assets and a generally cautious
habit towards change. New means, compared to the other dimensions, can be extensively

tested under closely-approximated operational conditions.

1.2.3 Ways

Ways are the methods to organize and apply the resources [29]. They are
represented in multiple layers on the strategic, operational, and tactical level. The concept
of ways is closely related to doctrine, which NATO defines as “fundamental principles by
which the military forces guide their actions in support of objectives” [33]. While the
guidance itself “is authoritative, [it] requires judgement in application” [33]; the latter
provides the bridge to means and ends in the shape of implementation by personnel with

regards to their aims.

The most common perception of ways occurs in the form of standardized rules,
procedures and protocol that is employed by operators by order or in response to predefined
events. This can include for example which public threat posture is taken towards an
enemy, what size of overall force (units) shall be deployed to counter an enemy for a certain
presumed strength, under which circumstances weapons can be used by personnel for
defensive purposes without prior orders or specific authorization, or what patrol patterns
are to be followed when conducting a search mission. In principle, the specified ways
should yield from in-depth analysis and decision-making with respect to certain

circumstances, presumably establishing ‘the best practice’ and subsequently provide a
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coherent framework to achieve uniform behaviour across the spectrum. By their nature,
ways are more abstract than the clear performance characteristics of physical assets or the
physical and cognitive abilities of personnel. Their successful definition and distribution
require time and effort and will still show a certain variability due to the implementation

by different people.

Changing ways, subsequently, is harder to achieve than changes in means, but it is
nonetheless done on different scales on a frequent basis [34]. Such changes are considered
and employed when changes in means are unattainable due to budgetary constraints, are
implemented but turn out to be insufficient to address the problem or are general not
suitable to tackle the changing environment. When confronted with such problems,
militaries tend to start adapting their ways and probe new methods of fighting. However,
analysing the prospects of new ways is significantly more complex compared to testing the
performance of new means. While the latter can be done in closely-approximated
situations, the efficiency of new ways ultimately needs to prove itself in combat with its
comprehensive dynamics and retains considerable uncertainty when employed up to that

point.

An example for a significant change of ways is the reorganization of units into
Brigade Combat Teams within the current transformation process of the U.S. Army [35].
Prior to the process, the focus of unit orientation was lying on divisions and yielded from
the Cold War posture of deploying to the theatre, presumable in Europe, and fighting in a
symmetric conflict against an organized and structured adversary for a limited non-
permanent period of time. The full range of different operations could thus only be

conducted at this unit level. With post-2001 enduring deployments to Afghanistan and Iraq
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and the shifted environment for operations, amongst other things, changes to the force
structure became necessary. The reorganization shifted the focus towards modularized
brigades able to operate by themselves and being able to participate in a rotation scheme
in and out of the theatre enabling overall quasi-permanent operations with different units.
While this effort was floated within the U.S. Army already around 1999, it formally began

in 2006 and up to this day it is still ongoing.

1.2.4 Interdependence of Ends, Means, and Ways

While the consideration of ends, means, and ways is paramount for any security
strategy, the elements cannot be treated as completely separate and complementary to each
other. Ends might provide the guidance what one might want to achieve, but the necessary
devotion of means and the acceptance of required ways ultimately needs to be justified and
deemed ‘worth it” - most prominently, fiscal constraints might demand giving up certain

lower priority objectives.

With ends being locked in, focussing on means and ways, we can observe various
interdependencies: Some means can only affect significant improvements if they are
operated in a certain way that might be consistent with current approaches, but doesn’t
necessarily have to be. While new assets can yield similar or slightly improved
performance, they might fall short of their expected contributions due to hindering
operational paradigms. Adhering to the status quo of ‘how things are done’ might itself
become a problem when it can be exploited and evolution in means cannot alone

compensate for that effect.
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An example outlining the interdependence of means and ways is the concept of
network-centric warfare which “focuses on the combat power that can be generated from
the effective linking or networking of the warfighting enterprise” [36]. The approach of
translating informational superiority into combat advantages within the respective theatre
in a rapid fashion relies on the description of the battlefield as a system-of-systems,
enabling commanders to effectively control forces distributed across the theatre and
enabling them to ‘act as one’. To realize this approach, means needed to be brought into
compliance for example by upgrading their communication equipment, new elements for
command-and-control needed to be established to handle the increased workload on higher
levels, and processes for conducting operations needed to be reorganized to reflect the
underlying optimization. The implementation is reliant on changes for both means and
ways to yield its added value. The sole introduction of improved or new Intelligence,
Reconnaissance, Surveillance (ISR) assets can bring better information, but does not tackle
the necessity to have this information readily available in the field or shared with the
relevant operators to direct action based upon them. On the other hand, centralizations in
the command structure without the information and infrastructure to effectively steer assets

in the field can have negative effects on the performance.

The existence of interdependencies and their inherent influence on the principal
validity and efficiency of new materiel and non-materiel approaches raises the issue of how
to assess these relationship in the decision-making process. New materiel acquisitions and
developments need to be judged in light of their operational performance under the current
ways, while changes in doctrine and other non-materiel parameters need to be compliant

with the abilities of assets and personnel.
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In addition to the inherent interdependencies between ends, means, and ways,
enemy behaviour and the phrasing of ends as quasi-permanent as opposed to achievable
goals provides additional challenges [37]. Based on the aforementioned information it can

be stated that:

Observation 1.2: The changes in operational behavior in conjunction with the
alternation of capabilities are crucial to analyze the effectiveness of new assets and

technologies.

1.3 Defense Acquisitions and Investments

The conjoint consideration of means and ways is embedded in the Defense
Acquisition System (DAS), which is governed by the standing Department of Defense
(DoD) Directive 5000.01 [38]. The directive is issued by Under Secretary of Defense for
Acquisition and Sustainment, who oversees the DAS, and has last been revised on

September 9, 2020.

The stated overarching “objective of the DAS is to support the National Defense
Strategy through the development of a more lethal force based on U.S. technological
innovation and a culture of performance that yields a decisive and sustained U.S. military
advantage” [38]. It takes the environment and ends as given from higher level guidance
and pursues avenues with regards to means and ways. While acquisitions have an inherent
focus on the means, the most recent revisions of the directive acknowledge the

interdependence of means and ways for gaining the highest efficiency possible.
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Demands are raised for the enhancement of the conduction of System-of-Systems
(SoS) Analysis and overall data-driven approaches in the process. In this context the SoS
Analysis shall “identify operational gaps and develop SoS employment concepts in order
to develop system capabilities that improve the warfighters’ ability to execute critical
mission threads” [38]. This stipulation addresses the inherent need to combine the
assessment of means and ways with respect to the performance in an operational

environment.

In accordance with this the employment of performance-based acquisition strategies
is explicitly stipulated. This requires “a strategy that supports an acquisition approach
structured around the results to be achieved as opposed to the manner by which the work
is to be performed” [38]. This includes the consideration of non-traditional solutions that
can fulfil the requested objectives and achieve the ends in the given environment but might
not necessarily be an evolution of currently employed approaches. Overall, it can be stated

that:

Observation 1.3: the Department of Defense provides scope to evolve the defense
acquisition process towards a more computationally-enhanced, capability-based and

result-oriented process.

19



1.4 Principal Gap

Based on the initial observations made in CHAPTER 1 as observations 1.1, 1.2, and
1.3, this research aims to address the lack of sufficiency in current methods and approaches

to consider both means and ways side-by-side. This main gap is formalized as follows:

Gap 1: The existing capabilities to parameterize the ways in addition to the
means are insufficient to conduct holistic studies to comprehensively explore the

design space.

In order to contribute to a solution that allows conducting future studies in a
comprehensive manner, existing capabilities and methods need to be augmented or revised

to meet the demands put forward by these new challenges.

1.4.1 Methodology to Cover the Gap

The augmentation of existing means can be accomplished by creating a new
methodology taking into account the state-of-the-art approaches utilized in the acquisition
process, analyzing the critical elements and preserve their content, and infusing the
necessary changes into the process. Before proceeding, it should be noted that such a new
methodology needs to satisfy multiple general requirements in order to be suitable for

implementation: Structured, Modular, Quantifiable, and Representative.

The methodology needs to qualify as structured in a sense that it transparently and
traceably outlines the process to ensure repeatability. While the methodology is formulated
and demonstrated in the progress of this study, the added value of its creation ultimately

rests in the possibility to apply it to relevant cases. Especially with regards to the scenario
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formalization that enables the inclusion of multiple scenarios alongside each other, the

process needs to follow certain standardized guidelines to ensure its applicability.

In addition, it needs to be modular in order to be adaptable to a variety of
operational scenarios. Due to the variability in comprehensiveness and complexity of the
infused problem objectives, the expected variability in fidelity of the assessments required
to produce a scenario necessitates a broadly applicable methodology. The method needs to
be able to accommodate to this diverse perspective and continue to work under the various

circumstances.

Third, it needs to include quantified metrics, stating that the outputs and results
contain a dimension relevant for decision-making. It needs to include metrics that allow a
comparison on a numeric scale, although the resolution for that scale depends on the
attainable level of fidelity. This means depending on the accuracy of the analysis in the
specific case various approaches such as discrete scales or a tiered ranking will be

employed.

Lastly, the methodology needs to be representative, claiming that it can provide
meaningful results. This means that the results created through this approach need to show
an internal validity relative to each other so that the relationship of compared results
sufficiently resembles real world results. This does not necessarily require the resemblance
in absolute values as the results are based on models and simulations; absolute values can
usually also not be verified when the real-world values cannot be obtained in a quantitative

fashion.
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1.5 Research Objective

Summarizing the discussion so far, we are facing a highly uncertain future military
operating environment with a multitude of diverse challenges. These create a security
environment that, with unchanged aspirations, will require means and ways to be critically

reviewed and adjusted to stand the test of these new and changing threats.

As the consideration of means and ways is highly multi-dimensional, the existing
approaches are often coupled or integrated and cannot be sufficiently judged in isolation.
Existing options for changes in means and ways could include the development of new
assets, or shifting away from ‘the way things are done’. To identify the appropriate
methodology for means and ways consideration, a holistic approach must be used to build

this methodology.

The crucial element for these considerations is the ability to conduct a
comprehensive exploration of the options available, the identification of feasible
combinatorial approaches and a systematic assessment of their performance and efficiency.
This study places its scope on the ability to merge different operational requirements into
a framework that allows a joint assessment of materiel and non-materiel approaches.

Subsequently, the following overall research objective is defined to guide this study:

Research Objective: Develop a methodology that considers diverse operational
requirements and operational ways in a parameterized fashion within a system-of-

system analysis in the early stages of the acquisition process.
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1.6 Research Approach

In order to realize the research objective, a comprehensive literature survey has
been conducted prior to the realization of the new methodology. Before presenting the
details of the survey in CHAPTER 2 to CHAPTER 4, the following subsection outlines the
overall approach of this research to provide the reader with the context in which this work
was developed. Following the literature review and the formal layout of the methodology
laid out in CHAPTER 5, validating experiments and a full demonstration of the
methodology are provided in CHAPTER 6 to CHAPTER 8. Finally, the policy implications

and final conclusions are presented in CHAPTER 9 and CHAPTER 10, respectively.

1.6.1 Logical Approach

To address the research objective, this research started with an in-depth analysis of
the status quo and how defense acquisition decisions are made today in order to determine
the points of infusion for adjustments to close the gap. This analysis yields additional
observations and complements the identified main gap (gap 1) with three additional gaps
to be addressed in the process. Subsequently, the work can be structured into three work
streams: scenario formalization and modularization, the definition of the design and
options space, and the analysis environment. Figure 2 shows an excerpt of the overall
logical flow diagram outlining the logical connections between the aforementioned work
streams. The comprehensive logical diagram of this dissertation can be found in

APPENDIX A.

The first work stream on the formalization and modularization of scenarios, the

core element of this thesis, is motivated by the need to consider various ways to mirror
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multi-mission, multi-scenario suitability. It started with an analysis of the Defense
Acquisition System and its individual components, as described in detail in CHAPTER 2.
With scenarios being currently considered part of the problem definition, even before
different ways and means are introduced, the variation of scenarios needs to be placed early
in the process. After identifying a suitable position in the process for implementation,
research focused on the search for an elementary definition approach, a process to define
elements and interfaces of scenarios allowing a structured and modular integration in the
subsequent steps. The process identified was originally developed for classical systems
design and has thus been adjusted to meet the needs of this methodology. Subsequently,
this adjusted process was tested experimentally to ensure its operability, as presented in

CHAPTER 6.

As second work stream, the definition of the design and options space, is addressed
in order to merge the variation of means with the alternation of ways and accommodate for
the implications yielding from the step. The literature review focused on the analysis of the
formalized process to comprehensively categorize and describe different materiel and non-
materiel approaches, as described in detail in CHAPTER 3. Confronted with the extensive
number of categories embedded in the overall process, a first scoping decision for this
research has been made to focus on doctrinal aspects for the parameterization of ways.
Subsequently, the definition of both doctrinal aspects and materiel approaches was
explored separately and jointly. Of particular interest was the process of identifying
feasible and infeasible approach combinations across the respective domains and options.

Deciding on the usage of literature-based subject-matter expertise for this element, the
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structural decision to formalize these decisions could be made and experimentally tested

to ensure the proper classification in the process, as presented in CHAPTER 7.

Finally, as third work stream, considerations have been made with respect to the
analysis environment, as described in detail in CHAPTER 4. Driven by the multi-
dimensionality of the problem and the desire to enable the methodology to provide a
comprehensive initial analysis, the current usage of computational capabilities was
analyzed with regards to their suitability for the required process. It has been concluded, as
the subsequent chapters will show, that for this methodology modelling and simulation
needs to be low-fidelity in order to assess the design and options space in a timely manner.
Considering subsequently the various options for modelling types, it has further been
determined that Discrete Event modelling should be pursued. While this is especially true
in context of the other two work streams and given that the methodology augments the
existing process, it should be noted that this decision satisfies a sufficiency criterion with

regards to the level of fidelity required at a minimum.

After pursuing the work streams separately, they culminate with the formulation of
the overall research hypothesis and equivalency conjecture. These enable the structural
creation of the methodology, summarized in the following section and outlined in detail in
CHAPTER 5, and subsequent to the aforementioned experimental validations, an

application demonstration of the full methodology, as presented in CHAPTER 8.
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Figure 2: Logical Flowchart of the Dissertation
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1.6.2 Proposed Methodology

Based on the logical approach, the following methodology, as representation of the
Capabilities Based Assessment (CBA), is summarized, and presented in detail in
CHAPTER 5. The methodology is divided into three parts that reflect the different
functional analyses within the CBA. Figure 3 shows a flowchart of the entire methodology

including its division into the three parts and the corresponding steps.

Capabilities Based Assessment Functional Needs Analysis

Functional Area Analysis Analysis RQ
. Environment 3
Problem Definition Problem |Yes
. Covered? Y
Problem Tasks Metrics Baseline
Analysis
I Mo Y
¥ ¥
Create Scenario Formalization Gap
Scenario(s) Analysis
| Decomposition Recomposition ¥
L 4 RQ Gap Exists?  l—————
Definition —
1 Yes | ' No
Gap
¥ Characterization
Functional Solutions Analysis
(DOTmMLPF-P Analysis)
. . DCR {Existing or)
Identification of Approaches Developed
J, Approach
R -
Combinatorial Feasibility of Approaches Zq IcD Sufficient
R It
Analysis of Approaches = esu _S
Processing

Figure 3: Methodology Flowchart within the Capabilities Based Assessment

In the first part, the problem is defined, and the corresponding scenarios are created.

The problem definition kicks off the methodology and can be performed with various levels
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of abstraction based on a multitude of standards. It sets up the general goal for the CBA by
prov