
Financial system files
involving reimbursement
vouchers exposed
Michael Hagearty
Institute Communications
and Public Affairs

I n the early morning hours of
Sunday, March 10, computer
hackers circumvented Georgia

Tech server security and gained ille-
gal access to a server in the busi-
ness office. 

An ensuing investigation reveals
that the system was used as an ille-
gal file transfer protocol (FTP) site
and appears to have been used to
distribute large digital files. The
intrusion also resulted in the down-
loading of some 350 gigabytes of
data from that server, giving the

intruder an opportunity to view files
that were on the server. 

There are potentially serious ram-
ifications, specifically to those who
have submitted travel or reimburse-
ment vouchers since July 1, 2000.
Though the Institute has already
taken steps to limit access to this
information, Joel Hercik, associate
vice president of Financial Services,
said the foremost concern is the
integrity of any personal information
that may have been accessed. 

“This compromise of several of
our financial system files is a matter
of great concern, especially as it
may impact individual faculty and
staff,” Hercik said. “While we are
hopeful the financial and personal
data contained in some supporting
imaged documentation is not readily
usable, we are responding to a
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CCoommmmiitttteeee  bbeeggiinnss  sseeaarrcchh  
ffoorr  nneeww  ddeeaann  ooff  CCoommppuuttiinngg
Hopes to have position
filled by fall
Michael Hagearty
Institute Communications
and Public Affairs

For the first time in its history,
the College of Computing has
begun the search for a new

dean.
Appointed by Provost Jean-Lou

Chameau, members of the advisory
search committee have the task of
recommending a replacement to the
position vacated by Dean Peter
Freeman in May. The 12 members
represent a cross section of faculty,
staff, students and external partners.

“In only 10 years, the College of
Computing has experienced tremen-
dous growth and brought first-rate
professors to Georgia Tech,”
Chameau said. “I have complete con-
fidence in this committee’s ability to
find a leader who not only has impec-
cable credentials, but also the vision
to continue developing the College’s

reputation as a leading center for
education and research.”

The search committee held its first
official meeting at the end of
February, and its first task was to
approve copy for an advertisement
that will appear in professional maga-
zines around the country over the
next two months.

“The College has made great
strides in advancing the quality and
stature of its programs under Peter
Freeman’s leadership,” said Richard
Fujimoto, who chairs the search com-
mittee. “We are seeking an individual
with a strong commitment to educa-
tion, a distinguished record of
research, and the administrative skills
necessary to lead the College to the
next level of accomplishment.”

Fujimoto added that he and the
committee hoped to have a new dean
selected by this fall. Though the com-
mittee has not hired a professional
organization to aid in the search, it is
still an option for certain aspects of
the process.

Dean continued, page 3

Will receive award during
IAC Founder’s Day
Elizabeth Campell 
Institute Communications 
and Public Affairs

On Friday, March 22, former
President Jimmy Carter will
be awarded the 2002 Ivan

Allen Jr. Prize for Progress and
Service. the Ivan Allen College of lib-
eral arts, celebrates its Founder’s Day
by awarding the former President the
second Ivan Allen Jr. Prize. Last year,
Senator Zell Miller received the first
Prize, named in honor of former
Atlanta Mayor Ivan Allen, Jr. (’33), the
College’s namesake. The campus is
invited to hear President Carter speak
about “An Open Society in an Age of
Terrorism” at 1 p.m. in the Student
Center Ballroom.

In addition, Ivan Allen College
invites the campus to a panel discus-
sion on “Civil Liberties in an Age of
Terrorism” that morning from 

9 a.m. – 11:30 a.m. in the Student
Center Theater. The distinguished
panel includes the Honorable Marvin
Shoob, senior judge, U.S. District
Court; Adbullahi A. An-Na’im, profes-
sor, Emory University School of Law;
and Stefan Aust, chief editor, Der
Spiegel, the major German weekly
newsmagazine. Miles O’Brien, CNN’s
morning anchor, will moderate.

FFoorrmmeerr  PPrreessiiddeenntt  JJiimmmmyy  CCaarrtteerr  
ttoo  ssppeeaakk  oonn  ccaammppuuss

SSeeccuurriittyy  bbrreeaacchh  lleeaavveess  eemmppllooyyeeeess  vvuullnneerraabbllee  ttoo  ffrraauudd
HHooww  ttoo  pprrootteecctt  yyoouurrsseellff::  
11..    CCoonnttaacctt  tthhee  ccrreeddiitt  rreeppoorrttiinngg  aaggeenncciieess  aanndd  tteellll  tthheemm  tthhaatt  yyoouurr  ppeerrssoonnaall
iinnffoorrmmaattiioonn  mmaayy  hhaavvee  bbeeeenn  ccoommpprroommiisseedd  aanndd  rreeqquueesstt  aa  ccrreeddiitt  rreeppoorrtt..  TThhee
tthhrreeee  aaggeenncciieess  aarree  lliisstteedd  bbeellooww..  TThheerree  iiss  nnoo  nneeeedd  ttoo  ppaayy  aannyyoonnee  ttoo  oobbttaaiinn
tthhiiss  iinnffoorrmmaattiioonn,,  uunnlleessss  yyoouu  wwaanntt  ttoo  rreecceeiivvee  iitt  iinn  aann  eexxppeeddiitteedd  ffaasshhiioonn..  TThhiiss  iiss
aa  ffrreeee  sseerrvviiccee..
Equifax:  800-525-6285
Experian:  888-397-3742
TransUnion:  800-680-7289

22..    CCoonnttaacctt  yyoouurr  ccrreeddiitt  ccaarrdd  ccoommppaanniieess  aanndd  iinnffoorrmm  tthheemm  tthhaatt  yyoouurr  ccrreeddiitt  ccaarrdd
nnuummbbeerr  mmaayy  bbee  ccoommpprroommiisseedd..  TThhee  pphhoonnee  nnuummbbeerr  ffoorr  yyoouurr  ccoommppaannyy  sshhoouulldd
bbee  oonn  tthhee  bbaacckk  ooff  eeaacchh  ccrreeddiitt  ccaarrdd..  IIff  nnoott,,  ccoonnttaacctt  tthhee  ffiinnaanncciiaall  iinnssttiittuuttiioonn
tthhrroouugghh  wwhhiicchh  yyoouu  rreecceeiivveedd  tthhee  ccaarrdd..

33..    AA  WWeebb  ssiittee  hhaass  bbeeeenn  eessttaabblliisshheedd  ssppeecciiffiiccaallllyy  ffoorr  tthhiiss  iissssuuee,,  wwiitthh  aaddddiittiioonn--
aall  iinnffoorrmmaattiioonn  aanndd  lliinnkkss  ttoo  ootthheerr  ssiitteess,,  aatt  www.fraud_concern.gatech.edu..  

44..    FFoorr  ssppeecciiffiicc  qquueerriieess,,  aa  nneeww  ee--mmaaiill  aaddddrreessss  hhaass  aallssoo  bbeeeenn  eessttaabblliisshheedd::
ffrraauudd@@ggaatteecchh..eedduu..  YYoouu  mmaayy  aallssoo  ccoonnttaacctt  JJuuddyy  WWhhiittffiieelldd  iinn  PPrrooccuurreemmeenntt
SSeerrvviicceess  aatt  889944--99005544..  DDuuee  ttoo  ccaallll  vvoolluummee,,  hhoowweevveerr,,  bbee  aaddvviisseedd  tthheerree  mmaayy
bbee  pprroobblleemmss  ggeettttiinngg  tthhrroouugghh..

http://www.gatech.edu
http://www.whistle.gatech.edu
http://www.whistle.gatech.edu
http://www.fraud_concern.gatech.edu


“QUOTE-
UNQUOTE”
“To be able to look down at
the Earth every once in a while
and see it go by was just an
awesome experience. It’s
something I’ll never forget. It
was just a great opportunity,
and I’m glad that the space
walks went well.”
—Michael J. Massimino, a for-
mer associate professor in the
School of Industrial and
Systems Engineering, who
served as a mission specialist
on the recently completed
Space Shuttle Columbia (STS-
109), servicing the Hubble
Space Telescope.
(NASA)

“It’s almost impossible to
police the entire border. You
can look at the lack of success
of the United States in policing
its southern border along the
Mexican-United States border
... So people who know the
area and know the terrain,
Afghani and Pakistani and oth-
ers, certainly know how to get
in and out of this area.”
—George Harrison, associate
director of research operations
for GTRI and retired U.S. Air
Force general, on the problem
of containment in Operation
Anaconda.
(CNN International)
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worst case scenario given the poten-
tial for abuse.”

Hercik said that a number of
technical and operational changes
are being implemented to mitigate
future risks, most of which will be
transparent to campus personnel. In
addition, his office will be issuing
preventive measure tips to units and
travelers related to travel reimburse-
ment.

Hercik’s office is working to pin-
point who may have been impacted.
Initial estimates are that fewer than
1,000 faculty and staff could have
had information in the compromised
system. 

The Institute is taking steps to
limit exposure. State and federal
authorities have been contacted to
assist in the investigation, and the
Bank of America has cancelled all of
the more than 1,000 procurement
cards used for departmental pur-
chasing. A process is in place to
replace them all, and to date no
unusual activity has occurred with
any of the P-Card information. 

Access to the system in question
has been altered and will now have
very tight access controls on those
and other servers. Some of that
access control may result in changes
to who and how information is
accessed. Those impacted by these
changes will receive specific infor-
mation. 

John Mullin, associate vice presi-
dent and associate vice provost of
OIT, said, “Georgia Tech, like many

of the top universities, has been the
target of many security attacks. The
majority of these attacks to date
have involved the exploitation of
machines in offices and residences
connected to the network for the
placement of illegal software — oth-
erwise known as trojans — which is
used to launch compromises and
distributed denial of service attacks
on others throughout the country. In
a smaller percentage of attacks,
Georgia Tech is the victim of com-
promises from others. Over the past
year, we’ve experienced about 1,200
system compromises and 3,000 sys-
tems that were infected with various
viruses.”

However, he added, “a high per-
centage of these incidents could
have been prevented by the installa-
tion and update of virus protection
along with diligent system adminis-
tration.”

Network attacks are quickly
becoming commonplace among uni-
versity campuses, corporate head-
quarters, government institutions
and personal computers. As report-
ed in a recent article in the
Chronicle of Higher Education (see
sidebar, below), the trends toward
network attacks are decidedly on the
rise. Universities are particularly tar-
geted, the article notes, due to their
open society culture. 

“It is difficult to make networks
secure since, by their nature, they
connect people and machines to the
world at large,” Mullin said. “The
constant struggle between the ulti-
mate security and the ultimate flexi-
bility will always wage. An ideal

security approach must be layered
to accommodate the different needs
and risks associated with our multi-
faceted community.

“We in OIT will be working with
the Institute executives, depart-
ments and technical support teams
across the campus to review our
campus IT systems, as well as to
look at changes we may need to
make to our policies and practices.
Security on all fronts, and certainly
in the information technology world
is not a one-time event. It is a com-
mitment to a way of pursuing our
goals and doing business in this 
rapidly changing world.”

“The Growing Vulnerability of
Campus Networks”
by Florence Olsen

…On top of national-security con-
cerns, the volume and intensity of
security incidents on campus net-
works are growing at a pace that
raises questions about the adequa-
cy of security precautions. Virus
infections, unsecured software and
a shortage of people who know how
to make computers safe on the
Internet are converging to make
campus networks a particularly
alluring target for hackers, and now,
some experts worry, terrorists.

Michael A. McRobbie, vice presi-
dent for information technology at
the Indiana University System, says
colleges have a well-deserved repu-
tation for lax network security. As a
result, he says, they risk increased
insurance costs and expensive law-
suits.

Attacks on networks to collect
passwords, gain access to unautho-
rized data, install malicious code or
share bootleg movies are wasting
crucial public resources and reduc-
ing productivity, Mr. McRobbie said.
... In a time of increased national-
security concerns, he said, pressure
is mounting on colleges to gain bet-
ter control of their computer net-
works, or risk losing federal grant
money for research. ...

... Recognizing the problem,
some colleges report that they are
tightening security on their net-
works. Congress has proposed

more money for research and edu-
cation to help institutions improve
the security of their networks.
Software vendors, too, have reacted
to the crisis: Microsoft, whose prod-
ucts are frequently targets of virus-
es, worms, and other destructive
agents, in January announced a
campaign aimed at making all of its
software more secure…

... One example is Nimda, an
Internet worm, which hit colleges
especially hard last fall — clogging
networks and taking control of
infected computers. ...

... Some smaller colleges were
not as prepared to respond. After
Nimda hit Central Wyoming College,
which has 600 campus computers,
officials closed down the college on
a Friday to let its staff of eight tech-
nicians start cleaning up the mess.
It took a week. ...

... Colleges could be subject to
costly negligence lawsuits if their
computers are used in future
attacks, or if sensitive information
about students is stolen from cam-
pus computers, some experts say.
Tracy Mitrano, policy adviser and
director of computer law and policy
at Cornell University, says courts
may find colleges liable for an
attack that used their machines,
because campus officials should
have known that unsecured net-
works were open to attack.

Campus networks are more vul-
nerable to attack than corporate
networks because colleges need
open networks for collaboration

and access to information. It’s rare
for a college to have a strong fire-
wall around its network. Such fire-
walls, because they block all but a
few approved outsiders from gain-
ing access, tend also to block col-
laborative researchers from other
institutions. ...

... Technical managers say they
are overwhelmed by the number
and complexity of advisories warn-
ing them of security flaws that
require them to install software
patches and updates.
Administrators also say that stu-
dents and faculty and staff mem-
bers have all come to expect con-
venient access to information on
campus servers, even when the
users are miles away from the cam-
pus. Furthermore, the promise of
improved network security in the
form of digital certificates and a
public-key infrastructure has been
slow to materialize....

... HR 3394, a computer-security
bill that has passed the U.S. House
of Representatives and has been
referred to the Senate, authorizes
$878 million for undergraduate and
graduate education and research on
the best ways to protect computers
and networks from viruses, criminal
hackers, and, as emphasized by the
bill’s sponsor, terrorists. ...

—excerpted from March 15, 2002
issue of The Chronicle of Higher
Education. For the full text, visit
www.chronicle.com/colloquylive/
2002/03/networks

WWhhaatt  wwaass  eexxppoosseedd::
••    TTrraavveell  aanndd  rreeiimmbbuurrsseemmeenntt  vvoouucchheerrss
ffoorr  eemmppllooyyeeeess,,  wwhhiicchh  mmaayy  ccoonnttaaiinn  ccrreedd--
iitt  ccaarrdd,,  SSoocciiaall  SSeeccuurriittyy  nnuummbbeerrss,,  aanndd  ssiigg--
nnaattuurreess;;
••    IImmaaggeess  ooff  rreecceeiippttss  aanndd  iinnvvooiicceess  rreellaatt--
eedd  ttoo  tthhee  aabboovvee;;
••    PPeerrssoonnaall  ccoonnttaacctt  iinnffoorrmmaattiioonn;;
••    IIDDss  aanndd  ppaasssswwoorrddss  ffoorr  aacccceessss  iinnttoo  tthhee
PP--CCaarrdd    ssyysstteemm,,  wwhhiicchh  iinncclluuddeess  aaccccoouunntt
nnuummbbeerrss  aanndd  eexxppiirraattiioonn  ddaatteess;;  eemmppllooyy--
eeee  IIDD  nnuummbbeerrss;;  eemmppllooyyeeee  aaddddrreesssseess  aanndd
pphhoonnee  nnuummbbeerrss;;  aanndd  aallll  ttrraannssaaccttiioonn
iinnffoorrmmaattiioonn  ffoorr  rroouugghhllyy  tthhee  llaasstt  ttwwoo
yyeeaarrss..

Security, cont’d from page 1

CCrreeddiitt  CCaarrdd  FFrraauudd  
aanndd  IIddeennttiittyy  TThheefftt  CCoonncceerrnnss::
www.fraud_concern.gatech.edu

FFoorr  mmoorree  iinnffoorrmmaattiioonn......

http://www.fraud_concern.gatech.edu
http://www.whistle.gatech.edu
http://www.whistle.gatech.edu
http://www.chronicle.com/colloquylive/2002/03/networks
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IN BRIEF:
IInndduussttrryy  CCoonnttrraaccttiinngg  ggeettss  nneeww  mmaannaaggeerr

Following an extensive search, Jilda Garton,
associate vice provost for Research, has
announced the selection of Jim Berkowitz as
manager of the Industry Contracting Office.
Berkowitz, who has been with Georgia Tech
since 1998, started as a contracting officer and
has served as team leader of the Universities,
Foundations, International and Other group. A
retired U.S. Army officer with more than 20
years of experience in procurement, contract-
ing, logistics and government property,
Berkowitz came to Tech from Raytheon Support
Services Company.

With the creation of the Industry Contracting
Office, Tech’s efforts in contracting with indus-
try have received greater emphasis and support
in recent years. Working closely with the Office
of Technology Licensing, the Industry
Contracting staff works to facilitate partnerships
with the public and private sectors in research
and technology. Overall, the Institute is ranked
nationally among the top colleges and universi-
ties that work well with industry. In fiscal year
2001, Tech was awarded more than $34 million
in industry funding.

LLiibbrraarryy  wwaannttss  yyoouurr  ooppiinniioonn
As part of an overall assessment of its services,
the Georgia Tech Library and Information
Center is reviewing the relevance of both the
materials in and those being added to its collec-
tions. One of its efforts has been the creation of
an online survey that will be distributed to
all faculty next month. The survey is designed
to gather information on materials that the fac-
ulty considers essential to their teaching and
research functions, as well as determine
whether a preference for digital or print formats
exists. The survey hopes to provide a better
understanding of the faculty’s perception of the
collections and services as they currently exist.
Results will be used to facilitate decisions on
how to allocate resources, as well as where to
improve or emphasize services. 

NNeewweesstt  ffeelllloowwsshhiipp  aatt  ‘‘hhoommee  ooff  ggoollff’’
Tech is accepting applications for the new
Charlie Yates Fellowship at the University of St.
Andrews in Scotland. The graduate fellowship
covers fees and living expenses for the 2002-
2003 academic year. Georgia Tech students
who are considering graduate studies in
physics or electrical and computer engi-
neering are invited to apply. The program is
aimed at prospective graduate students pursu-
ing the one-year Master of Science degree and
at more advanced graduate students whose pro-
grams could benefit from participation in the
research environment at St. Andrews.

The University of St. Andrews was founded in
1411, making it the oldest university in
Scotland and the third oldest in the United
Kingdom. For centuries the university has
earned the highest reputation for teaching and
scientific research. Recognized as the “home of
golf,” St. Andrews is located on the east coast
of Scotland, about 50 miles north of Edinburgh. 

The Charlie Yates Fellowship is made pos-
sible by the Robert T. Jones Jr. Memorial
Scholarship Fund and honors distinguished
Georgia Tech alumnus Charles R. Yates.
Inquiries should be directed to Ian Ferguson, a
graduate of the University of St. Andrews and a
professor in the School of Electrical and
Computer Engineering, by phone at 385-2885
or e-mail to ianf@ece.gatech.edu.
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Freeman is stepping down
after serving as founding dean
of the College since 1990. He
will assume a position with the
National Science Foundation
(NSF) in Washington as assistant
director for Computer and
Information Science and
Engineering. Officially, he will
remain a member of the
Georgia Tech faculty, on assign-
ment to NSF.

RRiicchhaarrdd  FFuujjiimmoottoo (chair), professor, College of Computing
DDiicckk  LLiippttoonn (co-chair), professor, College of Computing
TTeerrrryy  BBlluumm, dean, DuPree College of Management
AAaarroonn  BBoobbiicckk, associate professor, College of Computing 
CChhaarrlleess  HHaarrddnneetttt, graduate student, College of Computing
MMaarryy  JJeeaann  HHaarrrroolldd, associate professor, College of Computing
MMaarryy  AAlliiccee  IIsseellee, director of development, College of Computing
JJaammeess  MMccCClleellllaann, professor, School of Electrical and Computer Engineering
TToomm  NNoooonnaann, president and CEO, Internet Security Systems
WWiilllliiaamm  RRoouussee, chair, School of Industrial and Systems Engineering
YYaannnniiss  SSmmaarraaggddaakkiiss, assistant professor, College of Computing
AAnnddrreeww  NNeeaall  SStteeiinn, undergraduate student, College of Computing.

Dean, cont’d from page 1 CCoommppuuttiinngg  ddeeaann  sseeaarrcchh  ccoommmmiitttteeee  mmeemmbbeerrss

LLoonngg--aawwaaiitteedd  cchhiillddccaarree  cceenntteerr  ssoooonn  ttoo  bbee  aa  rreeaalliittyy
Elizabeth Campell
Institute Communications 
and Public Affairs

This month, Georgia Tech
and the Home Park
Community begin work

on a new, fully accredited child-
care center, which is tentatively
scheduled to open for faculty,
staff, students and Home Park
residents in early 2003. The
current building, a former city-
owned community center con-
verted into a neighborhood
childcare center in 1985, will
be demolished to make room
for the center, leaving the
neighboring park intact.

Over the years, different
groups have attempted to cre-
ate a campus childcare center.
In 1997, more than 5,000 sur-
veys were distributed to faculty,
staff and students to ascertain
the level of interest in providing
childcare services for the Tech
community. Survey results indi-
cated an overwhelming
response in favor of childcare.
Within the last two years, an
additional opinion survey was
conducted by a top childcare
management company to deter-
mine the feasibility of providing
childcare services on or near
campus. The results of this sur-
vey confirmed the findings of
earlier campus surveys favoring
campus childcare services.

In October 1998 the Institute
received a request from the
Home Park Community
Improvement Association
(HPCIA) soliciting financial sup-
port to renovate the existing
Home Park Learning Center.
After consulting with various
childcare support groups on
campus, a mandate from
President Wayne Clough estab-
lished the current Childcare
Committee led by Chuck
Donbaugh, associate vice presi-
dent of Human Resources
(OHR), and Jean Fuller, director
of Employee Services. After an
engineering firm examined the
existing facility, the committee
determined that rebuilding the
facility would be more cost
effective. 

“As our campus population
has changed with younger facul-
ty, more female faculty and

graduate students, the need for
a quality childcare program
becomes critical,” said
President Clough. “When
recruiting young faculty and
staff, a childcare center is a
major competitive advantage.”

During the past three years a
childcare partnership was estab-
lished with HPCIA. Tech repre-
sentatives have facilitated and
attended meetings with repre-
sentatives of HPCIA to bring the
project to fruition — including
the city’s Office of Parks,
Recreation and Cultural Affairs,
numerous city building and zon-
ing regulation offices, and the
Mayor’s Office.

The one-story childcare cen-
ter will be located at 1015
Tumlin Street, near the intersec-
tion of Tenth and State Streets.
The center is designed for 120
children from 6 weeks in age to
pre-school. According to the
agreement with Home Park, 80
percent of the spaces are
reserved for the Tech communi-
ty and 20 percent for Home
Park community residents. 

The building and childcare
program will be accredited by
the National Association for the
Education of Young Children
(NAEYC), the nation’s largest
and most influential organiza-
tion for early childhood educa-
tors. 

The new childcare center is a
unique partnership between
Georgia Tech, HPCIA and the
city of Atlanta. The city owns
the property and the current
building, which serves the
Home Park community. Georgia

Tech and HPCIA formed a non-
profit corporation called Home
Park Learning Center, Inc.
(HPLC) to enter into a long-
term, 30-year lease with the city
and to hire a professional child-
care management company to
operate the childcare program.
The HPLC board has awarded a
contract to Bright Horizons
Family Solutions, one of the top
childcare management compa-
nies in the United States, to
manage the Center. 

“In the nearly 30 years the
Home Park community has
been operating a childcare cen-
ter, the majority of enrollment
has come from Tech families,
so this partnership is a natural
fit that helps us meet many of
our goals,” said Tim State, pres-
ident of HPCIA.

“This joint childcare project
with the Home Park Community
is an exciting and positive step
in Institute/Community partner-
ing,” said Bob Thompson, sen-
ior vice president of
Administration and Finance.
“We have several other joint
ventures in the planning stages
and look forward to a strong
community relationship with the
Home Park neighborhood.” 

“We’re taking a non-tradition-
al approach as a public employ-
er entering into a long-term
agreement with a neighborhood
association and the city of
Atlanta to construct a childcare
center,” said Donbaugh. “It will
be a first-rate educational pro-
gram and facility for both
Georgia Tech and neighboring
Home Park.”

AA  rreennddeerriinngg  ooff  tthhee  HHoommee  PPaarrkk  LLeeaarrnniinngg  CCeenntteerr,,  ssllaatteedd  ttoo  ooppeenn  iinn  eeaarrllyy  22000033..
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